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1 Introduction

1.1 The AAMI/UL 2800 series of standards covers the interoperability of medical products. AAMI/UL
2800-1 is the general standard that specifies a baseline set of requirements for assuring safe and secure
interoperability for interoperable medical systems. The requirements in the AAMI/UL 2800-1 standard are
supplemented by the requirements in additional AAMI/UL 2800 standards. These additional standards are
intended to be used in conjunction with the general standard and applied as needed. While this
introduction applies to all of the AAMI/UL 2800 series of standards, the scope section of each additional
standard describes what is covered by that standard.

1.2 Multiple stakeholders may participate in the development, deployment, assembly, and operation of a

medical sy
system, shq
to data whil
of stakehol
requiremen

1.3 Each
specified a
developed,

CteTT With interoperdole elelriernts. SUCl d Syslelll, Teferredto as an inleroperc
uld minimize patient risks, maintain clinical effectiveness, ensure timely and adeq
e protecting its security, and enable adequate provision of care. In order to-fagilita
lers around these aims, the AAMI/UL 2800 series of standards establishes”a ba
s for assuring safe and secure interoperability.

stakeholder will need to determine the specific level and manner iniwhich interoper
hd assured for its interoperable medical products. However; a specific syst
assembled, deployed, and operated through a range of.processes undertaken

stakeholde

. Specific activities in these processes assure intergpérability. In order for sta

collectively pccomplish this, the processes need to be linked effectively.

1.4 Effective linkage of processes across multiple stakeholders is a core focus of the AA
series of standards. This first requires that each stakeholder adequately assesses and man

security an

essential performance vulnerabilities -ofts interoperable medical products.

requires that each stakeholder understands and,conforms with interoperability aspects
specifications of an interoperable medical productwhich it acquires or with which it interoperat
the consequent safety and security characteristics. Finally, it requires that each stakeh

communic

1.5 Therg

es to the other stakeholders thefinformation required to assure interoperability.

quirements in the AAMI/JL:2800 series of standards are intended to apply to med

as well as ¢ther connected infrastructure elements, and interoperable medical systems cons

these. The

1.6 The 4
requiremen
interoperab
incorporate
given orga

ANAMI/UL 2800 series\of standards is intended to be used by individual stakeholder:

MAMI/UL 28Q0%-series of standards employ a lifecycle process approach td
s. In additien'to a set of broad management functions, the standards provide
lity planing, realization, deployment, and monitoring activities. These ag
cross-=clitting requirements for security and risk management. The standards recq
nization may be responsible for only a part of the full range of activities req

ble medical
uate access
te alignment
5eline set of

bbility will be
em may be
by multiple
eholders to

MI/UL 2800
ages safety,
Secondly, it
pf disclosed
es, including
blder clearly

cal devices,
tructed from

3

p.

organizing
for a set of
tivities also
gnize that a
Lired for an

interoperab

e“medical system. Furthermore, the organization’s interoperable medical prl

ducts may

provide only a specific or limited functionality. To accommodate this, the standards provide for flexibility in
the scope, sequence, and interaction of these activities. Finally, the standards provide requirements and
supplementary guidance on key clinical and engineering properties of an interoperable medical system
that are essential to assuring safe and secure interoperability and provide guidance on lifecycle activities.

1.7 The requirements provide a baseline for assuring safe and secure interoperability throughout the
lifecycle of the interoperable medical system. In order to meet these requirements, a set of lifecycle
processes needs to be established. It is anticipated that many organizations in the interoperability
ecosystem will also have requirements for formal quality and risk management processes, as well as
those related to specific aspects of product development, such as usability, software development,
electrical and biological safety. The lifecycle processes in the AAMI/UL 2800 series of standards may be
integrated into the organization’s processes previously established for meeting quality and risk
management and product-specific requirements.
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1.8 As part of complying with the AAMI/UL 2800 series of standards, an organization will need to
understand its specific role in the interoperability ecosystem, as well the role of the various other
stakeholders. It is essential that responsibilities for meeting specific requirements are unambiguously
communicated to other stakeholders. The standards include requirements for disclosure and other
communications. These may be helpful in for identifying contractual requirements with other stakeholders.

1.9 The establishment of processes for assuring safe and secure interoperability should take into
account the role of the organization in the interoperability ecosystem, and regulatory requirements
applicable to the organization’s activities. It is not the intent of the AAMI/UL 2800 series of standards to
imply the need for uniformity in the structure of different processes for assuring interoperability, uniformity
of documentation or alignment of documentation to the clause structure of these standards.

1.10 The 3
role it plays
manner app

2 Scope

2.1 This S
interoperabl

bove approach enables an organization to establish processes that are consist
n the interoperability ecosystem. It also enables the organization to manage_its a
ropriate to the scope of its interoperable medical products.

tandard is applicable to interoperable medical products, .inCluding assembled
e medical products that comprise or are intended to be incorporated into interopera

systems witlin an interoperable environment.

2.2 This S
secure inter

3 Referen

andard specifies a baseline set of interoperability lifecycle requirements for assuri
bperability for interoperable medical systems.

Ces

ent with the
Ctivities in a

systems of
ble medical

hg safe and

3.1 Anyun ard shall be

interpreted 4

dated reference to a code or standard’appearing in the requirements of this Stand
s referring to the latest edition ofthat code or standard.

3.2 The following standards are referefced in this Standard:

AAMI TIR57|, Technical Information Report: Principles for Medical Device security — Risk Management

AAMI/UL 2800-1-1, Standarrdfor Risk Concerns for Interoperable Medical Products
AAMI/UL 2800-1-2, Standard for Interoperable ltem Development Life Cycle

AAMI/UL 2800-1-3, Standard for Interoperable Item Integration Life Cycle

ASTM F2761, Standard for Medical Devices and Medical Systems — Essential safety requirements for
equipment comprising the patient-centric integrated clinical environment (ICE) — Part 1: General
requirements and conceptual model

IEC 60601-1, Standard for Medical Electrical Equipment — Part 1: General Requirements for Basic Safety
and Essential Performance

IEC 60601-1-8, Standard for Medical Electrical Equipment — Part 1-8: General Requirements for Basic
Safety and Essential Performance — Collateral Standard: General Requirements, Tests and Guidance for
Alarm Systems in Medical Electrical Equipment and Medical Electrical Systems

IEC 61508, Functional Safety Of Electrical/Electronic/Programmable Electronic Safety-Related Systems -
Part 1: General Requirements
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IEC 62304, Standard for Medical Device Software — Software Life Cycle Processes

IEC 80001-1, Standard for Application of Risk Management for IT-Networks Incorporating Medical Devices
— Part 1: Roles, Responsibilities and Activities

IEC/TR 80002-1, Medical device software — Part 1. Guidance on the application of ISO 14971 to medical
device software

ISO 14971, Standard for Medical Devices — Application of Risk Management to Medical Devices

ISO/IEC 15026-3, Systems and software engineering — Systems and software assurance — Part 3: System
integrity levels

ISO 262621, Road vehicles — Functional safety — Part 1: Vocabulary
ISO/IEC/IEEE 42010, Systems and software engineering — Architecture description
ISO/IEE Guide 51, Safety aspects — Guidelines for their inclusion in standards

4 Terms gnd Definitions

4.1 ACTOR - An active or passive entity, human or non-human; capable of initiating action|or providing
data, potentially in response to commands.

NOTE 1: An inferoperable item is a special case of non-human actor.

NOTE 2: Health IT systems including Electronic Medical Record systems or Physician Order Entry systems are examples of non-
human actors fhat may not be interoperable items.

NOTE 3: Medital devices are examples of non-humantactors (which may or may not comply with the requirements of this Standard,
i.e., may or nof be interoperable items).

NOTE 4: Operptors and patients are examples of human actors.

NOTE 5: Actofs may be distinguished by context of use including development context of use actors (e.g., interogerable medical
system manufacturers), deploymenticontext of use actors (e.g., clinicians, bio-medical engineers, etc.)

4.2 ALARM CONDBITION — State of the alarm system when it has determined that a potential or actual
hazardous gituation-exists for which operator awareness or response is required.

NOTE 1: An alarm-condition can be invalid, i.e. a false positive alarm condition.

NOTE 2: An alarm condition can be missed, i.e. a false negative alarm condition.

©IEC. This material is reproduced from IEC 60601-1-8:2020 with permission of the American National Standards Institute (ANSI) on
behalf of the International Electrotechnical Commission. All rights reserved.

4.3 ALARM LIMIT — Threshold used by an alarm system to determine an alarm condition.

4.4 ALARM SETTINGS — alarm system configuration, including but not limited to:
a) Alarm limits;

b) The characteristics of any alarm signal inactivation states; and
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c) The values of variables or parameters that determine the function of the alarm system.

NOTE: Some algorithmically-determined alarm settings can require time to be determined or re-determined.

4.5 ALARM SIGNALING - Action taken by the alarm system to generate an alarm signal at the
operator's position.

4.6 ALARM SIGNAL — Type of signal generated by the alarm system to indicate the presence (or
occurrence) of an alarm condition.

©IEC. This material is reproduced from IEC 60601-1-8:2020 with permission of the American National Standards Institute (ANSI) on
behalf of the Interrational-Elestretechnical-Commission—Al-righisreserved-

4.7 ALARM SYSTEM - Parts of ME equipment or a ME system that detect alarm conditipns and, as
appropriate,|generate alarm signals.

©IEC. This maferial is reproduced from IEC 60601-1-8:2020 with permission of the American NationahStandards Instftute (ANSI) on
behalf of the Infernational Electrotechnical Commission. All rights reserved.

4.8 ARCH|TECTURE VIEW - Artifact within the interoperability archjtécture expressing the prchitecture
from the pergpective of specific set of concerns.

Adapted by UL|from ISO/IEC/IEEE 42010-2011 with permission of the American National Standards Institute (ANSI) dn behalf of the
International Ofganization for Standardization. All rights reserved.

4.9 ARCHITECTURE VIEWPOINT — Constraints establishing the conventions for the construction,
interpretatioh, and use of an architecture view to frame'aspecific set of concerns.

Adapted by UL|from ISO/IEC/IEEE 42010-2011 with permission’ of the American National Standards Institute (ANSI) dn behalf of the
International Ofganization for Standardization. All rights reserved.

4.10 ASSURANCE - Grounds for justified confidence that a claim has been or will be achievdd.

NOTE: Assurahce activities include verification and validation activities that provide objective evidence for claims reflected in
interoperable ittm SSOs and interoperability specification.

©IEC. This maferial is reproduced\from ISO/IEC 15026-1:2019 with permission of the American National Standards Ipstitute (ANSI)
on behalf of thg International Electrotechnical Commission. All rights reserved.

411 AUTHENTICATION/AUTHENTICATED/AUTHENTICITY — The process of verifying th¢ identity of
an entity.

412 AUTHENTICATION OF INFORMATION — Sensitive data is any critical security parameter that can
compromise the use and security of the product such as passwords, keys, seeds for random number
generators, authentication data, personally identifiable information and any data whose disclosure could
jeopardize the security properties of the product.

4.13 AUTHORIZATION/AUTHORIZED - [Source: CNSSI-4009 via AAMI TIR57]

4.14 AVAILABILITY/AVAILABLE — [Source: SP 800-53; SP 800-53A; SP 800-27; SP 800-60; SP 800-37;
FIPS 200; FIPS 199; 44 U.S.C., Sec. 3542 via AAMI TIR57]

4.15 CLINICAL CARE - Patient contact and/or management, which corresponds to a block of activity
(session) directly related to:

a) Diagnosis of disease or other conditions,
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b) Cure, alleviation, mitigation, treatment/therapy, or prevention of disease,
¢) Compensation for an injury or handicap,
d) Replacement or modification of the anatomy or of a physiological process, or

e) Intended to affect the structure or any function of the body of the patient.

416 COMPUTATIONAL VIEW - An aspect of the interoperability architecture that provides a
decomposition in terms of logical functional as interactions between those functions.

NOTE 1: The Computational View is based on concepts from the ISO/IEC 10746 RM-ODP Computational View. However, this
Standard doeqd to require compliance to ISO/IEC 10746.

NOTE 2: The [Computational View captures what is commonly referred to as a functional architecture, where.intergctions between
functional elenpents are captured in terms of programmatic interfaces.

NOTE 3: For an overview of the notions of architectural view and viewpoint see ISO/IEC/IEEE 40210.

4.17 CONFIDENTIALITY — The property that data, information or software is not made |available or
disclosed tq unauthorized individuals, entities, or processes.

4.18 CONSTITUENT INTEROPERABLE ITEM — A member~6f. the collection of interopgrable items
integrated tp form the realization of an encompassing interopéerable item [see definition of interoperable
item(b)].

419 DEPLOYMENT CONTEXT OF USE - Actors;proecesses, and health-delivery objectijes that may
impact the gafe and secure use of the interoperable\medical product as part of deployment actjvities.

NOTE 1: Deplpyment context of use activities are summarized in Annex A.

NOTE 2: In tygical cases, the deployment context of-use refers to the context of use in a Health Delivery Organization|and addresses
the use of the |nteroperability solution to supportimedical functions as well as the configuration, deployment, and maiptenance of the
interoperability solution.

420 DEVELOPMENT CONTEXT OF USE - Organizations, processes, technologies, injeroperability
frameworkd, and business relationships that may influence or use the interoperable medicdl product as
part of devglopment activities.

NOTE: Develgpment context of use Activities are summarized in Annex A, and detailed in AAMI/UL 2800-1-2 and AAMI/UL 2800-1-
3.

4.21 DISC LCSURE P:allllUd GII(A‘I IIIaIIClUUd IU:UGOU Uf ;IIfUI mat;ull bUtVVUUII thU UIUGII;LG{; Originating
the interoperable item and stakeholder organizations to support the safe and secure use of the
interoperable item in its development context of use or deployment context of use.

NOTE 1: See the Annex for Guidance on Interoperability File of AAMI/UL 2800-1-2 and the Annex for Guidance on Disclosure of
AAMI/UL 2800-1-2.

NOTE 2: ISO 14971 Information for Safety, IEC 80001 Responsibility Agreements and Information for Assurance are addressed by
the disclosures of this Standard.

NOTE 3: Disclosures support "risk hand-offs" between organizations and are key element of supporting cross-organization risk
management for interoperable medical systems.

422 EFFECTIVENESS — Ability to produce the intended result for the patient and the responsible
organization. Reasonable assurance that a device is successful in producing a desired or intended result
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when it can be determined, based upon valid scientific evidence, that in a significant portion of the target
population, the use of the device for its intended uses and conditions of use, when accompanied by
adequate directions for use and warnings against unsafe use, will provide clinically significant results.

©IEC. This material is reproduced from IEC 80001-1:2010 with permission of the American National Standards Institute (ANSI) on
behalf of the International Electrotechnical Commission. All rights reserved.

4.23 ERROR - Deviation from an item interoperability specification that is observable on an interface of
the interoperable item.

NOTE 1: An error originating in an interoperable item's context may propagate into the interoperable item through its interface inputs.

NOTE 2: An erfor may propagate out of an interoperable item over an interface due to either:
a) A fdult internal to the interoperable item; or

b) An|error propagating into the interoperable item from its context that is passed through,the interopgrable item or
transfgrmed into an error of different character.

424 ERROR PROPAGATION SPECIFICATION - Summary of inward and outward flowing
interoperability-related errors that may manifest on the interoperable item!sjinterfaces.

NOTE: See Apnex D of AAMI/UL 2800-1-2 the purpose of the error propagation specification in the context df broader risk
management dctivities. See the Annex for Guidance on Interoperability File of WAMI/UL 2800-1-2 for relationshfp of the error
propagation spegcification to other work products.

4.25 EXTHRNAL MEASURE - Measure separate and distinct from the interoperable item that reduces
or mitigates|the risks resulting from the interoperable’item or usage of the interoperable item within its
development context of use or deployment context of use.

NOTE 1: The njeans by which an external measure is to be~achieved will typically be communicated through instructidns for use and
will typically coipcide with ISO 14971 Information for Safety.

NOTE 2: Interdperable item SSOs and externahmeasures are designed in concert with the intent that the interoperable item will be
able to achievelits SSOs if the external measures are achieved.

NOTE 3: Exterhal measures represent gbligations of the agents in the context of the interoperable item whereas SBOs represent
obligations on ipteroperable item, given‘that external measures are achieved. The organization producing the interopefable item also
has the obligatipn of communicating-the external measures clearly.

Adapted by Ul from 1S©.26262-1:2018 with permission of the American National Standards Institute (ANSI) on| behalf of the
International Ofganization.for Standardization. All rights reserved.

4.26 EXTHRNAL PRODUCT — An anticipated non-human actor or specified interoperable item with
which the interoperable medical product interacts but is not provided with the interoperable medical
product.

NOTE - An external product may be specified as an accessory to be provisioned by the user of the interoperable medical product
(such as a sensor device) or be a part of the interoperable environment within which the interoperable medical product is used (such
as an electronic medical record system).

4.27 EXTERNALLY SOURCED PRODUCT - Either a constituent interoperable item in an interoperable
medical product or an external product that is specified as necessary to proper use of the interoperable
medical product that is placed on the market by an external party that is not part of the organization.

4.28 FUNCTIONAL SAFETY CONCEPT — Design of functional safety including independence aspects,
allocation to items within the architecture, risk controls, and their interaction necessary to achieve SSOs.
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Adapted by UL from ISO 26262-1:2018 with permission of the American National Standards Institute (ANSI) on behalf of the

International E

lectrotechnical Commission. All rights reserved.

429 HAZARDOUS SITUATION — Circumstance in which people, property, or the environment are
exposed to one or more hazard(s).

©IEC. This material is reproduced from ISO/IEC Guide 51:2014 with permission of the American National Standards Institute (ANSI)
on behalf of the International Electrotechnical Commission. All rights reserved

IDENTIFICATION/IDENTIFIED — See authenticated.

TIFIER — [Source — Adapted from REC 2828 (referring fo data_but is generalized for this

4.30

4.31 IDEN
document)]
4.32 IDEN

unique ref¢rence to the operator or interoperable item, especially binding. when pro
authentication.

4.33 IDENTITY CLAIM — Assertion or statement of the state or fact of being the same one as
4.34 INFd
a) T
thei
b) O
NOTE 1: The

requires comp

NOTE 2: The
constraints on

NOTE 3: For an overview of the notions of architectural view and viewpoint see ISO/IEC/IEEE 40210.

435 INTH
See Annex
4.36 INTH
4.37 INTH

TITY — A particular presentation of an operator or interoperable item. Anlidenti

RMATION VIEW — An aspect of the interoperability architécture that describes:

he primary data elements exchanged between constituent interoperable items g
hteroperable item and its context; and

perations on those data elements.

nformation view is based on concepts from thetISO/IEC 10746 RM-ODP information view. Howeve
iance to ISO/IEC 10746.

information view may also capture impertant internal state of an interoperable item that is neces
the interoperable item's interoperability-behavior.

GRATOR — Natural or legal person carrying out the activity of interoperable iten
A

GRITY ~The assurance that data can only be altered by authorized entities.

according tathe specifications_instructions and information provided by the manufacturer |

y may be a
ed through

described.

nd between

, this Standard

sary to specify

integration.

is intended

NBED USE [intended purpose] — Use for which a product, process or service

©ISO. This material is reproduced from ISO 14971-1:2019 with permission of the American National Standards Institute (ANSI) on
behalf of the International Organization for Standardization. All rights reserved.

4.38

INTERACTION — An action between an interoperable item and its context taking place over one of

the interoperable item's interfaces. See the Annex for Interoperability Architecture Specification of
AAMI/UL 2800-1-3.

NOTE: An interaction involves the participation of both the interoperable item and an actor in its context. When the actor in the
context is an another interoperable item, the interaction occurs over an interoperability interface.

4.39

interoperable item and its context over its interfaces specified in terms of interface contracts.

INTERACTION BEHAVIORAL SPECIFICATION — Constraints on the interactions between an
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NOTE: Specifications of interactions over the interoperability interfaces of an interoperable item are stated in terms of interface
contracts.

4.40 INTERACTION PARAMETER SPECIFICATION — Part of an interaction specification that specifies
the parameters and accompanying characteristics of a particular interaction. See the Annex for
Interoperability Architecture Specification of AAMI/UL 2800-1-3.

441 INTERACTION POINT - Interoperability architecture feature defined for the purpose of stating
constraints and assumptions on data and control [information] that flow across an interoperable item’s
boundary.

Each interagt

a) Physiological — Supports machine-to-patient interactions associated with sensing ¢r actuation

capabilities related to the physiology of the patient;

b) Operator — Supports machine-to-human interactions for commands orJinformatio
betwgen the interoperable item and operator; or

N exchange

c) Interoperability — Supports machine-to-machine interactions.
An interoperability interaction point consists of one or more related.interoperability interfaces.

4.42 INTERACTION SPECIFICATION — Characteristics of an‘interaction given at a level of precision that

are sufficien
a) D¢

b) E
prop

Interaction
interactions

4.43 INTE
item and its

NOTE 1: Anin
establish pre-c
conditions that

 to:
termine if interoperable items participatingiin-the interaction comply with the specif

kclude undesirable behaviors leading® to violations of safety-related and sec
prties. See the Annex for Interoperability Architecture Specification of AAMI/UL 28(@

pver interfaces.

RFACE CONTRAGT.\> Behavioral constraints on the interactions between an in
context over onge ofits interoperability interfaces.

erface contractimposes obligations on both the interoperable item and its clients. An Interface contrg
bnditions that Clients of the interoperable item must achieve before or at the initiation of an interacti
he interoperable item must achieve given that associated pre-conditions are satisfied.

NOTE 2: An int

the interoperabit

return codes.

4.44

prface contract may include constraints on data exchanged during an interaction, temporal ordering of

a

contracts, and engineering and technology aspects of the interface realization.

4.45

cation; and

Urity-related
0-1-3.

specifications are accompanied by interface contracts that constrain the Ibehavior of

teroperable

ct will typically
bns, and post-

nteractions on
avior and error

INTERFACE SPECIFICATION — Collection of interaction specifications, associated interface

INTEROPERABILITY ARCHITECTURE — Constraints and rules determining the organization of a

set of interoperable items, their designed interoperable interactions with each other, and their intended
interactions with environment. The interoperability architecture provides a decomposition at the granularity
at which interoperable items may be exchanged and reused according to their designed interoperability.

NOTE 1: An interoperability architecture may be defined using a variety of methods including annotated graphical models or textual
constraints as long as the precision is sufficient to determine compliance to this Standard. The interoperability architecture may be
incorporated into a more comprehensive architecture description that addresses non-interoperability-related aspects.
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NOTE 2: The rules and constraints of an interoperability architecture capture designed interoperability variabilities that allow multiple
interoperability architecture instances to be compliant with an interoperability architecture. This concept enables a set of related
interoperability architecture instances to be addressed determining compliance to this Standard.

4.46 INTEROPERABILITY ARCHITECTURE CONFIGURATION — Specific restriction of one or more
interoperability variabilities of an interoperability architecture.

NOTE: An interoperability architecture configuration is a refinement of an interoperability architecture that restricts the set of
conformant interoperability architecture instances for a particular purpose. Examples of common restrictions include bounding the
number or types of medical devices that can connect with a platform, or restricting the applications that may be executed
simultaneously with a high-criticality application. Such restrictions may be useful for scoping the use of an interoperability framework

for a particular

4.47 INTH
where no in

NOTE 1: Anin

NOTE 2: An in
provide a parti

NOTE 3: Com
architecture in

4.48 INTH
designated

449 INTE
interoperab

4.50 INTE
records ger

set of related applications whose assurance will be addressed collectively.

ROPERABILITY ARCHITECTURE INSTANCE — An interoperability architecture g
teroperability variabilities remain.

eroperability architecture instance represents a concrete realization whose behavior can be ‘accessed

stance of an interoperability architecture for an interoperable medical system may be executed at the
Cular clinical function.

pliance of an interoperable item to this standard addresses the safety ‘and security properties of all

btances that conform to the interoperable item’s interoperability architecture.

nteroperability interfaces of the interoperable items.

ROPERABILITY ECOSYSTEM - Stakeholders whose products and serv
lity.

ROPERABILITY FILE — One or more information repositories either containing o
erated to demonstrate compliance to the requirements of this Standard.

onfiguration

ia testing.

point-of-care to

interoperability

ROPERABILITY BINDINGS - Planned association of two or more interoperablg items over

ces enable

referencing

4.51 INTHROPERABILITY FRAMEWORK — Consists of a managed collection of interopergbility assets
including:
a) Items designed to.belintegrated in different configurations in conformance with a interoperability
archijtecture;
b) Processes.eonforming to life-cycle objectives of this Standard for coordinating life-cylcle activities

acro
speq

ss the\framework items to increase effective and trustworthy reuse of items ang
ification, risk management, and assurance results; and

associated

c) Assets, shared across the development of the framework items, for supporting inferoperability-

relat

ed aspects of development and assurance.

NOTE: The notion of an INTEROPERABILITY FRAMEWORK supports the notions of platform-based development, product lines
and product families (e.g., as described in ISO/IEC 26550), and families of items developed around a common interoperability
interfacing framework (e.g., IEEE 11073).

4.52 INTEROPERABILITY INTERFACE — An engineered mechanism for information exchange that
provides all or part of a realization of an interoperability interaction point.

NOTE 1: An interoperability interaction point will often be realized in terms of multiple interfaces that address different levels of
abstraction. For example, an interoperability interaction point for reporting physiological data from a medical device may include
network transport layer interfaces, middleware service interfaces, and data description interfaces.
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NOTE 2: The granularity of an interface specified for the purposes of compliance with this Standard may be determined by following
guidance in the Annex for Architecture Definition Guidance of AAMI/UL 2800-1-3 and the Annex for Interoperability Architecture
Specification of AAMI/UL 2800-1-3.

4.53

INTEROPERABILITY SCENARIOS SPECIFICATIONS — Partial specification of an interoperable

medical system or family of related interoperable medical systems describing an intended application of
interoperability that may be evaluated under this Standard.

NOTE 1: An interoperability scenario specification may serve to normalize use cases, requirements, and architectural approaches for
the purpose of establishing community consensus for particular applications.

NOTE 2: An interoperability scenario specification may be used as input to the later design and realization of an interoperable

medical systen
specification. S

NOTE 3: An
interoperable, g

4.54 INTE
ARCHITEC]

455 INTE
related to

specificatior]s.

456 INTE
associated {
specific inte

4.57 INTE
interoperabl
take one of {

a) It
Stan

b) It
activ

) lo S b £al bbbl ! . ol Lo L bl
Wi may oCneTIToNT TeuSC o the artactS aeveopeU T ana nay - clamT COmpianceto-te MteTropet

be Annex B.

hteroperability scenario specification may include as aspects of use specification, interoperabilit
nd the like.

ROPERABILITY VARIABILITY Designed feature within_‘the
[URE allowing variations in the set of conforming instances.

INTEROP

ROPERABLE APPLICATION SPECIFICATION — A summary of the important ch
the use of the interoperable medical product within stated interoperabilit

[

ROPERABLE ENVIRONMENT — The managed collection of interoperable prn
ervices that can be integrated in one or more configurations to enable interopera
operable medical product.

ROPERABLE ITEM (ITEM) — A realization of an item interoperability spec
b hardware, software or system ¢o which the contents of this Standard are applie
wo forms:

may not be further deComposed with respect to interoperability and complian
Jard; or

may be a collection’ of interoperable items integrated in accordance with integrati
ties.

NOTE: A membper of the collection of the integrated interoperable items in (b) is referred to as a constituent interoperah

4.58 INTE

item and ex

bility scenario

architecture,

ERABILITY

hracteristics
y scenario

bducts and
ble use of a

fication for
4. This may

ce with this

bn life-cycle

le item.

teroperable

ROPERABLE ITEM BOUNDARY - The division between the realization of the in

NOTE: The boundary may help scope the assurance, risk management, and disclosure responsibilities of the interoperable item
manufacturer by indicating the engineering features under the interoperable item manufacturer’s direct control.

4.59

INTEROPERABLE ENVIRONMENT — The managed collection of interoperable products and

associated services that can be integrated in one or more configurations to enable interoperable use of a
specific interoperable medical product.

4.60

for supporting the development and deployment of an interoperable item for medical purpose.

NOTE: Common examples of interoperable medical products include:

a) An interoperable item supporting a medical purpose;

INTEROPERABLE MEDICAL PRODUCT - Output that is intended for, or required by, a customer,
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b) An

c) An

interoperable medical system (as a special case of interoperable item);

interoperability framework; and

d) Work products or services related to the stakeholder activities in Annex A.

4.61

(and is therefore decomposable) with a clinical intended use.

4.62

INTEROPERABLE MEDICAL SYSTEM — An item consisting of one or more integrated (sub)-items

INTEROPERABLE USE SPECIFICATION — A summary of the important characteristics related to

the context of use of the interoperable medical product that serves as input for determining item

interoperab

ility specifications.

463 ITEM
sufficient to

a)D

b) In
assq
cond

q

J

c)
oper

NOTE: Specifi
of acceptabilit:
clinical, and of

4.64 IT-NB

INTEROPERABILITY SPECIFICATION — Collection of artifacts which are |ne

bfine the item’s interoperability-related functionality and interfaces;

tegrate the interoperable item with or as part of another interoperable item and
ciated safety and security assurance activities, including those that determine th
itions of acceptability have been satisfied; and

pecify controls that are required to ensure safety(and security during the

ation, and maintenance of the item.

, technical instructions, risk management information,~and operating instructions, and constraints o
erating environment needed to achieve safety.

FTWORK [INFORMATION TECHNOLOGY NETWORK] — A system or systems d

communicating nodes and transmission links to‘provide physically linked or wireless transmiss

two or morg

Adapted by U
International H

NOTE: The s
software in the
general compy

4.65 MAN
packaging,
equipment

specified communication nodes;

L from IEC 61907:2009 with~permission of the American National Standards Institute (ANSI) of
ectrotechnical Commission. Allrights reserved

ope of the IT-NETWORK in this document is defined by the responsible organization based on w
IT-NETWORK is focated and the defined use of the IT-NETWORK. It can contain IT infrastructure,
ting components,or systems not intended by design to be used in a healthcare setting. See also 7.2.

UFACTURER — Natural or legal person with responsibility for the design, n

Cessary and

to carry out
bt the item’s

deployment,

Cation artifacts may include requirements, interface specifications including interface contracts that capture conditions

h the technical,

omposed of
ion between

behalf of the

here the health
ome health, or

hanufacture,

or labelling of ME equipment, assembling and configuring an ME system, or §

their behalf

dapting ME

br an“ME system, regardless of whether these operations are performed by that ;|>erson or on

4lo La)
y atlutiict PpTioUIRS ).

Adapted by UL from IEC 60601-1:2020 with permission of the American National Standards Institute (ANSI) on behalf of the

International E

lectrotechnical Commission. All rights reserved.

4.66 MEDICAL ELECTRICAL EQUIPMENT [ME EQUIPMENT] — Electrical equipment having an applied
part or transferring energy to or from the patient or detecting such energy transfer to or from the patient
and which is:

a) Provided with not more than one connection to a particular supply mains; and

b) In

tended by its manufacturer to be used:

1) In the diagnosis, treatment, or monitoring of a patient; or
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2) For compensation or alleviation of disease, injury or disability, or other condition.

NOTE 1: In some jurisdictions, ME Equipment may meet the definition of a medical device as defined in a particular jurisdiction.

NOTE 2: Equipment, when mentioned in this Standard, should be taken to include ME equipment.

Adapted by UL from IEC 60601-1:2020 with permission of the American National Standards Institute (ANSI) on behalf of the
International Electrotechnical Commission. All rights reserved.

4.67 MEDICAL ELECTRICAL SYSTEM [ME SYSTEM] — Combination, as specified by its manufacturer,
of items of equipment, at least one of which is ME equipment to be inter-connected by functional

connection

r by use of a multiple socket-outlet

Adapted by U
International EI

4.68 OBJH
NOTE: OBJEC

©ISO. This ma|
behalf of the In

469 ORG
product inte

4.70 OPEH
specifically 1
impact the §
interoperabi
activities.

4.71 OPER

of a maching, process or system in-a specified manner.

NOTE 1: Differ

c) Ser|

from IEC 60601-1:2020 with permission of the American National Standards Institute (ANSI)on
bctrotechnical Commission. All rights reserved.

CTIVE EVIDENCE - Data supporting the existence or verity of something.
T1VE EVIDENCE can be obtained through observation, measurement, testing, or other means.

erial is reproduced from I1ISO 14971-1:2019 with permission of the American National Standards Inst
lernational Organization for Standardization. All rights reserved.

ANIZATION — An entity with responsibility for placing 'on the market an interoperg
nded to be used in accordance with an interoperable application specification.

RATIONAL CONTEXT OF USE — A sub<context of the deployment context of
o the point-of-care. Actors, processes, and health-delivery objectives and use cas
afe and secure use of the interoperability solution [generic term encompassing bd
ity framework] as part of delivery* of care to the patient in interoperable iten

RATOR — Someone whogunder authority of the responsible organization, controls

ent categories of operator include:
edical professional;
btient if appropriately authorized; and

ice personnel if appropriately authorized.

behalf of the

fute (ANSI) on

ble medical

use related
es that may
th item and
N operation

the function

NOTE 2: An operator may take control or receive information from the machine, process, or system in a venue outside of the
responsible organization (i.e., in home care).

472 OPERATOR IDENTITY/IDENTIFICATION — Person-specific information used to distinguish an
individual operator. Operator identifiers include username, badge number, and/or other identifiers
generated by ADT or EMPI.

4.73 PASSWORD - Sensitive data is any critical security parameter that can compromise the use and
security of the product such as passwords, keys, seeds for random number generators, authentication
data, personally identifiable information and any data whose disclosure could jeopardize the security
properties of the product.

4.74 PATIENT - Living being (person or animal) undergoing a medical, surgical or dental procedure.
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NOTE: A patient can be an operator.

©IEC. This material is reproduced from IEC 60601-1:2020 with permission of the American National Standards Institute (ANSI) on
behalf of the International Electrotechnical Commission. All rights reserved

4.75 PATIENT ASSOCIATION — The process of establishing a patient identity within an interoperable

item for the

purpose of identifying the patient under care.

4.76 PATIENT DISASSOCIATION — The process of dissolving the logical relationship between an
interoperable item and the patient under care previously established by a patient association process.

NOTE: Patien to the patient
identity.

477 PATIENT EPISODE - The period of time between and patient association pnd patient
disassociation during which the medical functions of the interoperable item are dedicated to cdre-giving for

the patient yinder care.

4.78 PATI

479 PATI
information

4.80 PATI
patient. Pa

ENT ID — The identity claim of a patient.

ENT IDENTIFICATION — The process of matching theypatient with the patig
(see also patient identity verification).

ient identifiers include name (given name, family name, and/or middle name),

nt identifier

ENT IDENTIFIER — An item of person-specificiinformation used to distinguish @n individual

DOB, MRN,

location, other identifiers generated by ADT or EMPI.

4.81 PATIENT IDENTITY — Selected data elements associated with a patient to uniquely|identify that
patient among other patients within a Health, Delivery Organization. Selected data elemgnts (patient
identifiers) 1+ usually the name (given name, family name, and/or middle name), birth date, SSIN, MRN, and
sometimes the gender for a single patient\-Patient identity can be either verified or un-verified. |(See patient
identity verification.)

4.82 PATIENT IDENTITY VERIEICATION — The process of matching patient identifiers that yere input to
the ME system with a trusted source of patient information (ADT/EMPI) to ensure the patient |s accurately
identified.

4.83 PATIENT UNDER CARE — The particular patient whose care is being addressed by the
interoperable item while it is performing its clinical function.

4.84 PHYBIQLOGICAI Al ARM CONDITIONS — Alarm condition arising from a monitdred patient-

related variable.

©IEC. This material is reproduced from IEC 60601-1-8:2020 with permission of the American National Standards Institute (ANSI) on
behalf of the International Electrotechnical Commission. All rights reserved

4.85 POTENTIALLY HAZARD CONDITION — Conditions on the state of an interoperable item that may
lead to a violation of the interoperable items interoperability specification and/or indirectly to patient harm.

NOTE 1: The term potentially hazard condition generalizes the notion of fault or root cause to address the fact that an interoperable
item may not know the potential patient harms associated with interoperable medical systems into which it is integrated. In such
cases, the objectives of interoperable item development center around (a) developing technical specifications (captured in the
interoperable item interoperability specification) that are appropriate for the intended use of the interoperable item and (b) mitigating
potentially hazard conditions that could lead to violations of the technical specification.

NOTE 2: A potentially hazard condition may represent a precondition for a risk concern.


https://ulnorm.com/api/?name=UL 2800-1 2022.pdf

20 AAMI 2800-1 ¢+ UL 2800-1 JUNE 10, 2022

4.86 PROTECTED HEALTH INFORMATION (PHI) — Protected health information (PHI), also referred to
as personal health information, generally refers to demographic information, medical histories, test and
laboratory results, mental health conditions, insurance information, and any information about health
status, provision of health care, or payment for health care that is created or collected by an entity, or their
representative, and can be linked to a specific individual. This is interpreted rather broadly and includes
any part of a patient's medical record or payment history.

Source: https://www.hhs.gov/hipaa/for-professionals/faq/2042/what-personal-health-information-do-
individuals/index.html

4.87 PROVENANCE - A record of the original source and chain of possession of data — combination of

authenticity,
authenticatig

4.88 REFH

mtegrity,andno-repudiation for every entity thatas processed the data —
n of information.

RENCE ARCHITECTURE - An interoperability architecture for an interoperability

that serves a schema and establishes constraints on interoperable item and interaperable meg

instances th

4.89 RELE
interoperabi
that are to
released.

NOTE 1: Relg

bt are compliant with the interoperability framework.

ASE CRITERIA - Conditions and traceability relationships” on the interop
ity specification, interoperable item realization and associated work products and
be achieved and substantiated with objective evidence’ before the interoperg

pse criteria include primary conditions and relationships.tos be assessed when determining com

Standard. relegse criteria for the primary development activities of the Standard are presented in the Annex for Guidary

a chain of

framework
ical system

prable item
disclosures
ble item is

liance to this
ce on Release

Criteria of AAMJ/UL 2800-1-2.

NOTE 2: Though not required by this Standard, release criteriamay be used to inform the contents of a risk managemment file or the

h
design of an asturance case for the interoperable item.

490 RESH
responsibilit

ONSIBILITY AGREEMENT ,—~One or more documents that together fully |define the

es of all relevant stakeholders:

NOTE: This agfeement can be a legal document, e.g. a contract.

©IEC. This ma
behalf of the In

erial is reproduced-from IEC 80001-1:2010 with permission of the American National Standards Insti
ernational Electrotechnical Commission. All rights reserved.

ute (ANSI) on

4.91 RESHONSIBEE-ORGANIZATION — Entity accountable for the use and maintenance¢ of an ME
equipment dr an MEsystem

NOTE 1: The a X
patient, operator and responsible organization can be one and the same person.

NOTE 2: Education and training is included in “use”.

©IEC. This material is reproduced from IEC 60601-1:2020 with permission of the American National Standards Institute (ANSI) on
behalf of the International Electrotechnical Commission. All rights reserved

4,92 RISK CONTROL — Process in which decisions are made and measures implemented by which
risks are reduced to, or maintained within, specified levels.

©ISO. This material is reproduced from ISO 14971-1:2019 with permission of the American National Standards Institute (ANSI) on
behalf of the International Organization for Standardization. All rights reserved.
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493 RISK MANAGEMENT - Systematic application of management policies, procedures and practices
to the tasks of analyzing, evaluating, controlling and monitoring risk.

©ISO. This material is reproduced from ISO 14971-1:2019 with permission of the American National Standards Institute (ANSI) on
behalf of the International Organization for Standardization. All rights reserved.

494 SAFETY — Freedom from risk which is not tolerable.

©IEC. This material is reproduced from ISO/IEE Guide 51:2014 with permission of the American National Standards Institute (ANSI)
on behalf of the International Electrotechnical Commission. All rights reserved.

4.95 SAFW@M&E&M{M&% design,
functionality, performance, and risk controls that characterizes the interoperable item’s cinfentions and

obligations for achieving a safety and security — related property.

NOTE 1: Inter
able to achievd

bperable item SSOs and external measures are designed in concert with the intent that thexinteropergble item will be

its SSOs if the external measures are achieved.

NOTE 2: Exte
obligations on

fnal measures represent obligations of the agents in the context of the interoperable item whereas
nteroperable item, given that external measures are achieved.

SOs represent

NOTE 3: AAM|/UL 2800-1-1 provides candidate system-level SSOs to consider when forming interoperable item SSO

NOTE 4: SSO|
the interaction

5 are refined into requirements on the interoperable item, which”are/in turn refined to interface contracts that constrain
5 of the interoperable item with its context over its interoperability‘interfaces.

496 SECPRITY — The process of having acceptable |evels of confidentiality, integrity, authemticity and/or
availability ¢f product data and/or functionality throughrisk analysis.

4.97 TECHNICAL ALARM CONDITIONS — Alarm condition arising from a monitored equipment-related
or alarm system-related variable.
©IEC. This mdterial is reproduced from IEC 60604-1-8:2020 with permission of the American National Standards Ins}itute (ANSI) on

behalf of the Irfternational Electrotechnical Commiission. All rights reserved

498 TEC
terms of th
interoperab

Adapted by U

ANICAL SAFETY-CONCEPT - Design of the realization of the functional safet
e interoperability—architecture and technical requirements used in the realiz
e item.

L from 1SO)26262-1:2018 with permission of the American National Standards Institute (ANSI) o

concept in
btion of the

h behalf of the

International Ejectrotechnical Commission. All rights reserved.

ATION]
M\TTUITN

4,99 VALI iteroperable
item is fit for purpose as expressed in the interoperable use specification and interoperable application
specification.

o £ FH £l bl H £ | - 'H el ot it +
CUTTITITIAuurT, umouuylrt uic pruvioiulm Ul UJJTULHVE TVIUTTIUT, Uial urc 1

4,100 VERIFICATION - Confirmation, through the provision of objective evidence, that specified
requirements have been fulfilled.

©ISO. This material is reproduced from ISO 14971-1:2019 with permission of the American National Standards Institute (ANSI) on
behalf of the International Organization for Standardization. All rights reserved.

5 (Leadership) Management Responsibility

5.1 Top management shall provide evidence (see the NOTE in 5.2) of its commitment to assuring safe
and secure interoperability by:
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a) Establishing policy for determining criteria for safe and secure interoperability;

b) Ensuring that objectives (see SSOs of AAMI/UL 2800-1-1) specific to the interoperability of its
products with respect to safety and security are established and met;

c¢) Ensuring that processes required by this Standard are established and maintained; and

d) Ensuring the availability of resources to effectively implement the processes.

5.2 Top management shall provide evidence (see NOTE) of its commitment to collaboration within the
interoperability ecosystem, by ensuring that:

a)
unde

oles and needs of stakeholders In the Interoperability ecosystem are dete
rstood;

mined and

b) Rlisks and opportunities that can affect the ability of stakeholders in_thé intg¢roperability

€Cos

c) O
enha

NOTE: Evidend
or Quality Man

6
6.1

6.1.1 The
NOTE 1) to:

a) Pri

b) Pr

Controlled i
accessed in

NOTE 1: Contr
be maintained
readable inforni

NOTE 2: Contr

ystem to assure safe and secure interoperability are determined and addressed;

hgoing communication, including provision of timely disclosures/(see 6.3) an
ncing stakeholder collaboration is maintained.

e of management commitment may be maintained separately or relevant\parts incorporated into a Ris
gement System documentation.

Interopdrability Information

Controlled information

dentity claim of a patient interoperabijlity’ecosystem shall maintain controlled infor

bvide evidence of complianece to this Standard.

hformation shall be:maintained in a manner so as to be unambiguously refe
a timely fashionwhen required.

blled information.may be maintained in documents or in electronic information management systems. |
in distributed\repositories, including information contained within the interoperable medical product
ation),

blled’information required by this Standard can be maintained as part of other documentation require

d focus on

Management

mation (see

pvide evidence that the requiredprocesses are being established and carried out; and

renced and

hformation can
e.g., machine

, for example,

by a manufactu

6.2

6.2.1

rer’s quality management system.

Interoperability file

One or more files shall be established and maintained, either containing or referencing information

for demonstrating compliance with the requirements of this Standard, including required processes as

applicable.

6.2.2 For each type or family of interoperable medical products the content of the file(s) shall include, but
is not limited to:

a) Description of the interoperability of the interoperable medical product;

b) Scope of the interoperable environment and anticipated external products;
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c) Interoperable use specifications for the interoperable medical product (see 9.1.4);

d)In

teroperability specifications for the interoperable medical product;

e) Description of the interoperability of anticipated and specified external products;

f) Interoperable application specification for the interoperable medical product (see 13.2); and

g) Information necessary for demonstrating traceability and adequacy of safety and security
evidence with respect to interoperability-related release criteria for specified application.

NOTE: See the Annex for Guidance on Interoperability File of AAMI/UL 2800-1-2 for more information.

6.3 Disclgsure and communication

6.3.1 General

6.3.1.1 Information required for assuring safe and secure interoperability for‘any specified 3
the interopgrable medical product shall be disclosed as appropriate to relevant stakeho
interoperabijlity ecosystem.

6.3.1.2 Digclosed information shall be communicated through appropriate means.

NOTE: Approg
a) Ac|
b) Au
c) Hu

d) Bu

6.3.2 Info

6.3.2.1 Inf
appropriate,

a) (

interoperability.ecosystem (see 13.2.1);

b) T
the i

riate means of communicating disclosed information can includé:
Companying documents containing information on safety (see IEC 60601-1);
onomous machine-to-machine communication;

man readable disclosures conveyed through-software; and

kiness interfaces.
rmation to be disclosed

ormation disclosed \to stakeholders in the interoperability ecosystem shall
information abodt the product required by the stakeholder for:

Correct use. Of° the interoperable medical product for a specified applicatiorn

echnical integration of the interoperable medical product into other products or sy
hteroperability ecosystem;

pplication of
ders in the

include, as

within the

stems within

c) Performance of integration testing of the interoperable medical product when integrated into

othe

r products or systems within the interoperability ecosystem;

d) Performance of provisioning and installation of the interoperable medical product when
integrated into other products or systems within the interoperability ecosystem;

e) Operating and maintenance activities related to the interoperable medical product when
integrated into other products or systems within the interoperability ecosystem; and

f) Decommissioning and disposal activities related to the interoperable medical product within the
interoperability ecosystem.

6.3.2.2

Information disclosed to a provider of externally sourced product (see Section 10, Interoperability

of Externally Sourced Products) shall include applicable information required by the organization for:
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a) Determining interoperable use specifications (see 9.2) relevant to the correct use of the
externally sourced product when integrated into the interoperable medical product or used with the
interoperable medical product;

b) Technical integration of the externally sourced product into the interoperable medical product;

c) Integration testing of the externally sourced product when integrated into the interoperable
medical product;

d) Provisioning and installation of the externally sourced product when integrated into the
interoperable medical product;

€) Operatingand maintenance activities Tefated 1o the externmatty sourced product wihe
into the interoperable medical product or used with the interoperable medical product; a

fy D
integ

NOTE: See the]

6.3.3 Required disclosure

6.3.3.1 Th
disclosed ag

medical prodluct for specified application.

6.3.3.2 Dig
appropriate:

a) Sp
b) Re
7

7.1 Scope

7.1.1 The
and potentig

interoperabi

7.1.2 The

Interopdrability Management

commissioning and disposal activities related to the externally sourced prd
rated into the interoperable medical product or used with the interoperable medical

Annex for Guidance on Disclosure of AAMI/UL 2800-1-2 for more information.

)
-

interoperable medical product's interoperable application specification (see 13
part of market release of the interoperable medical product or provision of the ir

closures for purchasing or acquisition.ef”externally sourced product, shall

ecifications for externally sourced product; and

sponsibility agreement (See.Section 10).

of interoperability, management

brganization:shall determine the scope of interoperability of its interoperable medi
| applicatien-by the interoperability ecosystem that affect the ability to assure safe
ity. (See-NOTE 1 0f7.1.2.)

integrated
hd

duct when
product.

|2) shall be
teroperable

include as

al products
and secure

¢nt aspects,

after deployment and durmg operation of the mteroperable medlcal product by the |nteroperab|I|ty
ecosystem that incorporates its interoperable medical products.

NOTE 1: The scope of interoperability management should include consideration of the roles played by the organization in an
interoperability ecosystem, as well as the manner in which its interoperable medical products are used in the interoperable

environment.

NOTE 2: See Annex A for more information on the various potential stakeholders and their roles in an interoperability ecosystem.

7.2 The interoperable environment

7.21

The organization shall determine the scope of the interoperable environment for its interoperable

medical products. See Figure 7.1 for a schematic representation of the interoperable environment.
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NOTE: The interoperable medical product may be in the form of a single contained interoperable item, or a platform comprising a
collection of reusable interoperable items, or specific configurations of items or instantiations of platforms for specified clinical

applications.

Figure 7.1

Interoperable environment ontology
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7.2.2 In determining the interoperable environment, the following shall be considered:
a) Other interoperable medical products that incorporate or interact with the organization’s
interoperable medical products and their interoperability needs;
b) External products, including anticipated and specified external products, needed for application
of the interoperable medical product;
c) Externally sourced products that are incorporated into the organization’s interoperable medical
products and information, including disclosed information about them; and
d) Any other products or services, including emergent aspects, in the interoperability ecosystem
relevgntto theabitity toassure safe andsecure mteroperapitity ]
7.2.3 Basgd on the above, the interoperable environment shall be determined, including the external
infrastructurge and resources that are relevant to the organization’s ability to assure”safe pnd secure
interoperability.

7.3 Processes for assuring safe and secure interoperability

7.3.1 The
7.3.2 Whe
a) TH
b) Th
c) Th
d)Ri
7.3.3 Allof
scope. Justi
NOTE: See An

brganization shall determine the processes that assure safgiand secure interopera

h determining the processes, the following shall be cénsidered:
e scope of interoperability management referredto in 7.1;

e interoperable environment referred to in/A2;

e interoperable medical products of the‘organization; and

5k management process for assuring safe and secure interoperability (see 8.2).

the requirements of this Standard shall apply when they are applicable within the
ication shall be provided\for any requirement that is determined as not applicable.

hex B for more information.

bility.

determined

7.3.4 The methods used'shall be suitable to the type and scope of the interoperable medical product.

A schematig
numbers of

représentation of interoperability realization processes (along with correspong
hissStandard) is shown in Figure 7.2. Depending on the type of interoperable medi

ing section
cal product,

individual el

ements of realization can have varying emphasis. Realization activities can bq

performed

iteratively or

in multiple steps as appropriate to the interoperable medical product.
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7.3.5

Information on the organization’s interoperability realization processes shall be controlled and
maintained. (See 6.1.)

NOTE: Controlled information on processes for assuring safe and secure interoperability may be maintained separately or relevant
parts incorporated into the organization’s Risk Management or Quality Management System documentation.

7.3.6 Compliance with this Standard may only be claimed if the requirements determined as not being
applicable do not affect the organization's ability to assure safe and secure interoperability.

8 Interoperability Realization Processes
8.1 Intero rerabi'l'ity-rea'lizatiun piallllillg
8.1.1 The prganization shall plan the realization of interoperability for the interoperable.medifal product,
including:
a) Dgsign, development, and implementation of interoperability for the~interoperable medical
prodiict (see Section 9, Design, Development and Implementation of Interoperability);
b) Control of externally sourced products (see Section 10, Interoperability of Externglly Sourced
Prodlcts);
c) Provisioning and deployment of the interoperable medical product within the irfteroperable
envirpnment (see Section 11, Provisioning, Deployment;éand Operation);
d) Tessting for interoperability (see Section 12, Testing’and Review);
e) Release of interoperability for specified application (see Section 13, Traceability and Release);
f) MInitoring and incident response during use of its interoperable medical product within the
interpperable environment (see Section 14, Interoperability Performance Monitoring and Control of
Charnges);
g) Improvement of interoperable ' medical product (see Section 15, Improvement of Processes);
h) Risk Management (see‘8.2); and
i) Cgmmunication, with stakeholders in the interoperability ecosystem, including disdlosure (see
6.3).
NOTE: AAMI/UL 2800-1-2"and AAMI/UL 2800-1-3 contain a more detailed description of the steps in the interoperalility realization
process.

8.1.2 Realization activities shall ensure that:

a) Interoperability objectives (see SSOs in AAMI/UL 2800-1-1) are met by:

1) Identifying applicable interoperability properties (see SSOs in AAMI/UL 2800-1-1)

relating to interoperability objectives;

2) Establishing safety and security criteria with respect to the interoperability properties; and

3) Ensuring that the interoperable medical product meets the safety and security

criteria.

b) Ensuring that the interoperable medical product meets release criteria (see Section 13,
Traceability and Release); including criteria for risk acceptance;

c) Usability of interoperable medical product interoperability is acceptable, including ensuring that:
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1) Unsafe control actions are avoided, such as when settings and configurations are
changed;

2) Communications to and from the interoperable environment occur in a timely and correct
fashion; and

3) Appropriate information on the current state of the interoperable medical product is
provided to operators and external products, as appropriate.

NOTE 1: See the Annex for Interoperability Usability in UL 2800-1-1 for more information.

d) Security of interoperable medical product interoperability is acceptable, including ensuring that:

1) Cyber and physical threats are identified;
2) Vulnerabilities are identified; and
3) Mitigations are identified, implemented and tested.

NOTE 1: See the Annex for Security Properties in AAMI/UL 2800-1-1 for more information.
8.2 Risk management

8.2.1 RisK management shall be incorporated throughout inter@perability realization and enstrre that:

a) Potential hazardous situations associated with the use or reuse of the interoperable medical
product in the interoperable environment and _related potentially hazardous conditions of the
interoperable medical product are identified (See'NOTE 1);

b) The level of risk associated with each hazardous situation or the potentially hazardous
condlitions is estimated based on the ptobability of occurrence and the severity of hafm that may
resuft;

c) The level of risk is evaluated.using risk acceptance criteria;

d) Risk control requirements that reduce risk sufficiently to meet risk acceptance| criteria are
identified, implemented;sand are effective;

e) Controls required-for specified application are included in disclosures (see 6.3), aq appropriate
inclyde information on potentially hazardous conditions; and

f) Information from integration and application of the interoperable medical prgduct in the
inteopérable environment that is relevant to risk management is monitored and rleviewed for
impacten previously conducted risk management activities.

NOTE 1: In order to identify hazardous situations, the organization needs to have a good understanding of the clinical context of use
(see 9.1.2). For general purpose interoperable medical products, specific information on clinical use may not be available. In such
cases, the technical context of use (see 9.1.3) should be analyzed and potentially hazardous conditions of the product identified.
These may include operating states in which the product fails to perform or goes outside specified performance limits. Risk
management activities may then be performed with respect to potentially hazardous conditions. Both hazardous situations and
potentially hazardous conditions can be addressed as part of risk concerns (see ISO 14971).

NOTE 2: See Annex D for more information.
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9 Design, Development, and Implementation of Interoperability
9.1 Interoperability context of use
9.1.1 General

9.1.1.1 The organization shall determine the interoperability context of use and reuse for the
interoperable medical product. Figure 9.1 schematically shows the potential contexts of use and their
relationships.

NOTE: Depending on the nature of the interoperable medical product, the context of use or reuse may include deployment or
development agpectsOr botiT:

Figure 9.1

Interoperability contexts of use
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9.1.2 Dep

9.1.2.1

loyment aspects in context of use

When applicable, interoperability aspects relevant to deployment shall include:

a) Intended clinical or medical uses and situations for which the interoperable medical product is
intended to be deployed, including anticipated activities for the clinical workflows within which the
interoperable medical product is intended to be used. (See NOTE 1)

b) Relevant clinical indications and scenarios and the associated application configurations of the
interoperable medical product required for them.

c) Operations aspects such as services and functionality required for the interoperable medical

prod
inclu

d) In
inclu

e) In
prod
prov

f) Int
prod

g)In
h) H
inte
inte

i) Pg

A

context relevant to assuring safe and secure interoperability.

NOTE 1: It mi

uct for set up, preparation or integration, and deployment prior, during, after
ding:

1) The type or category of clinical staff (See NOTE 2);

2) Potential changes or new/novel equipment or workflow that'could improvg
workflow in the future; and

3) Benefits of the proposed clinical workflow.

npact of the interoperable medical product on the clinical workflow when used
ding usability considerations.

teroperability aspects for assuring that any patients associated with the interope
uct are correctly identified and are consistent with care-giving intent (i.e.,
ided to the "right patient").

eroperability aspects for assuring that-any operators associated with the interoper
uct are correctly identified and trusted to control the interoperable medical product

teroperability aspects for providing and controlling access based on operator roles
perability (see NOTE. 3), that could potentially be introduced during applic
perable medical.product and potential resulting harm.

tential risk cantrols, such as operator actions available in the deployment context g

ny other~dspects of interactions with the interoperable medical product in the

5

azardous situations, breach of security, or use error (including foreseeable misuse

clinical use

the clinical

Bs intended,

ble medical
re is being

hble medical

) related to

ation of the

f use.

deployment

intended to be

addressed by the |nteroperable medlcal product as weII as the |nstruct|ons for operation and management of the components

according to cl

inical lifecycle phases.

NOTE 2: Examples of clinical staff include surgeons, intensivists, anesthesia providers, chief nurse, nursing assistant, respiratory

therapists, etc.

NOTE 3: A fault tree or similar analysis may be used to provide a more detailed representation of potential hazardous situations
arising at various points in the clinical workflow or through combinations of conditions from multiple points in the workflow.

9.1.3 Development aspects in context of use

9.1.3.1

When applicable, aspects relevant to development shall include:

a) Product boundaries at the granularity at which product interoperability will occur;
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b) External products and technical processes in the interoperable environment for the product (see
NOTE 1);

¢) Semantic interoperability aspects, including data elements, nomenclature and frameworks for

identi

fication of external products;

d) Interoperability needs of the interoperable environment, including external products, including:

1) Known or contractually provided requirements for interoperable functions of the product,

and

2) Known or contractually provided requirements for interoperability performance levels and

e) P
and,

f) Fu

g) Pq
in the

h) Us
i) Po
of us|
j) An
safe

NOTE 1: Exter
systems, and o]

NOTE 2: Inte
exceptional be
interoperable ni

Also see AAMI

frterface characteristics of theproguct:

pbduct interfaces with the interoperable environment, including with external predug
pperators with which the product interfaces, and their characteristics;

nctional and performance constraints of the interoperable environment(see NOTE

tentially hazardous conditions of the product that could result in potential hazardol
interoperable environment, including those resulting from:

1) Control actions of the product;
2) Data or operational instructions communicated)to’operators by the product; ar
3) Data and commands communicated to external products by the product.

ability and security considerations in the interoperable environment;

E: and

y other aspects of interactions-with the product in the technical context relevant
and secure interoperability;

hal products may include_existing technology platforms, electronic medical records systems, pharmac
her interoperable products used in the clinical environment.

operability constraints may include data constraints, temporal ordering constraints, input/output]

edical product within the interoperable environment.

UL'2800-1-2.

haviors, fault propagations, mitigations, and appropriate identification of attributes relevant to interop

ts, patients,

2);

s situations

d

ential risk controls, such as actions:Byexternal products available in the development context

to assuring

management

relationships,
erability of the

9.1.4 Inter

9.1.4.1

operable use specification

interoperable use specifications and include:

Information on the interoperability context of use and reuse shall be controlled and maintained as

a) A summary description of the scope of interoperability of the interoperable medical product;

b) A summary description of the interoperable environment (including external products) within
which the interoperable medical product is intended to be used; and

¢) Important constraints of the interoperability of the interoperable medical product (see 9.1.2 and
9.1.3), including constraints related to SSO (see the SSO in AAMI/UL 2800-1-1) and release
criteria with respect to them [see 13.1.2(a)].
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NOTE 1: Interoperable use specification may include statements of user needs or specific market requirements for the product. In
some cases this information may be captured in a Market Requirements Document.

NOTE 2: The interoperable use specification is an input to interoperability realization activities and in determining the interoperable
application specification (see Section 13). Statements related to intended use may be included in the interoperable application
specification.

9.2 Interoperability specification

9.2.1 The organization shall establish specifications for interoperable items that comprise the
interoperable medical product related to the scope and purpose of the interoperability of the interoperable
medical product.

NOTE: Interoq
proceed (see $

9.2.2 Inte
of use and

a)In

I|loperable Item Interoperability Specifications shall include specifications’ related tq

erability specifications may be developed and refined as realization activities for the interoperablet]
ections 9 — 11).

euse determined in 9.1, including:

teroperability functional and performance specifications required,to meet the interg

hedical product

the context

perable use

spegifications (see 9.1.4) of the interoperable medical product, including:

hed for the
unction and

1) Specifications derived from the clinical interoperability aspects determi
interoperable medical product (see 9.1.2), including the clinical purpose and
actual conditions under which the product is intehded to be used; and

2) Specifications derived from technical® interoperability aspects determiped for the
interoperable medical product (see 9.443), including application, function, and performance
of the interoperable medical produét and situations in which the interopergble medical
product is intended to be integratedinto operational contexts.

b) Specifications or criteria for meeting interoperability SSO (see AAMI/UL 2800-1-1) jand the role
of the interoperable medical product in supporting interoperability in interoperaple medical
systems;

c) pecifications to meét statutory and regulatory requirements applicable to the interoperable
medjical product;

d) Specifications to,meet external references (See NOTE);

e) Specifications arising from release criteria;

f) Specifications arising from risk controls or risk acceptance criteria; and

g) Any other specifications related to meeting SSOs of the interoperable medical product in the
interoperable environment.

NOTE: External references may include external reference architectures, nomenclature frameworks, design standards or codes of
practice.

9.2.3 Interoperable ltem Interoperability Specifications shall include contractual or other requirements of
the interoperable environment; including those related to:

a) Design, development, and integration of interoperability function and performance; and technical
characteristics of the interoperable medical product required by the interoperable environment;

b) Provisioning and deployment of the interoperable medical product required for application in the
interoperable environment;
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c)

Installation,

maintenance, monitoring and incident response during operat

interoperable medical product in the interoperable environment;

ion of the

d) Testing, including qualification and acceptance testing for the interoperable medical product; and

e) Traceability to release criteria specifically required by the interoperable environment.

9.24

Interoperability specifications shall

unambiguous, and include as applicable:

a) Interoperable use specification (see 9.1.4);

b) Arfhitecture, inferface, and inferaction specifications (see 9.3);
¢) Squrcing specifications (see Section 10, Interoperability of Externally Sourced-Rrodu
d) Provisioning and deployment specifications (see Section 11, Provisioning, Deplo
Operation); and
e) In]:roperable application specification (see Section 12).
9.2.5 Conflicting specifications shall be resolved.
9.3 Interoperability topology
9.3.1 Geng¢ral
9.3.1.1 The interoperability topology of the interoperable medical product shall be dev
specified ar|d include the architecture, boundaries; and interaction points of the interopera

product and

be adequate for realization purposes, complete, and

anticipated and specified external products within the interoperable environment.

ology may be developed at a highHevel initially and determined with greater granularity as realiZ

NOTE: The to
proceed.
9.3.1.2 In

a) Interoperability cantext of use and interoperable use specifications (see 9.1);

b) I

¢) Bqundary:requirements;

d) Applieable or required external reference architectures:

eveloping the topology, the following shall be considered:

eroperability- specifications (see 9.2);

Cts);

yment, and

bloped and
ble medical

ption activities

e) Statutory and regulatory requirements;

f) Standards or codes of practice that the organization has committed to implement; and

g) Requirements arising from risk concerns (see SSOs in AAMI/UL 2800-1-1) and risk controls,

usab

ility, and security.

9.3.2 Architecture specification

9.3.2.1

product architecture specifications and include:

a) Specification of the interoperable medical product boundary;

Information on the interoperability architecture shall be controlled and maintained as one or more
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b) The organization of relevant architectural elements including the interoperable medical product,
external products, and constituent interoperable items;

c¢) The identification of reusable architectural elements and the manner of reuse;

d) The interaction points (see 9.3.2.2) and scope of interactions among the architectural elements
and actors (see 9.3.4);

e) Any aspects that are dynamically configured during deployment or operation, including those for
reusable elements;

f) Aspects that are derived from risk concerns (see SSOs in AAMI/UL 2800-1-1); and

g) Abpects required to demonstrate traceability to release criteria.

9.3.2.2 Prpduct architecture specifications shall ensure responsibilities and governange rules for
dynamic configuration are unambiguous and provide for resolution of conflicts. See th¢ Annex for
Architecture Definition Guidance in AAMI/UL 2800-1-3 for more information.

9.3.3 Inte[face specification

9.3.3.1 Information on interfaces shall be controlled and maintained as one or more prodict interface
specificatiops and include:

a) Identification and characteristics of interfaces between the interoperable medical [product and
the ipteroperable environment, including external products and actors;

b) Identification and characteristics of interfaces between constituent interoperable itens;
c) Identification and characteristics of reusable interfaces and interaction points; and
d) Specification of interface contracts:

NOTE: See AAMI/UL 2800-1-2:for details.
9.3.3.2 Inferface specifications\shall ensure unintended interference among the architectufal elements
are restrictgd. See the Annex for Interoperability Architecture Specification in AAMI/UL 2800-{1-3 for more
requiremenis.

9.3.4 Intefaction/Specifications

9.3.4.1 Inferaction specifications shall include:

a) ldentification of interaction points;
b) The initiator of interactions;
c) The temporal characteristics of interactions, including:
1) The periodicity or aperiodicity of the interaction; and
2) Anticipated bounds on response times.
d) Authorization of entities to participate in interactions;
e) The characteristics of data and control information exchanged;

f) Changes in item states or modes that result from interactions; and
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g) Conceptual assumptions and guarantees for pre- and post-interaction conditions.

9.3.4.2 Interaction specifications shall ensure that unintended interactions are controlled, including by
restricting interactions to specified interfaces (see 9.3.3).

9.4 Implementation for reusability
9.4.1 General

9.4.1.1 Design and development of interoperability of the interoperable medical product shall include, as
appropriate:

a) Development of interoperable medical products that are reusable and can interfaceWith external
produiicts in an interoperable environment;

b) Development of constituent interoperable items required for reuse;
c) Integration of constituent interoperable items into the interoperable médical product;

d) Development and deployment of applications, including configlrations and settihgs for the
interpperable medical product;

e) For applications intended to be assembled (see NOTE), specification of specified external
produicts that are reusable with the interoperable medical product in an interoperable epvironment;
and

f) Astembly of reusable interoperable medical\préducts, including specified external prpducts, and
othef anticipated external products into the interoperable environment.

NOTE: Applicajions may be deployed using a base interoperable medical product and various reusable external prqducts. In such
cases, the interpperable medical product may be referred*to as a "platform" interoperable medical product.

9.4.1.2 Ex{ernally sourced products.that are constituent interoperable items shall be controlled (see
Section 10, |nteroperability of Externally Sourced Products).

9.4.1.3 Depign and developtment for reusability shall ensure that:
a) The interoperable°'medical product meets its interoperable use specifications (see 9.1.4);

b) The interoperability characteristics of the interoperable medical product meet int¢roperability
specffications (see 9.2);

c Cc nofitiiant intaranaralla oo oot th A it ara i aralla o diaal el At oA
Tt CTIT T tCTOPCTaoIC eSS SUP POt T tCTroptTaotiCT e thCarprotuttrsCoOpPTy

d) Specified and anticipated external products support the interoperable medical product scope;
and

e) The interoperable medical product, constituent interoperable items, and anticipated and
specified external products are consistent with applicable architectures and meet the Interface
Specifications (see 9.3).

9.4.2 Reusability

9.4.2.1 Design and development of interoperability of the interoperable medical product shall ensure
that:
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a) Mechanisms are provided for [element, operator, and code] partitioning, protection, isolation,
and resource reservation (e.g., memory, time, bandwidth, and all other necessary resources for
application execution and communication).

b) Communication mechanisms are provided that have the reliability, timeliness, and quality of
service necessary to meet specifications.

c) The process model (model of the state of the interoperable environment) of the interoperable
medical product is accurate.

d) Means to maintain integrity and authenticity of data and code (in transit) and protects it from
unauthorized alteration.

e) Interactions are limited to declared interfaces to eliminate interference between components.

f) Mg¢ans are provided to expose timeliness information to external products and eperators.

9.4.2.2 Data management for interoperability of the interoperable medical product shall ensufe that:

a) The name space of data and objects is appropriately managed;.and

b) Data and objects are correctly and unambiguously identified and verified to originpte from the
claimmed source (the identity of the correctly and unambiguously identified source is aythenticated,
as well as the authorship of the source of the data or objects).

9.4.2.3 Identification controls for interoperability of the dnteroperable medical product shalll ensure that

suitable mepns are provided to identify appropriate elements.

9.4.2.4 Adcess controls for interoperability of the-interoperable medical product shall ensure that:

a) Spitable means are provided to identify operational accounts;
b) Rple-based access and secure;login is provided; and

c¢) Logout, including automaticlogout after set time is provided.

9.4.2.5 Data protection for.interoperability of the interoperable medical product shall ensure [that suitable

factory-set gefaults are provided along with options to change default settings.

9.4.2.6 Design andydevelopment of interoperability of the interoperable medical product shall ensure

adequate controls-for risk arising from faults, including ensuring that:

a) Unsafe control actions are avoided:;

b) Failure modes including fail-safe (fail-stop) or fail-operational (fault tolerant) exhibit determinism
with respect to their risk-associated state (all failures result in a risk-addressed states);

c) Time synchronization mechanisms assure that the response time of the interoperable medical
product is adequate to control the development of a hazard into an unsafe control action;

d) Failure of application execution and communication are logged and communicated to the
operator (explicitly or implicitly); and

e) Mechanisms are provided for establishing traceability of adverse event to root causes.
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10 Interoperability of Externally Sourced Products
10.1 Control of externally sourced products

10.1.1 The organization shall control interoperability from externally sourced products when:

a) Externally sourced products are incorporated into the organization's interoperable medical
products;

b) Externally sourced products are provided directly to user(s) by external providers on behalf of
the organization; and

c) Externally sourced products are used as a result of a decision by the organization (sge NOTE).

NOTE: This mpy happen for example when the organization specifies the use of a particular product of type of [product in the
product’s intergperable application specification (See Section 12, Testing and Review).

10.2 Sourging specifications

10.2.1 Specifications relevant to interoperability of the externally sourced product shall be|developed,
reviewed for adequacy, and communicated to external providers, including:

a) Topology specifications relevant to the externally sourced, product (See 9.3);

b) Cpnnectivity of externally sourced product with the interoperable medical produ¢t (see 9.4,
Implg¢mentation for reusability);

c) mmunications technologies to be used by the externally sourced produci (see 9.4,
Implgémentation for reusability);

d) Specifications relevant to Integration of the externally sourced product (see 9.4, Implementation
for rdusability);

e) Provisioning and deploymentof the externally sourced product (see Section 11, Hrovisioning,
Deplpyment, and Operation);

f) Tepting specificatiohs)required for qualification of externally sourced product (see [Section 12,
Testipg and Review);.including specifications for:

1) Confermance testing, and

2) Integration testing;

g) Spetifications Tetatedtoperformarnce momitoring of extermatty sourced-product;amd

h) Ongoing responsibilities for operation and maintenance (see 10.4).
10.3 Verification and validation of externally sourced products

10.3.1 Externally sourced products shall be appropriately verified and validated (see 12.1.2 and 12.2.2).
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10.4 Responsibility for ongoing operation and maintenance

10.41 Ge

neral

10.4.1.1 For externally sourced products with potential for emergent risks during operation and
maintenance, a responsibility agreement shall be established with external providers as appropriate to the

risks associ

ated with the externally sourced product.

10.4.2 Responsibility agreement

10.4.2.1 Disclosed information in a responsibility agreement shall include, as appropriate:

a)T

b) T
phas

ne planned context of use or reuse for the externally sourced product;

he intended use cases and environment, including if applicable the clinica
e(s), if appropriate;

c) The required interoperability capabilities and performance levels (see!NOTE 1);

d)R
e)R

f) Rg

g) ¢
med

NOTE 1: Capg
Performance
response time

NOTE 2: See
Responsibilitig

equirements relevant to installation, configuration and settings,)deployment, and m
equirements for handling and controlling data;
quirements for maintenance and contingency actiéns; including:

1) Incident response; and

2) Mechanisms for secure code updatés:

ther requirements relevant to assuring safe and secure interoperability of i
ical product.

bilities may include specific features such as required modes or operation, compatibility, and data logg
evels may include quantitative” metrics such as data transmission rates, image resolution, memon

b.

the Standard for Application of Risk Management for IT-Networks Incorporating Medical Devices —
s and Activities, IEC 80001-1, for more information on Responsibility Agreements.

11 Provisjoning, Deployment, and Operation

1.1 Provrsioning, deployment, and operation specifications

application

aintenance;

teroperable

ng capabilities.
capacity, and

Part 1: Roles,

11.1.1 The organization shall determine specifications for provisioning, deployment, training, and
operation of its interoperable medical product taking into consideration:

a) The interoperability characteristics of the interoperable medical product;

b) The use of suitable or specified infrastructure or other elements for the deployment and
operation of the interoperable medical product within an interoperable environment;

c¢) The authorization of competent operators, including any required qualification;

d) The implementation of actions to prevent human error;

e) The implementation of release, setup, and de-installation activities, include maintenance and
normal operation, upgrades, change-outs to components or devices; and
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f) Resource conflicts/resolution, resource sharing for multiple applications.
11.2 Clinical deployment

11.2.1 Clinical deployment shall consider:

a) Procurement specifications for the interoperable medical product and any required external
products, including contracted configurations;

b) Acceptance specifications, including implementation of representative configurations and testing
requirements;

¢) Ingtallation in accordance with the interoperable application specifications of themirfteroperable
medical product;

d) Application readiness requirements; and

e) Dgployment and monitoring.
11.3 Opergtion

11.3.1  Operation of the interoperable medical product in the interoperable environment shall Insure that:

a) Tlhe communication mechanisms in the interoperable environment have th¢ reliability,
timellness, and quality of service necessary for spegified applications, including management of
alarms and timely display of data;

b) Timeliness, availability and reliability of thevinteroperable medical product in an interoperable
envirpnment is adequate for specified applications and information on the performange on these
asperts is communicated within the interoperable environment, as appropriate;

c) Prpvenance of data provided to . the“interoperable medical product is verified;

d) The integrity, authenticity, jconfidentiality, and privacy of data, including protegted health
inforfnation, provided to the‘interoperable medical product is maintained during operatign, including
in transit and protected.from unauthorized alteration;

e) ldentification is verified for patients, operators and external products that intergct with the
interoperable médical product; and

f) PHysical~and electronic access to the interoperable medical product is controllefl, including
adequate management of access by operators, and for updating the interoperable medical product
through.patches.

See the Annex for Services for Interoperable Medical Systems in AAMI/UL 2800-1-1 for more information
regarding operation of alarm management systems.

12 Testing and Review

12.1 Testing to interoperability specifications

12.1.1 Verification of product

12.1.1.1 Testing, inspection, or analyses shall be performed to verify that interoperability of the

interoperable medical product meets interoperability specifications for the interoperable medical product
(see 9.2).
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12.1.1.2 Testing to interoperability specifications shall ensure the following:

a) All Interaction points (see 9.3) are exercised by test interactions; and

b) All interactions trace to relevant interaction points.

12.1.2 Verification of constituent interoperable items

12.1.2.1

constituent interoperable item meets its interoperability specifications (see 9.2).

Testing, inspection, or analyses shall be performed to verify that interoperability of any

12.1.2.2 \ferification-shalHneludestitable-stages-ofintegration-of constituentinteroperable-items into the
interoperable medical product.

12.1.3 Vefrification of configurations with external products

12.1.3.1 Testing, inspection, or analyses of external products shall be)performed to verify that
interoperabllity of external product meets provisioning specifications.

12.1.3.2 Verification shall include sufficiently representative specified and anticipated exterhal products
and their agplicable configurations.

12.1.4 Verification of externally sourced product

12.1.4.1 Testing, inspection, or analyses of externally sourced products shall be performed fo verify that
interoperabllity of externally sourced product conforms to specifications for the externally soufced product
(see 10.2.1) prior to use.

12.1.4.2 \ferification shall include applicable,configurations of externally sourced products.

12.1.5 Vetrification of applications

12.1.51 Trrsting, inspection, or.analyses of applications and their configurations shall be gerformed to
verify that the application has'mjet interoperable application specifications prior to deployment.

12.1.5.2 Testing shall\be conducted on configurations using representative provisiohing of the
interoperable medicalproduct.

12.1.5.3 Readiness of application configurations shall be verified prior to deployment.

12.1.5.4 Readiness testing of shall be conducted using representative settings of the interoperable

medical pro

duct.

12.2 Testing for suitability to context of use

12.2.1 Validation of product

12.2.1.1

Testing for suitability to context shall be performed to assure that the interoperability of the

interoperable medical product is suitable for the context of use (see 9.1) and meets its interoperable use
specifications (see 9.1.3).
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12.2.1.2 Testing for suitability for the context shall be conducted on representative interoperable medical
product in a representative interoperable environment and include all the medical and interoperability
functional goals are exercised by the interactions, and interactions trace to relevant functional goals.

12.2.1.3 validation testing shall include confirmation that traceability of adequate evidence to release
criteria for specified applications has been met when the interoperable medical product is deployed in an

interoperable environment.

12.2.2 Validation of external products

12.2.2.1

Performance of external products shall be validated to be suitable for specified technical and

functional pgrformance.

12222 V.
12.2.3 Val

12231 P
product sha

hlidation shall include representative configurations of the interoperable medical pr
dation of externally sourced product

brformance of externally sourced products when integrated.into”the interopera
be validated to be suitable to specified functional or technical pérformance (see 1|

bduct.

ble medical
D.2.1).

12.2.3.2 Validation of externally sourced products shall include’ representative configurations of the
product.

12.3 Intergperability implementation review and change control

12.3.1 At quitable stages, evaluation of the interoperability of the interoperable medical product shall be
performed tT assess whether interoperability spegifications are being met and establish that traceability to
Release Criferia is being met for specified applications.

12.3.2 Changes made during, or subseguent to, the interoperability of the interoperable medical product,

any sourcing, provision and deployment-aspects, including changes to specifications and rele

shall be ide
impact on th

12.3.3 Con
a) TH
b) Th

ntified, reviewed, and controlled, to the extent necessary to ensure that there is
e ability to assure safe and effective interoperability.

trolled informatioh on changes shall be maintained (see 6.2) and include the follow
e results of reviews;

e authorization of the changes; and

hse criteria,
no adverse

ing:

c)T

12.3.4

'H tal 4 + ol H 4
AaLlUlTo ARNTIT U PITVTTIL AQUVTTOT TITTIPAaulo.

disclosed (see 6.2) as appropriate or in accordance with responsibility agreements (see 10.4).

13 Traceability and Release

131

13.1.1

General

Information on changes made after market release or release for specified application shall be

Prior to market release of the interoperable medical product, or release for specified application in

the interoperable environment, the organization shall establish adequate evidence of traceability
demonstrating that the interoperability of the interoperable medical product meets interoperability
objectives for SSOs in AAMI/UL 2800-1-1 for the specified application.
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13.1.2 Release criteria shall be established, including detailed criteria with respect to applicable
interoperability objectives (see the SSOs in AAMI/UL 2800-1-1).

13.1.3 Adequate and objective evidence through a traceability analysis that the interoperability of the
interoperable medical product meets release criteria shall be established.

13.1.4 For any specified application or intended use of the interoperable medical product, release criteria
shall be established to include:

a) Interoperability capabilities and performance claims stated in an interoperable application
specification (see 13.2);

b) Skstematic argumentation regarding the claims, including traceability to SSOs in, AAMI/UL 2800-
1-1 and interoperability specifications (see 9.2);

c) Relevant evidence to support the argumentation;
d) Assumptions made in the argumentation; and

e) The decision that the implementation is acceptable with respectioapplicable SSOs.

13.1.5 To|the extent appropriate, traceability and release jnformation shall be inclyded in the
interoperable application specification (see 13.2).

NOTE 1: See the Annex for Guidance on Release Criteria in AAMI/UL 2800~1-2 for more information.
NOTE 2: Tracgability to release criteria may be used to demonstrate-cémpliance with regulatory requirements.

13.2 Interoperable application specification

13.2.1 As|part of market release, communications with stakeholders that use or specify the use of the
organization’s interoperable medical product shall include an interoperable application specifigation.

13.2.2 Didclosed information in an interoperable application specification shall include, as appropriate:
a) Information on keyfeatures of the interoperable medical product;
b) Information on.interoperability capabilities, including any claims of capabilities;
c) The specified application of the interoperable medical product, including as approprigte:

1) Clinical applications; and

2) Technical applications.
d) Context for appropriate or specified application, including as appropriate:
1) Clinical indications; and
2) Technical functions.
e) Information required for safe, secure and effective use, as applicable, including but not limited to:

1) Requirements for provisioning with external products, including anticipated and specified
external products;

2) Instructions relevant to installation, configuration and settings, deployment, and
maintenance for specified application;
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3) Instructions for operational monitoring, maintenance, and contingency actions during
specified application;

4) Information required for risk control during specified application;

5) Information for handling and controlling data, including management of privacy and
security, during specified application; and

6) Information for providing feedback, including incident notifications.

14 Interoperability Performance Monitoring and Control of Changes

14.1 Perfdrmance evaluation and monitoring

14.1.1 Thqg interoperability performance of the interoperable medical product shall' be mopitored and

evaluated fqg
and security

14.1.2 Thsg

a) TH

r continued interoperability, including, as appropriate, monitoring of emerging ris
when the interoperable medical product is used in an interoperable environment.

following shall be determined for monitoring:

e interoperability performance aspects to be monitored and\measured;

b) Tihe methods for monitoring, measurement, analysis_and evaluation needed to g

resul
c) Th
d) Th

14.2

14.2.1

a) T

[s;
e operational points when the monitoring and measuring shall be performed; and

e frequency of analyses and response to the results from monitoring and measure

Information from monitoring

Monitoring activities shall ensurg'the following, as applicable:

ne identity and status ‘of the elements of the interoperable environment are

detefmined in 12.1.2;

b) Agtions taken and any modification of those actions by the interoperable medical prq
element or operator. in the interoperable environment are unambiguously traceable to th

¢) Mpdifications by an element/operator to data/objects within the system are ung
tracgable tothat element/operator. These modifications shall be logged;

ks to safety

nsure valid

ment.

logged as

duct or any
eir origin;

mbiguously

determined

d) Parformance-issues-of- the elements-in-the-interoperable environment-are-logged-as
g 99

in 12.1.2, including:

1) Connectivity issues;

2) Security vulnerabilities;

3) Operational performance such as speed;

4) Data management issues;

5) Information about other incorporated components; and

6) Information about similar interoperable medical systems.
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e) Failures of interoperable medical product interoperability in an interoperable environment are
logged and communicated to the operator, either explicitly or implicitly.

14.2.2 If information from monitoring indicates significant imminent risk to safety and security, an incident
response (see 12.3) shall be initiated.

NOTE: Relevant aspects may be included in responsibility agreements (see 10.4.2).

14.2.3 The information gathered from monitoring shall serve as potential input into risk management
during design and development of interoperability (see Section 9, Design, Development and
Implementation of Interoperability) and improvement (see Section 15, Improvement of Processes).

14.2.4 Appropriate information shall be communicated to the stakeholders in the lihteroperable
environment through appropriate disclosures.

14.3 Incident response

14.3.1 Manitoring information shall be investigated for indications of actual or potential occUrrence of an
incident or ¢ondition representing current or imminent significant risk to safety and security.

14.3.2 Idgntified incidents or conditions shall be responded to, including:
a) Eyaluating the role of products or services in contribiting to the incident or condition{including:

1) Interoperable medical products providedby the organization; and

2) External products in the interoperable*environment.

b) Determining and taking immediate actions as appropriate;

c) Determining and communicating relevant information within the organization;

d) Determining and communigating relevant information within the interoperable gnvironment,
throligh appropriate disclosures;

e) Determining and imiplementing appropriate actions required by regulations; and

f) Deetermining «the* need for and initiating improvements (see Section 15, Impfovement of
Progesses).

14.3.3 If if is.determined that no response is required, controlled information shall be maintgined on the
justification

14.3.4 Incident response records shall be maintained (see 6.2).
15 Improvement of Processes

15.1 Any changes necessary to ensure and maintain the continued suitability, adequacy and
effectiveness of the processes for assuring safe and secure interoperability shall be identified and
implemented.

15.2 Opportunities for improvement in the Interoperability ecosystem shall be determined, as
appropriate, and necessary actions shall be implemented, including:
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a) Improving disclosures to better communicate aspects required for safe and effective
interoperability;

b) Improving interoperable medical products to better meet interoperability objectives as well as to
address future needs and expectations;

c) Correcting, preventing or reducing undesired performance, including mitigation of safety and
security risks;

d) Improving the performance and effectiveness of the interoperability management and realization
processes.

NOTE: Examples of improvement can include correction of the interoperable medical product, corrective and previntive action to
improve the ability of the interoperable medical product to meet objectives, continual improvement, breakthrough change, and
innovation of the interoperable medical product and re-organization or processes.
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A1

A1.1

A1.11

Annex A
(Informative)
Stakeholder Activities

Development Context Activities

Interoperable item development

Interoperable item development is the activity of developing and assuring an interoperable item

that may contribute to the behavior of one or more interoperable medical systems. This includes:

a)sS

b) O
cont
SSQ

c)D
refle
speq

d)D

pecifying the boundary of the interoperable item in terms of interaction points and interfaces;

eveloping interoperable item SSOs as appropriate and that provide the goals
fols to be implemented by the interoperable item (See AAMI/UL 2800-1-1"fo
s);

ct the interoperable item’s medical and technical context of .use as specifie
ification.

bveloping an item interoperability specification that:

1) Includes interface specifications and contracts on those interfaces thg
interoperable item requirements down to interface/interaction constraints and
the external measures that the interoperableitem needs in the usage context
ensure that the interoperable item SSOs are satisfied;

2) Specifies information oriented around-the interoperable item interfaces in
propagation and risk control specifications sufficient for supporting risk analy
control information by any item integration activities (see Annex D);

3) Is exchanged with other (stakeholders to reflect the disclosed character]
interoperable item that can be relied on when using the interoperable item (Se
for Guidance on Interopeérability File of AAMI/UL 2800-1-2 and the Annex for (
Disclosure of AAMI/UL 2800-1-2); and

4) Provides the interoperable item characteristics that will be used to determing
with this Standard;

bveloping asealization of the interoperable item;

ollecting )evidence of conformance of the interoperable item realization f{
perability specification via testing, artifact inspection, and process audits;

for the risk
r Candidate

eveloping interoperability-related requirements that refine the interoperable itenp SSOs and

i in its use

t refine the
that capture
to adhere to

luding error
sis and risk

stics of the
e the Annex
Suidance on

compliance

o the item

ntext of use

and deploying and operating the interoperable item in its deployment context of use; and

h) Providing arguments and evidence satisfying release criteria (see the Annex for Guidance on
release criteria of AAMI/UL 2800-1-2) that the interoperable item realization conforms to its item
interoperability specification. This last activity represents the primary objective of the interoperable

item

development.

A1.1.2 To support an arbitrarily deep architectural hierarchy, an interoperable item may have constituent
interoperable items or may be an interoperable item that is not further decomposed for the purposes of
interoperability and compliance to this Standard. Common examples of interoperable items that are units

include:

a) Medical equipment with capabilities supporting interoperability;
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b) Equipment including infrastructure components supporting communication (networking), hosting
of application logic, and reusable safety service products, e.g., data loggers; and

c) Application logic, including "software only" products, that utilize infrastructure and medical
equipment components to realize medical functions not achieved by the individual components.

See the Annex for Architecture Definition Guidance of AAMI/UL 2800-1-3 for additional examples and
guidance for applying the topological vocabulary of this Standard.

A1.1.3 Interoperable medical systems are special cases of interoperable items that are composed of
constituent interoperable items and that have a medical intended use. The recursive nature of the
definition of interoperable item enables an interoperable medical system to be a constituents of other
interoperabl :
and reuse of products addressed by this Standard, and supports the notion of "system of systems".

A1.1.4 Iltidunderstood that interoperable items are designed for reuse in multiple system contexts where
assurance is required, and therefore a primary goal of the interoperable item development activity is to
follow an approach that supports not only the reuse of the product's implementation but the reuse of risk
managemernt and assurance work products as well.

NOTE: The defails of activities associated with Interoperable Item Development can be foundin AAMI/UL 2800-1-2. Work products
associated the [activity are described in the Annex for Guidance on Interoperability File*of AAMI/UL 2800-1-2. Release criteria that
capture the important traceability relationships between the interoperable item Development Activity work products afe found in the
Annex for Guidance on release criteria of AAMI/UL 2800-1-2.

A1.2 Interpperable item integration

A1.2.1 intdroperable item integration is the activity ofengineering the exchange of data fand control
information petween two or more interoperable itemsiusing the designed interoperability interfaces of the
items. This ipcludes the activities of:

a) Agsessing the use specifications and’item interoperability specifications (especially, the interface
contracts) of the interoperable items*to-be integrated to determine their compatibility;

b) Realizing the appropriate architecture and engineering contexts required by the interoperable
itemg, including designing and.implementing needed connectivity medium between intgroperability
interfaces;

c) Configuring the jnteroperable items and constraining the interactions between irfteroperable
itemg to ensureq that interface contracts, including external measures specifiel by each
inter¢perable item-as captured in disclosures, are satisfied;

d) Carrying-out hazard analysis and risk assessment of the engineered connectivity golution and
use |of sinteroperable item interfaces, using the risk-related information capturgd in item
interpperability specifications;

e) Establishing integration verification plans to provide evidence of correct integration of the
interoperable items;

f) Establishing instructions for assembly of the interoperable items in the deployment context of use
and procedures for field testing to establish that an installed integration conforms to the integration
claims; and

g) Constructing arguments and objective evidence that satisfy Release Criteria (see the Annex for
Guidance on Release Criteria of AAMI/UL 2800-1-2) for the correctness of the integration of the
items and the appropriate identification of risk controls that are the responsibility of the users in the
context that the integration supports.

A1.2.2 The interoperable item-level integration activity does not speak to the top-level safety and
security objectives associated with the context into which the integration is place. Instead, it focuses on the
engineering objectives associated with the appropriate use of the interoperability interfaces of the
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components. The task of arguing that the integration assurance appropriately supports top-level safety
and security objectives falls to interoperable medical system development activity (as a special case of the
interoperable item development activity).

A1.2.3 Interoperable item integration is distinct from interoperable item assembly according to the
objectives and activities outlined above: the interoperable item integration activity leads to products
subject to compliance with this Standard and should be carried out by engineers with appropriate
competencies in interfacing technology, system risk management, and verification; interoperable item
assembly addresses connecting items in the field whose integration has been previously assured, and
carrying out confirmation measures designed during item integration to confirm that items have been

deployed and are performing according to the integration plan.

NOTE: The d¢tz
associated thg activity are descrlbed in the Annex for Gwdance on Interoperablllty File, AAMI/UL 2800-1-2. Rele<
capture the important traceability relationships between the interoperable item development activity work products’ 4
Annex for Guidance on Release Criteria of AAMI/UL 2800-1-2).

A1.3 Intefoperable medical system development
A1.3.1 Interoperable medical system development is the activity of engineering a system
from at leapt two interoperable items that comply with this Standard, to\achieve one or m

functions. An interoperable medical system provides a cohesive set offunctions whose safety
will be addrgssed as an aggregate.

A1.3.2 In
2800-1-3),
associated

he architectural topology (see the Annex for Architeécture Definition Guidance
hn interoperable medical system is a special case of an interoperable item, thus
ith interoperable item development apply to iateroperable medical system develo

A1.3.3 Si
medical sy

ce an interoperable medical system includes two or more interoperable items, i
tem development will typically include activities associated with interoperable item

A1.3.4 An| interoperable medical system will typically include one or more interoperable

implemented in software) that provide the application logic defining the behavior of the medi
of the systgm. The interoperable item.development activities associated with application logi
or may not be carried out by the ;same entity that carries out the interoperable meg
development activities. The partitioning of activities described here aligns with the conventior
of distingu|shing software development from system development. interoperable med
development activities will typically include interoperable item integration activities integratin
software Iltgms in a system_context that provides an execution environment for the softwa

other Items
activity, rep
verification

resentative’realizations of the constituents of the interoperable medical system ma
bf a specific constituent interoperable item with appropriate notions of coverage.

37]Work products

se criteria that
re found in the

constructed
ore medical
and security

of AAMI/UL
he activities
bment.

teroperable
integration.

items (often
Cal functions
C items may
ical system
al approach
cal system

application

as well as

"
that provide\services necessary for the overall system functionality to be achi}ved. In this

y be used in

It may be th

e.case that some of the constituents in the interoperable medical system were in]egrated ina
previous activity distinct from the current sysiem development effort. In such cases, the interoperable
medical system activities are expected to provide the work products associated with that previous effort
including integration assurance and arguments that the previous integration assurance is suitable for the

current system context.

A1.3.5
above, interoperable medical system development includes the activities of:

In addition to the interoperable item development and interoperable item Integration activities

a) Delimiting the specific set of medical functions that will be the subject of evaluation as part of

determining compliance to this Standard.

b) Identifying the set of interoperable medical system interoperability architecture instances
resulting from possible exchange of constituent interoperable items (e.g., replacing one
interoperable medical device with another that provides like functionality) that are to be addressed

in the evaluations associated with determining compliance to this Standard.
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c) Identifying the top-level hazard situations associated with the interoperable medical system
functions and using those as the risk concerns that drive the risk management process associated
with interoperable item development (where the interoperable medical system is the product being
addressed as a special case of the interoperable item development activity).

A1.4 Interoperability framework management
A1.4.1 Development and reuse of interoperable items may be supported by an organizational
infrastructure, engineering and technology asset base, and assurance measures leading to

trustworthiness of item reuse and a product-line development approach. interoperability framework
activities include defining these elements in a manner that allows review for compliance to this Standard
and reuse of the elements in subsequent evaluations. The notion of interoperability framework is

specifically
reflected in 4

An interope
organization
interoperabi
coordinated

fesigned 10 address platform-based approaches and mteroperability archiieciures, e.g., as
ASTM F2761 Integrated Clinical Environment.

ability framework may be supported by one or more organizations. In\the casg of a multi-
framework, the interoperability framework enables trustworthy-interoperable item
ity specifications, implementations, and assurance to be reused.across organizations in a

approach to development, risk management, and assurance. Interoperable item

of development context of use (See AAMI/UL 2800-1-2) enable interoperable item manu

declare alig
interoperabi
assurance ¢

A1.4.2 Inte
a) De

b) D

nment with one or more Interoperability Frameworks swhich enables then
ity framework assets with a corresponding commitment. to align with develd
pnstraints specified by the interoperability framework.

roperability framework management includes the activities of:
fining the scope of interoperable medical products to be supported by the framewd

bfining the reference architecture associated with the framework following guid

eclarations
facturers to
N to reuse
pment and

rk;

ance in the

Annsg
Arch

x for Architecture Definition Guidance of AAMI/UL 2800-1-3 and the Intg¢roperability
tecture Specification of AAMI/UL 2800-1-3;

c) Id
archi
align

entifying the categories of interoperable items that will be supported by th¢ reference
fecture and providing reusable-artifacts that speed the development and assurarjce of items
bd with the framework;

d) Dgveloping and communicating to framework participants the activities necessary tq coordinate
qualify management andrisk management across organizations;

e) Providing technology and engineering assets for interoperability platforms including interface
specffication mechanisms, reusable infrastructure component implementations that gomply with
this $tandard;

f) Degclaring a mapping of development activities to interoperable items associat

d with the
fram@waork reference architecture; T

g) Developing guidance (possibly in the form of release criteria) that clarifies the assurance
objectives and corresponding assumed external measures for each interoperable item in the
framework reference architecture;

h) Developing acceptance criteria including testing for determining if item interoperability
specifications and realizations are aligned with the interoperability framework.

A2 Deployment Context Activities
A2.1

Interoperable item acquisition/business management

A2.1.1 Interoperable product technical administration focuses on defining the user needs and technical
requirements of the customer organization. This includes the activities of:
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a) Documenting the clinical objectives and workflows to be supported by the interoperable medical
product (e.g., to determine the appropriateness of the interoperable medical product by assessing
its use specification).

b) Documenting the technical needs of the customer organization including characteristics of the
other systems and networks with which the interoperable medical product will be integrated.

c) Developing plans and objectives to be addressed by other deployment activities.
A2.2 Interoperable item technical administration

A2.2.1 Interoperable item technical administration focuses on the technical administration of
interoperabje—iterms—{possibty conforming—to-mteroperabitity frarmeworks) i therdeptoyment context of
use. This includes the activities of:

a) Incorporating interoperable items into the deployment context of use inventory manggement and
carrying out activities related to device identity management;

b) Cpnfiguring operator access policies, establishing an appropriate time base, etc. as|indicated by
the Item manufacturer’s documentation of assumed external measureés;

c) PFerforming manufacturer supplied confirmation tests to“ehsure that interoperable item
interoperability functions are performing to specification & this includes interopgerable item
assembly which is a sub-activity of interoperable item technical administration;

d) Integrating interoperable items with entities outside the scope of this Standard, inclugling medical
IT systems and the broader medical IT network;

e) Monitoring and tracking of technical anomalies of deployed items, including providing and
recejiving quality management information fromvinteroperable items;

o

f) Pgrforming maintenance on interoperable items including apply software updates; an

g) Decommissioning of interoperableitems.

A2.2.2 Some activities such as ifitial deployment and configuration may occur in partpership with
interoperable item manufacturers and organizations providing interoperability frameworks.

A2.3 Intefoperable item assembly

A2.3.1 Interoperableyitem assembly, a sub-activity of technical administration, is the agtivity of (a)
connecting |interoperable items in the field whose integration has been previously assufed and (b)
confirming (in ways-appropriate for personnel who competencies may not include system erlgineering or
risk managpment) that behavior achieved by the connected interoperable items corresponfls to claims
made in the assurance of the corresponding integration.

A2.3.2 Interoperable item assembly may involve one or more of the following activities:

a) Physically connecting previously integrated interoperable items following assembly instructions
provided with an interoperable item or interoperability framework;

b) Performing field tests designed by interoperable item Integrators and confirming that results
align with expected results; and

c) Exchanging Interoperable ltems as allowed by the architecture variability description
documented by an interoperable medical system and/or interoperability framework and ensuring
that appropriate confirmation tests are performed on the resulting variations.
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A2.4 Interoperable item clinical administration
A2.4.1 Interoperable Item clinical administration focuses on the configuration and validation of clinical

functions of interoperable items in their deployment context of use.

A2.4.2

interoperable item clinical administration may involve one or more of the following activities:

a) Assessing and configuring interoperable item clinical functionality to align with care-giving
guidelines of the Health Delivery Organization (HDO),

b) Identifying "go live" criteria (building on suggested criteria provided by the interoperable item
manufacturer) for the interoperable item clinical functionality,

c) P(erorming acceptance tests of the interoperable item clinical functionality on re;l»resentative

scen

d)C
of th

A2.5 Inter

A2.51 Intq
during a pat

A2.5.2 intg
operator (th
their effect

which the in

a) Au

b) In
disas

c) Cq

Brios to ensure that "go live" criteria is satisfied,

Item are appropriately deployed at distinct points-of-care.
bperable item operation

roperable item operation focuses on the association of the interoperable item
ent episode and operating the interoperable item to provide care for the patient.

roperable item operation may involve one or more\of the following activities carrie

ay be achieved indirectly as a result of interacting with an interoperable medicj
eroperable item is a constituent):

thenticating the operator for the use of-the interoperable item;

tiating and managing a patient episode for the interoperable item including assd
sociating the patient under care\to the interoperable item;

nfirming the appropriateness of input data and care-giving instructions to be ente

intergperable item;

d) C(
unde

e)C
item

f) Mg

nfiguring the interoperable item’s settings for a particular care-giving procedure fo
r care;

bnfirming that‘the operational context state meets the go-live conditions of the ir
and initiatihg the medical function of the interoperable item;

nitering the interoperable item's technical alarms and other behavior to recogniz

the in

ordinating with interoperable item technical administration activities to ensure that instances

0 a patient

i out by the

ese activities may be carried out directly through interactions with the interoperable item or

| system of

ciating and

red into the

F the patient

teroperable

e failures of

teroperability mechanisms that may impact the interoperable item’s safety and seq

urity;

g) Providing care to the patient under care utilizing output of the interoperable item; and

h) Realizing risk controls corresponding to the interoperable item’s external measures allocated to
the interoperable item operation activity.
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Annex B
(Informative)
Guidance on Declaration of Products and Services

B1 Interoperability Ecosystem

Figure B1.1 shows various layers of products within an integrated clinical system (ICS). For any specific
clinical and technical context of use, risks need to be adequately managed as these products, and
services associated with them, work together in an interoperable manner.

Figure B1.1

Elements of interoperability ecosystem and key processes
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B2 Entitie

B2.1

s Subject to Compliance Claims

a) Interoperable items; and

b) Interoperable medical systems (special case of interoperable item).

This Standard provides for the following categories of products to be subject to evaluation:

The Annex for Architecture Definition Guidance of AAMI/UL 2800-1-3 gives detailed guidance on how
different categories of products with interoperability functionality can be presented in terms of the
topological structures of interoperable item and interoperable medical system.

B2.2 This ptandard provides for evaluation of the following categories of products and sery
purpose of gupporting compliance:

a) |

build|ng interoperable medical systems and interoperable items; and

b) Inferoperability scenarios specifications.

B2.3 This ptandard provides flexibility for claiming compliance for subsets” of related work p

represent
assurance,

B2.4 Figur
special cass
for Architect
specification
specification
produced by
of AAMI/UL

ices for the

eroperability frameworks (including reference architecture and platform linfrasfructure) for

roducts that

eful collections of specification or implementation artifacts that support dg¢velopment,

r use of the product categories above.

e B1.2 illustrates that interoperable items and intetoperable medical systems (a

ure Definition Guidance of AAMI/UL 2800-1-3) are presented for compliance in
, and implementation (realization), and~assurance that an implementation

. Artifacts supporting these relationships-are recognized as work products (se
the life cycle processes for this Standard (see the Annex for Guidance on Interop
P800-1-2) produced by the life cycle processes for this Standard.

system is a

of a interoperable item in the product topology.vocabulary of this Standard — se¢ the Annex

terms of a
Catisfies its
e Annex C)
brability File
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