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Commitments for amendments

This Standard is issued jointly by the Institute of Electrical and Electronics Engineers, Inc. (IEEE) and ULSE
Inc. (ULSE) Comments or proposals for revisions or any part of the standard may be submitted to IEEE and/
or ULSE at any time. Revisions to this Standard will be made only after processing according to the Standards
development procedures of IEEE and ULSE.

Comments or proposals for revisions on any part of the Standard may be submitted to ULSE Inc. at any
time. Proposals should be submitted via a Proposal Request in ULSE's On-Line Collaborative Standards
Development System (CSDS) at https://csds.ul.com.

Any person who would like to participate in evaluating comments or in revisions to an IEEE standard is
welcomd to join the relevant IEEE working group. You can indicate interest in a working group pising the
Interests [tab in the Manage Profile & Interests area of the IEEE SA myProject system.' An IEEE Alccount is
needed t¢ access the application.

Commerts on IEEE standards should be submitted using the Contact Us form.>

Copyrjghts

IEEE drqft and approved standards are copyrighted by IEEE under US and)international copyright laws. They
are madgq available by IEEE and are adopted for a wide variety of both{public and private uses. Thesg include
both use| by reference, in laws and regulations, and use in privatesself-regulation, standardizatior], and the
promotidn of engineering practices and methods. By making thes¢ documents available for use andfadoption
by publiq authorities and private users, IEEE does not waivéany rights in copyright to the documentg.

UL's Stapdards for Safety are copyrighted by ULSE Iiic: Neither a printed nor electronic copy of a[Standard
should b¢ altered in any way. All of UL's Standards:and all copyrights, ownerships, and rights regardiing those
Standardk shall remain the sole and exclusive propetty of ULSE Inc.

To purchpse UL Standards, visit ULSE’s.Stanidards Sales site at:

http://www.shopulstandards.com/HowToOrder.aspx or call toll-free 1-888-853-3503.

Important Notices and Disclaimers Concerning IEEE Standards Docunpents

IEEE St3dndards-documents are made available for use subject to important notices and legal disfclaimers.
These nqtices.and disclaimers, or a reference to this page (https://standards.icee.org/ipr/disclaimgrs.html),
appear il allstandards and mav be found nnder the hpnding “Impartant Notices and Disclaimers Cdncerning

IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE SA) Standards Board. IEEE develops its standards
through an accredited consensus development process, which brings together volunteers representing varied

!Available at: https://development.standards.ieee.org/myproject-web/public/view.html#landing.
Available at: https://standards.iece.org/content/icee-standards/en/about/contact/index.html.
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viewpoints and interests to achieve the final product. IEEE Standards are documents developed by volunteers
with scientific, academic, and industry-based expertise in technical working groups. Volunteers are not
necessarily members of IEEE or IEEE SA, and participate without compensation from IEEE. While IEEE
administers the process and establishes rules to promote fairness in the consensus development process, IEEE
does not independently evaluate, test, or verify the accuracy of any of the information or the soundness of any
judgments contained in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all warranties,
express or implied, concerning this standard, including but not limited to the warranties of merchantability,
fitness for a particular purpose and non-infringement. In addition, IEEE does not warrant or represent that the
use of the material contained in its standards is free from patent infringement. IEEE standards documents are
supplied “AS IS” and “WITH ALL FAULTS.”

Use of a]] IEEE standard is wholly voluntary. The existence of an IEEE Standard does not iniply lhat there
are no other ways to produce, test, measure, purchase, market, or provide other goods and gervices felated to
the scopg of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard ‘is apprpved and
issued is [subject to change brought about through developments in the state of the art and’ comments|received
from usefs of the standard.

In publishing and making its standards available, IEEE is not suggesting ortendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to-perform any duty owgd by any
other perpon or entity to another. Any person utilizing any IEEE Standards'document, should rely ugon his or
her own independent judgment in the exercise of reasonable care in any‘given circumstances or, as apjpropriate,
seek the fdvice of a competent professional in determining the apptopriateness of a given IEEE standard.

IN NO BVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES-{@NCLUDING, BUT NOT LIMITED TO: THE
NEED TjO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVERSEAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY,.OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDPLESS OF WHETHER SUCH.PAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the ¢vent that
an IEEE ptandard istranslated, only the English version published by IEEE is the approved IEEE stapdard.

Officigl statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board Operations
Manual shall not be considered or inferred to be the official position of IEEE or any of its committees and shall
not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures, symposia, seminars,
or educational courses, an individual presenting information on IEEE standards shall make it clear that the
presenter’s views should be considered the personal views of that individual rather than the formal position of
IEEE, IEEE SA, the Standards Committee, or the Working Group.

4
Copyright © 2022 |IEEE and ULSE Inc. All rights reserved.


https://ulnorm.com/api/?name=UL 2621-3 2022.pdf

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations, consulting
information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of interests.
For this reason, IEEE and the members of its Societies and Standards Coordinating Committees are not able to
provide an instant response to comments, or questions except in those cases where the matter has previously
been addressed. For the same reason, IEEE does not respond to interpretation requests. Laws and regulations

Users of[IEEE Standards documents should consult all applicable laws and regulations. Complignce with
the provisions of any IEEE Standards document does not constitute compliance to any applicable r¢gulatory
requiremients. Implementers of the standard are responsible for observing or referriigyto the applicable
regulatorly requirements. IEEE does not, by the publication of its standards, intend to.urge action tha} is not in
compliarjce with applicable laws, and these documents may not be construed as doifig so.

Data privacy

Users of|IEEE Standards documents should evaluate the standards for considerations of data privacy and
data ownjership in the context of assessing and using the standardssin compliance with applicable [laws and
regulatiops.

Photogopies

Subject tp payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual, non-
commerdial use only. To arrange for paymént of licensing fees, please contact Copyright Clearance Center,
Customey Service, 222 Rosewood Drive; Danvers, MA 01923 USA; +1 978 750 8400; https://www.¢opyright
.com/. P¢rmission to photocopy portions of any individual standard for educational classroom use cgn also be
obtained|through the Copyright Clearance Center.

Updat|ng of IEEE Standards documents

Users of [I[EEE Stafidards documents should be aware that these documents may be superseded atfany time
by the isyuance ‘of-new editions or may be amended from time to time through the issuance of amepdments,
corrigendla, or ¢rrata. An official IEEE document at any point in time consists of the current editipn of the
documeq{[ together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years old
and has not undergone a revision process, it is reasonable to conclude that its contents, although still of some
value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have
the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through
the issuance of amendments, corrigenda, or errata, visit IEEE Xplore or contact IEEE.? For more information
about the IEEE SA or IEEE’s standards development process, visit the [EEE SA Website.

3Available at: https://ieeexplore.iece.org/browse/standards/collection/ieee.
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Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website.* Search for standard number
and year of approval to access the web page of the published standard. Errata links are located under the
Additional Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to
periodically check for errata.

Patents

IEEE Standards are developed in compliance with the IEEE SA Patent Policy.’
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Introduction

Diabetes

This introduction is not part of IEEE Std 2621.3-2022/UL 2621-3:2022 IEEE/UL Recommended Practice for Wireless

Device Security: Guidance for Mobile Devices.

The need for medical device functionality and safety has become more challenging with the growing use of
wireless and Internet-connected devices. For example, can operation of the device be impacted by loss of
wireless connectivity due to interference or malicious jamming? Indeed, an important component of safety
is security: malicious attacks against these devices (e.g., via their network connections) should not adversely
impact functionality and safety.

In additi

n _there is Qigniﬁ(‘an‘r increased nse of off-the-shelf consnmer mobile devices (CMD)

smartphd
than con
such mol

insulin ppmp remote controller, reducing time-to-market and cost of new treatments whilé providi
improvedl user experience and quality of life for people with diabetes.

In order
including

with the pse of CMDs and apps in these contexts and follow appropriate r&gulatory, developmental,
management, and usage guidelines so that proper functionality and cafbe maintained.

This stapdard was developed following research and consultation with a multi-stakeholder co

consistin|
smartphd
diabetes

experts, liability attorneys, policy experts, and more,This standard has been developed to identify i

best prad
intereste
deploym|

The reco
including
FDA gui
Devices

communjty membership on this topic and should be viewed only as recommendations, unless n

requirem

o of the US FDA, independent cybersecurity experts, consumer technology develop
ne developers, smartphone operating system developers, and smartphone chipset dey
Hevice developers, medical research funding agencies, physicians, educators, consumers, r

tices relating to CMD use in medical ¢ontacts. The same stakeholder groups and other aj
I parties should consider this standard inthe design, development, evaluation, approval, man|
ent, and use of CMDs in medical control contexts.

mmendations contained in this-standard are intended to supplement existing standards and §
(in the United States, for example) FDA recognized standards such as ISO/IEC 62304
Hance such as the Content of Premarket Submissions for Management of Cybersecurity i
B5].° These guidelings describe current consensus thinking of the aforementioned multi-sta

ents are states, or specific regulatory or statutory requirements are cited.

Multi-|1>art Standard

s), (e.g.,

nes) in medical contexts. While these contexts have historically been limited to monitoripg rather
rol of the medical device and its safety functions, there is increasing patient demandhfor the use of
ile devices for control applications. For example, the use of a smartphone app can replace fa custom
hg for an

to realize the potential beneficial uses of consumer digital technology; the medical conmunity,
device manufacturers, regulators, caregivers, and patients should be*aware of the risks afsociated

lifecycle

mmunity
brs (e.g.,
elopers),
peulatory
sues and
pplicable
hgement,

ruidance,
[B4] and
Medical
keholder
andatory

This stan

dard is a multi-part standard consisting of the following parts:

— IEEE Std 2621.1™/UL 2621-1-2022 (connected electronic product security evaluation programs)

— IEEE Std 2621.2™/UL 2621-2:2022 (information security requirements for connected diabetes
solutions)

— IEEE Std 2621.3™/UL 2621-3:2022 [use of mobile devices in diabetes control contexts (this part)]

®The numbers in brackets correspond to those of the bibliography in Annex B.
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IEEE/UL Recommended Practice for
Wireless Diabetes Device Security:

Us
Co

1. Overview

1.1 Sc

This recqmmended practice specifies recommendations for thewise of consumer mobile devices (CM
control of diabetes-related medical devices. While these reeommendations may be applied to othe

use case
are cove
systems.

explicitly indicated otherwise.

1110

One or nmiore mobile applications (4pps) running on a CMD are used to perform some command g

upon req

may proyYide a user interfacethat enables the user to specify the amount of insulin to be dosed by a v
connected insulin pump. The« €MD and its diabetes-related apps replace the traditional remote-contro
device manufactured bysa medical device supplier.

11.2 A

The CM
continuo

of Mobile Devices in Diabetes
trol Contexts

bpe

, they are targeted specifically for diabetes related control use cases. The following two
ed by this recommended practice: open logpsremote control and automated insulin dosi
In general, the recommendations within,this recommended practice apply to both use cas

pen loop use case

hest by the CMD user, @na.wirelessly connected diabetes device. For example, a diabetes cd

itomatéd) insulin dosing (AIM) control use case

Ds) in the
medical
1se cases
g (AID)
es unless

[peration,
ntrol app
irelessly
| medical

D is\used to host software that performs some portion of a AID control system. For ejample, a
l o . 2 wirel | i : |app; the

CMD app executes an algorithm to compute treatments of insulin; the CMD autonomously transmits (via
wireless network) treatment commands to an insulin pump. The CMD and its diabetes-related apps are
executing a continuously repeating algorithm for which each algorithm computation results in a treatment to
the patient that should be delivered within some developer-specified time frame in order to maintain use.

1.1.3 Explicitly not in scope

This document does not cover standards or guidance already covered in other, pre-existing medical standards
and guidance. For example, for the remote-control use case, this guidance does not explain how a developer
of a remote-control solution, which happens to use a CMD and CMD software, follows existing FDA-
recommended development standards or other regulatory body standards and obtains regulatory approvals to

10
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IEEE Std 2621.3-2022/UL 2621-3:2022
IEEE/UL Recommended Practice for Wireless Diabetes Device Security:
Use of Mobile Devices in Diabetes Control Contexts

develop and deploy that remote-control solution. Rather, this guidance discusses the additional considerations
related to the use of CMDs in the context of existing standards and approvals.

1.2 Purpose

This recommended practice defines recommendations for the use of mobile devices in diabetes contexts, as
deemed necessary and sufficient by an appropriate set of stakeholders. These recommendations are intended
to be used within a security evaluation program, as defined in other components of this multi-part standard.

1.3 Word usage

Th 1 ol J] s oot dot o + faaatli e o o £o11 da = P £ 4o sl tdd
e wWorg-shatndteates-mandatoryrequirements-stretly-to-be-foowed-tnorderto-eonformto-the standar

and from{which no deviation is permitted (shall equals is required to).”*

The worfl should indicates that among several possibilities one is recommended as particularly|suitable,
without mentioning or excluding others; or that a certain course of action is preferred, but not ndcessarily
required [should equals is recommended that).

The wordl may is used to indicate a course of action permissible within the limits of the standard (mfy equals
is permitfed to).

The wordl can is used for statements of possibility and capability, whether material, physical, or capsal (can
equals islable to).

2. Nonimative references

The follgwing referenced documents are indispensable-for the application of this document (i.e., they must
be underptood and used, so each referenced document is cited in text and its relationship to this dogument is
explainedl). For dated references, only the edition\cited applies. For undated references, the latest editjon of the
referencgd document (including any amendnients or corrigenda) applies.

IEEE Stfl 2621.2/UL 2621-2:2022.IEEE Standard for Wireless Diabetes Device Security: Information
Security Requirements for ConnectedDiabetes Solutions.”'°

ISO/IEC|18045, Informatiorf technology—Security techniques—Methodology for IT security evalufition. "

3. Defjnitionsyacronyms, and abbreviations

3.1 Definitions

For the purpeses of this document, the following terms and definitions apply. The /EEE Standards Dyctionary
Online should be consulted for terms not defined in this clause. 2

"The use of the word must is deprecated and cannot be used when stating mandatory requirements, must is used only to describe
unavoidable situations.

8The use of will is deprecated and cannot be used when stating mandatory requirements, will is only used in statements of fact.

°The IEEE standards or products referred to in this clause are trademarks of The Institute of Electrical and Electronics Engineers, Inc.
TEEE publications are available from The Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08854, USA
(https://standards.ieee.org/).

"ISO/IEC publications are available from the ISO Central Secretariat (https://www.iso.org/). ISO/IEC publications are available in the
United States from the American National Standards Institute (https://www.ansi.org/).

2JEEE Standards Dictionary Online is available at: http://dictionary.ieee.org. An IEEE Account is required for access to the dictionary,
and one can be created at no charge on the dictionary sign-in page.
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administrator: The administrator is responsible for management activities, including setting the policy that is
applied by the service provider, on the device. If the security policy is defined during manufacturing and never
changed, then the developer acts as administrator. If management activities can be performed by the user, then
the user may also act as administrator.

assurance: Grounds for confidence that a Target of Evaluation (TOE) meets its security functional
requirements (SFRs).

availability: The capability of a system or component to be in a state to execute the function required under
given conditions, at a certain time or in a given period, supposing the required external resources are available.

degradation: The strategy for providing safety by design after the occurrence of failures.

developdr: The entity that brings to market a solution to which this standard applies; while the txladitional
developer in this sense is a medical device manufacturer, the entity may be some other systems integrator
or servicg provider that is responsible for the safe and secure development and marketydeploymgnt of the
solution.

evaluatdr: An independent testing laboratory that evaluates the Target of Evaluation.(TOE) against it security
target (ST ) by analyzing documentation and performing activities such as vulierability assessment.

failure: The termination of the ability of an element to perform a function.as required.
immutable firmware: Firmware that cannot, by design, be modified’through unauthorized means. Examples
of immytable firmware include firmware written to read-only memory (ROM) or electrically| erasable

programmable (EEPROM) whose re-programmability is protected against unauthorized use.

personal area network (PAN): The local wireless network used to connect a consumer mobile devide (CMD)
to one orjmore medical devices to create an overall4nedical solution.

protectign profile (PP): The set of standardized security requirements for a product class, such as connected
diabetes flevices.

real-time: The actual time during which an activity shall take place.
security|target (ST): The manifestation or mapping of protection profile (PP) requirements for a specific,
individugl electronic product; for example a specific version/SKU of a manufacturer’s insulin pump. An ST

may also|cover multiple)similar instances (e.g., a product family with common security requirements).

sufficienft resilience: Permitting the remediation of situational risk to the patient.

Target of Evaluation (TOE): A set of software, firmware and/or hardware possibly accompanied by guidance.

Target of Evaluation (TOE) security functionality (ST): A set consisting of all hardware, software,
and firmware of the TOE that shall be relied upon for the correct enforcement of the security functional
requirements (SFRs).

user: The authorized operator of the Target of Evaluation (TOE). For a diabetes device, the primary owner and
patient is the most obvious example of authorized user; however, authorized family members or caregivers
assisting the patient are other possible examples of authorized user in this case. An authorized user is assumed
to be able to access any of the device’s documented user interfaces.
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3.2 Acronyms and abbreviations

AID
app
CMD
MDFPP
NIAP
PAN
PP

automated insulin dosing

application

consumer mobile device

Mobile Device Fundamentals Protection Profile
National Information Assurance Partnership
personal area network

protection profile

SFR
ST

4. Conformance

This clay
standard
selected

4.1 Meeting security targets (STs) derived from this standard

Cyberseqd
this mult
or a syst
a securit
particulal

.
es B2

o

411 A

In order

security functional requirement

security target

se specifies the mandatory and optional capabilities provided by conformant implementatig
See Annex A for guidance about the use of CMDs that may varysbased on the assurancg
rom IEEE Std 2621.2/UL 2621-2.

urity requirements for the medical uses defined in this'document’s scope are covered by othg
-part standard. The specific security requirements-for a particular solution (e.g., a standalon|
bm composed of multiple products), whether it'incorporates the use of a CMD or not, is d
y target (ST), according to this standardSuch an ST shall claim conformance to this staj
, the ST shall select one of this standard?s defined assurance packages as follows:

[oderate package, for solutionsthat require protection against moderate attack potential thrg

nhanced-basic package, for solutions that require protection against enhanced-basic attack
reats

asic package for s@lutions that only require vendor affirmation (rather than independent |
firmation) of conformance to this standard’s security functional requirements (SFRs)

ns of this
package

1 parts of
b product
efined in
hdard; in

ats

potential

boratory

require tl

pe'use of CMDs that either are certified against the most recent version of the National In

Hditional'requirements for security targets (STs) with enhanced-based package

b meetenhanced-basic package requirements, evaluators of solutions that leverage CMD apps should

rmation

Assurance Partnership (NIAP) Mobile Device Fundamentals Protection Profile (MDFPP) or satisfy the
following requirements:

— Hardware-rooted verified boot (provides integrity protection, as required by this standard, but
evaluators likely may not need to perform rigorous testing)

— Regular security updates (commitment from CMD manufacturer and/or OS developer and previous
history of compliance)

— Controls in place to help prevent malware-type behavior (for example, when anti-malware software is
embedded within the device or when adopting mechanisms to help prevent the loading of apps from
untrusted sources or from unknown developers)
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In addition to these device security attributes, the medical software running on the CMD and the

medical

software running on a connected device as part of the solution should perform additional security checks to
verify the medical function is hosted on a CMD that meets the above requirements or at least as many of them

as can be attested. Examples of methods for providing this kind of attestation include the following:

— The medical software can only run on known good CMDs (allowlisting via the app store
mobile device management software).

or using

— The CMD software calls operating system attestation application program interfaces to validate that

the software is running on known good CMDs.

— The connected medical device software uses hardware-backed remote attestation to validate that the

CMD software is running on known good CMDs (e.g., the device is not rooted or jailbroken).

While gqod security often assists in privacy, and while data encryption is recommended for privacy-
medical flata, privacy-related requirements are not rigorously considered in the scope of this stand
standard|recognizes but does not intend to restate or replace applicable laws and regulations regar
privacy gnd security. Users of this standard are responsible for referring to and observing all such
regulatiops. Compliance with the provisions of this standard does not imply compliance with any a
legal or rpgulatory requirements.

Ultimately, the ability ofa solution to meet the requirements of this standard' should be assessed and de
by an authorized independent laboratory within the appropriate evaldation scheme, as defined by o
of this standard, rather than by developers, users, caregivers, or other stakeholders. Developers and 1
should lgverage this multi-part standard when determining the saféty suitability of CMDs in medical

4.1.2 Additional requirements for security targets,(STs) with moderate package

At the tithe of this writing, meeting the moderate package requirements using standard mobile apps
is challerpging due to the existence of a frequent.stfeam of exploitable high severity vulnerabilities i
layers of|the operating systems managing these-apps. Even with the frequent security patching recor
in 4.1.1,| moderate attack potential attackers’ have been able to locate exploitable so-called “z
vulnerabjlities given sufficient resources-and effort (applicable to the parameters of moderate attack
per ISO/IEC 18045) dedicated to the-task™"?

Thereforf, in order to leverage. CMDs for moderate attack potential assurance requirements, the full

system aftack surface area should be avoided, using one of many possible risk reduction techniques.
techniqugs may include the following:

ritical functions may be hosted on a separate security co-processor or other hardware p:

bde.oomplexity, lack of attackable surface area (e.g., inability to run arbitrary apps directly

sensitive
ard. This
ling data
laws and
pplicable

termined
her parts
boulators
contexts.

n CMDs
h various
hmended
ero day”
potential

perating
Example

rtitioned
to lower
n the co-

ocessor) orboth

d
epvironment running an independent operating system that is less susceptible to attack due
c
p

— The CMD may be locked down using a policy enforcement engine (such as that used by enterprises for

corporate liable, fully managed operation) to only allow an allowlisted set of highly trusted apps, limit
the methods and peers for wireless connections, and employ potentially other controls, thereby making
it more difficult for attackers to leverage mobile operating system vulnerabilities.

The CMD alone may not be exclusively depended upon for safety and security; for example, a remote
control command from the CMD may be double-checked by the user on an insulin pump equipped
with its own display.

BInformation on references can be found in Clause 2.
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Increased demand for CMDs in medical contexts may help to encourage CMD manufacturers and other
service providers to build and leverage such approaches. Any solution approach taken by a developer should
be evaluated by authorized independent testing laboratories for security and compliance as defined in other
parts of this standard.

4.1.3 Additional requirements for real-time control and resource availability

In the use of CMDs for medical control, there is a concern about the ability of CMD medical software
operations—working alone or in combination with one or more medical devices—to complete reliably and
within an expected time-frame, and to obtain access to the required resources to complete their function. For
example, when a remote-control operation is initiated by the user, does the remote-control app running on a
CMD (relative to a traditional purpose-built remote controller) successfully transmit the control information
wirelessly—to—the—controtedmredreatdevree—withmmahuman=discermbie-tmre frame trAtD—cor LIOI, is a
CMD-hosted control algorithm that needs to execute at some fixed periodic interval able to do se without fail
(obtaining adequate central processing unit time), as well as having access to other required.resoufces such
as memoyry, communication, etc.? The ability of a system to complete a required task withinsome gpecified
deadlinelis sometimes referred to as real-time, although the computing world often djsagrees on the precise
meaning|of this term. Note that in order to complete a task, access to finite resourdes,other than c¢mputing
time is also required.

The impprtance of real-time reliability varies on the app, the ramifications/of a missed deadline, and the
resiliencg of the system/function to missed deadlines. For example, if theremote-control operation fails to be
transmittied to an insulin pump in response to the user’s direction (failure of timely access to commynication,
e.g., radip), the operation may still be safely completed by retpying the transmission or by falling back to
manual ifiput on the pump itself. Similarly, an AID algorithm that fails to execute within its developer{specified
real-timg window may cause an alarm on the insulin pumpé(driven by the pump itself) that alerts thje user to
fall back|to manual treatment via the insulin pump. SimilaParguments can be made for other forms gf failure,
such as 1pss of battery power or loss of wireless conneetivity, which may prevent the CMD from cqmpleting
its operafion.

The abiljty of a medical device to meet itsysafety requirements is covered by existing medicyl device
manufacfuring and regulatory approval processes. For example, a remote controller or dedicated AID ¢ontroller
may also|lose battery power or connectivity for a variety of reasons, and developers already take such hazards
into account in making their safety ¢ases for approval. Therefore, this section covers only additional|concerns
specific tp the use of CMDs in these contexts.

CMDs d¢ not run traditionalreal-time operating systems (RTOSs), and therefore some stakeholders fnay view
the use df CMDs in real-time contexts as incurring additional risk. While there may be additional risk, the
charactetfistics of th€)operating systems themselves arguably can contribute less to that risk than the|arbitrary
workloads that miay share computational resources with the medical software. Even traditional R[OSs are
rarely able to niake mathematically proven response time guarantees under any arbitrary, theoretical workload.
Rather, rpal-time assurance is generated from some combination of proven-in-use (an RTOS has Heen used

for many-otherreat=tmme ylujcutb atdcanthereforebetess 1101\)/ thatrarr opcr aﬁug Sy stenrthattas not been
used in real-time projects), the use of well-understood and well-contained static workloads, the employment
of fallback or graceful degradation mechanisms to reduce the impact of missed deadlines, and a heavy dose
of empirical testing of the real-time software under a variety of workloads (including intentionally stressful
workloads).

Mobile operating systems are subjected to a wide range of workloads across their user populations. Mobile
operating system developers go to great lengths to help ensure that a single app, either accidentally or
maliciously, is unable to dramatically degrade the user experience. For example, mobile device operating
systems can limit the amount of execution resources available to background apps, so that the user’s foreground
activity remains responsive. It is increasingly difficult for any single app (either accidentally or maliciously)
to starve other apps of computing resources. Finally, the response time of the diabetes use cases in the scope
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of this guidance (usually measured in minutes) are far less stringent than the sub-millisecond response times
required in other industrial real-time environments and well within the computing capabilities of modern
CMDs.

For the remote-control use case, performance risk may be deemed minimal for CMDs. However, the solution
can provide some out-of-band (distinct from the primary mobile operating system), assured feedback of the
integrity of the remote-control operation to the user. For example, the insulin pump may provide audible,
haptic, and/or visual feedback to the user that confirms the remote command, or the CMD can offer an
alternative operating environment (e.g., hosted on a co-processor with exclusive display) to provide user
confirmation of the command. Such an approach may provide additional security assurance as well.

The AID control use case typically involves real-time safety-critical software. The inability of CMD software
to accessfrequired resources (including execution time, e.g., the ability to execute within the solution § required
timeframje), without any additional failover mechanism, could render the solution unsafe. If ayméflical app
were to Yitilize hardware-based secured execution environments, then the integrity of the operatinjg system
(and its sfheduler) could be reduced as a source of risk as a hazard.

Resourcg requirements (including response time) will vary across implementations. For exanpple, one
implemehtation may require an autonomous treatment decision every five minutes and require 10 MB of
random-fccess memory (RAM). Another may require a 30-min execution time interval. At tinfe of this
writing, fesponse time windows are not less than a minute and RAM availability often plentiful and therefore
well withlin the capability of modern CMDs, even under substantial load,‘assuming operating system|integrity
is intact. [However, because the workload of CMDs may vary dramatically from user to user and be gubjected
to malicious denial of service attack by malware, one or more (idedlly, all) of the following risk feduction
mechanigms should be used:

— Tlhe developer should stress test and clinically testall supported CMDs and publish to all stalfeholders
the specific list of CMDs with configurations and operating systems that are deemed suitaple, even
hder anomalous load, for AID use. Solutions should not be used on arbitrary, untested mobilg¢ devices.

=

|
—

he developer should provide guidanee to the user in the form of product documentation thaf can help
¢duce risk of real-time problems; stich as (but not limited to) the avoidance of loading apps from
htrusted sources or from unknowin developers.

o =

|
w2

plutions should provide a.faitover mechanism such that missed real-time deadlines and otheyresource
Khaustions can be detected by one or more of the solution’s constituent regulated medical devices
(¢.g., insulin pump) and as a response to such failures, offer a method to exit autonomous operption and
pprform manual treatment.

[¢]

4.1.4 Additionalrequirements to maintain availability of the personal area network (RAN)

This sub¢lause only pertains to the AID control use case.

Ambulatory networks provide an increased quality of life to patients, but connectivity risks can be translated
into patient risk if those networks are not resilient. CMDs in the context of this guidance are expected to be
used within a wireless personal area network (PAN). Interconnectivity of component parts of the PAN and the
connectivity of the PAN as a system to other networked entities like cloud services, electronic medical record
systems, etc. are achieved by a number of communications transports and modalities. Industry standard radio
frequency transports include IEEE 802.15.1™, [EEE 802.11™, and others, which exhibit great convenience
during normal use but are susceptible to jamming, eavesdropping, and interference immunity threats. Some
of these modalities provide some resilience features, such as frequency hopping, automatic reconnection after
a service break, localized paired environment, etc. Generally speaking, however, consumer PANs are not
currently designed to withstand sophisticated malicious attack of the physical network transport, in contrast to
the resilient protocols used in some military wireless networks.
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PAN denial of service should be considered in the context of medical use. Examples of failures that the PAN
should be resilient to include, but are not limited to, the following:

Deliberate jamming of PAN radio frequencies
Failure of PAN radio transmissions due to hardware component failure
Eavesdropping of PAN radio transmissions

Radiated immunity threats from adjacent environments

In order to obtain sufficient resilience, at a minimum, the patient should be alerted and advised, if possible,
when the system detects a risk to safety because of a failure of PAN communications.

This starjdard addresses additional concerns for three sub-use cases where a CMD is used to form
PAN. M4ny other use cases can be composed from combinations of the following three cases:

Tlhe CMD acts as a “dumb terminal.” It does nothing other than present data to the patient. T
dpes not act upon sensor input nor does it directly control medical operation (Fhe CMD’s discq
fjom the PAN or failure to function properly can be tolerable for some time, and functionalj
r¢placed using a replacement CMD or backup display built-in to some'gther component of thi
Ris case, the CMD not an essential component of the AID control System. Thus, loss of the O
cteate little or no significant risk to the patient.

=

Tlhe CMD acts as a “headless” network element, passingthrough or routing communicatid
flom sensors to actuators elsewhere in the PAN) or enabling transmission of data from the
bcure cloud service and back. Medical software is @etresident on the CMD, and the CMD)
function properly or disconnection from the PAN can be tolerated for some well-defij
epending on the clinical environment. In case’efa PAN failure, the medically relevant sensd
Ctuators in the PAN may failover to an alternate, possibly degraded, mode without incurring sj

e B N =N~

=

e solution should make it clear to_the patient that the solution is in a degraded configurati
ss of the CMD. Full functionality can be regained with re-establishment of the CMD’s
ithin the PAN.

he CMD acts as a smart. controller through one or more dedicated software applicationg
AN’s sensors and actuaters are merely authenticated components, possibly assembled thro

osed interfaces)\This open system may consist of best of breed components selected by th
bsigner to creafe’a PAN. The CMD and its smart medical software applications are re
¢r critical-oOmmunications and algorithmic control. While failed connection to the clou

o 09 dg—- = =

©» ot

1fely, In addition, malicious network-borne or malware-borne attacks add more risk to patig

part of a

he CMD
nnection
ty can be
PAN. In
MD may

ns, (e.g.,
PAN to a
’s failure
led time,
rs and/or
gnificant

htient risk. Such a mode may be invoked‘autonomously or require user intervention. In either case,

bn due to
peration

, and the
1igh open

Focurement and cofnmunicating across standards-based interfaces and protocols (or even fprivate or

€ system
ponsible
| may be

lerablé; failure of the CMD within the PAN in this use case may be much more difficult t¢ manage

nt safety

bgcause the software’s medical operation as well as failure detection (e.g., alarms that may

alert the

patient of a failure) may all be at risk of corruption and denial of service. Due to the risk
failure, developers should avoid relying on the CMD exclusively for safe operation and
employing redundant safety systems.

of CMD
consider

The developer should specify the amount of time necessary for the user to avoid, evade, and remediate any
denial of service that can create an unacceptable risk to the user. The PAN-based solution should remain
operable for the specified time period even during denial of service conditions.

The medically-relevant nodes at each end of an interrupted communication pathway within a PAN may
announce their degraded communication to the user and/or other connected nodes of the PAN such that the user
is alerted to a need to take action to remediate a loss of service that poses a risk to patient safety. Remediation
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