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1. Scope—THhis SAE Recommended Practice provides a framework for the establishment ofa spftware support
concept related to the support and supportability of both custom-developed and Off-the-Shelf (OTS) software.

This document complements SAE AIR 5121, JA1004, and JA1005 by providings information needed to
understand|the support aspects that should be covered by a software supportability program. It should be
noted that particular information indicated here should not be considered a complete list of all aspects of the
support corjcept. In particular, the information should not be confused with-alist of data elements.

This docunlent has general applicability to all sectors of industry and commerce and to all typIs of equipment

that contain software. The target audience for this document ingludes software acquisitio

organizations,

software logisticians, developers, supporters, and customers. Jhis document is intended to pe guidance for
business plirposes and should be applied when it provides a.value-added basis for the business aspects of

development, use, and sustainment of support-critical software.

2. References

2.1 Applicable|Publications—The following publications form a part of this specification to the pxtent specified

herein. Unless otherwise indicated, the latestversion of SAE publications shall apply.

2.11

21.2

OTHER PUBLICATIONS

SAE PuBLICATIONS—AVvailable from SAE, 400 Commonwealth Drive, Warrendale, PA 15096-p001.

SAE AIR 5121—Software Supportability - An Overview
SAE JA1004—Software Suppartability Program Standard
SAE JA1005—Software Supportability Program Implementation Guide

[DEFSTANO0060].-Pefence Standard 00-60, “Integrated Logistic Support,” (Part 3) “Lpgistic Support

Analysis¢Application to Software Aspects of Systems,” Issue 2, March 31, 1998.
[IEEE1R219MEEE Standard 1219-1998, “IEEE Standard for Software Maintenance.”
[ISO12 - i = i ” August 1, 1995.

[MILHDBK347] MIL-HDBK-347, “Mission-Critical Computer Resources Software Support,” May 22, 1990.

[MILHDBK1467] MIL-HDBK-1467, “Acquisition of Software Environments and Support Software,”
November 19, 2002.

[MILHDBK502] MIL-HDBK-502, “DOD Handbook Acquisition Logistics,” May 30, 1997.

[MILPRF49506] MIL-PRF-49506, “Performance Specification Logistics Management Information,”
November 11, 1996.

[PEERCY1] “Assessing Software Supportability Risk: A Minitutorial,” IEEE Computer Society, Proceedings
of the Conference on Software Maintenance, 1987, September 21-24, 1987.

[PEERCY2] “A Software Maintainability Evaluation Methodology,” IEEE Transactions on Software
Engineering, 7 (1981), 4, pp 343-352.

[SEICMM] Paulk, M., Curtis, B., Chrissis, M., Weber, C., “Capability Maturity Model for Software, Version
1.1,” CMU/SEI-93-TR-024, Software Engineering Institute, February 1993.
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Software Support Concept—Any attempt to achieve supportable software requires the definition of a
software support concept, that is, a strategy or model for how software support of a system is to be
accomplished, including the locations, activities, facilities, and resources that will be required. Software
supportability should be addressed as an inherent aspect of the major development processes (e.g., project
management, engineering, configuration management, quality engineering, and integrated logistics support).

This section describes a framework of major elements that should be addressed by a software support
concept. This framework provides the guidance from which a concept can be derived for specific software
applications. Emphasis and inclusion of elements of the framework will depend on many factors, and the
intention is that the framework is easily tailorable for different application domains and scalable in its use.
Software items that have significant support requirements should be covered by a support concept.

Project mamagement should address software support concerns in reviews and the transition ¢f software from
development to support. Design for supportability requires appropriate engineering proeesseq to architect the
software sq it can be easily modified when changes are required. Configuration managemeént should be a
process thgt easily transitions from development into support. This requires that configuratign management
processes for software and hardware components are integrated and linked to the-logistics actipities of product
packaging, jhandling, delivery and installation, and problem reporting. Quality. engineering shquld ensure that
planned supportability characteristics are designed into and can be maintained throughout the life of the
software prpduct. Development evaluations should provide evidence that adequate characteristics have been
into the software. Integrated logistics support should ensure-that software support goncerns are an

Support Profile, Support Functions, and Support Classes, as’illustrated in Figure 1. The thred main elements
are briefly gummarized in this section and described in\more detail in the following sections.
SUPPORT
CLASSES ped
c
Q c
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|5
Level § =
°
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S|l |=
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i £ /
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oo/
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Scenarios FUNCTIONS
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FIGURE 1—SOFTWARE SUPPORT CONCEPT
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3.1

3.2

3.3

41

411

Support Profile—Covers the overall understanding about how software support should be addressed. The

Support Profile consists of three distinct aspects:

eir capabilities,

are involved in

a. Support Level—The different (generic) sites where support will be carried out, th
resources, and overall role in the support process.
b. Support Agent—The generic roles taken by organizations and groups of people that
software support, and the responsibilities and information they require.
c. Support Scenarios—The individual tasks required to carry out all support processes, their

interrelationships and sequencing and the people, organizations, resources, and infrastructure

required to carry them out.

Support Fynctions—Refers 10 the diiferent activiiies required 10 be carried ouf during

the software’s

operational|use. Within this approach, software has three distinct, but closely linked, functiona| support areas:
a. Operational Support—The support activities required by users and operatofs)of the poftware during
application use;
b. Logistics Management Support—The support activities required to establish’or restorg the operational
capability of the software or to provide distribution and control of an upgraded softwarg product; and,
c. Moflification Support—The support activities required to modify ‘the software upder controlled
corditions to correct defects, upgrade performance capability, ahd adapt to environment changes.
Support Classes—Cover the main quality characteristics of the nmiajor factors affecting software supportability.

In principle | three factor classes are identified:

a. Prgcesses—The inherent quality characteristics of the support processes that affect
acqomplish the required support functions;

b. Prgduct—The inherent quality characteristics that are designed into the software prg
the|capability to accomplish the required.support functions; and,

c. Enyironment—The inherent quality characteristics of personnel resources, suppor|

physical facilities that affect the capability to accomplish the required support functions

Software Support Profile—The software support profile is driven by the location of support
by the variqus types of personnel or.organizations that conduct support activities (agents), and
sequences of activities and associated resource requirements that are needed to achieve the r
functions (upport scenarios).

Software Support Level==Four categories (Organization/Field, Intermediate, Depot, and
used for thg delineation<©f where software support is performed. Each of these different levels
accomplish| different.support tasks, but there can be various combinations of levels (includin
merging) depending on the application. Other terminology may be more appropriate
applicationg butithe descriptions would be similar.

he capability to
duct that affect

systems, and

services (level),
by the different
equired support

endor) can be
would typically
j elimination or
for commercial

ORGANIZATION/FIELD LEVEL—This support level corresponds to the site where the software is actually used
and is oriented mainly towards operation/servicing and basic recovery. Only in extremely rare cases would
this level resort to modification, with the exception of relatively trivial programs. The staff required for this

level would usually require only elementary computer-and/or software-related skills.

The definition of this level encompasses all organizational aspects of the location, such as

a description of

the activities to be carried out and the operational procedures to be followed. Resource requirements would
also be included, covering such aspects as user manuals, support equipment, and staff numbers and skill

levels. If necessary, these requirements would be complemented by the identification of the
to comply with these prerequisites (e.g., training courses).

means required
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4.2

INTERMEDIATE LEVEL—This support level corresponds to a site that is oriented mainly towards providing
support for operational purposes (e.g., user queries, hot-line), inter-organizational support (e.g.,
management of computer networks) and limited modification activities (e.g., parameterization of software,
mission data preparation). Staffing at this level would require more experienced personnel in computer
operation, including extensive training in the software products being supported.

Apart from the site-specific information, it is important to identify applicable software support activities and
the relationships of these activities to activities at other support levels. Configuration information is very
important as it is necessary to know the build version of the software and associated platforms at operational
sites. The limitations or constraints imposed by the operational sites (e.g., maximum turn-round time) might
severely limit the quality of the provided service, unless this is properly addressed during software

developnfent.

DerPOT LEVEL—The Depot Level corresponds to some central location with many resqQutces
oriented fowards the full-scale modification of software, though it would also coerdinate
intermedipte sites and provide the working interface to the vendor. Only in exceptional cases
safety-crifical situations) would operational problems be handled directly. Fhe’ staffing at
typically ipclude software engineers and computer scientists with an extensive knowledge ab
and systgm being supported.

This cenfral site should have available all information about the, supported product(s), in
design dpcumentation. Moreover, it would have all the necessary means (skilled staff,
computers, hot benches, etc.) to investigate and fully solve prablem reports, or introduce ney
the existing software and release it for distribution to operational sites.

, and is usually
he work of the
(e.g., in case of
his level would
but the software

cluding the full
nost and target
functionality in

VENDOR LEVEL—A Vendor (in many cases, the Original~Equipment Manufacturer or Softwafe Developer) is

also an flternative location for full-scale modification of software, both for developm
developnental items. The Vendor Level is usually the selected level for outsourcing modif
either dug to its cost, need for very specialized skills, or even because the organization

bntal and non-
cation support,
supporting the

software does not have an in-house Depot-Level. The roles and skills provided at the Vgndor Level are

similar to|those of a Depot, but this leveltis characterized by being a separate source such
who will fake care of the necessary-support details. Usually, contractual arrangements are
not only gefine payments for Vendor Level support, but also responsibilities and liabilities
failure to meet support performance requirements.

Software Support Agents—The personnel and specific organizational entities (agents) t
conduct support functions-are basic to the Software Support Concept. Though variants and ¢
always possible, depending on their roles and responsibilities, the support agent is usually ei
(i.e., support services-are provided to this agent) or a Supplier (i.e., support services are co
agent). Customers,may be categorized as Buyers of the services and Users that actually recei
Supplier agents¢may be categorized as Supporters or Vendors. Supporters provide special p

as a contractor
necessary that
in the event of

nat facilitate or
bmbinations are
her a customer
nducted by this
ve the services.
Irpose services

to the cust
more standard (e.g., Off-the-Shelf) products and services to the Customer that are not as easi
the Customer. Support agents include both the organizations and the type of people worki

endors provide
ly influenced by
ng within those

organizations in their individual roles. On occasion, the Customer and Supplier may be the same. There may

be many support agents, roles may be partially shared, and their titles may be very application

dependent.
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422

423

CusTOMER: BUYERS AND USERS—The Buyer is the agent that buys or pays for the development/support of
the software. The Buyer wants the software to be delivered on time, within budget, and satisfy the needs of
the User, on whose behalf this software is bought. Typical Buyer information includes budget, schedule,
progress, quality, potential risks in the development/support and, of course, risk reduction actions.
Supervision of the software development/support by the buyer would normally follow typical project
management practice. In case of very complex systems it may be desirable for other support agents such as
Supporters and Users to assist the Buyer as advisors or experts, in order to ensure that the end product will
be satisfactory.

The main concern of the User is to keep the application operationally effective. This usually means
application evolution and change, and the software may be the only means or tool to accomplish this during
support. [ USers can have a great variety of backgrounds and SKillS may vary widely among different
organizatlons and business areas. Users may have very little role in software support to,a [fairly significant
role depending upon the application.

Users inifial interest is concerned with installation of the application. Concerns includé¢ the particular
hardware| and software related platforms. The next major concern is about-how to use|the application

software, [specifically if it requires special skills or is complex to use. Onge.in operation, thg
(elementary) problem diagnostic and solution capability, along with a quick way of reporting
problems|that cannot be resolved by the User.

SUPPLIER} SUPPORTERS AND VENDORS—The Supporter is an agent who is charged to dire
Users of| the software. This may include supplying the “software to Users as well &
modifications approved by the Buyer. The main problem fer.the Supporter is to understand
order to [be able to quickly respond to User Problems and Change Requests. The
understand the software’s operational use within thecgeneral system context, know how th
designed| and understand the reasons for implementation decisions and the constraints (
class, tinjing, target environment) that lead to ¢he decisions. The Supporter role may ir
software modification tasks as well as logisticssmanagement tasks such as distribution of thg
field for irjstallation. Or, there may be separate supporter roles to accomplish these tasks.

The vendor is an agent that corresponds to the Vendor level. The Vendor is typically
supplying OTS software products and related services. The OTS products and services may
or may be somewhat more specialized for specific Customers. In most cases, the Vendor wri
on with only minimal) (if any) assistance from Customers. The specification is d
ric requirements.that are established by Customer applications. Apart from the in
collected [and/or produeed for internal design or testing purposes, the Vendor may produd
data for status reporting to a Customer. Other information might be required for quality assy
certificatipn, or user-support. However, and contrary to the Supporter agent, the Vendor ty
provide the Customer with very much information about the software product and the reso
required o produce it—as that information is in-house and may be proprietary. Providing th

User wants an
and solving the

btly support the
s carrying out
the software in
Supporter must
e software was
E.g., safety risk
clude standard
software to the

Associated with
be commercial
es the software
erived from the
ormation that is
e management
rance, software
bically does not
Lirces that were
s information to

the Cust

lanned through

Intellectual Property Rights and Escrow arrangements in case the Customer wishes to assess other support
alternatives than the original vendor.

The Supporter and Vendor roles may overlap and/or supplement one another depending upon the
application. In some cases, the Supporter may be the same as the Vendor.

SHARED SUPPORT RESOURCES—One special case is when a combination of the Support Agents share
support resources. Information for the Support Agents must indicate the heterogeneous support
environments and/or skills required for the multiple roles. The necessary ratinalizaton among the different
agents may require unique supportability characteristics or a radicaly different support concept.
Supportability analysis should be used to evaluate options and achieve optimum decisions on design and
support system issues.
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4.3

5.1

5.1.1

51.2

When sharing resources, special attention should be given to elements such as conditions of use, priorities,

work distribution, cost share and of course access to non-common facilities.

These elements and the

associated process should be defined early in the program so that they can be incorporated within the
necessary contractual arrangements.

Software Support Scenarios—A support scenario is an integrated representation of resources and
processes, showing the steps by which the necessary end results are achieved in response to a demand for
support services. Modeling support scenarios is a basic procedure for defining software support requirements
and building a complete software support concept for a system. Such analytical activity should be part of the
broader software supportability program established for a system. Detailed guidance on a suitable modeling
strategy is included in SAE JA1005.

The descrif
scenarios g
support corj

Software §
Manageme

type of app
different log

Operationg
operational
Organizatig
Installation,
conducted

Manageme

SOFTWAR
required)

At the sinjplest level, say a stand-alone'PC, installation might merely require having the softw

a compa

system management organization would typically install new or updated software onto ce

processo
network.

use of sp
the new ¢

SOFTWAR
or softwa

tion of the software support concept for a particular system should include the,va
rising from the analysis undertaken in the supportability program. This is illustrateg
cept template provided at Appendix A.

upport Functions—The three major software support functions are-Qpefrational Sy
ht Support, and Modification Support.
lication, these functions may be conducted by the same or different persons and
ations.

| Support—Operational Support is related to all{the day-to-day support ag
software system. These particular support activities are usually carried out
n/Field Level and sometimes at Intermediate Leyel:\The typical activities include Sq

as part of the Operational Support activities. Operational Support interfaces
ht Support for the reporting of problems and'the delivery of new software baselines

E LOADING/INSTALLATION—Software ‘toading covers software installation and ¢
as well as (mission) data loading{unloading.

ible medium with a simple’ installation manual. For large networked systems,
s, from which copies would be downloaded to individual user machines over a |
For embedded software, the loading process is generally more like a servicing activ
Ecial tools and-support equipment to gain access, establish connections, and effeq
rogram codg into internal memory devices.

E RECOVERY—Software Recovery covers the basic diagnostic and recovery activitie
e-shutdowns, that can be handled safely by the User without having to use more €
ent’ a software madification

llidated support
in the software

pport, Logistics

Depending on the support organization structure and the

at the same or

tivities for the
by the User at
ftware Loading/

Configuration, Recovery, and Failure Reporting. Training activities for the Us¢r may also be

with Logistics

onfiguration (if

are provided on
the associated
htralized server
bcal or external
ty, requiring the
t the transfer of

5 due to system
Xpert personnel

or implen

The recovery process is initiated following the recognition of a failure or fault occurrence. Subsequently,
either by purely automatic means or in conjunction with operator intervention, a diagnosis will be undertaken.
This might lead to a number of outcomes to immediately rectify the cause of the problem or to sustain full
system operation by alternative means, or to revert to a temporary, lower operational capability. In the latter
cases a separate support process would be initiated to ensure clearance of the underlying problem. Data
about problems and recovery action should in all cases be recorded to enable off-line analysis of system
support trends and costs.
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513

51.4

Error messages and failure modes should be catalogued and compiled in some kind of user manual,
including the diagnostic information/procedures and problem investigation and isolation guidelines. The
determination of work-arounds and recovery procedures and necessary preventive tasks (e.g., preparation
of periodic backups) for known problems should also be assessed. Where safety issues might be a concern,
contingency procedures would be required in order to cater for potentially catastrophic shutdowns.

SOFTWARE PROBLEM REPORTING—In the event of a system failure, a problem report should be generated.
The reporting procedure should include the type, severity, and operational circumstances of the [software]
failure, and whether any other systems are affected. A [software] problem report should also provide
configuration status information concerning the subject software and the platform on which it was running at

the time of the incident.

The [softyvare] problem report would be communicated to field support personnel who woulg
problem further to establish its priority and determine any workarounds and any.\heeg

operationgl limitations whilst the problem was resolved.

support

If a problem could not-be fully r
ersonnel, it would be communicated to intermediate/depot level supportérs for d

and, if the problem was related to software, for determination of possible software’modificati

SOFTWARE DELIVERY—In the context of operational support, software delivery covers receipt
by the User from the distribution and transportation *organization controllgd by logistics

baseline
manage
condition
status inf
receive it

For these
Number)
item, whi

OPERATIQ

ent. Receipt implies a number of actions involving Aoth quality aspects (e.g
and completeness of delivered material) and validation*aspects such as checkir
brmation and confirming compatibility between the delivered software and the sys

purposes, configuration information (e.g., system compatibility, software part numh
and licensing information is essential for.the correct identification and installation
h might be further complicated by the confidential or classified nature of the softwa

NAL CONFIGURATION CONTROL—GConfiguration Control is an important issue in the

item of s¢ftware may only work on certain hardware variants, or with certain combinations

the other
the functi
is compa
without th
response
are effect

It is also
possible,
Operatior

hand, a piece of equipment'may have different items of software associated with i
DN it has to carry out at a.certain moment. Under these circumstances, it is importa
ible with what, and whether apparently insignificant decisions (e.g., to store the
e software installed) might become a major factor in the operational flow, and heng
times. Users in theé field require appropriate management procedures to ensure th
vely controlled.in day-to-day operations.

important-to be able to address potential interoperability problems or constrai
and <ave prepared “fallback” system configurations in case of system or soft
al-Configuration Control can support compliance with software licensing requireme

investigate the
for temporary
bsolved by field
ptailed analysis
DNS.

pf new software

, checking the
g configuration
em intended to

er, NATO Stock
pf the delivered
re product.

ield. A specific
pf variants. On
, depending on
nt to know what
bquipment with/
e in the desired
at these issues

hts as soon as
vare problems.
nts.

5.2 Logistics Management Support—Logistics Management Support covers more than the traditional Product
Support, adapted to software. This support bridges the gap between Operation Support and Modification
Support. Logistics Management Support activities are performed across all levels and carried out by both
Users and Supporters. The prime activities covered by Logistics Management Support include: a system for
problem reporting and corrective action processing; procedures for configuration control of product baselines;
the delivery, installation, and check-out of software/data updates (shared with Operational Support); and, the
provisioning for user support (e.g., through training and documentation).

5.2.1

PROBLEM REPORTING, CORRECTIVE ACTION, AND SYSTEM EFFECTIVENESS EVALUATION—Logistics Management
provides the infrastructure and resources to channel problem reports to the responsible authority, establish
work priorities, request the necessary corrective actions, and return software to users, if necessary with
interim restrictions or workarounds while a final “fix” is implemented.
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5.2.2

5.2.3

52.4

5.3

5.3.1

Allied to problem reporting, the Logistics Management function may also involve the continuous monitoring of
system effectiveness and support costs. The objective would be to identify possible needs to introduce
changes to sustain the optimum software performance and supportability throughout the life of the system.

SYSTEM/SOFTWARE CONFIGURATION CONTROL—System/software configuration control can become quite
complex when there are a variety of customers and different software variants available for these customers
at any given time. The system/software configuration control must be traceable to the configuration of
associated hardware, software, and system products. An updated software product may not be compatible
with all variants of the same embedded hardware element, or with other software packages designed for the

same system.
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ions, with consequent savings in testing and documentation.

INSTALLATION, AND CHECKOUT—This activity is closely related with-that“described
the tasks are carried out by the Supporter, not the User. In particular, after a new s
ying organization will be concerned about the best way of providing its product to th
es might be a single client or, in the case of OTS products, milliens of clients.

ould be considered early on in any development program, and the appropriate mea
support concept.

PORT—Where users have to interact on an intensive or regular basis with a system
e support to deal with everyday matters\concerning software installation, set-up
The developer and/or supporter will therefore nor
hrough which problem reports, queries, help, or suggestions for improvement can b
e user.

port might be provided threugh a specific service contract, or in some cases
y) it may be a standing service made available to all purchasers. Whatever the ap
strike the optimum Jbalance between cost, user needs, and the broader comme
hg a reputation for good quality support.

n Support—Modification Support covers all aspects related to implementing chan
is carried.out by the Supporters, usually at Depot or Vendor Level, though so
Yy sometimes take place at Intermediate Level. Modification Support covers mair
Activity itself (e.g., change request through change implementation), as w
n and collateral tasks such as Configuration Management.
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PROBLEM INVESTIGATION AND CHANGE ANALYSIS—The initial concern of problem investigation is usually to
determine how the affected system can continue to fulfill its purpose, even with a limited capability. It may
first be necessary to verify that there is a genuine technical problem, as opposed to merely user
misunderstanding or mishandling. After the problem has been correctly identified and any appropriate
interim measures put in place, an analysis will follow of how the system could be changed in such a way that
the problem would be permanently resolved.
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5.3.2

5.3.3

5.3.4

5.3.5

In all cases, it is necessary to have full technical documentation about the supported systems. For problem
investigation, facilities will be needed to allow reproduction of the circumstances that led to the failure mode.
In some cases, a simple debugger might suffice, in other cases, expensive equipment and hot benches
might be required. Where new requirements arise, change analysis may involve some of the same facilities.
However, the focus is more likely to fall on the use of appropriate tools for requirements and design
development and for modeling the behavior of the future system.

CHANGE IMPLEMENTATION—Given that prior analysis has defined and verified the specific requirements for a
software change, implementation would proceed through the normal development stages of design, coding
and testing, and integration. The processes will be similar to those used for initial development, but there are
distinctions and additional factors which need to be recognized when producing and managing a support

concept.

The basi
access tog
design fu

the existing software. Apart from the impact on the change development process, these factq

as a dam

requireménts for software support.

Coding a
conducte

b need of an organization responsible for implementing software changesto-a fig
the full historical design record, and the means to control and account formodificat
nction itself is often constrained by structural, sizing, and operational performance ¢

per on innovation in design, and hence require some consideration in defining h

nd testing of modified software components, at least at the Iower-level unit stage, wg
H using the same tools and processes as were applied™for initial development. Sy

arise wh

reasons. | This should not be a frequent event over the whole life of a system, but it would

implicati

Integration of software with its target processor, “with the parent equipment/system

interoper
Within a
environm
long as s

CHANGE F
certified 6
associate
concept s
change in

CONFIGUF
individual
maintaini

n such tools (compilers for example) become obsealescent or need to be super

s and should therefore be considered periodically in support concept reviews.
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ipport is required.

RELEASE—Change implementation finishes with the production of the successf
xecutable file(s), whichiis then combined with other items to form a change ‘releassg
d items may include ‘data files, installation instructions, and user documentati
hould define how.such items are produced and replicated, and define the relations
hplementationsorganization and other support agents concerned with change relea

ATION CeNTROL—Configuration control of software during modification is concerneq
chafnge development, controlling different software versions and their docu
hg- compatibility between specific software products and hardware/software

Ided product is
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also be required. A support concept should define the relevant standards and procedures which are used.

OTHER MODIFICATION-RELATED TAsksS—Other associated tasks might be required in parallel to the actual
software modification activities, either to reflect the modification into other products or supporting material, or
to improve the efficiency of the supporting organization itself. The evident activity is the collection of metrics
(volume and type of change, effort, time, cost) or historical data on software reliability, as well as a
compilation of lessons learned that might be of use in future programs. Other activities might cover process
improvement, or assessment/recommendations for Reuse.
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6.1

6.2

Software Support Classes—The Software Support Classes constitute those quality characteristics of the
major factors of the software support infrastructure that influence whether the support function can be
accomplished. Three Software Support Classes are discussed in the following paragraphs: process
characteristics, product characteristics, and environment characteristics. Such characteristics are discussed in
[PEERCY1] in the context of software supportability risk.

Characteristics that are specific to software with security, safety, and/or high-reliability concerns may strongly
influence supportability. Specific procedures and tools may be required during the support process to ensure
such characteristics are retained when changes are made. It is expected that supportability analysis would
identify such critical software support significant items and ensure desirable characteristics are included in the
appropriate support classes.

Supportability Analysis [SAE JA1005] is conducted to determine the precise characteristics ¢f each support
class that are appropriate for a specific application. The goals of this activity are to~délivef a supportable
product, enpure that the necessary support infrastructure is in place before the entry'into servjce, and sustain
the softwarg support during the software operational life. The support concept captures whigh support class
characterislics have been specified/achieved for a specific application.

Process Characteristics—A process is a sequence of task activities (with inputs, procgdures, outputs,
controls, regources) that accomplishes a specific function. The processes applied to the dg¢velopment and
support of |software will have features and attributes that may influence the capability to jaccomplish the
port functions. Such process characteristics may be{@pplication- or organization-gpecific, but will
lude the following:

e process documented?

s the process follow an accepted standard-or.best practice?

there measures of time, resources, and gffectiveness for the process?
s the process effectively handle specialty engineering requirements such as for [safety, security,
ifbility, supportability?

s the process effectiveness address/satisfy Supporter and User needs?
the inputs, procedure, outputs;‘controls, and resources well-defined?

-~ o
O
o

of process characteristics.can be conducted as part of Software Process Improvgment programs
s described in [SEICMM].

Evaluation
using tools

eristics of these(processes that are important for supportability include those aspects described
previously ds well as characteristics that depend upon the specific support tasks that comprisel the process.

, specific_characteristics of the loading/installation of interest might be the expected number of
load/unloads required per time period, typical time to perform the operation, and whether therlj are validation

tovindicate the load/unload is successful. Training characteristics of interest mjght include the
type of delivery (classroom, computer-based), frequency of training by type of support function, certification
criteria for the training, and pass/fail criteria for students.

As another example, the characteristics of interest for problem reporting and corrective action may include
frequency of backups, multiple backup copies stored at different sites, recovery time, and effort required under
non-critical and critical situations, automated mission data logging with trace to post-mission debriefing data,
and well-defined steps and assigned responsibilities for automated tracking of problems and change requests
from initiation to completion.

Product Characteristics—Certain supportability characteristics should be designed into the software product
artifacts (requirements, design information, source code, test plans, and related development information) and
external packaging/handling mechanisms. Various measures of product characteristics can be found in
[PEERCY2]. Many of these product characteristics affect the supportability of the software.

-12-
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6.2.1

6.2.2

6.2.3

SYSTEM INTERFACE—The application domain and type of software may drive system interface support
requirements that can only be satisfied if certain software product characteristics exist. Such support
requirements may include maximum robustness, years of unsupervised operational use, remote download of
software updates, response (quick or slow) time for human operators, response time (emergency or normal)
for change request, and frequency of block release updates. Software product characteristics to facilitate
achievement of these requirements might affect design of the software load form, replication and installation
features, interfaces for loading mission, and software/hardware interface mechanisms to facilitate the
logistics management functions.

INHERENT QUALITY—The inherent quality characteristics of the software product artifacts are usually very
dependent on how well (or how bad) the software has been designed. Even if the software is well designed,
these chdracterisiics can be easily corrupted by bad software Support practices.

Importany quality characteristics that affect supportability include modularity, simplicity, @escriptiveness,
consistency, expandability, and instrumentation [PEERCY2]. There are many lowet-level indicators and
metrics that can be used to define these characteristics. For example, cohesionand coupling are typical

indicatorg of modularity. Use of object-oriented methods may result in softwareproduct that i
and expgndable. Any size or count metric is generally related to simplicity, and few
supportability. Some simplicity indicators include number of independent paths, number off
code, number of modules, and number of operators and operands. Designing the software t
quality chlaracteristics will improve the supportability of the software product.

Certain programming languages include features that can improve the likelihood that the sg
implemerjted in these languages will be more supportable. LLanguage capabilities that impro
include sfrong typing, information hiding, reduced use of‘global entities, instrumentation of
and variaple values, and trapping and processing of exception conditions.

The formjand content of software documentation’can have a significant influence on the sup
associategd software product. The more complete, consistent, and descriptive the docur
more likely that software modifications will*be’ understood and correctly implemented withou
faults. Hurthermore, the use of electfanic media for documentation, and integrated tog
changes pnd traceability, will aid the ‘analysis and implementation of software changes and
updating pf the documentation itself:

The intempal product charagcteristics can also be affected by changes to the support en
example,|a compiler or a._design tool updated for new version release may alter the i
characterjstics and require modifications. Import/export facilities of support systems (g

S more modular
br is better for
lines of source
D improve these

ftware products
e supportability
execution trace

portability of the
entation is, the
inserting more
Is to automate
the concurrent

ironment. For
hternal product
.g., to support

adaptation and migration) become important in order to avoid corruption of the softwarg¢ product when

support systems_change. Design features of software components to isolate impact due to|

support or opetational environment are important supportability characteristics of the software.

PPORTAR HARA B —1Ne alalelarzie narg = 0

changes in the

OTS PRroDQ

OTS software

products are the same as product characteristics described in 6.2.1 and 6.2.2, but the supportability focus for
the supplier and the customer of the OTS software may be somewhat different. The supplier is concerned
with the product supportability characteristics from the perspective of being able to provide cost-efficient
upgrades - essentially the inherent quality characteristics. The customer is concerned with the product
supportability characteristics from the perspective of capability to easily integrate and validate the OTS
software within the operational domain - essentially the external interface characteristics.

6.3 Environment Characteristics—The Environment in which the software support is to be conducted is a major

support factor. The support environment has the defining characteristics of Personnel, Support Systems, and
Facilities that are required to accomplish the necessary support activities.

-13-



https://saenorm.com/api/?name=9f5c9e7e10bb76c0fe5c3370899485da

SAE JA1006 Revised JAN2004

6.3.1

6.3.2

6.3.3

7.1

7.2

PERSONNEL—Personnel characteristics relevant to supportability are a combination of:

a. Type;
b. Skill level;

C.

Function; and,

d. Number.

The type of personnel might be identified as management, technical, administrative support, and classified
as contractor or in-service. The skills required for each support person are dependent upon the support
function performed. Experience and training with the application system, software engineering methods,
configuration management, project management, quality engineering, support tools, and support processes

may be ne
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SYSTEMS—Support systems include the hardware and software support’ equi
r operational support, logistics management support, and modification support. C
brt systems will have both a significant impact on the turn-round(time to resp
cost of the provided service, and user satisfaction.

ystems may be configured in many different ways. For example, the modification
done in a Software Support Facility that includes software engineering tool

laboratory test, and support equipment for operatiohal'testing. Systems such as
problem reporting, and configuration control must.assist logistics management su
n and on-call support for the User. The main ¢haracteristics of this environment 3
n mechanisms, and number/type of equipmentnecessary to support the applicablg
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APPENDIX A
TEMPLATE FOR A TYPICAL SOFTWARE SUPPORT CONCEPT

Preface—This appendix provides a generic documentary template for a Software Support Concept (SSC). The
content is not intended to be exhaustive, and should be extended or tailored as necessary according to the
needs of individual projects. For example, headings such as Human Resources and Facilities may not be
required if support is provided purely through external service agreements. A single SSC may be used as an
omnibus document, where appropriate, for multiple co-resident software items. Equivalent information should
also be provided, where applicable, for the support of configurable data which is used with a software program
to enable business or ‘mission’ functions. Cross-references to other relevant documents should be included.

SOFTWARE SUPPORT CONCEPT FOR (Software Title and Parent System/Equipment"|ldentification) -
ISSUE X

A.1 Introduction
A.2 Support Requirements

A.3 Agents
A.3.1 Users
A.3.2 Vendors

.4 Associated Agents

port Arrangements

.1 Overview

.2 Identification of Support Functions
.3 Configuration Control

.4 Problem Reporting Procedures

.5 Urgent Change Procedures

.6 Documentation

.7 Operational Support Equipment
.8 Support for Dispersed Operations
L9 Quality

A.6.2 Protection Requirements

A.7 Human Resources
.71 Rersonnel
A.7/2Training

A.8 Software Support Environment

A.9 Facilities
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