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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
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Introduction

This Technical Specification (TS) defines several frameworks for Informational Consent in healthcare
(i.e. Consent to Collect, Use or Disclose personal health information). These are frequently used by
organizations who wish to obtain agreement from individuals? in order to process their personal health
information. Requirements arising from good practices are specified for each framework. Adherence
to these requirements will ensure the individual, as well as the parties who process personal health
information, that consent to do so has been properly obtained and correctly specified. This Technical
Specification covers situations involving Informational Consent in routine healthcare service delivery.

Th
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detail, but even in these situations the principles herein can still form the basis for potentialy

As|described in 5.6, none of the frameworks described are legally mandated, and it|is im]
nofe that a jurisdiction’s laws might align with one, some or even none of the framieworks

While this Technical Specification seeks to describe what are commonly acceptedias the req
for]a given framework, a jurisdiction’s legal requirements may supersede the'tequirements
hefein, and so might not permit the requirements as described to be applied-absolutely.

overed in
esolution.

bortant to
Hescribed.
Lirements
described

In

on
fon
Pr

prder to align with internationally accepted privacy principles, this(Technical Specificati

vacy and Transborder Flows of Personal Data. These principlés form the basis for legislatio
jurlisdictions, and for policies addressing privacy and data pretection. International policy co
ar¢und these privacy principles has continued since theyweére first devised. The principles r
consent of the individual for data processing activities:

Th second international agreement used is the Deglaration of Helsinki, which is used to defing
characteristics of best practices in Informational Consent management. The Declaration

ethical principles regarding human experimentation. It was developed for the medical com
the¢ World Medical Association (WMA) andis widely regarded as a cornerstone document
regearch ethics. While this agreement applies directly to research on human subjects, it is

related to data processing, and can therefore be readily applied to the detailed require
Informational Consent managementlt is important to note that in the context of the Dec

is based

0
two international agreements. The first is the set of privacy principles specified by the Or%;mization
Economic Co-operation and Development and known as the QECD Guidelines on the Pratection of

n in many
nvergence
bquire the

b essential
s a set of
munity by
of human
ntimately
ments for
aration of

Helsinki, the characteristics of Informational Consent were defined and developed over a jumber of

reyisions in order to remain relevant to contemporary society.

Thiis Technical Specificationspecifies that a record be retained of the set of agreements and c
granted via an Informational Consent process, and that the results of that process be made aj
other parties to whom/the corresponding personal health information is subsequently disd
5.10). It also defin€s’a list of essential characteristics that the Informational Consent recq
popsess. Theselehdracteristics can be represented within information handling policies an
part of an automated negotiation between healthcare information systems to regulate procg
exthange of\personal health information.

Inferoperability standards and their progressive adoption by e-health programmes ey

bnstraints
ailable to
losed (see
rd should
d used as
bssing and

pand the

cappacity for information systems to capture, use and exchange clinical data. For this to occur

on a wide

scale, the majority of decisions regarding the processing of data will need to take place computationally
and automatically. This will in turn require privacy policies to be defined in ways that are themselves
interoperable, so that interactions between heterogeneous systems and services are consistent from a
security perspective and supportive of policy (bridging) decisions regarding the processing of personal
health information.

A list of defined essential characteristics make up the record of the agreements granted via an
Informational Consent process so as to be made available to those who wish to use the data, as well

1) Various terms are used to refer to the recipients of healthcare services. The terms patients, subjects of care, data
subjects, persons or clients are all used, depending upon the relationship of the individual with the data collector
and the circumstances or setting of the transaction. The term individual is used to represent a person who is a
subject of care and a data subject.

© ISO 2015 - All rights reserved


https://standardsiso.com/api/?name=ecf904431ee04d91f581ccb9451284c7

ISO/TS 17975:2015(E)

as to other parties to whom the corresponding personal health information is subsequently disclosed.
These characteristics might therefore be represented within policies used as part of an automated
negotiation between healthcare information systems to regulate processing and exchange of personal
health information.

Once consent agreement has been reached, allowable constraints defined, and the authority for the
organization to collect and use or to disclose data has been established, security processes are needed
to support maintenance of the consent documentation itself. Security protects the data that the
organization has the authority to collect and to hold.

sis desirable

Why sta

The specific practices applied in obtaining and using Informational Consent vary among jurisdictigns
and amonlg healthcare service settings because of variations in legislation, subject of care types gnd
intended purposes of use. However, there is an increasing alignment globally on basic privaéyprinciples
and on a ¢ommon understanding of the expectations of individuals in how their perspfiglhealth data
will be adcessed, used and shared. International alignment of Informational Consent practices ig of
growing importance as personal health data are increasingly communicated across organizatiohal
and jurisglictional boundaries for clinical care, research and public health surveillance purpoges.
Agreed r¢presentations of Informational Consent frameworks help to clarify)requirements for this
internatignal alignment. This Technical Specification describes the various Informational Consent
frameworks and identifies the normative core principles that are common to all frameworks. This
Technical|Specification is not meant to challenge jurisdictional legiS§lation or mandate the adoption
of a specific framework. In fact, even where Informational Consent.js required under legislation, the
componernjt requirements of that consent are not often specified. This Technical Specification seekq to
fill that gqp.

Even if twp or more parties share a common policy model, thisis not sufficient to support policy bridging
(automatdd inter-policy negotiation), as the terms used for each characteristic within the shared poljicy
model alsp need to be mutually understood betweerZcollectors and disclosers of health informatipn.
In other Words, the characteristics of, and terms_used in, the request-for-data policy need to havg a
computablle correspondence with the terms and*policies of the disclosing party’s policy in order for{an
automatedl decision to be made regarding thesharing of data. Clear and consistent use of Informational
Consent ffameworks are an important contpenent of that interoperability.

This Technical Specification is applicable regardless of frequency or scale of access, Use and Disclosyre.
However, |t does assert that every access, Use and Disclosure be made in accordance with stated policies.
It is possiple that this might be affected on a per-data-request basis between discrete computatiopal
services, pr on a per-user-session based on role, or on the basis of batch transfer of data pushed| to
a busines$ area or activity."\Fotr example, claims processing might be permitted without consent afs a
direct and necessary purpose associated with healthcare service delivery. In this case, the busingss
activity fgr which the data’are used has a direct relationship to the original Purpose of Use, and purpgse
matching|could be-done for each batch transfer rather than for each individual record. The issug of
how freqyently the.policy services are interrogated would be addressed in accordance with suitaple
policies applying-to transactions or batches. In this way, a policy enforcement point need not consult a
policy delSlon point nor determlne consent for each record The pollcy is, above all, an admmlstratlve
decision tha Orma : s s slon
within a busmess act1v1ty or busmess area wherem the datas Purpose of Use and Informatlonal
Consent framework will have been predefined. Such pre-specified or predefined uses cannot take place
in a rigorously enforced, policy-compliant manner without interoperable policy specifications, which
includes the use of consistent Informational Consent frameworks.

No particular technical approach for implementing policy services or policy checking is mandated in
this Technical Specification and implementers are therefore free to apply the Technical Specification to
a wide range of technical approaches.
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Need for formalized representation of Informational Consent decisions

Without a focused set of Informational Consent requirements which automatically apply to every data
Collection, the healthcare organization cannot assume that subjects of care agree that data collected
for care may be used for other purposes (e.g. research).

This classification of Informational Consent frameworks can be used in conjunction with functional
roles and data sensitivity classification to support interoperability, automated decision-making
related to privilege management and cross-border data flows. For example, an organization might
apply a framework which combines implied Informed Consent for routine healthcare service delivery
an
pu
are
wh

d cnppnrf purposes. with one which rnr}nirnc more nvp]ir‘if (hnf also inFnrmnH) consent for follow on

'poses of Use. By undertaking this alignment, the organization ensures that purposes to-which data
put, and for which data are disclosed, are done in a way with which the subject of care agrees, and
ich meets ethical and legal requirements.

Inter-relationship with other standards

Th
4,
thg
twi

'S 13606-
ut do not
b1 of these
bworks.

lis Technical Specification can be used as a semantic complement to ISO/TS 22600 and ISO/
both of which provide formal architectural and modelled representations of policies b
mselves include requirements for consent. However, it is not a requirement to adopt eithg
p Technical Specifications in order to use this classification of Infermational Consent fram

I1S(
for
to
wh
de
to

ramework
Ffamework
to specify
rocessing
hcteristics

/TS 22600-2 defines a generic architectural approach for poliey services and a generic f
defining policies in a formal way. However, like any generic architecture, a structural f
support policy interoperability has to be instantiated fot/use. A policy domain also needs
ich Informational Consent characteristics must be taken into account when making f
cisions. The policy domain needs to specify a high-level-policy model containing those char
iwhich all instances of that kind of policy conform:

Th
ins
IS(
IS(
inf]

ere are other standards that define intergperability vocabularies which might also be used to
tantiate parts of a policy. ISO/TS 21298.defines a vocabulary for functional and structiral roles.
/TS 13606-4 defines a standard vocabulary for the sensitivity of EHR data (and replicates the
/TS 21298 vocabulary for functional.roles). ISO 10181-3 provides the definition of access control
prmation (ACI) essential to defining-access control policy.

I1S(
forn
en]

IS(

in
mi

IS(

pa

stg

IS

/TS 14441:2013 defines privacy requirements for EHR systems. It includes several req
recording Informational-Consent, as well as minimum data to be recorded, and proy
ergency access.

healthcare service. delivery, and describes the purposes of use for which Informationa
pht be required:

/TS 1360674:2009 defines a policy model for requesting and providing EHR extracts (i
Fticularcase to which this Technical Specification might be applied). ISO/EN 13606-4 alsd
ndar’dvocabulary for the sensitivity of EHR data.

llirements
isions for

/TS 14265:2011 defines the range of purposes for which personal health data might be used

1 Consent

e. for one
defines a

22857:2011 describes the transmission of data across national/jurisdictional bord

rs or the

situations where data are deliberately made accessible to countries/jurisdictions other than where they
are collected or stored. One key requirement of the standard is that this processing is carried out in a
fashion that is consistent with the purposes and consent obtained during the original data Collection
and, in particular, all disclosures of personal health data be made only to appropriate individuals or
organizations within the boundaries of these purposes and Informational Consents.

ISO 27799:2008 describes information security best practices for healthcare. It includes Informational
Consent requirements for policy implementation, electronic messaging, access privilege assignment,
and data protection and privacy.

ISO/TS 21298:2008 defines a vocabulary for functional and structural roles. These will support the
instantiation of Informational Consent policies.
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The proposed description of Informational Consent frameworks will provide a semantic contribution to
the effective use of these other ISO Technical Specifications. It might also be relevant to other security-
related ISO standards and specifications.

European Community Directive 95/46/EC “On the Protection of Individuals with Regard to the
Processing of Personal Data and on the Free Movement of such Data” O] L281/31 - 50, 24 October 1995.

The authors of this Technical Specification have given special consideration to existing and planned
work in HL7 and elsewhere that supports interoperability of consent-related data structures.
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Health informatics — Principles and data requirements
for consent in the Collection, Use or Disclosure of personal
health information

1 _Scope

Thijis Technical Specification defines the set of frameworks of consent for the Collection, U
Digclosure of personal information by health care practitioners or organizations that are f
us¢d to obtain agreement to process the personal health information of subjects of care.
ordler to provide an Informational Consent framework which can be specified and-used by
policy domains (e.g. healthcare organizations, regional health authorities, jurisdictions,

asfan aid to the consistent management of information in the delivery of health care servic
communication of electronic health records across organizational and jurisdictional boundaf

se and/or
requently
This is in
ndividual
countries)
bs and the
ies.

Thi scope of application of this Technical Specification is limited to.Personal Health Informafion (PHI)
as|defined in ISO 27799, “information about an identifiable person ‘that relates to the physicall

he

Go
the
he

Th

Th

Ith of the individual, or to provision of health services to the individual. This information migh
information about the registration of the individual for the provision of health services;
information about payments or eligibility for health eave in respect to the individual;

a number, symbol or particular code assigned to.an individual to uniquely identify the ind
health purposes;

any information about the individual that'is collected in the course of the provision of health
the individual;

information derived from the testing or examination of a body part or bodily substance;

identification of a person, e.g. a-health professional, as a provider of healthcare to the indivig

se requirements is intended to ensure any subject of care and any parties that process
h1th information thattheir agreement to do so has been properly obtained and correctly sy

e Technical Spécification is intended to be used to inform:
discussiowof national or jurisdictional Informational Consent policies;

ways.in which individuals and the public are informed about how personal health info
pfecessed within organizations providing health services and health systems;

or mental
t include:

ividual for

services to

ual.”

pd practice requirements;are specified for each framework of Informational Consent. Adlherence to

personal
ecified.

'mation is

how to judge the adequacy of the information provided when seeking Informational Consent;

design of both paper and electronic Informational Consent declaration forms;

design of those portions of electronic privacy policy services and security services that regulate

access to personal health data;

working practices of organizations and personnel who obtain or comply with consent for processing

personal health information.

e Technical Specification does not:

— address the granting of consent to the delivery of healthcare-related treatment and care. Consent
to the delivery of care or treatment has its own specific requirements, and is distinct from

©lI

SO 2015 - All rights reserved
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Informational Consent. Note that as Consent to Treatment and Care are outside the scope of this
Technical Specification, the phrase “informational consent” is hereafter supplanted by the shorter
“consent”. In every case, it is Informational Consent that is intended;

— specify any jurisdiction’s legal requirements or regulations relating to consent. The focus is on
frameworks, not on jurisdictional legislation or its adequacy in any given jurisdiction. While care
has been taken to design the frameworks so that they do not conflict with the legislation in most
jurisdictions, they might challenge some existing practices. This Technical Specification uses an
approach that allows organizations or jurisdictions to select a subset of those frameworks which
best fit their law culture and approach to data sharing;

— specify what consent framework is to be applied to a data classification or data purpose as thisn|
vary according to law or policy, although some examples of implementation profiles are pravided
an informative Annex;

— determine the legal adequacy of the information upon which the consent is based otpossible le

cons

— specify the data format used when consent status is communicated. The focuS.is‘on the informat
charafteristics of consent, and not the technology or medium in whicli the characteristics

insta

— specif
obligd

— speci
proce

— specif
that
ISO/T|

— specil
authe]

2 Norr

The folloy
indispens
reference

ISO/TS 14
informatigq

3 Terms and definitions

uences of inadequate information;

tiated;

y how individuals giving Informed Consent come to be informed of the responsibilit
tions and consequences related to granting consent;

y how individuals are to be informed of the specifiecs of the data, data sharing or d
Ssing concerned;

y how consent itself or the specific activities ofithe consent process are to be recorded; o
hey be recorded. Specific requirements on réeording consent in EHR systems are given
S 14441, 5.3.2;

y any information security requirements (e.g. the use of encryption or specific forms of u
ntication) as these are the subject of 0ther standards (e.g. ISO 27799).

hative references

ving documents, in whole or in part, are normatively referenced in this document and
hble for its applicatioh.” For dated references, only the edition cited applies. For unda
b, the latest edition 6f the referenced document (including any amendments) applies.

}265:2011, Health Informatics — Classification of purposes for processing personal hed
n

1ay
in

hta

hly
in

hre
ed

Ith
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to

indicate that these terms are kinds of proper noun and have a specific meaning in privacy regulation.
This specific use of the terms is indicated by initial capitalization within the text.

31

anonymization
process that removes the association between the identifying data set and the data subject

[SOURCE:

ISO/TS 25237:2008, 3.2]

© ISO 2015 - All rights reser

ved


https://standardsiso.com/api/?name=ecf904431ee04d91f581ccb9451284c7

ISO/TS 17975:2015(E)

3.2

Assumed Consent

Informational Consent (3.20) done in the absence of any formal recorded or verbal indication of
agreement or any overt action (or inaction) on the part of the data subject

Note 1 to entry: Assumed Consent is most often done by care providers and information collectors.

3.3
Authorization
granting of privileges which includes the granting of privileges to access data and functions

[SOURCE: SKMT derived from ISO 7498-2, the granting of rights, which includes the granting of access
baged on access rights]

3.
Collection
<of data> to obtain data by any means including that of viewing it

[SOURCE: ISO/TS 14265:2011, term derived from “Collected”.]

3.5
copsent
agreement, approval or permission as to some act given voluntarily by a competent person

[SOURCE: Black’s Law Dictionary, 2008]

3.6
daga subject
idgntified or identifiable natural person that is thesubject of personal data

Note 1 to entry: With the Collection (3.4) of their data;,a subject of care (3.32) automatically becomes a data subject.
[SOURCE: ISO/TS 14265:2011, 2.10]
3.7
Djnial
refusal of Informational Consent(3.20)

Note 1 to entry: Denial is sometimes called Dissent (3.9). Denial can apply to the Collection (3.4), Use (3|33) and/or
Disclosure (3.8) of data for all o¥'some specific data and/or Purpose(s) of Use as specified by the subject ofcare (3.32).

3.8
Disclosure
<of health information> divulging of or provision of access to data

[SQURCE: ISO/TS 25237:2008, 3.20]

Nofe 1tofentry: Whether the recipient actually looks at the data, takes them into knowledge or retajns them is
irrglevant to whether Disclosure has occurred. Disclosure occurs inside the organization if the data are made
avditable tosomeome who s ot authorized to trave it;, or it s used for a purpose ot authorized-Disclosure is
justified if authorized. Disclosure is not justified if not authorized.

3.9
Dissent
refusal of Informational Consent (3.20)

Note 1 to entry: Dissent is sometimes used as an alternative term for Denial (3.7).

3.10
Expressed Consent
Informational Consent (3.20) that is freely and directly given, expressed either viva voce or in writing

Note 1 to entry: Can also refer to the details of the process of obtaining Informational Consent.

© IS0 2015 - All rights reserved 3
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3.11

Expressed Denial
refusal of Informational Consent (3.20) that is freely and directly given, expressed either viva voce

or in writ

ing

Note 1 to entry: Can also refer to the details of the process of Denial (3.7).

3.12

healthcare organization
organization involved in the direct or indirect provision of healthcare services (3.14)

Note 1 to eptry: Service could be to an individual (3.19), group or population.

3.13

healthcare professional
person who is entrusted with direct or indirect provision of defined services to a subject,of care (3.82

or a popul
[SOURCE:

3.14

healthcai
service pi
populatio

[SOURCE:
3.15

identifiable person

one who d

or one or mhore factors specific to his physical, physiological, mental, economic, cultural or social iden]

[SOURCE:

3.16
identificg
process of
in a set of

[SOURCE:

3.17
identity
Collection
non-ambi

3.18
Implied ¢

ation of subjects of care

CEN ENV 1613:1995]

e service
ovided with the intention of directly or indirectly improving)the health of the person
s to whom it is provided

ISO/TS 13606-5:2010, 3.28]

an be identified, directly or indirectly, in particular by reference to an identification numl

ISO 22857:2013, 3.7]

tion
using claimed or observed attributes of an entity to single out the entity among other entit
identities

ISO/TS 25237:2008, 3:24]

(3.4) of datadtems, such as official name, postal address, etc. that are required for nam
buously a-given person

onsent

or

per

ity

ies

ng

Informatic

nal Consent (2320 that ic froeoluy and diroactly agiven indicated hy an action or an inact
HH— O et D=ty — J— 5TV et attate by et ro - oOr—i—et

on

oo ettt

rather than a formal verbal or written indication of agreement on the part of the data subject (3.6)

Note 1 to entry: This is derived from Expressed Consent (3.10).

3.19

individual
single discrete entity

Note 1 to entry: This includes a distinct person or organization.

Note 2 to entry: The term may refer to a person who is a subject of care (3.32), a patient, a data subject (3.6), a
client, a consumer or any other person.

© ISO 2015 - All rights reserved
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3.20

Informational Consent
consent provided for the Collection (3.4), Use (3.33), Disclosure (3.8), or any data processing activities of
personal information (3.25)

Note 1 to entry: As opposed to consent (3.5) for treatment or care, this includes Denial (3.7) by the data subject
(3.6) of certain data processing activities, or constraints and conditions that the data subject might place on
those activities.

3.21

Inf

formed Consent

Inf
he
da
No

No
ong

No

data Collection, use ...”

3.7
op
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3.2
Op

brmational Consent (3.20) process that provides the data subject (3.6) with explanatign;
p that data subject in making educated decisions about whether to begin or continue parti
fa Collection (3.4), Use (3.33) or Disclosure (3.8) of personal information (3.25)

Fe 1 to entry: Can also refer to the outcome of the process of Informed Consent.

fe 2 to entry: Informed Consent is an ongoing, interactive process over the lifetime of the data ra
-time information session.

fe 3 to entry: This was adapted from ICH “Informed Consent” by changing.the phrase from “in a

2

t-in

cess or type of policy whereby the data subject is required to take a separate action f
cific, explicit or prior consent (3.5) for a specific type of processing

3
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that will
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ther than a
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process or type of policy whereby the data subject (3.6) is required to take a separate action in order to
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No
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ap
to

3.2
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No

thhold or withdraw consent (3.5) from a specific type of processing

Le 1 to entry: In the case of Opt-out, Implied Consent (3.18) exists for the collecting organization to |
sonal information (3.25) unless the individual (3.19) explicitly denies or withdraws permission. Opt
rocess provided by a data collecting érganization in order for a data subject to deny or withdraw
berform a specific type of processing.

4

rsonal health information
I
prmation aboutcsan-identifiable person (3.15) that relates to the physical or mental heq
ividual (3.19) ér'to provision of health services to the individual

URCE: 1S0'27799:2008, 3.1.9]

Fe 1 to-entry: Such information might include the following:

a) infgpmation about the registration of the individual for the provision of health services;

brocess the
-out is also
bermission

Ith of the

b) information about payments or eligibility for health care in respect to the individual;

c) anumber, symbol or particular assigned to an individual to uniquely identify the individual for health purposes;

d) any information about the individual that is collected in the course of the provision of health services to
the individual;

e)i

f) i

©lI

nformation derived from the testing or examination of a body part or bodily substance;

dentification of a person (e.g. a health professional) as provider of healthcare to the individual.
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Note 2 to entry: Personal health information does not include information that, either by itself or when combined
with other information available to the holder, is anonymised, i.e. the identity (3.17) of the individual who is the
subject of the information cannot be ascertained from the information.

3.25
personal information
information relating to an identified or identifiable natural person

[SOURCE: EU Directive 95/46/EC, MEDSEC]

Note 1 to entry: To determine whether a data subject (3.6) is identifiable, take account of all the means which can
reasonably[be used by the entity holding the data, or by any other party, to identify that mmdividual.

3.26
privacy breach
situation where personal information (3.25) is collected, accessed, used or disclosed in\an unlawiful
manner of in violation of one or more relevant privacy policies

[SOURCE:|ENV 12924:1996, adapted from security breach.]

3.27
privacy cpntrol
technical|and organizational measures aimed at mitigating risks that could result in privacy
breaches (3.26)

Note 1 to eptry: Privacy controls include policies, procedures, guidelineSxpractices or organizational structufes,
which can pe administrative, technical, management or legal in nature;

Note 2 to eptry: Control is also used as a synonym for safeguard e countermeasure.

3.28
privacy policy
specificatjon of objectives, rules, obligations and privacy controls (3.27) with regard to the processing
of persondl information (3.25) in a particular setting

3.29
privacy principles
set of shdred values governing thesprivacy protection of the personal information (3.25) over |its
informatipn management lifetime

3.30
processing of personal data
processing
operation|or set of opetations performed upon personal data, whether or not by automatic means

Note 1 to ehtry: Operations can include Collection (3.4), recording, organization, storage, adaptation or alteration,
retrieval, consulgation, Use (3.33), Disclosure (3.8) by transmission, dissemination or otherwise making available,
alignment pr eombination, blocking, erasure or destruction.

3.31
pseudonymization

particular type of anonymization (3.1) that both removes the association with a data subject (3.6) and
adds an association between a particular set of characteristics relating to the data subject and one or
more pseudonyms

[SOURCE: ISO/TS 25237:2008, 3.39]

Note 1 to entry: Pseudonymization allows, for example, a data subject (3.6) to use a resource or service without
disclosing his or her identity (3.17), while still being held accountable for that Use (3.33). After pseudonymization,
it might still be possible to determine the data subject’s identity based on the alias and/or to link the data subject’s
actions to one another and, as a consequence, to the data subject (3.6) himself.
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3.32
subject of care
person or defined groups of persons receiving or registered as eligible to receive healthcare services
(3.14) or having received healthcare services

[SOURCE: ENV 12443:1996]

3.33
Use
<of health information> act of employing data or information for a specific purpose, for which access to

ISO/TS 17975:2015(E)
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4 | Symbols and abbreviated terms
For the purposes of this document, the following abbreviated terms apply:
EHR Electronic Health Record ()\
OHCD Organization for Economic Co-operation and Developmen&t\%
& O

5 | Consent requirements QQ
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5.] General Q)‘\\)
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Request to obtain
consent driven by:

o Legislation
e Jurisdictional

requirements (
* Custom

e Ethical princ@
* Professi
requig)_{ﬁ

e Priva rinciples

%claraﬁon of
A elsinki

xO
-
.\0

Influenced by:

o Subject of care
rights and
expectations

¢ Organizational
policy

¢ Intended method
of Disclosure/Use
(e.g. de-identified,
anonymized)

¢ Purpose of Use

* Protection

Consent assurance process

Fe 1 to entry: Use of data implies that the data has been collected, even if simply by viewing 1tQ'\

<2

Thiis section of this Technical Specification spec'f&a set of good practice activities and ¢
ich the concept of consent relate. Figure 1 p
selection of a consent model, and indicates the consent assurance process that follows. The
 discussed further in this section.

des an overview of the concepts and influe

v
AD

S
N

incepts to

cesin the
be aspects

Consent model
selection includes:

* Permissions
* Constraints
* Directives

Authority and defined
information handling
processes including:

and protections

¢ Subsequent
Disclosure and U

¢ Monitoring and
auditing

* Retention

* Revocation

e Security processp

se
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Figure 1 — Consent Concepts
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Except where inappropriate, the subject of care has the right to know and so should be informed about
the set of conditions associated with their granting of consent. They have a right to know what data are
involved, what processes are proposed: Collection and Use and/or Disclosure, the purposes to which
the data might be put, the length of time for which the data might remain active, and other specifics.
Broad general descriptions of the activities intended do not adequately inform the individual.

5.2 Whatis Informational Consent?

Consent in the healthcare environment is widely understood as an informed and knowledgeable
agreement between the data collector and the subject of care concerning certain data processing
activities':[ncluding its Use for various purposes including delivery of care, and includes Denial by the

subject of| care of certain data processing activities, or constraints and conditions that the subject of
care mighit place on specific data or activities. It is, in effect, a contract. Informational Consent)is’thus a
componeijt of the privacy, security and information management policies required for the effective Use,
and commnjunication and management of information about an individual.

For ethicgl, and sometimes legal, reasons, information Collection, Use and/or Disclosure need to|be
appropriately authorized by the subject of care. Consent is a form of Authorizatien, provided by the
individual to whom the data refers, that some information processing activity isor is not permitted. The
agreement of the subject of care to the Collection, Use or Disclosure of their personal health informatjon
for specified purposes is an important step in the healthcare process.

5.3 Consent to Treatment versus Informational Consent

Consent for information Collection, Use and Disclosure is separate from Consent to Treatment. Consent
to Treatnjent might itself be implied by attendance by the subject of care at a healthcare facility;
however, $ince nearly all healthcare interventions lead to ififormation being collected, it is the Use gnd
potential pnward Disclosure of this information with wthich this Technical Specification is primatily
concerned. While subjects of care are normally contént for information to be collected and used| in
order to grovide their health care, it is still important that reasonable efforts be made to ensure that
they undgrstand how their information is to be“used to support these activities and how it might|be
used in the future.

Informatipnal Consent and treatment consent remain distinct from one the other, even when both are
obtained 4s part of a single procedure.

5.4 How consent relates to privacy, duty of confidence and to Authorization

The establishment of mutual.trust between a subject of care, who with the collection of his or her data
becomes g data subject, andhis or her healthcare providers is both a goal and a prerequisite of effectjve
healthcare delivery. Individuals who are not informed make no meaningful decisions about how their
informatipn will be-used, and thus lose an opportunity to develop appropriately trusting relationshjips
with thos¢ to whonrthey give personal data.

While prifacy.is not an absolute right in most jurisdictions and is subject to exceptions defined|by
custom amd-egislation, a ndamental principle underlying the e of personal health data are
it is originally collected and used for the benefit of the subject of care, and that further uses are made
with the subject of care’s knowledge and agreement. As part of a healthcare provider’s duty of care and
duty of confidence, consent forms the foundation for the Collection, Use and/or Disclosure of health
information for permitted purposes by and between users, systems, organizations or policy domains
which might need it. The concept of consent includes both agreement and Denial.

The act of obtaining consent from individuals reduces the risk of arbitrary Collection, Use or Disclosure
of information from individuals. Loss of privacy is cumulative: with each subsequent Collection, Use or
Disclosure, more of the individual’'s privacy is put at risk. Consent processes can inform the public of
the extent of that loss. However, consent processes can also create operational inefficiency: if not well
implemented, these processes will not achieve their intended objective. A consent framework which
is inconsistent in design or inconsistently applied might have the effect of creating the perception of
protection without actually providing it, and while increasing process and cost. Legal authority to
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collect and use data or to disclose it protects those collecting, using or disclosing the data against legal
risk but once legal authority is established and the data are collected, the data processing activities
likewise need to be documented, and both process and data made secure. Where consent is required
for Collection, Use and/or Disclosure, the process of obtaining consent provides a subject of care with
general information regarding the data’s protections and their rights to question, view and correct their
own data and to question the organization’s compliance with its information management policies.

5.5 Relationship of consent to OECD Guidelines

While consent is one of the OECD principles, those principles also state that it is only permitted to
collect the information that is needed in order to deliver a defined set of services. In other_yords, the
negd to collect is predicated on the need to know. Justification of the need to know, and.thus|to collect,
forjms part of the governance and high-level policy setting of an organization or jurisdiction.

Co
thd
or¢
wh

hsentis an aspect of accountability within a society, a jurisdiction and an organjZation or department;

consent process itself defines the organization’s authority to collect data and usually describes the
ranization’s responsibilities with respect to an individual’s rights of control of their own information
atever those might be.

5.6 Relationship of consent to legislation

Pr

ag
Th
Cr{

vacy legislation is often based on or aligned with the OECD’ principles although the
‘eement varies. As well, specific legal exceptions usually)define when consent is not
pse exceptions are usually based on both ethical and‘practical considerations in an 34
ate balance. While this Technical Specification defines' consent frameworks, it does not

comprehensive listing of legal circumstances under which consent is or is not required.

Le
we
fon
an
ha

pal obligations to disclose, report or communicate data can override requirements for c
Il as requirements to match the purpose forywhich data was originally collected with the

] to receive information without the disglosure having to fit with the original purpose(s) an
ying to obtain additional consents A-jurisdiction’s legal requirements will always supe

requirements described herein sipce-local law might not permit the described requirems

ap

blied absolutely. Some examples of those variations include the following:

requirements for consentyand conditions for Collection, Use or Disclosure without cor
from jurisdiction to jurisdiction;

exceptions to consent requirements are often defined in legislation such as law enforcg
investigations (with the authority of a court order or warrant);

some jurisdictions require statutory authority for Collection but do not require cor
statutory‘authority for Collection implies its uses but might not explicitly state them. T
specified purposes of Use can lead to a lack of clarity and inappropriate Use;

some jurisdictions require a duly constituted programme as the basis for Collection

degree of
required.
ttempt to
provide a

pbnsent, as
purposes

which the data are disclosed. In that case)the data recipient might legally be permitted fo demand

d without
rsede the
bnts to be

sent vary

bment and

sent; this
his lack of

ut do not

T CTre I crrro—cvor

description but might not;

oot

purposes

somejurisdictions donotrequire consent for Collection and Use but do require consent for Disclosure;

retention periods for consent documents are often prescribed by regulation.

To provide sufficient meaning to the concept of consent for the Collection, Use and Disclosure of personal
health information and to allow organizations to appropriately apply a fair and meaningful approach to
the application of a consent process, each jurisdiction’s choice of approach needs to meet a combination
of ethical, legal, professional and practical requirements. This Technical Specification describes
the various consent frameworks and identifies the normative core principles that are common to all
consent frameworks. This Technical Specification is not meant to challenge jurisdictional legislation or
mandate the adoption of a specific framework.
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5.7 Expectations and rights of the individual

Consent frameworks are applied in policy and in electronic and manual processes and are driven by the
following positive attributes of such processes.

a) Health information sharing supports health care.
b) Individuals expect that the necessary data will be made available for their care.

c) Individuals expect that their information will remain confidential and that only those who need
access for the described purposes will have such access.

d) Organizations take account of the individual’s right under law where such exists to exert eontjrol
over Qow the information they provide is used or further disclosed;

e) Individuals expect to have knowledge of what data about them is held, how it is used dnd’disclosgd,
and that it is appropriately secured.

f) Individuals expectorganizations holding their personal information to be open@bout organizatiohal
informnation sharing and protection practices.

g) Contrplled accesstoinformation maintains confidentiality and appropriatéuse of health informatipn.
h) Purpgses of Use are defined?).

i) The cpnflict between the protection of the individual’s privacy.and the benefits to society from the
broader use of personal health information are resolved through the following:

— eyaluation of benefits versus risks of negative conseguences;

— trtansparency of policies related to Use, Disclosure and protection;

— individual control over Disclosure through the use of keywords or locks;
— upe of anonymized data, in those casesiwhere identity is not needed;

— the minimization of Disclosure to‘aécomplish the desired purpose.

5.8 Consent Directives

In some jurisdictions, subjects of care are permitted to express their desire by placing a Consent
Directive jon their data. ThisDirective might be authorized under policy or under law. The Directjve
might aff¢gct how data areZused or how it may be disclosed, and might be subject to limitations|or
override provisions. @ne’/example is a Disclosure Directive which blocks disclosure to otherwijise
authorizefl recipientSwithout the consent of the subject of care.

5.9 Consentisrelated strongly to Purpose of Use

Informationzl Consent is the agrnnmnnf ]‘\y 2 CIlhjnrf of care to pnrmif information about them talbe

collected, used and/or disclosed for specified purposes. It is in order to ensure that the subject of care
understands and agrees with the use of their data and by whom for whatever the specified purposes
might be that consent is sought.

Typically, the Purpose of Use is such that the purpose cannot be successfully carried out without the
information which is being sought from the subject of care (e.g. the purpose is treatment and care and the
data sought is essential to providing that treatment and care). Whether purposes are stated explicitly
or it is assumed that they are known to the individual, it is logical to make a direct connection between
Collection and Use. The explicit declaration of intended purpose, combined with consent and defined
constraints prior to granting access, helps to ensure that users understand that access does not imply
that Use or Disclosure is also permitted for other undeclared or inconsistent purposes. Together, consent

2) 1SO/TS 14265:2011.
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requirements and Purpose of Use help bring clarity to situations where there are multiple and potentially
conflicting contextually sensitive policies for access to identical information items. Consent thus aligns
the policies which apply to the original data Collection and management, additional Use over time and
its Disclosure to others. Knowing the consent framework and the Purpose of Use for which access to
information is intended is essential in order to determine if processing activities are appropriate.

Consent only has meaning when the subject of care knows the circumstances of how the data are to
be used. Therefore, where consent is obtained (either expressed or implied), the subject of care is
only able to know about and either actively or passively agree if the consent process provides enough
information to inform the sub]ect of care, thus prov1d1ng the sub]ect of care with full knowledge. Only
. hOW the

pufpose. Exceptions can be specifically defined such as is the case where the use of health information
formarketing is not permitted.

v consent.
e original
sdictions,
lected for

Where data are intended for new or different purposes, that new purpose might require a ney
Therefore, it might be necessary, before granting access, to compare the two purposes and th
copsent obtained in order to decide if the new Use is permiitted. For example, in some jur
dafa collected for health care cannot automatically be used‘for research, nor information co
regearch used for care without obtaining a new consent:

It

da
ex
int
an
thd

he type of
Disclosure
bsing data
pcorded in
record of

fan be the case that there is a legal requirement-to obtain consent for Disclosure for ol
fa re-purposing and not for others. Alternatively, consent might be generally required for |
fept where exceptions exist in law, or whete the law is silent on the matter. After acce
ended for one purpose, that purpose and the associated consent status might need to be r¢
audit trail. This is the case even if the'access is supported by law: there ought still to be 3
consent if it is required and the purpose that is declared and documented.

Where data are anonymized or sufficiently de-identified, the data are often not subject o consent
requirements. Anonymized data are typically used for purposes which are to the bengfit of the
organization, jurisdiction of society as a whole, rather than to the direct benefit the subjeft of care.
Copsent might not be requiréd because fully anonymized data does not qualify as personal infformation
unfer jurisdictional law. However, given that the risk of re-identification exists if such data are linked,
some jurisdictions ptohibit the disclosure of de-identified individual records without congent. That

said, tools to de-identify or anonymize data are improving, as are tools to assess re-identificaftion risk.

So
of

metimes Purposes of Use are implicitly assumed or permitted without explicit agreement
Use which)support the delivery of care, such as eligibility and reimbursement, are often

Purposes
assumed.

Pul
pu

rposes of Use which are to the good of society are often permitted without explicit agree
blicthealth and safety. The public interest rationale as an exception to individual privacy

ment, e.g.
might be

ap

blied comprehensively, as in the case of infectious disease reporting, or might be applied

on a case-

to-case basis.

Data purposes can be defined and stated according to ISO/TS 14265:2011.

5.10 Consent to Collect and Use versus Consent to Disclose

Consent from an individual is required separately for Collection, Use and Disclosure of the individual’s
data. That said, where only that data required to fulfil the stated Purposes of Use is collected, the
activities of Collection and Use are so closely related as to create a single process, i.e. consent is typically
sought to both collect and use information in a single consent-related process. Use and Disclosure
activities, however, are separate from one another and consent is separately required for each. While
one process might be instituted to obtain consent for both Collection and Use and for Disclosure
activities, it may be appropriate to ask the subject of care to grant consent to the Collection and Use
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of data for one purpose or set of purposes but permit him/her to refuse consent for its Disclosure for
those same or other purposes. The two activities may not always be tied together unless the service is
severely compromised by doing so. A jurisdiction may have a legal requirement to obtain consent for
one process (e.g. Collection and Use) but not for another (e.g. Disclosure).

5.11 Consent is applicable to specified data

For consent to be meaningful, it requires knowledge, understanding and agreement as to how the
information will be used, accessed and disclosed for each piece or group of data collected. Where one
piece (or “group”) of information might be deemed suitable for Disclosure in a circle of care, other
“groups” pf information might not be so deemed and thus require Explicit Consent, i.e. a differgnt
framework. These differences are typically related to the purpose for which the information_ i5\to|be
used and the data’s sensitivity. For example, certain pieces of information that are deemed suitable for
health care delivery are not typically disclosed for support of care, such as services billing,

By default, some organizations and systems allow clinicians with a care relationship to access everything
in the EHR, and then require the organization to author policies which specifically enable a wider set of
stakeholdprs to access certain basic information, or to narrow down the access te{particularly sensitjve
informatipn and secrets.

For those|who need data and have authority to access and use it, strictly controlled access can|be
applied if the potential data flow is known and controllable along the fulllifetime of the data. Howeyer,
for organizations to meet their practical, clinical and ethical objectiveés, privacy risk can be balan¢ed
against the potential for clinical risk if the information is not m{adé available. Creating appropriate
balance r¢quires that thought is put into access control desigh,taking into consideration both legal
requireménts and subject of care rights and wishes, for both<¢linical care and adequate privacy. The
consent ffamework chosen has a direct effect on the effectiveness and efficiency of the implemented
access, aslit opens up or closes down access to data.

5.12 Consent related to Disclosure

In commupicating health information, the problem is one not only of determining thata user is permitted
to access particular items of information, /butalso ensuring that the user may use or disclose them. It
is therefore essential to ensure that the context within which Collection, access, Use and Disclosurg is
asserted iis the correct one and that the agreement made covers not only Use but Disclosure. Further
Disclosur¢ of personal health information is desirable for delivery of care outside the original collect]ng
and using|organization especially\within a sharable EHR and this is often supported by specific law.

Once an ofganization holds data, it is often assumed that Disclosure of it by the organization for the same
or similar] purposes is als6-pérmitted, but this is not always the case. In addition, there is a difference
between lpgally requirediand legally permitted Disclosure. Police might be able to access health records
as part of|a criminaltinvestigation, but such Disclosure, while permitted by law, might not be requifed
unless appropriatély)documented authority is provided (e.g. a subpoena). The circumstances of the case
and the applicable lTaw will determine the appropriate action.

5.13 Excepienalaccess

In jurisdictions where consent policies do not permit routine access, a positive activity can be invoked
in exceptional situations where a second set of permitted activities is appropriate, potentially enabling
access which standard policy does not permit. Sometimes known informally as “break the glass” or
“consent override” this exceptional access to otherwise unavailable data might apply to select persons
or roles or to specific situations. The invocation of an exceptional access policy might occur when the
subject of care is incapacitated but where, as is the case in emergency care, it is assumed that he or she
would prefer the information to be made available. The invocation might also occur where an individual
is a present danger to himself/herself or to others, or where public health is threatened. Such conditions
are often specified in law.

A critical factor is that the additional activity is authorized by a policy that in many instances is either
not written down or is not documented in a way that people think of as being a policy. The ensuing
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consequence is that people think of it as overriding the policy, when in practice they are either fulfilling
a documented exception which overrules a constraint in the policy, or they are invoking the second
policy because its criteria have been met. Neither policy is actually being over-ridden, both are being

ful

filled; policy is not ignored or bypassed, a situation which leads to unregulated behaviour.

The information having already been collected, this access policy applies only to uses and disclosures,
and while it is often referred to as a policy override, a consent override or a Consent Directive override
the term override is a misnomer. The two policies, documented and cross-referenced, establish the
criteria wherein the policy which permits access is embedded in the policy which initially restricted it.

Th
pe
pe
thd
act
Sp
an

5.

It
of
lik
for
ac(
ha
co
co
are
en

ara ALDQ n_de a e e D perm

‘missive than the original policy which restricts such access. The application of a, po
'mits an exception, which permits access, can have additional protections applied in order
It such activity is not undertaken lightly: it might also be subject to additional access co
ivity might require that the action be invoked by two authorized persons together, it mig

1 auditing of the activity.

14 Challenges associated with obtaining consent

s acknowledged that undertaking the consent process can bedifficult, either because t
care’s age, disabilities or circumstances have prevented them _from becoming informed
bly uses of their information, or because they cannot effeetively communicate their decis
mer case, extra care will ensure that information is provided in a suitable format or langu
essible to the subject of care and will also ensure thatithas been understood. Different jut
Ve differing legal and process requirements to judgé.if and when young people are presu

judged to have the capacity and understanding to take decisions about their own treatme
itled to make decisions about the Use and Disclosure of information they have provided in c

Where those who perform data Collection are aware of the surrounding circumstances, th
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k that the individual’s ability to conimunicate their consent decisions is diminished.

Consent frameworks

Giving consent@meaning

hsent is the set©fagreements and constraints which the informed and knowledgeable
e agrees areermitted to apply to his or her data Collection, Use and/or Disclosure. It is o

Au

horizationthat something may take place.

In the context of health information and healthcare service delivery, consentis also the proces
a set of constraints is agreed so that information may be collected and used or disclosed. Hoy
algo®he outcome of the process.
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rpetent for the purposes of Consent to Treatment’and are therefore entitled to the same duty of
fidentiality as adults. In some jurisdictions, subjécts of care under the legally specified ag
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For the consent process to be valid, consent should be

©lI

given by the client, subject of care, data subject, their substitute decision maker or representative,

knowledgeable,
voluntary (not obtained through deception or coercion),

related to the information in question, and

applied to relevant information processing activities both by collector/user and discloser.
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The following general principles, in no particular order of importance, apply.

a)
b)

d)

f)

g)

h)

j)

k)

Consent is applied to relevant information processing activities.

For consent to be valid, the subject of care is informed of the circumstances of the data and its
subsequent Use and Disclosure, its general protection, retention and other specifics as described
below. With adequate information, the subject of care is able to give a valid agreement knowing
that to which they agree.

Requirements for consent and other data protection controls should increase in effective
proportion with both the harm and distress that the subject of care could suffer if the data were to
be released or misused. Also, data protection should increase as the degree of benefit to the subjpct
of caile lessens. This is especially true if the subject of care perceives a lack of knowledge of the
data Use or where there is no direct benefit to the individual. Where benefit to the subject pfcar¢ is
lessernjed, for example when using healthcare data for research, controls should increaséto protect
the sybject of care from harm. One of these controls is obtaining consent.

Consgnt for Collection implies consent for Use where purposes are specificallystated.

Only that information which is needed to deliver a programme or service and which is defined as a
Purpgse of Use should be collected.

Consgnt for Collection and Use are distinct from consent for Disclosure. Consent for Disclosurg is
tied t¢ the Use to which it will be put by the data recipient, not the-Use to which it was put by the data
colleqdtor. This implies a responsibility on the part of the datadiseloser—the original collector—-to
ascertfain the intended uses by the data recipient so as to ensure that the Purpose(s) of Use remajns
the sgme. That said, Disclosures3) might be permitted by<law and limited to those where the (se
is thg “same” or “consistent” with the original purpdse(s). Where statutory authority pernjits
Disclgsure, it often defines or implies permitted Purpose of Use, e.g. infectious disease reporting

1) Note on Consent for Collection and Use, as separate from Disclosure:

2) Djisclosure outside of the care organizatien in which information is initially collected may nged
Ekplicit Consent, but within the organization its Use may include many hundreds of staff.|As

ell, it may be quite important f@r a'hospital to communicate with an external care provigler

sfich as a GP. Such communication is largely assumed to be permitted for safe continuity] of
care and consent is not usually'sought explicitly. This distinction between Use and Disclosyire
upually manifest in practice only when the information is sent to a more remote third party
(¢.g. second opinion) or,.metre importantly, when used for a different purpose (insurer, researich,
efc.). In this way, consent is strongly tied to Purpose of Use and to the need-to-know of a thfrd
phrty. These relationships should not be assumed, but should be actively defined.

An organization should not make it a condition of service that an individual grants consent to the
Collegtion, Use.ar/Disclosure of information beyond what is required to fulfil the explicitly specifjed
and lggitimate purposes.

Subjefts’of care should be able to give purpose-of-use-specific and separate consent where the ues
of the[data are not directly related to each other. For example, consent for use of information for fund
raising should be available separately from consent for the use of the same information for research.

Where the data are required for the delivery of the service and hence the subject of care is not in a
position to refuse consent, notice of data uses and routine disclosures should be made.

Where data Disclosure is either required or authorized by legal statute, notification of such
conditions should be made.

Consent should not be obtained by deception or by misleading the individual.

3)

Current discussion includes the distinction that Disclosure can mean not that data left the organization, but

that it is shared internally for a purpose which is not the same as the one for which it was originally collected. The
definition of what constitutes Disclosure may be different in different jurisdictions.

14
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In determining the type of consent to use, the organization should take into account the sensitivity

of the information, as well as the Purpose of Use. More sensitive information would req

uire more

explicit forms of consent. In fact, some jurisdictions might define all health data as sensitive thus
requiring consent in all cases. Where consent is the only basis for authorizing the use of information,

the organization should take into account the purpose for which the information is req
treatment or research) as this affects the type of consent, as well as the extent to which t
of care is expected to understand the Use.

uired (e.g.
he subject

To whom data may or might be disclosed should be described in a manner which is understandable
to the subject of care to a level of detail relevant to the environment within which the Disclosure

p)

q)

VVi}} }JC lllddl:. TU ‘UC Vd}id, d LUllellt DllUuld iut,}ud!: d C‘lCDLl ilJtiUll Uf tllb’ s1UUp VV}lU ib q
access and thus use the information granted in the consent. In all cases, this definition
made at such a level that the subject of care can understand. A consent should not be a
larger use group than what is needed.

Consent can be given by an authorized representative. Representatives,or) substitut
makers can be assigned through legal process or through policy for reasons of lessened ¢
other explicit reasons that apply.

Consent should not be used in an attempt to override obligations sét out by other princip

No reason need be given by the individual for refusal of conSent. Refusal reasons shoj
documented as they can imply the presence of sensitive information.

A subject of care’s statements on Informational Consent’effectively form a document
refer to the existence of private information. Therefore, caution should be exercised wher
the consent information, especially in the case of Disclosure refusals or where Denials
example, the release of a refusal to disclose mental health or addiction data immediate
the recipient that such data exists. Therefore,"the amount of information to be disclog
be limited to only that which is permitted;to be disclosed, and should not include refy
information whose disclosure is not permitted.

An individual should only give consentto activities related to data or information about t
or one for whom they are an_authorized representative. A person cannot give conse

llowed to
should be
sked for a

b decision
apacity or

es or law.

11d not be

which can
releasing
exist. For
y informs
ed should
brences to

hemselves
nt for the

Collection, Use or Disclosure of.data or information about another, for example, data abouit a family

member or spouse that might appear in the health record of the individual. A care provide
give consent for their subject of care unless they are their legal representative.

Healthcare organizations should be directed to record and manage consent and Consent I

Healthcare organizations should be directed to adequately secure the consent proce
record in ordey o, if needed, provide information about the circumstances of the consent
the processapplied and to preserve its availability, authenticity and integrity.

Healthcare organizations should be directed to audit access to, as well as Use and Dis
rec@rds in accordance with Consent Directives and policy.

P may not
irectives.
5s and its

itself and

closure of

6.2

Typesof consent

Consent to Collect and Use or to Disclose can be specified explicitly and documented but it can also be
implied or, in some cases, not required as a matter of law. Consent to use data for a particular purpose
can also be implied, although it is almost always a requirement that the purposes be declared. Consent
can sometimes be assumed by the data collector but where the Collection, Use or Disclosure is not
agreed by the individual, either explicitly or implicitly, it is considered No Consent. This may be because
consent is not required, consent is not offered or consent is not available. Any of these circumstances
can result in no consent being obtained. However, if a consent process is inadequately applied and thus

© ISO 2015 - All rights reserved
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a valid consent is not obtained, that is considered an error and is not described. The types of consent are
therefore as follows.

6.3 Detailed requirements

Express or Expressed: Consentto Collect, Use and Disclose personal health information is expressly
given by the subject of care.

Implied: Consent to Collect, Use and Disclose personal health information is implied by the actions
or inactions of the individual and the circumstances under which it was implied.

No Consent Sought: consent activities are not undertaken and consent cannot reasonably be
implied. The most common circumstance that results in No Consent being sought is that consent is
not rgquired, and is therefore not offered nor obtained.

Assumed or Deemed Consent: the collector, user or discloser activates processes based ‘on thleir
belief| that the subject of care has, or would have, consented rather than any activ€-or impljed
decision on the part of the subject of care. This is a special type of No Consent Sought.

Figure 2 describes the information that is required for express as described in 6.8.1 and implied in 6.3.2
consent. These frameworks differ in how information about the intended usageZof the data and the choiges

an individual has about such uses are framed and how the viewpoint of the-individual is obtained.

Exyressed and implicit consent

Consent provided or refusal recorded

information data requirements

 Purpose of Use, including » Refusal reasons not required
« Intended use (e.g. treatment, research) * Refusal reasons should not be
« Intended disclosure recipient(s) documented (as these can imply

Reasons for Disclosure if required by legal the presence of sensitive
statute information)

) o Constraints or specific access
Approa.ch to confldent.lallty recorded. This may include:
Protections to be applied .
; ; * How it may be used or
Retention and disposal of data disclosed
Description of data e Limitation and override
Source of data conditions

Sensitivity of data « Exceptional access conditions
Information on right to refuse consent
Information on right to revoke, rescind or
withdraw consent, and assodiated
implications of this

Consent time frame ofralidity
Information accessrights

J \_ J

Figure 2 — Express and Implied Consent requirements

6.3.1 Express or Expressed (informed) Consent

Also known as Explicit Consent, this framework describes an interaction between the healthcare
provider or data collector and the individual, with the active recorded agreement to the activity and
the details of the activity by the subject of care. Express Consent should also include all of the following.

16

Obtaining Consent requires a reasonable effort on the part of the data collector.
Active Agreement can be indicated verbally or in writing.

Agreement should be based on knowledge.
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Agreement requires that the subject of care is adequately informed. That said, it is not possible to
always determine whether the subject of care is actually adequately informed. Reasonability tests
should be applied to processes which might be subject to legal or ethical requirements.

Agreement requires that for the subject of care to obtain an adequate level of knowledge about the
Collection and Use and/or the Disclosure of their data, detailed information should be provided to
the subject of care with respect to the data given in Figure 2.

A description of the data which can include example data elements.

The source(s) of the data if Collection is indirect rather than collected directly from the subject of care.

The intended Purposes of Use including the name of the legally constituted programnie of initiative

which uses the data for the named Purposes of Use.

The intended disclosures, the organizations to which the data may or might-be disclosed, and the

Purpose(s) of Use for which it may or might be disclosed.
The legal or policy authority (if applicable) for the Collection and Use afidyor Disclosure.

The legal or policy authority (if applicable) which gives the data discloser the authority fo disclose

if Collection is indirect.

Details about retention of the data: timeframe and intended or eventual disposition.

The general approach to safeguarding confidentiality:.

The subject of care’s rights to refuse consent and to‘€onitinue to receive services in the facelof refusal.

The subject of care’s right to revoke, rescind ortwithdraw their consent, provided reasongble notice

is given. Revocation cannot be retroactive.

The implications of either refusal or withdrawal of consent.

The time frame for consent applicability and information regarding the refreshing of the
The subject of care’s rights to have access to the information about themselves.

Information provided shoulld be stated in such a manner that the individual can 1
understand. Reasonalbility tests should be applied where consent processes should me
ethical requirements, taking into the consideration what is practical given the circumst

consent.

easonably
bt legal or
ances and

setting of the data-processing activity and the actors involved.
Consent should be obtained at the time of Collection, preferably at the first contact.
If agreemetfit is verbal, the fact of it should be recorded.

Thetindividual’s indication of consent and its details, including where written or that give
should be recorded and stored in a form that is secure, understandable, available and, i
ensure authenticity preserves the integrity of the record

n verbally
h order to

The conditions of consent, and the information supplied at the time consent was obtained, should be
stored securely, be available and, in order to ensure authenticity, preserve record integrity.

A new purpose might require that a new consent be obtained, depending upon how closely the new
purpose is tied to the original purpose.

A new organization or individual to whom the data are disclosed might require that a new consent
be obtained, depending upon how closely the new organization is related to one already specified.

Exceptions might exist in law or policy; for example, if the seeking of consent would compromise the
availability or accuracy of the information, or compromise a legal investigation.
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https://standardsiso.com/api/?name=ecf904431ee04d91f581ccb9451284c7

ISO/TS 17975:2015(E)

— Subjects of care have a right to have knowledge of the organization’s information management
policy with respect to the subject of consent.

— Subijects of care should be provided with information regarding contact with the organization in
case they have questions.

6.3.2 Implied (Informed) Consent

This framework describes an interaction between the healthcare provider or data collector and the
subject of care, with the active agreement to the activity and the circumstances of the data Collection

and Use a
the follow

— Agregd

— Inforned Implied Consent or “knowledgeable cooperation” includes both knowledgé’and action.

— “Knoy
partid

—  “Actid
not tg

oppof
thatt

— Agregq
— Agreg

— Forth
Discld

the puiblic with respect to the data given in Figure 2:

— Ades

— The sIurce(s) of the data if Collection is\indirect rather than collected directly from the subject of c3

— Thei
which

— The intended disclosures;the organizations to which the data may or might be disclosed, and

Purp
— Theld
— The l4

o p . . ™ C .
d/or Distlosure omrthe partof thesubject of tareTobe vatid;, Tmphied-Comsent stroutd-ici
ing.

ment is inferred from conduct or implied by action.

vledge” can be imputed based on reasonable attempts to make the public aware even fi
ular member of the public does not have the knowledge but “could have ¢x should have know

n” can include “inaction” when there is knowledge that something’is 0ccurring and steps
ken to refuse to be involved AND if it can be shown that the per$on knew or had a reasona
tunity to know that something would happen unless they objected, i.e. took action to indic
hey did not want the particular thing to happen.

ment should be based on knowledge.
ment requires that the subject of care is informed:

e subject of care to achieve an adequate level oftknowledge about the Collection and Use or
sure of their data, information should be previded to the subject of care or more generally,

Cription of the data which can includetexample data elements.

tended Purposes of Use including the name of the legally constituted programme or initiat|
uses the data for the named Purposes of Use.

se(s) of Use for which it may or might be disclosed.

gal or policy.authority (if applicable) for the Collection and Use and/or the Disclosure.

— Rete

if Cot]iction is indirect.

gal or policy authority (if applicable) which gives the data discloser the authority to discl

ion of the data: timeframe and intended eventual disposition.

de

f a

”

n.

hre
ble
hte

he
to

re.

ive

he

se

— General approach to safeguarding confidentiality.

— The subject of care’s rights to refuse consent, and to continue to receive services, in the face of refusal.

— Torevoke, rescind or withdraw their consent where they have that right, provided reasonable notice
is given. Revocation cannot be retroactive.

— The individual should be informed of the implications of either refusal or withdrawal of consent.

— The time frame for consent applicability and information regarding the refreshing of the consent.

— The subject of care’s rights and opportunities to access information about themselves.

18
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To have knowledge of the organization’s information management policy with respect to the
subject of consent.

The relationship between the healthcare provider or data collector and the subject of care should
be described. The healthcare provider or data collector should provide the following general
information regarding contact with the organization in the case of questions and a privacy notice

made generally available to all subjects of care and the public:
The legal name of the entity that collects the data.

A general description of the personal data are typically collected.

6.3

In

The purposes of the Collection and processing of their personal data and the typically
transfers of the data.

The options and means that the subject of care may use in order to control theUse’and Dig
their personal data.

employed

closure of

The means by which they can exercise their rights of access, rectification;eancellation or
Information provided should be stated in sucha manner thatthe individuial can reasonably

The individual’s consent is not generally documented, however, if documented the iy
indication of consent, the conditions of the consent and the information supplied at th
consent was obtained should be recorded and stored.in)a form that is secure, under
available and, in order to ensure authenticity, preservesithe integrity of the record.

Consent should be implied at the time of Collection, preferably at the first contact.

A new purpose requires that a new consent be obtained depending on legislation. It can b
of judgement how closely the original purpese and the new purpose align.

A new organization or individual to whom the data are to be disclosed might require t
consent be obtained depending upoen‘legislation. It can be a matter of judgement how ¢
original organization or organizations and the new organization are related.

Obtaining consent requires a‘reasonable effort on the part of the data collector.

Exceptions might exist in)law or policy. For example, if the seeking of consent would co
the availability or accuracy of the information and the Use is reasonably linked to the pi
an investigation.

There can be-stfong pressure from privacy commissioners to restrict the use of Implie
where the infermation to be disclosed is of a sensitive nature - as it is in health care.

.3 No€onsent Sought

Lhis framework, information may be collected and used or disclosed at will. This framewor

no

position.

querstand.

dividual’s
b time the
standable,
e a matter
hat a new
losely the
mpromise

irposes of

d Consent

k includes

consent interaction between the healthcare provider or data collector and the individu

1, with no

agreement to the activity on the part of the individual.

— The “No Consent” state applies separately to Collection and Use and to Disclosure. These two

activities can be controlled separately under law or policy.

— Authorization for collecting and using or for disclosing data might exist in law or policy without
mentioning consent. In this case, consent is not required simply because no law or policy exists

which requires it, or mentions it, and thus consent is not offered nor obtained.

— Authorization for collecting and using or for disclosing data might exist in law based on specifically
defined circumstances as might be the case in some jurisdictions. An example is infectious disease

legislation which can require Disclosure without the consent of the individual and so a consent
process is not offered and consent is not obtained.
© IS0 2015 - All rights reserved 19
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Notice of the circumstances of the data, Purposes of Use, Disclosures, retention times and other
required specifics of the process should be provided at the time of Collection or as soon as possible
afterward and should anticipate possible future Disclosures and provide a general description of

likely

Disclosures.

Consent to Collect and Use might not be required and therefore not obtained

— if the data was collected lawfully under the provisions of Collection without consent, or

— if the information is publicly available.

Consent t¢ Disclose might not be required and therefore not obtained

634 A

In this framework, the consent of the individual is"assumed by the collector or user of the informat
and is dor]
(or inacti¢n) on the part of the subject of care. Assumed Consent is not a true consent as the act
(decision)
Framewark and cannot be characterized as an agreement by the subject of care. In some environmer|
Assumed

20

if the
that p

if it i
secur

whery¢
ifitis
ifitis
ifitis
if the

ifnol

The a

Purpd
know|
widel

Purpose of Use is the same as the original Purpose of Use for which the data was collected 3
urpose is clearly in the interests of the subject of care,

used for the purpose of acting in respect of an emergency that threatens thelife, health|
ty of an individual,

e authorized or required by law,

made to a barrister or solicitor who is representing the organization,
required to comply with a subpoena or warrant or order of the'eourt,
requested for the administration, investigation or enfor¢ing of law,
information is publicly available, or

hw requires it. In other words, if the law is silenton the matter.

ssumed Consent (Deemed Consent)

e in the absence of any formal recarded or verbal indication of agreement or any overt act
is made by the data collector and not the subject of care. It is a special type of No Consc¢

Consent is accepted as ethical and is legal.
ssumption is made by.the data collector and not by the subject of care.

ses of Use for thie’data Collection and/or Disclosure are assumed to be known or should
n to the subjectof care because they are of a ubiquitous nature within the jurisdiction and
 known to\the public. In other words, the jurisdiction provides generally and widely availa

infor

In usipng-an‘Assumed or Deemed Consent framework, it is not possible to make assumptions ab
Purpgses of Use that are not clearly apparent.

ation about the Collections, Purposes of Use and Disclosures.

nd

or

on
on
on
rnt
Its,

be
hre
ble

but

Collection can be direct or indirect.

Assumed or Deemed Consent lacks some of the characteristics associated with Explicit or
Implied Consent.

No notice or description specific to the Collection, Use and/or the Disclosure is provided at the time

of Col

lection.

No indication of agreement with the intended Collection, Use and/or subsequent Disclosure is made.
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7 Mechanisms and process: Denial, Opt-in and Opt-out, and Override

7.1 Express or Expressed (and Informed) Denial

Denial is an outcome of Explicit Consent gathering and of making a choice rather than a pattern of
choice. Denial models the concept of a secret which is unknown and the fact of the secret itself is kept
secret. This negative consent or refusal of consent is called a Denial. Using a Denial a subject of care can
give full access to every other piece of information and denied information is still not seen. The purpose
is to prevent pressure to give a consent.%)

In fome jurisdictions, a subject of care may be permitted to deny Disclosure as a separate dction® or
even to deny Disclosure of specific data and/or to a specific organization or health provider pr person.
Explicit Denial may be permitted where data Collection is legally permitted without®&Explicit Consent.
Th difference is if information is assumed to be denied or assumed to be allowed{The desired result
is fo know what accesses to information are both permitted or might be granted and which ones are
not permitted or might not be granted. Whether it is more expedient (and accéptable) to ask people to
stdte what they want to happen, or what they want not to happen, is a matter of what is efficient and
trgctable to achieve. Asking the individual to indicate his/her preferences/as d set of agreemeitts or a set
of Denials is simply the choice of assuming agreement in the face of no objection, or assuming objection
in fthe face of no agreement. If all the information is denied by defdult, then a consent is n¢geded and
shguld be sought every time information is collected, used or disclosed. If information Collect]jon, Use or

Digclosure is allowed by default, then to have control, an individual'would specifically prevent
information from being collected or disclosed.

Where data are not available because the subject of care refused their consent, that rg

a piece of

pfusal can
subject of
ency care.
fonsent or
ealthcare.

breviously
PNy access
parly, only

tting, one

iption as to

as the end result because the desired outcome will 1nfluence the dec151ons as to how that engagement
takes place, and how that engagement takes place will affect the eventual outcome. It may be necessary
to document the individual’s Denial choices and the conditions and information supplied at the time.

Where a Denial is removed, the consent process should be reapplied thus engaging the subject of care
in a detailed review of consent and Denial choices. Documentation should be recorded and stored in a
form that is secure, understandable and available.

4) Agreement to share personal health information with everybody inside a care organization but not to allow
Disclosure to external organizations is both an agreement and a Denial in a single statement.

5) If Purposes of Use are described at the time of Collection, Use cannot be denied. To do so would result in an
inappropriate and unnecessary Collection.
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Arelated matter is what to do when there are conflicting policies, for example, if a subject of care permits a
clinical team to see their medication list but denies them access to the psychiatric record. A conflict might
arise if the psychiatric record includes medication prescriptions. Agreement and Denial stipulations have
to be drafted in a way that avoids overlaps or gaps: in overlap and gap situations, the consent stipulation
is indeterminate, neither permit nor deny can trump the other unless the wording clearly states this.
There can be conflict of interest between a patient’s wish and a professional’s duty to document and
share, e.g. to keep a medico-legal record of care provided and its rationale, similar to the conflicts that
may arise between parental wishes regarding teenage children. A Denial to disclose also means that the
information will not be available for other purposes such as health system management. For all these
reasons, jurisdictions should carefully consider the design and implementation the Denial function.

7.2 Opt

Opt-in ang

721 O

The proce
forms of d
the indivi

722 O

The proce
all forms
With the
their data

7.3 Ove

Override
to operatg
or deny (
which pef

-in and Opt-out
| Opt-out are patterns of choice that may be offered through a consent process.
pt-in

ss of opting in affects how the consent of the individual is obtained and Operates against

lual should take the action for any consent to be valid—to actively make a choice.
pt-out
ss of opting out also affects how the consent of the individual is obtained and operates agai

bf consent that employ an active mechanism, as well.as those which do not, i.e. No Conse
fase of Opt-out, the individual should take the action of indicating that they do NOT wish
to be included in processing. Here, too, they actively make a choice against the activity.

rride

onsent that employ an active mechanism, i.e. expressed or implied( With the case of Optii

all

st
nt.
for

pw

s not about obtaining, documenting @and complying with consent, but about when and h
differently against already specified consent stipulations. Some jurisdictions might per

because i
policy is

permitted
may do so

For a com

s criteria have been met: Neither policy is actually being over-ridden, both are being fulfill
ot ignored nor by-passed, a situation which leads to unregulated behaviour. Where this
by law or policy, ab-¢rganization or person with appropriate authority and/or Authorizat
within the constraints of the permitting policy.

plete set of diagrams illustrating Opt-in and Opt-out, see Annex A.

For examjples of implementation profiles, see Annex B.

it

ollection, Use and/or Disclosute)by the application of an additional and different policy
mits what has previously been-prohibited. In practice, the organization is either fulfilling a
documenied exception which over-rules a constraint in a policy, or they are invoking a second policy

ed;
is
on

8 Minimum data requirements

A consent

documentation record should include

— adescription of what data are to be collected and used or disclosed,

— forW

HAT Purpose of Use,

— to Whom,

— on WHAT date the consent comes into effect,

— for how long the agreement and constraints are effective,

— if/wh

22

en the decision has been refreshed,
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if/when it has been revoked, and

WHAT specific information about the data and its proposed uses, disclosures, retentions, etc. was

provided to the subject of care at the time the consent was obtained,

a description of what data are not permitted to be used or disclosed and to whom,

for WHAT Purpose of Use,

'''''' oo

When consent details are modified, both the original and the new consent details'should b
provide traceability. For example, where consent for an activity or type of dat@was initiallly refused

to
an
re

Re

A (

1
oI wiial Udic, 4dliu

WHAT information was provided to the subject of care at the time.

1 then later obtained, it is advisable to retain both the initial refusal and the later accepta
ords are needed for auditability.

rords of Expressed Consent should include the following general catégories of data elemen

Information about the data: Purpose of Use, activity consentéd to (Collection, Use or D
intended Purpose of Use, description of the data.

Information about the actors: subject of care, data discloser (if applicable), data recipient

organization at the time the consent was obtainied, if overrides are permitted.
onsent record should

identify the sender, recipient and subjeet of care,

specify the activity permitted: Collection and Use and/or Disclosure,
include the validity datesrange,
be linked directly-ta.the data to which it applies,

persist with theZdata to which it applies, and

authenticity of the process and the consent record.

b retained

hce. These

LS.

sclosure),

Information about the consent: date obtained, daterexpires, date refreshed (if applicable), date
revoked (if applicable), date refused (if applicable), reference to the form or process uged by the

include the Purpose of Use or setofpurposes which are permitted to be collected and used or{disclosed,

be securediin order to preserve confidentiality, integrity, availability in order to provide proof of

© ISO 2015 - All rights reserved
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Annex A
(informative)

Consent framework diagrams

Consent frameworks
Consent
Inform Specify
Personalized information, and/or Permissions Vv_hlc_h _partleS:
ES press direct discussion, leading to a decision individuals
Cgnsent Opt-in or Opt-out may lead to this scenario Denials te?ms_
organizations
Publicly accessible information, .
Implied discussion optional Published defaults apply Which purposes
Cgnsent Opt-in taken for granted
Opt-out: if occurs then becomes Explicit Consent
Which personal data
Assumed to be informed from context of care, Publishédor unpublished
As sumed no dedicated information, no discussion defaults apply Which time periods
Caonsent Opt-in taken for granted
Opt-out: if occurs then becomes Explicit Consent
Which processing:
collect
Assumed to be acceptable/legal from the situation,
No no dedicated information, no discussjon, Unpublished defaults apply store
Cqnsent Opt-in not required . use
Spught Opt-out not offered disclose
Figure A.1 — Consent frameworks
Figure A.1 describes the®©ptions that can be provided, but does not assert which options are appropriate
nor seek fo indicate whether not offering consent is appropriate or inappropriate. Denial can only|be
given explicitly, and\therefore only applies in Figure A.1 to the first of the four options. In practice,
agreemenlts andDerlials are two alternative (or combinable) ways of specifying what the consent agr¢es
or disagrges to'and are part of the specifying, not the informing, process. Capture and implementatjon
of Explicit Denial specifications can arise in any of the first three options.
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Opt-out - default options (black lines)
Consent
Inform Specify
Personalized information, and/or Permissions VV.hIC.h Pal‘tleS:
Express direct discussion, leading to a decision individuals
Consent Opt-in or Opt-out may lead to this scenario Denials te%lmS.
organizations
Publicly accessible information .
A i ' Which purpose
]mp]ied discussion optional Published defaults apply pip
Consent Opt-in taken for granted
Opt-out: if occurs then becomes Explicit Consent
Whitch personal data
Assumed to be informed from context of care, Published or unpublished
Assumed no dedicated information, no discussion defaults apply Which time periods
Consent Opt-in taken for granted
Opt-out: if occurs then becomes Explicit Consent
Which processing:
collect
Assumed to be acceptable/legal from the situation,
No no dedicated information, no discussion Unpublished'defaults apply store
Consent Opt-in not required . use
Sought Opt-out not offered disclose

Figure A.2 — Opt-out - Default options

Opt-out constitutes a process provided!by an organization collecting data whereby a separfate action
is required in order to withhold or‘withdraw consent for a specific type of processing. In|this case,
Implied Consent requirements exist'for the organization to process personal information finless the
individual explicitly denies or wiithdraws their agreement.

The process of opting out(operates against all forms of consent that employ an active mechanism, as
welll as those which domnot, i.e. No Consent. With the case of Opt-out, the individual should take the
action of indicating thatthey do NOT wish for their data to be included in processing. Here the¢y actively
mgke a choice agaifist'the activity.
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= = =
Opt-out - if exercised (black lines)
Consent
Inform Specify
Personalized information, and/or Permissions \N_hlc_h partleS:
Express direct discussion, leading to a decision individuals
Consent Opt-in or Opt-out may lead to this scenario Denials tez.arns.
organizations
Publicly accessible information, .
A . ' Which purposes
Im plied discussion optional Published defaults apply purp
Copsent Opt-in taken for granted
Opt-out: if occurs then becomes Explicit Consent
Which personal data
Assumed to be informed from context of care, Published or unpublished
Asdumed no dedicated information, no discussion defaults apply Whiech time periods
Cohsent Opt-in taken for granted
Opt-out: if occurs then becomes Explicit Consent
Which processing:
collect
Assumed to be acceptable/legal from the situation,
No no dedicated information, no discussion Unpublished defaults apply store
Copsent Opt-in not required i use
Sdqught Opt-out not offered disclose

Figure A.3 — Opt-out - If exercised

Opt-out cpnstitutes a process provided by anlorganization which collects data whereby a separpte
action is fequired in order to withhold or-withdraw consent for a specific type of processing. In this
case, if exgrcised, the Opt-out process constitutes a type of Explicit Consent required on the part of the
organizatjon.

The procdss of opting out operat€s;against all forms of consent that employ an active mechanism)as
well as thiose which do not, i.ec"No Consent. With the case of Opt-out, the individual should take the
action of ipdicating that they(do NOT wish for their data to be included in processing. Here they actively
make a chioice against the activity.
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Opt-in - defaults: there are none!
Consent
Inform Specify
Personalized information, and/or Permissions WhldCh _lijarties'
Express direct discussion, leading to a decision ndividuals
Consent Opt-in or Opt-out may lead to this scenario Denials tegms.
organlzatlons
Publicly accessible information, .
A . ' Which purposes
Implied discussion optional Published defaults apply
Consent Opt-in taken for granted
Opt-out: if occurs then becomes Explicit Consent
Which personal data
Assumed to be informed from context of care, Published or unpublished
Assumed no dedicated information, no discussion defaults apply _\ Which time periods
Consent Opt-in taken for granted
Opt-out: if occurs then becomes Explicit Consent
Which processing]
collect
Assumed to be acceptable/legal from the situation,
No no dedicated information, no discussion Unpublished defaults apply store
Consent Opt-in not required . use
Sought Opt-out not offered disclose

Opit-in is a process whereby the data subject is required to take a separate action to expreq
explicit, prior consent for a specific type of processing. Personal information (and an associaf]
cotild be collected by an external processor acting on behalf of the collecting organization.

Thee process of opting in opefates against all forms of consent that employ an active mech

Figure A.4 — Opt-in - Defaults: None

expressed or implied. With-the case of Opt-in, the individual should take the action for any ¢onsent to
be|valid.
© IS0 2015 - All rights reserved 27
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