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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
establishe h_\,/ the respective nrgani7afinn to deal with particular fields of technical Qr‘fi\/ih/ 1ISQ _and IEC
technical gommittees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermation
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives;.Part 2.

The main| task of the joint technical committee is to prepare International Standards.,Draft Internatiopal
Standardq adopted by the joint technical committee are circulated to national bodies fér yoting. Publication [as
an International Standard requires approval by at least 75% of the national bodies casting a vote.

Attention s drawn to the possibility that some of the elements of this document'may be the subject of patent
rights. ISQ and IEC shall not be held responsible for identifying any or all such_patent rights.

ISO/IEC 29176 was prepared by Joint Technical Committee ISO/NEC JTC 1, Information technology,
Subcommiittee SC 31, Automatic identification and data capture techhiques.

iv © ISO/IEC 2011 — All rights reserved
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Introduction

There are many possible concerns regarding the authenticity and integrity of mobile radio frequency
identification (Mobile RFID) systems. For example, an unauthorized interrogator can easily read a Ull (Unique
Item Identrfrer) TID (Tag Identrfrer) and the User memory banks of ISO/IEC 18000-6 Type C tags and
1SQ ksn thig case, the
unauthorized mterrogator could gather the product mformatlon by analysrng the ull codlng rules. Therefore, a

THis International Standard is intended to address consumer privacy-protection for Mobile) RFID dervices. It
uses on technical solutions for protecting the privacy of Mobile RFID consumers.Nis scope is| limited to
sumer privacy-protection suitable for tags and interrogators conforming to ISOAEC 18000-6 Type C and
ISD/IEC 18000-3 MODE 3 RFID interfaces. Cases for other ISO/IEC 18000-X protocols are not included. In

Caonsumer privacy-protection issues may be a critical barrier to deploying Mobile RFID seryices in a
mercial field. Unless the Mobile RFID system is properly designed in"aspects of privacy protection, there
may be unexpected effects for Mobile RFID consumers. This International Standard is not requirdd for tags
ched to some items. But, it is useful for providing a technique.for protecting the consumer's information if
e tags are attached to private possessions such as purchased)jewels and medicines.

© ISO/IEC 2011 — All rights reserved \"
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Information technology — Mobile item identification and
management — Consumer privacy-protection protocol for
Mobile RFID services

Th
pr

TH
pr

the scope of this International Standard, but are covered by a variety of ether best-practice documern

2

TH
se
IS
to
M

3

Th

Scope

is International Standard specifies a consumer privacy-protection protocol for_Mobile RFID s
bvides a technical solution for addressing privacy concerns with tagged items for consumers.

ptection solution. Interrogator-to-host and host (back-end enterprise) system security issues are

Conformance

rvices. It can be applied to tags and interrogators conforming to ISO/IEC 18000-6 Typ
D/IEC 18000-3 MODE 3 RFID air interfaces and can, wherever appropriate and practicable, also
tags and interrogators other than those covered by ISO/IEC 18000-6 Type C and ISO/IE
DDE 3 RFID air interfaces.

Normative references

e following referenced documents are indispensable for the application of this document.

ervices. It

is International Standard focuses on tag-to-interrogator communications forpfoviding a consumer privacy-

not within
ts.

is International Standard is intended for use in conjunction 'with the other standards related to Mobile RFID

e C and
be applied
C 18000-3

For dated

references, only the edition cited applies. For undated references, the latest edition of the feferenced

do

IS
P4

IS
P4

IS
te

cument (including any amendments) applies.

D/IEC 18000-3, Information technology — Radio frequency identification for item management
rameters for air interface communications at 13,56 MHz

D/IEC 1800046;~Information technology — Radio frequency identification for item management
rametersAqQr air interface communications at 860 MHz to 960 MHz

D/IECA9762 (all parts), Information technology — Automatic identification and data captu
Chniques — Harmonized vocabulary

— Part 3:

— Part 6:

e (AIDC)

ISO/IEC 29172,

architecture for Mobile AIDC services
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4 Terms and definitions

For the purposes of this document,

ISO/IEC 1

4.1

8000-6, ISO/IEC 29172, and the following apply.

cover-coding
method by which an Interrogator obscures information that it is transmitting to a tag by requesting a random
number from the tag, then performing a bit-wise EXOR of the data or password with the received random
number, and, finally, transmlttlng the cover-coded (also called C|phertext) strmg to the tag, which uncovers the

data or pz
number

[ISO/IEC

NOTE
EMII with i

EMII with the same input information.

4.2

Mobile RF

electronic

Iltem Identification and Management (MIIM) technologies

5 Background

5.1 Reference model for consumer privacy-protection

This Interpational Standard considers consumer's actions’such as the purchase of some tagged items as t

reference
this referg
memory,

Standard.

Consume
(Refer to t

1) I¢akage of information. associated with the identifier;

2)

¢akage of the historical context data.

8000-6]

To cover-code an EMII (Encoded Mobile ltem Identification), an interrogator performs a hitxwise XOR of
hput information, and the interrogator uncovers the EMII by performing the bit-wise XOR |of'the cover-cod

ID terminal
device equipped with one or more Mobile RFID interrogator(s) to support the functions of Moh

model. Figure 1 illustrates an example of reading the information from a consumer's low-cost tag.
nce model using ISO/IEC 18000-6 Type-€ or ISO/IEC 18000-3 MODE 3 tags, Ull memory, T

Note that the TID remain unchanged:

privacy problems caused by.this disclosed memory data are analysed as follows in ITU-T X.11
he chapter 9 of ITU-T X.1171)for more detail):

the terms and definitions given in ISO/IEC 19762 (all parts),

ed

ile

he

In
ID

bnd User memory are easily disclosed-to Mobile RFID terminals conforming to this Internatiofal

71
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5.

T

Infernational Standard.

6.1 Goal

THe goal ef.the consumer privacy-protection protocol is to conceal the original EMIlI (Encoded M
I(:[jntifier). The consumer privacy-protection protocol consists of five phases: 1) transition to a secu
)

2
C

6 [ Consumer privacy-protection protocol

ISO/IEC 29176:2011(E)

Mobile RFID consumer

. 1 EO0121 2H AO08DH A3994 AC89H
| HLC: M | TLDc:JTCL | Class: 2 | SLOC: OK Pharm. | IC: aspirin | SC: serial number |

RFID tag

Mobile RFID te

minal

HLC: High Level Code

TLDc: Top Level Domain Code

SLOC: Second Level Organization Code
IC: Item Code

SC: Serial Code

Figure 1 — Reference model for consumer privacy-protection

P Prerequisites

He following conditions are prerequisites for defining the coensumer privacy-protection protoqg

1) The tag shall support the Access command of ISO/IEC*18000-6 Type C and ISO/IEC 18000-3

- If a tag is not able to support the Access:command, the tag shall not be used to e
consumer privacy-protection protocol of this International Standard.

2) The tag shall support a nonzero-valued access password.

- If a tag is not able to suppoft;a nonzero-valued access password, the tag shall not b
execute the consumer privacy;protection protocol of this International Standard.

3) The consumer privacy-pretection protocol does not preclude other methods of securing an R

ol of this

MODE 3.

ecute the

e used to

-1D tag.

obile ltem
red state,

acduisition of the original access password, 3) generation of the consumer's access password Tnd cover-

ing the EMII, 4) updating the memory banks, and 5) locking the memory banks.

6.2 Phase 1. Transition to secured state

The first phase is related to an action immediately after purchasing a tagged item. The purpose of this phase
is to transit the tag to the secured state. This International Standard considers two cases regarding the
access password of the tag. The first is an all zero-values access password at purchase and the other is a
nonzero-valued access password at purchase.

In the case of the all zero-valued access password, the tag in the acknowledged state can transition to the
secured state after receiving a valid Req_ RN command. Therefore, the consumer's Mobile RFID terminal can
write a new access password on the Access Passwd field of the Reserved memory bank of the tag (Refer to

© ISO/IEC 2011 — All rights reserved
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9.3.2.1 Tag memory of ISO/IEC 18000-6:2010). In this case, the second phase, acquisition of the original
access password, may be skipped because the all zero-valued access password is the default value of this
International Standard.

In the case of the nonzero-valued access password, the tag shall use the Access command with a valid
access password in order to transition to the secured state. Therefore, the consumer's Mobile RFID terminal
shall go to the next phase to acquire the original access password.

6.3 Phase 2. Acquisition of the original access password

The seco
access p3
Standard.

This Inter]
consumer

6.4 Pha

In the thirdl phase, the consumer's Mobile RFID terminal generates its own access-password and cover-cod

the EMII.

One of thg
The typicd
identifiers
Mobile Eq
can be an
identifier.

Figure 2 g
is that the
start prog
32 bits as
the termin
or selects

ssword from a host computer or a key management server is out of the scope of this Internatio

s Mobile RFID terminal.

se 3. Generation of the consumer's access password and cover-coding the EMII

['his International Standard provides for three generation methods ofithe access password.

methods is to use the Mobile RFID terminal number and the mobile device identifier of the termin
| Mobile RFID terminal number is the ITU-T E.164 telephon€) humber and the typical mobile dev

uipment Identity). In the case of a 2G CDMA mobile phone, a telephone number of 010123456
example of the terminal number and an ESN of BO000000 can be an example of the mobile dev

hows the generation method of the consumer's’access password. The main feature of this meth
access password is automatically derived, without the consumer's intervention. The Mobile RH
ram performs the SHA1 (Secure Hash Algorithm 1) and selects the MSB (Most Significant Bi
the access password. The Mobile RFID start program is a special application that an end-user
al meets initially when using Mobile,RFID services. When an end-user presses a dedicated butt
a menu icon, the Mobile RFID start program is executed.

Terminal numbep Terminal ESN (Electronic Serial Number)
(Ex: 010-0001-0001) (Ex: BOO0O0000)
\ ( \ )
SHA1

nd phase is to acquire the original access password of the tag. The transfer mechanism of the

al

hational Standard presumes that the access password of the tag is securely transferred to the

al.
ce

are ESN (Electronic Serial Number), MEID (Mobile Equipment Identifier), and IMEI (Internatiopal

78
ce

od
ID
ts)
of
on

Y
(oo )

Figure 2 — Generation of the access password without consumer's intervention

The second method uses input information from the consumer, as well as the Mobile RFID terminal number
and the mobile device identifier of the terminal. Figure 3 shows the access password generation method using
consumer information. The main feature of this method is that the access password is differently derived

© ISO/IEC 2011 — All rights reserved
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according to the consumer's input. For example, if the Mobile RFID terminal number is 01000010001, the
ESN of the terminal is BO000000, and the consumer's input from the keypad of the terminal is 1234, the
Mobile RFID start program performs the SHA1 after concatenating these values and selects the MSB 32 bits
as the access password. This method has the advantage that the consumer can also manage product
information by category. That is, if the consumer assigns the number “1000” to medical products and the
number “2000” clothing, those numbers can play the role of a group index.

Th

th
th
pa
pa

( Terminal number 1 ii ( Terminal
(Ex: 010-0001-0001) J L(Ex: B0000000) (Ex: 1234)
\ —
SHA1

( MSB 32 Bits >

e last method uses only consumer input information;, Figure 4 shows the access password ¢

specific terminal information, only the cohsumer's Mobile RFID terminal can regenerate t:l:
ssword. On the other hand, in this method, other Mobile RFID terminals can regenerate t
ssword if provided the consumer input.

Consumer’s secret
(Ex: 1234)

SHA1
|

< MSB 32 Bits )

Figure 4 — Generation of the access password using only consumer input

Figure 3 — Generation of the access password using consumer input and terminal information

eneration

method using only consumer input. The main feature*of this method is that the consumer can read the EMII of
£ tag attached to the purchased item using othertMobile RFID terminals. Since the above two mgthods use

€ access
€ access

Using the generated SHA1 output, the EMII is cover-coded. The default cover-coding algorithm is the bit-wise
XOR (eXclusive OR). The EMII shall be cover-coded with MSBs of the SHA1 output. The size of the used
MSBs is the same length as the EMII. If the length of the EMII is larger than 160 which is the size of the SHA1
output, the MSBs enough for cover-coding the EMII are used repeatedly. In addition, the CRC-16 (Cyclic
Redundancy Check) shall be computed over the PC (Protocol Control) word and the new EMII.

©lI
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6.5 Phase 4. Updating memory banks

The fourth phase is the tag memory update. Objects of this phase are the Ull field of the Ull memory bank and

the Access Passwd field of the Reserved memory bank.

In general, the identification of the tagged item can be disclosed by the EMII. Therefore, it is necessary to
update the EMII after the consumer purchases the tagged item.

The EMII can be updated with the new EMII which is the cover-coded value of the original EMII. In addition,
the CRC-16 field of the Ull memory bank can be updated with a new CRC-16.

In additior], the access password is updated with the new access password generated in phase 3.

These upfdate operations are performed in the secured state and by using the Write command or the
BlockWrit¢ command.

6.6 Phase 5. Locking memory banks

The fifth phase is to lock tag memory banks. Objects for locking are the Ull memory“bank and the Accgss
Passwd fig¢ld of the Reserved memory bank.

After phage 4, the tag remains in the secured state and has the cover-coded*EMII and the updated accqgss
password| Therefore, it is necessary to lock the related memory banks so’other interrogators cannot update

the memoyy.

The locking operations are performed by using the Lock command.yTable 1 shows the payload format of the
Lock command and the mandatory value for Mask bits and-Action bits. (Refer to 9.3.2.11.3.5 Lock|of
ISO/IEC 18000-6:2010).

Table 1 — Lock payload and usage in the phase 4

Masks and associated action fields
Kill pwd Access pwd UIl memory TID memory User memory
Bit 19 18 17 16 15 14 13 12 1 10
Mask | Meaning sk!p/ sk!p/ sk!p/ sk!p/ sk!p/ sk!p/ sk!p/ sk!p/ sk!p/ skl_p
write write write write write write write write write write
Value X X 1 X 1 X X X X X
Bit 9 8 7 6 5 4 3 2 1 0
ol al sl szl nazal azal azl aazl ol DAL
pwd pwd pwd pwd pwd pwd pwd pwd pwd DWW
Action | Meaning | read/ | read/ | read/ | read/ | read/ | read/ | read/ | read/ | read/ | read/
write write write write write write write write write write
Value X X 1 X 1 X X X X X
x: don't care

© ISO/IEC 2011 — All rights reserved
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7 Operation scenarios

7.1 Valid consumer's Mobile RFID terminal

This International Standard can be applied to any tag conforming to ISO/IEC 18000-6 Type C and
ISO/IEC 18000-3 MODE 3. Therefore, the consumer's Mobile RFID terminal should play an important role in
protecting consumer-privacy.

The following scenario is related to behaviors of the valid consumer's Mobile RFID terminal conforming to this
International Standard at the time of purchase.

1) (Consumer) Purchases tagged items
2) (Mobile RFID terminal ) Inventories tags and transitions tags to secured state

- If the access password of a tag is the all zero-valued access passwordnthe tag transitipns to the
secured state without an additional key acquisition action.

- If the access password of a tag is the nonzero-valued access password, the tag transitipns to the
secured state using the Access command after acquisition of the valid access password.

3) (Mobile RFID terminal) Generates the consumer's access password

- If the consumer input is used, a Mobile RFID start program will provide the interface to receive the
input.

4) (Mobile RFID terminal) Cover-codes the EMII
- The EMII is cover-coded with MSBs of the’\SHA1 output generated in the previous phase.
- The CRC-16 is computed over the RPC word and the cover-coded EMII.

5) (Mobile RFID terminal) Updates memory banks

- The Ul field of the Ull memory bank is updated with the new EMII which is a cover-coddd value of
the original EMII.

- The CRC-16 field-of the Ull memory bank is updated with the new CRC-16 which is cdmputed in
the previous phase.

- The Access Passwd field of the Reserved memory bank is updated with the consumef's access
password

6) (Mobile RFID terminal) Locks the updated memory banks

- The pwd-write field for the Ull memory bank is set to 1.

- The pwd-read/write field for the Access Passwd field of the Reserved memory bank is set to 1.

After possession of the tagged items, the consumer performs the following procedure to use the Mobile RFID
service.

1) (Mobile RFID terminal) Takes an inventory of the tags attached to the consumer's possessions

- If the information from the consumer's Mobile RFID terminal is used, only that terminal can uncover
the cover-coded EMII.

© ISO/IEC 2011 — All rights reserved 7
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- If the consumer input is used, a Mobile RFID start program will provide the interface to receive the
input.

2) (Mobile RFID terminal) Uncovers the cover-coded EMII
- The consumer's tags respond to the ACK command with the cover-coded EMII which is a different
value from the original EMII. The cover-coded EMII can be uncovered by the only consumer's Mobile

RFID terminal. Figure 6 shows an example of the consumer's tag inventory procedure.

3) (Consumer) Enjoys a Mobile RFID service using the EMII after uncovering.

Interrogator Tag

plain : plain data

Ihterrogator issues a Query, . -
)uery/g\djust, or QueryRepy _____ Query/Adjust/Rep coded : cover-coded data

» Tag responds' with RN16 if

RN']_@ ——————————— Slot=0
_Iinterrog/rzz\tg’r< ac.ktr:owledgr\t?il 2869 by
iBsuing with same RN16— 4 ACK(RN16)
--~_____~:::* Tag responds with {PC,
(PC, EMIL) .-~ EMII} if valid command

-

-
-
-
-
.-
-

Interrogator uncovers the cover- e
goded EMII

Figure 5 — Consumer's tag inventory

7.2 Invalid consumer's Mobile RFID terminal

In the cage of a procedure between/an invalid consumer's Mobile RFID terminal which does not know the
access pgdssword and a tag which is updated with a cover-coded EMII, the Mobile RFID terminal identifies the
cover-coded EMII as the original"EMII. Therefore, a person who is not able to generate the correct accgss
password|cannot infer the item-information from the identified EMII.

8 © ISO/IEC 2011 — All rights reserved


https://standardsiso.com/api/?name=62e1dadd883a7d1d26e5c27f03c6805a

	1 Scope
	2 Conformance
	3 Normative references
	4 Terms and definitions
	5 Background
	5.1 Reference model for consumer privacy-protection
	5.2 Prerequisites

	6 Consumer privacy-protection protocol
	6.1 Goal
	6.2 Phase 1. Transition to secured state
	6.3 Phase 2. Acquisition of the original access password
	6.4 Phase 3. Generation of the consumer's access password and cover-coding the EMII
	6.5 Phase 4. Updating memory banks
	6.6 Phase 5. Locking memory banks

	7 Operation scenarios 
	7.1 Valid consumer's Mobile RFID terminal
	7.2 Invalid consumer's Mobile RFID terminal


