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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO and IEC participate in the development of International standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IEC[TC 1.

The profcedures used to develop this document and those intended for its further maintenance are
describgd in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for t
different types of ISO documents should be noted. This document was drafted in accordaneé with t
editoria| rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

=

Attention is drawn to the possibility that some of the elements of this document may’be the subject ¢
patent rfghts. ISO shall not be held responsible for identifying any or all such patent rights. Details
any patgnt rights identified during the development of the document will be jin\the Introduction and/d
on the I§0 list of patent declarations received (see www.iso.org/patents).

= =n

(o

Any trade name used in this document is information given for the convenience of users and does nq
constitute an endorsement.

For an efplanation on the meaning of ISO specific terms and expressions related to conformity assessment,
as well gs information about ISO’s adherence to the World Trade Organization (WTO) principles in thie
Technicgl Barriers to Trade (TBT) see the following URL: www.iso.org/iso/foreword.html.

The committee responsible for this document is ISO/IECJTC 1, Information technology, Subcommittee
SC 37, Biometrics.

This sedond edition cancels and replaces the fir§t edition (ISO/IEC 2382-37:2012). Minor changes hav
been mdde to some of the terms published inithe 2012 edition and 41 new terms have been added.

D

iv © ISO/IEC 2017 - All rights reserved


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/foreword.html
https://standardsiso.com/api/?name=7cb3df281345fe5f5518f4944597fe70

ISO/IEC 2382-37:2017(E)

Introduction

The main purpose of this document is to provide a systematic description of the concepts in the subject
field of biometrics and to clarify the use of the terms in this subject field. The subject field of biometrics
is broken down into subfields.

This document is addressed to biometrics standardizers and to users of these standards.

Terms defined in this document are to be understood in the subject field of biometrics. When terms
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XIST 1N various subjectields, the current subjectrield may be indicated 1n angle brackets.

Vords that are bolded are defined in this document. Words that are not bolded are to Béyung
n their natural language sense. The authority for natural language use of terms in this documse
oncise Oxford English Dictionary, Thumb Index Edition (tenth edition, revised, 2002).

XAMPLE
andidate

biometrics> biometric reference identifier (3.3.19) of a biometric reference (3.3.16) in the b
pference database (3.3.17) determined to be similar to the biometric probe (3.3.14)

andidate
politics> a person who applies for a job or is nominated fof election
OTE When using terms defined with a qualifier (for example, “biometric xxx”), it is normal to in

ualifier on the first occurrence of the term in every paragraph, but to omit it on subsequent occurrenc
erm within the same paragraph. In broader contexts;Where the qualifier (in this case, ‘biometric’)

understood, then the qualifier may be omitted completely.

he terms in this document are listed in a systematic order under a number of general heading

he layout follows the directions givensin ISO 10241-1. Thus, the elements of an entry appe:
bllowing order:

- Entry number (mandatory);

— Preferred term(s) (mandatory);
— Admitted term(s)/(mandatory);
- Deprecated terni(s);

—  Definitiofy

- Example(s);

- Note(s).

lerstood
nt is the

iometric

clude the
es of that
s clearly

S.

ir in the
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INTERNATIONAL STANDARD ISO/IEC 2382-37:2017(E)

Information technology — Vocabulary —

Part 37:
Biometrics

Scope

his document establishes a systematic description of the concepts in the field of biometrics pe
tp recognition of human beings and reconciles variant terms in use in pre-existing biometric st
gainst the preferred terms, thereby clarifying the use of terms in this field.

wul

xcluded from the scope of this document are concepts (represented by terms) from infd
echnology, pattern recognition, biology, mathematics, etc. Biometrics uses-such fields of know
basis.

Q)

et

h principle, mode specific terms are outside of scope of this document.

Vords that are bolded are defined in this document. Words thatare not bolded are understood
atural language sense. The authority for natural languageaise of terms in this document is the
xford English Dictionary, Thumb Index Edition (tenth“€dition, revised, 2002). Words used
atural language sense are considered out-of-scope for{further definition in this document.

=0 o= <

2 Normative references

There are no normative references in this document.

Terms and definitions

L)

3.1 General concept terrns

a1
iometric (adjective)
f or having to do with biometrics (3.1.3)

O =t

sl

XAMPLE 1 Ifcorrect usage #1: ICAO resolved that face is the biometric most suited to the practiq
favel documents:

ot

HXAMPLEZ2/ Correctusage #1: ICAO resolved that face recognition is the biometric mode (3.2.5) most
he practicalities of travel documents.

—t

rtaining
andards

rmation

ledge as

in their
Concise
in their

alities of

suited to

HXAMPLE 3  Incorrect usage #2: The biometric recorded in my passport is a facial image.

EXAMPLE 4  Correct usage #2: The biometric characteristic (3.1.2) recorded in my passport is a facial

image.

Note 1 to entry: The use of biometric as a noun, to mean for example, biometric characteristic (3.1.2), is

deprecated.

Note 2 to entry: Since the late 19th century, the designations ‘biometrics’ and ‘biometry’ have been used with
the general meaning of counting, measuring and statistical analysis of any kind of data in the biological sciences

including the relevant medical sciences.

© ISO/IEC 2017 - All rights reserved
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3.1.2

biometric characteristic

DEPRECATED: biometric (noun)
biological and behavioural characteristic of an individual from which distinguishing, repeatable
biometric features (3.3.11) can be extracted for the purpose of biometric recognition (3.1.3)

EXAMPL

E Examples of biometric characteristics are: Galton ridge structure, face topography, facial ski

n

texture, hand topography, finger topography, iris structure, vein structure of the hand, ridge structure of the
palm, retinal pattern, handwritten signature dynamics, etc.

3.1.3

biometric recognition
biometrics

automa

Note 1t
refer onl

Note 2 to
any kind

Note 3 td
(3.8.2).

Note 4 tog
the full p

Note 5

ed recognition of individuals based on their biological and behavioural characteristics

entry: In the field of biometrics (as defined in this document), “Individual” is restri¢ted in scope t
/ to humans.

entry: The general meaning of biometrics encompasses counting, measuring ard statistical analysis
of data in the biological sciences including the relevant medical sciences.

entry: Biometric recognition encompasses biometric verification (3.8-3)-and biometric identificatio
entry: Automated recognition implies that a machine based systefnr is used for the recognition either fg
rocess or assisted by a human being.

0 entry: Behavioural and biological characteristics cannot be completely separated which is wh

the defijition uses ‘and’ instead of ‘and/or’. For example, a _fingerprint image results from the biologic3

characte

Note 6 td
(3.8.2)"i

3.2 Bi

3.2.1
biomet1
biometr
process

Note 1 to
sample (3
ink and g
Note 2 to

3.2.2
biometi

Fistics of the finger ridge patterns and the behaviourahdét of presenting the finger.

entry: Use of ‘authentication’ as a synonym for “biometric verification (3.8.3) or biometric identificatio
5 deprecated; the term biometric recognitioniispreferred.

ometric system terms

ic capture subsystem
¢ capture devices (3.4.1)and any sub-processes required to execute a biometric captun
[3.5.2)

entry: In some systems,Converting a signal from a biometric characteristic (3.1.2) to a captured biometr
.3.25) may include.multiple components such as a camera, photographic paper, printer, digital scanne
aper.

entry: A biometric capture subsystem can consist of only a single biometric capture device (3.4.1).

icidentification system

=

—<< -~

=

[

- O

system f{

hat'aims to perform biometric identification (3.8.2)

3.2.3

biometric system
system for the purpose of the biometric recognition (3.1.3) of individuals based on their behavioural and
biological characteristics

Note 1 to entry: A biometric system will contain both biometric (3.1.1) and non-biometric components.

3.2.4

biometric verification system
system that aims to perform biometric verification (3.8.3)

© ISO/IEC 2017 - All rights reserved
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3.25

mode

DEPRECATED: biometric (noun)

combination of a biometric characteristic (3.1.2) type, a sensor type and a processing method

Note 1 to entry: The processing algorithm may contain multiple methods, details of which may not be externally
apparent. Thus a biometric system (3.2.3) is considered as using one processing method, until it is otherwise
specified.

Note 2 to entry: Determining what constitutes a single type of sensor, processing method or biometric
cfraracteristic (3.1.2) will depend on convention. For example, CUTTeNt CONVention Is that 1mages o1 ridge| patterns
‘om both thumbs and fingers represent a single biometric characteristic (3.1.2) type, i.e. fingerprints. With
espect to sensors, infrared and optical bandwidth sensors are considered different types, but optical bandwidth
ensors are considered a single type despite imaging red, green and blue bandwidths.

n =

(F%)]

2.6
multi-modal
hultiple in at least 2 out of 3 constituents of a mode (3.2.5) in a single biometricsystem (3.2.3)

=

Note 1 to entry: Multiple implies difference in type.

3.2.7

slystem participation ratio

gdroportion of individuals eligible to use the system who do use the system
N

ote 1 to entry: Enrolled individuals are a subset of eligible individuals.

3.3 Terms for data in biometric systems

3.3.1
anonymized biometric data record
Hiometric data record (3.3.8) purposely disassociated from individual metadata

Note 1 to entry: The biometric data (3.3.6) within the biometric data record (3.3.8) ultimately remains attfibutable
tp an individual.

3.3.2

Hiometric application database

database of biometric data)(3.3.6) and associated metadata developed from and supporfing the
dperation of a biometric (3/1.1) application

ote 1 to entry: The tn€tadata may include transaction history; authorizations (e.g. age) of biometric dafa subject
B.7.5); and archivéd-biometric data (3.3.6).

ote 2 to entry{ The term application includes the policies that govern the operation of the system and|evidence
f that operation.

Q= -z

3.3
iemetric application decision

acician tao narfarm an actinn A+ thao A
oo~ O PO attio T Tt appr

o

ionlavalhacod an tho vracnltc nf A hinmotris (2 1 1
TO eV Cr oot Ot e T Eou Tt O O CeT e (2=

L=

rocess

Note 1 to entry: The application decision may include more than a comparison (3.5.7) process. For example, a
biometric capture process (3.5.2) may show that there are no characteristics to capture and a decision can be
made on this before any biometric characteristics (3.1.2) are compared.

Note 2 to entry: Biometric application decisions can be made on the basis of complex policies involving both
biometric (3.1.3) and non-biometric data.

3.34

biometric candidate

biometric reference identifier (3.3.19) of a biometric reference (3.3.16) in the biometric reference database
(3.3.17) determined to be sufficiently similar to the biometric probe (3.3.14) to warrant further analysis

© ISO/IEC 2017 - All rights reserved 3
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3.3.5
biometric candidate list
set of zero, one or more biometric candidates (3.3.4) that may be intermediate or final

Note 1 to entry: Intermediate biometric candidate lists may be produced by systems that use multi-pass
biometric identification (3.8.2).

Note 2 to entry: Biometric candidate lists may or may not be ordered.

3.3.6
biometricdata

biometric sample (3.3.21) or aggregation of biometric samples (3.3.21) at any stage of processing, e.§
biometric reference (3.3.16), biometric probe (3.3.14), biometric feature (3.3.11) or biometric property
(3.3.15)

CAS

T

Note 1 tolentry: Biometric data need not be attributable to a specific individual, e.g. Universal Background Model

3.3.7
biometric database
databasg of biometric data record(s) (3.3.8)

3.3.8
biometric data record
data recprd containing biometric data (3.3.6)

Note 1 toentry: A biometric data record may include non-biometric data«

3.39
biometric enrolment database
databasg of biometric enrolment data record(s) (3.3.10)

Note 1 tp entry: A database of biometric data (3.3.6}. fiot attributable to biometric data subjects (3.7.5) is
biometri¢ database (3.3.7), but not a biometric enrolment database, e.g. a database utilised in the training of
Universal Background Model.

[

Note 2 tq entry: The biometric enrolment database may or may not contain the biometric reference databas
(3.3.17).|Separation of the databases may_be required due to security, privacy, legislation, architectur¢,
performance, etc.

[

Note 3 td entry: A single biometric reference (3.3.16) (e.g. a fingerprint on a storage card) may be considered asfa
biometrjc enrolment database in‘some transactions.

3.3.10
biometric enrolment data record
data recprd attributed.to a biometric data subject (3.7.5), containing non-biometric data and associatef
with biopmnetric reference identifier(s) (3.3.19)

Note 1 to entry: Data can be updated after enrolment.

=

Note 2 t¢ entry: The biometric enrolment data record will either contain biometric reference data record(}
(3.3.18) or pointer(s) to biometric rejerence data record(s) (3.3.198).

Note 3 to entry: The associated biometric reference (3.3.16) may be null (for example, biometric enrolee (3.7.6)
lacks the biometric characteristic (3.1.2) or a biometric capture process (3.5.2) is pending).

3.3.11
biometric feature
numbers or labels extracted from biometric samples (3.3.21) and used for comparison (3.5.7)

Note 1 to entry: Biometric features are the output of a completed biometric feature extraction (3.5.4).

Note 2 to entry: The use of this term should be consistent with its use by the pattern recognition and mathematics
communities.

4 © ISO/IEC 2017 - All rights reserved
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Note 3 to entry: A biometric feature set can also be considered a processed biometric sample (3.3.21).
Note 4 to entry: Biometric features may be extracted from an intermediate biometric sample (3.3.30).
Note 5 to entry: Filters applied to biometric samples (3.3.21) are not themselves biometric features, however

the output of the filter applied to these samples may be. Therefore, for example, eigenfaces are not biometric
features.

3.3.12

biometric identification decision
1A I a—dacicion (D D DN o + abatbar o Lo ofio wofaopanoalc) (D D 1.0 £ o ot ] lometrlc
llltlul OUIrlr UucTuioitvuril J-J-AUJ do LU VWIILLIIVI d UIUIrricoric ICJCI DllbDLJj \J-J-.I.UJ vl d IJCI it uIial

data subject (3.7.5) is in a biometric reference database (3.3.17)

Note 1 to entry: Return of a biometric candidate list (3.3.5) is not considered a biometric identification glecision.

Note 2 to entry: A positive biometric identification (3.8.2) process is inferred from the, output of a piometric
pference identifier (3.3.19).

-

.3.13
iometric model
stored function generated from biometric data (3.3.6)

o

XAMPLE Examples of biometric models could be a Hidden Markev:Model, Gaussian Mixture Mddel or an
rtificial Neural Network.

-S|

Note 1 to entry: In most occasions, the biometric model is a storzed function which is dependent on the piometric
data subject (3.7.5).

Note 2 to entry: The function may be determined through‘raining.

ote 3 to entry: A biometric model may involve interiediate processing similar to biometric feature extraction
B.5.4).

N

(

3.3.14
hiometric probe
hiometric query
Hiometric sample (3.3.21) or biometric feature (3.3.11) set input to an algorithm for biometric comparison
(B.5.7) to a biometric reference(s) (3.3.16)
N
C
t
t

ote 1 to entry: In some comiparisons (3.5.7), a biometric reference (3.3.16) might be used as the subj¢ct of the
pmparison with other biofet¥ic references (3.3.16) or incoming biometric samples (3.3.21) used as the ¢bjects of
he comparisons (3.5.7)(Fer example, in a duplicate enrolment check, a biometric reference (3.3.16) will be used as
he subject for compafisons (3.5.7) against all other biometric references (3.3.16) in the database.

=z

ote 2 to entry: Typically in a biometric comparison (3.5.7) process, incoming biometric samples (3.3.21) serve as
he subject of éemparisons (3.5.7) against objects stored as biometric references (3.3.16) in a database.

ot

.3.15

iometric property
escriptive attributes of the biometric data subject (3.7.5) estimated or derived from the Hiometric
omple (3 3 21) by automated means

O I

EXAMPLE Fingerprints can be classified by the biometric properties of ridge-flow, i.e. arch, whorl, and
loop types. Estimates of age or gender from face recognition would also be biometric properties.

3.3.16

biometric reference

one or more stored biometric samples (3.3.21), biometric templates (3.3.22) or biometric models (3.3.13)
attributed to a biometric data subject (3.7.5) and used as the object of biometric comparison (3.5.7)

EXAMPLE Face image stored digitally on a passport, fingerprint minutiae template on a National ID card or
Gaussian Mixture Model for speaker recognition, in a database.

© ISO/IEC 2017 - All rights reserved 5


https://standardsiso.com/api/?name=7cb3df281345fe5f5518f4944597fe70

ISO/IEC 2382-37:2017(E)

Note 1 to entry: A biometric reference may be created with implicit or explicit use of auxiliary data, such as
Universal Background Models.

Note 2 to entry: The subject/object labelling in a comparison (3.5.7) might be arbitrary. In some comparisons
(3.5.7), a biometric reference might be used as the subject of the comparison with other biometric references
or incoming samples and input to an algorithm for biometric comparison (3.5.7). For example, in a duplicate
enrolment check a biometric reference will be used as the subject for comparison against all other biometric
references in the database.

3.3.17

databaseg of biometric reference data records (3.3.18)

Note 1 td entry: The biometric reference database may be a subset of the biometric enrolment database (3.3.9)),
or it may|be a separate database. Separation of the databases may be required due to security, privacy, legislatimli,
architecture, performance, etc.

3.3.18
biometric reference data record
indexed|data record containing biometric reference(s) (3.3.16)

7]

Note 1 t¢ entry: There may not be a one-to-one correspondence between biometric reference data record
and bionfetric data subjects (3.7.5), e.g. a single biometric data subject (3.7.5) might have several reference dat
records gnd in some applications, a single biometric reference data record might be associated with multipl
enrolments of a biometric data subject (3.7.5).

[

3.3.19
biometric reference identifier
pointer fo a biometric reference data record (3.3.18) in the biowietric reference database (3.3.17)

3.3.20
biometric representation
biometric sample (3.3.21) or biometric feature (3.3.11) set

Note 1 td entry: This term is used in ISO/IEC 19794 biometric data interchange format standards for labelling
sub-recofd in a biometric data record (3.3.8).

<)

3.3.21
biometric sample
analog pr digital representation’of biometric characteristics (3.1.2) prior to biometric featun
extractipn (3.5.4)

Q

EXAMPLE A record containing the image of a finger is a biometric sample.

3.3.22
biometric template

referenfge biometric feature set

set of stpred biometric features (3.3.11) comparable directly to probe biometric features (3.3.11)

EXAMPLE A record containing a set of finger minutiae is a biometric template.

Note 1 to entry: A biometric reference (3.3.16) consisting of an image, or other captured biometric sample (3.3.25),
in its original, enhanced or compressed form, is not a biometric template.

Note 2 to entry: The biometric features (3.3.11) are not considered to be a biometric template unless they are
stored for reference.

3.3.23

biometric verification decision

comparison decision (3.3.26) determining the validity of a biometric claim (3.6.4) in a verification
transaction (3.6.21)

6 © ISO/IEC 2017 - All rights reserved
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3.3.24
biometric candidate score
comparison score (3.3.27) for a biometric candidate (3.3.4)

3.3.25

C

aptured biometric sample

DEPRECATED: raw biometric sample
biometric sample (3.3.21) resulting from a biometric capture process (3.5.2)

3.3.26

Qo . O =z

Qo =z

QS =h

- =z

HXAMPLE Biometric samples (3.3.21) that have been cropped, down-sampled, compressed, or enha
exkamples-of'intermediate biometric samples.
3.3:31

hatolh (hoa Al

omparison decision

etermination of whether the biometric probe(s) (3.3.14) and biometric reference(s) (3.3.16)'l
ame biometric (3.1.1) source, based on a comparison score(s) (3.3.27), a decision policy(ies) ind
hreshold (3.3.36), and possibly other inputs

ote 1 to entry: A match (3.3.31) is a positive comparison decision. A non-match_(3.3.33) is a
omparison decision. A decision of “undetermined” may sometimes be given.

.3.27

omparison score

EPRECATED: matching score

umerical value (or set of values) resulting from a comparison (3.5:7)

ote 1 to entry: Higher does not necessarily mean more similar.

.3.28

issimilarity score

istance score

bmparison score (3.3.27) that decreases with similarity

ote 1 to entry: Unlike a distance score, a dissimilarity score does not have to meet the mathematical ¢
f a metric on a set.

.3.29

raudulent biometric enrolment data record
iometric enrolment data record (3.3.10) created or modified for the purpose of supporting wrd
riminal activity

ote 1 to entry: Records that) are inadvertently erroneous or created for test purposes are not cd
raudulent.

.3.30
htermediate biometric sample
iometric sample(3.3.21) resulting from intermediate biometric sample processing (3.5.9)

have the
luding a

negative

efinition

ngful or

nsidered

nced are

TactCIr (IToTtt)

comparison decision (3.3.26) stating that the biometric probe(s) (3.3.14) and the biometric reference
(3.3.16) are from the same source

Note 1 to entry: Historically, the word match has been used as a verb to indicate the act of comparison and
decision making. As ‘match’ is the decision coming out of the comparison (3.5.7) process, its use as a verb is
deprecated in favour of compare.

© ISO/IEC 2017 - All rights reserved
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3.3.32

mated (adjective)

of or having to do with a paired biometric probe (3.3.14) and biometric reference (3.3.16) that are from
the same biometric characteristic (3.1.2) of the same biometric data subject (3.7.5)

Note 1 to entry: While ‘match (3.3.31)’ is the result of a biometric comparison decision (3.3.26), ‘mated’ is a
statement, based on non-biometric information, concerning the origin of the source of the biometric probe
(3.3.14) and the biometric reference (3.3.16).

3.3.33

non-mafch (noun]

comparifon decision (3.3.26) stating that the biometric probe(s) (3.3.14) and the biometric referend
(3.3.16)jare not from the same source

Q

3.3.34
non-maged (adjective)

of or haying to do with a paired biometric probe (3.3.14) and biometric reference (3.3116) that are nd
from th¢ same biometric characteristic (3.1.2) of the same biometric data subject (3.7.5)

—

Note 1 td entry: While ‘non-match (3.3.33)’ is the result of a biometric comparison decision (3.3.26), ‘non-mated’
is a statdment, based on non-biometric information, concerning the origin of the source of the biometric prohe
(3.3.14) 4nd the biometric reference (3.3.16).

3.3.35
similarity score
comparifon score (3.3.27) that increases with similarity

3.3.36
threshdld (noun)
numeridal value (or set of values) at which a decision botundary exists

3.3.37
unidentified biometric data
biometric data (3.3.6) whose biometric data sybject (3.7.5) is currently unknown

3.3.38
conformant biometric reference rate
proportjon of biometric enrolment-data records (3.3.10) containing biometric references (3.3.1€6)
confornjant with system policy

[¢)

Note 1 to entry: Some biomeftri¢ 'systems (3.2.3) require the enrolment of all applicants regardless of th
availabillty of acquirable biemetric characteristics (3.1.2). This ratio, which depends upon system capabilitig
and polidies regulating acquisition of biometric samples (3.3.21), characterizes the percentage of a given enrolled
populatign that has copformant biometric references (3.3.16) in the biometric enrolment data records (3.3.10).

%)

Note 2 to entry: This,can be enumerated individually for enrolment subsystems with distinct enrolment policies.

3.3.39
biometricreference rate

£ L daad L £ Jd s )
proport OOt Dtoiretr e erromteiit aata 1 €Coias T

AW H AP o | daad £ (22 )
) tlidal Tulitalll a viuirricuoric it CJCI Crictc L-J.J..LUJ

Note 1 to entry: Some biometric systems (3.2.3) require the enrolment of all applicants regardless of the
availability of acquirable biometric characteristics (3.1.2). This ratio, which depends upon system capabilities
and policies regulating acquisition of biometric samples (3.3.21), characterizes the percentage of a given enrolled
population that has any biometric references (3.3.16) in the biometric enrolment data records (3.3.10).

Note 2 to entry: This can be enumerated individually for enrolment subsystems with distinct enrolment policies.

Note 3 to entry: Non-conformant references are considered as references.
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3.3.40
enrolment eligibility ratio
proportion of enrolment applications that are deemed eligible by policy for enrolment

Note 1 to entry: The closer this ratio is to unity the more aligned the applicants are to the eligible population.

3.3.41

r

eference ageing

changes in error rates with respect to a fixed reference caused by time-related changes in the biometric
characteristic (3.1.2)

N

N
f

N

L T LA

wn =

QD /o P

3
H
S

ote 1 to entry: Error rates generally increase with the age of the reference.

.4 Device terms

4.1

iometric capture device

evice that collects a signal from a biometric characteristic (3.1.2) and converts'it to a captured b
nmple (3.3.25)

ote 1 to entry: A signal can be generated by the biometric characteristic.(3.1.2) or generated elsew

affected by the biometric characteristic (3.1.2), for example, face illuminated by incident light.

ote 2 to entry: A biometric capture device can be any piece/of hardware (and supporting softy
rmware).

ote 3 to entry: A biometric capture device may comprisé\components such as an illumination sour

more biometric sensors, etc.

.5 Functioning terms

5.1

iometric acquisition process

iometric capture process (3.5.2) and additional processing to attempt to produce a suitable b
imple(s) (3.3.21) in accordance withthe defined policy

ote 1 to entry: In addition to the\biometric capture process (3.5.2), a biometric acquisition process m3
egmentation, quality controland other pre-processing steps.

ote 2 to entry: A biometric’acquisition process may produce multiple biometric samples (3.3.21) frox
iometric capture (3.6:3)where each biometric sample (3.3.21) is attributable to a single biometric char
B.1.2). For examplg; (1) four fingerprints in a slap image, (2) three segmented face samples of the three
captured photograph.

ote 3 to entty+'The policy defines the end point of the biometric acquisition process.

.5.2
iometric capture process

iometric

here and

vare and

€, one or

iometric

y include

h a single
pcteristic
people in

eries of actions undertaken to affect a biometric capture (3.6.3)

EXAMPLE

To obtain an International Civil Aviation Organisation (ICAO) compliant passport photograph, the

biometric capture subject (3.7.3) will have to undertake a number of steps e.g. remove glasses, look directly at the
camera and not smiling etc. These steps are the biometric capture process

Note 1 to entry: Not all biometric capture processes result in a biometric capture (3.6.3).

Note 2 to entry: The biometric capture process may involve a single biometric capture device (3.4.1) or may be
distributed over time and space in such a way that there is no single definable biometric capture device (3.4.1).
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3.5.3

biometric enrolment

DEPRECATED: registration

act of creating and storing a biometric enrolment data record (3.3.10) in accordance with an
enrolment policy

Note 1 to entry: Registration has a different meaning in the signal processing community and its use is therefore
deprecated in biometrics (3.1.3) in favour of enrolment.

Note 2 to entry: Enrolment in a biometric system (3.2.3) might, in some cases, not involve storage of biometric
data (3.3[6), Tor example, when biometric data (3.3.6) from an enrolee cannot be acquired.

3.5.4
biometric feature extraction
process ppplied to a biometric sample (3.3.21) with the intent of isolating and outputting repeatable anfd

distinct{ve numbers or labels which can be compared to those extracted from other biomeétric sample
(3.3.21)

[%)

Note 1 tp entry: The creation of filters to be applied to biometric samples (3.3.21) is hot biometric featur
extractipn, however, the application of filters to biometric samples (3.3.21) may be. Thérefore, for example, th
creation pf eigenfaces is not biometric feature extraction.

@ ©®

Note 2 td entry: Repeatable implies low variation between outputs generated from biometric samples (3.3.21) o¢f
the same| biometric data subject (3.7.5).

Note 3 td entry: Distinctive implies high variation between outputs generated from biometric samples (3.3.21) of
different|biometric data subjects (3.7.5).

Note 4 td entry: Biometric feature extraction may fail.

Note 5 to entry: Biometric feature extraction may be applied'to an intermediate biometric sample (3.3.30).

3.5.5
biometric reference adaptation
automatfic incremental updating of a biometric réference (3.3.16)

Note 1 tp entry: Biometric reference adaptation may be used to improve performance (e.g. adapting th
referenc¢ to take account of variability ‘of an individual’s biometric characteristics (3.1.2) and to mitigate
performgnce degradation (e.g. due to changes in biometric characteristics (3.1.2) over time).

3.5.6
biometric search

examing a biometric reference database (3.3.17) against a biometric probe (3.3.14) to return either
biometric candidate list{3.3.5) or a comparison decision (3.3.26) that the biometric probe (3.3.14) does g
does nof match (3.3.31)with one or more biometric references (3.3.16)

[¢)

=

%)

Note 1 to entry:‘Qutput of the biometric candidate list (3.3.5) or the comparison decision (3.3.26) implig
implemeptation ef a policy.

Note 2 td éntry: The biometric reference database (3.3.17) need not contain biometric data (3.3.6) from multipl
biometricdatasubfects (375 )-

[¢)

3.5.7

comparison

DEPRECATED: match (noun) (deprecated as a synonym for comparison)

DEPRECATED: matching (noun) (deprecated as a synonym for comparison)

estimation, calculation or measurement of similarity or dissimilarity between biometric probe(s)
(3.3.14) and biometric reference(s) (3.3.16)

3.5.8

enrol

create and store a biometric enrolment data record (3.3.10) in accordance with the biometric enrolment
(3.5.3) policy
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3.5.9
intermediate biometric sample processing
any manipulation of a biometric sample (3.3.21) that does not produce biometric features (3.3.11)

EXAMPLE Examples of intermediate biometric sample processing include cropping, down-sampling,
compression, conversion to data interchange formats standard and image enhancement.

3.5.10

one-to-one comparison
process in which biometric probe(s) (3.3.14) from one biometric data subject (3.7.5) is compared to
Hiometric reference(s] (3.3.16) from one biometric data subject (3.7.5) to produce a compagison score
3.3.27)

(
Note 1 to entry: In the case of a multi-modal (3.2.6) biometric system (3.2.3), the biometric probe (3.3.14]) and the
Hiometric reference (3.3.16) may contain multiple biometric modes (3.2.5).

ote 2 to entry: Some one-to-one comparison algorithms, i.e. those using score normalization, cohoift models
r likelihood-ratios, may require comparisons of the biometric probe (3.3.14) from)one biometric dafa subject
B.7.5) to biometric references (3.3.16) from multiple biometric data subjects (3.7.5]. Nevertheless the comparison
rore (3.3.27) generated refers to the similarity between biometric probe(s) (3.344) of one biometric data subject
B.7.5) and a biometric reference (3.3.16) of one biometric data subject (3.7.5);-therefore the process is cqnsidered
one-to-one comparison.

D NN =

.5.11

ne-to-many comparison
EPRECATED: one-to-few
rocess in which biometric probe(s) (3.3.14) of one biometric data subject (3.7.5) is compared against the
iometric references (3.3.16) of more than one biometric:data subject (3.7.5) to return a set of comparison
rores (3.3.27)

L S 0

Note 1 to entry: The term “compared” refers to comparison (3.5.7) in the biometric (3.1.1) sense.

3.5.12

dne-to-many search

drocess in which biometric probe(s) {3:3.14) of one biometric data subject (3.7.5) is searched against
the biometric references (3.3.16) of\more than one biometric data subject (3.7.5) to return a Hiometric
aandidate list (3.3.5) or a comparison decision (3.3.26)

Note 1 to entry: The term “searched”, in the above definition, refers to biometric search (3.5.6).

Note 2 to entry: Output of a biometric candidate list (3.3.5) or the comparison decision (3.3.26) implies
implementation of a policy.

.5.13
-enrolment

rocess of-establishing a new biometric reference (3.3.16) for a biometric data subject (3.7.5)| already
rolled{35.8) in the biometric enrolment database (3.3.9)

ote hto entry: Re-enrolment requires new captured biometric sample(s) (3.3.25).

Note 2 to entry: For example, re-enrolment may be required as a result of performance degradation due to major
changes in the system or biometric characteristics (3.1.2).

3.5.14

threshold (verb)

filter (verb)

eliminate biometric reference identifier(s) (3.3.19) associated with biometric reference(s) (3.3.16) and/or
identifiers for biometric probe(s) (3.3.14) that have failed to attain a level of any type of score

Note 1 to entry: Score can be quality score, comparison score (3.3.27), etc.
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3.6 Interacting terms

3.6.1
acceptable biometric capture attempt
capture attempt (3.6.8) that fulfils the requirements of a biometric capture process (3.5.2)

Note 1 to entry: Requirements of a biometric capture process (3.5.2) may be determined by the policy settings for
system and subject behaviour.

3.6.2
acquirt:l
successflully complete a biometric acquisition process (3.5.1)

3.6.3
biometric capture
obtain gnd record, in a retrievable form, signal(s) of biometric characteristic(s) (3.1.2) directly froy
individual(s), or from representation(s) of biometric characteristic(s) (3.1.2)

=)

Note 1 toentry: Representation’ is used in the natural language sense, e.g. a photograph.

Note 2 tg entry: Retrievable’ refers to the record and not the original signal.

Note 3 t¢ entry: A signal can be generated by the biometric characteristic (3.1.2) or generated elsewhere and
affected py the biometric characteristic (3.1.2). For example, face illuminated by incident light.

3.6.4
biometric claim
claim thiat a biometric capture subject (3.7.3) is or is not the bodily source of a specified or unspecified
biometric reference (3.3.16)

Note 1 toentry: A biometric claim can be made by any user\(3.7.20) of the biometric system (3.2.3).
Note 2 tgentry: The phrase “claim of identity” is often-used to label this concept.

Note 3 to|entry: Claims may be positive - i.e. thatthe biometric capture subject (3.7.3) is enrolled (3.5.8); negative|-
i.e. that the biometric capture subject (3.7.3) isnet enrolled (3.5.8), specific - i.e. that the biometric capture subjeq

(3.7.3) is|or is not enrolled (3.5.8) as a specified biometric enrolee (3.7.6); or non-specific - i.e. that the biometr
capture subject (3.7.3) is or is not among the.set or subset of biometric enrolees (3.7.6).

o~

[9)

Note 4 to entry: Biometric claims are not necessarily made by the biometric capture subject (3.7.3).
Note 5 tolentry: The biometric réferénce (3.3.16) could be on a database, card or distributed throughout a network.
Note 6 tg entry: The biométpic claim must fall within the biometric system (3.2.3) boundary.

3.6.5
biometric false acceptance
error of| acceptihg a biometric claim (3.6.4) that should have been rejected in accordance with ap
authorativestatement on the origin of the biometric probe (3.3.14) and the biometric reference (3.3.16)

3.6.6
biometric false rejection

error of rejecting a biometric claim (3.6.4) that should have been accepted in accordance with an
authorative statement on the origin of the biometric probe (3.3.14) and the biometric reference (3.3.16)

3.6.7

biometric presentation

interaction of the biometric capture subject (3.7.3) and the biometric capture subsystem (3.2.1) to obtain
a signal from a biometric characteristic (3.1.2)

Note 1 to entry: The biometric capture subject (3.7.3) may not be aware that a signal from a biometric characteristic
(3.1.2) is being captured.
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3.6.8
capture attempt
activity with the intent of producing a captured biometric sample (3.3.25)

Note 1 to entry: The capture attempt is the interface between the presentation by the biometric capture subject
(3.7.3) and the action of the biometric capture subsystem (3.2.1).

Note 2 to entry: The “activity” taken may be on the part of the biometric capture subsystem (3.2.1) or the biometric
capture subject (3.7.3).

apture task
rescribed set of biometric capture subject (3.7.3) behaviours in a capture attempt (3.6.8)

q

¢

3.6.10
dapture transaction
dne or more capture attempts (3.6.8) with the intent of acquiring all of the biomeétpic data (3.3.4) from a
BHiometric capture subject (3.7.3) necessary to produce either a biometric referérice (3.3.16) or a Hiometric
Hrobe (3.3.14)

3.6.11
dognizant presentation

dresentation made with the biometric capture subject’s (3.7.3) awareness
3
q
a

.6.12
onformant capture attempt
ctions that comply with the capture task (3.6.9)

.6.13
ooperative presentation
resentation by a cooperative biometric capturésubject (3.7.11)

ote 1 to entry: The cooperative biometric cgpture subject (3.7.11) might be untrained and perform the piometric
npture task (3.6.9) poorly or incorrectly.“Therefore, a cooperative presentation may not be a copformant
pture attempt (3.6.12).

Q Qo = = 0

.6.14

egative biometric claim
ssertion that a biometric capture subject (3.7.3) is not the source of specified or unspecified Hiometric
pference(s) (3.3.16) in a hiometric reference database (3.3.17)

N0 =

ote 1 to entry: Specified means there is a non-biometric input, such as a PIN, name or ID number, pdinting to
articular biometrieneference(s) (3.3.16). Unspecified means there is no such non-biometric input provigled.

.6.15

on-conformant capture attempt
hteractions of the biometric capture subject (3.7.3) and the biometric capture subsystem (3.2.1) that does
ot comply with the capture task (3.6.9)

oo il il e S S © solllyd

616

OO

indifferent presentation
presentation in which the biometric capture subject (3.7.3) is unconcerned that the biometric capture
process (3.5.2) is occurring

Note 1 to entry: In an indifferent presentation, the biometric capture subject (3.7.3) is behaving neither
cooperatively nor uncooperatively.
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3.6.17

positive biometric claim

assertion that a biometric capture subject (3.7.3) is the source of specified or unspecified biometric
reference(s) (3.3.16) in a biometric reference database (3.3.17)

Note 1 to entry: Specified means there is a non-biometric input, such as a PIN, name or ID number, pointing to
particular biometric reference(s) (3.3.16). Unspecified means there is no such non-biometric input provided.

3.6.18
unacceptable capture attempt
capture pfittempt (3.6.8) that does not fulfil the requirements of a biometric capture process (3.5.2)

—

Note 1 toentry: Requirements of a biometric capture process (3.5.2) may be determined by the policy settings fq
the biometric capture subsystem (3.2.1) and the biometric capture subject’s (3.7.3) behaviour.

3.6.19
uncoopegrative presentation
presentation by an uncooperative biometric capture subject (3.7.19)

Note 1 tgentry: Uncooperative presentation may or may not be a conformant capture‘attempt (3.6.12).

Note 2 t¢ entry: To be uncooperative, the biometric capture subject (3.7.3) must:ie’aware that biometric data
(3.3.6) is|being collected.

3.6.20
verification attempt
biometrjc claim (3.6.4) and capture attempt(s) (3.6.8) that together provide the inputs fd
comparison(s) (3.5.7)

—

Note 1 tgentry: The term comparison (3.5.7) refers to compatison in the biometric (3.1.1) sense.

3.6.21
verification transaction
one or njore verification attempts (3.6.20) resulting in resolution of a biometric claim (3.6.4)

3.6.22
non-cognizant presentation
presentation made without the biometric capture subject’s (3.7.3) awareness

Note 1 td entry: Biometric capture gubjéct (3.7.3) may or may not be subversive.

Note 2 t¢ entry: Biometric capture subject (3.7.3) may be aware of the general existence of biometric system
(3.2.3), bjut is unaware of the‘biometric capture attempt (3.6.8) of the system of interest.

[%)

3.6.23
capturd subject training

instructjon to aniindividual on system policy and required behaviour for submitting a biometric samp]
(3.3.21)[and,completing transactions.

[

o~

Note 1 tq entry: Instruction can be provided prior to or during the interaction of the biometric capture subjeq
(3.7.3) with the system.

Note 2 to entry: Training can be through any of assorted methods, such as a human instructor, computer-based
instruction, video presentation, printed text, or audio/visual feedback.

Note 3 to entry: Training can include instruction on eligibility, efficiency, security and timeliness.

3.6.24
capture subject habituation
degree of familiarity of a biometric capture subject (3.7.3) with the biometric capture process (3.5.2)

Note 1 to entry: A biometric capture subject (3.7.3) with substantial familiarity with the biometric capture process
(3.5.2) isreferred to as a habituated capture subject (3.7.24).
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Note 2 to entry: Habituation may be acquired through system use or observation of use by others.

3.6.25

biometric presentation attack

presentation to the biometric capture subsystem (3.2.1) with the goal of interfering with the operation
of the biometric system (3.2.3)

Note 1 to entry: Biometric presentation attacks can be implemented through a number of methods, e.g.
artefact, mutilations, replay, etc.

not being

recognized.

ote 3 to entry: Biometric systems (3.2.3) may not be able to differentiate between presentations with the goal of
interfering with the systems’ operation and non-conformant presentations.

.6.26
Hiometric capture avoidance attack
deliberate action to elude interactions with biometric systems (3.2.3)

ote 1 to entry: A biometric capture avoidance attack is characterized by the'deliberate circumventfon of the
hiometric capture subsystem (3.2.1) by the biometric capture subject (3.7.3)with the aim of not having a signal
cpptured.

.6.27
Hiometric distortion attack
dresentation of deliberately altered biometric characteristics (3.1.2)

.6.28

hiometric concealment attack
deliberately not revealing one’s own biometric characteristics (3.1.2) while interacting| with a
Hiometric sensor

ote 1 to entry: No avoidance of the biometriccapture subsystem (3.2.1) occurs in this attack.

.6.29
Hiometric impostor attack
Jresentation of biometric characteristics (3.1.2) to impersonate another individual

1.6.30

gooperative
actively working in-accordance with stated directions with the objective of successful bjometric
gperations

ote 1 to entry;/Sitccessful biometric operation might result even in absence of cooperation.

ote 2 to.entry: Does not apply to biometric capture subjects (3.7.3) or biometric presentations (3.6.7) [in covert
evironments.

ote)3 to entry: Determination of cooperative requires interpretation.

Note 4 to entry: A cooperative biometric capture subject (3.7.11) might be subversive, just as a user (3.7.20) who is
not cooperative is not necessarily subversive.

3.6.31
conformant
meeting required standards and policies

Note 1 to entry: Applied to biometric presentations (3.6.7), biometric data (3.3.6) and biometric capture subject
(3.2.3).
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3.6.32
cogniza
aware

biometri

Note 1 to

nt

¢ capture subject’s (3.7.3) knowledge of the existence of a biometric capture process (3.5.2)

entry: This term can be applied to biometric presentations (3.6.7) or biometric capture subjects (3.7.3).

3.7 Personnel terms

3.71

biometi
individu

Note 1 to

3.7.2

biomet}
agent o
subject |

EXAMPL
comparis

3.7.3
biometi
individu
Note 1 t
process (|

3.7.4
biometi
individu

resolvinig a biometric claim (3.6.4)

3.7.5
biometi
individu

Note 1 t
whose a
of indivi
contribu
of an eigg

3.7.6
biometi
biometri

ic applicant
al seeking to be enrolled (3.5.8) in a biometric enrolment database (3.3.9)

entry: Biometric applicant may or may not already be enrolled (3.5.8).

ic attendant
[ the biometric system operator (3.7.8) who directly interacts with the biometric captun
3.7.3)

)

F An immigration officer supervising a biometric capture process (3.5.2) and taking action on the
on decision (3.3.26).

ic capture subject
al who is the subject of a biometric capture process (3.5.2)

3]

o entry: The individual remains a biometric capture.subject only during the biometric captur
3.5.2)

ic characteristics examiner
al with authority to assess biometric characteristics (3.1.2) and who does so for the purpose ¢

-

ic data subject
al whose individualized bidgmetric data (3.3.6) is within the biometric system (3.2.3)

entry: The intent of the word “individualized” is to distinguish biometric data subjects from thog
bogregated data was.used in the creation of the biometric recognition (3.1.3) algorithm. Examplg
Huals contributing ‘biometric data (3.3.6) who are not biometric data subjects include those wh
ed to a UniversalBackground Model in speaker recognition systems, or who contributed to the creatio
nface basis sebin/a facial recognition system.

2 O v O

ic enralee
c datasubject (3.7.5) whose biometric data (3.3.6) is held in a biometric enrolment database (3.3.9)

3.7.7

biometric operational personnel
individuals, other than the biometric capture subjects (3.7.3), who take an active role in the operation of
the biometric system (3.2.3)

3.7.8

biometric system operator
person or organization who executes policies and procedures in the administration of a biometric

system (

16

3.2.3)
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3.79

biometric system owner

person or organization with overall accountability for the acquisition, implementation and operation of
the biometric system (3.2.3)

3.7.10
claimant
individual making a claim that can be verified biometrically

Note 1 to entry: The claimant need not be the biometric data subject (3.7.5).

3.7.11

dooperative biometric capture subject

Hiometric capture subject (3.7.3) motivated to achieve a successful completion of the biofrietric acquisition
Hrocess (3.5.1)

N

ote 1 to entry: The cooperative biometric capture subject may be subversive or nonisubversive.

3.7.12

Hiometric subversive concealer
sjubversive biometric capture subject (3.7.3) who attempts to avoid beifigymatched to their own Hiometric
reference (3.3.16)

713
iometric impostor
ubversive biometric capture subject (3.7.3) who performs.a biometric impostor attack (3.6.29)

[0 uill S]

=z

ote 1 to entry: COED defines impostor as person who assumies a false identity in order to deceive or dgfraud.

=z

ote 2 to entry: COED defines impersonate as pretend.to be (another person) for entertainment or fraud.

7.14

ndifferent biometric capture subject
iometric capture subject (3.7.3) who iS\unconcerned with the achievement of a successful Hiometric
cquisition process (3.5.1)

S T =t

od

ote 1 to entry: This implies the biometric capture subject (3.7.3) is neither cooperative nor uncooperatiyve.

.7.15

on-subversive biometric capture subject
iometric capture subject (3.7.3) who does not attempt to subvert the correct and intended system
olicy of the biometric capture subsystem (3.2.1)

.7.16

on-subversive user
ser (3.2.20)" of a biometric system (3.2.3) who does not attempt to subvert the correct and intended
ystem policy

72N =l B SV sollienlle NS

3.747

subversive biometriccapture subject
biometric capture subject (3.7.3) who attempts to subvert the correct and intended policy of the
biometric capture subsystem (3.2.1)

3.7.18
subversive user
user (3.7.20) of a biometric system (3.2.3) who attempts to subvert the correct and intended system policy

EXAMPLE An operator who lets unsanctioned subjects through, a user (3.7.20) who initiates a denial of
service attack, an administrator who allows unsanctioned function creep and a biometric capture subject (3.7.3)
who impersonates an enrolled (3.5.8) user (3.7.20).
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3.7.19
uncooperative biometric capture subject
biometric capture subject (3.7.3) motivated to not achieve a successful biometric acquisition process (3.5.1)

Note 1 to entry: The intent of the uncooperative biometric capture subject is either not to interact, or interact
improperly, with the biometric capture subsystem (3.2.1).

3.7.20

user (of a biometric system)

DEPRECATED: end user

any pergon or organization interacting in any way with a biometric system (3.2.3)

Note 1 td entry: When discussing a particular class of users involved with biometric systems (3.2.3), the-specif
term for that class should be used. For example, those users whose biometric data (3.3.6) is being collegted’shoul
be referred to as biometric capture subjects (3.7.3).

[oPIrS)

3.7.21
biometric concealer
subversive biometric capture subject (3.7.3) who performs a biometric concealmentattack (3.6.28).

3.7.22
biometric avoider
subversfve biometric capture subject (3.7.3) who performs a biometric capture avoidance attack
(3.6.26)

Note 1 tolentry: An avoider can bypass a biometric system (3.2.3) through any form of social engineering (bribery,
for example).

3.7.23
biometric distorter
subvers]ve biometric capture subject (3.7.3) who performs a biometric distortion attack (3.6.27)

3.7.24
habitualted capture subject
biometric capture subject (3.7.3) with substantial familiarity with the biometric capture process (3.5.2))

3.7.25
non-habituated capture subject
biometric capture subject (3.7.3) without substantial familiarity with the biometric capture process (3.5.4

R

3.8 Application terms

3.8.1
authentlication
the act df proving-or’showing to be of undisputed origin or veracity

—

Note 1 td entrys,Use of this term as a synonym for biometric verification (3.8.3) or biometric identification (3.8.4
is depredateds.the term biometric recognition (3.1.3) is preferred.

Note 2 to entry: This term has been used in biometrics (3.1.3) as a synonym primarily for: biometric verification
(3.8.3) application, biometric verification (3.8.3) function, but also as a synonym for biometric identification
(3.8.2) application and biometric identification (3.8.2) function.

3.8.2

biometric identification

process of searching against a biometric enrolment database (3.3.9) to find and return the biometric
reference identifier(s) (3.3.19) attributable to a single individual

Note 1 to entry: Use of the term “authentication” as a substitute for biometric identification is deprecated.
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3.8.3
biometric verification
process of confirming a biometric claim (3.6.4) through biometric comparison (3.5.7)

Note 1 to entry: Use of the term “authentication” as a substitute for biometric verification is deprecated.

3.84

duplicate biometric enrolment check

biometric identification (3.8.2) check that may be performed as a part of the biometric enrolment (3.5.3)
process to ascertain the existing enrolment status of biometric data subject (3.7.5)

iometric search (3.5.6) against a biometric enrolment database (3.3.9) to find and retuin’the Hiometric
ference identifier(s) (3.3.19) attributable to a single individual

donfirm a biometric claim (3.6.4) through biometric comparisons (3.5.7)

=z

ote 1 to entry: It is understood that, in general, biometric claims (3.6.4) ¢an‘neither be proven nor bp refuted

with certainty.

3.9 Performance terms

Jo.1

hiometric mated comparison trial

cpmparison (3.5.7) of a biometric probe (3.3.14) and a-hiometric reference (3.3.16) from the same Hiometric
dapture subject (3.7.3) and the same biometric characteristic (3.1.2) as part of a performance test

Note 1 to entry: Biometric mated comparisewtrials have historically been referred to as “genuire trials”,
however, the term “genuine” historically implied an intent on the part of the biometric data subjeqt (3.7.5).
Ultimately the trial has nothing to do with the)intention of the biometric capture subject (3.7.3).

3.9.2

hiometric non-mated comparison trial

cpmparison (3.5.7) of a biometric probe (3.3.14) and a biometric reference (3.3.16) from different
Hiometric data subjects (3.75)as part of a performance test

ote 1 to entry: Biometric non-mated comparison trials have historically been referred to as “impostor trials”
owever they do not accurately model operational system behavior in the presence of impostors.

= =z

ote 2 to entry:/A set of biometric non-mated comparison trials need not contain all possible comparisons
B.5.7) of biometric probes (3.3.14) and biometric references (3.3.16) from different biometric capturé subjects
B.7.3).

\

(

(
3.9.3
failure to acquire
HTA

failure to accept for subsequent comparison (3.5.7) the output of a biometric capture process (3.5.2), a
biometric sample (3.3.21) of the biometric characteristic (3.1.2) of interest

Note 1 to entry: Acceptance of the output of a biometric capture process (3.5.2) for subsequent comparison (3.5.7)
will depend on policy. Failure to acquire includes failure to capture (3.9.5).

Note 2 to entry: Other possible causes of failure to acquire include poor biometric sample (3.3.21) quality,
algorithmic deficiencies and biometric characteristics (3.1.2) outside the range of the system.
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394

failure-to-acquire rate

FTAR

proportion of a specified set of biometric acquisition processes (3.5.1) that were failures to acquire (3.9.3)

Note 1 to entry: The results of the biometric acquisition processes (3.5.1) may be biometric probes (3.3.14) or
biometric references (3.3.16).

Note 2 to entry: The experimenter specifies which biometric probe (3.3.14) (or biometric reference (3.3.16))
acquisitions are in the set, as well as the criteria for deeming a biometric acquisition process (3.5.1) has failed.

Note 3 td entry: The proportion is the number of processes that failed divided by the total number of biometr
acquisitign processes (3.5.1) within the specified set.

[9)

3.9.5
failure fo capture
FTC
failure qf the biometric capture process (3.5.2) to produce a captured biometric sanple (3.3.25) of the
biometric characteristic (3.1.2) of interest

Note 1 t¢ entry: The decision as to whether or not a biometric sample (3.3.21) has-been captured depends o
system policy, for example, one system may use a low-quality fingerprint wheréas“another might declare it
failure tp capture.

=]

[«5)

3.9.6
failure o enrol
FTE
failure to create and store a biometric enrolment data record-[3.3.10) for an eligible biometric captun
subject (3.7.3), in accordance with a biometric enrolment (3¢5.3) policy

)

Note 1 tgentry: Not enrolling someone ineligible to enrol (3:5.8) is not a failure to enrol.

3.9.7
failure-fo-enrol rate
FTER
proportjon of a specified set of biometriczenrolment (3.5.3) transactions that resulted in a failure tp
enrol (3.6)

=

Note 1 td entry: Basing the denominator on the number of biometric enrolment (3.5.3) transactions may result i
a higher yalue than basing it on the niimber of biometric capture subjects (3.7.3).

[oN

Note 2 tolentry: If the FTER isite measure solely transactions that fail to complete due to quality of the submitte
biometri¢ data (3.3.6) the deneminator should not include transactions that fail due to non-biometric reasons (i.¢.
lack of el|gibility due to ageor citizenship).

3.9.8
false match
comparifon (8:5.7) decision of match (3.3.31) for a biometric probe (3.3.14) and a biometric referend
(3.3.16) [that'are from different biometric capture subjects (3.7.3)

Q

Note 1 to entry: It is recognized that this definition considers the false match at the subject level only, and not at
the biometric characteristic (3.1.2) level. Sometimes a comparison (3.5.7) may be made between a biometric probe
(3.3.14) and a biometric reference (3.3.16) from different biometric characteristics (3.1.2) of a single biometric
capture subject (3.7.3). In some of these cases — for example, when comparing Galton ridges of different fingers of
the same biometric data subject (3.7.5) — a comparison decision (3.3.26) of match (3.3.31) might be considered to
be an error, while in other cases — for example, when comparing a mispronounced pass-phrase in text-dependent
speaker recognition — a comparison decision (3.3.26) of match (3.3.31) might be considered to be correct.
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3.99

false match rate

FMR

proportion of the completed biometric non-mated comparison trials (3.9.2) that result in a false
match (3.9.8)

Note 1 to entry: The value computed for the false match rate will depend on thresholds (3.3.36), and other
parameters of the comparison (3.5.7) process, and the protocol defining the biometric non-mated comparison
trials (3.9.2).

Note Zto entry: Comparisons (3.5.7) between:

- identical twins;

- different, but related biometric characteristics (3.1.2) from the same individual, such asleft and right hand
bpography will need proper consideration (see ISO/IEC 19795-1).

ot

ote 3 to entry: “Completed” refers to the computational processes required to make a comparison decision
B.3.26), i.e. failures to decide are excluded.

9.10

hlse non-match
pmparison decision (3.3.26) of “non-match” for a biometric probe (3.3:14) and a biometric reference (3.3.16)
hat are from the same biometric capture subject (3.7.3) and of thesame biometric characteristic (3.1.2)

[ Wl M SO -z

od

ote 1 to entry: There may need to be consideration on how much non-conformance to system policy onp the part
f the biometric capture subject (3.7.3) is tolerated before the probe biometric sample (3.3.21) and the piometric
pference (3.3.16) are deemed to be of different biometric characteristics (3.1.2).

nllle)]

9.11
hlse non-match rate
NMR
roportion of the completed biometric mated comparison trials (3.9.1) that result in a false ngqn-match
3.9.10)

arameters of the comparison (3.5.%7) process, and the protocol defining the biometric mated comparikson trials
B.9.1).

ote 2 to entry: “Completed’_refers to the computational processes required to make a comparison decision
B.3.26), i.e. failures to decide are excluded.

9.12
omparison trial

3
f
R
B
(
Note 1 to entry: The value computed for-the false non-match rate will depend on thresholds (3.3.36), 3nd other
P
(
\
(
3
q
single biometricprobe (3.3.14) to biometric reference (3.3.16) comparison (3.5.7) in a test of performance

3.9.13

quality'score
duarntitative value of the fitness of a biometric sample (3.3.21) to accomplish or fulfil the comparison
decision (3.3.26)

3.9.14

quality

a measure of the fitness of a biometric sample (3.3.21) to accomplish or fulfil the biometric comparison
decision (3.3.26)

Note 1 to entry: Quality is a measure of biometric utility (3.9.16).
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