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Foreword

ISO (the
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International Organization for Standardization) and IEC (the International Electrotechnical
sion) form the specialized system for worldwide standardization. National bodies that

are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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Introduction

Biometric systems can be vulnerable to presentation attacks where attackers attempt to
the system security policy by presenting their natural biometric characteristics or artefacts

subvert
holding

copied or faked characteristics. Presentation attacks can occur during enrolment or identification/
verification events. Techniques designed to detect presentation artefacts are generally different from
those to counter attacks where natural characteristics are used. Defence against presentation attacks
with natural characterlstlcs typically relies on the ablllty of a blometrlc system to discriminate

dharacteristics. This ablllty is characterlzed by the biometric recognltlon performance of the
Hiometric recognition performance and presentation attack detection have a bearing on-the
df biometric systems. Hence, the evaluation of these aspects of performance from a sectirity vi

ill become important considerations for the procurement of biometric products and systems,

jometric

system.
security
ewpoint

Hiometric products and systems share many of the properties of other IT products’and systenis which

dre amenable to security evaluation using the ISO/IEC 15408 series and ISO/IE€©18045 in the 3
ay. However, biometric systems embody certain functionality that needs specialized ey

driteria and methodology which is not addressed by the ISO/IEC 15408 Series and ISO/IEQ

tandard
aluation
18045.

ainly these relate to the evaluation of biometric recognition and presentation attack detection. These

are the functions addressed in the ISO/IEC 19989 series.

IBO/IEC 19792 describes these biometric-specific aspects and_specifies principles to be coj
during the security evaluation of biometric systems. Howeyer, it does not specify the concretd
and methodology that are needed for security evaluationdyased on the ISO/IEC 15408 series.

and systems defined in ISO/IEC 19792 and the cniteria and methodology requirements for
gvaluation based on the ISO/IEC 15408 series. ThelSO/IEC 19989 series supplements the ISO/IH
eries and ISO/IEC 18045 by providing extended security functional components togetH
upplementary activities related to theserféquirements. The extensions to the requiremg
upplementary activities found in the ISO/IEC 15408 series and ISO/IEC 18045 relate to the ey
f biometric recognition and presentation attack detection which are particular to biometric sy

O W W Wn

his document consists of the gntroduction of the general framework for the security ev
f biometric systems, including extended security functional components, and supple
nethodology and evaluatiomactivities for the evaluator. The detailed recommendations are dg
br biometric recognition-aspects in ISO/IEC 19989-2 and for presentation attack detection as
50/1EC 19989-3.

_—h = O

et

h this document, theterm "user" is used to mean the term "capture subject” used in biometric

hsidered
criteria

The ISO/IEC 19989 series provides a bridge between the evaluation principles for biometric products

security
C 15408
er with
nts and
aluation
F'stems.

aluation
mentary
veloped
pects in
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Information security — Criteria and methodology for
security evaluation of biometric systems —

Part 1:
Eramework

1 Scope

vl

or security evaluation of biometric recognition performance and presentatiomattack dete
Hiometric verification systems and biometric identification systemsthis documerit specifies:

- extended security functional components to SFR Classes in ISO/IEC 15408-2;

- supplementary activities to methodology specified in ISO/IEC"® 18045 for SAR Cl4
ISO/IEC 15408-3.

his document introduces the general framework for the secGrity evaluation of biometric

ncluding extended security functional components, and supplementary activities to meth
Uhich is additional evaluation activities and guidance/récemmendations for an evaluator t
hose activities. The supplementary evaluation activities are developed in this document W
etailed recommendations are developed in ISO/IEC<19989-2 (for biometric recognition aspg
h ISO/IEC 19989-3 (for presentation attack detection aspects). This document is applicabld
OEs for single biometric characteristic type. However, the selection of a characteristic from
haracteristics in SFRs is allowed.

Q =] = Q. ct < =

Normative references

[ NS]

—

he following documents are referred to in the text in such a way that some or all of their
onstitutes requirements of this document. For dated references, only the edition cited app
Undated references, the latestedition of the referenced document (including any amendments)

Q

]

bO/1EC 2382:2008, Information technology — Vocabulary

]

50/1EC 2382-37:2017 Information technology — Vocabulary— Part 37: Biometrics

Yt

5O/IEC 15408-1:12009, Information technology — Security techniques — Evaluation criteri
ecurity — Rart 1: Introduction and general model

N

]

50/1EG25408-2:2008, Information technology — Security techniques — Evaluation criteri
pcyrity — Part 2: Security functional components

(%)

rtion for

isses of

bystems,
odology,
handle
thile the
cts) and
only to
multiple

content
lies. For
applies.

a for IT

a for IT

I"f\/TE‘I‘ A0A00 2. I9ONN0O T fompmn adbion +oolhn
UL G T 100 0. 2000, 11 OT TiItutroTt CCCITIT

etogy
security — Part 3: Security assurance

ISO/IEC 18045:2008, Information technology — Security techniques — Methodology for IT
evaluation

3 Terms and definitions

for IT

security

For the purposes of this document, the terms and definitions given in ISO/IEC 2382:2008,

ISO/IEC 2382-37:2017, ISO/IEC 15408-1:2009, ISO/IEC 18045:2008, and the following apply.

© ISO/IEC 2020 - All rights reserved
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ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at https://www.iso.org/obp

31

attack presentation classification error rate
APCER

proportion of attack presentations using the same PAI species incorrectly classified as bona fide
presentdtions 1n a Speciiic scenario

[SOURCE: ISO/IEC 30107-3:2017, 3.2.1]
3.2
attack type

bona fide presentation
interactjon of the biometric capture subject and the biometric data,cdpture subsystem in the fashion
intended by the policy of the biometric system

Note 1 tgentry: Bona fide is analogous to normal or routine, when referring to a bona fide presentation.
Note 2 tp entry: Bona fide presentations can include those in,which the user has a low level of training d

skill. Boja fide presentations encompass the totality of gogd-faith presentations to a biometric data captur
subsystem.

D =

[SOURCE: ISO/IEC 30107-3:2017, 3.1.2]

34
bona fide presentation classification error rate
BPCER
proportjon of bona fide presentatiens incorrectly classified as presentation attacks in a specific
scenarig

[SOURCE: ISO/IEC 30107-3:2047,73.2.2]

3.5
PAI spefies
class of |presentatiofi‘attack instruments created using a common production method and based op
differenf biometrie 'characteristics

ot

EXAMPLE 1 | tAsset of fake fingerprints all made in the same way with the same materials but with differer
friction rfidge'patterns would constitute a PAI species.

EXAMPLEZ A specific type of alteration made to the fingerprints of several data capture subjects would
constitute a PAI species.

Note 1 to entry: The term “recipe” is often used to refer to how to make a PAI species.

Note 2 to entry: Presentation attack instruments of the same species may have different success rates due to
variability in the production process.

[SOURCE: ISO/IEC 30107-3:2017, 3.1.6]
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3.6
penetration testing
testing used in vulnerability analysis for vulnerability assessment, trying to defeat vulnerab

ilities of

the TOE based on the information about the TOE gathered during the relevant evaluation activities

Note 1 to entry: In the ISO/IEC 15408 series, this term is used without definition.

3.7
presentation attack

presentation to the biometric data capture subsystem with the goal of interfering with the operation of

the biometric system

Note 1 to entry: Presentation attack can be implemented through a number of methods, e.g. artefact, my
replay, etc.

Note 2 to entry: Presentation attacks may have a number of goals, e.g. impersonation or ot being recog

Note 3 to entry: Biometric systems may not be able to differentiate between biometric presentation att:
e goal of interfering with the systems operation and non-conformant presentations.

—t

SOURCE: ISO/IEC 30107-1:2016, 3.5]

[
3.8

fAresentation attack detection

RAD

adutomated determination of a presentation attack

=z

ote 1 to entry: PAD cannot infer the subject’s intent. In factit may be impossible to derive that differe
he data capture process or acquired sample.

—t

SOURCE: ISO/IEC 30107-1:2016, 3.6]

9

resentation attack instrument

Al

iometric characteristic or object used in a presentation attack

O s —

=z

ote 1 to entry: The set of PAl includes artefacts but would also include lifeless biometric characteri
temming from dead bodies).8rtaltered biometric characteristics (e.g. altered fingerprints) that ar
an attack.

[%2)

[FOURCE: ISO/IEC 30107-1:2016, 3.7]

ote 2 to entry: Exdmples of altered biometric characteristics are mutilation, surgical switching of fin
etween hands-and/or toes (See Table 1 in 5.2 of ISO/IEC 30107-1:2016).

o =z

4 Symbols and abbreviated terms

tilations,

nized.

icks with

nce from

stics (i.e.
b used in

berprints

APCER attack presentation classification error rate
BPCER bona fide presentation classification error rate
IT information technology

FAR false acceptance rate

FAU SFR class of audit

NOTE The class name is defined in ISO/IEC 15408-2. Here, F of FAU stands for functional
requirement, AU for audit. The class name is defined in this way in the ISO/IEC 15408 series. For

details, see Annex A.
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FMR false match rate
FNIR false-negative identification-error rate
FNMR false non-match rate
FPIR false-positive identification-error rate
FPT SFR class of protection of the TSF
NOTE See NOTE to FAU.
FRR false rejection rate
FTAR failure-to-acquire rate
FTER failure-to-enrol rate
PAD presentation attack detection
PAI presentation attack instrument
PP protection profile
SAR security assurance requirement
SFR security functional requirement
ST security target
TOE target of evaluation
TSF TOE security functionality
TSFI TSF interface
5 Gemneral remarks
In additjon to the requirements and recommendations provided in Clause 7 and Clause 8, those ip
ISO/IEC|15408-2 shall be applied.
In additfion to the requifements and recommendations provided in Clause 9 to Clause 15, those ip
ISO/IEC|15408-3 andISO/IEC 18045 shall be applied.
Annex D provideshackground information on supplementary activities for PAD evaluation.

The definitipfivef authentication can be found in ISO/IEC 2382.

biometric characteristic, biometric concealer, biometric enrolee, biometric enrolment, blometrlc
enrolment database, biometric feature, biometric identification, biometric impostor, biometric
presentation, biometric recognition, biometrics, biometric reference, biometric sample, biometric
system, biometric verification, comparison, enrol, failure-to-acquire rate, failure-to-enrol rate, alse
match rate, false-negative identification-error rate, false non-match rate, false-positive identification-
error rate, identify, match (noun) and threshold (noun) can be found in ISO/IEC 2382-37.

NOTE1 In this document, the expression "capture device" is sometimes used instead of "biometric capture
device".

NOTE 2 In this document, the expression "concealer” is sometimes used instead of "biometric concealer".

NOTE 3  In this document, the expression "impostor"” is sometimes used instead of "biometric impostor".

4 © ISO/IEC 2020 - All rights reserved
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The definitions of administrator, assignment, assurance, attack potential, class, component, confirm,
delivery, describe, determine, developer, development, element, ensure, evaluation, extension, family,
guidance documentation, identity, interaction, interface, life-cycle, object, operation (on a component
of ISO/IEC 15408), operation, operational environment, potential vulnerability, Protection Profile,
Protection Profile evaluation, security requirement, Security Target, ST evaluation, subject, target
of evaluation, TOE security functionality, TSF data, TSF interface, TSF self-protection, verify and
vulnerability can be found in ISO/IEC 15408-1.

NOTE4  The second "operation" is related to the AGD class.

The definitions of action, activity, check, examine, methodology, report, scheme, sub-actiyity and
work unit can be found in ISO/IEC 18045.

6 Vulnerabilities in biometric systems and security evaluation

6.1 Categorization of common vulnerabilities of biometric systems

Ih ISO/IEC 19792:2009, 8.3, common vulnerabilities of biometric systems are categorized [into the
fbllowing ten factors:

d) performance limitations;

h) artefact of biometric characteristics;

d modification of biometric characteristics;

d) difficulty of concealing biometric characteristics;

g) similarity due to blood relationship;

f) special biometric characteristics;

gd) synthesized wolf biometric samples;

H) hostile environment;

i} procedural vulnerabilitieS\around the enrolment process; and

leakage and alteratigh,of biometric data.

—

OTE1  All of the facters listed above are not vulnerabilities of biometric systems but each is related to them.
n this document, the. vulnerabilities of the factors or those related to factors, and their relations to| security
valuation are censidered.

QD = =z

wwl

igure 1 shows the relationship between the vulnerability factors described in ISO/IEC 19792 and the
ypes of evaluation described in this document.

—
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Evaluation of biometric recognition performance

)

e —————— — — — - a) Performance limitations + 4+~ — — — — — — — -~
/ > N
i) Procedural ™ \
h) Hostile environment » vulnerabilities around \\ e m - — . \
the enrolment process / v

. /

e) Similarity due to

blood relationship

- = =] —

| I
L
I |
| b) Artefact of biometric I
{ iee . N . .
| d{ leﬁcglty of conc?al.lng ] characteristics f) Special _blc.)metrlc :
biometric characteristics characteristics :
| I
| j)|Leakage and alteration of | | Possibly-feund in :
| biometric data | evaluationof biometric
| | fedognition /
| g) Synthesized wolf | performance
| biometric samples B _/ ¢) Modification of
\ Evaluation of PAD blometrlc. ,
\ characteristics /
N ) /
~NS—_————— e —— — — - Presentation attdck — — — — — — — — -

Figure 1 — The relation of vulnerability-factors in biometric systems

Factor j] is important as related to the protection 0 TSF-data/used data (see ISO/IEC 19792). In thi
document, however, factor j) is considered onlyfrom the standpoint of its exploitation by attackers t
facilitat¢ the construction of PAIs or mounting-attacks related to biometric recognition performance.
The evaluation of measures to protect biométric data from leakage or alteration is not addressed here

[©277)

Factor &), inherent in all biometric systems, can lead to false acceptances and false rejections, and is
addressed in the biometric recognition performance evaluation. However, it can be also considered
in relation to the zero-effort attack (presentation from impostor attempts under the policy of t

evaluatipn:_They can be accidentally found as the result of the evaluation of biometric recognitio
perfor . : .
subjects giving rise to abnormally high biometric recognition performance can be encountered during
biometric recognition performance testing. This can reveal a potential vulnerability in the TOE and
relevant information should be used to inform the AVA evaluation activity.

Factor c) may be seen as a means of presentation attack that would exploit recognition weaknesses
such as those revealed with a) and f) but thus to be considered in the vulnerability analysis phase.
However, it requires extra elements beyond the scope of the objective evaluation. For example, surgery
to embed the biometric characteristic of another person requires a sacrifice by the test subject and
mimicry requires special skills to be developed by them.

Therefore, factors b), d), g), h), and i) are the factors to be evaluated in ISO/IEC 15408 evaluation
for PAD. Factor i) needs to be considered only in enrolment. Factors b), g), and h) are relevant to
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enrolment, verification, and identification, but note that factor i) is influenced by factor h) as described
in ISO/IEC 19792. A hostile environment can cause an enrolment of poor-quality biometric references
that can later be compared to similarly poor quality biometric samples (see ISO/IEC 19792:2009, 8.3.9
and 8.3.10 for further information). Note that factors h) and i) are to be evaluated in ISO/IEC 15408
evaluation for biometric recognition performance. Factor d) refers to the fact that many biometric
characteristics are not hidden and Hence, are potentially vulnerable to capture and recording for use
in the construction of PAIs to make presentation attacks (e.g. latent fingerprint images, photographs of
faces, recordings of voices). Hence, it shall be taken into account when calculating the attack potential
of an attack (see F.1). Factor g) should also be considered in biometric recognition performance
gratuation—as-weol-samples—eanbe-exploited-byan-attackonthesystenrelsewherethanenthe data
pture subsystem (e.g. via logical injection of a sample during the recognition process). Thisi$ related
b the vulnerability analysis tasks in ISO/IEC 19989-2.

[l @)

OTE2  Factor g) is indirectly related to factor f). Factor f) can be regarded as a naturally oceurring yariant of
hctor g) so that evaluation of the resistance of a TOE to synthesied wolf samples can provide an insighg into the
otential vulnerability to naturally occurring special biometric characteristics.

n attacker can have a variety of objectives: A biometric impostor would try to be recogniged as a
iometric enrolee other than themselves. A biometric concealer would £ry-“to avoid being maltched to
heir own biometric reference.
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Figure 2 —Examples of points of attack in a biometric system (from ISO/IEC 30107;1)

ol

igure 2 illustrates generic attacks against a biometric system. Among these attacks, the attack
hdicated\with arrow 1 is a presentation attack and those indicated with arrows 2 and 4 maryk places
Fherelattacks can be made against captured biometric sample data and relate to biometric recpgnition
erformance. Points of attack 2 and 4 are considered in ISO/IEC 19989-2 only when thge attack
aermariais rolated ta ovnlaiting snecific hehaviagur of hiometric recoagnition nerformance (for Xamp]e

Akl ikl dahhik =T Yt diada et i ladadei i e ShEbhihhll Y A S
algorithm weaknesses). The other aspects are covered by generic IT security evaluation approaches
and are not specific to the security evaluation of a biometric system. As a summary, the objectives of
ISO/IEC 19989-2 and ISO/IEC 19989-3 are the following.

N4 o< =

For ATE, ISO/IEC 19989-2 deals with the testing of biometric recognition performance in order to
evaluate presentations from impostor attempts under the policy of the intended use following the TOE
guidance documentation.

[SO/IEC 19989-3 deals with the testing of presentation attack detection mechanism.

For AVA, ISO/IEC 19989-2 is for all vulnerabilities that are biometric-specific (i.e. related to some extent
to biometric recognition performances), excluding those with presentation at the capture subsystem
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against the policy of the intended use following the TOE guidance documentation; ISO/IEC 19989-3 is
related to any vulnerability with a presentation attack at the capture subsystem which is made against
the policy of the intended use following the TOE guidance documentation.

NOTE 3

Vulnerabilities possibly combined with IT vulnerabilities to those above mentioned are also in scope

of security evaluation based on ISO/IEC 15408.

6.2 Biometric system and presentation attack detection

biometr
stage, th
enrolms
a biome

representation of a biometric system containing a PAD subsystem. The PAD subsystenrfunctionality i

typically
the one
processi

Figure 3
subsystd
is incory

ic
e
the biometric system for enrolment, verification, or identification. During the capture precess,
c samples are acquired from which the biometric features are extracted. At the enrolmerjt
e extracted biometric features are used to create a biometric reference that is stored in thie
nt database. At the verification/identification stage, the biometric features are used to create
ric sample for comparison against the relevant biometric reference(s). Figure-3-isa conceptus

1
S
r not implemented as a distinct subsystem as indicated in Figure 3 but is incorporated withip
or more subsystems comprising the biometric system (e.g. data capture subsystem, signal
ng subsystem).

| is a conceptual representation of a biometric system containing*a PAD subsystem. The PA
m mechanism is typically not implemented as a distinct subsystém as indicated in Figure 3 by
orated within the one or more subsystems comprising the biometric system (e.g. data captur

o D00 Y

subsyst¢m, signal processing subsystem). A presentation attack can be performed by presenting
presentgtion attack instrument (e.g. an an artificial object and-ethers used in the attack) to a biometri
system. ['he PAD subsystem is used at the verification/identification stage and also at the enrolment stagg.
R e
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Figure 3 — General biometric framework incorporating PAD subsystem (conceptual

representation)
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NOTE Figure 3 is taken from ISO/IEC 30107-1 and modified replacing an old term with bona fide
presentation. A dashed line in Figure 3 shows an interaction between the PAD subsystem and another subsystem.
"Biometric Claim" in Figure 3 means claim of biometric reference.

Figure 4, also taken from ISO/IEC 30107-1, provides additional details of the PAD subsystem which
is explained in ISO/IEC 30107-1:2016, 6.4.1, as follows:"Some PAD subsystems may not need the PAD
feature extractor. The PAD comparator and the stored PAD criteria are essential in the subsystems".

Presentation Attack Detection Subsystem

B;:,;l;d (- Common for all subjects
- Specific to each subject)

PAD O
Captured - L - 3| Feature }—> PAD | _ &) Result
data Extractor Comparator O,)

D
&

Figure 4 — Components in a general PAD_subsystem

(Comparison with PAD criteria)

IPO/IEC 30107-1:2016, 6.4.2, describes the relationship between the PAD subsystem and the other
Hiometric subsystems as follows:

[t is instructive to consider the collection and processing of the PAD data and the biometri¢ sample
data independently in both time and space. The twaforms of data may both exist or either can exist in
the absence of the other. The process of PAD can be handled by a biometric system concurrently, before,
dr after any of the subsystems. The components of the PAD subsystem may even occur separately,
Hetween and/or concurrently with more-than one subsystem. PAD output may depend on multiple
daptured biometric samples and is not nécessarily a simple binary indicator".

HAD techniques can include hardwate sensing of presentation attacks and analysis of biometri¢ sample
nd other relevant data looking_for suspicious conditions or activity. Multiple techniques|may be
ployed with decisions based on the fusing of results from each technique.

hen evaluating a PADmechanism all security relevant hardware and software components shall
e considered, including-the components that are involved in the process of gathering presentation
idence. In some cases, the normal capture sensor used in the biometric subsystem can proyide this
information. In other cases, a dedicated capture sensor for PAD may be employed. If the capture of
the recognition sample and the capture of the presentation evidence are separated in space|or time,
this can allow¢presentation attacks to target the two capture processes individually and therehy create
potential\vulnerability. Such vulnerabilities need to be assessed during the evaluation progess (see
IFO/IEG19989-3).

.30 Categorization of TOEs in relation to the type of evaluation

6.3.1 Biometric recognition performance evaluation

In the context of biometic recognition performance evaluation, TOEs are classified into two categories.
The first category is where the biometric recognition mechanism of the TOE comprises solely software
mechanisms which may be distributed through multiple subsystems but do not contain a biometric
capture device. In this category, the TOE contains the comparison subsystem at least and may contain
other subsystem(s). The second category is that the TOE comprises a complete biometric system
including the biometric capture subsystem (with a biometric capture device).

Biometric recognition performance testing shall be performed by a technical test of the biometric
recognition algorithm using a previously obtained test database containing biometric samples and
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biometric references or alternatively by a scenario test together with a test crew who are enrolled with
a given combination of other subsystems including the data capture subsystem. In the first category,
only technology evaluation is possible. In the second category, it is very likely that biometric recognition
performance testing is carried out in form of a scenario evaluation (according to ISO/IEC 19795-1) with
a test crew while both evaluations are possible.

NOTE In both of the above categories the biometric recognition performance results relate to a complete
system. In the first category, the TOE comprises only part of the complete system. In the second category, it
comprises the complete system. In the first category, the complete system that comprises the TOE and the other
subsystems that form the evaluation environment are described in the security target, and the evaluation results
only apply for that environment.

The follpwing list identifies a set of typical types of TOEs from the biometric world and gives somie
guidancg about their special aspects that need consideration.

— Softjware only TOE: a software-only TOE comprises an algorithm for comparison only or feature
extijaction and comparison. This is of specified interest in cases of composed systems in which
one|developer only provides the algorithm. In such a case, it can be useful to evahiate the security

characteristics of the algorithm under appropriate assumptions about its envitohment. Afterwards,

the plgorithm can be integrated into a wider system scope and a new evaludtion of the complete
syslem may reuse the results of the evaluation of the algorithm. Another field in which a pure
software TOE can be desirable is the smartcard world. A comparison-oh-card (or match-on-card)
systlem for example would usually only comprise the software for comparison, which is intended tp
only on a secure electronic chip.

— Conjplete system including a biometric capture device: A complete biometric system is defined als
the [TOE comprising all the relevant functionality and secutity characteristics.

The extgnded components of SFRs for biometric recognitieff performance are specified in Clause 8.

6.3.2 'AD evaluation

In the cqntext of PAD evaluation, TOEs are classified into three cases. The first case is the one which onl
containg a PAD subsystem and does not provide other biometric recognition functionalities. The secon
case is the one which contains the data-capture subsystem and quality check functionality additio
to PAD mechanism but does not contain-the comparison subsystem. The third case is the one whic
containg at least the comparison and'decision subsystems for biometric verification or identification i
additionto PAD mechanism. This Can contain data capture subsystem or not. The biometric verificatio
softwarg on smartphone, which.is not provided from a smartphone vendor, and an IC card providin
on-card|biometric comparisdnjonly, are examples of TOE of the third case which do not contain a da
capture[subsystem. Whema-PAl is rejected by a TOE in the latter two cases, the evaluator can or mal
not know whether the-rgjection was the result of detection by the PAD subsystem or for some othdr
reason quch as failuré.te acquire, poor sample quality, failure to match, timeout, etc., depending on the
information provided by the TOE to the evaluator.

The SFREs to be,applied depend on which case a TOE belongs to. If the TOE belongs to the first case of PAD
subsysté¢m;then the extended components of SFRs specified in 7.2 shall be applied. If the TOE belongs
to the sgcond case, then the extended components of SFRs specified in 7.3 shall be applied. Otherwise |f
the TOE belongs to the third case, then the extended components of SFRs specified in Clause 8 shall be
applied.

7 Extended security functional components to Class FPT: Protection of the TSF

7.1 General

This clause provides the definition of the additional families FPT_PAD and FPT_BCP of Class FPT, specified
in [SO/IEC 15408-2, which can be used in protection profiles and security targets in order to model the
security mechanisms of PAD subsystem and data capture subsystem with PAD. FPT_BCP and FPT_BCP
are families which are applied respectively to the first and the second case of TOEs given in 6.3.2.
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Some of the following SFRs have assignments that allow an ST or PP author to specify the biometric
characteristic that is used to implement the mechanism (e.g. a fingerprint). These assignments serve to
facilitate the understanding of the reader of the final ST.

Annex B provides explanatory information for the extended security functional components to Class
FPT and shall be consulted when using the components identified in Clause 7.

NOTE The Class FPTisaClass"Protection ofthe TSF" specifiedin ISO/IEC 15408-2 (see ISO/IEC15408-2:2008,
Clause 14, and also Annex A).

7.2 Presentation attack detection (FPT_PAD)

.2.1 Family behaviour
This family defines security functional requirements to detect biometric presentation attacks.

NOTE FPT_PAD is a family for a TOE of the first category classified in 6.3.2.

.2.2 Component levelling

ol

igure 5 shows the structure of this family.
|FPT_PAD Presentation attack detectio

Figure 5 — FPT_PAD presentation attack detection family

vl

PT_PAD.1 presentation attack detection, detect§“presentation attacks for biometrics mepting or
xceeding the criteria specified to the TOE.

(0]

71.2.3 Management of FPT_PAD.1

The following action can be considéted for the management functions in FMT: management of the
fdarameters used for presentation-attack detection.

~1

.2.4 Audit of FPT_PAD.1

—

he following actions should be auditable if FAU_GEN security audit data generation is included in
he PP/ST:

—

d) minimal: presentation attack detected;

o

) basic: bonafide presentation detected.

7.2.5 . _FPT_PAD.1 Presentation attack detection

Hierarchicalto:  No other components

Dependencies: FMT_MTD.3 secure TSF data
FMT_SMF.1 specification of management functions
FPT_PAD.1.1
The TSF shall be able to distinguish between bona-fide presentations and attack presentations.
FPT_PAD.1.2

If a presentation attack is detected, the following action(s) shall be performed: [assignment: list of
actions].
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FPT_PAD.1.3

If a bona fide presentation is detected, the following action(s) shall be performed: [assignment: list of

actions].

FPT_PAD.1.4

Alongw
the follo

NOTE
7.2.5.1,7

7.3 Biometric capture with presentation attack detection (FPT_BCP)

7.3.1

This family defines security functional requirements for biometric capture with-présentation attack

detectio
capture

NOTE

7.3.2

Figure ff shows the structure of this family.

FPT_BCP.1 check of biometric samples for biometric capture with presentation attack detection,
requireg the TSF to prevent gefieration of biometric samples or report the detection of presentation
attack iffpresentation attack instruments are presented.

FPT_BCP.2 biometric capture with low failure rate, requires the TSF not to generate only biometr}

samples
samples
alsoreq

7.3.3

ith the feedback about presentation attack status, detected or not detected, the TSF shall deliver

wing information: [assignment: list of information].
L AfeFaWai 140 LT DAND 1 14 DN DhAN4 23 D DA 1 D QP DA 1 4 111 1 <
I IJU/ I L1IOTU I'r1_1rAav.1.15L, 1'1'1_1TAav.l.o, 'l ' 1_1AUV.1.90,dlIu Tl 1_1AU.1.7T vwUuIlu DU TIUITIIUTI TU h)

2.5.2,7.2.5.3,and 7.2.5.4, respectively.

Family behaviour

In supported by the TSF. This family also defines the required attributesnwhich the biometric
mechanisms with presentation attack detection must be based.

FPT_BCP is a family for a TOE of the second category classified in 6.3.2,

Component levelling

|[FPT_BCP: Biometric capture with presentation attack detectior

Figure 6 — FPT_BCP Biometriecapture with presentation attack detection family

(@)

of extremely good quality in order to prevent from being used for enrolling only such biometric
to achieve apparent good performance in biometric verification/identification afterwards, and
hires the/T'SF to limit FTAR within a specified rate.

Management of FPT_BCP.1

The following actions can be considered for the management functions in FMT:

a) the

management of the TSF data, which include, for example, threshold values for quality scores to

generate biometric sample by an administrator;

b) the

management of the TSF data, which include, for example, values for detecting presentation

attack instruments by an administrator.

12
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7.3.4 Management of FPT_BCP.2

The following action can be considered for the management function in FMT: the management of the
TSF data, which include, for example, threshold values for quality scores to generate biometric sample

b

y an administrator.

7.3.5 Audit of FPT_BCP.1

The following actions should be auditable if FAU_GEN Security audit data generation is included in

the PR/ST:

d) minimal: rejection by the TSF of data that is checked as low quality or detected as-presentation
attack instrument;

H) basic: rejection or acceptance by the TSF of data that is quality checked orCifiput to bjometric
capture subsystem with presentation attack detection;

d detailed: identification of the changes to the TSF data, which include, for example, threshold values
for quality scores and detecting presentation attack instruments.

NOTE The Class FAU is a Class "Security audit” specified in ISO/IEC.15408-2 (see ISO/IEC 15408-2:2008,

(lause 14).

71.3.6 Audit of FPT_BCP.2

The following actions should be auditable if FAU_GEN, sécurity audit data generation is included in

the PP/ST:

d) minimal: rejection by the TSF of data that is checked as low quality;

h) basic: rejection or acceptance by the TSF6fdata that is quality checked;

o o

for quality scores of biometric data for capture.

.3.7 FPT_BCP.1 Check of biometric samples for capture

detailed: identification of the changesyto the TSF data, which include, for example, threshold values

ierarchical to: No other cohiponents.

ependencies: No dependencies.

PT_BCP.1.1

he TSF shallprevent the use of non-artificial presentation attack instruments for geneiation of
iometric,samples from [assignment: biometric characteristic] that has been presented by any user of
he TSF,

PT_BCP.1.2

he TSF shall prevent the use of artificial presentation attack instruments for the generation of
biometric samples from [assignment: biometric characteristic] that have been presented by any user of

the TSF.
NOTE In ISO/IEC 15408-2, FPT_BCP.1.1 and FPT_BCP.1.2 would be numbered as 7.3.7.1 and 7.3.7.2,
respectively.

7.3.8 FPT_BCP.2 Biometric capture with low failure rate

Hierarchical to: No other components.

Dependencies: No dependencies.

© ISO/IEC 2020 - All rights reserved

13


https://standardsiso.com/api/?name=448cd50bd0b8b379d14a1939aff4d173

ISO/IEC 19989-1:2020(E)

FPT_BCP.2.1

The TSF shall provide a mechanism to capture biometric data from [assignment: biometric characteristic]
with the FTAR not exceeding [assignment: defined value].

NOTE In ISO/IEC 15408-2, FPT_BCP.2.1 would be numbered as 7.3.8.1.

8 Extended security functional components to Class FIA: Identification and
authentication

8.1 General

This clause provides the definition of the additional families FIA_EBR (see 8.2), FIA_BVR (see 8.3
and FIA| BID (see 8.4) of Class FIA, specified in ISO/IEC 15408-2, which can be used~n)protectio
profiles pnd security targets in order to model the security mechanism of PAD for biometric enrolment,
verificaflion, and identification. The families are applied to the TOEs of either case in\6:3.1 of biometric
recogniffion performance evaluation and to the TOEs of the third case in 6.3.2 for PAD evaluation.

T B <

Annex ( provides explanatory information for the extended security functiehal components to Clags
FIA and|shall be consulted when using the components identified in Clause’8;

NOTE 1 | The Class FIA is a Class "ldentification and authentication" specified in ISO/IEC 15408-2:2008 (s¢
ISO/IEC 15408-2:2008, Clause 11, and also Annex A).

[¢)

NOTE 2 | From the viewpoint of PAD evaluation, the families provided in this clause are for a TOE of the third
category|classified in 6.3.2.

8.2 Enrolment of biometric reference (FIA_EBRYJ

8.2.1 Family behaviour
NOTE In ISO/IEC 15408-2, the title is "familybehaviour”.

This fanmily defines enrolment mechanisms for biometric verification/identification supported by thie
TSF. This family also defines the required attributes on which the biometric enrolment mechanismis
must be|based.

8.2.2 [Componentlevelling

Figure 7 shows the structure of this family.

|FIA_EBR: Enrolment of biometric reference

Figure 7 — FIA_EBR Enrolment of biometric reference family

FIA_EBR.1 check of biometric characteristics for enrolment, requires the TSF to prevent enrolment if
presentation attack instruments are presented.

FIA_EBR.2 biometric enrolment with low failure to enrol rate, requires the TSF to prevent from
enrolling only such biometric references of extremely good quality in order to achieve apparent good
performance in biometric verification/identification afterwards.
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8.2.3 Management of FIA_EBR.1
The following actions can be considered for the management functions in FMT:

a) the management of the TSF data, which include, for example, threshold values for quality scores to
generate biometric reference by an administrator;

b) the management of the TSF data, which include, for example, values for detecting presentation
attack instruments by an administrator.

§.2.4 Management of FIA_EBR.2

—

he following action can be considered for the management functions in FMT: the manageémeht of the
SF data, which include, for example, threshold values for quality scores to generate biometric reference
Hy an administrator.

—

§.2.5 Audit of FIA_LEBR.1

The following actions should be auditable if FAU_GEN Security audit.data generation is included in
the PP/ST:

d) minimal: rejection by the TSF of data that is checked as low ‘quality or detected as presentation
attack instrument;

h) basic: rejection or acceptance by the TSF of data thatiis/quality checked or input to presgentation
attack detection subsystem;

d detailed: identification of the changes to the TSE data, which include, for example, threshold values
for quality scores and detecting presentation‘attack instruments.

§4.2.6 Audit of FIA_EBR.2

o |

he following actions should be auditable if FAU_GEN Security audit data generation is included in
he PP/ST:

—

d) minimal: rejection by the TSF-of data that is checked as low quality;
h) basic: rejection or acceptance by the TSF of data that is quality checked;

d detailed: identification of the changes to the TSF data, which include, for example, threshold values
for quality scorés)of biometric data for enrolment.

§.2.7 FIA_EBR(1 Check of biometric samples for enrolment
Hierarchical'to: No other components.

Dependencies: No dependencies.

1A PR 11
Ty LG T

The TSF shall prevent use of non-artificial presentation attack instruments for enrolment of
[assignment: biometric characteristic] that has been presented by any user of the TSF.

FIA_EBR.1.2

The TSF shall prevent use of artificial presentation attack instruments for enrolment of [assignment:
biometric characteristic| that has been presented by any user of the TSF.

NOTE In ISO/IEC 15408-2, FIA_EBR.1.1 and FIA_EBR.1.2 would be numbered as 8.2.7.1 and 8.2.7.2
respectively.
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8.2.8 FIA_EBR.2 Biometric enrolment with low failure to enrol rate
Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_EBR.2.1

The TSF shall provide a mechanism to enrol biometric reference for [assignment: biometric
characteristic] with the FTER not exceeding [assignment: defined value].

NOTE In ISO/IEC 15408-2, FIA_EBR.2.1 would be numbered as 8.2.8.1.
8.3 Biometric verification (FIA_BVR)

8.3.1 Family behaviour

This family defines biometric verification mechanisms supported by the TSF. This family also defing
the reqyired attributes on which the biometric verification mechanisms shall be’based.

v

8.3.2 [omponent levelling

Figure § shows the structure of this family.

|FIA_BVR: Biometric verification

Figure 8 — FIA_BVR Biometric verification

—

.1 biometric verification with highiperformance, requires the TSF to limit FMR and FNMR, o
FAR and FRR respectively within a specified rate.

FIA_BVR.2 timing of the user authentication with biometric verification, allows a user to perfory
certain jctions prior to the useyauthentication with biometric verification of the user's identity.

=

FIA_BVR.3 user authentication with biometric verification before any action, requires that users are
authentfcated with biometriC verification before any other action is allowed by the TSF.

FIA_BVR.4 biometri€yerification not accepting presentation attack instruments, requires the biometric
verificafion mechanism to be able to prevent the successful use of presentation attack instrument in
verificafion attempt.

8.3.3 anagement of FIA_BVR.1

The following action can be considered for the management functions in FMT: the management of the
TSF data (including the threshold values) by an administrator.

8.3.4 Management of FIA_BVR.2
The following actions can be considered for the management functions in FMT:
a) the management of the TSF data (including the threshold values) by an administrator;

b) managing of the list of the actions that can be taken before the user is authenticated.
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8.3.5 Management of FIA_BVR.3

The following action can be considered for the management functions in FMT: the management of the
TSF data (including the threshold values) by an administrator.

8.3.6 Management of FIA_BVR.4

The following action can be considered for the management functions in FMT: the management of the
TSF data, which include, for example, values for detecting presentation attack instruments and for

ecking gualitvto generate hiometricsamnles hyv an administrator
ST o4 =] i o4

NOTE The administrator is the administrator of the biometric system.

§4.3.7 Audit of FIA_BVR.1

o

he following actions should be auditable if FAU_GEN security audit data gehération is included in
he PP/ST:

—

a) minimal: unsuccessful use of the biometric verification mechanism;
H) basic: all use of the biometric verification mechanism;

d detailed: identification of the changes to the TSF data, which-include, for example, threshold values
for biometric comparison scores used in biometric verification.

§4.3.8 Audit of FIA_BVR.2

The following actions should be auditable if FAU GEN security audit data generation is included in
the PP/ST:

a) minimal: unsuccessful use of the user authentication mechanism with biometric verificatign;
h) basic: all use of the user authenticatien mechanism with biometric verification;

d detailed: identification of the changes to the TSF data, which include, for example, threshold values
for biometric comparison scores used in biometric verification and all TSF mediated usef actions
performed before authentication with biometric verification of the user.

§4.3.9 Audit of FIA_BVR.3

The following actions should be auditable if FAU_GEN security audit data generation is included in
the PP/ST:

a) minimaktinsuccessful use of the user authentication mechanism with biometric verificatign;

h) basierall use of the user authentication mechanism with biometric verification.

d cdetailed: 1dent1f1cat10n of the changes to the TSF data, which include, for example, threshold values

{ VCTH CE PR LN L DD P-C LU R L1 F=P=t 2P P-=P-C L -P=IE £ P=P-N Ain hica At ficatin
TUTL UIUITICLLIC LUAIIIJCIL ITOVUIT OLUI LSO UoLuUu lll UIUITIC LI IC V\.'l lllLaLlUll

8.3.10 Audit of FIA_BVR.4

The following actions should be auditable if FAU_GEN security audit data generation is included in
the PP/ST:

a) minimal: rejection by the TSF of data that is checked as low quality or detected as presentation
attack instrument;

b) basic: rejection or acceptance by the TSF of data that is quality checked or input to presentation
attack detection subsystem;
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c) detailed: identification of the changes to the TSF data, which include, for example, threshold values
for quality scores and detecting presentation attack instruments.

8.3.11 FIA_BVR.1 Biometric verification with high performance

Hierarchical to:  No other components.

Dependencies: FIA_EBR.1 Check of biometric samples for enrolment

FIA_BV

The TSH
the usen
FRR] no

NOTE

8.3.12

Hierarchical to:  FIA_BVR.1 biometric verification with high accuracy

Dependg¢

FIA_BV

The TSF
the user

FIA_BV

The TS
[assignn
[assignn
require

behalf o

NOTE
respectiy

8.3.13

TIA_RD 2 N P 1 + sl 1 ol + 1 +
riAa_LDN.Z DIUIIICUIC TIT OIHIICIIU WILIT IOW I4dlTul'© LU CIIT UL T dlT

R.1.1

[=}

shall provide a biometric verification mechanism for [assignment: biometric characteristic] t
with the [selection: FMR, FAR] not exceeding [assignment: defined value] and [seleebion: FNMR,
exceeding [assignment: defined value].

In ISO/IEC 15408-2, FIA_BVR.1.1 would be numbered as 8.3.11.1.

FIA_BVR.2 Timing of user authentication with biometric verification

bncies: FIA_UID.1 timing of identification
FIA_EBR.1 check of biometric samples for ehtrolment

FIA_EBR.2 biometric enrolment with JeW failure to enrol rate
R.2.1

shall allow [assignment: list of TSF medigted actions] on behalf of the user to be performed before
is authenticated with biometric verification based on [assignment: biometric characteristic].

R.2.2

F shall provide a user authentication mechanism with biometric verification based op
nent: biometric characteristic] to the user with the [selection: FMR, FAR] not exceedinig
nent: defined value] and_[selection: FNMR, FRR] not exceeding [assignment: defined value] tp
each user to be succéssfully authenticated before allowing any other TSF-mediated actions op
f that user.

In ISO/IEC A5408-2, FIA_BVR.2.1 and FIA_BVR.2.2 would be numbered as 8.3.12.1 and 8.3.12p
ely.

FIA_BVR.3 User authentication with biometric verification before any action

Hierarchical ta: FIA_BVR 2 timing of the user authentication with biometric verification

Dependencies: FIA_UID.1 timing of identification

18

FIA_EBR.1 check of biometric samples for enrolment

FIA_EBR.2 biometric enrolment with low failure to enrol rate
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FIA_BVR.3.1

The TSF shall provide a user authentication mechanism with biometric verification based on
[assignment: biometric characteristic] to the user with the [selection: FMR, FAR] not exceeding
[assignment: defined value] and [selection: FNMR, FRR] not exceeding [assignment: defined value] to
require each user to be successfully authenticated before allowing any other TSF-mediated actions on
behalf of that user.

NOTE In150/1EC 154006-Z, FIA_BVK.3.1 would be numbered as 6.3.15.1.

§.3.14 FIA_BVR.4 Biometric verification not accepting presentation attack instruments
Hierarchical to: No other components.
ependencies: FIA_EBR.1 check of biometric samples for enrolment

RIA_BVR.4.1

o |

he TSF shall prevent use of non-artificial presentation attack instruments for [assignment: Hiometric
haracteristic] from being successfully verified.

Q

RIA_BVR.4.2

The TSF shall prevent use of artificial presentation attack instruments for [assignment: Hiometric
haracteristic] from being successfully verified.

Q

=z

OTE In ISO/IEC 15408-2, FIA_BVR.4.1 and FIABVR.4.2 would be numbered as 8.3.14.1 and 8.3.14.2
espectively.

—

8.4 Biometric identification (FIA_BID)

8.4.1 Family behaviour

—

his family defines biometric identification mechanisms supported by the TSF. This family alsq defines
he required attributes on whichrthe biometric identification mechanisms shall be based.

—

8.4.2 Component levelling

ol

igure 9 shows the stpucture of this family.

|FIA_BID: Biometric identification

Figure 9 — FIA_BID Biometric identification

FIA_BID.1 biometric identification with high performance, requires the TSF to limit FPIR and FNIR
respectively within a specified rate.

FIA_BID.2 timing of the biometric identification, allows a user to perform certain actions prior to the
biometric identification.

FIA_BID.3 biometric identification before any action, requires that users are biometriccally identified
before any other action is allowed by the TSF.
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FIA_BID.4 biometric identification not accepting presentation attack instruments, requires the
biometric identification mechanism to be able to prevent the successful use of presentation attack
instrument in a biometric identification attempt.

8.4.3 Management of FIA_BID.1

The following action can be considered for the management functions in FMT: the management of the
TSF data (including the threshold values) by an administrator.

8.4.4 PManagement of FIA_BID.Z
The follgwing actions can be considered for the management functions in FMT:
a) the management of the TSF data (including the threshold values) by an administrator;

b) maraging of the list of the actions that can be taken before the user is biometricallyidentified.

8.4.5 Management of FIA_BID.3

The follpwing action can be considered for the management functions in FMT;\the management of thie
TSF data (including the threshold values) by an administrator.

8.4.6 Management of FIA_BID.4

The follpwing action can be considered for the management funetions in FMT: the management of thie
TSF dath, which include, for example, values for detecting presentation attack instruments and fqr
checking quality to generate biometric samples by an administrator.

NOTE The administrator is the administrator of the biometric system.

8.4.7 Audit of FIA_BID.1

The follpwing actions should be auditable if-FAU_GEN security audit data generation is included ih
the PP/§T:

a) minfimal: unsuccessful use of thetbiometric identification mechanism;
b) basic: all use of the biometric identification mechanism;

c) detdiled: identificationof-the changes to the TSF data, which include, for example, threshold valugs
for biometric comparison scores used in biometric identification.

8.4.8 MAudit of FIABID.2

The follpwing-aétions should be auditable if FAU_GEN security audit data generation is included ip
the PP/4T:

b) basic: all use of the biometric identification mechanism;

c) detailed: identification of the changes to the TSF data, which include, for example, threshold values
for biometric comparison scores used in biometric identification and all TSF mediated user actions
performed before biometric identification of the user.
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8.4.9 Audit of FIA_BID.3

The following actions should be auditable if FAU_GEN security audit data generation is included in

the PP/ST:
a) minimal: unsuccessful use of the biometric identification mechanism;
b) basic: all use of the biometric identification mechanism.

c) detailed: identification of the changes to the TSF data, which include, for example, threshol

d values

C 1 - L - . IR I P 1 L. L.
101 DIVIICLIIU COMMIPAIISOIT SCOTTS USTU 1T DIVIIICUNIU TUTTILITICAUTULLL

§.4.10 Audit of FIA_BID.4

—

he following actions should be auditable if FAU_GEN security audit data generation is inc
he PP/ST:

—

d) minimal: rejection by the TSF of data that is checked as low quality or'détected as pres
attack instrument;

H) basic: rejection or acceptance by the TSF of data that is quality(checked or input to pres
attack detection subsystem;

d detailed: identification of the changes to the TSF data, which-include, for example, threshol
for quality scores and detecting presentation attack instguments.

§.4.11 FIA_BID.1 Biometric identification with high-performance

Hierarchical to: No other components.
[Jependencies: FIA_EBR.1 check of biongétric samples for enrolment
FIA_EBR.2 biometri¢-enrolment with low failure to enrol rate

RIA_BID.1.1

—]

he TSF shall provide a biometric identification mechanism based on [assignment: H
haracteristics] to the userswith the FPIR not exceeding [assignment: defined value] and H
xceeding [assignment: defiried value].

[olle)

NOTE In ISO/IEC15408-2, FIA_BID.1.1 would be numbered as 8.4.11.1.
§.4.12 FIA_BID.2 Timing of biometric identification

Hierarchieal to: FIA_BID.1 high accuracy biometric identification

Depéndencies: FIA_EBR.1 check of biometric samples for enrolment

luded in

entation

entation

d values

iometric
NIR not

FTA_EBR.Z biometric enrolment with [ow failure to enrol rate
FIA_BID.2.1

The TSF shall allow [assignment: list of TSF mediated actions] on behalf of the user to be pe
before the user is biometrically identified based on [assignment: biometric characteristics].

FIA_BID.2.2

rformed

The TSF shall provide a biometric identification mechanism based on [assignment: biometric
characteristics| to the user with the FPIR not exceeding [assignment: defined value] and FNIR not
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exceeding [assignment: defined value] to require each user to be biometrically identified before allowing
any other TSF-mediated actions on behalf of that user.

NOTE In ISO/IEC 15408-2, FIA_BID.2.1 and FIA_BID.2.2 would be numbered as 8.4.12.1 and 8.4.12.2
respectively.

8.4.13 FIA_BID.3 Biometric identification before any action

Hierarchical to: FIA_BID.2 timing of the user authentication with biometric identification

Dependéncies: FIA_EBR.1 check of biometric samples for enrolment
FIA_EBR.2 biometric enrolment with low failure to enrol rate
FIA_BID).3.1

~

The TSF shall provide a biometric identification mechanism based on [assighiment: biometric
charactgristic] to the user with the FPIR not exceeding [assignment: defined yalue] and FNIR nqt
exceeding [assignment: defined value] to require each user to be biometrically identified before allowing
any othgr TSF-mediated actions on behalf of that user.

NOTE In ISO/IEC 15408-2, FIA_BID.3.1 would be numbered as 8.4.13.1.

8.4.14 FIA_BID.4 Biometric identification not accepting presentation attack instruments
Hierarchical to: No other components.
Dependé¢ncies: FIA_EBR.1 check of biometric samples for,enrolment

FIA_BI.4.1

[}

The TSH shall prevent use of non-artificial presentation attack instruments for [assignment: biometri
charactgristic] from being successfully identified.

FIA_BIN).4.2

[}

The TSK shall prevent use of artificial presentation attack instruments for [assignment: biometr}
charactgristic] from being successfiilly identified.

NOTE In ISO/IEC 15408-2, FIA _BID.4.1 and FIA_BID.4.2 would be numbered as 8.4.14.1 and 8.4.14.2
respectiyely.

9 Supplementany.activities to ISO/IEC 18045 on Class APE: Protection Profile
evaluation

Table 1 Jists the supplementary activities to the work units in APE_INT which shall be applied only tp
the seculrity evaluation of PAD (see also D.1.1). There are no other supplementary activities in Class APlf.
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Table 1 — Supplement to APE_INT (applied to PAD)

—t

1
q

1

hke this feature in account during AVA for biometric recognition performance.

0 Supplementary activities to ISO/IEC 18045 on Class ASE; Security Target
valuation

able 2 and Table 3 list the supplementary activities to the work unitsin ASE_INT (see also D.1.

dre no other supplementary activities in Class ASE.

ac 32311:11 tr(r)lrent Work unit Supplementary activities
APE_INT.1.1E APE_INT.1-1 None
APE_INT.1-2 None
APE_INT.1-3 The evaluator shall examine the TOE overview to determine that the TOE
provides presentation attack detection mechanism.
APE INT.1-4 The evaluator shall examine the TOE overview to determine that it does
not claim error rates for presentation attack detection mechanism
APE_INT.1-5 None
NOTE It applies also to TOEs which do not claim PAD resistance, in order to check if the'evaluator|needs to

). There

Table 2 — Supplement to ASE_INT (applied to bignietric recognition performance)
E_valuator Work unit Supplementary activities
action element

ASE_INT.1.1E ASE_INT.1-1 None
ASE_INT.1-2 None
ASE_INT.1-3 None
ASE_INT.1-4 The evaluator shall examine the TOE reference to determine that ¢learly

identifies the modality that the TOE can be used for.

ASE_INT.1-5 None
ASE_INT.1-6 None
ASE_INT.1-% None
ASE_INT.1-8 None
ASE(INT.1-9 None
ASE/INT.1-10 None
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Table 3 — Supplement to ASE_INT (applied to PAD)

Evaluator

action element Work unit Supplementary activities
ASE_INT.1.1E ASE_INT.1-1 None

ASE_INT.1-2 None

ASE_INT.1-3 None

ASE_INT.1-4 The evaluator shall examine the TOE reference to determine that clearly
identifies the modality that the TOE can be used for.

ASE_INT.1-5 The evaluator shall examine the TOE overview to determine that the TOE
provides presentation attack detection mechanism.

ASE_INT.1-6 None

ASE_INT.1-7 The evaluator shall examine the TOE overview to determine that it
doesn’t claim error rates for presentation attack detectionanéchanism.

ASE_INT.1-8 None

ASE_INT.1-9 None

ASE_INT.1-10 None

11 Supplementary activities to ISO/IEC 18045 on Class ADV: Development

11.1 Sypplementary activities to security architecture ADV_ARC

Table 4

lists the supplementary activities supplemented to.the work units in the sub-activity actio
ADV_ARIC1.1E which shall be applied only to the security evaluation of PAD. ADV_ARC.1-5 is applied

the TOE|which provides biometric recognition as well asiRAD (see also D.2.1).

Table 4 — Supplement to:ADV_ARC (applied to PAD)

o=

Evaluator

action klement Work unit Supplementary activities
ADV_AR[C.1.1E ADV_ARC.1-1 None
ADV_ARC.1-2 Nofte
ADV_ARC.1-3 None
ADV_ARC.1-4 None
ADV_ARCA-~5 The evaluator shall examine the security architecture documentation

with regard to the mechanisms that ensure that the capture device and
the PAD are being presented the same biometric characteristic(s)

11.2 Sypplemeéntary activities to functional specification ADV_FSP

11.2.1

Supplementary activities to evaluation of sub-activity ADV_FSP.1

There are no supplementary activities to evaluation of sub-activity ADV_FSP.1.

11.2.2 Supplementary activities to evaluation of sub-activity ADV_FSP.2

Table 5 and Table 6 list the supplementary activities supplemented to the work units in the sub-activity

action ADV_FSP.2.1E (See also D.2.2). There are no other supplementary activities supplemented to the
evaluation of sub-activity action ADV_FSP.2.2E.
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Table 5 — Supplement to ADV_FSP.2.1E (applied to biometric recognition performance)

Evaluator Work unit Supplementary activities
action element

ADV_FSP.2.1E ADV_FSP.2-1 None
ADV_FSP.2-2 None

ADV_FSP.2-3 The evaluator shall examine the functional specification to determine
how the capture devices are used when biometric characteristics are pre-
sented if they are part of the TOE.

ADV_FSP.2-4 The evaluator shall examine the presentation of the TSFI to deterinine
that it completely identifies security relevant parameters for ¢aptyre
devices.

ADV_FSP.2-5 The evaluator shall examine the presentation of the TSFIto deterx;line
that it completely and accurately describes security rélevant parameters
associated with the TSFI for capture devices.

ADV_FSP.2-6 None
ADV_FSP.2-7 None
ADV_FSP.2-8 None

Table 6 — Supplement to ADV_FSP.2.1E (applied to PAD)

Evaluator
action element

ADV_FSP.2.1E ADV_FSP.2-1 The evaluator shall examine the functional specification to determine
that the various mechanisms used for presentation attack detectign are
described in terms(ef TSFIs.

ADV_FSP.2-2 None

ADV_FSP.2-3 The evaluatab shall examine the functional specification to determine
how the capture devices are used when biometric characteristics 4re pre-
sentedif’they are part of the TOE.

ADV_FSP.2-4 The evaluator shall examine the presentation of the TSFI to deterinine
that it completely identifies security relevant parameters for capture
devices.

Work unit Supplementary activities

ADV_FSP.2-§ The evaluator shall examine the presentation of the TSFI to deter:Eine
that it completely and accurately describes security relevant parameters
associated with the TSFI for capture devices.

ADVFSP.2-6 None
ADV _FSP.2-7 The evaluator shall examine the presentation of the TSFI to deteri[wine

that it doesn’t provide feedback on the decision of the presentation] attack
detection to the user if the TOE contains more than PAD subsyste

ADV_FSP.2-8 None

11:2.3 Supplementary activities to Evaluation of sub-activity ADV_FSP.3

Table 7 and Table 8 list the supplementary activities supplemented to the work units in the sub-activity
action ADV_FSP.3.1E (see also D.2.2). There are no other supplementary activities supplemented to the
evaluation of sub-activity action ADV_FSP.3.2E.
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Table 7 — Supplement to ADV_FSP.3.1E (applied to biometric recognition performance)

Evaluator . .
action element Work unit Supplementary activities
ADV_FSP.3.1E ADV_FSP.3-1 None

ADV_FSP.3-2 None

ADV_FSP.3-3 The evaluator shall examine the functional specification to determine
how the capture devices are used when biometric characteristics are pre-
sented if they are part of the TOE.

ADV_FSP.3-4 The evaluator shall examine the presentation of the TSFI to determine
that it completely identifies security relevant parameters for capture
devices.

ADV _FSP.3-5 The evaluator shall examine the presentation of the TSFI to determine
that it completely and accurately describes security relevant parameters
associated with the TSFI for capture devices.

ADV_FSP.3-6 None

ADV_FSP.3-7 None

ADV_FSP.3-8 None

ADV_FSP.3-9 None

Table 8 — Supplement to ADV_FSP.3.1E (applied to PAD)
Evaluator Work unit Supplemeéntary activities
action plement pp y
ADV_FSP.3.1E ADV_FSP.3-1 The evaluator shall examine the functional specification to determine
that the various mechanisms used for presentation attack detection are
described in terms of TSFIs.

ADV_FSP.3-2 None

ADV _FSP.3-3 The evaluator shall examine the functional specification to determine
how the capture devices are used when biometric characteristics are pre-
sented if they are part of the TOE.

ADV_FSP.3-4 The evaluator shall examine the presentation of the TSFI to determine
that it completely identifies security relevant parameters for capture
déyices.

ADV_FSP.3-5 The evaluator shall examine the presentation of the TSFI to determine
that it completely and accurately describes security relevant parameters
associated with the TSFI for capture devices.

ADV_FSP:3-6 None

ADV)FSP.3-7 The evaluator shall examine the presentation of the TSFI to determine
that it doesn’t provide feedback on the decision of the presentation attack
detection to the user if the TOE contains more than PAD subsystem.

ADV_FSP.3-8 None

ADV_FSP.3-9 None

11.2.4 Supplementary activities to Evaluation of sub-activity ADV_FSP.4

Table 9 and Table 10 list the supplementary activities supplemented to the work units in the sub-activity
action ADV_FSP.4.1E (see also D.2.2). There are no other supplementary activities supplemented to the
evaluation of sub-activity action ADV_FSP.4.2E.
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Table 9 — Supplement to ADV_FSP.4.1E (applied to biometric recognition performance)

Evaluator ac- . Coae
tion element Work unit Supplementary activities
ADV_FSP4.1E ADV_FSP.4-1 None
ADV_FSP4-2 None
ADV_FSP4-3 The evaluator shall examine the functional specification to determine
how the capture devices are used when biometric characteristics are
presented if they are part of the TOE.
ADV_FSP.4-4 None
ADV_FSP.4-5 None
ADV_FSP.4-6 The evaluator shall examine the presentation of the TSFI te deteymine
that it completely and accurately describes security relevant parameters
associated with the TSFI for capture devices.
ADV_FSP.4-7 None
ADV_FSP.4-8 None
ADV_FSP.4-9 None
ADV_FSP.4-10 None
Table 10 — Supplement to ADV_FSP.4.1E(applied to PAD)
Evaluator Work unit Supplementary activities
action element pp y
ADV_FSP.4.1E ADV_FSP.4-1 The evaluator shall.examine the functional specification to detefmine
that the various mechanisms used for presentation attack detectjion are
described in ternts of TSFIs.
ADV_FSP.4-2 None
ADV_FSP.4-3 The evaluator shall examine the functional specification to detefmine
howthe capture devices are used when biometric characteristicg are
presented if they are part of the TOE.
ADV_FSP.4-4 None
ADV_FSP.4-5 None
ADV_FSP.4-6 The evaluator shall examine the presentation of the TSFI to deteymine
that it completely and accurately describes security relevant parameters
associated with the TSFI for capture devices.
ADV,FSP.4-7 None
ADV_FSP.4-8 The evaluator shall examine the presentation of the TSFI to detefymine
that it doesn’t provide feedback on the decision of the presentatign at-
tack detection to the user if the TOE contains more than PAD subgystem.
ADV_FSP.4-9 None
ADV_FSP.4-10 None

[T.3 Supplementary activities to TOE design ADV_TDS

11.3.1 Supplementary activities to evaluation of sub-activity ADV_TDS.1

Table 11 lists the supplementary activities supplemented to the work units in the sub-activity action
ADV_TDS.1.1E which shall be applied only to the security evaluation of PAD (see also D.2.4). There are
no other supplementary activities supplemented to the evaluation of sub-activity action ADV_TDS.1.2E.

© ISO/IEC 2020 - All rights reserved

27


https://standardsiso.com/api/?name=448cd50bd0b8b379d14a1939aff4d173

ISO/IEC 19989-1:2020(E)

Table 11 — Supplement to ADV_TDS.1.1E (applied to PAD)

Evaluator . oL
action element Work unit Supplementary activities
ADV_TDS.1.1E ADV_TDS.1-1 None

ADV_TDS.1-2 None

ADV_TDS.1-3 None

ADV_TDS.1-4 The evaluator shall examine the TOE design to determine that it de-
scribes biometric properties and mechanisms which are used to detect
presentation attacks are described on the subsystem level, that is, the
processing of signals acquired by the capture devices used for pres-
entation attack detection and the transformation of these signalsinto
classification of presentation attack.

ADV_TDS.1-5 The evaluator shall examine the TOE design to determine thaf the inter-
actions between the presentation attack detection mechanism and the
capturing functionality are described at the subsystenilevel.

ADV_TDS.1-6 None

11.3.2 Bupplementary activities to evaluation of sub-activity ADV_TDS.2

Table 17 lists the supplementary activities supplemented to the work {inits in the sub-activity actio

ADV_TDF.2.1E which shall be applied only to the security evaluatiow of PAD (see also D.2.4). There ar
no other supplementary activities supplemented to the evaluation®fjsub-activity action ADV_TDS.2.2E.

Table 12 — Supplement to ADV_TDS.2.1E (applied to PAD)

n
c

Evaluator ac-

tion element Work unit Supplementary activities
ADV_TD§.2.1E ADV_TDS.2-1 None

ADV_TDS.2-2 None

ADV_TDS.2-3 None

ADV_TDS.2-4 The evaluiator shall examine the TOE design to determine that it de-
scribes’biometric properties and mechanisms which are used to detect
preséntation attacks are described on the subsystem level, that is, the
processing of signals acquired by the capture devices used for pres-
entation attack detection and the transformation of these signals into
classification of presentation attack.

ADV_TDS.2:5 None

ADV.TDRS2-6 None

ADV_TDS.2-7 The evaluator shall examine the TOE design to determine that the inter-
actions between the presentation attack detection mechanism and the
capturing functionality are described on the subsystem level.

ADV_TDS.2-8 None

11.3.3 Supplementary activities to evaluation of sub-activity ADV_TDS.3

Table 13 lists the supplementary activities supplemented to the work units in the sub-activity action
ADV_TDS.3.1E which shall be applied only to the security evaluation of PAD (see also D.2.4). There are
no other supplementary activities supplemented to the evaluation of sub-activity action ADV_TDS.3.2E.
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Table 13 — Supplement to ADV_TDS.3.1E (applied to PAD)

Evaluator ac-

tion element Work unit Supplementary activities
ADV_TDS.3.1E ADV_TDS.3-1 None

ADV_TDS.3-2 None

ADV_TDS.3-3 None

ADV_TDS.3-4 The evaluator shall examine the TOE design to determine that it de-
scribes biometric properties and mechanisms which are used to detect
presentation attacks at the module level, that is, the processing.of signals
acquired by the capture devices used for presentation attack detection
and the transformation of these signals into classification-of pregenta-
tion attack.

ADV_TDS.3-5 None

ADV_TDS.3-6 The evaluator shall examine the TOE design to,determine that the inter-
actions between the presentation attack deteétioh mechanism and the
capturing functionality are described at thé module level.

ADV_TDS.3-7 None

ADV_TDS.3-8 None

ADV_TDS.3-9 None

ADV_TDS.3-10 None

ADV_TDS.3-11 None

ADV_TDS.3-12 None

ADV_TDS.3-13 None

ADV_TDS.3-14 None

(=Y

2.1 Supplementary activities.to,0perational user guidance AGD_OPE

12 Supplementary activities to ISQ/IEC 18045 on Class AGD: Guidance documents

Table 14 and Table 15 list the supplementary activities supplemented to the work units in the sub-
dctivity action AGD_OPE.1.1E(See also D.3.1). There are no other supplementary activities supplemented
tp the evaluation of sub-activity action AGD_OPE.1.2E.
Table 14 — Supplement to AGD_OPE.1.1E (applied to biometric recognition performapce)
Evaluator Work unit Supplementary activities
action elemeiit pp y
AGD_OPE 1+1E AGD_OPE.1-1 None

AGD_OPE.1-2 The evaluator shall examine the operational user guidance to determine
that it describes the process of presenting biometric characteristics to
the TOE if the capture devices are part of the TOE.

AGD_OPE.1-3 The evaluator shall examine the operational user guidance to determine
that it describes the secure configuration of parameters for biometric
recognition.

AGD_OPE.1-4 None

AGD_OPE.1-5 None

AGD_OPE.1-6 None

AGD_OPE.1-7 None

AGD_OPE.1-8 None

© ISO/IEC 2020 - All rights reserved
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Table 15 — Supplement to AGD_OPE.1.1E (applied to PAD)

Evaluator . oL
action element Work unit Supplementary activities
AGD_OPE.1.1E AGD_OPE.1-1 None

AGD_OPE.1-2 The evaluator shall examine the operational user guidance to determine
that it describes the process of presenting biometric characteristics to
the TOE if the capture devices are part of the TOE.

AGD_OPE.1-3 The evaluator shall examine the operational user guidance to determine
thatTtdescribes the Secure ot IgUTation Of presentation attack detec-
tion parameters.

AGD_OPE.1-4 The evaluator shall examine the operational user guidance to determing
that it describes alternative procedures that allow an operatorjt6 man-
ually override the decision of the presentation attack detection or of the
biometric recognition subsystem.

AGD_OPE.1-5 The evaluator shall examine the operational user guidafice to determing
that it describes mode of operation of the TOE that,an operator can man-
ually override the decision of the presentation attaek detection.

AGD_OPE.1-6 None

AGD_OPE.1-7 None

AGD_OPE.1-8 None

12.2 Sypplementary activities to preparative procedures AGD_PRE

Table 16

and Table 17 list the supplementary activities supplémented to the work units in the suh

activity [action AGD_PRE.1.1E which shall be applied onlycto the security evaluation of PAD (see als
D.3.2). There are no other supplementary activities supplemented to the evaluation of sub-activit]

action AGD_PRE.1.2E.

Table 16 — Supplement to AGD_PRE.1.1E (applied to biometric recognition performance)

o

Evaluator ac-

tion element Work unit Supplementary activities
AGD_PRE.1.1E AGD_PRE.1-1 None
AGD_PRE.1-2 The evaluator shall examine the provided installation procedures to

determine that they describe, in particular, parameters that modify the
security mechanism of biometric recognition (e.g. a threshold) and that
shall be configured before the initial usage of the TOE.

Table 17 — Supplement to AGD_PRE.1.1E (applied to PAD)

Evaluator ac-
tion element

Work unit

Supplementary activities

AGD_PRE.LTE

AGD_PRE.1-1

None

ACH DD 1.9

OAUU_T'INL. 174

ThC cva}uatux Jhul’l’ cz\unu‘uc thc l.ll UVidCd iuota}}atiuu lJl U\—Cdul CTOo tU
determine that they describe, in particular, parameters that modify the
security mechanism of presentation attack detection (e.g. a threshold)
and that shall be configured before the initial usage of the TOE.

13 Supplementary activities to ISO/IEC 18045 on Class ALC: Life-cycle support

13.1 Supplementary activities to CM support ALC_CMS

There are no supplementary activities supplemented to evaluation of sub-activity ALC_CMS.1,
evaluation of sub-activity ALC_CMS.2, evaluation of sub-activity ALC_CMS.3, and evaluation of sub-
activity ALC_CMS.5.
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Table 18 lists the supplementary activities supplemented to the work units in the sub-activity action
ALC_CMS.4.1E which shall be applied only to the security evaluation of PAD (see also D.4.1).

Table 18 — Supplement to ALC_CMS.4.1E (applied to PAD)

E_Ivaluator Work unit Supplementary activities
action element
ALC_CMS.4.1E ALC_CMS.4-1 The evaluator shall check that the documentation used to record details
of reported security flaws associated with the implementation includes
thaocatbhat b o oottt ool dot Fioa cogctaia did oo o4 t PAIS
............. presentationattack-detectionsystemdidrot-dete .
ALC_CMS.4-2 None
ALC_CMS.4-3 None

(=Y

>

3.2 Supplementary activities to Delivery ALC_DEL

able 19 lists the supplementary activities supplemented to the work units lin-the sub-activit
LC_DEL.1.1E which shall be applied only to the security evaluation of PAD (see also D.4.2).

Table 19 — Supplement to ALC_DEL.1.1E (applied to PAD)

y action

Evaluator . s
action element Work unit Supplementary activities
ALC_DEL.1.1E ALC_DEL.1-1 The evaluator shall examinethe delivery documentation to determine that
it describes whether the“T'OE is readily available for all kind of cystomers
or only purchased bytestricted customers.
ALC_DEL.1-2 None

=

V=

[ I Y

3.3 Supplementary activities to flaw remediation ALC_FLR
he following shall be applied to all the werk units in ALC_FLR.
he evaluator shall determine that PAIs which are falsely accepted by the presentation attack d

ystem are considered being security flaws in the developers' processes (see also D.4.3).

14 Supplementary activities to ISO/IEC 18045 on Class ATE: Tests

o8]

© ISO/IEC 2020 - All rights reserved

etection

4.1 Supplementary activities to functional tests ATE_FUN
able 20 and Table 21 list the supplementary activities supplemented to the work units in the sub-
ctivity action/ATE_FUN.1.1E (see also D.5.1).
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Table 20 — Supplement to ATE_FUN.1.1E (applied to biometric recognition performance)

Evaluator . oo
action element Work unit Supplementary activities
ATE_FUN.1.1E ATE_FUN.1-1 The evaluator shall check that the test documentation satisfies the rele-
vant requirements from [SO/IEC 19795. The evaluator shall explain any
deviation from the test procedures specified in ISO/IEC 19795 and shall
describe any potential effects and implications for the test results in the
test documentation.

ATE FIIN1-2 The evaluator shall check that the test p]nn prnvidﬁc information on da-
taset or test crew used for the developer tests on biometric recognition
performances.

ATE_FUN.1-3 None

ATE_FUN.1-4 None

ATE_FUN.1-5 None

ATE_FUN.1-6 None

ATE_FUN.1-7 None

Table 21 — Supplement to ATE_FUN.1.1E (applied to'PAD)
Evaluator Work unit Supplementary.activities
action plement pp ¥
ATE_FUN.1.1E ATE_FUN.1-1 None

ATE_FUN.1-2 The evaluator shall examine that the test plan to determine that it de-
scribes information on the attack type that were created by the develop-
er for the tests including detailed information on the PAI species such as
material information and construction manuals, method of interaction
with the capture device, and whether it is targeted against concealer or
impostor attack.

ATE_FUN.1-3 The evaluatorshall examine the test plan to determine that potential
presentation attack detection parameters are correctly configured ac-
cording to the TOE configuration described in the ST.

ATE_FUN.1-4 None

ATE_FUN.1-5 The evaluator shall examine the test documentation to determine that
all expected error rates on presentation attack detection results are
included.

ATE_FUN.1-6 The evaluator shall check that the actual test results of error rates on
presentation attack detection in the test documentation are consistent
with those expected in the test documentation.

ATEAFUN.1-7 The evaluator shall report the efforts of the developer for presentation
attack detection mechanism tests in terms of number and description of
the attack types, PAI species, and test size.

See also|ISO/IEC 19989-3.

14.2 Supplementary activities to independent testing ATE_IND

14.2.1 General

There are no supplementary activities supplemented to evaluation of sub-activity ATE_IND.3.

14.2.2 Supplementary activities to evaluation of sub-activity ATE_IND.1

Table 22 and Table 23 list the supplementary activities supplemented to the work units in ATE_IND.1

(see also D.5.2).
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Table 22 — Supplement to ATE_IND.1 (applied to biometric recognition performance)

Evaluator . oL
action element Work unit Supplementary activities
ATE_IND.1.1E ATE_IND.1-1 None
ATE_IND.1-2 None
ATE_IND.1.2E ATE_IND.1-3 The evaluator shall devise independent testing for performance evalua-
tion setting up a test crew or a test dataset.
ATE_IND.1-4 The evaluator shall produce test documentation for performance evalu-
ation which satisfies the relevant requirements from ISO/IEC 29795.
The evaluator shall explain any deviation from the test proceduies
specified in ISO/IEC 19795 and shall describe any potential effedqts and
implications for the test results in the test documentation.
ATE_IND.1-5 The evaluator shall conduct testing using test crew-which the evaluator
arranged or test data which the evaluator possesses.
ATE_IND.1-6 The evaluator shall record information of test crew or test data gs speci-
fied in ISO/IEC 19795.
ATE_IND.1-7 None
ATE_IND.1-8 The evaluator shall report in the EPRthe evaluator testing efforf on
biometric recognition performancein terms of test size, time spgnt, and
also dataset characteristics.
Table 23 — Supplement to ATE_IND.1 (applied to PAD)
Evaluator Work unit Supplementary activities
action element pp y
ATE_IND.1.1E ATE_IND.1-1 The evaluator shall examine the TOE to determine that the potential
presentation‘attack detection parameters are correctly configurgd ac-
cording-to'the TOE configuration described in the ST.
ATE_IND.1-2 None
ATE_IND.1.2E ATE_IND.1-3 The evaluator shall devise a test subset in which the evaluator uges or
rebuilds PAls created by the developer in a different manner fror that
done by the developer, such as presenting PAls in a different manfner. In
addition, the evaluator should devise their own test subset.
The evaluator should consider modifying PAls created by the deyeloper
for testing.
The evaluator should consider disabling the PAD mechanism in the TOE
to refine PAIs so that they can falsely accepted by the biometric verifi-
cation mechanism of the TOE, if a TOE whose PAD mechanism cah be
disabled is available for testing.
ATE_IND.1-4 None
ATE_IND.1-5 None
ATE_IND.1-6 The evaluator shall record PAI modification and its usage.
ATE_IND.1-7 None
ATE_IND.1-8 The evaluator shall report in the ETR the evaluator testing effort on

presentation attack detection mechanism in terms of number and de-
scription of attack types, PAI species, and test size.

14.2.3 Supplementary activities to Evaluation of sub-activity ATE_IND.2

Table 24 and Table 25 list the supplementary activities supplemented to the work units in ATE_IND.2

(see also D.5.2).
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Table 24 — Supplement to ATE_IND.2 (applied to biometric recognition performance)

Evaluator . oL
action element Work unit Supplementary activities
ATE_IND.2.1E ATE_IND.2-1 None
ATE_IND.2-2 None
ATE_IND.2-3 None
ATE_IND.2.2E ATE_IND.2-4 None
[ ATEIND-2-5 Nene
ATE_IN]i).2.3E ATE_IND.2-6 The evaluator shall devise independent testing for performance evatua-
tion setting up a test crew or a test dataset.
ATE_IND.2-7 The evaluator shall produce test documentation for performance-evalu-
ation which satisfies the relevant requirements from ISO/IEC19795.
The evaluator shall explain any deviation from the test procedures
specified in ISO/IEC 19795 and shall describe any potential effects and
implications for the test results in the test documentation.
ATE_IND.2-8 The evaluator shall conduct testing using test créw which the evaluator
arranged or test data which the evaluator possesses.
ATE_IND.2-9 The evaluator shall record information of.test crew or test data as speci-
fied in ISO/IEC 19795.
ATE_IND.2-10 None
ATE_IND.2-11 The evaluator shall report in the) ETR the evaluator testing effort on
biometric recognition performiance in terms of test size, time spent, and
also dataset characteristics:
Table 25 — Supplement to ATE_IND.2 (applied to PAD)
Evaluator Work unit Supplementary activities
action plement
ATE_INI).2.1E ATE_IND.2-1 The evaluator shall examine the TOE to determine that the potential
presentation attack detection parameters are correctly configured ac-
cordingto the TOE configuration described in the ST.
ATE_IND.2-2 None
ATE_IND.2-3 None
ATE_IND.2.2E ATE_IND.2-4 The evaluator shall conduct testing using or rebuilding the PAls created
by the developer.
ATE_IND:2-5 None
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Table 25 (continued)

Evaluator
action element

Work unit

Supplementary activities

ATE_IND.2.3E

ATE_IND.2-6

The evaluator shall devise a test subset in which the evaluator uses or
rebuilds PAls created by the developer in a different manner from that
done by the developer, such as presenting PAls in a different manner. In

addition, the evaluator shall devise their own test subset.

The evaluator should consider modifying PAls created by the developer

for testing
5

The evaluator should consider disabling the PAD mechanisnnjinA
to refine PAIs so that they can falsely accepted by the biometric
cation mechanism of the TOE, if a TOE whose PAD mechanism ca
disabled is available for testing.

he TOE
erifi-
n be

ATE_IND.2-7

None

ATE_IND.2-8

None

ATE_IND.2-9

The evaluator shall record PAI modificatidn and its usage.

ATE_IND.2-10

None

ATE_IND.2-11

The evaluator shall report in the ETR-the evaluator testing effor
presentation attack detection mechahism in terms of number an
scription of attack types, PAI species, and test size.

[ on
1 de-

ssessment

QO

15.1 General

=]

(=Y

)

/e

see also D.6.1),

See also ISO/IEC 19989-3.

15 Supplementary activities to ISO/IEC 18045 on Class AVA: Vulnerability

here are no supplementary activitiesvsupplemented to evaluation of sub-activity AVA_VA
gvaluation of sub-activity AVA_VAN.5.

5.2 Supplementary activities to vulnerability analysis AVA_VAN

5.2.1 Supplementary‘activities to evaluation of sub-activity AVA_VAN.2

able 26 and Table\27 list the supplementary activities supplemented to the work units in AV

Table 26 — Supplement to AVA_VAN.2 (applied to biometric recognition performan

Ce)

N.1 and

A_VAN.2

Evaluator
acfien element

Work unit

Supplementary activities

TVIXVIrINa T

TYVIX_—VIrI=

Naona
™OTHE

AVA_VAN.2-2 None
AVA_VAN.2.2E AVA_VAN.2-3 None
AVA VAN.2.3E AVA _VAN.2-4 None
AVA _VAN.2-5 None
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Table 26 (continued)
Evaluator Work unit Supplementary activities
action element pp y
AVA _VAN.2.4E AVA_VAN.2-6 The evaluator shall devise penetration testing, also referencing ISO/
IEC 19989-2 to identify possible potential vulnerabilities in the TOE.
AVA_VAN.2-7 None
AVA _VAN.2-8 None
AVA _VAN.2-9 None
AVA _VAN.2-10 None
AVA_VAN.2-11 The evaluator shall refer to Annex F and the examples in ISO/IEC. 19989
2 to determine attack potentials of attacks against biometric recognition
performance.
AVA_VAN.2-12 The evaluator shall refer to Annex F and the examples inISQ/IEC 19989
2 to determine attack potentials of attacks against biometric recognition
performance.
NOTE Penetration testing is a term used in ISO/IEC 15408-3.

Table 27 — Supplement to AVA_VAN.2 (applied to PAD)

Evalpator . s
action klement Work unit Supplementary activities
AVA_VAIN.2.1E AVA_VAN.2-1 The evaluator shall examine the‘TOE to determine that the test configu-
ration of potential presentation‘attack detection parameters is consist-
ent with the configuration under evaluation as described in the ST.
AVA _VAN.2-2 None
AVA VAN.2.2E AVA VAN.2-3 None
AVA_VAIN.2.3E AVA_VAN.2-4 The evaluator shall conduct a reference to ISO/IEC 19989-3 to identify
possible potefitial vulnerabilities in the TOE.
AVA _VAN.2-5 None
AVA_VAN.2 4E AVA_VAN.2-6 The evaluator shall devise penetration testing, also referencing ISO/
IEC-19989-3 to identify possible potential vulnerabilities in the TOE.
AVA_VAN.2-7 The evaluator shall include construction manuals into the penetration
test documentation for the PAls that were built for penetration testing.
AVA _VAN.2-8 None
AVA_VAN.2-9 The evaluator shall record the PAI construction and usage.
AVA YAN:2-10 None
AVA_VAN.2-11 The evaluator shall refer to Annex F and the examples in ISO/IEC 19989
3 to determine attack potentials of presentation attacks.
AVA_VAN.2-12 The evaluator shall refer to Annex F and the examples in ISO/IEC 19989

3 to determine attack potentials of presentation attacks.

15.2.2 Supplementary activities to evaluation of sub-activity AVA_VAN.3

Table 28 and Table 29 list the supplementary activities supplemented to the work units in AVA_VAN.3

(see also D.6.1).

Table 28 — Supplement to AVA_VAN.3 (applied to biometric recognition performance)

Evaluator . R
action element Work unit Supplementary activities
AVA_VAN.3.1E AVA_VAN.3-1 None
AVA_VAN.3-2 None
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Table 28 (continued)
Evaluator Work unit Supplementary activities
action element pp y
AVA _VAN.3.2E AVA _VAN.3-3 None
AVA_VAN.3.3E AVA _VAN.3-4 None
AVA _VAN.3-5 None
AVA_VAN.3.4E AVA_VAN.3-6 The evaluator shall devise penetration testing, also referencing ISO/
IEC 19989-2 to identify possible potential vulnerabilities in the TOE.
AVA VAN.3-7 None
AVA_VAN.3-8 None
AVA_VAN.3-9 None
AVA _VAN.3-10 None
AVA_VAN.3-11 The evaluator shall refer to Annex F and the examples in ISO/IE( 19989-
2 to determine attack potentials of attacks against biometric recpgnition
performance.
AVA_VAN.3-12 The evaluator shall refer to Annex F and the examples in ISO/IE( 19989-
2 to determine attack potentials of attacks against biometric recpgnition
performance.
Table 29 — Supplement to AVA_VAN<3 (applied to PAD)
Evaluator Work unit Supplementary activities
action element pp y
AVA _VAN.3.1E AVA _VAN.3-1 The evaluator shall examine the TOE to determine that the test donfigu-
ration of potential presentation attack detection parameters is cpnsist-
ent with the ¢onfiguration under evaluation as described in the JT.
AVA _VAN.3-2 None
AVA_VAN.3.2E AVA VAN.3-3 None
AVA _VAN.3.3E AVA VAN.3-4 The-evaluator shall conduct a reference to ISO/IEC 19989-3 to identify
possible potential vulnerabilities in the TOE.
AVA VAN.3-5 None
AVA_VAN.3.4E AVA_VAN.3%6 The evaluator shall devise penetration testing, also referencing ]SO/
IEC 19989-3 to identify possible potential vulnerabilities in the T|OE.
AVAAVAN.3-7 The evaluator shall include construction manuals into the penetfation
test documentation for the PAls that were built for penetration t¢sting.
AVA_VAN.3-8 None
AVA _VAN.3-9 The evaluator shall record the PAI construction and usage.
AVA _VAN.3-10 None
AVA_VAN.3-11 The evaluator shall refer to Annex F and the examples in ISO/IE( 19989-
3 to determine attack potentials of presentation attacks.
AVA_VAN.3-12 The evaluator shall refer to Annex F and the examples in ISO/IE( 19989-

3 to determine attack potentials of presentation attacks.

15.2.3 Supplementary activities to evaluation of sub-activity AVA_VAN.4

Table 30 and Table 31 list the supplementary activities supplemented to the work units in AVA_VAN.4

(see also D.6.1).
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Table 30 — Supplement to AVA_VAN.3 (applied to biometric recognition performance)

Evaluator . oL
action element Work unit Supplementary activities
AVA _VAN.4.1E AVA _VAN.4-1 None
AVA _VAN.4-2 None
AVA VAN.4.2E AVA VAN.4-3 None
AVA VAN.4.3E AVA _VAN.4-4 None
AVANANA4-5 Nene
AVA_VAN.4.4E AVA_VAN.4-6 The evaluator shall devise penetration testing, also referencing ISO/
IEC 19989-2 to identify possible potential vulnerabilities in the TQE.
AVA _VAN.4-7 None
AVA VAN.4-8 None
AVA_VAN.4-9 None
AVA_VAN.4-10 None
AVA_VAN.4-11 The evaluator shall refer to Annex F and the exafmples in ISO/IEC 19989
2 to determine attack potentials of attacks against biometric recognition
performance.
AVA_VAN.4-12 The evaluator shall refer to Annex F and:the examples in ISO/IEC 19989
2 to determine attack potentials of attdcks against biometric recognition
performance.
Table 31 — Supplement to AVA_VAN.3 (applied to PAD)
Evaluator Work unit Supplementary activities
action plement pp y
AVA_VAN.4.1E AVA_VAN.4-1 The evaluator shall examine the TOE to determine that the test configu-
ration of potential‘presentation attack detection parameters is consist-
ent with the,configuration under evaluation as described in the ST.
AVA_VAN.4-2 None
AVA _VAIN.4.2E AVA _VAN.4-3 None
AVA VAN.4.3E AVA VAN.4-4 The evaluator shall conduct a reference to ISO/IEC 19989-3 to identify
possible potential vulnerabilities in the TOE.
AVA _VAN.4-5 None
AVA_VAN.44E AVA_VAN.4-6 The evaluator shall devise penetration testing, also referencing ISO/
IEC 19989-3 to identify possible potential vulnerabilities in the TOE.
AVA YAN4-7 The evaluator shall include construction manuals into the penetration
test documentation for the PAls that were built for penetration testing.
AVA_VAN.4-8 None
AVA_VAN.4-9 The evaluator shall record the PAI construction and usage.
AVA _VAN.4-10 None
AVA VAN 4.1 1 Thn nvaluatnr Sha!! _ref'

3 to determine attack potentials of presentation attacks.

AVA_VAN.4-12

The evaluator shall refer to Annex F and the examples in ISO/IEC 19989-

3 to determine attack potentials of presentation attacks.
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Annex A
(informative)

Introduction to the basic concepts of ISO/IEC 15408

.1 General

his annex aims to provide a short introduction to the formal language that is used in the ISO/IE
series to enable the readers who are not familiar with ISO/IEC 15408 series to understand this dg
[t does not intend to provide the readers with guidance for the principal use of the ISO/IEC 1540

ithin the ISO/IEC 15408 series, the target of evaluation (TOE) is the product or system th
subject of the evaluation. The TOE is characterized through the security(target (ST), i.e. a d

020(E)

C 15408
cument.
8 series.

at is the
bcument

that identifies the security functional requirements (SFR) and security.assurance requiremenits (SAR)

nd may refer to one or more protection profiles (PP), i.e. documents\that identify the SFR
fbr a class of security products. In the ISO/IEC 15408 series, a praotection profile behaves to a
tprget for a concrete product as a class does to an object in object-oriented programming lai
he protection profile is used to describe a class of security products that share a certain scope
e used to solve a certain security problem. A security targét'on the other hand describes the
aracteristics of a concrete product and how it fulfils all‘th€ requirements.

FR as well as SAR are designed in a hierarchical structure that consists of a class at the ta
hierarchy, followed by the family and the compouént. The class is used to assign the SFR/S
fdredefined categories and is identified by a three-character abbreviation; see Table 1 and

hnd SAR
security
hguages.
and can
security

p of the
AR into
Table 2.

juch a three-character abbreviation is also used to identify the families in the SFR and SAR.
re a further subdivision of the category ofithe class to precise either the functional or the ag
requirement. Finally, the component thabis identified by a number, defines for the SFR the d
inctionality that should be provides/by the TOE and for the SAR the action elements that s}
erformed during the evaluation,

s @ il

NS

.2 Security functionalrequirements

he functional requiremerits in a protection profile or security target are derived from ISO/IEC ]
he SFR contained in-that part serve as building blocks to model the security functionality of
h a semi-formaldanguage. The fact that the security functionality of the TOE is not just d
h natural language facilitates the exact definition of the functional scope of the evaluation

erves to make different evaluations comparable. The classes in Table A.1 are used in ISO/IEC
D categorizeé the functional requirements:

—+ U\ = = 3

Table A.1 — Abbreviation of SFR

Families
surance
bdicated
nould be

15408-2.
the TOE
bscribed
hnd also
15408-2

Abbreviation |Category

FAU security audit

FCO communication

FCS cryptographic support

FDP user data protection

FIA identification and authentication
FPR privacy

FTA TOE access

FTP trusted path/channels
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Table A.1 (continued)
Abbreviation |Category
FRU resource utilisation
FPT protection of the TSF
FMT security management

An SFR that specifies a functionality concerning the audit of events belongs accordingly to the class FAU.

On the o

ne hand, elements of this class are predefined in ISO/IEC 15408-2 and can be simply selected.

On the dther hand, if o sufficient predetined tamily 15 available, the author of an ST or PP may Speci]
his/her pwn family. To complete the example of an SFR that belongs to the class FAU, the functiomality
that is rpsponsible to generate the audit is chosen. The predefined family that describes this function
has the pbbreviation GEN (security audit data generation). In an ST or PP, this SFR would therefore be

identifidg

With th¢ same example, the generation of audit date can be possible in different levelgf-details. Thes
levels arje also predefined in ISO/IEC 15408-2 and selected by a number that is attached to the identifie

Hence, K

different levels of detail.

The exp

As already mentioned, it is important to point-out that the authors of an ST or PP may define their owh

families
addition

A.3 Security assurance requirements

d using the notation FAU_GEN.

- .

oth identifiers FAU_GEN.1 as well as FAU_GEN.2 address the generation.of audit data, but i

anations of these sections are summarized in Figure A.1.

FAU_GEN.2
)
=
F

Class {

Component -

Figure A.1 — Structure of FAU_GEN.2

and that the abbreviation shouldbe explained in the PP or ST. This document defines somie
al SFR (so-called extended SFR) te ISO/IEC 15408-2.

The sec
The SA
require
categori

rity requirements@nd protection profile or security target are derived from ISO/IEC 15408-3.
contained in ISQ/IEC 15408-3 serve as building blocks to specify the security assuranc
ents of the TOE that shall be performed during the evaluation. They are divided into the p
sin Table A2.

D

Table A.2 — Abbreviation of SAR

Abbreviation Category

ASE security evaluation

ADV development

AGD guidance documents
ALC life-cycle support

ATE tests

AVA vulnerability assessment

The further notation is similar to the notation used for SFR: families concretize the evaluation elements
that should be performed and the number of the component defines the depth for the evaluation
activities.
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Annex B
(normative)

Class FPT: Protection of the TSF

B.1 Presentation attack detection (FPT_PAD)

B.1.1 FPT_PAD.1 Presentation attack detection

B.1.1.1 User application notes
HPT_PAD.1 requires that the TOE provides biometric presentation attack detection.

HAD mechanism can be affected by configurable PAD parameters. For suel/TSF data, only secute values
hall be accepted for operational configurations so that the PAD-mechanism works as int¢nded in
perational use. Therefore, FMT_MTD.3 and FMT_SMF.1 are included-as dependencies of FPT_PAD.1.

o Wn

B.1.1.2 Operations

B.1.1.2.1 Assignment

et

h FPT_PAD.1.2, the ST/PP author shall list all actipfis that are performed when a presentation pttack is
etected. The assignment shall at least contain one action.

Q.

NOTE Examples of action are message, alarhi; record, and so forth, that an attack is detected.

]

h FPT_PAD.1.3, the ST/PP author shall list all actions that are performed when a bona fide presgntation
as been detected.

=

h FPT_PAD.1.4, the ST/PP auther'shall list all additional information that is delivered as feedback with
resentation attack status by'the PAD mechanism. Such information can be an additional scare value
hat represents the likelihdod of the presentation attack. However, the ST/PP author should understand
he sensitivity of such information as a malicious user can use it to rate created PAls. In that casg, access
ontrol for such information should be considered. It may be acceptable to assign none here.

Q ot oty —

B.2 Biometric capture with presentation attack detection (FPT_BCP)

B.2.1 FPT_BCP.1 Check of biometric samples for capture

B.ZA4.1 User application notes

In FPT_BCP.1.1, non-artificial presentation attack instrument consists of human and other natural
presentation attack instruments. While human presentation attack instrument is classified into lifeless,
altered, non-conformant, coerced, and conformant (see ISO/IEC 30107-1:2016, 5.2), non-conformant
human presentation attack excluding mimicry should be considered (see 6.1). Such non-conformant
presentation attacks include presentation with movements, rotations, or distances against the
specification of the capture device (see ISO/IEC 19795-1:2006, Annex C). It also includes a presentation
with a part of the biometric characteristic concealed. The TOE’s decision criteria for non-artificial
presentation attack instrument shall be described in the TOE design.

In FPT_BCP.1.2, artificial presentation attack instrument is a presentation attack instrument, artificially
constructed as instance of a selected PAI species, which imitates biometric characteristic of the target
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data subject that the TOE processes. The TOE’s decision criteria for artificial presentation attack
instrument shall be defined in the TOE design.

B.2.1.2 Operations — Assignment

In FPT_BCP.1.1, the ST/PP author shall specify only one biometric characteristic used for biometric
capture. If the ST/PP author specify multiple biometric characteristics, the ST/PP author shall use
iteration operation and each biometric capture needs to be evaluated separately.

B.2.2 W
Operations — Assignment

In FPT_BCP.2.1, the ST/PP author shall specify only one biometric characteristic used for biometric
capture| If the ST/PP author specify multiple biometric characteristics, the ST/PP author shall use
iteratior) operation and each biometric capture needs to be evaluated separately.

In FPT_BCP.2.1, the definition of the FTER and FTAR depends on the enrolment and data capturinjg
policies pf the TOE. The ST author shall describe such policy in the ST.
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Annex C
(normative)

Class FIA: Identification and authentication

(.1 Enrolment of biometric reference (FIA_EBR)

(.1.1 FIA_EBR.1 Check of biometric samples for enrolment

(.1.1.1 User application notes

]

h FIA_EBR.1.1, non-artificial presentation attack instrument consists of human and other

natural

dresentation attack instruments. While human presentation attack instrument is classified intq lifeless,
Itered, non-conformant, coerced, and conformant (see ISO/IEC 30107-1:2016, 5.2), non-confformant

uman presentation attack excluding mimicry should be considered(see 6.1). Such non-confformant

resentation attacks include presentation with movements, (rotations, or distances aga
specification of the capture device (see ISO/IEC 19795-1:2006, Annex C). It also includes a pres

ith a part concealed. The TOE’s decision criteria for non-drtificial presentation attack ins
shall be described in the TOE design.

nst the
entation
trument

Ih FIA_EBR.1.2, artificial presentation attack instrument is a presentation attack ins{rument,
rtificially constructed as instance of a selected PAI species, which imitates biometric characteristic

f the target data subject that the TOE processes:iThe TOE’s decision criteria for artificial pres|
tack instrument shall be defined in the TOE design.

(.1.1.2 Operations — Assignment

—

eration operation and each biometric enrolment needs to be evaluated separately.

—

eration operation and-each biometric enrolment needs to be evaluated separately.

(.1.2 FIA_EBR:2Z Biometric enrolment with low failure to enrol rate
Operations'— Assignment

Ih FLAGEBR.2.1, the ST/PP author shall specify only one biometric characteristic used for b

entation

h FIA_EBR.1.1, the ST/PP author.shall specify only one biometric characteristic used for bjometric
nrolment. If the ST/PP author specify multiple biometric characteristics, the ST/PP author ghall use

h FIA_EBR.1.2, the ST/PP.author shall specify only one biometric characteristic used for bjometric
nrolment. If the ST/PP author specify multiple biometric characteristics, the ST/PP author ghall use

fometric

gnrolment. If the ST/PP author specify multiple biometric characteristics, the ST/PP author ghall use

iterdtion operation and each biometric enrolment needs to be evaluated cpparqfﬂ]y

In FIA_EBR.2.1, the definition of the FTER depends on the enrolment policy of the TOE. The ST author

shall describe such policy in the ST.
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C.2 Biometric verification (FIA_BVR)

C.2.1 FIA_BVR.1 Biometric verification with high performance

C.2.1.1 Operations — Assignment

In FIA_BVR.1.1, the ST/PP author shall specify only one biometric characteristic used for biometric
verification. If the ST/PP author specify multiple biometric characteristics, the ST/PP author shall use
iteration operation and each biometric verification needs to be evaluated separately.

C.2.1.2 | Operations —Selection

In FIA_BVR.1.1, the selection of the pair of error rates depends on the PP/ST.

C.2.2 FIA_BVR.2 Timing of the user authentication with biometric verification

C.2.2.1 | Operations — Assignment

In FIA_BVR.2.1, the ST/PP author shall specify only one biometric charactersistic used for biometric
verificafion. If the ST/PP author specify multiple biometric characteristics;the ST/PP author shall use
iteratior operation and each biometric verification needs to be evaluated separately.

In FIA_BVR.2.2, the ST/PP author shall specify only one biometri¢‘characteristic used for biometric
verificatfion. If the ST/PP author specify multiple biometric charactéristics, the ST/PP author shall use
iteration operation and each biometric verification needs to bé-evaluated separately.

C.2.2.2 | Operations — Selection

In FIA_HVR.2.2, the selection of the pair of error ratesdepends on the PP/ST.
C.2.3 FIA_BVR.3 User authentication with’biometric verification before any action

C.2.3.1 | Operations —Assignment

In FIA_BVR.3.1, the ST/PP author shall specify only one biometric characteristic used for biometric
verificafion. If the ST/PP author_specify multiple biometric characteristics, the ST/PP author shall use
iteratior) operation and each biometric verification needs to be evaluated separately.

C.2.3.2 | Operations —¢Selection

In FIA_BVR.3.1, the selection of the pair of error rates depends on the PP/ST.

C.2.4 FIA_BVRA4 Biometric verification not accepting presentation attack instruments

C.2.4.1 | User application notes

In FIA_BVR.4.1, non-artificial presentation attack instrument consists of human and other natural
presentation attack instruments. While human presentation attack instrument is classified into lifeless,
altered, non-conformant, coerced, and conformant (see ISO/IEC 30107-1:2016, 5.2), non-conformant
human presentation attack excluding mimicry should be considered (see 6.1). Such non-conformant
presentation attacks include presentation with movements, rotations, or violation against the policy
of the capture device (see ISO/IEC 19795-1:2006, Annex C). It also includes a presentation with a
part concealed. The TOE'’s decision criteria for non-artificial presentation attack instrument shall be
described in the TOE design.

In FIA_BVR.4.2, artificial presentation attack instrument is a presentation attack instrument,
artificially constructed as instance of a selected PAI species, which imitates biometric characteristic
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of the target data subject that the TOE processes. The TOE’s decision criteria for artificial presentation
attack instrument shall be defined in the TOE design.

C.2.4.2 Operations — Assignment

In FIA_BVR.4.1, the ST/PP author shall specify only one biometric characteristic used for biometric
verification. If the ST/PP author specify multiple biometric characteristics, the ST/PP author shall use
iteration operation and each biometric verification needs to be evaluated separately.

I

n FIA_ BVR 42 the QT]/PP author shall cpprify nnly one biometric characteristic used for b

jometric

V
i

[ e—

[ e— [ ——

erification. If the ST/PP author specify multiple biometric characteristics, the ST/PP author
eration operation and each biometric verification needs to be evaluated separately.

.3 Biometric identification (FIA_BID)
.3.1 FIA_BID.1 Biometric identification with high performance

.3.1.1 Operations — Assignment

Hentification. If the ST/PP author specify multiple biometric characteristics, the ST/PP author
eration operation and each biometric identification needs ta’be evaluated separately.

.3.1.2 Operations —Selection

h FIA_BID.1.1, the selection of the pair of error rates,depends on the PP/ST.

.3.2 FIA_BID.2 Timing of the biometriciidentification

.3.2.1 Operations — Assignment

h FIA_BID.2.1, the ST/PP author.shall specify only one biometric characteristic used for b
Hentification. If the ST/PP authof.specify multiple biometric characteristics, the ST/PP author
eration operation and each hiometric identification needs to be evaluated separately.

h FIA_BID.2.2, the ST/PP\author shall specify only one biometric characteristic used for b
entification. If the ST/PP author specify multiple biometric characteristics, the ST/PP author
eration operation and“each biometric identification needs to be evaluated separately.

.3.2.2 Operations — Selection

h FIA_BID:2.2, the selection of the pair of error rates depends on the PP/ST.

.3.3 YFIA_BID.3 Biometric identification before any action

hall use

h FIA_BID.1.1, the ST/PP author shall specify only one biometric_tharacteristic used for bjometric

thall use

fometric
thall use

fometric
thall use

C.3.3.1 Operations — Assignment

In FIA_BID.3.1, the ST/PP author shall specify only one biometric characteristic used for biometric
identification. If the ST/PP author specify multiple biometric characteristics, the ST/PP author shall use
iteration operation and each biometric identification needs to be evaluated separately.

C.3.3.2 Operations — Selection

In FIA_BID.3.1, the selection of the pair of error rates depends on the PP/ST.
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C.3.4 FIA_BID.4 Biometric identification not accepting presentation attack instruments

C.3.4.1 User application notes

In FIA_BID.4.1, non-artificial presentation attack instrument consists of human and other natural
presentation attack instruments. While human presentation attack instrument is classified into lifeless,
altered, non-conformant, coerced, and conformant (see ISO/IEC 30107-1:2016, 5.2), non-conformant
human presentation attack excluding mimicry should be considered (see 6.1). Such non-conformant
presentation attacks include presentation with movements, rotations, or violation against the policy
of the cp fcefsee 1SO/TEC ex €It T Presentat i

part corjcealed. The TOE'’s decision criteria for non-artificial presentation attack instrument shallbje
describgd in the TOE design.

pLure dcv U 7/77O- UUO, A O ude ) O W a

In FIA_HID.4.2, artificial presentation attack instrument is a presentation attack instrument, artificially
constru¢ted as instance of a selected PAI species, which imitates biometric characteristic-of the targgt
data subject that the TOE processes. The TOE’s decision criteria for artificial presentation attack
instrumient shall be defined in the TOE design.

C.3.4.2 | Operations — Assignment

In FIA_BID.4.1, the ST/PP author shall specify only one biometric characteristic used for biometric
identifigation. If the ST/PP author specify multiple biometric characteristics, the ST/PP author shall use
iteration operation and each biometric identification needs to be evaluated separately.

In FIA_BID.4.2, the ST/PP author shall specify only one biometric characteristic used for biometric
identifigation. If the ST/PP author specify multiple biometric characteristics, the ST/PP author shall use
iteration) operation and each biometric identification needs-to'be evaluated separately.
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Annex D
(informative)

Background information on supplementary activities for PAD
evaluation

A ST/PP should never claim maximum acceptable error rates for PAD (e.g: APCER, BPCER as| defined
in ISO/IEC 30107-3), as these rates do not have to be published in the ST/PP after the evaluation.
Adequateness of the PAD mechanism is determined during testing (ATE) and vulnerability assessment
(AVA) in the context of the used assurance level.

[he overall statement concerning the PAD mechanism should be that the system is generally able to
detect presentation attacks assuming the described operational environment and a specific attack
Jotential (as defined by the use of a specific component ©f AVA_VAN). Part of the testing actiyity is to
determine whether the produced error rates are sufficient to satisfy the claimed assurance leviel under
the assumptions on the operational environment.

[he introduction of the ST should clearly identify:the biometric characteristics (e.g. fingerprints) that
the PAD subsystem can be used for. This informiation is very important for potential customerg looking
fpr a certified TOE with PAD mechanism as'they usually are after protecting a technology baging on a
specific biometric characteristic.

[he introduction should also include;information about the protected biometric system andl should
iflentify the biometric functionality (e.g. enrolment, verification, identification) and, where| known,
the intended use of the biometric system which are of specific importance. for the evaluator. This
ipformation is used to inform the evaluation with regard to performance testing requirements,
ulnerability analysis and the calculation of attack potential.

As demanded by the requirements of the ISO/IEC 15408 series, the ST should describe the hardware
domponents comprising the TOE. The ST should provide the overview of the PAD mechanism including
d description ofits-Operation.

[he ST/PP should describe organizational security policies for personal data privacy pro¢tection,
ihcluding measures for protecting the privacy of the biometric data and particularly sensitive data such

NOTE Where a PP cannot include detailed descriptions because of its generic nature, the descriptions are
provided in the ST.

D.2 Class ADV: Development

D.2.1 ADV_ARC Security architecture
In the security architecture documentation, the developer should describe how the capture process

of the biometric data and the process for PAD work together. There are several possibilities. The PAD
subsystem can be wholly integrated into a distinct biometric capture subsystem. Alternatively, it can
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be distributed across one of more subsystems (e.g. the biometric capture subsystem and the signal
processing subsystem)

The developer should describe how it is ensured that the biometric characteristic which is used for
capturing the biometric sample is the same one which is used for PAD. Using this information, the
evaluator should gain confidence that it is not possible to bypass the PAD mechanism. For example, in a
fingerprint recognition system, if the PAD mechanism precedes the fingerprint sample capture, it can
be possible to mount a successful attack on the system by presenting a live finger to satisfy the PAD test
followed by an artefact to provide the biometric recognition sample. More information about this kind
of vulnerahility is provided in E2

D.2.2 ADV_FSP Functional specification
The fung¢tional specification should particularly describe the TSFIs to the PAD mechanism.

If more than one mechanism is used to determine whether a presentation is an attack@resentation dr
not, therp each mechanism should be described using either separate interfaces, sepanate sub-interfaces,
or separfate parameters for a TSFI.

If a PAD mechanism for example uses a temperature sensor and a capacitive sénsor for its PAD, the
developér should describe an interface which is decomposed into a sub-interface for the temperature
sensor gnd a sub-interface for the capacitive sensor.

This shquld be done in order to give the evaluator a clear understanding of each mechanism and of thie
differenf physical aspects of the presentation which the mechanjsms are based on. This informatiop
is necegsary in the context of vulnerability assessment singe ‘an attacker can use every channel
mechan]sm available (or a combination of them) to tamper with'the TSF.

The developer should also consider interface parametersfor sensors. For example, such parameters cap
be the temperature or the moisture of a presented biepmetric characteristic, the intensity of ambier]
light, or[the pressure that is applied to the capture:device by the finger.

(i

—

During the evaluation of the functional specification, the evaluator should consider whether the TSH
provide|feedback on the decision of the PAD mechanism to the user. Under certain conditions, a
attacker| can use such feedback to performihill-climbing attacks on the PAD mechanism. For instancg,
if a TSF] provide score values representing the probability that a presention is an attack, attackers cap
use this|value to rate and improve RAls for more sophisticated attacks.

—

If sensof devices used for PAD{méchanism are part of the TOE, the developer should describe howv
the TSF] to the sensor is inténded to be used by users. Specifically, the developer should describe the
process jof presenting the Biometric characteristic to the sensor. Note that this information can also be
part of the guidance documentation in which case the guidance may be referenced by the FSP.

D.2.3 ADV_IMP Implementation representation

an attack of\not (e.g. when presentation attacks are detected using pattern matching). In this case, t
databasg iS)security relevant for the functionality of the PAD. Therefore, it should also be provided t|
the evaluator as a part of the implementation representation.

A PAD rEechanism may refer to some kind of database in order to determine whether a presention is

Such a database may be a highly dynamic part of a PAD mechanism as the database is updated once new
kinds of PAI appear. The developer should therefore decide to provide dedicated version information for
this database and to separate it from the rest of the implementation representation (e.g. by assigning
a dedicated subsystem or module to it). Such a separation of the dynamic aspects of this kind of a
database can facilitate re-evaluations of the TOE if the database is the only part that is being updated.

However, it shall be clearly mentioned that a certification of a TOE is only valid for one version of the
database (unless more than one configuration of a TOE would be evaluated).
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D.2.4 ADV_TDS TOE design

In the TOE design, the developer provides further information on the TSF by describing TOE subsystems
and modules. For systems that implement PAD, the TOE design should describe the presentation attack
evidence that is examined as well as the mechanisms that are used to check the evidence to detect
presentation attacks. Examples for presentation attack evidence for fingerprint are:

— finger moisture;

— electrical capacity of finger;

+ finger temperature;

-+ blood circulation in finger;

—+ blood oxygen in finger;

-+ pulse;

-+ optical density.

Hxamples for mechanisms to check the presentation attack evidence are:
-+ capacity measuring;

—+ spectral analysis;

-+ pulse oximetry for the measurement of blood oxygen;

<+ thermometer;

- ultrasonic pulse-echo (ultrasonography).

IAD mechanisms are typically based on the detection of artificial PAls or on sensing the liveness of
presentation or a combination of both! Artificial PAls detection attempts to distinguish artificial
Als presentations from natural biometric characteristic presentations by measurement of [physical
roperties of the presentation (which can include liveness). Liveness detection attempts to|identify
ving biometric characteristics, for example by measuring blood oxygen saturation or pulse. This
hformation is useful for the evaluator when trying to identify potential attacks on the TOE during
ulnerability assessment (see ISO/IEC 19989-3). The developer should also describe the underlying
heoretical background for the used mechanisms so that the evaluator is able to determine its|potency
br PAD. In particular, the developer should describe how the signals from the sensors are pfocessed
and transformed inte/presentation attack evidence.

s o SR il il cvvile @ Hilla w B Milla w |

he TOE designvshould reveal the interactions between PAD mechanism and capture functionality.
etailed information on the implementation of the TOE PAD mechanisms is important for the eyaluator
D help them to identify areas of potential vulnerability and to inform the vulnerability assessment
rocess.

o T s ol e B |

If ‘@biometric verification system uses the TOE of PAD subsystem and allows users t¢ repeat
authentication attempts when the PAD detected an attack presentation, then this should be described
in the TDS. The number of retries is critical for defining appropriate maximum error rates in ATE. The
environment that the TOE is supposed to work in is also relevant as the retries can also be limited by
the operator surveying the TOE operation.

During the review, the evaluator should consider which PAI materials can possibly be detected and
which can not be detected by the PAD mechanism. This also gives hints for the vulnerability analysis
(see ISO/IEC 19989-3). For example, if the PAD uses a capacitive sensor to measure the capacity of a
finger, the evaluator can try to use a mixture of wood glue and graphite powder to copy the electrical
behaviour of a finger
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