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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

stablished by the respective organization to deal with particular tields ot technical activity. 150

and IEC

technical committees collaborate in fields of mutual interest. Other international organizations, gevérnmental
nd non-governmental, in liaison with ISO and IEC, also take part in the work. In the field\of information

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part .

he main task of the joint technical committee is to prepare International Standards. Draft Inte

n International Standard requires approval by at least 75 % of the national bedies casting a vote.

>

ghts. ISO and IEC shall not be held responsible for identifying any or:all such patent rights.

-

BO/IEC 10746-3 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information teq

ublished as Rec. ITU-T X.903 (10/2009).

—

his second edition cancels and replaces the first edition (ISO/IEC 10746-3:1996), which has been te
bvised.

—

S —

istributed processing — Reference model
—+ Part 1: Overview

—+ Part 2: Foundations

—+ Part 3: Architecture

-+ Part 4: Architectural semantics

rnational

1
Standards adopted by the joint technical committee are circulated to national badies for voting. Publication as
E

ttention is drawn to the possibility that some of the elements of this document may be the subject pof patent

hnology,

I
SJubcommittee SC 7, Software and systems engineering,.in{collaboration with ITU-T. The identical text is
P

chnically

BO/IEC 10746 consists of the following parts, under the general title Information technology — Open

© ISO/IEC 2009 — All rights reserved
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Introduction

The rapid growth of distributed processing has led to a need for a coordinating framework for the standardization of
open distributed processing (ODP). This reference model provides such a framework. It creates an architecture within
which support of distribution, interworking and portability can be integrated.

The reference model of open distributed processing, Recommendations ITU-T X.901 | ISO/IEC 10746-1 to X.904 |
ISO/TEC 10746-4, is based on precise concepts derived from current distributed processing developments and, as far as
possible, on the use of formal description techniques for specification of the architecture.

The refe

This Red

Annex A

ence model consists of:

ommendation | International Standard contains\two annexes:

forms an integral part of the referénce model. Annex B does not form an integral part of the reference model.

Recommendation ITU-T X.901 | ISO/IEC 10746-1: Overview: Contains a motivational overyiew o
ODP giving scoping, justification and explanation of key concepts, and an outline of .the OD
architecture. It contains explanatory material on how this reference model is to be interpreted and applie
by its users, who may include standards writers and architects of ODP systems. It also contains
categorization of required areas of standardization expressed in terms of the reference points fg
conformance identified in this Recommendation | International Standard. This part is.het normative.

Recommendation ITU-T X.902 | ISO/IEC 10746-2: Foundations: Contains the definition of the concept
and analytical framework for normalized description of (arbitrary) distributed processing systems. ]
introduces the principles of conformance to ODP standards and the way in Wwhich they are applied. Thi
is only to a level of detail sufficient to support this Recommendatien”]) International Standard and t
establish requirements for new specification techniques. This part is normative.

Recommendation ITU-T X.903 | ISO/IEC 10746-3: Architecture: Contains the specification of th
required characteristics that qualify distributed processing assopen. These are the constraints to whic
ODP standards must conform. It uses the descriptive techniques from Recommendation ITU-T X.902
ISO/IEC 10746-2. This part is normative.

Recommendation ITU-T X.904 | ISO/IEC 10746-4; Axchitectural semantics: Contains a formalization o
the ODP modelling concepts defined in Recommendation ITU-T X.902 | ISO/IEC 10746-2, clauses
and 9. The formalization is achieved by intefpreting each concept in terms of the constructs of th|
different standardized formal description techfiiques. This part is normative.

SR ) IR R = ")

— = 0

w0 —

Annex A — Formal computational supertype/subtype rules.

Annex B — Human-computer interactions

vi
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INTERNATIONAL STANDARD
RECOMMENDATION ITU-T

Information technology — Open distributed processing — Reference model: Architecture

1
This

Scope

Recommendation | International Standard:

—  defines how ODP systems are specified, making use of concepts in Rec. ITU-T X.9
ISO/IEC 10746-2;

02 |

It es
prov|

2

The

cons
were
Recd
editi
valid
valid

2.1

+l o +lo 1. fogascta oot 1.5 s OPR Vs
TUCITUTTC S UTIC UITAT ACTCUT TS TIC S UTAtT qUATITY - S Y STUITTS aS O™ — 5 Y STUITTST

ablishes a framework for coordinating the development of existing and future standards for ODP systeins 3|
ded for reference by those standards.

Normative references

following Recommendations and International Standards contain provisions which, through reference in this
itute provisions of this Recommendation | International Standard. At the time of publjeation, the editions indi
valid. All Recommendations and Standards are subject to revision, and parties t0 agreements based on
mmendation | International Standard are encouraged to investigate the possibility of applying the most r
bn of the Recommendations and Standards listed below. Members of IEC and.ISO maintain registers of curr
International Standards. The Telecommunication Standardization Bureau-of the ITU maintains a list of cury
ITU-T Recommendations.

Identical Recommendations | International Standards

—  Recommendation ITU-T X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Sy.
Interconnection — Basic Reference Model: The.basic model.

—  Recommendation ITU-T X.810 (1995) | ISQAEC 10181-1:1996, Information technology — Open Sy
Interconnection — Security frameworks foiopen systems: Overview.

—  Recommendation ITU-T X.811 (1995) | ISO/IEC 10181-2:1996, Information technology — Open Sy.
Interconnection — Security frameworks for open systems: Authentication framework.

—  Recommendation ITU-T X.812:1995) | ISO/IEC 10181-3:1996, Information technology — Open Sy.
Interconnection — Security frameworks for open systems: Access control framework.

—  Recommendation ITU-T\X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Sy.
Interconnection — Sécurity frameworks for open systems: Non-repudiation framework.

—  Recommendation'FTU-T X.814 (1995) | ISO/IEC 10181-5:1996, Information technology — Open Sy
Interconnection~ Security frameworks for open systems: Confidentiality framework.

—  Recommendation ITU-T X.815 (1995) | ISO/IEC 10181-6:1996, Information technology — Open Sy.
Intercounection — Security frameworks for open systems: Integrity framework.

—  Reécemmendation ITU-T X.816 (1995) | ISO/IEC 10181-7:1996, Information technology — Open Sy.
Interconnection — Security frameworks for open systems: Security audit and alarms framework.

“><*Recommendation ITU-T X.851 (1997) | ISO/IEC 9804:1998; Information technology — Open Sy.

nd is

text,
bated

this
pcent
ently
ently

tems
tems
tems
tems
tems
tems

tems

Interconnection — Service definition for the Commitment, Concurrency and Recovery service element.

2.2

ECO eImdatio FO= 90 069 O7tE
distributed processing — Reference model: Foundations.

— ISO/IEC 11770-1:1996, Information technology — Security techniques — Key management — Part 1.

Framework.

Paired Recommendations | International Standards equivalent in technical content

—  Recommendation ITU-T X.800 (1991), Security architecture for Open Systems Interconnection for

CCITT applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference

Model — Part 2: Security Architecture.

Rec. ITU-T X.903 (10/2009)

1
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3

Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1
This

Descriptive definitions

reference model makes use of the following term defined in Rec. ITU-T X.200 | ISO/IEC 7498-1:

—  transfer syntax.

This Recommendation | International Standard makes use of the following terms defined in Rec. ITU-T X.810 |
ISO/IEC 10181-1:

This
1SO

This
1SO

This
1SO

This
1SO

—  trusted third party.

Recommendation | International Standard makes use of the following terms defined in Rec. ITU-T. Xy
[EC 10181-2:

—  claimant;
— exchange authentication information;
—  principal.
Recommendation | International Standard makes use of the following terms defined in Rec. ITU-T X.
[EC 10181-3:
— access control information;
— access control decision function;
— access control enforcement function;
—  Initiator;
—  target.

Recommendation | International Standard makes use of the-following terms defined in Rec. ITU-T X.
[EC 10181-4:

—  evidence generator;

—  evidence user;

—  evidence verifier;

—  (non-repudiable data) originator;
—  (non-repudiable data) recipi€nt;

—  non-repudiation evidenee;

— non-repudiation seryice requester;
—  notary;

—  originator;

—  recipient:

Recommendadtion | International Standard makes use of the following terms defined in Rec. ITU-T X.
[EC 10181=5}

—_S_confidentiality-protected data;
' hide;

1
TOUvVOar

11 |

12 |

13 |

14 |

This Recommendation | International Standard makes use of the following terms defined in Rec. ITU-T X.815 |
ISO/IEC 10181-6:

—  integrity-protected data;
—  shield;

—  validate.

Rec. ITU-T X.903 (10/2009)
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This Recommendation | International Standard makes use of the following terms defined in Rec. ITU-T X.816 |
ISO/IEC 10181-7:

— audit recorder function;
— audit trail examiner function;

— audit trail collector function.

This Recommendation | International Standard makes use of the following terms defined in Rec. ITU-T X.851 |
ISO/IEC 9804:

—  atomicity;

—  consistency;

This
Man

This

3.2

For the purposes of this Recommendation | International Standard, the.following abbreviations apply:

4
This

The
comj

Aaaaalalat.
earabHity:
—  1isolation.

Recommendation | International Standard makes use of the following terms defined in ISO/IEC.11770-1
hoement Framework:

—  certification authority;
—  key distribution centre;
—  key management;
—  key translation centre;
—  public key.
reference model makes use of the terms defined in Rec. ITU-T X.902 | ISOAEC 10746-2, shown in Figure 1.

Abbreviations

ACID  Atomicity, Consistency, Isolation and Durability
ODP Open Distributed Processing

OSI Open Systems Interconnection

Framework

reference model defines a framework'‘comprising:

—  five viewpoints, called.enterprise, information, computational, engineering and technology which pr
a basis for the specification of ODP systems;

—  aviewpoint language for each viewpoint, defining concepts and rules for specifying ODP systems
the corresponding viewpoint;

—  specificatiens of the functions required to support ODP systems;

—  transparency prescriptions showing how to use the ODP functions to achieve distribution transparen

butationallahguage, the engineering language and the transparency prescriptions.

architecture, for ODP systems and the composition of functions is determined by the combination of

Key

vide

from

the

Rec. ITU-T X.903 (10/2009)

3
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abstraction; fault; persistence;
action; factory; policy;
action signature: <x> group; producer object;
activity; identifier; programmatic reference point;
architecture; information,; prohibition;
atomicity; initiating object; Quality of Service;
behaviour; instance; reference point;
binding; instantiation; refinement;
class; interaction; role;
clieptobjeet: thterehanserefereneepoint: Ftfes
conjmunication; interface; server object;
conjmunication management; interface signature; spawn action;
conjposition; interworking reference point; specification;
conjponent; introduction; stability;
configuration; invariant; state;
conformance point; liaison; subdomain;
conpumer object; location in space; subtype;
conjract; location in time; supertype;
credtion; name; system;
datd; naming context; <x> template;
decpmposition; naming domain; term;
deldgtion; notification; thread;
distfibuted processing; object; trading;
distfibution transparency; obligation; type;
<x> domain; ODP standards; viewpoint.
entity; ODP system;
envjronment; open distributed processing;
errdr; perceptual\eference point;
establishing behaviour; permission;
failyire;
Figure 1 ~Terms taken from Rec. ITU-T X.902 | ISO/IEC 10746-2
4.1 Viewpoints
4.1.1 Concepts
4.1.1.1 enterprise viewpoint: A viewpoint on an ODP system and its environment that focuses on the purpose, §cope
and policies for that system.
4.1.1.2 ,information viewpoint: A viewpoint on an ODP system and its environment that focuses on the semantics of
inforlmation and information processing.

4.1.1.3 computational viewpoint: A viewpoint on an ODP system and its environment which enables distribution
through functional decomposition of the system into objects which interact at interfaces.

4.1.1.4 engineering viewpoint: A viewpoint on an ODP system and its environment that focuses on the mechanisms
and functions required to support distributed interaction between objects in the system.

4.1.1.5 technology viewpoint: A viewpoint on an ODP system and its environment that focuses on the choice of
technology in that system.

4.1.2 Using viewpoints

The enterprise, information, computational, engineering and technology viewpoints have been chosen as a necessary
and sufficient set to meet the needs of ODP standards. Viewpoints can be applied, at an appropriate level of abstraction,
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to a complete ODP system, in which case the environment defines the context in which the ODP system operates.
Viewpoints can also be applied to individual components of an ODP system, in which case the component's
environment will include some abstraction of both the system's environment and other system components.

NOTE — The process of abstraction might be such that the system's environment and the other system components are composed
into a single object.

4.2 ODP viewpoint languages

4.2.1 Concepts

4.2.1.1 <Viewpoint> language: Definitions of concepts and rules for the specification of an ODP system from the

<viewpoint> viewpoint; thus: engineering language: definitions of concepts and rules for the specification of an ODP
system from the Pngineering vie-wpnin'r

4.2.2 Using viewpoint languages

This|reference model defines a set of five languages, each corresponding to one of the viewpoints defined in4.1.1. [Each
langpage is used for the specification of an ODP system from the corresponding viewpoint. These languages are:

— the enterprise language (defined in clause 5);

—  the information language (defined in clause 6);

— the computational language (defined in clause 7);
— the engineering language (defined in clause 8);

—  the technology language (defined in clause 9).

Eacl| language uses concepts taken from Rec. ITU-T X.902 | ISO/IEC 10746~2, and introduces refinements of those
conckpts, prescriptive rules and additional viewpoint-specific concepts felevant to the nature of the specifications
concerned. These additional concepts are, in turn, defined using conceptsfrom Rec. ITU-T X.902 | ISO/IEC 1074612.

A system specification comprises one or more viewpoint specifications. These specifications must be mutually
consfstent. Rules for the consistent structuring of viewpoint specifications are given in clause 10. The specifier must
dem¢nstrate by other means that terms in the specifications ar¢’used consistently. A specification of a system yising
sevefal viewpoint specifications will often restrict implementations more than a specification using fewer viewpoint
specifications. Objects identified in one viewpoint can be-Specified using the viewpoint language associated with that
viewpoint or using the viewpoint languages associated\with other viewpoints. It is not necessary to specify an gbject
fully] from every viewpoint in order to achieve a mutually consistent set of viewpoint specifications.
NOTE 1 — The qualification of a term from Rec. ITU-T X.902 | ISO/IEC 10746-2 by the name of a viewpoint (e.g.,|as in

"tomputational object") is interpreted as using the term from Rec. ITU-T X.902 | ISO/IEC 10746-2, subject to whatever
aflditional provisions are specified in the idéntified viewpoint language.

NOTE 2 — The unqualified use of a _térm from Rec. ITU-T X.902 | ISO/IEC 10746-2 in a viewpoint specification |(e.g.,
nterface") is interpreted as if the tetm, had been qualified by the name of the viewpoint (i.e., "computational interface"), [if the
apsociated viewpoint language plac¢es)additional constraints on the term.

4.3 ODP functions
4.3.1 ODP functien”A function required to support open distributed processing.
4.3.2 Using ODP functions

This|referencéunodel specifies, in clauses 11 to 15, the functions required to achieve open distributed processing.

Eacl ODP function description contains:

— an Pxplnnaﬁ(m of the nse of the fiinction for open distributed pmrmqing'

—  prescriptive statements, about the structure and behaviour of the function, sufficient to ensure the overall
integrity of the reference model,;

— astatement of other ODP functions upon which it depends.

4.4 ODP distribution transparencies

44.1 Concepts

4.4.1.1 access transparency: A distribution transparency which masks differences in data representation and
invocation mechanisms to enable interworking between objects.
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4.4.1.2 failure transparency: A distribution transparency which masks, from an object, the failure and possible
recovery of other objects (or itself), to enable fault tolerance.

4.4.1.3 location transparency: A distribution transparency which masks the use of information about location in
space when identifying and binding to interfaces.

4.4.1.4 migration transparency: A distribution transparency which masks, from an object, the ability of a system to
change the location of that object. Migration is often used to achieve load balancing and reduce latency.

4.4.1.5 relocation transparency: A distribution transparency which masks relocation of an interface from other
interfaces bound to it.

4.4.1.6 replication transparency: A distribution transparency which masks the use of a group of mutually
behaviourally compatible objects to support an interface. Replication is often used to enhance performance and
availability.

4.4.1.7 persistence transparency: A distribution transparency which masks, from an object, the deactivatior} and
reacfivation of other objects (or itself). Deactivation and reactivation are often used to maintain the persistence pf an
obje¢t when a system is unable to provide it with processing, storage and communication functions contindously.

4.4.1.8 transaction transparency: A distribution transparency which masks coordination of\activities amonfgst a
conflguration of objects to achieve consistency.

4.4.2 Using distribution transparency

Distfibution transparency is an important end-user requirement in distributed systems;\This reference model defipes a
set off distribution transparencies which make it possible to implement ODP systefns, Which are distribution transpprent
from| the point of view of users of those systems. Distribution transparency is¢selective; the reference model incfudes
ruleq for selecting and combining distribution transparencies in ODP systems.

This|reference model requires, for each distribution transparency defined|in4.4.1.1 to 4.4.1.8, definitions of both:

— a transparency schema for expressing requirements.for the particular transparency — the scherpa is
specified in the enterprise, information computational-specifications;

— a refinement process for transforming a speeifieation which contains requirements for the particular
distribution transparency to a specification which explicitly realizes the masking implied by| that
transparency — the refinement process is speeified in the engineering specification.

OTE 1 — In some cases (e.g., access transparency) the schema is null; in others (e.g., transaction transparency) the sghema
bntains one or more parameters dictating the precise(form of transparency required.

N

v

NOTE 2 — The refinement process typically invelves introducing additional behaviour, including the use of one or more|ODP
fyinctions, into the specification.

The [specifications of the refinement processes in clause 16 are prescriptive to the level required to ensure oyerall
integdrity of the reference model.

4.5 Standards derived, from the framework

This|reference model provides a framework for the definition of new standards and the use of existing standards as [ODP
standards.

ODH standards are_any of:
— «Sstandards for components of ODP systems;

“~"standards for composing ODP system components;

—  standards for modelling and specifying ODP systems.
ODP standards:

— use the enterprise language to specify policies;

— use the information language to specify consistent use and interpretation of information in, and between,
standards;

—  use the computational language to specify the configuration and behaviour of interfaces;
—  use the engineering language to specify the infrastructures they require;

— use the technology language to specify conformance to international, private, or consensual
specifications.
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Standards for methodology, modelling, programming, implementation and testing of ODP systems use the framework
as a whole.

ODP standards can be based on a subset of this reference model (e.g., by excluding some forms of interaction, particular
functions or transparencies). Such standards can also extend this reference model, provided that the extensions they
introduce do not change or contradict its provisions. Extensions will relate new terms to terms defined in this reference
model: for example, by introducing new types and new type rules.

ODP standards comply with all the prescriptive statements in this reference model.

4.6

Conformance

The enterprise, information, computational and engineering languages are used to specify the conformance
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rements for ODP systems. The technology language can be used to assert conformance to ODP standards in
ms. Each interface which is defined as a conformance point has an information specification to\-€
bretation of interactions of that interface. The rules for identifying conformance points are given i
putational and engineering languages.

DP system conforms to an ODP standard if it satisfies the conformance requirements of that standard.

Enterprise language

nterprise specification defines the purpose, scope and policies of an ODP system.

is reference model, prescription in the enterprise viewpoint is restticted to a basic set of concepts and
pssing the scope and nature of enterprise specifications.

Concepts

enterprise language contains the concepts of Rec. ITU-T.X.902 | ISO/IEC 10746-2 and those defined here, su
e rules of 5.2.

community: A configuration of objects formed to meet an objective. The objective is expressed in a con
h expresses how this objective can be met by*defining roles and interactions required, assignments of objects
, and policies governing the collective behaviour.

<X> federation: A community of £x> domains.

Structuring rules

nterprise specification defines, and the enterprise language is able to express, the purpose, scope and policies
system in terms of each'ef the following items:

—  roles played by the system;

— activities'undertaken by the system;

—  policy statements about the system, including those relating to environment contracts.
enterprise specification, an ODP system and the environment in which it operates are represented as a commy

me“level of description the ODP system is represented as an enterprise object in the community. The objed
cope of the ODP system are defined in terms of the roles it fulfils within the community of which it is part]

ODP
nable
the

enterprise language comprises concepts, rules and structures for the specification* of an ODP system from the
entefprise viewpoint.

rules
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policy statements about those roles. A community is defined in terms of each of the following elements:

— the enterprise objects comprising the community;
the roles fulfilled by each of those objects;

—  policies governing interactions between enterprise objects fulfilling roles;
—  policies governing the creation, usage and deletion of resources by enterprise objects fulfilling roles;
—  policies governing the configuration of enterprise objects and assignment of roles to enterprise objec

—  policies relating to environment contracts governing the system.

ts;

NOTE 1 — Enterprise policies may constrain some of the distribution transparencies defined in the computational specifications.
For example, an enterprise policy on avoidance of single points of hardware failure might imply a requirement for migration
transparency for all computational objects, irrespective of their individual constraints in the computational specification.
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A role is defined in terms of the permissions, obligations, prohibitions and behaviour of the enterprise object fulfilling

the role. An enterprise object can fulfil one or more roles in a community, and the roles which it can fulfil are

determined by the contract on which the community is based. While it is part of one community, the enterprise object

can continue to fulfil roles in other communities, subject to the provisions in the contracts of the communities involved.

The enterprise object can fulfil different roles in different communities. Interactions between enterprise objects

fulfilling appropriate roles within different communities can be considered as interactions between those communities.
NOTE 2 — Examples of roles include policy administrator, president, service provider, owner, manager, shareholder, consumer.
NOTE 3 — Examples of environment contracts in enterprise specifications include safety requirements, legislative requirements
and codes of practice.

NOTE 4 — In an enterprise specification the term "<x> object", where <x> is a role, is interpreted as meaning "an enterprise
object fulfilling an <x> role"; where an enterprise object fulfils multiple roles, the names can be concatenated, e.g., "owner driver
object".

Wheh fulfilling a role, an object becomes subject to permissions, obligations and prohibitions by delegation or trafsfer.
In s¢me roles, objects are permitted to change policy. There are five fundamental types of actions with~respgct to
contfactual matters:

— an object incurs an obligation to another object (it must currently be permitted to incur the obligation);

— an object fulfils an obligation to another object;
—  an object waives an obligation to another object;

—  an object acquires permission from another object to perform some action it was previously forbidden to
perform;

— an object is forbidden to perform an action it was previously permitted.to perform.

NOTE 5 — An important special case of acquisition is where the permitted action is, performative, i.e., when an objec} in a
spibordinate role is enabled to issue further permissions or obligations on behalf of an“object fulfilling a superior role. This|leads
t¢ the notion of agency or delegation.

Oblipations include accounting and charging for the use of resources! Billing and payment is modelled a$ the
reas§ignment of resources between objects in accordance with the roles they fulfil.

A repource is either consumable or non-consumable. A consumable resource deletes itself after some amount of uge. In
<x> [federation, the objective defines the resources each <x> domain in the federation shares with the other membgrs of
the fpderation. The objective can leave each domain with a‘defined degree of autonomy in the use of its own resoyrces.
The fstablishing behaviour for an <x> federation can- allow autonomy for each participating <x> domain in decfding
whether or not to become part of the federation.

5.3 Conformance and reference points

Conformance statements in the enterpriseNlanguage require that the behaviour of an ODP system is conformant to a
partitular set of objectives and policies;

An inplementor claiming conformance must identify the engineering reference points which give access to the system
and fhe engineering, computational and information specifications which apply at them. By this act the idenfified
referpnce points become cenformance points. The interactions at these conformance points can then be interpretpd in
entefprise language terms to-Check that the enterprise specification is not violated.

Entefprise specifications can be applied to all four classes of reference point (programmatic, perceptual, interwofking
and Interchange reference points) identified in Rec. ITU-T X.902 | ISO/IEC 10746-2.

6 Information language

The Tformation tanguage COMpIISes CONCepls, TUICS and Swuctures for the specitication of an ODP System from the
information viewpoint.

An information specification defines the semantics of information and the semantics of information processing in an
ODP system.

In this reference model, prescription in the information viewpoint is restricted to a basic set of concepts and rules
addressing the scope and nature of information specifications.
NOTE - The information specification includes the specification of all information held by the systems: however, it does not
specify the representation of that information in the system itself, although there is, necessarily, a notation for representation of
the information specification. Some representations will be determined by the nature of the platform (e.g., transfer formats);
others will be to do with representation for human consumption.
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6.1 Concepts

The information language contains the concepts of Rec. ITU-T X.902 | ISO/IEC 10746-2 and those defined here,
subject to the rules of 6.2.

6.1.1 invariant schema: A set of predicates on one or more information objects which must always be true. The
predicates constrain the possible states and state changes of the objects to which they apply.

NOTE 1 — Thus, an invariant schema is the specification of the types of one or more information objects that will always be
satisfied by whatever behaviour the objects might exhibit.

NOTE 2 — An invariant schemata may constrain some of the distribution transparencies defined in the computational
specifications. For example, a particular information object type may place a constraint that all the information objects that are
instances of it must be accessed using transaction transparency, without the need to so qualify all such interactions in the
computational specification.

6.1.2 static schema: A specification of the state of one or more information objects, at some point in timegSubject
to the constraints of any invariant schemata.

NOTE — Thus, a static schema is the specification of the types of one or more information objects at some particular pdint in
time. These types are subtypes of the types specified in the invariant schema.

6.1.3 dynamic schema: A specification of the allowable state changes of one or more information objects, subject
to the constraints of any invariant schemata.
NOTE 1 — Behaviour in an information system can be modelled as transitions from one static schema to anpther,
i.e., reclassification of instances from one type to another.

i

NOTE 2 — In the information language, a state change involving a set of objects can be regarded’as an interaction between [those
opjects. Not all of the objects involved in the interaction need change state; some of the gbjects may be involved in a read-only
njanner.

6.2 Structuring rules

An ipformation specification defines the semantics of information and/the semantics of information processing |n an
ODH system in terms of a configuration of information objects,~the behaviour of those objects and environment
contfacts for the system.

An |nformation object template references static, invariant* and dynamic schemata. The relationships betjveen
infomation objects can be modelled as part of the state @f those information objects. Information objects are g¢ither
atonfic or are represented as a composition of component information objects. The state of the composite objgct is
reprgsented by the combined state of its component information objects. An atomic information object template
reprgsents a concept for which there is no modeliat a particular level of abstraction. A composite information gbject
reprgsents a derived concept expressed in terms of other concepts. Since object composition includes encapsulation, an
infoymation object that is a component ofione composite object cannot be a component of another. Thergfore,
inforimation objects resulting from the instantiation of a composite information object template only exist as part ¢f the
instapntiated composite object and haye'\no meaning outside it.

Allofvable state changes specified by a dynamic schema can include the creation of new information objects anfl the
deletion of information objectssinvolved in the dynamic schema. Allowable state changes can be subject to ordering and
temporal constraints.

NOTE 1 — The resultCef*accessing the state of one or more information objects can be modelled as the creation of § new
ifformation object.

In ar] information\specification, the configuration of information objects and the behaviour of those objects need npt be
suitaple for distribution (e.g., there need not be any concept of failure or location for information interactions).

NOTE 2-=If an information notation uses the concept of interface, any interfaces defined cannot themselves be reference ppints;
thus there is no commitment to the interfaces appearing in an implementation.

6.3 Conformance and reference points

Conformance statements in information specifications require that the behaviour of an ODP system is conformant to a
particular set of invariant, static and dynamic schemata.

An implementor claiming conformance must list the relevant engineering reference points which give access to the
system and the engineering and computational specifications which apply to them. By this act the identified reference
points become conformance points. The interactions at these conformance points can then be interpreted in information
language terms to check that they are consistent with the invariant, static and dynamic schemata.

Information specifications can be applied to all four classes of reference point (programmatic, perceptual, interworking,
and interchange reference points) identified in Rec. ITU-T X.902 | ISO/IEC 10746-2.
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7 Computational language

The computational language comprises concepts, rules and structures for the specification of an ODP system from the
computational viewpoint.
NOTE - The computational language defines an abstract object model — the virtual machine that interprets the computational
design and thus has to be realized by any supporting middleware.

A computational specification defines the functional decomposition of an ODP system into objects which interact at
interfaces.

In the computational viewpoint, applications and ODP functions consist of configurations of interacting computational
objects.

ed in

The [computation language contains the concepts of Rec. ITU-T X.902 | ISO/IEC 10746-2 and those defined |here,
subj¢ct to the structuring rules of 7.2. The trading function (see 14.5) is an integral part of the computational langpage;
the dther ODP functions (see 11) are included in the language as needed.

7.1. signal: An atomic shared action resulting in one-way communication from an initiafing object to a responpding
obje¢t.
OTE 1 — A signal is an interaction.

OTE 2 — An example of a signal is the initiation of an event notification by the sending interface or the receipt of the fevent
ptification by the receiving interface. This assumes that a compound binding is being considered, so that these two cas¢s are
distinct. If the binding were primitive, sending and receipt could not be distinguished:

7.1.2 operation: An interaction between a client object and a serverwobject which is either an interrogation pr an
annguncement.

OTE — An operation can be refined in terms of signals (see 7.2.2.5).

7.1. announcement: An interaction — the invocation —initiated by a client object resulting in the conveyange of
infogmation from that client object to a server object, requesting a function to be performed by that server object.

NOTE — An example of an announcement is the initiation.6fthe sending of a message in a messaging system.

7.1.4 interrogation: An interaction consisting, of}

— one interaction — the invocation-~initiated by a client object, resulting in the conveyance of informhtion
from that client object to a~Server object, requesting a function to be performed by the server object,
followed by

— a second interaction =-the termination — initiated by the server object, resulting in the conveyante of
information from the server object to the client object in response to the invocation.

NOTE 1 - In interrogations,~invocations and terminations are always paired. Announcements do not have terminations.|Thus
there is no possibility of an-Operation consisting of an invocation followed by a sequence of associated terminations.

NOTE 2 — An example-ofiani interrogation is a request/response exchange.

7.1.5 flow: Anabstraction of a sequence of interactions, resulting in conveyance of information from a proglucer
obje¢t to a consumerobject.

NOTE 1 —A flow may be used to abstract over, for example, the exact structure of a sequence of interactions, or gver a
cpntinugus.interaction including the special case of an analogue information flow.

NOTE.2%- A flow can be refined in terms of signals (see 7.2.2.5). However, a flow would not be defined as a composition of
s]ghals and operations.

NOTE 3 — An example of a flow is a multimedia data broadcast.

7.1.6 signal interface: An interface in which all the interactions are signals.

7.1.7 operation interface: An interface in which all the interactions are operations.

7.1.8 stream interface: An interface in which all the interactions are flows.

7.1.9 computational object template: An object template which comprises a set of computational interface

templates which the object can instantiate, a behaviour specification and an environment contract specification.

7.1.10 computational interface template: An interface template for either a signal interface, a stream interface or
an operation interface. A computational interface template comprises a signal, a stream or an operation interface
signature as appropriate, a behaviour specification and an environment contract specification.
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7.1.11 signal interface signature: An interface signature for a signal interface. A signal interface signature
comprises a finite set of action signatures, one for each signal type in the interface. Each action signature comprises the
name for the signal, the number, names and types of its parameters and an indication of causality (initiating or
responding, but not both) with respect to the object which instantiates the signal interface.

NOTE - The inclusion, in an action signature, of information about the number of parameters is optional.

7.1.12  operation interface signature: An interface signature for an operation interface. An operation interface
signature comprises a set of announcement and interrogation signatures as appropriate, one for each operation type in
the interface, together with an indication of causality (client or server, but not both) for the interface as a whole, with
respect to the object which instantiates the operation interface.

Each announcement signature is an action signature containing both the name of the invocation and the number, names
and types of its parameters.

Eacl] interrogation signature comprises an action signature with the following elements:
—  the name of the invocation;
—  the number, names and types of its parameters;

— afinite, non-empty set of action signatures, one for each possible termination type of the‘invocation,|each
containing both the name of the termination and the number, names and types of its parameters.

NOTE - Inclusion, in announcement and interrogation signatures, of the information about the numberof parameters is optipnal.

7.1.13  stream interface signature: An interface signature for a stream interface. Astfeam interface compripes a
finit¢ set of action signatures, one for each flow in the stream interface. Each actiop-signature for a flow containfs the
nam¢ of the flow, the information type of the flow, and an indication of causality for the flow (i.e., producpr or
conspimer but not both) with respect to the object which instantiates the stream interface.

OTE 1 — The phrase "complementary interface signature to X", where X is itself.an interface signature describes an int¢rface
gnature identical to X in all respects except causality, which is opposite to that ifi X.

OTE 2 — Many interface definition languages (IDLs) do not capture the 4ndieation of causality and depend upon the contpxt in
hich the IDL is used to determine the causality that is to be applied.

OTE 3 — Causalities are defined for objects, to categorize their roles in interactions (see clause 14 of Rec. ITU-T X|902 |
BO/IEC 10746-2), and not for individual actions. Therefore, the camsalities indicated in the interaction signatures (for signgl and
ows) and interface signatures (for operations) refer to the causality of the object instantiating the interface: initiator/respqnder,
producer/consumer, or client/server (see also 7.2.2).

=SR2z = 7 n 7

7.1.14 binding object: A computational object which supports a binding between a set of other computational
obje¢ts.

NOTE 1 - Binding objects are subject to special provisions (see 7.2.3).

NOTE 2 — A signal may be introduced in the\eontext of interfaces to binding objects where there is a requirement to lofalize
ifiterfaces for the purpose of specifying QoS.

7.1.05 computational factory: Afactory that returns an interface reference to the computational object it creates.

7.1.16 computational compenent: A component specified in a computational viewpoint that has a control intefface
and dleclared sets of:

—  operation int€rfaces in which it plays a server role (facets);

—  operation interfaces in which it plays a client role (receptacles);
—  operation interfaces originating announcements carrying notifications of typed events (event sources));
— Jeperation interfaces consuming announcements carrying notifications of typed events (event sinks);

>~ operation interfaces supporting accessors and mutators for attributes (attributes).

The |ntepfaces in these sets are called features of the component.

The control interface is an interface that provides at least operations that access the component template and retrieve a
list of features and their interface references (e.g., to allow component introspection and feature navigation).

NOTE — The shorthand names in italics above correspond to the terms used in the CORBA component model (CCM)

7.1.17 computational container: A container for a declared set of computational component types that has a
management interface at which it can be requested to:

—  create a computational component of one of the types and add it to the container's content;
—  delete a computational component from the container;
—  list the computational components it currently contains;

—  list the computational factories it provides.
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7.2

Structuring rules

A computational specification describes the functional decomposition of an ODP system, in distribution transparent
terms, as:

a configuration of computational objects (including binding objects);
the internal actions of those objects;

the interactions that occur among those objects;

environment contracts for those objects and their interfaces;

the selection of distribution transparencies required.

A computational specification is constrained by the rules of the computational language. These comprise:

interaction rules (see 7.2.2), binding rules (see 7.2.3) and type rules (see 7.2.4) that provide distrib
transparent interworking;

template rules (see 7.2.5) that apply to all computational objects;

ition

—  failure rules (see 7.2.6) that apply to all computational objects and identify the potentialpoints of fgilure
in computational activities.
Portgbility rules (see 7.2.7) are provided to give guidance to developers of ODP portability standards.
A computational specification defines an initial set of computational objects and their behavieur. The configuratior} will
chanjge as the computational objects:
—  instantiate further computational objects;
—  instantiate further computational interfaces;
—  perform binding actions;
— effect control functions upon binding objects;
—  delete computational interfaces;
—  delete computational objects.
NOTE — Except in failure action, computational objects only delete themselves or their own computational interfaces.
7.2.1 Naming rules
EacH kind of name defined in the computational language has an associated context, as follows:
— asignal name in a signal interfaceisignature is an identifier in the context of that signature;
— aflow name in a stream intérface signature is an identifier in the context of that signature;
— an invocation name in an operation interface signature is an identifier in the context of that signature|
— a termination name{in ‘an operation interface signature is an identifier in the context of the operption
signature in which_if appears;
—  the name ofja parameter in a signal signature is an identifier in the context of that signature;
— the nameCof*a parameter in an invocation signature in an operation interface signature is an identifier in
the cofitext of that signature;
—  thémame of a parameter in a termination signature in an operation interface signature is an identifier in
the context of that signature;
“>~'the name of a parameter in a signal signature in a signal interface signature is an identifier in the cotext
of that signature.
NOFEI—Thus-sisnal-nemes-are-distinetin-any-signalinterface-signature-but-sienalsin-different sisnatores—eanhave-the'same

name, and so forth.

A computational interface identifier is unambiguous within its context (i.e., cannot be associated with more than one
computational interface in that context). The choice of contexts for computational interface identifiers is a matter of
language design and therefore beyond the scope of this reference model. Hence the reference model places no
constraints on the extent of contexts for computational interface identifiers. Thus no reliance can be placed on:

12

the extent of naming contexts for computational interface identifiers (e.g., assumptions about them being

related to engineering language structures such as nodes or communications domains);

the uniqueness of computational interface identifiers (i.e., synonyms are permitted);

a computational interface identifier denoting the same computational interface in all places where the

identifier appears (i.e., names need not be "global").
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NOTE 2 — A particular computational notation may not have explicit terms denoting computational identifiers; therefore in that
notation computational interface identifiers are implicit; however they remain subject to the rules given above.

7.2.2 Interaction rules

Each interaction of a computational object occurs at one of its computational interfaces. The computational language
imposes constraints on the behaviour permitted at a computational interface. Interaction at an unbound interface fails.
The binding rules (see 7.2.3) impose constraints on how interfaces can be bound.

The interaction part of the computational language supports three models of interaction, each of which has an associated
kind of computational interface:

—  signals and signal interfaces;

—  flows and stream interfaces;

—  operations and operation interfaces.

In addition to the different kinds of interaction supported, the interaction models differ in their failure properties| The
partifipants in a flow or operation can have an inconsistent view of an interaction at different times, €specially when
failufes have occurred. In contrast to streams and operations, there is no concept of partial failure of(a-Signal — a sfignal
eithdr succeeds or fails identically for both participants in the interaction.

7.2.2.1 Signal interaction rules
A computational object offering a signal interface of a given signal interface type:
—  initiates signals that have initiating causality in the interface's signatur€;

—  responds to signals that have responding causality in the interface's'signature.

Z

OTE - Signals are generally used when it is necessary to have a less abstract representation of interfaces, including streaf and
peration interfaces (see 7.2.2.5).

(]

7.2.2.2 Stream interaction rules

A computational object offering a stream interface:

—  generates flows that have producer causality in.the“interface's signature;

receives flows that have consumer causalitysin the interface's signature.

7.2.2.3 Operation interaction rules

A clfent object using an operation interface inypkes the operations named in the interface's signature. A server object
offerfing an operation interface expects any.6fithe operations named in the interface's signature. In the case ¢f an
interfogation, the server responds to the irfvocation by initiating any one of the terminations named for the operatipn in
the server interface signature. The client’expects any of the terminations named for the operation in the client intefface
signgture. The duration of the operation is arbitrary unless required otherwise by environment contracts applicaljle to
the dbjects and interfaces involved:

OTE 1 — If a client threadinvokes a chain of interrogations, the two way "handshake" of invocation and termination erjsures
that operations will be responded to by the server in the same order as the client initiated them. If the client invokes a chgin of
ahnouncements (or a chain’/containing both announcements and invocations) there is no handshake to guarantee the ordler in
hich the server resporids to the announcement, unless this is implicit in the environment contracts applicable to the interaftion.
ere are no ordesing guarantees for either interrogations or announcements that are in different descendant activitied of a
pfevious dividing action.

OTE 2 — Th¢ behaviour of an object using an operation interface may vary, depending on the type of the interface. A flient
opject may-be blocked until it gets one of the terminations (e.g., in synchronous messaging), or a client object may continjue its
aftivity (€'g., in asynchronous messaging), and expect to receive one of the terminations some time later with an appropriate
echanism, such as by an introduction of a message management object with a message management interface, proyiding
elg.,the following functions:

—  passing invocations/terminations in a message management object;

—  asking for delivery of invocations/terminations via a message management object;

—  retrieving invocations/terminations from a message management object;

—  receiving signals indicating an arrival of an invocation/termination from a message management object.

7.2.2.4 Parameter rules

The parameters for signals, invocations and terminations can include identifiers for computational interfaces and
computational interface signature types.

NOTE 1 — The possibility of parameters expressing computational interface types makes the computational signature type
systems higher order. Explicit representation of signature types is required, for example in trading, where the parameters of
import and export operations include signature types:
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trader.import (T: Type, ....) : (service: T) -> failed (reason: String)
trader.export (T: Type, service: T) : (....) -> failed (reason: String)

This introduces a need for dynamic signature subtype checking (see 7.2.5.1).

A formal parameter that is an identifier for a computational interface is qualified by a computational interface signature
type. The corresponding actual parameter must reference an interface with that interface signature type (or one of its
subtypes). The actual parameter can only be used as if it referenced a computational interface with the same signature
type as the formal parameter (or one of the formal parameter's supertypes). After an interaction, both initiator and
responder can reference the identified interface, although possibly by different computational interface identifiers.
NOTE 2 — This rule prevents the user of the interface referenced by the actual parameter being able to perform additional

interactions beyond those in the formal interface signature type, even if the interface referenced by the actual parameter is a
subtype of the interface signature type associated with the formal parameter.

7.2.2.5 Flows, operations and signals

Flows and operations can be defined in terms of signals. This enables signal interfaces to be used as)a-basis for
explgining multi-party binding; end-to-end Quality of Service characteristics and compound bindings bétween different
kinds of interface (e.g., stream to operation interface bindings).

A ddfinition of flows using signals depends upon the details of the interactions abstracted in the, specification df the
stream interface concerned and is, therefore, beyond the scope of this reference model.

OTE 1 — The level of detail at which interactions are presented is a choice to be made by, the kcreator of the computafional
becification. In general, a flow is seen as essentially unstructured. The data transfer process\siseen as a single stream, with the
pen/close hidden in the binding process. The structure of the flow may be seen in the efiginéering viewpoint as a structjire of
hannels and their usage.

Z O o v

OTE 2 — There can be cases where the model is of the creation of a binding to supportnegotiation as a sequence of operaftions,
e last of which creates a flow, followed by some closing operation. Similarly{ suspend/resume could be controlled Hy the
application or it could be subject to selected transparencies.

=
=

Opefations can be modelled by introducing signal interfaces corresponding to both the client operation interfac¢ and
servg¢r operation interface involved:

— in a signal interface corresponding to a client operation interface there is a signal (invocation supmit)
corresponding to each invocation with the sandeparameters, and, in the case of an interface contajning
interrogations, a signal (termination deliver),corresponding to each possible termination with the pame
parameters as that termination;

— in the signal interface corresponding-to a server operation interface there is a signal (invocation deliver)
corresponding to each invocation, with the same parameters, and, in the case of an interface contajning
interrogations, a signal (termination submit) corresponding to each possible termination with the pame
parameters as that termination,

This| creates an equivalence between ‘the’ resulting set of signals and the set of invocations and terminations ip the
opergtion interfaces being described:

7.2.3 Binding rules

In tHis reference model,.binding is defined with reference to binding actions. Use of such actions is called explicit
bind|ng. There are two-Kinds of binding actions: primitive binding actions and compound binding actions.

A primitive bindinglaction binds two computational objects directly. A compound binding action can be expressgd in
termp of primitive binding actions linking two or more computational objects via a binding object. The presencq of a
bind|ng objeet>in a computational binding gives the means to express configuration and quality of service cqntrol
(see(7.2.3.3).

NOTE 1 — Definition of appropriate behaviour for a binding object enables the provision of different communication styled such
aSTEIOtT TMVOCTAtioN,; TESSage transter; Te:

In notations which have no terms for expressing binding actions, binding is implicit. Implicit binding for other than
server operation interfaces is not defined in the reference model because in other cases it is not self-evident where the
initiative in binding should be placed relative to subsequent interaction. The additional information needed can be
supplied in an explicit binding action.

NOTE 2 — The nature of computational binding and binding objects, and the engineering mechanisms that support them are

further specified in Rec. ITU-T X.930 (1998) | ISO/IEC 14753:1999, Information technology — Open Distributed Processing —
Interface references and binding.
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Implicit binding rules for server operation interfaces

If an invocation by a client object references a server operation interface to which the client is not bound, implicit
binding is required. Setting up an implicit binding involves the following procedure if a suitable client operation
interface bound to the server does not exist:

7.23.2

create a client operation interface of complementary signature type to the server interface;
bind the client operation interface to the server operation interface;
invoke the server object using the client operation interface;

(optionally) when the operation completes, delete the client interface.

Primitive binding rules
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itive binding actions enable binding of an interface of the object which initiates the action to another interfad
ner object, or of itself). The binding action is parameterized by two identifiers, one for each interface inyolved
onditions for a primitive binding action are that both interfaces involved are of the same kind (viz., signal, stream
eration), that they are of complementary causality and that their signature types are complementary(

itive binding either establishes a binding between the two interfaces concerned, or fails.

.3 Compound binding rules

pound binding actions enable a set of interfaces to be bound, using a binding ebject to support the binding. E
he provisions of this clause, a binding object is an ordinary computational @bject. In a binding object templatg
behaviour specification is expressed in terms of a set of formal role parametets each of which is associated wi
face template.

pound binding actions are parameterized by a binding objectstemplate and a set of interfaces to be bour
bssful, the binding action allows interaction between some or all'of the members of the set of interfaces.

bre-conditions for compound binding are that, for each farnial role in the binding object template:

mpound binding action comprises.the following steps:

ontrol interfaces of a binding object provide some or all of the following functions:

the corresponding interface parameter mustibe of the same kind (viz., signal, stream or operation) 4
interface template associated with the formal role in the binding object template;

the corresponding interface parameter must be of complementary causality to the interface tem
associated with the formal role in the-binding object template;

the corresponding interface parameter must be a subtype of the signature type of the interface tem
associated with the formal relé in the binding object template.

a binding object isTinstantiated from the binding object template;

each interface(template within the binding object associated with a formal role parameter in the big
object template is instantiated;

the binding object uses primitive binding actions to bind each such interface to the interface referend
the eotresponding actual parameter of the binding action;

a'sét of control interfaces are instantiated and identifiers for these interfaces returned as results g
binding action (i.e., becoming part of the state of the object which performed the action — this objec
subsequently pass on the identifier by interaction with other computational objects).
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monitoring the use of the binding;

monitoring changes to the binding;

authorizing changes to the binding;

changing the membership of the binding;

changing the pattern of communication enabled by the binding;
changing the quality of service of the binding;

deleting the binding as a whole.

behaviour of the binding object.
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7.2.4

Type rules

This reference model specifies signature type rules for computational interfaces. Signature subtyping rules define
minimum requirements for one interface to substitute for another. The rules are based on the interaction semantics of
computational interfaces (viz., signal, stream and operation interfaces). They are sufficient to ensure that a substituted
interface can consistently interpret the structure of any interactions that occur.

Signature subtyping rules for interfaces with alternative interaction semantics can be defined in terms of signals; such
definitions can be introduced by an ODP standard.

7.2.4.1 Signature subtyping rules for signal interfaces

The definition of signal interface signature subtyping is given in Annex A. For signal interface types that are not

defin

ed recursively, the rules are summarized below
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Opefation interface X is a signature subtype of interface Y if the conditions below are met:

h| interface signature type X is a subtype of signal interface signature type Y if the conditions below are met:

same name, with the same number and names of parameters, and that each parametef’type in X
subtype of the corresponding parameter type in ¥;

—  for every responding signal signature in X there is a corresponding responding signal signature in Y|
the same name, with the same number and names of parameters, and that each\parameter type in ]
subtype of the corresponding parameter type in X.

.2 Signature subtyping rules for stream interfaces

faces concerned. In particular these details will clarify whether or not thesubtyping rules will permit incom
spondences between the set of flows in the two interfaces. Therefdre Complete signature subtyping rule
nd the scope of this reference model. The constraints on stream signature subtyping are given in Annex Al
m interface types that are not defined recursively, the constraints ar¢ summarized below.

m interface X is a signature subtype of stream interface Y if the/conditions below are met for all flows which
ical names:

—  if the causality is producer, the information type'in X is a subtype of the information type in Y;

—  if the causality is consumer, the information type in Y is a subtype of the information type in X.

.3 Signature subtyping rules for operation.interfaces

definition of operation interface signature_subtyping is given in Annex A. For interface types that are not de
sively, the rules are summarized belotv.

—  for every interrogation in Y, there is an interrogation signature in X (the corresponding signature
which defines an interrogation with the same name;

—  for each intefrogation signature in Y, the corresponding interrogation signature in X has the same nu
and nameS-0f parameters;

type-of the corresponding interrogation signature in X;

— _\the set of termination names of an interrogation signature in Y contains the set of termination nam|
the corresponding interrogation signature in .X;

=  for each interrogation signature in Y, a given termination in the corresponding interrogation signaty

—  for every initiating signal signature in Y there is a corresponding initiating signal signature (i X with the
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—  for each/nterrogation signature in Y, every parameter type is a subtype of the corresponding paraeter
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interrogation signature in Y;

1 the

—  for each interrogation signature in Y, every result type associated with a given termination in the
corresponding interrogation signature in X is a subtype of the result type (with the same name) in the

termination with the same name in Y;

—  for every announcement in Y, there is an announcement signature in X (the corresponding signature
which defines an announcement with the same name;

in X)

—  for each announcement signature in Y, the corresponding announcement signature in X has the same

number and names of parameters;

—  for each announcement signature in Y, every parameter type is a subtype of the corresponding parameter

type in the corresponding announcement signature in X.
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7.2.5 Template rules

7.2.5.1 Computational object template rules

A co

mputational object (including the special case of a binding object) can:
—  initiate or respond to signals;
—  produce or consume flows;
— initiate operation invocations;
— respond to operation invocations;
—  initiate operation terminations;

— respond to operation terminations;
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—  instantiate interface templates;

— instantiate object templates;

—  bind interfaces;

— access and modify its state;

— delete one or more of its interfaces;

—  delete itself;

—  spawn, fork and join activities;

—  obtain a computational interface identifier for an instance of the trading-function;

—  test if one computational interface signature is a subtype of another.

of these actions can fail.

.2 Computational interface instantiation

putational interface instantiation establishes one or more computational interface identifiers for the new interf3
bject performing the instantiation.

.3 Computational object template instantiation

behaviour expression in a computational object template includes a description of the behaviour to occur whel
late is instantiated (the instantiated behaviour){ The environment contract specification describes the contract
lished between the instantiated object ‘and its environment when the template is instantiated. Wherg
ntiation behaviour includes interface instantiation, the instantiation establishes identifiers for these interfaces i
t which initiated the instantiation.

Failure rules
Failure modes visible to an objéct are determined by its behaviour and environment contract specifications.
of the computational actions in 7.2.5.1 can fail and that failure can be observed by the object performing the a

action can be disrupted by failure of the objects involved, or the binding between them, or both. In the cal

Fe need not ocelir in all the participants, and may occur at different times and with different parameters for
g participant)
OTE — Examples of interaction failure include security failure, communication failure and resource failure.

pefations, the failure of the server computational object to respond to invocations or to initiate terminations ¢
fved by the client computational object involved.
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n the
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1s, the failure is<ddeiitical for, and visible to, all participants in the interaction. In the case of flows and operafions,

each

in be

The instantiation of an object template or a computational interface template fails if the environment contract cannot be
satisfied. A binding action fails if any of the environment contracts in the interfaces being bound cannot be satisfied.

7.2.7 Portability rules

Standards for portability in ODP systems specify action templates for the actions described in 7.2.5.1. The specification
of such templates is a matter of language design and is therefore beyond the scope of this reference model. In addition

to sy

ntactic concerns, a portability standard must address specific semantic issues including:

—  composition rules for action templates, including templates for forking and joining actions to enable

concurrency and synchronization;

Rec. ITU-T X.903 (10/2009)

17


https://standardsiso.com/api/?name=0850fafceda8c19fa0b054309902bca1

ISO/IEC 10746-3:2009 (E)
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composition;
— ordering and delivery guarantees for announcements.

A portability standard may represent the permitted actions directly (e.g., as library functions) or indirectly through
syntactic structures. There can be alternative portability standards both in terms of style (e.g., an event-based processing
model versus a threads based model) and content (e.g., the number of computational actions supported). This reference
model identifies two.

A basic portability standard is one which includes at least:

interrogations;

—  implicit binding;

—  computational object instantiation;

—  computational interface instantiation;

— access to and modification of state;

—  support for threads with spawn, fork and join actions;

—  obtaining an identifier for a computational interface at which the trading functionis provided (to epable
subsequent binding to and use of the function);

— interface signature subtype testing.

An extended portability standard is one which includes all the actions described in 7.2.5.1.

7.3 Conformance and reference points

In the computational language there exists a reference point at any interface of any object. Each reference point can
become either a programmatic conformance point, a perceptual conformance point, an interworking conformance point
or ai} interchange conformance point, depending upon the requirements set when the reference point is designated as a
confprmance point by a specific standard or in the system specification.

In the computational language these requirements are spécified in terms of interface and object templates which
dete]::ine the interface of the conforming object.

An implementor claiming conformance to a computational specification must list the engineering reference points
whidh correspond to the required computational reference point and state which transparency and engineering strugtures
apply to them. By this act the identified referénce points become conformance points. The set of interactions at fhese
confprmance points can then be interpreted\in computational language terms to determine that the computational
specification is not violated.

Conformance of an object at a programmatic conformance point can be tested in terms of a standardized intefface
speclfication language and a language binding which satisfies the portability rules. Conformance of an object at an
interpvorking conformance point'ean be tested in terms of interactions visible in communications protocols.

8 Engineeringlanguage

The fengineering tanguage comprises concepts, rules and structures for the specification of an ODP system frorh the
engifeering vidwpoint.

systgni_{cluster, capsule and node rules) and the structuring of communication responsibilities between sygtems
(Cha,,uu,l T ulbo).

An gngineering specification is primarily concerned with two areas — the structuring responsibilities of objects wiq:in a

An engineering specification defines the mechanisms and functions required to support distributed interaction between
objects in an ODP system as a series of templates for the computational interactions, parameterized to support a range
of different policies selected either for the enterprise, information or computational specifications through the
transparency schema.
NOTE — The boundary between the computational and engineering viewpoints is not fixed by this reference model and depends
on the distribution transparencies selected for the computational specification. An engineering specification that corresponds to a

computational specification defines engineering structures to provide the distribution transparencies selected in the computational
specification.
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8.1 Concepts

The engineering language contains the concepts of Rec. ITU-T X.902 | ISO/IEC 10746-2 and those defined in 7.1,
together with those defined here, subject to the rules of 8.2. The node management function (see 12.1), object
management function (see 12.2), cluster management function (see 12.3), capsule management function (see 12.4) and
engineering interface reference tracking function (see 13.9) are an integral part of the engineering language; the other
ODP functions (see 11) are included in the language as needed.

8.1.1 basic engineering object: An engineering object that requires the support of a distributed infrastructure.

8.1.2 cluster: A configuration of basic engineering objects forming a single unit for the purposes of deactivation,
checkpointing, reactivation, recovery and migration.

NOTE — A segment of virtual memory containing objects is an example of a cluster.

8.1.3 cluster manager: An engineering object which manages the basic engineering objects in a cluster.

8.14 capsule: A configuration of engineering objects forming a single unit for the purpose of encapsulatign of
procgssing and storage.

NOTE — A virtual machine (e.g., a process) is an example of a capsule.
8.1.5 capsule manager: An engineering object which manages the engineering objects in a gapsule.

8.1.6 nucleus: An engineering object which coordinates processing, storage and communications functions for use
by other engineering objects within the node to which it belongs.

NOTE — An operating system (kernel) is an example of a nucleus.

8.1.7 node: A configuration of engineering objects forming a single unit for.thieé purpose of location in space} and
whidh embodies a set of processing, storage and communication functions.
NOTE 1 — A computer and the software it supports (operating system and applications) is an example of a node.

NOTE 2 — A node may have internal structure which is not of concern in ainengineering specification. Thus a node can be, for
ekample, a parallel computer under the control of a single operating system:

8.1.8 channel: A configuration of stubs, binders, protocol objects and interceptors providing a binding betwgen a
set of interfaces to basic engineering objects, through which interaction can occur.
NOTE — Bindings that require channels are referred to as distributed bindings in the engineering language; bindings befween

ehgineering objects that do not require channels (e.g., between engineering objects in the same cluster) are referred to as|local
bindings.

8.1.9 stub: An engineering object in a chanmel} which interprets the interactions conveyed by the channel| and
perfgrms any necessary transformation or monitdring based on this interpretation.
NOTE - For example, a stub can perform marshalling of parameters into communications buffers, or the recording of activity for
apdit purposes.

8.1.10 binder: An engineering object in a channel, which maintains a distributed binding between interacting pasic
engipeering objects.
8.1.]1 <x> interceptor: An\engineering object in a channel, placed at a boundary between <x> domains. An| <x>
interfeptor:
—  performs, checks to enforce or monitor policies on permitted interactions between basic enginepring
objectsiin different domains;
—  performs transformations to mask differences in interpretation of data by basic engineering objedts in
different domains.
NOTE —An inter-subnetwork relay is an example of an interceptor.
8.1.12 " protocol object: An engineering object in a channel, which communicates with other protocol objects ih the

same channel to achieve interaction between basic engineering objects (possibly in different clusters, possibly in
different capsules, possibly in different nodes).

8.1.13 communications domain: A set of protocol objects capable of interworking.

8.1.14 communication interface: An interface of a protocol object that can be bound to an interface of either an
interceptor object or another protocol object at an interworking reference point.

8.1.15 binding endpoint identifier: An identifier, in the naming context of a capsule, used by a basic engineering
object to select one of the bindings in which it is involved, for the purpose of interaction.

NOTE 1 — A memory address (for a data structure representing an engineering interface) is an example of a binding endpoint
identifier.

NOTE 2 — The same form of binding endpoint identifier can be used, whether the binding involved is either local or distributed.
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8.1.16 engineering interface reference: An identifier, in the context of an engineering interface reference
management domain, for an engineering object interface that is available for distributed binding.

NOTE - An engineering interface reference is necessary to establish distributed bindings, and is distinct from the binding
endpoint identifiers used by a basic engineering object for the purposes of interaction.

8.1.17 engineering interface reference management domain: A set of nodes forming a naming domain for the
purpose of assigning engineering interface references.

8.1.18 engineering interface reference management policy: A set of permissions and prohibitions that govern the
federation of engineering interface reference management domains.

8.1.19  cluster template: An object template for a configuration of objects and any activity required to instantiate
those objects and establish initial bindings.

8.1.20 checkpoint: An object template derived from the state and structure of an engineering object that can befused
to inptantiate another engineering object, consistent with the state of the original object at the time of checkpoifiting]

8.1.21  checkpointing: Creating a checkpoint. Checkpoints can only be created when the engineering object invglved
satisfies a pre-condition stated in a checkpointing policy.

8.1.22  cluster checkpoint: A cluster template containing checkpoints of the basic engineering.objects in a clustgr.
8.1.
8.1.

deactivation: Checkpointing a cluster, followed by deletion of the cluster.

cloning: Instantiating a cluster from a cluster checkpoint.

8.1.
8.1.2

3
4

8.1.25 recovery: Cloning a cluster after cluster failure or deletion.
6 reactivation: Cloning a cluster following its deactivation.
7

migration: Moving a cluster to a different capsule.

8.2 Structuring rules

An engineering specification defines the infrastructure required te support functional distribution of an ODP systenj, by:

— identifying the ODP functions required to manage physical distribution, communication, processing and
storage;

— identifying the roles of different engineering objects supporting the ODP functions (for exampld, the
nucleus).

An enhgineering specification is expressed in tefis of:
—  aconfiguration of engineering objects, structured as clusters, capsule and nodes;
— the activities that occur Within those engineering objects;

— the interactions of-those engineering objects.

An engineering specification(is'constrained by the rules of the engineering language. These comprise:

—  channel rules-(see 8.2.1), interface reference rules (see 8.2.2), distributed binding rules (see 8.2.3) and
relocation-—rules (see 8.2.4) for the provision of distribution transparent interaction among enginepring
objects;

—  cluster rules (see 8.2.5), capsule rules (see 8.2.6) and node rules (see 8.2.7) governing the configurption
of engineering objects;

—{ failure rules (see 8.2.9).

4 P -
8.2.1 Chanmmelrates

A channel supports distribution transparent interaction between engineering objects. This includes, for example:
—  operation execution between a client object and a server object;
— agroup of objects multicasting to another group of objects;

—  stream interactions involving multiple producer objects and multiple consumer objects.

NOTE 1 — The nature of channels and the engineering mechanisms that support them, and how these support computational
interactions, are further specified in Rec. ITU-T X.931 (1999) | ISO/IEC 14752:2000, Information technology — Open Distributed
Processing — Protocol support for computational interactions.
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Interaction between engineering objects entails the transfer of some or all of:
— engineering interface references;
—  cluster templates;
—  data.

A channel is a configuration of stubs, binders, protocol objects and interceptors interconnecting a set of engineering
objects. The configuration is an acyclic graph with stub objects at the outermost vertices as illustrated in Figures 2
and 3. Each path through the graph between stub objects consists of, in sequence, either

— abinder, a protocol object, a protocol object and a binder; or

— abinder, a protocol object, an interceptor, a protocol object and a binder.

The pehaviour of @ chanmnet Witlt Te3pect 10 Ciiannel Contfiguration of quality of Service Management S comrottefl via
contfol interfaces of stubs, binders, protocol objects and interceptors. Such control interfaces are optional.

NOTE 2 — Stubs, binders, protocol objects and interceptors in a channel can have (local or distributed) bindings to [other
hgineering objects outside the channel providing, for example, relocation or coordination functions.

e
NOTE 3 — Depending upon the kind of transformation involved, an interceptor may be decomposed into stubsybinders, prgtocol
opjects and basic engineering objects, mirroring the channel structure.

Objdcts in a channel can themselves be basic engineering objects supported by channels.

Client Server
object object
Client | | Server
tub '\ /' tub
5 | Control | 5
T interfaces -1
Client | / \ | Server
binder | | binder
Client protocol | v | Server protocol
object [ [ object
I Interceptor I
X.903(09)_F§2

Figure 2 — An example of a basic client/server channel
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Figure 3 — An example of a multi-endpoint channel
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C engingering objects which interact via channels are locally bound to stubs. In a channel, stubs provid

b the

erSion of data carried by interactions. Stubs can apply controls and keep records (e.g., for security and accoun

ing).

Stub
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nnel

has an interface for use by the basic engineering object it supports and an interface for interaction with a binder. It can
also have a control interface.

When interconnected stubs use different transfer syntaxes, there must be an interceptor in the path between them which
can transform data from one syntax to the other.

A stub can be of one of the following forms:

22

a) specific to the basic engineering object interface instance to which it is bound;

b) specific to the interface type of the basic engineering object interface to which it is bound (therefore the

stub may be shared between a number of channels of the same type);

Rec. ITU-T X.903 (10/2009)


https://standardsiso.com/api/?name=0850fafceda8c19fa0b054309902bca1

ISO/IEC 10746-3:2009 (E)

¢) generic (i.e., not specific to any single interface type); such stubs may be shared between a number of

channels of different types.
NOTE 1 — In a) interactions between the engineering object and the stub only convey interaction data (e.g., operation name

s and

parameters in the case of an invocation). The stub acts as a local proxy for other basic engineering objects bound to the channel.

NOTE 2 — In b) interactions must additionally include an identifier for the channel to be used.

NOTE 3 - In c) interactions must additionally include an identifier and type for the channel to be used, to enable the stub to

ensure the interaction data are compatible with the channel type.

8.2.1.2 Binders

The binders in a channel manage the end-to-end integrity of that channel. When required, binders provide relocation
transparency by monitoring communication failures and repairing broken distributed bindings. Binders in a channel can
interact with engineering objects outside the channel to obtain additional data needed to perform their function (e.g., a
relodator to obtain location data). A binder in a channel has at least an interface for interaction with a stub and-ohe or

morg interfaces for interaction with protocol objects. A binder can have a control interface. If present, the)cd
interface enables changes in the configuration of the channel and deletion of the channel.

8.2.1.3 Protocol objects

Protgcol objects provide communication functions. Protocol objects can interact with engineering objects outs

ntrol

de a

chanpel (e.g., directory functions) to obtain the information they need. A protocol object has an interface for interaction

with|a binder and at least one communications interface for interaction with other protocel objects (via intercept
requjred). A protocol object can have a control interface. When protocol objects in a chanhel are of different type,
requjre an interceptor which provides protocol conversion. All protocol objects/in\a communication domain
communicate directly using facilities of the communications domain (which fallCeutside the scope of this refer
modgl).

NOTE — ISO/IEC 19500-2:2003, Information technology — Open Distributed Processing — Part 2: General Inter-ORB Pr
(GIOP)/Internet Inter-ORB Protocol (IIOP) defines a specific protocol for use-by.protocol objects.

At apy given location in time, a protocol object is identified by its location in space, but different protocol object
occupy the same location in space at different times (i.e., network. addresses can be recycled). When protocol obje
a channel are of the same type, but in disjoint communications domains, naming conflicts are possible (e.g., namg
communications interfaces might be ambiguous). In this cireuimstance, an interceptor is required to transform n
exchinged in the process of establishing and maintaining the integrity of the channel.

8.2.1.4 Interceptors

An 4x> interceptor in a channel stands at the boundary between <x> domains and provides checks and transforma
on irjteractions that cross <x> domain boundaries. Depending upon the boundary crossed, interceptors require diff
infofgmation to perform their task. Some ffiterceptors will need to know the signature types of the basic engine]
obje¢t interfaces bound to the channel in” which the interceptor is located so that they can interpret interac
suppprted by the channel. An interceptor has at least two communication interfaces. It can have a control interface.

8.2.2 Interface reference rules

For the purpose of distributed-binding, engineering interfaces are located in space and time by engineering inte}
referpnces. Engineering~interface references are defined relative to an engineering interface reference managel
domgin which determiinies policy for the content, allocation, tracking and validation of engineering interface refer
withfn that domain/An engineering interface reference management domain consists of a set of nodes. Engine
interface reference domains can be federated if their engineering interface reference management policies d
conflict.

An gngirieering interface reference contains information which enables bindings to be established to engineering d
interfae€s. This information both enables nucleus objects to create channels and also enables binders within chann

rs if
they
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maintain a distributed binding between interconnected engineering objects. The iformation within an engineering

interface reference can take the form of:
—  data;
— identifiers for interfaces giving access to such data;

— acombination of data and identifiers.

The data necessary for binding can include any or all of the following items:

— the interface type of the referenced interface;

— a channel template describing the interceptors, protocol objects, binders and stubs that can be selected

when configuring a channel to support the distributed binding;
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—  the location in space and time (e.g., a network address) of the communication interfaces at which the
binding process can be initiated;

— information to enable the detection and repair of distributed bindings invalidated by engineering object
relocation.

An interface reference management domain can be divided into subdomains. In this case interface references within the
domain are organized as a set of alternative sets of information, one for each subdomain in which binding is to be
enabled.

NOTE 1 — If the nucleus supporting the engineering interface supports different protocols, binding processes and transfer

syntaxes, the engineering interface reference will indicate the valid combinations that can be selected in any particular distributed
binding; different bindings might make different selections.

NOTE 2 — This reference model does not prescribe the method by which a channel template and the location in space and time of

Lotadatant EPOREE I J . . e ~
retated-nterfaces-are-dertvedfronranengmeerme-tnterfacereferenee:

Engineering interface references are allocated by nuclei, at interfaces supporting the node management, funiction
(see [12.1.3). Engineering interface references are tracked by the engineering interface reference tracking’ funiction
(see [13.9) for the purposes of detecting engineering interfaces which are no longer referenced. Policy for rebindipg to
engifeering object interfaces which have been relocated, and updated engineering interface references for enginepring
interfaces which have been relocated, are recorded by the relocation function (see 14.3). Thesethrée functions (node
manggement, engineering interface reference tracking and relocation) may be coordinated\by use of a slhared
infofmation organization function (see 14.2).

Engiheering interface references are unambiguous in the naming context of an enhgineering interface refefence
manggement domain. To achieve this unambiguity, the nodes within the engineering\interface reference management
domfin must allocate engineering interface references in a coordinated way. Engineering interfaces must be allocated in
a manner which prevents an engineering interface reference from referencing the wrong interface, even in the pregence
ilures and interface relocation. At worst an interface reference will refer te’an interface which does not exist [e.g.,
immediately after failure of the engineering object supporting the interface),

OTE 3 — In ODP systems in which most interfaces do not change location, the management of interface references chn be
optimized: the nucleus can allocate engineering interface references™autonomously; the channel type and communicjtions
ifterface identifier associated with the interface can be stored and ‘tfansmitted within the engineering interface referencg; the
r¢location function can be used to validate and update engineering ifiterface references for interfaces that have been relocatefl.

Before issuing an engineering interface reference, the nucleus constructs a channel template which defirfes a
conflguration of stub, binder and protocol objects suitable to support interactions in the interface. In additiof the
nuclgus establishes sufficient local structure to make-binding to the interface possible, and associates the templat¢ and
the Jocal structure with a communications interface. The engineering interface reference makes this informption

terceptor that stands on a boundary between engineering interface reference management domains mairtains
mappings between engineering interface references in those domains. When an engineering interface reference|or a
cluster template containing engineering interface references crosses an engineering interface reference domain
bourdary, the engineering interface réferences involved must be transformed so as to be valid in the new domain.

Medja interchange of engineering interface references from one interface reference management domains to another is
only|possible when there is-adefined procedure for mapping the references to avoid ambiguity.

8.2.3 Distributed binding rules

Establishing a channel requires the creation of appropriate stubs, binders, protocol objects and interceptors. Channel
estaljlishment.can be initiated by any engineering object. It is provided by each nucleus as a function of its jnode
manggement interface. Distributed binding involves interaction with the nuclei of the nodes at which the interfaces [to be
bourld afe located. Channel establishment is parameterized by a channel template and a set of interface references|each
assignedto a particular role in the channel template. The channel template must be compatible with the channel fypes
nominated by the engineering interface references for the interfaces to be bound. The nucleus for each object to be
bound creates a configuration of stubs, binders and protocol objects at its node to support the interfaces of that object
being bound. This includes configuration of their control interfaces. The protocol objects that support the channel are
connected (possibly via interceptors) at their communication interfaces. The selection and configuration of stubs,
binders, protocol objects and interceptors is determined by the channel template and channel types of the interface
references involved. Each basic engineering object bound by the channel is assigned a binding endpoint identifier for
each interface it has to the channel. Basic engineering objects use binding endpoint identifiers to nominate at which of
their interfaces a distributed interaction is to occur.

NOTE 1 — Channels can be established by any engineering object irrespective of whether or not the object has an interface that is
to be bound by the channel.

NOTE 2 — A basic engineering object initiating a distributed binding requires a set of interface references. These may be obtained
in any of the following ways:
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a) on initialization of the object;

b) by interaction between the initiating object and the nucleus as part of the instantiation of the initiating object's
interfaces;

¢) through some chain of interactions with the other objects concerned (e.g., by parameter passing or trading).

NOTE 3 — A channel template can contain alternative configurations to be applied in selected circumstances. For example, if
communication paths are insecure, encrypting stubs might be required.

824 Relocation rules
Engineering objects can be relocated as a result of:
—  reactivation and deactivation;

—  checkpointing and recovery;

—  migration;
—  communications domain management functions (e.g., changing a communication interface identifier).

OTE 1 — A communications interface may have its identifier changed as a consequence of changing the network-addresf of a
pde.

ior to relocation. Thus, an identifier for a communications interface is not necessarily sufficient to_identify an engingering

N

n|

NOTE 2 — When channels are re-established, stubs, binders and protocol objects might be used which are different to thosq used
p

opject interface.

Relogation can cause channels to fail and can invalidate engineering interface references. Failed channels cqn be
repafred if the activity which changes the location of the engineering object interface notifies the relocation funfction
apprppriately (see 14.3).

The pinders in a channel detect when relocation has invalidated the channel. Either‘the binders collaborate to corregt the
mapping between engineering interface references and the channel structure (i.€., relocation transparency is requifed —
see [16.6), or the channel fails. When relocation transparency is requifed the information available through the
engineering interface reference enables the binders to use the relocatiefy function to determine the new locations df the
basig¢ engineering objects involved.

8.2.5 Cluster rules

A clpster contains a set of basic engineering objects, associated with a cluster manager. Each member of a clustef can
have| an interface supporting the object management funetion. Each such object management interface is bound tp the
clustpr's cluster manager. A basic engineering object in\a cluster is always bound to its nucleus, at an interface provjding
the qode management function and to its cluster.fanager. In addition, a basic engineering object in a cluster cgn be
bourld to other basic engineering objects in the.same cluster, or in other clusters. Each cluster manager in a capsile is
bourld to the capsule manager for that capsule. Phis structure is illustrated in Figure 4.

Basic engineering objects

Object
management
interface

Cluster manager

Node @

magnacaniant
Hahageent

Ll interface
@ Capsule manager
Nucleus

Channel ——>|

X.903(09)_F04

Figure 4 — Example structure supporting a basic engineering object
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A cluster is always contained in a single capsule. A cluster is responsible for its own security, but can be assisted by
security functions. Any assisting security function must either be provided by an object in the same capsule as that
cluster, or be accessed by secure interactions if it is outside the capsule. Engineering objects in the same cluster can
interact using a local binding within the cluster, or using a distributed binding supported by a channel. Engineering
objects in different clusters interact using distributed bindings supported by channels.

NOTE 1 — Interactions that are at perceptual or interchange reference points are not precluded.

NOTE 2 — Although no channel is needed to support local bindings between objects in the same cluster, the identifier used to

perform invocations is of the same kind as is used between engineering objects in different clusters, and is still called a binding
endpoint identifier.

Cluster instantiation (including cloning as a special case) is performed by a capsule manager.

If the template is a cluster checkpoint, the instantiation (i.e., cloning) enables the new cluster to act as a substitute for
the drigmal cluster from which the clusfer template was derived. When required for distribufion transparency reapons,
the dloning process includes re-establishing any distributed bindings that were held by the original cluster.

A clyister has an associated cluster manager. The cluster manager provides the cluster management function, The cluster
mangger embodies the management policy for the engineering objects in its cluster. The cluster management pplicy
mighit lead the cluster manager to interact with other ODP functions to complete cluster management activities.

A clpster manager assists its capsule manager in the management of the engineering interface references of objects.
This|may require access to the engineering interface reference tracking function.

8.2.4 Capsule rules

A capsule consists of
—  cluster(s);
—  cluster managers, one for each cluster in the capsule;

— acapsule manager to which each of the cluster managers’in‘the capsule is bound.

Stubk, binders and protocol objects for a channel bound to an interfaee of a basic engineering object within a clustef in a
capsple can be included within that capsule. All the engineering' objects in a capsule are bound to the same [node
manggement interface. Engineering objects in other capsulgs are bound to different node management interfacgs. A
capsple is contained within a node. A capsule has a capsule manager. The capsule manager is bound, at an intefface
providing the cluster management function, to each .cluster manager in the capsule. This structure is illustrat¢d in
Figute 5 (the figure abstracts out details of the nucleus):

Capsule
Cluster Cluster
\J
L Y
E B E
) Vi
Capsule
1 manager
CLM H | @ |
T Cluster
manager
Channels X.903(09)_F05

Figure S — Example structure of a capsule

26 Rec. ITU-T X.903 (10/2009)


https://standardsiso.com/api/?name=0850fafceda8c19fa0b054309902bca1

ISO/IEC 10746-3:2009 (E)

Capsule instantiation is performed by the nucleus using a capsule template which specifies the initial configuration of
engineering objects in the capsule, including clusters, cluster managers, stubs, binders, protocols and a capsule manager.

A capsule is a naming context for binding endpoint identifiers. The reference model does not require that such
identifiers be valid in any larger context. Engineering interface references are used to communicate knowledge of
engineering object interfaces between capsules (for the purposes of binding).

The capsule manager embodies the management policy for the clusters in its capsule. The capsule management policy
might lead the capsule manager to interact with other functions to complete capsule management activities. The capsule
manager has an interface providing the capsule management function. The structures supporting interaction between
cluster managers, capsule managers and the nucleus within a node are a matter of implementation detail outside the
scope of this reference model.

8.2.7—NvudeTules

A nqdde consists of one nucleus and a set of capsules. All of the engineering objects in a node share common procedsing,
stordge and communication functions.

A ngde is a member of one or more engineering interface reference management domains.
The hucleus provides a set of node management interfaces, one to each capsule within the node.

The ptructure of a node is illustrated in Figure 6.

Capsules

T NODE
Nucleus
[ ] X.903(09)_F06

Figure 6 — Example Structure of a node

The procedure for node instantiation is outside thexseope of this reference model. It must result in:

— introduction of the node's nucle€us and its associated processing, storage and communications functions,
including introduction of fiode management functions to enable distributed binding of enginepring
interface references;

— introduction of any trading function needed by the instantiation process;

— instantiation of any channels required as part of the initial configuration of the node (e.g., to suppdrting
engineering objects such as a relocator).

The pet of protocol objectsiintroduced during node instantiation determine the initial set of communication domains to
whidh the node belongs) The nucleus provides the node management function and embodies a node management pglicy.
This|policy might e€ad the nucleus to interact with other ODP functions to complete node management activiti¢s. A
capsjle is the basiC unit for the application of node management policy; although an individual object can use the node
manggementfunction, it is subject to the policies applicable to its capsule. Distinct capsules can be subject to different
nodg managernent policies.

8.2.8 Application management rules

The management of the lifecycle (creation, migration, deactivation, reactivation, checkpointing, failure, recovery and
deletion) of coordinated sets of clusters is driven by application-specific management policies. Application management
policies can apply to individual clusters or to coordinated sets of clusters. A set of managed clusters form an application
management domain. Applications management policy can be implemented by applications-specific management
functions which effect changes using the mechanisms provided by the coordination and management functions defined
in this reference model, e.g., the cluster management function.

Where appropriate (i.e., depending upon which distribution transparencies apply), application-specific management
functions can receive notifications of significant events affecting the clusters they manage and takes action in response
to those notifications. For example binding failure reports can lead to reactivation of a cluster, or excessive workload
reports can lead to migration of clusters. Requests and notifications relating to one cluster in an application management
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domain can lead to application-specific management functions initiating lifecycle actions on other clusters in the
domain.

The specifics of application domain management are beyond the scope of this reference model.

8.2.9 Failure rules

Failures can be categorized as involving clusters, capsules, nodes or communications domains. The analysis of failures
is based on the fact that:

— afailure localized to a cluster can be detected by its cluster manager;
— afailure localized to a capsule can be detected by its capsule manager;

—  the failure of a node may be detected by protocol objects at other nodes to which it is interconnected;

—  the failure of a communications domain may be detected by protocol objects in other communicption
domains to which it is interconnected.

OTE — There is an inherent ambiguity in communication systems which may prevent a protocol object from‘distinguishing
etween communication failure and remote node failure.

o Z

8.3 Conformance and reference points

There is a programmatic reference point at an interaction point between a cluster manager and a basic enginepring
obje¢t.

Therg is a programmatic reference point at an interaction point between an engineering object and a nucleus.
Therg is a programmatic reference point at an interaction point between basic engingering objects.
Therp can be a perceptual or an interchange reference point at an interface of a basic engineering object.

Whete interaction between basic engineering objects is provided by acChafinel, then, for each basic engineering gbject
involved, there is a programmatic reference point at the interaction poaints between those objects and the corresporpding
stubg in the channel.

WitHin the configuration of objects that comprise a channel{ there is a programmatic reference point at each df the
following interaction points within the channel:

—  Dbetween stubs (abstracting the binders,\protocol objects and interceptors in the channel between the
stubs);

—  between stubs and binders;

—  between binders (abstracting-the protocol objects and interceptors in the channel between the binders);

—  between binders and protocol objects;

—  between protocol objects and other protocol objects within the same node (abstracting the interceptdrs, if
any, between the protocol objects),

and there is an interworking reference point at any interaction point between protocol objects and other protocol ohjects
or inferceptors in differentnedes.

Contfrol interfaces of.stubs, binders, protocol objects and interceptors are programmatic reference points.

Whete engineering objects within a channel interact with other engineering objects (either within that channgl or
outside that_channel) via interfaces which are not within that channel, then the reference points applicable to|such
interfaces are-determined by the recursive application of these rules.

By defirting conformance at the interworking reference points, interworking of systems is made possible.

By defining conformance at the programmatic reference points, portability of engineering objects between systems is
made possible.

Conformance of individual engineering objects at the programmatic reference points does not itself guarantee that the
engineering object will be portable to all systems or will interwork with matching engineering objects bound to other
nuclei.
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9 Technology language

The technology language comprises concepts, rules and structures for the specification of an ODP system from the
technology viewpoint. A technology specification defines the choice of technology for an ODP system.

NOTE - In a system specification in which the choice of technology is left open, the technology specification does not provide
full details of specific technology resources.

In this reference model, prescription in the technology viewpoint is restricted to a basic set of concepts and rules
addressing the scope and nature of technology specifications

9.1 Concepts

The technology language consists of the concepts of Rec. ITU-T X.902 | ISO/IEC 10746-2 and the concepts defined
here [subject to the structuring rules in 9.2.

9.1.1 implementable standard: A template for a technology object.

9.1.2 implementation: A process of instantiation whose validity can be subject to test.
9.1.3 IXIT: Implementation extra information for testing.
9.2 Structuring rules

A te¢hnology specification defines the choice of technology for an ODP system in terms\0f

— a configuration of technology objects that represent hardware~and software components of the
implemented system, and technology objects that represent the“‘communication links between fhese
components; and

— the interfaces between these technology objects.

At

Q

hnology specification:
—  expresses how the specifications for an ODP system.are implemented;
— identifies specifications for technology relevantto-the construction of ODP systems;
—  provides a taxonomy for such specificationss

—  specifies the information required from implementors to support testing.

Wheh applying a specification written in another wiewpoint language, a technology specification is constructed to| give
an infterpretation of the atomic terms in the other,Viewpoint specification.

The fechnology specification for an ODP funttion can reference the specifications of other ODP functions.

A tgchnology specification consistsw.of statements that technology objects are instances of named implemenjtable
standards.

The fechnology specification/gives a proforma for the conformance IXIT by listing the required set of templates and the
desctiptive names for all néeessary reference points.

All implementable standards are introduced by reference to other specifications. The technology language doep not
defirje any other rules-constraining the behaviour of technology objects or for constructing implementable standardg.

9.3 Conformance and reference points

The [techhology language is used to assert that technology objects are instances of implementable standards; fhese
standards will, in general, contain conformance statements

10 Consistency rules

A set of specifications of an ODP system written in different viewpoint languages should not make mutually
contradictory statements (see 4.2.2), i.e., they should be mutually consistent. Thus, a complete specification of a system
includes statements of correspondences between terms and language constructs relating one viewpoint specification to
another viewpoint specification, showing that the consistency requirement is met. The minimum requirements for
consistency in a set of specifications for an ODP system is that they should exhibit the correspondences defined in this
reference model and those defined within the set of specifications itself. This reference model does not declare generic
correspondences between every pair of viewpoint languages. This clause is restricted to the specification of
correspondences between a computational specification and an information specification, and between a computational
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specification and an engineering specification. In each case, the correspondences are expressed as interpretation
relationships linking terms in one viewpoint language to terms in the other viewpoint language. A set of specifications
based on this reference model will, in general, need to relate all the viewpoint specifications.

The key to consistency is the idea of correspondences between specifications, i.e., a statement that some terms or
structures in one specification correspond to other terms and specifications in a second specification. Correspondences
can be established between two different specifications in a single language or in two different languages. Statements of
correspondences between two languages imply equivalent correspondences between any pair of specifications
expressed in those languages.

Analysis of consistency depends on the application of specific consistency techniques. Most of these are based on
checks for particular kinds of inconsistency, and thus cannot prove absolute consistency. One form of consistency
involves a set of correspondence rules to steer a transformation from one language to another. Thus, given a
specfficafion 5; in viewpoint language L; and specification 5, in viewpoint language L,, where 5; and 5, both_spkcify
the spme system, a transformation 7 can be applied to S; resulting in a new specification 7(S;) in viewpoint langtiage L,
whidh can be compared directly to S, to check, for example, for behavioural compatibility between allegedlyequivialent
obje¢ts or configurations of objects.

10.1 Computational and information specification correspondences

This|reference model does not prescribe exact correspondences between information objects and computational objects.
In pgrticular, not all states of a computational specification need correspond to states of an/information specificgtion.
There may exist transitional computational states within pieces of computational beliawiour which are abstract¢d as
atonfic transitions in the information specification.

Where an information object corresponds to a set of computational objects, static and invariant schemata ¢f an
inforimation object correspond to possible states of the computational objects.(Every change in state of an informption
obje¢t corresponds either to some set of interactions between computational objects or to an internal action|of a
computational object. The invariant and dynamic schemata of the infefmation object correspond to the behaviouf and
envifonment contract of the computational objects.

NOTE - If the concept of information interface is used in an information specification, there is no necessary corresponflence
between an information interface and any computational interface,

10.2 Engineering and computational specification correspondences

Eaclf computational object which is not a binding object corresponds to a set of one or more basic engineering objjects
(and| any channels which connect them). All th€ basic engineering objects in the set correspond only to| that
computational object.

NOTE 1 — If no transparency is selected,(ecach computational object which is not a binding object will correspond to a|basic
ehgineering object.

Excgpt where transparencies which replicate objects are involved, each computational interface corresponds exacfly to
one ¢ngineering interface, and that €ngineering interface corresponds only to that computational interface.

NOTE 2 — The engineering interface is supported by one of the basic engineering objects which corresponds to the computafional
opject supporting the computational interface.

Wheye transparencies'which replicate objects are involved, each computational interface of the objects being repligated
corrgsponds to a €et-of engineering interfaces, one for each of the basic engineering objects resulting fronp the
replipation. These\éngineering interfaces each correspond only to the original computational interface.

Eacl computational interface is identified by any member of a set of one or more computational interface identifiers.
Eacl| engin€ering interface is identified by any member of a set of one or more engineering interface references. Thus,
sincq¢ a-computational interface corresponds to an engineering interface, an identifier for a computational interfac¢ can
be represented Unambiguous!y Dy ai engineering interiace reiereice 1roim e corresponding set.

Each computational binding (either primitive bindings or compound bindings with associated binding objects)
corresponds to either an engineering local binding or an engineering channel. This engineering local binding or channel
corresponds only to that computational binding. If the computational binding supports operations, the engineering local
binding or channel must support the interchange of at least:

—  computational signature names;
—  computational operation names;
—  computational termination names;

— invocation and termination parameters (including computational interface identifiers and computational
interface signatures).
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Except where transparencies which replicate objects are involved, each computational binding object control interface
has a corresponding engineering interface and there exists a chain of engineering interactions linking that interface to
any stubs, binders, protocol objects or interceptors to be controlled in support of the computational binding.

NOTE 3 — The set of control interfaces involved depends on the type of the binding object.

Each computational interaction corresponds to some chain of engineering interactions, starting and ending with an
interaction involving one or more of the basic engineering objects corresponding to the interacting computational
objects.

Each computational signal corresponds either to an interaction at an engineering local binding or to a chain of
engineering interactions which provides the necessary consistent view of the computational interaction.

The transparency prescriptions in clause 16 specify additional correspondences.
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whete explicit constraints are given on the distribution of these objects, they do not define necessary structure
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prameters correspond to engineering interface references.

OTE 4 —Basic enginecring objects corresponding to dillerent computational Objects call be Members ol the same ClUsicr.

OTE 5 — In an entirely object-based computational language, data are represented as abstract data types (i.e., interfa
bmputational objects).

OTE 6 — Computational interface parameters (including those for abstract data types) can be passed by,teférence,

OTE 7 — Computational interface parameters (including those for abstract data types) can be passed by,migtating or repli
¢ object supporting the interface. In the case of migration such parameters correspond to cluster templates.

OTE 8 — If the abstract state of a computational object supporting an interface parameter is invariant, the object can be d
ther than migrated.

hrameters and engineering interface references are sufficient. The use of cluster templdtésior data are important enging
ptimizations and therefore not excluded.

Technology and engineering specification correspondences

e is a technology object corresponding to every atomic or composite éngineering object.

ODP functions

ODP functions defined in this Recommendation | International Standard are those that are either fundament
ly applicable to the construction of ODP systems.

specifications for individual ODP functions:can be combined to form specifications for components of
ms. The identification of such components.is a matter for the standardization process and is not prescribed by
ence model: it contains outline fumetion descriptions written using concepts from Rec. ITU-T X.9
[EC 10746-2.

e function descriptions in this teference model introduce objects as a simplifying modelling construct. E

bmentation.

a)  Mantagement functions:
B, node management function™;
2)  object management function™;

3) cluster management function™;

es to
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OTE 9 — Cluster templates can be represented as abstract data types, thus strict correspondences between computafional

ering
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functions defined in.this reference model are listed below. Those forming an integral part of the computational
langpiage are tagged with-a"'*", those forming an integral part of the engineering language are tagged with a "+":
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b) Coordination functions:
1) event notification function;
2) checkpointing and recovery function;
3) deactivation and reactivation function;
4) group function;
5) replication function;
6) migration function;

7) engineering interface reference tracking function™;
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12

12.1 Node management function
The pode management function controls processing, storage and commuiication functions within a node.
The pode management function is provided by each nucleus at one or\tmore node management interfaces.

EacH capsule uses a node management interface distinct from thez/node management interfaces used by other capsu
the spme node.

The hode management function:

WitHin the architecture defined by this,reference model, the node management function is used by all other functior

12.1]1 Thread management

Nod¢ management interfaces provide functions to spawn and fork threads within a capsule and to join, delay
synchronize threads within(a-capsule.

12.12  Clock access'and timer management

Nod¢ managemefit-interfaces provide functions to determine the current time in a specified clock management doj
and {o start, monitor and cancel timers.

12.1}3 <Channel creation and interface location

Node management interfaces prnvidP functions to:

32

8) transaction function.
¢) Repository functions:
1) storage function;
2) information organization function;
3) relocation function;
4) type repository function;
5) trading functiont™.
d)  Security functions:

1) access control function;

2) security audit function;
3) authentication function;
4) integrity function;

5) confidentiality function;
6) non-repudiation function;

7) key management function.

Management functions

—  manages threads;
— accesses clocks and manages timers;

—  creates channels and locates.interfaces.

es in

and

main

a) enable binding between an engineering object within a capsule and an instance of the trading function;

b) make an engineering interface available for binding to objects in other capsules;

c) establish a binding between an engineering object within a capsule and a set of other engineering objects

(identified by engineering interface references);

d) from a specified engineering interface reference, determine the channel type and communications

interface it implies.
NOTE 1 — The use of interactions b) and c) is explained in 8.2.3.

NOTE 2 — Interaction d) exposes the information content of the interface reference, enabling it to be stored or transformed for

use in a different interface reference management domain.
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Making an interface available for binding to objects in other capsules — interaction b) above — consists of the following

actions:
— assigning an engineering interface reference within a nominated engineering interface reference
management domain;
—  assigning a communications interface through which bindings to the interface can be established;
—  assigning a channel type to the interface.
12.1.4  Capsule template instantiation and capsule deletion

Node management interfaces provide functions to instantiate capsule templates and to delete capsules.

Capsule template instantiation consists of the following steps:

The
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— allocation of processing, storage and communication functions for a new capsule in the same node,d
nucleus providing the node management interface;

—  creating a capsule manager for the new capsule;

—  creating a capsule management interface in the new capsule manager;
—  producing an identifier for the capsule management interface;

—  creating a capsule control interface for the new capsule in the nucleus;

—  producing an identifier for the capsule control interface.

capsule control interface produced by capsule template instantiation enables deletion of the capsule (e.g., wh
1ger has failed).

tion of a capsule deletes all objects in the capsule.

Object management function
bbject management function checkpoints and deletes objects.

h an object belongs to a cluster that can be deactivated,.ehé¢kpointed or migrated, the object must have an ¢
igement interface in which it provides one or more of the'following functions:
—  checkpointing the object;

—  deleting the object.

OTE 1 — Thus different object management interfaces can have different interface types depending upon which function
ipport.

OTE 2 — Checkpointing an object producés information suitable for incorporation into a cluster checkpoint.

s the

N its

bject

they

OTE 3 — When an object is deleted,¢stubs, binders, protocol objects and interceptors supporting bindings to the object can be

cleted.

bbject management function is used by the cluster management function.

Cluster management function

cluster management function checkpoints, recovers, migrates, deactivates or deletes clusters and is providg
cluster managgr at a cluster management interface, comprising one or more of the following functions with re
b managed cluster:

-+>- modifying cluster management policy (e.g., for the location of checkpoints of its cluster, for the uj
the relocation function to trigger reactivation or recovery of the cluster);

d by
kpect

e of

= 41 41 4+l il ’s
TCaCTrvatmg e CraStCr,

—  checkpointing the cluster;

—  replacing the cluster with a new one instantiated from a cluster checkpoint (i.e., deletion followed by

recovery);
—  migrating the cluster to another capsule (using the migration function);

—  deleting the cluster.

NOTE - Thus different cluster management interfaces can have different interface types depending upon which functions they
support.

The behaviour of a cluster manager is constrained by the management policy for its cluster. Cluster checkpointing and
deactivation is only possible if all objects in the cluster have object management interfaces supporting the object
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checkpointing function. Deactivation and cluster deletion both require that the objects in the cluster support object

delet

ion.

Within the architecture defined by this reference model:

12.3.

—  the cluster management function is used by the capsule management function, the deactivation

and

reactivation function, the checkpoint and recovery function, the migration function and the engineering

interface reference management function;

— the cluster management function uses the storage function for keeping checkpoints.

1  Cluster checkpoint

A cluster checkpoint contains information needed to re-establish a cluster and includes the following elements:

N
c

12.3

Clus
its ¢
func
caus

12.3

A ds
manj
from
reco

12.3

Clus
clust
targd

12.4

The
clust
manj
manj

@) _checkpoints of the objects 11 tne cluster,
b) the configuration of the objects in the cluster;

c) sufficient information to re-establish distributed bindings that involve objects in the cluster.

OTE - Engineering interface references are an essential part of the information required to establish-bindings. A d
heckpoint will contain all of the engineering references arising from a) and c) above.

2 Cluster deletion, deactivation and failure

er deletion deletes all the objects in the cluster, the cluster manager and any objects solely supporting the clus
uster manager (e.g., stubs and binders). Cluster deactivation is coordinated by the‘deactivation and reactiv|
ion; it produces a checkpoint of the cluster, then deletes the cluster and its sapporting structure. Cluster f3
s deletion of all objects in the cluster and, in some cases, leads to deleting thecluster's supporting structure.

3 Cluster reactivation and recovery

activated cluster can be reactivated from one of its checkpoints,"Cluster reactivation is necessarily a ca
igement function because the cluster manager is deleted as part-of ‘cluster deactivation. A cluster can be recoy
one of its checkpoints. If the associated cluster manager has:not been deleted, it can initiate recovery; othe
ery is a capsule management function and includes creation,0f a new cluster manager.

4  Cluster migration

er migration consists of the cloning of a source’Cluster in a target capsule followed by deletion of the s
er. It is coordinated by the migration functiopnand is parameterized by a capsule management interface fo
t capsule for the migrated cluster.

Capsule management function

ers in a capsule, deactivates ‘all the clusters in a capsule and deletes capsules. It is provided by each ca
ger at a capsule management interface comprising one or more of the following functions with respect t
hged capsule:
—  instantiationy(within the capsule) of a cluster template;
NOTE/1 — This includes reactivation and recovery.

—  deagtivation of the capsule by deactivating all the clusters within it (using the cluster managej
function);

“~ checkpointing the capsule by checkpointing all the clusters in the capsule (using the cluster managej
function);

luster

er or
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ilure

bsule
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f'wise
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capsule management functionSinstantiates clusters (including recovery and reactivation), checkpoints alf the

bsule
b the

ment

ment

the capsule.

- deleting the capsule, by deleting all the Clusters within 1t, Tollowed by deletion o1 the capsule manager for

NOTE 2 — Thus different capsule management interfaces can have different types, depending upon which

functions they support.

The behaviour of a capsule manager is constrained by the management policy for its capsule.

Within the architecture defined by this reference model, the capsule management function is used by the deactivation
and reactivation function, the checkpoint and recovery function and the migration function.
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12.4.1 Cluster template instantiation

Clus

ter template instantiation is parameterized by a cluster template and consists of the following steps:
—  instantiating a cluster from a cluster template;
— introducing a cluster manager for the new cluster;

—  producing an identifier for a cluster management interface in the new cluster manager;

9 (E)

—  binding the new cluster to other objects according to the engineering language rules and the binding

information in the cluster template.

NOTE — Cluster reactivation and cluster recovery are special cases of cluster instantiation, in which case the cluster template is a

C
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luster checkpoint.

1ster tpmplmp can contain information Qpp(‘iﬁ{' toa domain_If the tpmplmp is to be instantiated in another do
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this information must be transformed. In particular, engineering interface references contained in the cluster

2  Capsule deletion

ule deletion entails deletion of the capsule manager and can lead to deletion of stubs, binders)\protocol objeq
ceptors that supported objects in the capsule or its manager.

Coordination functions

Event notification function

bvent notification function records and makes available event histories:

1  Concepts

1.1 event history: An object representing significant actions;

2  Rules

t producer objects interact with the event notificatien function to create event histories. The event notific]
ion notifies event consumer objects of the availability of event histories.

event notification function supports one or mote event history types and has an event notification policy

—  which objects can create event histories;

—  which objects are notified of the creation of a new event history;
— the means by which{such notifications occur;

—  persistence and-stability requirements for event histories;

— ordering relationships between interactions with event producer and event consumer objects.

nding upon thesevent notification policy, the interaction can:
— _Cstablish bindings to currently available event histories;

-~ enable communication about event histories created subsequent to the interaction.
OTEN— Event histories with stringent persistence and stability requirements can be supported using the transactiof

hnsformed if the cluster is being instantiated in a different engineering interface reference management domain,

must

ts or

ation

rhich

vent consumer ihteracts with the event notification function to register for notification of new event histries.

h and

plication functions. Ordering and multi-casting notifications can be supported using the group function.

13.2

Checkpoint and recovery function

The checkpoint and recovery function coordinates the checkpointing and recovery of failed clusters.

The checkpoint and recovery function embodies policies governing:

—  when clusters should be checkpointed;
—  when clusters should be recovered;

—  where clusters should be recovered;
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—  where checkpoints should be stored;

—  which checkpoint is recovered.

The checkpointing and recovery of clusters is subject to any security policy associated with those clusters, in particular,
where the checkpoint is stored and where the checkpoint is recovered.

Within the architecture defined by this reference model, the checkpoint and recovery function uses the cluster
management function and the capsule management function.

13.2.1 Checkpointing

Checkpointing is the responsibility of the object management function and the cluster management function. The
checkpointing of a cluster is coordinated by its cluster manager: first the cluster manager uses the object management
functromto—obtama—checkpomt—of—cach—objectmthe—cluster—fronthese—objectcheckpomts—the—ctustermamager

consfructs a cluster checkpoint which it then makes persistent, using the storage function.

Dep¢nding upon the checkpointing policy, checkpointing a cluster can lead to checkpointing of other clusters which
partifipate in common activities with the checkpointed cluster, subject to the following consistency rules:

— the initial cluster must be in a consistent state before it is checkpointed;

—  there must be consistency between all of the cluster checkpoints of the various\clusters being jdintly
checkpointed (e.g., all of the checkpoints reflect the same set of interactions having occurred between the
clusters);

—  when a cluster is checkpointed, all other clusters having checkpoint censtraints with the cluster muyst be
checkpointed. This rule must be applied recursively to obtain a closed set of clusters which cgn be
checkpointed consistently.

13.22 Recovery

A clyster can be recovered either:
— in the capsule from which it was previously checkpointed; or

— in another capsule (e.g., when the capsule in which,the checkpoint occurred has subsequently failed)

Recdvery of a cluster is the responsibility of the cluster, manager for that cluster, or in the absence of that cluster
mangger, a capsule manager. The checkpoint and recovery function interacts with the cluster manager or the capsule
mangger as appropriate to instantiate the cluster cheekpoint. Before recovering a cluster, the checkpoint and recqvery
funcfion must ensure that the cluster has been ¥émoved (e.g., as a consequence of failure). The objects boumd to
recoyered clusters must be able to detect that the-cluster has recovered from a checkpoint (e.g., so that they may fe-do
interpctions that occurred after the checkpointwas taken).

The fecovery of one cluster can lead tQ the recovery of other clusters, for example those forming a joint checkpoinf with
the dluster that is recovered.

13.3 Deactivation andreactivation function

The feactivation and reactivation function coordinates the deactivation and reactivation of clusters. It embodies policies
govdrning:

—  when{clusters should be deactivated;
— yhere the checkpoint associated with a deactivation should be stored;
S>> when clusters should be reactivated;

= which checkpoint should be reactivated (e.g., the most recent);

—  where clusters should be reactivated.

The deactivation and reactivation of clusters is subject to any security policy associated with those clusters, in particular
within the architecture defined by this reference model, the deactivation and reactivation function uses the object
management function, the cluster management function and the capsule management function. The deactivation and
reactivation function is used by the migration function.

13.3.1 Deactivation

Deactivation of a cluster is a cluster management function and comprises the following steps:

—  the cluster manager for the cluster involved interacts with each object in its cluster to obtain a checkpoint
that can be used to make a cluster checkpoint;
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— the cluster manager makes the cluster checkpoint persistent, using the storage function;

—  the cluster manager deletes the cluster (and can itself be deleted).

13.3.2  Reactivation

The deactivation and reactivation function reactivates a cluster by using the capsule management function to instantiate
a checkpoint of the cluster in the target capsule (and includes creation of a cluster manager for the cluster). The target
capsule can either be the capsule from which it was previously deactivated or another capsule (e.g., to balance
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Group function

1  Concepts
1.1 interaction group: A subset of the objects participating in a binding managed by the group function.
2 Rules

ach set of objects that is bound together in an interaction group, the group function manages:

interaction: deciding which members of the group participate in which ifiteractions, according
interaction policy;

—  collation: derivation of a consistent view of interactions (including, failed interactions), according
collation policy;

— ordering: ensuring that interactions between group members are’ correctly ordered with respect
ordering policy;

—  membership: dealing with member failure and recoveryfand addition and removal of members acco
to a membership policy.

OTE — The behaviour of the binding object linking members of the group determines how interaction is to be effected.

Replication function

replication function is a special case of the group*function in which the members of a group are behavioy
batible (e.g., because they are replicas from th€same object template). The replication function ensures the g
ars to other objects as if it were a single object by ensuring that all members participate in all interactions and
embers participate in all interactions inthe-same order.

membership policy for a replica group can allow for the number of members in a replica group to be increas
pased. Increasing the size of a replieca group achieves the same effect as if a member of the group had been cl

e replication function to~be applied to a cluster, the objects comprising the cluster are replicated and config
p set of identical clusters:” The corresponding objects in each such replicated cluster form replica groups. Th
Cated cluster is a coordinated set of replica groups.

replication function is used by the migration function.

Migration function

migration function coordinates the migration of a cluster from one capsule to another. It uses the cl
igement function and the capsule management function and embodies policies governing when clusters shou
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13.6.

possible means of migration are:
—  replication; or

—  deactivation in one capsule followed by reactivation in another.

1 Replication

Migration of a cluster by use of the replication function comprises the following sequence of actions:

—  the old cluster is treated as a cluster replica group of size one;

— acopy of the original cluster is created in the destination capsule, together with a cluster manager;
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—  the objects in both clusters are formed into replica groups (of size two);
— the objects in the old cluster are removed from the object groups (leaving groups of size one);
— the old cluster (and its manager) is deleted.

13.6.2  Deactivation and reactivation

Migration of a cluster by deactivation and reactivation is coordinated by the cluster's manager, and comprises
deactivating the cluster at its old location, followed by reactivating the cluster at its new location.

13.7 Transaction function

13.7.1  Concepts

13.7{1.1 transaction: An activity which leads to a set of object state changes consistent with a dynamic schema|(and
its cgnstraining invariant schema).

13.7{1.2 action of interest: An action in a transaction which leads to a state change of significance to thé-transactipn.
13.7]1.3 visibility: The degree to which a transaction can access object state concurrently with othentransactions.
13.7]1.4 recoverability: The degree to which object state changes resulting from failed transactions are cancelled.

13.7]1.5 permanence: The degree to which failures can affect object state changes due te completed transactions.

13.7]2 Rules

The [transaction function coordinates and controls a set of transactions to achieve a specified level of visilility,
recoyerability and permanence.
The fransaction function:

— interacts with objects to monitor the occurrence ofiactions of interest, cancellation of the effeqts of
actions of interest and the causality of actions of intetest;

decides if actions of interest are in conflict;

interacts with objects to schedule the occurrgnce of actions of interest to prevent conflicts;

interacts with objects to cancel the efféets’of actions of interest that have occurred, in order to regolve
conflicts.

It is pubject to policies determining:
—  which actions are actions of‘interest;
—  which actions of interest conflict;

—  which actions of interest are to be cancelled to resolve conflicts.

13.8 ACID transaction function

The ACID transaction fluretion is a special case of the general transaction function in which:
—  visibility’is specified as isolation of transactions from one another;
—  recoverability is specified as the requirement that transactions be atomic;

— SUpermanence is specified as the requirement that state changes arising from transactions be dufrable
(i.e., stable); and

— __consistency is achieved by a correct execution of transactions with the atomicity, isolation and durability
properties in conformance with the associated dynamic and invariant schemata.

The actions of interest for the ACID transaction function are:
—  start transaction;
—  commit transaction;
—  abort transaction;
—  access state;
—  modify state;

—  cancellation of any of these.
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Transaction policies are expressed as serializability rules for transactions.

13.9 Engineering interface reference tracking function

The engineering interface reference tracking function monitors the transfer of engineering interface references between
engineering objects in different clusters to determine when the infrastructure associated with engineering interfaces is
no longer required (i.e., when no object in another cluster is in a position to bind to the referenced interface).

The engineering interface reference tracking function maintains, within its scope:
— information on the possession of engineering interface references;

—  information on the existence of interfaces.

The ,ug,iucu illg illLCl fdbc leUI CHCC U dbkillg fuuu.iuu.
—  is notified by stubs when an engineering interface reference is passed between clusters;

— is notified by a cluster manager when all copies of an engineering interface reference are 'deleted |n its
cluster;

—  detects when no copies of an engineering interface reference are held outside the cluster supporting the
engineering interface referred to and notifies the corresponding cluster manager;

— notifies the managers of capsules in which there are holders of engineering interface references fo an
interface which has failed, or is deleted.

NOTE - The notification of engineering interface reference tracking events can be achieved-using the event notification fungtion.

The |engineering interface reference management function is constrained by 'the engineering interface refefence
manggement policies of the engineering interface reference management domains, to which it applies.

14 Repository functions

14.1 Storage function

The ftorage function stores data.

14.1]1  Concepts
14.1{1.1 data repository: An object providing the-storage function.

14.1]1.2 container interface: An interface-ofia data repository allowing access to data.

14.12 Rules

A d4ta repository stores sets of data.)Each set of data is associated with a container interface created when the data are
stordd. A container interface provides functions to:

—  obtain a copy.0fithe data stored by the interface;
—  modify thedata associated with the interface;

—  deletethe container interface and its associated data.

NOTE — Objects ‘embody both actions and state (i.e., process and data); they are inherently persistent. The checkpoint and
r¢covery fometion or replication function can be used in an infrastructure of the storage function to provide stability] The
fiinctions.can use other instances of the storage function as a repository for cluster checkpoints.

14.2 — Information-organization function

The information organization function manages a repository of information described by an information schema and
includes some or all of the following elements:

—  modifying and updating the information schema;
—  querying the repository, using a query language;
—  modifying and updating the repository.

The form and nature of queries and responses to queries depend upon the query language. The information organization
function does not permit modifications or updates to the information repository that are inconsistent with its schema.
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The information organization function can be modelled as a repository of objects (with computational interfaces)

standing in correspondence to entities and relationships in an ODP system. These objects support operations to:
—  define attributes, properties and relationships for objects in the repository;
— add and delete objects in the repository;

— assert and delete attributes, properties and relations for selected objects in the repository;

—  select objects which satisfy a predicate (i.e., a type) specified in terms of attributes, properties and

relations.

NOTE 1 — The information organization function might derive additional relationships to those which are instantiated directly.

NOTE 2 - The information organization function can be used to maintain the relationship between a cluster and its checkpoint

(i.e., a storage interface at which the checkpoint can be created or accessed).

cluster and the interface at which recovery of the cluster can be requested.

b used to maintain a relationship between a

OTE 4 — In order to allow reactivation in response to interactions with a deactivated cluster, the information (organi
fyinction can be used to maintain a relationship between a deactivated cluster and the interface at which reactivation jof the
chn be requested.

OTE 5 — The information needed by a relocator to validate or update an interface reference can be(maintained b
igformation organization function.

14. Relocation function

The felocation function manages a repository of locations for interfaces, including locations of management funo
for the cluster supporting those interfaces.

14.3]1  Concepts

14.3]1.1 relocator: An object providing the relocation function.

14.32 Rules

A rejocator has a directory of locations for interfaces that have had their locations changed as a consequence of d
communications domain management (e.g., changing a node's~ietwork address) or cluster management activities
as dgactivation, migration, replication or recovery of a cluster checkpoint.

An ipterface can be associated with a relocator; relocators can be specific to a single interface or common to se

o can

ation
luster

y the

tions

ither
such

veral

interfaces. When the scope of a relocator spans more, than one engineering interface reference management domaif, the

meats by which the relocator is accessed must makeclear the interface reference management domain that applies.

Wheh a relocator is associated with an intérface, activities which change the location of interfaces must infornj
relodator of the new location, in particulara’cluster manager must notify the relocator for each interface of each d
in the cluster when the cluster is reloéated; only interfaces of objects which have had their locations changed nex
recofded. When an engineering intetface reference is to remain valid even though the object supporting it is
deactivated cluster or failed but previously checkpointed cluster, the relocator must embody a policy for use o
coorflination functions to restore-the cluster, by reactivation or recovery as appropriate, when another object attemy
validate the reference.

A relocator supports interactions that:
— recorda change in the location of an interface identified by an engineering interface reference;

— XNalidate the location of an interface identified by an engineering interface reference (including, if ne
restoration of the cluster containing the object supporting the interface);

%~ set policy for interacting with coordination functions (e.g., the deactivation and reactivation fund

that
bject
d be
in a
f the
ts to

bded,

tion)

when validating the location of an interface identified by an engineering interface reference

NOTE — An object performing engineering interface reference validation can retain the results of the validation to opt
future use of the reference.

14.4 Type repository function

The type repository function manages a repository of type specifications and type relationships. It has an interfac
each type specification it stores.

NOTE — The nature of the type repository function, and the engineering mechanisms that support it are further specifi

imize

e for

ed in

Rec. ITU-T X.960 (1999) | ISO/IEC 14769:2001, Information technology — Open Distributed Processing — Type repository

function.
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1 Rules

The type repository function can be informed of type relationships in addition to those it can derive from comparison of

type

specifications. A type repository will not permit inconsistent relationships to be established.

Type specifications are immutable.

The type repository function supports creating types and their associated type interfaces.

A type repository interface for a specific type provides functions to:

— query the type's specification;
— assert relationships between the type and other types;

— __query relationships between the type and other types.

=14

11

14.5
The

14.5
servi

14.5
disc

14.5

The

state
tradi
the S
sign{
capa

b requirement for a type repository to enable signature subtypes relationships to be computed. Where signature\typ
cluded in a type repository, the repository is not permitted to impose additional signature typing rules or @ssertion:
bntradict the provisions of 7.2.4.

Trading function

rading function mediates advertisement and discovery of interfaces.

OTE - The nature of the trading function, and the engineering mechanisms that suppost’ it are further specifi
ec. ITU-T X.950 (1997) | ISO/IEC 13235-1:1998, Information technology — Open DistributedProcessing — Trading Fun.
becification.

1  Concepts

1.1 service offer: Information describing an interface, how to bind tolit, and the service that can be invoked

service offer includes the interface type information needed to perform invocation, information needed to ai
pecific service instance, and any attributes describing the propertiesiof the service.

OTE 1 — The information in a service offer may be included within the)offer explicitly, or a reference to it may be provide
2.2). The expression of the information depends on the engineeriag solutions in use. For example, an ODP trader service]
cludes an interface reference, a type name and a set of attributeS\in name value form (see Rec. ITU-T X.952 | ISO/IEC 1
. A Web Services service offer is in the form of a URL that canvbe used to invoke the service or to retrieve a WSDL descr
fit. In Java RMI, the service offer also includes a complete proxy for client use.

OTE 2 — Service offers provide, directly or indirectly,-sufficient information to enable binding to the interfaces they descri

bnstraints given by its clients on the interface type or service properties required. The language in which these constrain|
kpressed depends on the specific engineering solution in use.

1.2 service export: An interaction. with the trading function in which a service offer is advertised, by addin|
ce offer to an identified set of service offers.

1.3 service import: An interaction with the trading function which searches an identified set of service offq
ver interfaces at which a-service satisfying a specified type is available.

2  Rules

rading functiomprovides service import and service export and its behaviour is governed by a trading policy 9
5 rules on how the sets identified in service export are related to the sets in service import. On service imp
hg functioh must select only offers that satisfy the policy of the trading function itself, the policy of the export
ervice offer and the policy of the importer of the service offer. Service import involves computational inte
turelstib/supertype checking. It can, in addition, involve further levels of checks, including checks on behavi

OTE - Subtyping relationships for computational signature types are defined by the signature subtyping rules in 7.2.4 Tjere is

s are
that

bd in
tion:

ising
Ccess

1 (see
offer
B235-
ption

be.

OTE 3 — The trading function uses informationsifithe service offers it manages to select one or more services that sptisfy

[s are

o the

s to

hich
rt, a
er of
rface
bural

bility and environmental constraints.

15

15.1

Security functions

Concepts

The following concepts are common to all of the security functions.

15.1.1 security policy: A set of rules that constrains one or more sets of activities of one or more sets of objects.

15.1.2  security authority: The administrator responsible for the implementation of a security policy.
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15.1.3  security domain: A domain in which the members are obliged to follow a security policy established and
administered by a security authority.

NOTE — The security authority is the controlling object for the security domain.

15.1.4  security interaction policy: Those aspects of the security policies of different security domains that are
necessary in order for interactions to take place between those domains.

15.2 Access control function

The access control function prevents unauthorized interactions with an object. It includes both an access control
decision function and an access control enforcement function. Within the context of access control, objects fulfil the
roles of either target or initiator. The function requires access control information about the target, the initiator and the
interpetion-

The [initiator requests an interaction with the target from the access control function. The action control dedision
funcfion decides whether access is permitted or denied on the basis of the access control information and the\decision is
enfofced by the access control enforcement function.

NOTE — The access control decision function and the access control enforcement function can be provided\by the object yhich
hhs the role of target, or by other objects.

15.3 Security audit function

The [security audit function provides monitoring and collection of information about “Security-related actions and
subsequent analysis of the information to review security policies, controls and procedures.

The pecurity audit function includes each of the following elements:
— audit trail analyser function;

— audit recorder function;

— audit trail examiner function;

— audit trail collector function.

15.4 Authentication function

The fputhentication function provides assurance of the‘claimed identity of an object. In the context of authenticgtion,
objeg¢ts fulfil one or more of the following roles:
—  principal;

—  claimant;

—  trusted third party.

Authentication requires use of exchange authentication information.

NOTE 1 — Any identifiable/object in an ODP system can be the principal for authentication, including both objects that nodel
people and those that mod€l-computer systems.

NOTE 2 — The object initiating an authentication is not necessarily the claimant.

Therg are two forms of“authentication:

—  jpeer entity authentication, providing corroboration of the identity of a principal within the contexq of a
communication relationship;

—{ data origin authentication, providing corroboration of the identity of the principal responsible for a
specific data unit.

NOTE 3 — Authentication mechanisms are categorized in Rec. ITU-T X.811 | ISO/IEC 10181-2.

In an authentication involving two objects, either or both objects can have the role of claimant. Where both objects have
the role of claimant the style of authentication is known as mutual authentication. Exchange authentication information
is passed from the initiating object to the responding object and further exchange authentication information may then
be passed in the reverse direction. Additional exchanges may also take place: different authentication mechanisms
require different numbers of exchanges. Peer entity authentication always involves interaction with the claimant. Data
origin authentication need not involve interaction with the claimant.

A claimant supports operations to acquire information needed for an instance of authentication and to generate
exchange authentication information. A verifier supports operations to acquire information needed for an instance of
authentication, and to verify received exchange authentication information and/or to generate it. Information may be
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exchanged with an authentication server and either the claimant or the verifier (or both) either prior to or during
authentication exchanges.

The authentication function may use the key management function.

15.5

Integrity function

The integrity function detects and/or prevents the unauthorized creation, alteration or deletion of data.

The integrity function includes all the following functions:

—  shield;

—  validate;

In th

Integ
inter]
or ufj

The

15.6
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In th
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origi
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In th

—  unshield.

e context of integrity, objects fulfil one or more of the following roles:
—  integrity-protected data originator;

—  integrity-protected data recipient.

rity-protected data is passed from originator to recipient. An integrity-protected data(originator support

shield functions.

ntegrity function may use the key management function.

Confidentiality function
confidentiality function prevents the unauthorized disclosure of information.
confidentiality function includes the functions hide and reveal.
e context of confidentiality, objects fulfil either or both of the*following roles:
—  confidentiality-protected information originator;
—  confidentiality-protected information recipiént.

identiality-protected information is passed from-originator to recipient. A confidentiality-protected inform
hator supports an interface providing the hide'‘function. A confidentiality-protected information recipient sup|
terface providing the reveal function.

Confidentiality function may use the kéyjmanagement function.

Non-repudiation funetion

hon-repudiation function prevents the denial by one object involved in an interaction of having participated in
bf the interaction.

e context of non-reptdiation, objects fulfil one or more of the following roles:
—  (nontrepudiable data) originator;
— (non-repudiable data) recipient;
~.\ ¢vidence generator;

%' evidence user;

S an

face providing the shield function. An integrity-protected data recipient supports an interface providing the validate

ation
ports

h1l or

= CVIdeNce Verifier;
— non-repudiation service requester;
—  notary;

— adjudicator.

The non-repudiation function makes use of non-repudiation evidence. In non-repudiation with proof of origin, the
originator has the role of non-repudiation evidence generator for the origination interaction and includes this evidence
in an acknowledgement of participation in the interaction. The recipient has the role of evidence user and uses the
services of an evidence verifier (which may be itself) to gain confidence in the adequacy of the evidence. In non-
repudiation with proof of delivery, the recipient has the role of non-repudiation evidence generator for the delivery
interaction and includes this evidence in an acknowledgement of participation in the interaction. The originator has the

Rec. ITU-T X.903 (10/2009)

43


https://standardsiso.com/api/?name=0850fafceda8c19fa0b054309902bca1

	Contents
	Foreword
	Introduction
	1 Scope
	2 Normative references
	2.1 Identical Recommendations | International Standards
	2.2 Paired Recommendations | International Standards equivalent in technical content

	3 Definitions
	3.1 Descriptive definitions
	3.2 Abbreviations

	4 Framework
	4.1 Viewpoints
	4.2 ODP viewpoint languages
	4.3 ODP functions
	4.4 ODP distribution transparencies
	4.5 Standards derived from the framework
	4.6 Conformance

	5 Enterprise language
	5.1 Concepts
	5.2 Structuring rules
	5.3 Conformance and reference points

	6 Information language
	6.1 Concepts
	6.2 Structuring rules
	6.3 Conformance and reference points

	7 Computational language
	7.1 Concepts
	7.2 Structuring rules
	7.3 Conformance and reference points

	8 Engineering language
	8.1 Concepts
	8.2 Structuring rules
	8.3 Conformance and reference points

	9 Technology language
	9.1 Concepts
	9.2 Structuring rules
	9.3 Conformance and reference points

	10 Consistency rules
	10.1 Computational and information specification correspondences
	10.2 Engineering and computational specification correspondences
	10.3 Technology and engineering specification correspondences

	11 ODP functions
	12 Management functions
	12.1 Node management function
	12.2 Object management function
	12.3 Cluster management function
	12.4 Capsule management function

	13 Coordination functions
	13.1 Event notification function
	13.2 Checkpoint and recovery function
	13.3 Deactivation and reactivation function
	13.4 Group function
	13.5 Replication function
	13.6 Migration function
	13.7 Transaction function
	13.8 ACID transaction function
	13.9 Engineering interface reference tracking function

	14 Repository functions
	14.1 Storage function
	14.2 Information organization function
	14.3 Relocation function
	14.4 Type repository function
	14.5 Trading function

	15 Security functions
	15.1 Concepts
	15.2 Access control function
	15.3 Security audit function
	15.4 Authentication function
	15.5 Integrity function
	15.6 Confidentiality function
	15.7 Non-repudiation function
	15.8 Key management function

	16 ODP distribution transparency
	16.1 Access transparency
	16.2 Failure transparency
	16.3 Location transparency
	16.4 Migration transparency
	16.5 Persistence transparency
	16.6 Relocation transparency
	16.7 Replication transparency
	16.8 Transaction transparency

	Annex A – Formal computational supertype/subtype rules
	A.1 Notations and conventions
	A.2 Type system
	A.3 Signal interface signature types
	A.4 Operation interface signature types
	A.5 Stream interface types
	A.6 Example
	Annex B – Human-computer interactions
	B.1 Specifying human/system interactions



