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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely
voluntary, the results of Committee actions are termed Recommended Standards and are
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nsidered binding on any Agency.

er, indicates the following understandings:

does not preclude other provisions which a member may develop-

provide other CCSDS members with the following information:
-- The standard itself.
-- The anticipated date of initial operationak'capability.

-- The anticipated duration of operatignal service.

this Recommended Standard nor any ensuing standard is a substitute for
memorandum of agreement.

er than five years from its.date of issuance, this Recommended Standard will
ed by the CCSDS to determine whether it should: (1) remain in effect without chan

(2) be
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changed to reflect~the impact of new technologies, new requirements, or n
ons; or (3) be retired or canceled.

Recommended Standard is issued by, and represents the consensus of, the CCSDS
ers.  Endorsement of this Recommendation is entirely voluntary. Endofsement,

Whenever a member establishes a CCSDS-related standard, this standard will be in
accord with the relevant Recommended Standard. Establishing, such a standgrd

Whenever a member establishes a CCSDS-related standard, that member will
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In those instances-when a new version of a Recommended Standard is issued, existing

CCSDS-related-.member standards and implementations are not negated or deemed to
non-CICSDS.compatible. It is the responsibility of each member to determine when su
standgrds<or-implementations are to be modified. Each member is, however, stron
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encoufaged to direct planning for its new standards and implementations towards the later

version of the Recommended Standard.
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FOREWORD

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights. CCSDS has processes for identifying patent issues and for securing
from the patent holder agreement that all licensing policies are reasonable and non-
discriminatory. However, CCSDS does not have a patent law staff, and CCSDS shall not be
held responsible for identifying any or all such patent rights.

on, or
madification of this document may occur. This Recommended Standard is therefare qubject
to|CCSDS document management and change control procedures, which are\defined in
Ornganization and Processes for the Consultative Committee for Space~Data Systems
(CICSDS A02.1-Y-4). Current versions of CCSDS documents are maintained at the QCSDS
WED site:

http://www.ccsds.org/

Questions relating to the contents or status of this document.should be sent to the GCSDS
Segretariat at the e-mail address indicated on page i.
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1 INTRODUCTION
1.1 PURPOSE

This Recommended Standard defines the binding between the Mission Operations (MO)
Message Abstraction Layer (MAL) specified in reference [2] and the Space Packet Protocol
specified in reference [1]. This binding allows MO Services to use the Space Packet Protocol
as messaging technology in all situations where this may be required.

1.2 SCOPE

THe scope of this Recommended Standard is the specification of the binding in terms of
teghnology mapping to the Space Packet Protocol of:

a) MAL message;
b) MAL Transport Interface.

ThHe MAL Blue Book (reference [2]) specifies the MAL-protocol in an abstract way, i.e.,
without defining the concrete protocol data units. The MAL Space Packet Transport Bjinding
and Binary Encoding specifies:

a) acomplete and unambiguous mapping of the MAL message to the Space Packe;

b) a complete and unambiguous mapping of the MAL transport interface to the |Space
Packet Protocol interface;

c) a complete and unambiguous-mapping of the MAL data types to fixed and variable
length binary encoding formats.

ThHis Recommended Standafd)does not specify:
a) individual implementations or products;

b) the implenientation of entities or interfaces within real systems.

MP services ‘defined in terms of MAL using the Space Packet Transport Binding as defined
in this Recommended Standard are fully interoperable.

1] ADDIICOADLL L
1. AFFLTCOCADILI]

This Recommended Standard specifies a technology mapping that enables different
implementations of the MO service framework (see 2.2) to interoperate through the Space
Packet Protocol.

CCSDS 524.1-B-1 Page 1-1 August 2015
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1.4 RATIONALE

The goal of this Recommended Standard is to specify how to translate the abstract MAL
message model in an unambiguous way into a concrete message exchange protocol, namely
the Space Packet Protocol.

This Recommended Standard defines a binary encoding format for the MAL data types that
may be re-used by a MAL binding to a messaging technology that is not the Space Packet
Protocol.

1.5 POCUMENT STRUCTURE

This Recommended Standard is organized as follows:

a)| section 1 provides purpose, scope, applicability, and rationale, and lists definitiops,
conventions, and references used throughout this Recommended-Standard,;

b)| section 2 presents an overview of the MAL Space Packet Transport Binding|in

relation with the MO service framework;
c) | section 3 specifies the mapping of the MAL message to the Space Packet;

d)| section 4 specifies the mapping of the MAL:transport interface to the Space Packet
Protocol interface;

e) | section 5 specifies a generic encoding format for the MAL data types.

1.6 PEFINITIONS
The fgllowing definitions are fromthe MO Reference Model (reference [8]).

Protogol: The set of rulésyand formats (semantic and syntactic) used to determine the
commpnication behaviour-of a Protocol Layer in the performance of the layer functions. Tlhe
state machines that epéerate and the protocol data units that are exchanged specify a protocg

Protogol LayersThe implementation of a specific Protocol. It provides a Protocol Service
Accesp Pointto layers above and uses the Protocol Service Access Point of the layer below.

Protogol’Service Access Point (SAP): The point at which one layer’s functions are provided
to the layer above. A layer may provide protocol services to one or more higher layers and
use the protocol services of one or more lower layers.

CCSDS 524.1-B-1 Page 1-2 August 2015
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1.7 NOMENCLATURE
1.7.1 NORMATIVE TEXT

The following conventions apply for the normative specifications in this Recommended
Standard:

a) the words ‘shall’ and ‘must’ imply a binding and verifiable specification;

K thawnrd ‘charlld? imnline an antinanal hiot dacirahla cnaecificatinn:
I.Il are vvurT\u STTUUTU IIII'JIIU\J \" Y} \J'Jl.l\.ll IU\I, LA 1" MU\JIIMMI\:, UP\JUIIIUMLI\JII,
c) the word ‘may’ implies an optional specification;

d) the words ‘is’, ‘are’, and ‘will” imply statements of fact.

NOTE - These conventions do not imply constraints on diction in)text that is ¢learly
informative in nature.

1.7.2 INFORMATIVE TEXT

In|the normative sections of this document, informative. text is set off from the normative
specifications either in notes or under one of the following subsection headings:

— Overview;
— Background;
— Rationale;

— Discussion.

1.8 BIT NUMBERING CONVENTION

In|this document, thefollowing convention is used to identify each bit in an N-bit field. The
firgt bit in the field-to be transmitted (i.e., the most left justified when drawing a figure) is
defined to be “Bit 0’; the bit following is defined to be ‘Bit 1’, and so on up to ‘Bit|N-1".
When the field is used to express a binary value (such as a counter), the Most Significant Bit
(MSB) shall be the first transmitted bit of the field, i.e., ‘Bit 0.

BIT O BIT N-1

A4 v

N-BIT DATA FIELD

A

FIRST BIT TRANSFERRED = MSB

Figure 1-1: Bit Numbering Convention

CCSDS 524.1-B-1 Page 1-3 August 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=bc5674d175c7be0b18d81d54982518b9

ISO 21082:2016(E)
CCSDS RECOMMENDED STANDARD FOR MISSION OPERATIONS—MAL SPACE PACKET

TRANSPORT BINDING AND BINARY ENCODING

In accordance with modern data communications practice, spacecraft data fields are often
grouped into eight-bit ‘words’ which conform to the above convention. Throughout this
Recommended Standard, the following nomenclature is used to describe this grouping:

8-BIT WORD = ‘OCTET’

Figure 1-2: Octet Convention

By CQSDS convention, all “spare” or ‘unused’ bits shall be permanently set to value ‘zere’
1.9 REFERENCES
The following publications contain provisions which, through reference in this text,
constifute provisions of this document. At the time of publication, the €ditions indicated were
valid. |All publications are subject to revision, and users of this docdment are encouraged|to
invest|gate the possibility of applying the most recent editions of the publications indicated
below| The CCSDS Secretariat maintains a register of currentty'valid CCSDS publications
[1] $pace Packet Protocol. Issue 1. Recommendation<for Space Data System Standards
Blue Book), CCSDS 133.0-B-1. Washington, D:C.: CCSDS, September 2003.
[2] ission Operations Message Abstraction Layer. Issue 2. Recommendation for Spgce
ata System Standards (Blue Book), CCSDS 521.0-B-2. Washington, D.C.: CCSDS,
arch 2013.
[3] |EEE Standard for Floating-Point Arithmetic. 2nd ed. IEEE Std. 754-2008. New Yofk:
EEE, 2008.
[4] F. Yergeau. UTF-8, a Transformation Format of ISO 10646. STD 63. Reston, Virginia:
SOC, November 2003
[5] Time Code Formats. Issue 4. Recommendation for Space Data System Standards (Blue
00k), CCSDS 301.0-B-4. Washington, D.C.: CCSDS, November 2010.
[6] ata Efements and Interchange Formats—Information Interchange—Representation| of
ates'and Times. 3rd ed. International Standard, ISO 8601:2004. Geneva: 1SO, 2004
[7] *“Packet  Version Number.” Space  Assigned Numbers  Authority.
http://sanaregistry.org/r/packet_version_number/.
[8] Mission Operations Reference Model. Issue 1. Recommendation for Space Data
System Practices (Magenta Book), CCSDS 520.1-M-1. Washington, D.C.. CCSDS,
July 2010.
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2 OVERVIEW
2.1 GENERAL

This Recommended Standard allows MO services defined in terms of the MAL to
interoperate across an end-to-end communication link using a normative binding of the MAL
abstractions to the Space Packet Protocol for exchanging messages. This is of particular
interest for MO services that are deployed across the space-ground link, for instance when
the_MQ service provider is located onhoard a spacecraft and the consumer on the ground.
THe messages that the provider and consumer exchange to implement the MO serviges are
enpoded in Space Packets and carried via the Space Packet Protocol, which acts as’a Mpssage
Layer mapping. This can run directly over a space Data Link Layer or over atrue Trgnsport
Layer such as TCP, UDP, or BP.

Tq achieve this, this Recommended Standard provides a technology-mapping of thel MAL
transport interface, the MAL abstract message, and the MAL.“data types specification
(rdference [2]) to the Space Packet Protocol (reference [1])-This technology mapping
requires the specification of a concrete encoding format that is compliant with the |Space
P ket Protocol and that maps MAL header fields to SPR/primary and secondary header

ThHe MAL Blue Book (reference [2]) defines an abstract transport interface as a set of request
indication primitives. A technology mapping Specifies how these primitives are provided

In|particular, a technology mapping translates the MAL message model into one or geveral

a fechnology mapping casts the MAAL data types into a specific encoding format. |n this
d|ng specification a binary‘encoding is used. Other encodings, such as XML, afe also

Full interoperability of'services is achieved only once a binding has been created to a specific
messaging technology. Because all MO service specifications are defined in terms off MAL
us|ng a formal service description language, a technology mapping must be used to bind the
abptract servige specifications to a specific messaging technology. This document spgcifies
the mapping,of the MAL abstractions to the CCSDS SPP.

THediagram shown in figure 2-1 presents the set of standards documentation in support of
the—Hssten—-Operations—Senrces—Concept—This—boskbelongs—tothetechrelegy—mappings

documentation.
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| Reference MAL Java |l:
1 Model 1 Common [ 1 API |_!_.
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Space Packet
Transport Binding
Message and Binary Encoding
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R
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I Magenta Book: [ Profile |
______________ -
I Blue Book I

Figure 2-1: Mission Operations Services Concept Document Set

2.2 MO SERVICE FRAMEWORK OVER SPACE PACKET PROTOCOL

The QCSDS Spacecraft Monitoring & Control (SM&C) working group has developed a
concept for an MO service frameworkwhich follows the principles of service-oriented
archit¢ctures. The framework defines two important aspects: the first is a protocol for
interagtion between two separate entities; the second is a framework of common serviges
providing functionality common-to most uses of the service framework. An overview of this
frameyvork is presented in figure2-2.
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Figure 2-2: Overview of the MO Service@&mework
QO
THis Recommended Standard defines how the MAL @ is mapped to the specific transport
layer messaging technology called Space Packet Firoc@col. More specifically, it specifies:

w

- h\
a) how the specific technology shall be u%@l;
N
b) how any transmission errors or i§s\6€§ shall be communicated to higher layers;
c) how all underlying Data Lin{\@k‘Net\Nork Layer issues shall be handled:;

d) the physical representati&f of the MAL messages necessary to constitute the
operation templates;O

e) the mapping of 8grhessage structure rules for that technology;
f) the encodiqg%?the MAL data types.

It gloes not sps@‘%

a) i@@dual application services, implementations, or products;

%\Y; implementation of entities or interfaces within real systems;

c) the methods or technologies required to acquire data;
d) the management activities required to schedule a service;

e) the representation of any service-specific PDUs (this is derived from the encoding
rules defined in this document in section 5).

The MAL Blue Book (reference [2]) groups all the interfaces to the Transport Layer in a
single specification called the MAL transport interface (subsection 3.7 of reference [2]).
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Thanks to this, only the MAL transport interface needs to be mapped to the Space Packet
Protocol, without the need to map the entire MAL Blue Book.

Figure 2-3 expands the previous figure (figure 2-2) by presenting the MAL Space Packet
Transport Binding layer in the MO service framework stack and highlighting the various
interfaces and their main primitives.

Figure 2-3 shows that the mapping of the MAL transport interface to the Space Packet
Protocol layer requires the insertion of a layer in between. This layer is called the MAL

Space
messa

The p
ways.
merge|
called

The n
figure

a)
b)

c)

d

N—r

Packet Transport Binding. It is responsible for the translation of the abstract M4
je to the concrete Space Packet.

otocol stack represented in figure 2-3 is conceptual. It can be implemented“in varig
For example, an onboard implementation of the stack may, for performance reaso
the MAL layer and the MAL Space Packet Transport Binding layer.into a single lay
‘MAL over Space Packet Protocol’.

ames of the main interfaces used and implemented by, each layer are given
2-3. The main primitives are shown for each interface:

the primitives for every operation provided by an MQ'service;
the primitives for every interaction pattern provided by MAL,;

the primitives for transmitting and receiving a single MAL message or multiple MA
messages;

the primitives for transmitting and-receiving a Space Packet.

AL

us

er

by
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Figure 2-3: MO Serv@q?)ramework above Space Packet Protocol

2.3 TYPICAL USE C)O®

Passible uses of the L to SPP binding may be between MO entities operating pver a
space link, for ex :

a) groun%@& onboard applications interacting over a space link using Space Packets;

b) o rd components identified with distinct Application Process Identifiers and
A] racting with each other;

%nn

nlicatinne daoanloviad 1n canarvata cnacocraft and commimicatina ticina Snapcn gcket
U} CllJ'JII\JQLIUIIQ UC'JIUyUU LI OC'JC\I aLe JPQ\JC\JIC\IL artu UUIIIIIIUIIIUQLIIIU Uollly UPG\JC ma S

carried over the Internet Protocols.

A typical deployment is illustrated in figure 2-4. In this example, the MO service framework
is only used by the end nodes: the ground end node (e.g., in a control centre) and the onboard
end node (e.g., in a spacecraft). The intermediary nodes are not represented in this figure so
both end nodes are shown as though directly connected through the space-to-ground link. In
real deployments the ground end node would use SLE services to connect to an Earth Space
Link Terminal that would provide these space link services.
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Figure 2-4 shows how the abstract MO stack is implemented on both end nodes. More
specifically the figure shows what components are deployed, how they are related to the
abstract stack (the five layers in the background), and what APl and SAP are used.

A component may implement several layers of the abstract stack. For example, on the
onboard end node, the MAL and Space Packet Transport Binding Layers are shown as being
implemented by a single component called MAL/SPP.

The first concrete PDU is produced at the Binding level as the result of the mapping of the
MAL |message to the Space Packet Protocol. This mapping is explained in section 2.4-gnd
explaiped in more detail in figure 2-5.

The lgwer protocol layers between the Space Packet Protocol and the spac@gbn% are mot
represgnted.

Ground End Node

Consumer

Service API 8?

Service
Interface NN

MAL API qu)\ .\@

MAL MAL <&

\\.)
TransportAPI @ MAL/SPP

e Packet

Bindipg Layer dﬁ?;on Binding

\&JSAP %? SPP SAP

@) Space Packet
Protocol

MO §ervices Layer

SPP Layer
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24 MAL MESSAGE MAPPING
24.1 MAPPING TO THE SPACE PACKET PROTOCOL

Each field of the MAL message needs to map to a field of the Space Packet, either in the
primary header, the secondary header, or the user data field:

a) the Space Packet primary header is specified by the Space Packet Protocol
(reference [1]);

b) the Space Packet secondary header and the user data field are defined and consllrained
by reference [1] and specified by this Recommended Standard.

THis Recommended Standard uses the Space Packet primary header field> *APID’|as an
identifier of the sending or receiving application process that can be located either opboard
or|on the ground. In order to stay compliant with existing systems, the)APID of a TC packet
identifies the destination application, whereas the APID of a TM packet identifies the source
application. Furthermore, forwarding of data along the logical data path is managed py the
infermediate entities; there is no routing protocol.

The mapping to the primary header field ‘Packet Type.is left as a configuration matter for
the¢ missions. The value assigned to the ‘Packet Type’~does not result from the mapging of
any field of the MAL message. The Packet Type shall be used to distinguish Packets used for
telemetry from Packets used for telecommand.

Figure 2-5 illustrates the mapping of the MAL message to the Space Packet. Alll MAL
mgssage fields are mapped to the Spage Packet fields. Most of the MAL message fields are
mapped according to a one-to-one-eguivalence. In this case the original MAL header field
name is kept and the background celour is blue. However, the following fields require @ more
complex mapping:

a) ina TC packet, the MAL header field “‘URI From’ is mapped to the secondary header
fields ‘Secondary APID’, ‘Secondary APID Qualifier’, and ‘Source Id; the
background-cofour is yellow;

b) ina TCpacket, the MAL header field “‘URI To’ is mapped to the primary headar field
‘Application Process ldentifier’ and the secondary header field ‘Destination Ifl’; the
background colour is yellow;

¢) in a TM packet, the MAL header field ‘URI From’ is mapped to the primary header
field “Applicafion Process Tdentifier” and the secondary header field "Source Td’; the
background colour is yellow;

d) in a TM packet, the MAL header field ‘URI To’ is mapped to the secondary header
fields ‘Secondary APID’, ‘Secondary APID Qualifier’, and ‘Destination 1d’; the
background colour is yellow;

e) the MAL header fields ‘Interaction Type’ and ‘Interaction Stage’ are mapped to the
secondary field ‘SDU Type’; the background colour is orange.
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The secondary header fields ‘Source 1d” and “‘Destination Id’ can be left out according to the
secondary header fields ‘Source Id Flag’ and ‘Destination Id Flag’.

Some MAL header fields are optional. Their presence in the secondary header is specified by
the QoS properties defined in annex C. The optional fields are mapped to two fields in the
secondary header: a presence flag that indicates whether the value is encoded in the
secondary header or not, and a field that gives the value in case it is encoded. The
background colour is green.

The M
messa

Space
have 3

The s
heade
data is

Finally

grey b
then it

The g
delive
‘URI

heade
primit
APID

Both

AL header fields cannot be NULL, especially the field ‘Transaction Id’, even in M/
pes whose interaction type is SEND.

white background.

‘Sequence Flags’. The field ‘Segment Counter’ is included if the Space Packet u
segmented.

ackground. If the MAL message body is larger than-{he maximum SPP user data fiel
must be segmented into several contiguous Space’Packets.

enerated Space Packets resulting from thesmapping of a MAL message need to
Fed to the right MAL recipient applicationy which is identified by the MAL header fi
To’. Space Packets whose packet type-is TC are delivered according to the prima
field “‘APID’ and the parameter-APID Qualifier’ passed to the ‘Packet reque
ve. TM packets are delivered(according to the secondary header fields ‘Seconds
and ‘Secondary APID Qualifier’.

MAL and SPP protocol layers rely on an error control mechanism (i.e., a CRC fie

Packet fields whose values do not result from the mapping of a MAL mesSage fi¢

, the MAL message body field and its equivalent Space Packet user data field have

AL

D

d

pcondary header field ‘Segment Counter’ is optional and depends“upon the primary

bEer

o P
-

be
b|d

\ry
st’

Ary

d)

that is|outside the scope of(this Recommended Standard.

The rgasons why the-MAL header fields are reordered when mapped to the Space Packet are
given|n 3.1.

CCSDS 524.1-B-1 Page 2-8 August 2015

© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=bc5674d175c7be0b18d81d54982518b9

ISO 21082:2016(E)

CCSDS RECOMMENDED STANDARD FOR MISSION OPERATIONS—MAL SPACE PACKET

CCSDS 524.1-B-1
© 1SO 2016 — All rights reserved

TRANSPORT BINDING AND BINARY ENCODING

Space Packet
Primary Header

Packet Version Number

Packet Type

| Secondary Header Flag |

Sequence Flags

Packet Sequence Count

N

A\

Figure 2-5: MAL Message Mapping to Space Packet
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24.2

TRANSPORT BINDING AND BINARY ENCODING

MAPPING CONFIGURATION PARAMETERS

This Recommended Standard defines parameters that allow to configure and optimize the
MAL message mapping and the format of the Space Packet. Those parameters are called

Mappi

ng Configuration Parameters (MCPs). They are defined in annex B.

The MCPs are either mission specific or application process specific. They are managed
parameters, defined by some out-of-band agreement.

The M
avoid
space
can bg

a)
b)
c)
d)

The N
param
silentl

MCPs
excha
throug
MCPs

2.4.3

The M
data ty

A sim
Packe

CPs are needed to fully specify the encoding format. These are managed parameters
the cost of additional configuration fields that must be dynamically encoded in 1
packet and interpreted at decoding time. The following encoding configuratien-optid
customized:

time code formats;
Packet Data Field size limit (in octets);
usage of the “Varint’ encoding format (supported or not);

default values of MAL header fields that are not eneeded in the space packet, but t
are assigned at decoding time to the resulting MAL:header.

ICPs are vital for interoperability. In case ‘of misunderstanding related to thé

y return a wrong result.

must be exchanged out of bandCbetween the provider and the user as a separ
nge of configuration information. This could, for example, be done by email,
h a common registry like the Space Assigned Numbers Authority (SANA). The w
are transmitted is not speCified here.

MAPPING SPECIFICATION

AL Space Packet Transport Binding defines a generic encoding format for every M4
pe (see section 5). Therefore the MAL message can be encoded in a generic way.

ble tabular notation is used to specify the format of the mapping result, i.e., the Spg
primary header, secondary header, and user data field. This tabular notation

to
he
ns

hat

pSe

eters, the space packet decoding would- either fail with an error, or worse, would

nte
or

ay

ICE
S

composed of three levels:

a)

the name of each field;

b) the encoding format of each field, as defined in section 5; the length of the format is put
in brackets, either in bits or octets; the length can be variable; if the value to encode is

directly given in binary format, then the encoding format is called ‘Binary value’;

c) the condition, or the number of times the field is encoded in, or the static value to be

assigned to the field.
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The variable length of a field can be caused by an encoding format that is statically defined
for a given mission and APID, e.g., the time code formats. A variable length can also result
from an encoding format whose length is inherently variable, like:

a) List;
b) String;
c) Varint.

The List and String formats contain a length field as specified respectively in 5.5 and/5|21.

THe Varint format allows encoding of an integer using a number of octets that depends (on the
integer value. Each encoded octet begins with a continuation bit (Bit ‘0) iddicating whether
there are more octets to decode or not. The advantage is that the number.of octets requjred to
enpode small integer values is reduced. The drawback is that big integer ‘values requir¢ more
ocets to be encoded. Depending on its value, a 4-octet integer can.be,encoded with 1, 2, 3, 4,
or|5 octets. The signed and unsigned Varint formats are specified:in 5.27 and 5.28.

244 COMPLETE MAPPING

ThHe MAL message mapping completeness is ensured;by the following conditions:
a) every MAL data type is mapped,;
b) every MAL message field is mapped,

c) every mandatory Space Packet field is assigned.

Moreover, the translation from.a MAL message to its binary form is reversible. No
information is lost in the transtation from a MAL message to its binary form.

2.9 MAL TRANSPORT INTERFACE MAPPING

The mapping of the MAL transport interface requires specifying the expected behavigur for
each of the MAL transport primitives. Three types of behaviour are defined:

a), a~-MAL transport request initiating a Space Packet Protocol request by sengling a
Space Packet, and returning a reply;

b) a Space Packet Protocol indication initiating a MAL transport indication when
receiving a Space Packet;

c) a MAL transport request returning a reply without calling the Space Packet Protocol
layer.

The MAL transport mapping is complete as all the primitives are mapped.

Moreover, the behaviour of each primitive is fully specified.
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3 MAL MESSAGE MAPPING
3.1 OVERVIEW

This section specifies how the MAL message header, body, and QoS properties are mapped
to the Space Packet.

Table 3-1 is taken from reference [2] and provides the full list of fields in the MAL message

header.
Table 3-1: MAL Message Header Fields
|oFea [T [ vawey |

URI From URI Message Source URI
Authentication Id Blob Source-Authentication ldentiflier
URI To URI Message Destination URI
Timestamp Time Message generation timestamp
QoSlevel QoSLevel The QoS level of the message
Priority Ulnteger The QoS priority of the message
Domain List<Identifier> Domain of the message
Network Zone Identifiet Network zone of the messgge
Session SessionType Type of session of the message
Session Name Identifier Name of the session of the message
Interaction Type InteractionType Interaction Pattern Type
Interaction Stage UQctet Interaction Pattern Stage
Transactiontd Long Unique to consumer
Service Area UShort Service Area Identiilier
Service UShort Service Identiiiier
Operation UShort Service Operation Identifier
Area version UOctet Area version
Is Error Message Boolean “True’ if this is an error message; else

‘False’
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The MAL message header is mapped to the Space Packet primary and secondary headers.

The primary header is specified by the Space Packet Protocol (reference [1]). Table 3-2
expands the primary header specification with the encoding format of each field, as defined
in section 5, and the static values to be assigned when using this Recommended Standard.

Table 3-2: Space Packet Primary Header Format

Application Packet
Packgt Version Secondary Process Sequence Sequence PacketData
Nfimber Packet Type | Header Flag Identifier Flags Count Length
Binary value | Binary value | Binary value | Unsigned 11-bit | Binary value | Unsigned 14-bit |cthsigned 16-bit
integer integer integer
($ bits) (1 bit) (2 bit) (11 bits) (2 bits) (14 bits) (16 bits)
Always equal to Always equal tg
000’ ‘7

The Space Packet secondary header is defined for MAL purposes by selecting option b)
subsegtion 4.1.3.2.1.5 of reference [1], the Ancillary Data Field being comprised of the fie
“Versipn Number’, ‘SDU Type’, ‘Service Area’, ‘Service’, ‘Operation’, *‘Area version’,
Error |[Message’, ‘QoSlevel’, ‘Session’, ‘Secondary- APID’, ‘Secondary APID Qualifigr
‘Trandaction Id’, “‘Source Id Flag’, ‘Destination ldiFlag’, ‘Priority Flag’, ‘“Timestamp Flag
"Netwprk Zone Flag’, ‘Session Name Flag’,\*Domain Flag’, ‘Authentication Id Flag’,
‘Sourge Id’, “‘Destination Id’, ‘Segment Counter’, ‘Priority’, ‘“Timestamp’, ‘Network Zone
‘Sessipn Name’, ‘Domain’, and ‘Authentication Id’.

The o
a)

dering of the secondary header fields is justified as follows:

the field “Version Number’ needs to come first in the Ancillary Data Field becausg it
identifies the secondary header and the user data field as defined by this
Recommended Standard;

b)| the fields ‘SBU Type’, ‘Service Area’, ‘Service’, ‘Operation’, ‘Area Version’, and [Is
Error Message’ identify the interaction that occurs between the source and destinatjon
peers,.i.e), the interaction type, the current stage of the interaction, the service that is
used;-its version, and the operation that is invoked; this information should come first

after the secondary header field “Version Number’;

the fields ‘Secondary APID’, ‘Secondary APID Qualifier’ identify the interacting
peers; this information should come after the fields that identify the interaction (see
above);

d) the fields “QoSlevel’ and “‘Session’ are inserted between the field ‘Is Error Message’
and the field ‘Secondary APID’ in order to reach an octet boundary (1 +2 +2 + 11 =

16 bits);
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e) the field “Transaction Id’ refines the previous information about the interaction and
the peers identification: it identifies the current interaction occurrence;

f) a flag is added to the secondary header for the optional source and destination
identifiers, and for every MAL header field that is optional,

g) the fields “Source Id” and ‘Destination 1d’ allow to refine the identity of the
interacting peers in case there are several consumers or providers of the same service
per APID and APID Qualifier;

Th

O
by

\'%:

Th
Wi

Th

h) the field ‘Segment Counter’ is used in case the MAL message is segmented,ifrgeveral
Space Packets;

i) the field *Priority’ could be used as soon as the MAL message is delivered;

J) the fields ‘Network Zone’, *Session Name’, ‘Domain’, and ‘Authentication |d’ are
relegated to the back of the secondary header in order to enable’not to decode tihem in
case the packet decoding is allowed to be interrupted; for-€éxample, in an onboard
environment, only the fixed-length fields could be decoded (from “Versipn’ to
‘Timestamp’); the variable-length fields (from ‘Network Zone’ to ‘Authentjcation
Id’) and the MAL message body would be ignored:

e format of the packet secondary header is shown-in‘table 3-3.

tional fields are specified out of band, with-a‘mapping configuration parameter as defined
annex B.

riable length fields are delineated as/follows:
a) the format “Varint’ is delineated by continuation bits as specified in 5.27;

b) the formats ‘Blob’~‘Identifier’, and ‘List’ contain a length field as specified
respectively in 5.7, 5.12, and 5.5.

e QoS properties.defined by annex C allow to set the values of secondary headef flags
ich cannot be.deduced from the MAL header fields.

e mapping, of the MAL message is composed of the following specifications:

a), the URI format to be applied to the MAL header fields ‘URI From” and ‘URI Tp’;

hY _the mannina of the MAL header to th
B—Ae-HRappHg-oneMAl-—1eaaeo

oS

Snace Packet-
Space+=a6ke

c) the values to be assigned to the fields of the Space Packet that are not the result of the
MAL message header and body mapping;

d) the mapping of the MAL message body to the Space Packet.
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o Table 3-3: Space Packet Secondary Header Format
NS
i
W Secondary Desti- Time-
= Version | SDU | Service Area Is Error Secondary APID Transaction | Solirce | nation | Priority | stamp
Number| Type | Area |Seryice| Operation 4-Version | Message | QoSlevel | Session APID Qualifier Id IdFlag | [dFlag | Flag Flag
Binary UnsignedUnsignedUnsigned Unsigned | UnSigned | Binary | Unsigned | Unsigned {Unsigned 11-{Unsigned 164  Signed Binary | Binary | Binary | Binary
value | 5-bit | 16-bit | 164bit 16-hit 8-bit value 2-bit 2-hit bit bit 64-bit vdlue | value | value | value
Integer | Integer | Integer | Integer Integer Integer | Integer Integer Integer Integer
(3 bits) | (5 bits) | (16 bits) | (16 bits)| (16 bits) | (8 bits) (biy) (2bits) | (2 hits) (11 bits) (16 hits) (64 bits) (1fpit) | (1 bit) | (Lbit) | (1 bit)
o
QD
«Q
D
w Network | Session Authen-
= Zone | Name | Domain | t|cation Destination | Segment Network Session Authentication
Flag Flag Flag | IdFlag | Source Id Id Counter Priority “¢f Timestamp Zone Name Domain Id
Binary | Binary | Binary | Binary | Unsigned Unsigned Unsigned | Ulnteger Time Identifier Identifier || List<Identifier> Blob
value value value value 8-hit 8-hit 32-hit (see5.18) | (see5.22) (see 5.12) (see 5.12) (see 5.5) (see 5.7)
Integer Integer Integer | (var., mult. | (var., mult.0f (var., mult. of | (var., mult. of || (var., mult. of | (var., mult. of
(Lhity | (Ahit)y | (1hit) (1 hit) (8 hits) (8 hits) (32 hits) of octet) octet) octet) octet) octet) octet)
If ‘Source Id | If ‘Destination |If ‘Sequence| If ‘Priority | If ‘Timestamp | “If ‘Network If ‘Session |[If ‘Domain Flag’ | If ‘Authentication
Flag'is'l’ | IdFlag'is'l’ | Flags'is | Flag'isl’ | Flag'is‘l’ Flagrisy1’ Flag'is ‘1’ is ‘1’ Id Flag'is ‘1’
either ‘00,
'01, or ‘10’
>
c
«Q
&
N
o
H
(6]
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3.2 URI FORMAT

3.2.1 The format of the MAL header fields ‘URI From” and *‘URI To’ shall comply with
the following rules:

NOTE - The following statements are about the MAL abstraction called URI and not
about how it is mapped to the SPP. The mapping is specified in 3.3.2 and 3.3.4.

a) the URI scheme name shall be ‘malspp’;

b) the scheme name shall be followed by a colon separator *:” and a rootless/path| i.e., a
path that does not begin with a slash “/’;

c) the path shall begin with the APID qualifier, an integer represented in decimal;
d) the APID qualifier shall be a positive integer, including zere,strictly less than 2™;

e) the APID qualifier shall be followed by a slash separator */> and the APID, an integer
represented in decimal;

f) the APID shall be a positive integer, including-zero, strictly less than 2047; the| APID
shall be compliant with the APID values_listed in the SANA registry called {Space
Packet Protocol Application Process ldentifier (APID)’;

NOTE - The APID value of 2047, indicating the Idle Packet, is not allowed becpuse it
cannot be used to map a MAL message.

g) the APID may be followed- by a slash separator ‘/* and an integer represerjted in
decimal which is called the“Source Id’ for the field ‘URI From’ and the ‘Destination
Id’ for the field ‘URLT0%

h) the source or destination identifier shall be a positive integer, including zero, §trictly
less than 256.

NOTES

1 The.range of the APID qualifier (16 bits) should be long enough for most use|cases.
According to reference [1], if Space Packets are transferred over a space-to-ground or
space-to-space communications link with one of the Space Data Link Prgtocols

(roforoncpnc ICA1. 121\ tha ADID Aannbifior 1o accranoad wath tha MAactoar f"]annel
\l\/'blbllb\a\) LULJ I-ULJ}’ (9B AIY Y I B =4 quul"lbl o uoo'ull\/u VVILIT UITC  TVIUOoLLl A>3

Identifier (MCID) which is the concatenation of the Transfer Frame Version Number
(TFVN, 2 bits) and the Spacecraft Identifier (SCID, 10 bits).

2 The source or destination identifier is optional.

3 An example of URI is *‘malspp:417/0/2°. This URI references the source or
destination ‘2’ provided by the APID ‘0’ for the APID qualifier ‘417’.
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3.2.2 The APID and APID qualifier shall uniquely identify a MAL application.

3.2.3 The source or destination identifier shall be unique for a given MAL application
identified by its APID and APID qualifier.

NOTES

1 A single onboard application that is identified by a single APID and a single APID
qualifier may represent several MAL entities. In order to uniquely address a single
MAL entity, source and destination identifiers are used to refine the APID and ARID
qualifier.

2 The use of source and destination identifiers should be avoided because of the
complexity of processing.

3.2.4 | The scheme name ‘malspp’ shall be added to the SANA registry ‘MAL Transpprt
Binding URI Scheme Name’ and shall refer to the Mission Operations=—MAL Space Packet
Transport Binding and Binary Encoding document ‘CCSDS 524.1-B-1".

NOTH - This SANA registry is defined in D2.2.

3.3 MAL HEADER MAPPING
3.3.1 | OVERVIEW

The fallowing subsections provide the mapping of each field of the MAL message header|to
the Spiace Packet.

The mapping configuration paraméters are defined in annex B.

3.3.2 | URI FROM

3.3.2.1 If the MAK 'message is mapped to a TC packet, then the APID of the MAL headler
field ‘URI From’.Shall be assigned to the secondary header field ‘Secondary APID’.

3.3.2.2 Ifthe*MAL message is mapped to a TC packet, then the APID qualifier of the MAL
header field ‘URI From’ shall be assigned to the secondary header field *Secondary APID
Qualifier?

3.3.2.3 If the MAL message is mapped to a TM packet, then the APID of the MAL header
field ‘URI From’ shall be assigned to the primary header field ‘Application Process
Identifier’.

3.3.2.4 If the MAL header field ‘URI From’ contains a Source Id, then this identifier shall
be assigned to the secondary header field ‘Source Id” and the secondary header field *Source
Id Flag’ shall be set to the value “1’.
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3.3.2.5 If the MAL header field ‘URI From’ does not contain a Source Id, then the
secondary header field “‘Source Id Flag’ shall be set to the value ‘0’ and the secondary header
field “‘Source 1d’ shall be left out.

3.3.3 AUTHENTICATION ID

3.3.3.1 If the QoS property AUTHENTICATION_ID_FLAG is TRUE, or not passed with
the MAL message, then the MAL header field ‘Authentication 1d’ shall be assigned to the
se¢ondary header field ‘Authentication 1d’ and the ‘Authentication Id Flag’ shall be sef to the
vajue ‘1°.

3.3.3.2 If the QoS property AUTHENTICATION_ID_FLAG is FALSE, therrthe following
rules shall be applied:

a) the secondary header field ‘Authentication Id Flag” shall be ‘set to the value ‘D’ and
the secondary header field ‘Authentication Id” shall be left out;

b) if the MCP AUTHENTICATION_ID is defined, thef its value shall be assighed to
the MAL header field ‘Authentication I1d’;

c) if the MCP AUTHENTICATION_ID is not defined, then an empty MAL::Blob shall
be assigned to the MAL header field ‘Authentication Id’.

3.34 URITO

3.3.4.1 If the MAL message is mapped to a TC packet, then the APID of the MAL header
figld ‘“URI To’ shall be assigned tothe primary header field *Application Process Identifier’.

3.3.4.2 If the MAL message:is mapped to a TM packet, then the APID of the MAL header
fidld ‘“URI To’ shall be assigned to the secondary header field ‘Secondary APID’.

3.3.4.3 If the MAL:--message is mapped to a TM packet, then the APID qualifier |of the
MAL header field*URI To’ shall be assigned to the secondary header field ‘Secondary| APID
Qualifier’.

3.3.4.4 Jfthe MAL header field ‘URI To’ contains a Destination Id, then this idgntifier
shall becassigned to the secondary header field ‘Destination Id’ and the secondary header
figld-“Destination Id Flag’ shall be set to the value ‘1°.

3.3.45 If the MAL header field ‘URI To’ does not contain a Destination Id, then the
secondary header field “Destination Id Flag’ shall be set to the value ‘0’ and the secondary
header field ‘Destination Id’ shall be left out.

CCSDS 524.1-B-1 Page 3-7 August 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=bc5674d175c7be0b18d81d54982518b9

ISO 21082:2016(E)

CCSDS RECOMMENDED STANDARD FOR MISSION OPERATIONS—MAL SPACE PACKET
TRANSPORT BINDING AND BINARY ENCODING

3.3.5 TIMESTAMP

3.3.5.1 If the QoS property TIMESTAMP_FLAG is TRUE, or not passed with the MAL
message, then the MAL header field “Timestamp’ shall be assigned to the secondary header
field ‘Timestamp’ and the ‘Timestamp Flag’ shall be set to the value “1’.

3.3.5.2 If the QoS property TIMESTAMP_FLAG is FALSE, then the following rules shall
be applied:

a) [ the secondary header Tield " Timestamp Flag™ shall be Set to the value 0" and the
secondary header field ‘Timestamp’ shall be left out;

b)| the value *0’ shall be assigned to the MAL header field ‘Timestamp’.

3.3.6 | QOSLEVEL

The vplue of the MAL header field ‘QoSlevel’ shall be assigned to the secondary header
field ‘QoSlevel’ as specified by table 3-4.

Table 3-4: QoSlevel Field Encoding

QoSlevel value Encoded Value
BESTEFFORT 0
ASSURED 1
QUEUED 2
TIMELY 3

3.3.7 | PRIORITY

3.3.7.1 If the QoS property PRIORITY_FLAG is TRUE, or not passed with the MAL
messape, then the MAL header field “Priority” shall be assigned to the secondary header fi¢ld
‘Priorfty’ and the-Rriority Flag’ shall be set to the value “1’.

3.3.7.2 Ifithe QoS property PRIORITY_FLAG is FALSE, then the following rules shall |be
applief:

a) the secondary header field ‘Priority Flag’ shall be set to the value ‘0’ and the
secondary header field “Priority’ shall be left out;

b) if the MCP PRIORITY is defined, then its value shall be assigned to the MAL header
field “Priority’;

c) if the MCP PRIORITY is not defined, then the value ‘0’ shall be assigned to the
MAL header field “Priority’.
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3.3.8 DOMAIN

3.3.8.1 If the QoS property DOMAIN_FLAG is TRUE, or not passed with the
message, then the MAL header field ‘Domain’ shall be assigned to the secondary
field ‘Domain’ and the ‘Domain Flag’ shall be set to the value ‘1’.

MAL
header

3.3.8.2 If the QoS property DOMAIN_FLAG is FALSE, then the following rules shall be

applied:

a) the secondary header Tield ‘Domain Flag™ shall be set to the value 0 -a
secondary header field ‘Domain’ shall be left out;

b) if the MCP DOMAIN is defined, then its value shall be assigned to the, MAL
field ‘Domain’;

assigned to the MAL header field ‘Domain’.

3.3.9 NETWORK ZONE

3.3.9.1 If the QoS property NETWORK_ZONE_FLAG is TRUE, or not passed w
MAL message, then the MAL header field ‘Network Zone’ shall be assigned

hd the

header

c) if the MCP DOMAIN is not defined, then an empty List<MAL :7ldentifier> shall be

th the
to the

segcondary header field ‘Network Zone’ and the {Network Flag’ shall be set to the valug ‘1.

3.3.9.2 If the QoS property NETWORK_ZONE_FLAG is FALSE, then the followin
shall be applied:

secondary header field “‘Network Zone’ shall be left out;
b) if the MCP NETWORK_ ZONE is defined, then its value shall be assigned
MAL header field““Network Zone’;

be assigned to the MAL header field ‘“Network Zone’.

3.3.10 SESSION

The“value of the MAL header field ‘Session’ shall be assigned to the secondary heads

) rules

a) the secondary header field-“Network Zone Flag’ shall be set to the value ‘0’ and the

to the

c) if the MCR-NETWORK_ZONE is not defined, then an empty MAL::ldentifier shall

r field

‘Session’ as specified by table 3-5.
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Table 3-5: Session Field Encoding

Session value Encoded Value
LIVE 0
SIMULATION 1
REPLAY 2

3.3.11 SESSION NAME

3.3.111 If the QoS property SESSION_NAME_FLAG is TRUE, or not passed with the
MAL message, then the MAL header field *Session Name’ shall be assigned to-the'Secondary
headef field ‘Session Name’ and the ‘Session Flag’ shall be set to the value ‘1*

3.3.112 If the QoS property SESSION_NAME_FLAG is FALSE, then,the following rules
shall Qe applied:

a) | the secondary header field ‘Session Name Flag’ shall be set to the value ‘0’ and the
secondary header field ‘Session Name’ shall be left ouf;

b)| if the MCP SESSION_NAME is defined, then its value shall be assigned to the MAL
header field ‘Session Name’;

c)| if the MCP SESSION_NAME is not defined, then an empty MAL.::ldentifier shall|be
assigned to the MAL header field “Session Name’.

3.3.12 INTERACTION TYPE AND STAGE

The MIAL header fields ‘Interaction Type’ and ‘Interaction Stage’ shall be mapped to the
seconiary header field *SDU(Type’ as defined by table 3-6, where the SDU type used to map
an interaction stage raisiqg ‘an error shall be the same as the SDU type used by this
intera¢tion stage withoutan error.
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Table 3-6: Interaction Type and Stage Mapping

Interaction SDU Type
Type Interaction Stage (decimal)
SEND SEND 0
SUBMIT SUBMIT 1
ACK 2
ERROR 2
REQUEST REQUEST 3
RESPONSE 4
ERROR 4
INVOKE INVOKE 5
ACK 6
ACK_ERROR 6
RESPONSE 7
RESPONSE ERROR 7
PROGRESS PROGRESS 8
ACK 9
ACK_ERROR 9
UPDATE 10
UPDATE_ERROR 10
RESPONSE 11
RESPONSE ERROR 11
PUBLISH- REGISTER 12
SUBSCRIBE REGISTER_ACK 13
REGISTER_ERROR 13
PUBLISH_REGISTER 14
PUBLISH_REGISTER_ACK 15
PUBLISH_REGISTER_ERROR 15
PUBLISH 16
PUBLISH_ERROR 16
NOTIFY 17
NOTIFY ERROR 17
DEREGISTER 18
DEREGISTER ACK 19
PUBLISH_DEREGISTER 20
PUBLISH_DEREGISTER_ACK 21

3.3.13 TRANSACTION ID

The value of the MAL header field ‘Transaction Id” shall be assigned to the secondary
header field ‘Transaction Id’.
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3.3.14 SERVICE AREA

The value of the MAL header field ‘Service Area’ shall be assigned to the secondary header
field *Service Area’.

3.3.15 SERVICE

The value of the MAL header field *Service’ shall be assigned to the secondary header field
‘Servife’.

3.3.16/| OPERATION
The vplue of the MAL header field *‘Operation’ shall be assigned to the secondary headler
field ‘Operation’.

3.3.17| AREA VERSION
The value of the MAL header field ‘Area Version’ shall be:assigned to the secondary headler
field ‘Area Version’.

3.3.18 IS ERROR MESSAGE

If the[MAL header field ‘Is Error Message’-is TRUE, then the secondary header field ['Is
Error Message’ shall be assigned with the-value ‘1’, otherwise it shall be assigned with the
value [O’.

3.4 BPACE PACKET SPECHFIC FIELDS
3.4.1 | OVERVIEW

The fgllowing subsestions specify the values to be assigned to the Space Packet fields that
are no} the result'of the MAL header mapping.

NOTH -, ‘The Space Packet Protocol layer expects from the upper layer a fully formed
Space Packet, as specified by subsection 3.3.3.2.2 of reference [1].

3.4.2 SPACE PACKET PRIMARY HEADER
3.4.2.1 Overview

The following subsections provide the values to be assigned to the primary header fields that
are not the result of the MAL header mapping. The Space Packet header is shown in table 3-2.
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3.4.2.2 Packet Version Number

The field ‘Packet Version Number’ shall be assigned with the binary value ‘000’ as specified
by reference [1] and declared in the SANA registry ‘Packet Version Number’ (reference [7]).

NOTE -

3.4.2.3 Packet Type

Only Version 1 CCSDS Packet is supported by this Recommended Standard.

Th

3.4
Th

N(

Th
reg

H
SP

3.

N

Th
D4

3.4

3.4

e field *Packet Type’ shall be “0” for telemetry and “1” for telecommand.

}.2.4 Secondary Header Flag
e field ‘Secondary Header Flag’ shall be assigned with the binary value, “1’.

DTE — The field ‘Secondary Header Flag’ indicates presence of.packet secondary he

4.25 Sequence Flags

e field ‘Sequence Flags’ shall be assigned according to the size of the octet strea
ults from the MAL message body encoding (see-4.4).

4.2.6 Packet Sequence Count

e field ‘Packet Sequence Count’ shall be assigned with the sequential binary count g
ace Packet generated for every ARID and APID qualifier.

|.2.7 Packet Data Length

e field *Packet DatasLength’ shall be assigned with the total number of octets in the
ta Field minus_Z:

}.3 SPACE PACKET SECONDARY HEADER

|.3.1% " Overview

Ader.

m that

f each

Packet

The following subsections provide the values to be assigned to the secondary header fields
that are not the result of the MAL header mapping.

3.4.3.2 Version Number

3.4.3.2.1 The field “Version Number’ shall identify the secondary header and the user data
field as defined by this Recommended Standard.
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3.4.3.2.2 The field “Version Number’ shall be assigned with the binary value ‘000’.

3.4.3.2.3 The version number ‘000 shall be added to the SANA registry ‘Mission
Operations MAL Space Packet Transport Binding Version Number’ and shall refer to the
Mission Operations—MAL Space Packet Transport Binding and Binary Encoding document
‘CCSDS 524.1-B-1".

NOTE - This SANA registry is defined in D2.1.

3.4.3.3 Segment Counter
The figld “‘Segment Counter’ shall enable ordering of a sequence of Space Packets tesulting
from the segmentation of a MAL message, as specified in 4.4 and 4.6.
3.5 MAL MESSAGE BODY MAPPING

3.5.1 | OVERVIEW

1%
—+

The fdllowing subsections specify how the MAL message body_ is'mapped to the Space Pack

3.5.2 | BODY MAPPING

The MAL message body shall be encoded as a Body (see 3.5.3.2) and assigned to the Spgce
Packet user data field.

3.5.3 | BODY ENCODING
3.5.3.1 Overview
This spibsection specifies hew:the MAL message body is encoded.

The encoding formats“are defined in this subsection. The encoding formats for data are|in

section 5.

NOTH - The.body encoding format can be re-used by a MAL Transport Binding tq a
messaging technology that is not the Space Packet Protocol.

3.5.3.2 Body

3.5.3.2.1 Each element of the MAL message body shall be encoded as a Body Element in
the same order as it is declared in the operation definition.

3.5.3.2.2 If the body declared by the operation is empty, then the encoding result shall be
empty.

CCSDS 524.1-B-1 Page 3-14 August 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=bc5674d175c7be0b18d81d54982518b9

ISO 21082:2016(E)
CCSDS RECOMMENDED STANDARD FOR MISSION OPERATIONS—MAL SPACE PACKET

TRANSPORT BINDING AND BINARY ENCODING

3.5.3.3 Body Element

3.533.1

If the MAL header fields ‘Interaction Type’ and ‘Interaction stage’ are

respectively equal to PUBLISH-SUBSCRIBE and PUBLISH, and if the body element is
typed ‘List< <<Update Value Type>> >’ (reference [2]), then the body element shall be
encoded as follows:

3.8

Area
Area Service Version Type Body Element
Unsigned Unsigned | Unsigned 8- | Signed 24-bit Publish Update
16-bit 16-bit bit Integer Integer List
Integer Integer (variable,
(2 octets) (2 octets) | (1 octet) (3 octets) multiple of Octet)
If <<Update Value Type>> is abstract

.3.3.2  The field ‘Area’ shall be assigned with the area number-of the update list

type encoded as an Unsigned 16-bit Integer.

3.5
be
16

3.
sh

3.1
ac

3.1
ac

3.9
€q
‘L

3.1
res
‘L

.3.3.3 If the update list actual type is defined by a service, then the field *Service
assigned with the service number of the update listiactual type encoded as an Un
Hbit Integer.

.3.3.4 If the update list actual type is not defined by a service, then the field *S¢
Il be assigned with the value ‘0’ encoded:asan Unsigned 16-bit Integer.

.3.3.5 The field ‘Area Version’ shall-be assigned with the area version of the upd
ual type encoded as an Unsigned:8=bit Integer.

.3.3.6 The field ‘Type’ shall be assigned with the short form part of the upda
ual type encoded as a Signed 24-bit Integer.

.3.3.7 If the MAL header fields *Interaction Type’ and ‘Interaction stage’ are respe
hal to PUBLISH-SUBSCRIBE and PUBLISH, and if the body element is
st<UpdateHeader>’, then the body element shall be encoded as an Element (see sectio

.3.3.8 dfy'the MAL header fields ‘Interaction Type’ and ‘Interaction stag
pectively equal to PUBLISH-SUBSCRIBE and NOTIFY, and if the body element is
st<'<<Update Value Type>> >’ (reference [2]), then the body element shall be enco

an

actual

> shall
signed

brvice’

hte list

ite list

ctively
typed
n5).

D’ are
typed
ded as

Element (an section R)

3.5.3.3.9

If the MAL header fields “Interaction Type’ and ‘Interaction stage’ are respectively

equal to PUBLISH-SUBSCRIBE and NOTIFY, and if the body element is typed either
Identifier or ‘List<UpdateHeader>’, then the body element shall be encoded as an Element (see
section 5).
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3.5.3.3.10 If the MAL header field ‘Interaction Type’ is PUBLISH-SUBSCRIBE and if the
‘Interaction stage’ is neither PUBLISH or NOTIFY and if the MAL header field ‘Is Error
Message’ is FALSE, then each body element shall be encoded as an Element (see section 5).

3.5.3.3.11 If the MAL header field ‘Is Error Message’ is TRUE, then the body elements
shall be encoded as follows:

a) the first body element (typed ‘Ulnteger’) shall be encoded as a Ulnteger (see 5.18);

b) rthe—secondbodyetement(typed—Etement*)—shattbeencodedasaNuttabte Etement
(see section 5).

3.5.3.3.12 If the MAL header field “Interaction Type’ is not PUBLISH-SUBSCRIBE and if
the MAL header field ‘Is Error Message’ is FALSE, then each body element shall [be
encoded as a Nullable Element (see section 5).

3.5.3.4 Publish Update List

3.5.3.4.1 A Publish Update List shall be encoded as follows:

List Length Update

Ulnteger Publish:Update
(variable, multiple of octet)

(variable, multiple of octet)

Repeated for every update in the list

3.5.3.4.2 The field “List Length’ shallkbe assigned with the length of the list encoded a$ a
Ulnteger (see 5.18).

NOTH - The type List is/fequired to be unbounded by MAL (reference [2]). Using a
Ulnteger as lengthfield limits the list length to 232 — 1 elements.

3.5.3.4.3 The updates-shall be encoded in the same order as in the list.
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3.5.3.5 Publish Update

3.5.3.5.1 The following fields shall be encoded:

Presence Flag

Encoded Update Size

Update

Boolean (see 5.8)

(1 octet)

Ulnteger
(variable, multiple of octet)

Element (see 5.2)

(variable, multiple of octet)

3.
TH

3.9
to

3.8

N(

DTES

Tl
1

D el | H =
MmMTrTCoCTTIVT rlag 1o N\NUL

.3.5.4 The field *Encoded Update Size’ shall be encoded as@ UInteger (see 5.18).

.3.5.2 The field ‘Presence Flag’ shall be FALSE if the element is NULL;-t shall be
RUE if the element is not NULL.

.3.5.3 The field ‘Encoded Update Size’ shall be assigned with the mumber of octets used
encode the following field ‘Update’.

Using a Ulnteger as size field limits the size of:tfie encoded update to 2°2 — 1 ogtets.

The Publish Update encoding format enables a MAL broker not to decode the updates
when handling a publish message.
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4 MAL TRANSPORT INTERFACE MAPPING
41 OVERVIEW

The MAL specification (reference [2]) “Transport Interface’ section defines the interface to
be provided by the Space Packet Transport Binding layer. The following subsections specify
the expected behaviour for each of the MAL transport interface request and indication

primitives. If an indication is a response to a request then the behaviour of the indication is
sp:r‘ifind inthe same subsection as the request

The following primitives are defined in the MAL transport interface and need to_ be provided
bylthe Space Packet Transport Binding layer:

a) SUPPORTEDQOS request;

b) SUPPORTEDQOS RESPONSE indication;
c) SUPPORTEDIP request;

d) SUPPORTEDIP RESPONSE indication;

e) TRANSMIT request;

f) TRANSMIT ACK indication;

g) TRANSMIT ERROR indication;

h) TRANSMITMULTIPLE request;

i) TRANSMITMULTIPLE A€K indication;
j) TRANSMITMULTIPLE ERROR indication;
k) RECEIVE indication;

I) RECEIVEMULTIPLE indication.

THe parameters-are listed in table 4-1.

The following primitives defined by the Space Packet Protocol (reference [1]) are used by
the mapping:

a)) ‘Packet request’:

b) ‘Packet indication’.

The parameters are listed in table 4-2.
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Table 4-1: MAL Transport Interface Primitives

Primitive

Parameters

SUPPORTEDQQOS request

QoS Level

SUPPORTEDQOS RESPONSE indication | Boolean

SUPPORTEDIP request

Interaction Type

SUPPORTEDIP RESPONSE indication Boolean

TRANSMIT request

MAL Message

QoS Properties

TRANSMIT ACK indication

TRANSMIT ERROR
indication

MAL Message Header
Error Number

Extra Information

QoS Properties

TRANSMITMULTIPLE request

List of:
- MAL Message
— QoS Properties

TRANSMITMULTIPLE ACK indication -

TRANSMITMULTIPLE ERROR indication | List of:

- “MAL Message Header
~~" Error Number

— Extra Information

— QoS Properties

RECEIVE indication

MAL Message
QoS Properties

RECEIVEMULTIPLE indication

List of:
- MAL Message
— QoS Properties

Table 4-2: Packet Interface Primitives

Primitive

Parameters

Packet request

Space Packet

Application Process Identifier (APID)
APID Qualifier (optional)

QoS Requirement (optional)

Packet indication

Space Packet
APID
APID Qualifier (optional)
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4.2 SUPPORTEDQOS REQUEST
4.2.1 The SUPPORTEDQOS request primitive shall be provided.

4.2.2  Support for the Quality of Service (QoS) levels defined by MAL shall depend on the
capabilities of the underlying layer used to convey the Space Packets.

4.3 SUPPORTEDIP REQUEST

4.3.1 The SUPPORTEDIP request primitive shall be provided.

4.3.2 The SUPPORTEDIP request primitive shall return TRUE for the interaction patterns
SHEND, SUBMIT, REQUEST, INVOKE, and PROGRESS.

4.3.3 The SUPPORTEDIP request primitive shall return FALSE for-the interaction pattern
PUBLISH-SUBSCRIBE.

4.3.4 The MAL layer shall support PUBLISH-SUBSCRIBE!itself.

NOTE - The MAL specification (reference [2]) requires that implementations of thg MAL
layer support the Publish-Subscribe patternJut that they can delegate this pattern
to a transport that supports the pattern-natively. The Space Packet Protocgl does
not support the Publish-Subscribe- pattern natively; therefore a | MAL
implementation has to support this’pattern itself.

44 TRANSMIT REQUEST

44.1 The TRANSMIT request ‘primitive shall be provided in order to translate al MAL
mgssage into one or several.Space Packets and send each packet by calling the primitive
‘Packet request’.

4.4.2 If any of the MAL header fields is NULL, then the TRANSMIT ERROR primitive
shall be called with:the error number MAL::INTERNAL.

443 The MAL header field ‘Transaction 1d” shall not be NULL, especially inf MAL
messages Wwhose interaction type is SEND.

4.4.4° ~The MAL message header fields and body elements shall be mapped to the [Space

Pq lkat aecardina ta tha cnapificatinn Aanvan 1n cnntinin 2 Af thic DarAamMmmandad StandarAd
KetTaCCoromy LU - SptCCatromgrve ot oao—o-Ot tHS<eeomeha

U Jlurivuunru,.

4.4.5 If either of the fields ‘URI From’ or ‘URI To’ is not compliant with the URI format
defined in 3.2, then the TRANSMIT ERROR primitive shall be called with the error number
MAL:INTERNAL.
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4.4.6
applie

a)
b)

c)

d)

4.4.7
applie

d)

NOTH

4.4.8
reques

4.4.9
3.5.3.2

TRANSPORT BINDING AND BINARY ENCODING

If the MAL message is mapped to a TC packet, then the following rules shall
d:

SPP Packet Type shall be ‘1’ (according to [1]);

be

the APID of the MAL header field ‘URI To’ shall be passed to the ‘Packet request’

primitive;

the APID qualifier of the MAL header field *URI To’ shall be passed to the ‘Packet

request’ nrimitive:
Feguest—prHRhE;

the Space Packets that result from the mapping of the MAL message shall

MAL header field ‘URI To’; the APID and APID qualifier are passed.as,paramet
of the “‘Packet request’ primitive.

If the MAL message is mapped to a TM packet, then the follewing rules shall
:

SPP Packet Type shall be ‘0" (according to [1]);
the APID of the MAL header field ‘URI From’ shalf:be passed to the ‘Packet requg
primitive;
the APID qualifier of the MAL header field ‘URI From’ shall be passed to f
‘Packet request’ primitive;

the Space Packets that result from‘the mapping of the MAL message shall
delivered to the MAL application-identified by the APID and APID qualifier of {
MAL header field ‘URI To’;the APID and APID qualifier are passed in {
secondary header fields ‘Secondary APID’ and ‘Secondary APID Qualifier’.

— The APID qualifigr;is not an optional parameter in the call to the ‘Packet reque
primitive.
The QoS properties from the TRANSMIT request shall be passed to the ‘Pac
t” primitive:

If the.Sizé of the octet stream that results from the MAL message body encoding (3
) added to the size of the secondary header is less than or equal to the value of {

MCP

be

delivered to the MAL application identified by the APID and APID qualifier of the

EI'S

be

be
he
he

Ket

ee
he

PACKET_DATA_FIELD_SIZE_LIMIT, then the following rules shall be applied:

a)

the octet stream shall be sent in the user data field of one Space Packet;

b) the field ‘Sequence Flags’ of the Space Packet shall be assigned with the binary value

‘11’, unsegmented user data.
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4.4.10 If the size of the octet stream that results from the MAL message body encoding (see
3.5.3.2) added to the size of the secondary header is strictly greater than the value of the
MCP PACKET_DATA_FIELD_SIZE_LIMIT, then the following rules shall be applied:

a) the octet stream shall be split in several user data segments whose size added to the
size of the secondary header is equal to PACKET_DATA_FIELD_SIZE_LIMIT or
less for the last segment;

b) the user data segments shall be sent in a sequence of Space Packets;

c) the MAL message header shall be mapped to the primary and secondary héaders of
every Space Packet of the sequence;

d) a segment counter starting from zero shall be incremented for each user‘data sggment
and assigned to the secondary header field *Segment Counter’;

e) every message whose MAL header fields ‘Interaction type*,“Transaction Id’| ‘URI
From’, ‘URI To’, ‘Session’, ‘Session Name’, ‘Domain’, “Network Zone’, ‘Service
Area’, ‘Service’, and ‘Operation’ are the same shall use’the same segment counter,
without resetting the counter to zero after a MAL meSsage has been segmented;

f) the field ‘Sequence Flags’ in the first Space Packet of the sequence shall be aspigned
with the binary value “01’, first segment of user data;

g) the field ‘Sequence Flags’ in the last Space Packet of the sequence shall be aspigned
with the binary value “10°, last segment of user data;

h) the field *Sequence Flags’ in the other Space Packets of the sequence shall be
assigned with the binary value-500’, continuation segment of user data.

NOTES

1 This Recommended;Standard does not specify any packet retransmission protgcol in
case some packets-are lost.

2 In order ta>achieve reliability SPP delegates packet retransmission to a [lower
transport-layer.

3 Examples of appropriate CCSDS transports that ensure packet retransmissipn are
DTN (references [G3] and [G4]), COP (reference [G5]), LTP (reference [G6]), and
AMS (reference [GT7]).

4.4.11 If the size of the secondary header is not strictly less than the value of the MCP
PACKET_DATA FIELD_SIZE LIMIT, then the TRANSMIT ERROR primitive shall be
called with the error number MAL::INTERNAL.

4.4.12 If an error is returned by the Space Packet sending request, then the TRANSMIT
ERROR primitive shall be called with the error number MAL::INTERNAL.

4.4.13 If the packet is successfully sent, then the TRANSMIT ACK primitive shall be called.
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45 TRANSMITMULTIPLE REQUEST

45.1 The TRANSMITMULTIPLE request primitive shall be provided by calling the
TRANSMIT request primitive for every MAL message.

45.2

indica

If the TRANSMIT ERROR indication is called for any of the MAL messages, the
TRANSMIT ERROR indications should be collected, and the TRANSMITMULTIPLE
ERROR indication should be called with the content of the collected TRANSMIT ERROR

ions.

4521

4522

4.6

46.1

severgl Space Packets and translate the packets into a MAL messdge.

4.6.2
indica
by the

4.6.3

46.4
value

shall e generated according to the.specifications given in section 3 of this Recommend

Stand:

3)
b)

c)

4.6.5

The individual TRANSMIT ERROR indications shall not be transmitted to MAL

Only the TRANSMITMULTIPLE ERROR indication shall be called.

RECEIVE INDICATION

The RECEIVE indication primitive shall be provided incorder to receive one

The RECEIVE indication primitive shall be called after the primitive ‘Pac
lion” has been triggered one or several times (in case of MAL message segmentatig
Space Packet Protocol layer.

The primitive “Packet indication’ shall provide the parameter ‘APID qualifier’.

If the field *Sequence Flags’ of the “delivered Space Packet is equal to the bin
f11’, unsegmented user data, thern:the MAL message header fields and body eleme

ird, by using the following-«nput data:
the Space Packet;
the parameter ‘APID qualifier’ of the primitive ‘Packet indication’;

the XML specification of the MO service (see section 6 of reference [2]) identified
the MAL ‘header fields ‘Service Area’, ‘Service’, and ‘Area Version’.

If the-field ‘Sequence Flags’ of the delivered Space Packet is not equal to the bing

value

or
Ket

n)

iy
hts

ed

by

Ay

122, unsegmented user data, then the following rules shall be applied:

a) the MAL message header fields shall be generated according to the specifications
given in section 3 of this Recommended Standard, by using the Space Packet and the

b)

parameter ‘APID qualifier’ of the primitive ‘Packet indication’;

every Space Packet whose MAL header fields ‘Interaction Type’, ‘Transaction I

d,l

‘URI From’, *URI To’, “Session’, “‘Session Name’, ‘Domain’, ‘Network’, ‘Service
Area’, ‘Service’, and ‘Operation’ are the same shall be sequenced according to the

secondary header field ‘Segment Counter’;
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c) a full Space Packet sequence shall be detected as follows:

1) the first Space Packet of the sequence shall have the field ‘Sequence Flags’ equal
to the binary value “01’, first segment of user data;

2) the last Space Packet of the sequence shall have the field ‘Sequence Flags’ equal
to the binary value “10°, last segment of user data;

3) the other Space Packets of the sequence shall have the field ‘Sequence Flags’

4) starting from the second Space Packet of the sequence, every Space Packet shall
have the secondary header field ‘Segment Counter’ assigned with lthe value 1
added to the “‘Segment Counter’ of the previous Space Packet in the 'sequenge;

d) if a full Space Packet sequence is detected, then a MAL message shall be gerferated
according to the specifications given in section 3 of this Reeommended Standard, by
using the following input data:

1) the MAL message header generated from the first:Space Packet of the sequgnce;
2) the user data segments of the Space Packet sequence;

3) the parameter ‘APID qualifier’ of the primitive ‘Packet indication’ triggefed by
the first Space packet of the sequence;

4) the XML specification of the MO service (see section 6 of referende [2])
identified by the MAL header fields ‘Service Area’, ‘Service’, and |‘Area
Version’;

e) if a Space Packet sequence.is not full after a mission-defined timeout, then the{Space
Packets of the sequencé:may be discarded.

4.6.6 If the field ‘URI Ta? is unknown, then the error MAL::DESTINATION_UNKNOWN
shall be returned if the-Interaction Pattern allows a MAL error message to be returnef. The
MAL header field#URI From’ of the returned error message shall be assigned with the ‘URI
Tq’ field of the-initial message, even if this URI is unknown.

4.1 RECEIVEMULTIPLE INDICATION

The RECEIVEMULTIPLE indication primitive shall not be provided.

CCSDS 524.1-B-1 Page 4-7 August 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=bc5674d175c7be0b18d81d54982518b9

ISO 21082:2016(E)
CCSDS RECOMMENDED STANDARD FOR MISSION OPERATIONS—MAL SPACE PACKET

5

TRANSPORT BINDING AND BINARY ENCODING

MAL DATA ENCODING

5.1 OVERVIEW

This section specifies a complete and unambiguous mapping of the MAL data types to a
binary encoding format.

Encoding is a function that translates a MAL::Element into a sequence of encoded fields.

Th

is translation is defined in a generic, modular, and ‘octet aligned’ way:

Th
as

M
C
sa

o

N(

Th

a) ‘generic’ means that the encoding format is not specifically defined for-gver

every usage context generically;

b) ‘modular’ means that the encoding format is defined by isolating every MA
type and declaration context and specifying the encoding format for each of the

c) ‘octet aligned’ means that every encoded field starts-on an octet bounday
contains one or more octets.

igned to or the actual type of the element. In orderte’avoid any ambiguity the word
hlways qualified as follows:

a) declared type: the type of the field the:element is assigned to; if the field belg
the MAL message header then the-declared type is given by table 3-1; if th
belongs to the MAL message bady then the declared type and more genera
declaration context is given by the XML specification of the service (see sectic
reference [2]);

b) actual type: the type of-the element.

AL only specifies nen-abstract types that are final, i.e., that cannot be extended
nsequence, if the declared type of an element is non-abstract then the actual type
me as the declared type.

DTE — _This encoding format can be re-used by a MAL Transport Binding
messaging technology that is not the Space Packet Protocol.

ecfollowing subsections specify the rules to be applied when encoding an element.

y data

structure and every usage context but can be used to encode every data‘structure and

| data
m,

y and

e type of an element can designate either the declared type of the field the element is

‘type’

ngs to
e field
ly the
n 6 of

As a
is the

to a

These

ru

€5 depend on the etement dectaration conmtext (e.g., the dectared type) and the €

actual type.

ement
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5.2 ELEMENT

5.2.1 If the element is not an element of a list, and if the declared type of the element is
MAL.::Attribute, then the following field shall be encoded:

Attribute Tag

Unsigned 8-bit
Integer
(1 octet)

5.2.2 | The field *Attribute Tag’ shall be assigned with the short form part of the.attriblite
minus|1 so that the tag starts from zero.

5.2.3 | If the element is not an element of a list, and if the declared type of the,element is either
MAL:[Element, or MAL::Composite, or an abstract composite; or if the declared type of the
element is either List<MAL::Attribute>, or List<MAL::Element>, or ListstMAL::Composit¢>
or Lis{<<abstract composite>>; then the following fields shall be encoded:

Area Service Area Version | Iype
Unsigned Unsigned Unsigned 8- Signed 24-
16-bit 16-bit bit Integer bit Integer
Integer Integer

(2 octets) (2 octets) (1 octet) (3 octets)

NOTH - As specified by MAL (reference [2]), only the last element of a message body gan
be declared either abstract or as a list of an abstract type. Therefore the encoding
format specified above cannotbe used more than once per message body.

5.2.4 | The field ‘Area’ shall be_assigned with the area number of the element actual type
encoded as an Unsigned 16-bitdnteger.

5.2.5 | If the element actual type is defined by a service, then the field *Service’ shall |be
assigned with the servicenumber of the element actual type encoded as an Unsigned 16-bit
Integey.

5.2.6 | If the element actual type is not defined by a service, then the field ‘Service’ shall |be
assigned with-the value ‘0’ encoded as an Unsigned 16-bit Integer.

5.2.7 LThe field ‘Area Version” shall be assigned with the area version of the element actlal
type encoded as an Unsigned 8-bit Integer.
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5.2.8 The field ‘Type’ shall be assigned with the short form part of the element actual type
encoded as a Signed 24-bit Integer.

NOTE - The short form part is required to be a signed 32-bit integer by MAL
(reference [2]). Negative numbers identify the list types. Therefore using a signed
24-bit integer as type field prevents the mapping of data types whose short form
part is strictly greater than 2%°-1.

5.2.9 The element shall be encoded as follows:

a) if the actual type of the element is a MAL::Attribute, then the element.shall be
encoded as specified by its actual type;

b) if the actual type of the element is a MAL::Enumeration, then the efement shall be
encoded as an Enumeration;

c) if the actual type of the element is a MAL.::List, then the elément shall be encoded as
a List;

d) if the actual type of the element is a MAL::Composite, then the element shall be
encoded as a Composite.

5.3 ENUMERATION

NOQTE - Each element in an enumeration\is"assigned two integer values: the ordinal value
and the numeric value. The ordinal value is a sequential counter, starting at zero
for the first element, and ineremented by one in the same order as the elements of
the enumeration. The pumeric value is defined in reference [2].

5.3.1 The ordinal value shal-be encoded.

NOTE - The length.ef the field used to encode the ordinal value can be set according to
the maximym ordinal value, as specified by the enumeration definition.

5.3.2 If the maximum ordinal value is strictly less than 256, then the ordinal value shall be
enpoded as annsigned 8-bit Integer.

5.3.3 _ tf-the maximum ordinal value is greater than or equal to 256 and strictly less than 2*,
then‘the ordinal value shall be encoded as a UShort (see 5.16).

5.3.4 If the maximum ordinal value is greater than or equal to 2*° and strictly less than 22,
then the ordinal value shall be encoded as a Ulnteger (see 5.18).

NOTE - As specified in reference [2], the MAL enumeration size is limited by the
MAL::Ulnteger range.
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54 COMPOSITE

5.4.1 Each field of the Composite shall be encoded in the same order as it is declared in the
Composite definition.

5.4.2 Each field of the Composite shall be encoded as follows:

a) if the value of the attribute ‘canBeNull’ in the field declaration is TRUE, then the
field shall be encoded as a Nullable Element;

b)| otherwise the field shall be encoded as an Element.

5.4.3 | If the Composite inherits from another Composite, then the inherited Composite shall
be endoded first.

55 LIST

5.5.1 | A List shall be encoded as follows:

List Length List.Element
Ulnteger Nullable Element
(variable, multiple of octet) (variahlei¢multiple of octet)

Repeated for every element in the list

5.5.2 | The field ‘List Length’ shall be assigned with the length of the list encoded as a
Ulnteger (see 5.18).

NOTH - The type List is required-to be unbounded by MAL (reference [2]). Using a
Ulnteger as length fieldMimits the list length to 2°? — 1 elements.

5.5.3 | The error MAL::INTERNAL shall be raised if the length of the List is strictly greater
than 2f2 - 1.

5.5.4 | The list elements shall be encoded in the same order as in the list.

5.6 NULLABLE ELEMENT

5.6.1 | A’Nullable Element shall be encoded as follows:

Presence Flag Element
Boolean Element
(1 octet) (variable, multiple of octet)

If Presence Flag is TRUE

5.6.2 The field ‘Presence Flag’ shall be FALSE if the element is NULL; it shall be TRUE
if the element is not NULL.

CCSDS 524.1-B-1 Page 5-4 August 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=bc5674d175c7be0b18d81d54982518b9

ISO 21082:2016(E)

CCSDS RECOMMENDED STANDARD FOR MISSION OPERATIONS—MAL SPACE PACKET
TRANSPORT BINDING AND BINARY ENCODING

5.7 BLOB

5.7.1 A MAL::Blob shall be encoded as follows:

Blob Length Blob Octet

Ulnteger Unsigned 8-bit Integer
(variable, multiple of octet) (1 octet)

Repeated for every octet in

+la Rlak
uiC DIivy

5.1.2 The field ‘Blob length’ shall be assigned with the length of the Blob encoded as a
Ulnteger (see 5.18).

NOTE - The type Blob is required to be unbounded by MAL (reference [2]). Using a
Ulnteger as length field limits the Blob length to 2% — 1 oCtets.

5.1.3 The error MAL::INTERNAL shall be raised if the length of the Blob is gtrictly
gréater than 2% — 1.

5.1.4 The Blob octets shall be encoded in the same order as in the Blob.

5.8 BOOLEAN

5.8.1 A MAL.::Boolean shall be encoded as an Unsigned 8-bit Integer.

.2 If the Boolean value is TRUE then the integer ‘1’ shall be encoded otherwise the
infeger ‘0’ shall be encoded.
DURATION

59.1 A MAL:Duration shall be encoded according to the CUC Time Code Format
(rgference [5]) giverr by the MCP DURATION_CODE_FORMAT.

5.9.2 Negative values shall be encoded using the two’s complement representation |of the
MAL.::Dutration.

5.9.85 The Time Code Format P-Field shall not be encoded.

5.10 FLOAT

A MAL.::Float value shall be encoded according to the binary interchange format of width 32
bits defined in reference [3].
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5.11 DOUBLE

A MAL::Double shall be encoded according to the binary interchange format of width 64
bits defined in reference [3].

5.12 IDENTIFIER

A MAL.::Identifier shall be encoded as a String.

5.13 PCTET

A MAL::Octet shall be encoded as a Signed 8-bit Integer.

5.14 YOCTET

A MALL::UOctet shall be encoded as an Unsigned 8-bit Integer.

5.15 PHORT

5.15.1] If the MCP VARINT_SUPPORTED is TRUE; then a MAL.::Short shall be encoded
as a 2{octet Signed Varint (see 5.28).

5.15.2] If the MCP VARINT_SUPPORTED:is FALSE, then a MAL.::Short shall be encoded
as a Signed 16-bit Integer (see 5.26).
516 USHORT

5.16.1 If the MCP VARINT__SUPPORTED is TRUE, then a MAL.::UShort shall be encoded
as a 2{octet Unsigned Varint (see 5.27).

5.16.2 If the MCR NARINT_SUPPORTED is FALSE, then a MAL::UShort shall |be
encoded as an Unsigned 16-bit Integer (see 5.25).

5.17 INTEGER

5.17.1 If the MCP VARINT_SUPPORTED is TRUE, then a MAL.::Integer shall be encoded
as a 4-octet Signed Varint (see 5.28).

5.17.2 If the MCP VARINT_SUPPORTED is FALSE, then a MAL::Integer shall be
encoded as a Signed 32-bit Integer (see 5.26).
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5.18 UINTEGER

5.18.1 If the MCP VARINT_SUPPORTED is TRUE, then a MAL::UInteger shall be
encoded as a 4-octet Unsigned Varint (see 5.27).

5.18.2 If the MCP VARINT_SUPPORTED is FALSE, then a MAL.::UInteger shall be
encoded as an Unsigned 32-bit Integer (see 5.25).

5.19 LONG

5.19.1 If the MCP VARINT_SUPPORTED is TRUE, then a MAL::Long shall|be erncoded
as|a 8-octet Signed Varint (see 5.28).

5.19.2 If the MCP VARINT_SUPPORTED is FALSE, then a MAL.::L'ong shall be encoded
asfa Signed 64-bit Integer (see 5.26).

w

5.20 ULONG

5.20.1 If the MCP VARINT_SUPPORTED is TRUE, then a MAL::ULong shall be erncoded
as|a 8-octet Unsigned Varint (see 5.27).

5.20.2 If the MCP VARINT_SUPPORTED_.is FALSE, then a MAL::ULong shall be
enpoded as an Unsigned 64-bit Integer (see 5.25).
5.21 STRING

5.21.1 A MAL::String shall be.encoded as follows:

String Length Character

Ulnteger UTF-8

(variable, multiple of

octet) (variable, multiple of octet)
Repeated for every character
in the String

5.21.2 The field ‘String Length’ shall be assigned with the number of octets required to
engode the characters of the string.

5.21.3 The field ‘String Length’ shall be encoded as a Ulnteger (see 5.18).

NOTE - The types ldentifier, String, and URI are required to be unbounded by MAL
(reference [2]). Using a Ulnteger as length field limits the encoded string length
to 2% — 1 octets.

5.21.4 The error MAL::INTERNAL shall be raised if the length of the String is strictly
greater than 2% — 1.
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5.21.5 The field “‘Character’ shall be encoded according to the UTF-8 format (reference [4]).

5.21.6

The String characters shall be encoded in the same order as in the String.

5.22 TIME

5.22.1 A MAL:Time shall be encoded according to the CCSDS Time Code Format
(reference [5]) specified by the MCPs TIME_CODE_FORMAT and TIME_EPOCH.

5.22.2

5.23

5231
(refere
FINE

5.23.2

5.24

A MA

5.25
5.25.1
5.25.2

5.25.3

5.26

5.26.1
repres

5.26.2

The Time Code Format P-Field shall not be encoded.

FINETIME

A MAL.::FineTime shall be encoded according to the CCSDS Time Code Forn

nce [5]) specified by the MCPs FINE_TIME_CODE)FORMAT 3
[ TIME_EPOCH.
The Time Code Format P-Field shall not be encoded.
URI
L::URI shall be encoded as a String.

UNSIGNED N-BIT INTEGER
An unsigned N-bit integer shall be encoded on a given number of bits N.
The bit ‘Bit N—1" shall designate the least significant bit of the unsigned integer.

Each bit of the unsigned integer shall be encoded from ‘Bit 0’ to ‘Bit N-1".

SIGNED N-BITINTEGER

A signed.<N-bit integer shall be encoded according to its 2’s complem
entationQn ‘a given number of bits N.

The sign bit shall be assigned to ‘Bit 0.

nat
nd

ENt

5.26.3

Each bit of the signed integer shall be encoded from ‘Bit 0’ to ‘Bit N-1".

5.27 UNSIGNED VARINT

5.27.1

The length of the unsigned integer to encode shall be either 2, 4, or 8 octets.

5.27.2 The unsigned integer to encode shall be divided in groups of 7 bits as specified by
table 5-1.
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Table 5-1: Unsigned Integer 7-Bit Groups

Unsigned Integer Length (octets)

2 4 8
Group 1 Begin Bit N-7 Bit N-7 Bit N-7
End Bit N-1 Bit N-1 Bit N-1
Group 2 Begin Bit N-14 Bit N-14 Bit N-14
End Bit N-8 Bit N-8 Bit N-8
Group 3 Begin 5 zeros Bit N-21 Bit N-21
and Bit 0
End Bit N-15 Bit N-15 Bit N-15
Group 4 Begin - Bit N-28 Bit N<28
End - Bit N-22 Bit:N-22
Group 5 Begin - 3 zeros Bit N-35
and Bir0
End - BitA\=29 Bit N-29
Group 6 Begin - - Bit N-42
End - - Bit N-36
Group 7 Begin - - Bit N-49
End - - Bit N-43
Group 8 Begin - - Bit N-56
End - - Bit N-50
Group 9 Begin - - Bit N-63
End - - Bit N-57
Group 10 Begin - - 6 zeros
and Bit 0
End - - Bit 0

NOTE - The 7-bit groups are ordered from the least significant group to thg most

significant group. The bit ordering is not changed.

5.27:3 NI the most significant 7-bit group contains only zeros, and if it is not the first group,

tht.ll It ahuuid bC d;bbaldcd, thlb IJICDL,I;}Jt;UII th” bC ICpCdth Ullt” CithCI th mOSt
significant 7-bit group does not contain any zero, or it is the first group.

5.27.4 The 7-bit groups shall be encoded from the least significant group to the most
significant group.
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5.27.5 Every 7-bit group shall be encoded in an octet as shown below:

Continuation bit 7-bit Group
Binary value Binary value
(1 bit) (7 bits)

5.27.6 The field *Continuation bit’ shall be assigned with the value *1” if there are further 7-

blt rqups-to-come othanaica it chall ha accianad wwiath tha valiig <0’
grqups-to-come—otherwise-itshal-be-assigned-with-the-value—-0~

5.28 BIGNED VARINT
5.28.1] The length of the signed integer to encode shall be either 2, 4, or 8 octets.

5.28.2] The signed integer shall be translated to an unsigned integer-aecording to the pit
shifting formula specified in table 5-2 where the following symbols are used:

a) | the variable ‘n’ is the 2’s complement representation of thé signed integer;

b)[ the operator ‘<<’ shifts the left-hand operand to the left by a number of positigns
given by the right-hand operand; a zero is shifted into the rightmost position;

c)| the operator ‘>>’ shifts the left-hand operand-to the right by a number of positigns
given by the right-hand operand; the sign bit is shifted into the leftmost position;

d

N—r

the operator “~” performs a bitwise exclusive OR operation.

Table 5-2: Signed Integer Bit Shifting

Signed Integer Bit Shifting Formula
Length (octets)

2 (n<<1) " (n>>15)

4 (n<<1)~(n>>31)

8 (n<<1) ™ (n>>63)

NOTH - The bit shifting translation, also called a ‘zig-zag translation’, is applied in order
that small negatlve values ( 1, 2 etc.) use the same number of octets as their

more octet than the mteger size (e g 5 octets for a 32 blt mteger) and onIy the
big negative values would benefit from the size reduction.

5.28.3 The resulting unsigned integer shall be encoded as an Unsigned Varint.
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