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Foreword

ISO (the International Organization for Standardization) and

IEC (the International EI

ectrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and n
technd

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,
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n-governmental, In liaison with 1SO and IEC, also take part in the work. In the field
logy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

rds adopted by the joint technical committee are circulated to national bodies for voting.
rnational Standard requires approval by at least 75 % of the national bodies casting a vot

pn is drawn to the possibility that some of the elements of this decument may be the su
ISO and IEC shall not be held responsible for identifying any or-all such patent rights.

C 9594-8 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatio
mmittee SC 6, Telecommunications and information,eXchange between systems, in coll
The identical text is published as Rec. ITU-T X.509(10/2012).

eventh edition cancels and replaces the sixth edition (ISO/IEC 9594-8:2008), wh
cally revised. It also incorporates the, {@echnical Corrigenda ISO/IEC 9594-8:20(
C 9594-8:2008/Cor.2:2012 and ISO/IEC 9594-8:2008/Cor.3:2013.

C 9594 consists of the following parts;“under the general title Information technology —
nnection — The Directory:

art 1. Overview of concepts;.models and services
art 2: Models

hrt 3: Abstract service definition

art 4. Proceduires for distributed operation

art 5. Rrotocol specifications
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hit 67 Selected attribute types

Part 7: Selected object classes
Part 8: Public-key and attribute certificate frameworks

Part 9: Replication
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information which they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application-entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;

— under different managements;;

+  of different levels of complexity; and
4+  of different ages.

Many applications have requirements for security to protect against threats to the communication of information.
Virtually gl security services are dependent upon the identities of the communicating partiesbeing reliably Known, i.e.,
authentication.

This Recqmmendation | International Standard defines a framework for public-key) certificates. This framework
includes the specification of data objects used to represent the certificates themselves,/as well as revocation |notices for
issued ceftificates that should no longer be trusted. The public-key certificate framework defingd in this
Recommendation | International Standard, while it defines some critical components of a public-key infrastructure
(PKI), it goes not define a PKI in its entirety. However, this Recommendation | International Standard provides the
foundatior] upon which full PKls and their specifications would be built:

Similarly, this Recommendation | International Standard defines aframework for attribute certificates. That framework
includes the specification of data objects used to represent the céxtificates themselves, as well as revocation |notices for
issued cetificates that should no longer be trusted. The attribute certificate framework defined in this
Recommendation | International Standard, while it defines, some critical components of a Privilege Mjanagement
Infrastructpre (PMI), it does not define a PMI in its entirety. However, this Recommendation | Internation@l Standard
provides the foundation upon which full PMIs and their-specifications would be built.

Information objects for holding PKI and PMI objects in the Directory and for comparing presented values Yvith stored
values arefdl so defined.

This Recojnmendation | International Standard also defines a framework for the provision of authentication services by
the Di rectI:y toitsusers.

This Recoinmendation | Internatiohal Standard provides the foundation frameworks upon which industry profliles can be
defined by| other standards gretps and industry forums. Many of the features defined as optional in these ffameworks
may be mpandated for use(in Certain environments through profiles. This seventh edition technically rgevises and
enhances the sixth edition 'of this Recommendation | International Standard.

This severtth edition'specifies versions 1, 2 and 3 of public-key certificates and versions 1 and 2 of certificate|revocation
lists. This gdition.also’specifies version 2 of attribute certificates.

The extendi b|||ty function was added inan earller edition W|th version 3 of the publlc-key certlflcate and with version 2
gption. This
function is specified in clause 7. It is antici pated that any enhancements to th|s edition can be accommodated using this
function and avoid the need to create new versions.

Annex A, which is an integral part of this Recommendation | International Standard, provides the ASN.1 modules
which contain all of the definitions associated with the frameworks.

Annex B, which is an integral part of this Recommendation | International Standard, defines object identifiers assigned
to authentication and encryption algorithms, in the absence of aformal register.

Annex C, which is an integral part of this Recommendation | International Standard, provides rules for generating and
processing Certificate Revocation Lists.

Annex D, which is not an integral part of this Recommendation | International Standard, provides examples of delta-
CRL issuance.

Vi Rec. | TU-T X.509 (10/2012)
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Annex E, which is not an integral part of this Recommendation | International Standard, provides examples of privilege
policy syntaxes and privilege attributes.

Annex F, which is not an integral part of this Recommendation | International Standard, is an introduction to public-key
cryptography.

Annex G, whichis not an integral part of this Recommendation | International Standard, contains examples of the use of
certification path constraints.

Annex H, which is not an integral part of this Recommendation | International Standard, provides guidance for PKI
enabled applications on the processing of certificate policy while in the certification path validation process.

Annex |, which is not an integral part of this Recommendation | International Standard, provides guidance on the use of
the contentcommi tment bit in the keyUsage certificate extension.

Annex J, which is not an integral part of this Recommendation | International Standard, includes extracts of external
ASN.1 modutesteferencecy-thisR ; TR IP =V

Annex K, which is not an integral part of this Recommendation | International Standard, provides a suggesteql technique
for a Bind |protected password.

Annex L, |[which is not an integral part of this Recommendation | International Standard, gives’ some examples of
password hashing algorithms.

Annex M, which isnot an integral part of this Recommendation | International Standard, contains an alphabetical list of
informatiop item definitions in this Recommendation | International Standard.

Annex N,|which is not an integral part of this Recommendation | Internationa~Standard, lists the amendments and
defect repgrts that have been incorporated to form this edition of this Recommendation | I nternational Standaid.

Rec. ITU-T X.509 (10/2012) vii
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INTERNATIONAL STANDARD
RECOMMENDATION ITU-T

I nformation technology — Open Systems I nter connection —
The Directory: Public-key and attribute certificate frameworks

SECTION 1 — GENERAL

authentication and other security services through the provision of a set of frameworks upon which full sepv
based. Specificaly, this Recommendation | International Standard defines frameworks for:

4+ public-key certificates;

+  atribute certificates; and

+ authentication services.

The publig-key certificate framework defined in this Recommendation | International Standard includes ad
the information objects for a public-key infrastructure (PKI), including public-Key certificates and

Revocation Lists (CRLs). The attribute certificate framework includes a definition of the information ol
Privilege Management Infrastructure (PMI), including attribute certificates, and Attribute Certificate Revod
(ACRLS). [This Recommendation | International Standard also provides theframework for issuing, managing
revoking certificates. An extensibility mechanism is included in the definedformats for both certificate types
revocation| list schemes. This Recommendation | International Standard also includes a set of standard ext
each, whi¢h is expected to be generaly useful across a number of applications of PKI and PMI. T
components (including object classes, attribute types and matehing rules) for storing PKI and PMI obj
Directory, jJare included in this Recommendation | International\Standard. Other elements of PK1 and PMI, be
frameworKs, such as key and certificate management protgeols, operational protocols, additional certificatg
extensiondare expected to be defined by other standards bodies (e.g., ISO TC 68, IETF, etc.).

The authentication scheme defined in this Recommendation | International Standard is generic and may be g
variety of gpplications and environments.

The Direcfory makes use of public-key certificates and attribute certificates, and the framework for the Dire
of these facilities is also defined in thissRecommendation | International Standard. Public-key technology

data in thg Directory. Attribute cextificates can be used by the Directory to enable rule-based access control

» areas of
ces can be

efinition of
Certificate
jects for a
ation Lists
using and
and for all
pnsions for
he schema
bcts in the
yond these
e and CRL

pplied to a

ctory's use
including

. Although

certificates, is used by the Directory to/enable strong authentication and signed operations, and for storagI of signed

the framefvork for these is provided in this Recommendation | International Standard, the full defini
Directory's use of these frameworks, and the associated services provided by the Directory and its con
supplied i) the complete set of ITU-T X.500 series of Recommendations | |SO/IEC 9594 (all parts).

This Recoinmendation.International Standard, in the Authentication services framework, also:
+  specifies the form of authentication information held by the Directory;
+ . {.describes how authentication information may be obtained from the Directory;

on of the
ponents is

- SlaleS the assumptions maade anout Now altnentication rrormeatron 1Istormed and piaced in the

Directory;

— defines three ways in which applications may use this authentication information to perform

authentication and describes how other security services may be supported by authentication.

This Recommendation | International Standard describes two levels of authentication: simple authentication, using a
password as a verification of claimed identity; and strong authentication, involving credentials formed using
cryptographic techniques. While simple authentication offers some limited protection against unauthorized access, only
strong authentication should be used as the basis for providing secure services. It is not intended to establish this as a

general framework for authentication, but it can be of general use for applications which consider these
adequate.

techniques

Authentication (and other security services) can only be provided within the context of a defined security policy. Itisa
matter for users of an application to define their own security policy which may be constrained by the services provided

by a standard.

Rec. ITU-T X.509 (10/2012) 1
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It is a matter for standards-defining applications which use the authentication framework to specify the protocol
exchanges which need to be performed in order to achieve authentication based upon the authentication information
obtained from the Directory. The protocol used by applications to obtain credentials from the Directory is the Directory
Access Protocol (DAP), specified in Rec. ITU-T X.519 | ISO/IEC 9594-5.

2 Nor mative refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
congtitute provisions of this Recommendation | Internationa Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of 1EC and SO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid I TU-FReecemmendatiens:

2.1 [[dentical Recommendations| International Standards

4+ Recommendation ITU-T X.411 (1999) | ISO/IEC 10021-4:2003, Information téchnology + Message
Handling Systems (MHS) — Message Transfer System: Abstract Service Definitionpand Procedpres.

+ Recommendation ITU-T X.500 (2012) | ISO/IEC 9594-1:2014, Information,technology — Open Systems
I nterconnection — The Directory: Overview of concepts, models and services.

4+ Recommendation ITU-T X.501 (2012) | ISO/IEC 9594-2:2014, Inforndation technology — Open Systems
Interconnection — The Directory: Models.

4+ Recommendation ITU-T X.511 (2012) | ISO/IEC 9594-3:2014, Information technology — Open Systems
Interconnection — The Directory: Abstract service definition:

4+ Recommendation ITU-T X.518 (2012) | ISO/IEC 9594-4:2014, Information technology — Open Systems
Interconnection — The Directory: Procedures for distnibuted operation.

4+ Recommendation ITU-T X.519 (2012) | ISO/IEC-9594-5:2014, |nformation technology — Open Systems
Interconnection — The Directory: Protocol specifications.

4+ Recommendation ITU-T X.520 (2012) | ISO/NEC 9594-6:2014, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

4+ Recommendation ITU-T X.521 (2012) | ISO/IEC 9594-7:2014, Information technology — Open Systems
Interconnection — The Directory;~-Selected object classes.

4+ Recommendation ITU-T X.525 (2012) | ISO/IEC 9594-9:2014, Information technology — Open Systems
Inter connection — The Directory: Replication.

4+ Recommendation ITU-T-X.660 (2008) | ISO/IEC 9834-1:2008, Information technology — Open Systems
I nter connection — Procedures for the operation of OS Registration Authorities: General procedures and
top arcs of the International Object Identifier tree.

4+ Recommendation ITU-T X.680 (2008) | ISO/IEC 8824-1:2008, Information technology {+ Abstract
Syntax Notation One (ASN.1): Specification of basic notation.

4+ Recommendation ITU-T X.681 (2008) | ISO/IEC 8824-2:2008, Information technology - Abstract
Syntax Notation One (ASN.1): Information object specification.

1 {Recommendation ITU-T X.682 (2008) | ISO/IEC 8824-3:2008, Information technology - Abstract

lenfnv Notation One (AQI\I 1)' Constraint th:v‘i fication

— Recommendation ITU-T X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

— Recommendation ITU-T X.690 (2008) | ISO/IEC 8825-1:2008, Information technology — ASN.1
encoding rules. Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER).

— Recommendation ITU-T X.691 (2008) | ISO/IEC 8825-2:2008, Information technology — ASN.1
encoding rules; Specification of Packed Encoding Rules (PER).

—  Recommendation ITU-T X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Access control framework.

—  Recommendation ITU-T X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Non-repudiation framework.
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Recommendation ITU-T X.841 (2000) | ISO/IEC 15816:2002, Information technology — Security

techniques — Security information objects for access control.

2.2 Paired Recommendations | International Standards equivalent in technical content

Recommendation CCITT X.800 (1991), Security architecture for Open Systems Interconnection for

CCITT applications.

SO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic
Model — Part 2: Security Architecture.

2.3 Recommendations

Recommendation ITU-T X.1252 (2010), Baseline identity management terms and definitions.

Reference

24 (

3 |
For the pu

31 (

The follow

g

K

Dther references

Definitions
poses of this Recommendation | International Standard, the following definitions apply.
DS| Reference Model security architectur e definitions

ing terms are defined in CCITT Rec. X.800 | SO 7498-2:
4

IETF RFC 791 (1981), Internet Protocol.
IETF RFC 822 (1982), STANDARD FOR THE FORMAT OF ARPA INTERNET TEXT MESSA
IETF RFC 1035 (1987), Domain names — implementation and specification.

IETF RFC 1630 (1994), Universal Resource Identifiers in WMWV: A Unifying Syntax for the
of Names and Addresses of Objects on the Network as used in the World-Wide Web.

IETF RFC 4523 (2006), Lightweight Directory Access Protocol (LDAPR) Schema Definitiong
Certificates.

IETF RFC 5280 (2008), Internet X.509 Public Key Infrastructure Certificate and Certificate
List (CRL) Profile.

asymmetric (encipherment);
authentication exchange;
authentication information;
confidentiality;

credentials;

cryptography;

data origin authentication;
decipherment;

digital signature;

GES

EXpression
for X.509

Revocation

enctpherment:

key;

password;

peer-entity authentication;
symmetric (encipherment).

3.2 Baseline identity management terms and definitions

Thefollowing term is defined in Rec. ITU-T X.1252;
a)

trust: The firm belief in the reliability and truth of information or in the ability and disposition of an

entity to act appropriately, within a specified context.
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3.3 Directory model definitions

The following terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:
a) attribute;
b) Directory Information Base;
c) Directory Information Tree;
d) Directory System Agent;
e) Directory User Agent;
f)  distinguished name;
g) entry;
h) object;

i Toot:

34 Access control framework definitions

The following terms are defined in Rec. ITU-T X.812 | ISO/IEC 10181-3:
a) Access control Decision Function (ADF);
)  Access control Enforcement Function (AEF).

35 Public-key and attribute certificate definitions
The followling terms are defined in this Recommendation | International Standard:

351 ttribute certificate (AC): A data structure, digitally signed by an Attribute Authority, that hinds some
attribute vl ues with identification information about its holder.

352 Attribute Authority (AA): An authority which assigns.privileges by issuing attribute certificates.

353 attribute authority revocation list (AARL): A revocation list containing a list of references {o attribute
certificates issued to AAs that are no longer considered valid-by the issuing authority.

354 attribute certificate revocation list (ACRL): A revocation list containing a list of references {o attribute
certificates that are no longer considered valid by théfssuing authority.

355 uthentication token; (token): Infermation conveyed during a strong authentication exchange, wihich can be
used to authenticate its sender.

356 uthority: An entity, responsible for the issuance of certificates. Two types are defingd in this
Recommendation | International Standard; a certification authority which issues public-key certificates and an attribute
authority Which issues attribute certificates.

357 uthority certificate” A certificate issued to an authority (e.g., either to a certification authorify or to an
attribute afithority).

358 hase CRLACRL that is used as the foundation in the generation of adCRL.
359 CA-certificate: A public-key certificate for one CA issued by either another CA or by the same CA.

35.10 ¢ertificate policy: A named set of rules that indicate the applicability of a certificate to d particular
community and/or class of application with common security requirements. For example, a particular certificate policy
might indicate the applicability of a type of certificate to the authentication of electronic data interchange transactions
for the trading of goods within agiven price range.

35.11 certification practice statement (CPS): A statement of the practices that a CA employs in issuing
certificates.

35.12 certificate revocation list (CRL): A signed list indicating a set of certificates that are no longer considered
valid by the certificate issuer. In addition to the generic term CRL, some specific CRL types are defined for CRLs that
cover particular scopes.

35.13 certificate serial number: An integer value, unique within the issuing authority, which is unambiguously
associated with a certificate issued by that authority.

35.14 certificate-using system: An implementation of those functions defined in this Recommendation |
International Standard that are used by arelying party.
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35.15 certificate validation: The process of ensuring that a certificate was valid at a given time, including possibly
the construction and processing of a certification path, and ensuring that all certificatesin that path were valid (i.e., were
not expired or revoked) at that given time.

35.16 certification authority (CA): An authority trusted by one or more users to create and assign public-key
certificates. Optionally the certification authority may create the subjects keys.

35.17 certification authority revocation list (CARL): A revocation list containing a list of CA-certificates issued
to certification authorities that are no longer considered valid by the certificate issuer.

3.5.18 certification path: An ordered list of one or more public-key certificates, starting with a public-key certificate
signed by the trust anchor, and ending with the public key certificate to be vaidated. All intermediate public-key
certificates, if any, are CA-certificates in which the subject of the preceding certificate is the issuer of the following
certificate.

35.19 CRL distribution point: A directory entry or other distribution source for CRLs; a CRL distributed through a
CRL distripoution point may contain revocation entries for only a subset of the full set of certificates issued py one CA
or may corfitain revocation entries for multiple CAs.

ross-certificate: A public-key certificate where the issuer and the subject are different, CAs. [CAs issue

ryptographic system, cryptosystem: A collection of transformations from plainiext into ciphger text and
the particular transformation(s) to be used being selected by keys. The transformations are normgly defined
by a mathgmatical agorithm.

35.22 ata confidentiality: This service can be used to provide the protection-of ‘data from unauthorized |disclosure.
The data ¢onfidentiality service is supported by the authentication framework..}t' can be used to protect against data
interception.

3.5.23

35.24 elegation path: An ordered sequence of certificates which together with the authentication of ja privilege
asserter's iflentity, can be processed to verify the authenticity of an.asserter's privilege.

elta-CRL (dCRL): A partia revocation list that only contains entries for certificates that have had their

elegation: Conveyance of privilege from one entity that holds stich privilege, to another entity.

3.5.26 d-entity: Either a public-key certificate;subject that uses its private key for purposes other tHan signing
certificateg, or an attribute certificate holder that usesits attributes to gain access to aresource.

3527 d-entity attribute certificate: Ancattribute certificate issued to an end-entity.

3.5.28 d-entity attribute certificate-revocation list (EARL): A revocation list containing a list of | end-entity

attribute cgrtificates that are no longer'considered valid by the issuing attribute authority.

3.5.29 d-entity certificatexAn attribute or public-key certificate issued to an end-entity.

3.5.30 d-entity publicskey certificate: A public-key certificate issued to an end-entity.

3531 d-entity public-key certificate revocation list (EPRL): A revocation list containing a list of| end-entity
public-key] certificatesthat are no longer considered valid by the issuing certification authority.

3.5.32 virenmental variables: Those aspects of policy required for an authorization decision, that are not
contained within-static structures, but are available through some local means to a privilege verifier (e.g., time of day or

current ac¢ount balance)

3.5.33 full CRL: A complete revocation list that contains entries for all certificates that have been revoked for the
given scope.

3.5.34 hash function: A (mathematical) function which maps values from alarge (possibly very large) domain into a
smaller range. A "good" hash function is such that the results of applying the function to a (large) set of valuesin the
domain will be evenly distributed (and apparently at random) over the range.

3.5.35 holder: An entity to whom some privilege has been delegated either directly from the Source of Authority or
indirectly through another Attribute Authority.

35.36 indirect CRL (iCRL): A revocation list that contains at least revocation information about certificates issued
by authorities other than that which issued this CRL.
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3.5.37 key agreement: A method for negotiating a key value online without transferring the key, even in an
encrypted form, e.g., the Diffie-Hellman technique (see ISO/IEC 11770-1 for more information on key agreement
mechanisms).

35.38 password expiration: A situation where a user password has reached the end of its validity period; the
account is locked and the user has to change the password before doing any other directory operation.

35.39 password quality attributes: Attributes that specify how a password shall be constructed. Password quality
attributes include things like minimum length, mixture of characters (uppercase, lowercase, figures, punctuation, €tc.),
and avoidance of trivial passwords.

3540 password history: A list of old passwords and the times they were inserted in the history.

3541 object method: An action that can be invoked on a resource (e.g., a file system may have read, write and
execute object methods).

3.5.42 way-Fareter—A—{frmathems dreten 3
the range, |t is computationally difficult to find avalue x in the dom
y for which finding x is not computationally difficult.

6-€BFAP bl argenersh value y in
ch that f(x) = y. There may be afew values of

cas

ain su

3.5.43 policy decision point (PDP): The point where policy decisions are made (synonymous with ADF).

3.5.44 policy enforcement point (PEP): The point where the policy decisions are actually’enforced (synonymous
with AEF)

3545 policy mapping: Recognizing that, when a CA in one domain certifies a CA.ih another domain, & particular
certificate policy in the second domain may be considered by the authority of the first-domain to be equivalgnt (but not
necessarily identical in all respects) to a particular certificate policy in the first domain.

35.46 private key: (In a public key cryptosystem) that key of an entity's key pair which is known only by that
entity.

3.5.47 privilege: An attribute or property assigned to an entity by.an)authority.

3548 privilege asserter: A privilege holder using their attribute certificate or public-key certificate to assert
privilege.

3549 privilege management infrastructure (PMI).* The infrastructure able to support the manggement of
privileges |n support of a comprehensive authorizationsservice and in relationship with a public-key infrastrugture.

3.5.50 privilege policy: The policy that outlines conditions for privilege verifiers to provide/perform sensitive
services ta/for qualified privilege asserters. Privilege policy relates attributes associated with the service, [as well as
attributes gssociated with privilege asserters,

35.51 privilegeverifier: An entity/verifying certificates against a privilege policy.
3.5.52 public-key: (In apublickey cryptosystem) that key of a user's key pair which is publicly known.

3553 public-key certificate’ (PKC): The public key of a user, together with some other information, rendered
unforgeable by digital signature with the private key of the CA which issued it.

3.5.54 public-key infrastructure (PK1): The infrastructure able to support the management of public keys able to
support authentication) encryption, integrity or non-repudiation services.

3555 1lelyingparty: A user or agent that relies on the datain a certificate in making decisions.

3556 role-assignms
certificate subject/holder.

3.5.57 rolespecification certificate: A certificate that contains the assignment of privilegesto arole.
3.5.58 sensitivity: Characteristic of aresource that impliesits value or importance.
3.5.59 simpleauthentication: Authentication by means of simple password arrangements.

3.5.60 security policy: The set of rules laid down by the security authority governing the use and provision of
security services and facilities.

3561 sdf-issued attribute certificate: An attribute certificate where the issuer and the subject are the same
Attribute Authority. An Attribute Authority might use a self-issued AC, for example, to publish policy information.
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35.62 sef-issued certificate: A public-key certificate where the issuer and the subject are the same CA. A CA
might use self-issued certificates, for example, during a key rollover operation to provide trust from the old key to the
new key.

35.63 sdf-signed certificate: A special case of self-issued certificates where the private key used by the CA to sign
the certificate corresponds to the public key that is certified within the certificate. A CA might use a self-signed
certificate, for example, to advertise their public key or other information about their operations.

NOTE — Use of self-issued certificates and self-signed certificates issued by other than CAs are outside the scope of this
Recommendation | International Standard.

3.5.64 sourceof authority (SOA): An Attribute Authority that a privilege verifier for a particular resource trusts as
the ultimate authority to assign a set of privileges.

3.5.65 strong authentication: Authentication by means of cryptographically derived credentials.

3.5.66 trust anchor: A trust anchor is an entity that is trusted by a relying party and used for validating certificates
in certification paths.

3.5.67 ust anchor information: Trust anchor information is at least the: distinguished name of(the trlust anchor,
associated| public key, algorithm identifier, public key parameters (if applicable), and any constraints jon its use
including a validity period. The trust anchor information may be provided as a self-signed CA-cerfificate or s a normal
CA-certifigate (i.e., cross-certificate).

4 bbreviations

For the pufposes of this Recommendation | International Standard, the following ‘abbreviations apply:
A Attribute Authority
ARL  Attribute Authority Revocation List
C Attribute Certificate
CRL  Attribute Certificate Revocation List
DF Access control Decision Function
EF Access control Enforcement Function
1A Authority Information Access
A Certification Authority
ARL  Certification Authority Revacation List
RL Certificate Revocation'List
AP Directory Access Pretocol
CRL  Delta Certificate Revocation List
IB Directory Information Base
IT Diregtary Information Tree
S DPelegation Service
SA Directory System Agent
UA Directory User Agent
EARCEnd-entity ATiribute certificaie Revocation LISt
EPRL  End-entity Public-key certificate Revocation List
Al Issuer's ACs ldentifiers
iCRL Indirect Certificate Revocation List
OCSP  Online Certificate Status Protocol
PDP Policy Decision Point
PEP Policy Enforcement Point
PKC Public-Key Certificate
PKCS Public-Key Cryptosystem
PKI Public-Key Infrastructure
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PMI Privilege Management Infrastructure
RoA Recognition of Authority
SOA Source of Authority

5 Conventions

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean Rec. ITU-T X.509 |
I SO/IEC 9594-8. The term "Directory Specifications' shall be taken to mean the ITU-T X.500-series Recommendations
and al parts of 1SO/IEC 9594,

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of
these Directory Specifications, i.e., the 1988 edition of the series of CCITT X.500 Recommendations and the
I SO/IEC 9594:1990 edition.

This Direqtory Specification uses the term second edition systems to refer to systems conforming to the seepnd edition
of these Directory Specifications, i.e., the 1993 edition of the series of ITU-T X.500 Recommendations and the
I SO/IEC 9594:1995 edition.

This Direqtory Specification uses the term third edition systems to refer to systems conforming,to the third edition of
these Dirgctory Specifications, i.e., the 1997 edition of the series of ITU-T X.500 Recommendatiorjs and the
| SO/IEC 9594:1998 edition.

This Diregtory Specification uses the term fourth edition systems to refer to systemsonforming to the fourth edition of
ry Specifications, i.e., the 2001 editions of Recs ITU-T X.500, X.501, X511, X.518, X.519, X.520, X.521,

ory Specification uses the term fifth edition systems to refer tosystems conforming to the fifth edition of
tory Specifications, i.e., the 2005 edition of the series’ of“ITU-T X.500 Recommendations and the
94:2005 edition.

ory Specification uses the term sixth edition systems\to‘refer to systems conforming to the sixth edition of
tory Specifications, i.e., the 2008 edition of therseries of ITU-T X.500 Recommendations and the
94:2008 edition.

ory Specification uses the term seventh edition-systems to refer to systems conforming to the seventh edition
irectory Specifications, i.e., the 2012. edition of the series of ITU-T X.500 Recommendations and the
94.2014 edition.

ory Specification presents ASN. 1 netation in the bold Courier New typeface. When ASN.1 typesjand values
ced in normal text, they are differentiated from normal text by presenting them in the bold Cqurier New

typeface. The names of procedures, typically referenced when specifying the semantics of processing, are diffferentiated
from normral text by displaying them in'bold Times New Roman. Access control permissions are presented in italicized

Roman. When a definition is referenced for the first time in normal text it is also presented in italicized

Times New Roman.
If the items in a list are numbered (as opposed to using "—" or letters), then the items shall be considered steps in a
procedure

ramewor ks overview

This Directory Specification defines a framework for obtaining and trusting a public key of an entity in order to encrypt
information to be decrypted by that entity, or in order to verify the digital signature of that entity. The framework
includes the issuance of a public-key certificate by a Certification Authority (CA) and the validation of that public-key
certificate by the relying party, i.e., the entity relying on the content of the public-key certificate. The validation
includes:

— establishing a trusted path of public-key certificates between a trusted entity called a trust anchor
(seeclause 7.5) and the certificate subject, i.e., the entity for which the public-key certificate has been
issued;

—  verifying the digital signatures on each public-key certificate in the path; and

— vadlidating al the public-key certificates along that path (i.e., that they were not expired or not revoked at
agiven time).
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This Directory Specification defines a framework for obtaining and trusting privilege attributes of an entity in order to
determine whether they are authorized to access a particular resource. The framework includes the issuance of an
attribute certificate by an Attribute Authority (AA) and the validation of that attribute certificate by a privilege verifier.
The validation includes:

— ensuring that the privileges in the certificate are sufficient when compared against the privilege policy;
— establishing atrusted delegation path of certificates if necessary;

— veifying the digital signature on each certificate in the path;

— ensuring that each issuer was authorized to delegate privileges, and

— validating that the certificates have not expired or been revoked by their issuers.

Although PKI and PMI are separate infrastructures and may be established independently from one ancther, they are
related. This Directory Specification recommends that holders and issuers of attribute certificates be identified within
attribute certificates by pointers to their appropriate public-key certificates. Authentication of the attribute certificate
issuers andl holders, to ensure that entities claiming privilege and issuing privilege are who they claim tQ be, is done
using the normal processes of the PKI to authenticate identities. This authentication process is not duplicated within the
attribute cgrtificate framework.

This Diregory Specification makes extensive use of public-key cryptography. Annex F introduces this technglogy.

6.1 igital signatures

Digital signatures are used in both PKI and PMI as the mechanism by which the althority that issues g certificate
certifies the binding in the certificate. In PKI1, the digital signature of the issuing €A ‘on a public-key certificdte certifies
the binding between the public-key material and the subject of the public-key certificate. In PMI, the digital ggnature of
the issuing AA certifies the binding between the attributes (privileges) and.the-holder of the certificate. Thi$ subclause
describes figital signatures in general. Sections 2 and 3 of this Directory Specification discuss the usg of digital
signatureswithin PKI and PMI specificaly.

This subclpuse is not intended to specify a standard for digital sighatures in general, but to specify the meang by which
instances gf the PKI and PMI specific data types are signed.

Information (info) is signed by appending to it an enciphered’summary of the information. The summary is pfoduced by
means of |a one-way hash function, while the encipheting is carried out using the private key of the signer (see
Figure 1). Thus:

X {Info} = Info, Xgh(Info)]

****************************

" Privatekey i " Public key i
- (X9 : - (Xp) :
| . xgh(nfo)] | |
| ! | ! Compare
i i i i
| i Info | i
 Signer(X)  Recipient

X.509(12) FO1

Figure 1 - Digital signatures

NOTE — The encipherment using the private key ensures that the signature cannot be forged. The one-way nature of the hash
function ensures that fal se information, generated to have the same hash result (and thus signature) cannot be substituted.

Therecipient of signed information verifies the signature by:
—  applying the one-way hash function to the information;

— comparing the result with that obtained by deciphering the signature using the public key of the signer.
This Directory Specification does not mandate a single one-way hash function for use in signing. It is intended that the
framework shall be applicable to any suitable hash function, and shall thus support changes to the methods used because

of future advancesin cryptography, mathematical techniques or computational capabilities. However, two users wishing
to authenticate shall support the same hash function for authentication to be performed correctly. Thus, within the
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context of a set of related applications, the choice of a single function shall serve to maximize the community of users
able to authenticate and communicate securely.

6.2 Formal definitionsfor public-key cryptography
The encipherment of a dataitem may be described using the following ASN.1:

ENCRYPTED{ToBeEnciphered} ::= BIT STRING (CONSTRAINED BY {
-- shall be the result of applying an encipherment procedure
-- to the BER-encoded octets of a value of -- ToBeEnciphered } )

The value of the hit string is generated by taking the octets which form the complete encoding (using the ASN.1 Basic

Encoding Rules — Rec. ITU-T X.690 | ISO/IEC 8825-1) of the value of the ToBeEnciphered type and applying an

encipherment procedure to those octets.
NOTE 1—The encryption procedure requires agreement on the agorithm to be applied, including any parameters of the
algorithm such as any necessary keys, initialization values, and padding instructions. It is the responsibility of .thé encryption
procedyres to specify the means by which synchronization of the sender and receiver of data is achieved, which*nay include
informgtion in the bits to be transmitted.
NOTE 2 — The encryption procedure is required to take as input a string of octets and to generate a single'string ¢f bits as its
result.
NOTE 3 — Mechanisms for secure agreement on the encryption algorithm and its parameters by the'sender and recgiver of data
are outgde the scope of this Directory Specification.

The signature of a data item is formed by encrypting a shortened or "hashed" transformation of the item, gnd may be
described by the following ASN.1:

HASH{ToBeHashed} ::= SEQUENCE ({
algorifthmIdentifier AlgorithmIdentifier{{SupportedAlgbérithms}},

hashVallue BIT STRING (CONSTRAINED BY {

-- shall be the result of applying a hashing procedure to the DER-encoded

-- odtets of a value of -- ToBeHashed } ),

-}
ENCRYPTjD-HASH{ToBeSigned} ::= BIT STRING (CONSTRAINED BY

-- shalll be the result of applying a hashing procedure to the DER-encoded (see f.2)
-- octlets of a value of -- ToBeSigned -- ‘and then applying an encipherment procgdure
-- to [those octets -- } )

{ToBeSigned} ::= SEQUENCE {
algorilthmIdentifier AlgorithmIdéntifier{{SupportedAlgorithms}},
encrypted ENCRYPTED>HASH{ToBeSigned},

— The encryption procedure requires the agreements listed in Note 1, and agreement as to whether the hashgd octets are
encrypted directly, or only after further encoding them asaBIT STRING using the ASN.1 Basic Encoding Rules.

SIGNED{TloBeSigned} ~: := SEQUENCE ({
toBeSilgned ToBeSigned,
COMPONENTS~OF SIGNATURE{ToBeSigned},

6.3 Distinguished encoding of Basic Encoding Rules

In order to enable the validation of s1GNED and SIGNATURE types in a distributed environment, a distinguished
encoding isrequired. A distinguished encoding of a sSIGNED or SIGNATURE data value shall be obtained by applying the
Basic Encoding Rules defined in Rec. ITU-T X.690 | ISO/IEC 8825-1, with the following restrictions:

a) thedefinite form of length encoding shall be used, encoded in the minimum number of octets;
b) for string types, the constructed form of encoding shall not be used;

c) if thevalueof atypeisitsdefault value, it shall be absent;

d) the components of a Set type shall be encoded in ascending order of their tag value;

€) the components of a Set-of type shall be encoded in ascending order of their octet value;

f) if thevalue of aBoolean type is TRUE, the encoding shall have its contents octet set to "FF";
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g) each unused hit in the final octet of the encoding of a Bit String value, if there are any, shall be set to
Z€exro;

h) the encoding of a Real type shall be such that bases 8, 10 and 16 shall not be used, and the binary scaling
factor shall be zero;

i) theencoding of aUTC time shall be as specified in Rec. ITU-T X.690 | ISO/IEC 8825-1;
j)  theencoding of a Generalized time shall be as specified in Rec. ITU-T X.690 | ISO/IEC 8825-1.

6.4 Applying distinguished encoding

Generating distinguished encoding requires the abstract syntax of the data to be encoded to be fully understood. An
entity may be required to sign data or check the signature of data that contains unknown protocol extensions or
unknown attribute syntaxes. The entity shall follow these rules:

— It shall preserve the encoding of received information whose abstract syntax it does not fully know and
which it expects to subsequently sign.

4+ When signing data for sending, it shall send data whose syntax it fully knows with~a digtinguished
encoding and any other data with its preserved encoding, and shall sign the actua encoding it $ends.

4+ When checking signatures in received data, it shall check the signature against theactual data received
rather than its conversion of the received data to a distinguished encoding.

SECTION 2 — PUBLIC-KEY CERTIFICATE FRAMEWORK

The publi¢-key certificate framework defined here is for use by applications:with requirements for authentication,
integrity, qonfidentiality and non-repudiation.

The binding of a public-key to an entity is provided by an authority through a digitally signed data structyre called a
public-key| certificate. The format of public-key certificates is defined here, including an extensibility mechanism and a
set of spedific certificate extensions. If, for any reason, an autharity revokes a previously issued public-key [certificate,
users need to be able to learn that revocation has occurred so they do not use an untrustworthy certificate. Revocation
lists are ohe scheme that can be used to notify users of revocations. The format of revocation lists is defined here,
including @n extensibility mechanism and a set of revocation list extensions. In both the certificate and revpcation list
case, other| bodies may also define additional extensions that are useful to their specific environments.

A relying party needs to vaidate a public-key certificate prior to using that public-key certificate for an gpplication.
Procedures for performing that validation are-also defined here, including verifying the integrity of the Jpublic-key
certificate Jtself, its revocation status, and its validity with respect to the intended use.

The Directiory uses public-key certificatesin its provision of security services including:
4  strong authentication between and among directory components,

4+ authentication and\integrity of directory operations; aswell as

+ integrity and authentication of stored data.

7 Public-keys and public-key certificates

7.1 I[ntreduction

In order for a user to be able to trust a public-key for another user, for instance to authenticate the identity of that user,
the public-key shall be obtained from a trusted source. Such a source, called a Certification Authority (CA), certifies a
public key by issuing a public-key certificate which binds the public-key to the entity which holds the corresponding
private-key. The procedures used by a CA to ensure that an entity isin fact in possession of the private key and other
procedures related to the issuance of public-key certificates are outside the scope of this Directory Specification. The
certificate, the form of which is specified later in this clause, has the following properties:

— any user with access to the public key of the CA can recover the public key which was certified;

— no party other than the CA can modify the certificate without this being detected (certificates are
unforgeable).

Because certificates are unforgeable, they can be published by being placed in the Directory, without the need for the
latter to make special efforts to protect them.
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NOTE — Although the CAs are unambiguously defined by a distinguished name in the DIT, this does not imply that there is any
relationship between the organization of the CAsand the DIT.

7.2 Public-key certificate

A CA issues a public-key certificate of an entity by signing (see clause 6.1) a collection of information, including its
distinguished name, the user's distinguished name, a validity period, the value of a public key algorithm and public key,
as well as an optional additional information like for the permitted usage of the user's public key. The following ASN.1
data type can be used to represent public-key certificates:

Certificate ::= SIGNED{TBSCertificate}
TBSCertificate ::= SEQUENCE {
version [0] Version DEFAULT vl,
serialNumber CertificateSerialNumber,
signa AtgorttimIdentttter{{supportedatgorttms ]
issue Name,
validilty Validity,
subjedt Name,
subjedtPublicKeyInfo SubjectPublicKeyInfo,

issuerfUniqueIdentifier [1] IMPLICIT UniqueIdentifier OPTIONAL,

[[2: -|- if present, version shall be v2 or v3
subjedtUniqueIdentifier [2] IMPLICIT UniqueIdentifier OPTIONALII],
[[3: -|- if present, version shall be v2 or v3

extenslions [3] Extensions OPTIONAL]]

-- If present, version shall be v3]]
}
Version |::= INTEGER {v1(0), v2(1), v3(2)}
CertifidateSerialNumber ::= INTEGER
AlgorithmIdentifier {ALGORITHM: SupportedAlgorithms} ::= SEQUENCE {

algorifthm  ALGORITHM.&id ({SupportedAlgorithms}),
paramedters ALGORITHM.&Type ({SupportedAlgorithms}{@algorithm}) OPTIONAL,

)

-- Definlition of the following information object set is deferred, perhaps to
-- stanjardized profiles or to protocol implementation conformance statements. Th
s

-- set required to specify a table constraint on the parameters component of
-- AlgorjithmIdentifier.
SupportedAlgorithms ALGORITHM.::= {...}

The following information objectielass is used to define specific algorithms.

ALGORITHM ::= CLASS {
&Type ORTIONAL,
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
[&Typel
IDENTIFIED BY &id }

Validity TT="SEQUENCE {
notBefore Time,
notAfter Time,

}
SubjectPublicKeyInfo ::= SEQUENCE {
algorithm AlgorithmIdentifier{{SupportedAlgorithms}},
subjectPublicKey BIT STRING,
Time ::= CHOICE {
utcTime UTCTime,

generalizedTime GeneralizedTime }

Extensions ::= SEQUENCE OF Extension
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Extension ::= SEQUENCE {
extnId EXTENSION.&id ({ExtensionSet}),
critical  BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING
(CONTAINING EXTENSION.&ExtnType ({ExtensionSet}{@extnId})
ENCODED BY der),

-}

der OBJECT IDENTIFIER ::=
{joint-iso-itu-t asnl(1l) ber-derived(2) distinguished-encoding(1)}

ExtensionSet EXTENSION ::= {...}

Before a value of Time is used in any comparison operation, e.g., as part of a matching rule in a search, and if the
syntax of Time has been chosen as the uTcTime type, the value of the two digit year field shall be rationalized into a
four digit year value as follows:

+  If the 2-digit value is 00 through to 49 inclusive, the value shall have 2000 added to it.

+  If the 2-digit value is 50 through to 99 inclusive, the value shall have 1900 added to it.

NOTE 1 — The use of GeneralizedTime may prevent interworking with implementations unaware of the-possibility [of choosing
either UTCTime or GeneralizedTime. It is the responsibility of those specifying the domains in which.certificates defined in this
Directofy Specification will be used, e.g., profiling groups, as to when the GeneralizedTime may,be used. In np case shall
UTCTimne be used for representing dates beyond 2049.

The TBscertificate datatype is the unsigned public-key certificate and is referred to as a to-be-signed public-key
certificate,

The versfon field shall hold the version of the encoded public-key certificate. If the extensions cofnponent is
present iph the public-key certificate, version shal be wv3. df\the issuerUniqueIdentjifier Or
subjectUniqueIdentifier cOmponent ispresent version shall be y2(rvs3.

ip1Number field shall hold an integer assigned by the\CA to the public-key certificate. The value of
er shall be unique for each public-key certificate isstied by a given CA (i.e., the issuer namg and serial
number idgntify a unique public-key certificate).

The signature field contains the algorithm identifier for.the algorithm and hash function used by the CAjin signing
the certifigate (e.g., md5WithRSAEnNcryption, sha-1WithRSAEncryption, id-dsa-with-shal, etc.). It shall be the same
value as in the algorithmIdentifier component of the sIGNATURE data type when signing the |public-key
certificate,

NOTE

The issugr field shall hold the distinguished name of the CA that issued the public-key certificate. It shall iold a non-
empty dist|nguished name.

— Thisfield is redundant except possibly.for its participation in matching certificates (see clause 11.3.2).

The validity field shall hold thetime interval during which the CA warrants that it will maintain informgtion about
the status ¢f the public-key certificate.

The subjlect field shalk identify the entity associated with the public-key found in the subjectPublicKey
component of the subjectPublicKeyInfo field. If the public-key certificate is for an end-entity| then the
distinguished name may be an empty sequence providing that the subjectaltName extension is present and is flagged
as critical. [Otherwise, it shall be a non-empty distinguished name (see clause 8.3.2.1).

The subj¢ctPublicKeyInfo field consists of two components:

— the algorithm component shall hold the algorithm which this public key is an instance of
(e.g., rsaEncryption, dhpublicnumber, id-dsa, etc.); and

— the subjectPublicKey shal hold the public key being certified.
The issuerUniqueIdentifier field isused uniquely to identify an issuer in case of name reuse.

The subjectUniqueIdentifier fieldisused uniquely toidentify asubject in case of name reuse.

NOTE 3 — The use of issuerUniqueldentifier and the subjectUniquel dentifier is deprecated. These fields were added because at
one time there was some fear of the reuse of distinguished names.

A user may obtain one or more public-key certificates from one or more CAs. Each certificate bears the name of the CA
which issued it.
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7.3 Public-key certificate extensions

The extensions field allows for the addition of new fields to the structure without modification to the ASN.1
definition. An extension field consists of an extension identifier, a criticality flag, and an encoding of a data value of an
ASN.1 type associated with the identified extension. For those extensions where ordering of individual extensions
within the sEQUENCE is significant, the specification of those individual extensions shal include the rules for the
significance of the order therein. When a relying party processing a certificate does not recognize an extension and the
criticality flag is FALSE, it may ignore that extension. If the criticality flag is TRUE, unrecognized extensions shall cause
the structure to be considered invalid, i.e., in acertificate, an unrecognized critical extension would cause validation of a
signature using that public-key certificate to fail. When a relying party recognizes and is able to fully process an
extension, then the relying party shall process the extension regardless of the value of the criticality flag. When a
relying party recognizes and is able to partially process an extension for which the criticality flag is TRUE, then its
behaviour in the presence of unrecognized elements is extension specific and may be documented in each extension.
However the default behawour when not speC|f|ed specmcally for an extension, |s to treat the entire extenson as

! Hical, those
12.2.2 in

igs that will

se that can

partially process the extension, depending upon the extension.

A CA issu|ng a public-key certificate has three options with respect to an extension:
i) it can exclude the extension from the certificate;

ij) it caninclude the extension and flag it non-critical;

iji) it caninclude the extension and flag it critical.

A relying jparty has three possible actions to take with respect to an extension:

i if the extension is unrecognized and is marked nen-eritical, the relying party shall ignore thg extension
and accept the certificate (all other things being.equal);

ij) if the extension is unrecognized and marked.gritical, the relying party shall reject the certificate;

iji) if the extension is recognized, the relying party shall process the extension and accept o1 reject the
certificate depending on the content>of the extension and the conditions under which processing is
occurring (e.g., the current values of\the path processing variables).

Some extensions can only be marked critical. In these cases, arelying party that understands the extension pfocesses it;
the acceptgnce/rejection of the certificate.is)dependent (at least in part) on the content of the extension. A relying party
that does rot understand the extension(shall reject the certificate.

Some extgnsions can only be marked non-critical. In these cases, a relying party that understands the extepsion shall
process it pnd acceptance/rejection of the certificate is dependent (at least in part) on the content of the extension. A
relying paity that does not understand the extension accepts the certificate (unless factors other than this extension cause
it to be rejgcted).

Some extgnsions may\be marked critical or non-critical. In these cases, a relying party that understands the extension
processes [t: the aceeptance/rejection of the certificate is dependent (at least in part) on the content of the|extension,
regardless|of the criticality flag. A relying party that does not understand the extension accepts the certif|cate if the
extension [is.marked non-critical (unless factors other than this extension cause it to be regjected) and [rgjects the
certificate IT tThe extension 1S marked critical.

When a CA considers including an extension in a certificate it does so with the expectation that its intent will be
adhered to wherever possible. If it is necessary that the content of the extension be considered prior to any reliance on
the public-key certificate, a CA shall flag the extension critical. This is done with the redlization that any relying party
that does not process the extension will rgject the certificate (probably limiting the set of applications that can verify the
certificate). The CA may mark certain extensions non-critical to achieve backward compatibility with validation
applications that cannot process the extensions. Where the need for backward compatibility and interoperability with
validation applications incapable of processing the extensions is more vital than the ability of the CA to reinforce the
extensions, then these optionally critical extensions would be marked non-critical. It is most likely that CAs would set
optionally critical extensions as non-critical during a transition period while the verifiers' certificate processing
applications are upgraded to ones that can process the extensions.
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Specific extensions may be defined in ITU-T Recommendations | International Standards or by any organization which
has a need. The object identifier which identifies an extension shall be defined in accordance with Rec. ITU-T X.660 |
ISO/IEC 9834-1. Standard extensions for public-key certificates are defined in clause 8 of this Directory Specification.

The following information object classis used to define specific extensions.

EXTENSION :

&id

:= CLASS {
OBJECT IDENTIFIER UNIQUE,

&ExtnType }
WITH SYNTAX {

SYNTAX

&ExtnType

IDENTIFIED BY &id }

A CA-certificate is a public-key certificate issued by a CA to a subject that is also a CA and therefore is
issuing public-key certificates. A CA-certificate shall include the basicConstraints)éxtension wi
components set to TRUE (see clause 8.4.2.1).

CA-certifigates can themselves be categorized by the following types:

Self-issued certificate — This is a CA-certificate where the issuer and,the subject are the same
might use self-issued certificates, for example, during a key roltover operation to provide tru
old key to the new key.

Self-signed certificate — Thisis a special case of self-issued'eertificates where the private key
CA to sign the certificate corresponds to the public/key that is certified within the certifig
might use a self-signed certificate, for example, toadvertise their public key or other inform
their operations.

Cross-certificate — This is a CA-certificate where the issuer and the subject are different CAs.
certificates to other CAs either as a mechanism to authorize the subject CA's existence (e.g.
hierarchy) or to recognize the existence of the subject CA (e.g., in a distributed trust m
cross-certificate structure is used for both of these.

75 Trust anchor

trust anch

r (trust anchor information)-is typically configured into the relying party in a so-called trust anch

A trust anj‘hor is an entity that is trusted\for the purpose of certificate validation by arelying party. Informat

relying p

y may have configurediinformation about multiple trust anchorsinto one or more trust anchor stor

NOTE + Trust anchor has in(the'past been synonymous with the term root-CA. In a strict hierarchy, the CA at th
hierarchly is called the root CA and it may be the trust anchor. However, in more complex environments, it may not b
identify|a root CA. Even'when it is possible to identify aroot CA, arelying party may not necessarily consider it aft
An intefmediate CA /may-instead take that role.

The trust gnhchor information may be provided as:

aself-signed certificate, or

er of other

capable of

th the ca

CA. A CA
5t from the

Ised by the
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7.6 Entity relationship

Trust anchor for relying party

Intermediate
CA \

: N

Subject N

Relying
party

X.509(12) JF02

———p Certifies

- - - -9 Chainof CAs

— — = Trust anchor certifies CA
- — - = Trust relationship

Figure 2 — Entity relationships

There may be several CAs between the trust anchor recognized by the relying party and an end-entity for which a
public-key] certificate is to be validated. Each CA has issuéd one or more cross-certificates for the next CA ¢n the path
between the trust anchor and the end-entity. The CA\that issues a cross-certificate to another CA takes the role of
intermediafe CA. The CA that is the subject for a cross-certificate takes the role of subject CA. This is illustrated in
Figure 2. The same CA may take both the roles of-an intermediate CA and a subject CA.

In some sifuations, conflicting or overlapping requirements for constraints, such as name constraints, may refluire a CA
to issue more than one cross-certificate(to another CA. In this case, multiple, different paths of certificates are
established between the end-entity andthe trust anchor.

7.7 Certification path

Before a public-key certificate' can be securely used by arelying party, it shall be validated. In order to valiglate such a
public-key| certificate, ,dachain of public-key certificates, called a certification path, shall be established bgtween the
public-keycertificate-signed by a trust anchor recognized by the relying party and the public-key certificate to be
validated. Every public-key certificate within that path shall be checked. A certification path is thus an ordered list of
public-key| certificates starting with a public-key certificate signed by the trust anchor, and ending with the|public key
certificate fahevalidated. All intermediate public-key certificates, if any, are CA-certificates in which the subject of the

H A H - L H £ 4l £all H HY
preceding tertiftcatetsthetssuer-of-the-fotowingcertificate:

Each public-key certificate in a certification path is unique. A path that contains the same certificate multiple times is
not avalid certification path.

The issuer and subject fields of each certificate are used, in part, to identify avalid path. For each pair of adjacent
public-key certificates in a valid certification path, the value of the subject field in one certificate shall match the
value of the issuer field in the subsequent certificate. In addition, the value of the issuer field in the public-key
certificate issued by the trust anchor shall match the distinguished name of the trust anchor. Only the names in these
fields are used when checking the validity of a certification path. Names in certificate extensions are not used for this
purpose. The  distinguishedNameMatch matching  rule, defined in clause 1352  of
Rec. ITU-T X.501 | ISO/IEC 9594-2, shall be used to compare the distinguished name in the issuer field of one
certificate with the distinguished namein the subject field of ancther.
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Figure 3 - Certification path

Figure 3 ilustrates the situation where a relying party needs to check the vaidity of an end-entity public-key certificate
and the relying party is able to construct a certification path between the end-entity and a trust anchor recogn|zed by the

relying paity.

Trust suffg¢rs dilution as certification paths grow in length. The basicConstraints extension (see clause 8.4.2.1)
allows resfrictions to be put onto the length of the path. Thewvalidation of a public-key certificate may be @ffected by
extensiondin the chain of a public-key certificate, such asthe certificatePolicies extension (see clayse 8.2.2.6)
and namedonstraints (See clause 8.4.2.2). It isthe responsibility of the relying party to check that the restfictions are
observed.

A user may obtain one or more certificates from-ene or more Certification Authorities. Each certificate bears the name
of the CA Wwhich issued it. The following ASN. L data types can be used to represent certificates and a certificgtion path:

Certifijates ::= SEQUENCE {
userCertificate Certificate,
certiflicationPath ForwardCertificationPath OPTIONAL,
CertificlationPath ::= ) SEQUENCE {
usgrCertificate Certificate,

thgqCACertificates SEQUENCE OF CertificatePair OPTIONAL}

Theuserqertificate component shall hold the end-entity public-key certificate.

The cacertificates component may hold an element for each CA from the end-entity up to and including the CA
which haslbeen certified by the st ancho he end-entity public-kev certificate has heen issied dires ythetrust
anchor, this component shall be absent.

The certificatePair data type is defined in clause 11.2.3. The issuedToThisca component of the
CertificatePair datatype shall be present to ensure an unbroken certification path.

NOTE — The CertificationPath data type had aready been defined by the first edition of this Directory Specification
before the concept of certification path was fully developed. The order of elements in a CertificationPath instance
appears to be the opposite of that of a certification path. This data type is used, as an example, by the directory protocols for the
support of strong authentication and electronic signature. It is recommended that new applications use the PkiPath datatype.

In addition, the following ASN.1 data type can be used to represent the forward certification path. This component
contains the certification path which can point back to the originator.

ForwardCertificationPath ::= SEQUENCE OF CrossCertificates

CrossCertificates ::= SET OF Certificate
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PkiPath ::= SEQUENCE OF Certificate

PkiPath iS used to represent a certification path. Within the sequence, the order of public-key certificates is such that
the subject of the first certificate is the issuer of the second certificate, etc.

Each public-key certificate in a certification path shall be unique. No public-key certificate may appear more than once
in avaue of the thecacertificates component of CertificationPath Or in avaue of certificate inthe
CrossCertificates component of ForwardCertificationPath OFr avalueof certificate in PkiPath.

7.8 Generation of key pairs

The overall security management policy of an implementation shall define the lifecycle of key pairs, and is, thus,
outside the scope of this framework. However, it is vital to the overall security that al private keys remain known only
to the entity (subject) to whom they belong.

Key data ils not easy for a human user to remember, so a suitable method for storing it in a convenient trJznsportabIe
manner shpll be employed. One possible mechanism would be to use a"Smart Card". This would hold.the private and
(optionally)) public keys of the user, the user's certificate, and a copy of the CA's public key. The use of thig card shall
additionallly be secured by, e.g., at least the use of a Personal Identification Number (PIN), increasifig'the seclrity of the
system by frequiring the user to possess the card and to know how to access it. The exact methoed ehosen for sforing such
data, howaver, is beyond the scope of this Directory Specification.

Three wayp in which auser's key pair may be produced are:

@) The user generates its own key pair. This method has the advantage‘that a user's private key is never
released to another entity, but requires acertain level of competenCe by the user.

) The key pair is generated by a third party. The third party shall-release the private key to the user in a
physically secure manner, and then actively destroy all information relating to the creation of the key pair
plus the keys themselves. Suitable physical security measures shall be employed to ensure that the third
party and the data operations are free from tampering:

¢) Thekey pair isgenerated by the CA. Thisis a special case of b), and the considerations there gpply.

NOTE + The CA already exhibits trusted functionality with respect to the user, and shall be subject to the necesspry physical
security] measures. This method has the advantage of not requifing secure data transfer to the CA for certification.

The cryptgsystem in use imposes particular (technical)¢onstraints on key generation.

79 Public-key certificate creation

A public-Key certificate associates the publickey and unique distinguished name of the subject it describes. Thus:
a) aCA shal besatisfied of the identity of a subject before creating a certificate for it;
) aCA shal not issuecertificates for two different subjects with the same name.

It is imporntant that the transfer.of information to the CA is not compromised, and suitable physical security measures
shall be taken. In thisregard:

a) It would)be a serious breach of security if the CA issued a public-key certificate for a subject with a
publiC key that had been tampered with.

) Ifthe means of generation of key pairs of 7.8 b) or of 7.8 c) is employed, the subject's private key shall
betransferred to the user in a secure manner.

] 11 the means of generation of Key pairs of 7.8 @) of of 7.8 D) IS employed, the sabject may use different
methods (online or offling) to communicate its public key to the CA in a secure manner. Online methods
may provide some additional flexibility for remote operations performed between the user and the CA.

A public-key certificate is a publicly available piece of information, and no specific security measures need to be
employed with respect to its transmission e.g., to a DSA or LDAP server. Asit is produced by an offline CA on behalf
of a subject who shall be given a copy of it, the subject needs only store this information in its directory entry on a
subsequent directory access. Alternatively, the CA could lodge the public-key certificate for the subject, in which case
the CA shall be given suitable access rightsto entity's entry.

7.10 Certificaterevocation list

The authority that issues certificates (public-key or attribute) also has the responsibility to indicate the validity of the
certificates that it issues. Generaly, certificates are subject to possible subsequent revocation. This revocation and a
notification of the revocation may be done directly by the same authority that issued the certificate, or indirectly by
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another authority duly authorized by the authority that issued the certificate. An authority that issues certificates is
required to state, possibly through a published statement of their practices, through the certificates themselves, or
through some other identified means, whether:

— thecertificates cannot be revoked; or
— thecertificates may be revoked by the same certificate-issuing authority directly; or
— thecertificate-issuing authority authorizes a different entity to perform revocation.

Authorities that do revoke certificates are required to state, through similar means, what mechanism(s) can be used by
relying parties to obtain revocation status information about certificates issued by that authority. This Directory
Specification defines a Certificate Revocation List (CRL) mechanism but does not preclude the use of aternative
mechanisms. One such alternative mechanism is the Online Certificate Status Protocol (OCSP) specified in
IETF RFC 2560%. Using this protocol, a relying party (client) requests the revocation status of a certificate from an
OCSsP server. The server may use CRLs, or other mechanlsms to check the status of the certificate and respond to the
client acco = s . 8Q contains a
certificate extenson (Authorlty Info Access) that Would be |ncl uded in such certlflcates and would prowd sufficient
information to access an appropriate OCSP server. Relying parties check revocation status information;, as gopropriate,
for al cerificates considered during the path processing procedure described in clause 10 and the delegation path
processing procedure described in clause 16 to validate a certificate.

Only a CA that is authorized to issue CRLs may choose to delegate that authority to another ‘entity. If this dé¢legation is
done, it shHll be verifiable at the time of certificate/CRL verification. The cRLDistributienPoints extengion can be
used for this purpose. The crRLIssuer field of this extension would be populated with the name(s) of any entfities, other
than the dertificate issuer itself, that have been authorized to issue CRLs concerqing the revocation stgtus of the
certificate jn question.

Certificatep, including public-key certificates, as well as attribute certificates, shall have alifetime associated jwith them,
at the end pf which they expire. In order to provide continuity of service, thie authority shall ensure timely availability of
replacement certificates to supersede expired/expiring certificates. Revocation notice date is the date/time that a
revocation| notice for a certificate first appears on a CRL, regardless’of whether it is a base or dCRL. In the CRL,
revocation|notice date is the value contained in the thisupdatefiéld. Revocation date is the date/time the GA actually
revoked the certificate, which could be different from the first.time it appears on a CRL. In the CRL, revocafion date is
the value contained in the revocationbDate componentoinvalidity date is the date/time at which it is| known or
suspected that the private key was compromised or that the certificate should otherwise be considered invalid. This date
may be eglier than the revocation date. In the CRL sinvalidity date is the value contained in the invalildityDate
entry exterpsion.

Two relatgd points are:

+ Vadlidity of certificates may~be designed so that each becomes valid at the time of expiry of its
predecessor, or an overtap-may be allowed. The latter prevents the authority from having tolinstall and
distribute alarge number-of certificates that may run out at the same expiration date.

1+ Expired certificates'will normally be removed from the Directory. It is a matter for the secyrity policy
and responsibitity/of the authority to keep old certificates for a period if a non-repudiation of data service
is provided:

Certificates may be revoked prior to their expiration time, e.g., if the user's private key is assumed to be compromised,
the user is|no longer.to be certified by the CA, or if the CA's certificate is assumed to be compromised. Thefrevocation
of an end-entity-public-key certificate or a CA-certificate shall be made known by the CA, and a new certificgte shall be
made available, if appropriate. The CA may then inform the holder of the certificate about its revocation by an offline
procedure

An authority that issues and subsequently revokes certificates:

a) may berequired to maintain an audit record of its revocation events for all certificate types issued by that
authority (e.g., public-key certificates, attribute certificates issued to end-entities, as well as other
authorities);

b) shall provide revocation status information to relying parties using CRLs, Online Certificate Status
Protocol (OCSP) or another mechanism for the publication of revocation status information;

c) if using CRLs, it shall maintain and publish CRLs even if the lists of revoked certificates are empty;

1) |ETF RFC 2560, X.509 Internet Public Key Infrastructure Online Certificate Satus Protocol (OCSP), June 1999.
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d) if using only partitioned CRLSs, it shall issue a full set of partitioned CRLs covering the complete set of
certificates whose revocation status will be reported using the CRL mechanism. Thus, the compl ete set of
partitioned CRLs shall be equivalent to afull CRL for the same set of certificates, if the CRL issuer was
not using partitioned CRLs.

Relying parties may use a number of mechanisms to locate revocation status information provided by an authority. For
example, there may be a pointer in the certificate itself that directs the relying party to a location where revocation
information is provided. There may be a pointer in a revocation list that redirects the relying party to a different
location. The relying party may locate revocation information in a repository (e.g., a directory) or through other means
outside the scope of this Directory Specification (e.g., locally configured).

The maintenance of Directory entries affected by the authority's revocation lists is the responsibility of the Directory
and its users, acting in accordance with the security policy. For example, the user may modify its object entry by
replacing the old certificate with a new one. The latter shall then be used to authenticate the user to the Directory.

If revocationlistsare P iblished.inthe Di rn(*fnry’ fhny are heldwithin entries as attributes of the followi ng fyl

+ certificateRevocationList;

+ authorityRevocationList,

+ deltaRevocationList;

+ attributeCertificateRevocationList; and

+ attributeAuthorityRevocationList.

CertificlateList ::= SIGNED{CertificateListContent}
CertificlateListContent ::= SEQUENCE {
versi Version OPTIONAL,
-- if [present, version shall be v2
signatjure AlgorithmIdentifier{{SupportedAlgorithms}},
issue Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE {
serilalNumber CertificateSerialNumber,
revocationDate Time,

crlEntryExtensions Extensions OPTIONAL,
..}| opTIONAL,

o7

.7

crlExtiensions [0] Extensions/OPTIONAL }

The version field shall indicate the Version of the encoded revocation list. If the extensions component|flagged as
critical is present in the revocation list, the version shall be v2. If no extensions component flagged a$ critical is
present in the revocation list, theversion shall either be absent or present asv2.

The signjture field shall ¢ontain the algorithm identifier for the algorithm used by the authority to sign thefrevocation
list. It shall be the samewalue as used in the algorithmIdentifier component of the sSIGNATURE dataftype when
signing the revocation'list.

NOTE 1 — Thisfietd'is redundant.

The issugr field'shall identify the entity that has signed and issued the revocation list.

The thisUpdate Tield shall Tndicale the date/time af which this revocation 11t was 1 ssued.

The nextUpdate field, if present, shall indicate the date/time by which the next revocation list in this series will be
issued. The next revocation list could be issued before the indicated date, but it shall not be issued any later than the
indicated time.

The revokedcCertificates field shall identify certificates that have been revoked. The revoked certificates are
identified by their serial nhumbers. If none of the certificates covered by this CRL has been revoked, it is strongly
recommended that the revokedCertificates parameter be omitted from the CRL, rather than being included with an
empty SEQUENCE.

The cr1Extensions field, if present, shall contain one or more CRL extensions.

NOTE 2 —The checking of the entire list of certificates is a local matter. The list shall not be assumed to be in any particular
order unless specific ordering rules have been specified by the issuing authority, e.g., in that authority's policy.
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NOTE 3 —If anon-repudiation of data service is dependent on keys provided by the authority, the service should ensure that all
relevant keys of the authority (revoked or expired) and the time stamped revocation lists are archived and certified by a current

authority.
NOTE 4 —If any extensionsincluded in a CertificateList are defined as critical, the version element of the Certificate

List shall be

present. If no extensions defined as critical are included, the version element may be absent. If version is absent, this may permit
an implementation that only supports version 1 CRLs still to use the CRL if in its examination of the revokedCertificates
sequence in the CRL, it does not encounter an extension. An implementation that supports version 2 (or greater) CRLs, in the
absence of version, may also be able to optimize its processing if it can determine early in processing that no critical extensions

are present in the CRL.

When an implementation processing a CRL encounters the serial number of the certificate of interest in a CRL entry,
but does not recognize acritical extension in the cr1EntryExtensions field from that CRL entry, that CRL cannot be
used to determine the status of the certificate. When an implementation does not recognize a critical extension in the
crlExtensions field, that CRL cannot be used to determine the status of the certificate, regardiess of whether the

serial number of the certificate of interest appearsin that CRL or not.

NOTE $ —Tn these cases, Tocal policy may dictaie actions in addition to and/or stronger than those stated In h
Specifidation, such as seeking revocation status information from other sources.

repudiation may not be successful. The Non-repudiation Framework, Rec. ITU-T X.813 | ISO/IEC 10181-4,
dispute redolution process as follows:

1) evidence generation;

2) evidencetransfer, storage and retrieval;

3) evidence verification; and

4) dispute resolution.

The genergted evidence may include, but is not limited to:

+ auditrecords pertinent to the event and an assertion of intent;
1 . {statements made by third party notaries;

s Directory

sion in the
hed in this

Specification is the certificateIssuer CRL entpyy\ ‘'extenson and the related

D TRUE.

h elements
| ISO/IEC

event. For
nessage as

e can dispute one's signing of a document with the intent to be bound to the content of that docyiment. The

Hescribes a

—poticty Staterments,

— digitally signed information, including audit records and notary statements;
— timestamps of the digitally signed information;

— the certificates supporting the digital signature;

—  theappropriate revocation information published and available at the time of the disputed event; and,

— any certificate revocations subsequent to the time of the event which indicate a key compromise occurred

before the time of the event.

The integrity of stored data that might be presented as evidence may be maintained in a variety of ways, e.g., access

control, storage of hashes by a trusted third party, digital signature. It may also be necessary periodically to
the protection of that stored data to counteract improvementsin computer processing and/or crypto-analysis.

strengthen

NOTE — Neither the type and amount of evidence generated nor the level of integrity is specified by this Directory Specification.

However, it is expected that the level of effort will be commensurate with the risk involved.
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Evidence verification may require the revalidation of the digital signatures of data, e.g., messages, documents,
certificates, CRLs, and timestamps that were used in the initial validation process. The fact that a certificate has expired
shall not preclude its use for revalidating signatures created during the validity period of that certificate. A certificate
that has been revoked may be used if it can be determined that the certificate was valid at the time of the disputed event.

Even if al the digital evidence described above is considered technically valid, other conditions, e.g., the intent,
understanding or competence of the signer, may allow the signer successfully to repudiate it.

8 Public-key certificate and CRL extensions

The certificate extensions defined in this clause are for use with public-key certificates, unless otherwise stated.
Extensions for use with attribute certificates are defined in clause 15. CRL extensions defined in this clause may be
used in CRLs, CARLs and also for ACRLs and AARLs defined in clause 17.

This clausgspecifresextensionsimrthefotrowmgaress:

@ Key and policy information: These certificate and CRL extensions convey additional informLIion about
the keys involved, including key identifiers for subject and issuer keys, indicators-of iftended or
restricted key usage, and indicators of certificate policy.

) Subject and issuer attributes: These certificate and CRL extensions support atesnative names) of various
name forms, for a certificate subject, a certificate issuer, or a CRL issuer{These extensions can aso
convey additional attribute information about the certificate subject, to.assist a relying party in being
confident that the certificate subject is a particular person or entity.

¢) Certification path constraints: These certificate extensions allow censtraint specifications to he included
in CA-certificates, i.e., certificates for CAsissued by other CAs;tofacilitate the automated processing of
certification paths when multiple certificate policies are involyed:Multiple certificate policiesjarise when
policies vary for different applications in an environnént or when interoperation with external
environments occurs. The constraints may restrict thetypes of certificates that can be issyied by the
subject CA or that may occur subsequently in a certification path.

@) Basic CRL extensions: These CRL extensions allow a CRL to include indications of revocat|{on reason,
to provide for temporary suspension of a certificate, and to include CRL-issue sequence numbers to
alow relying parties to detect missing CRLs i a sequence from one CRL issuer.

@) CRL distribution points and delta-CRL s\ These certificate and CRL extensions allow the complete set of
revocation information from one-CA"to be partitioned into separate CRLs and alow |revocation
information from multiple CAs to-be combined in one CRL. These extensions also support|the use of
partial CRLs indicating only changes since an earlier CRL issue.

Inclusion gf any extension in a certificate 60CRL is at the option of the authority issuing that certificate or CRL.

In a certificate or CRL, an extension is-flagged as being either critical or non-critical. If an extension is flagged critical
and a relylng party does not recognize the extension field type or does not implement the semantics of the extension,
then that relying party shall consider the certificate invalid. If an extension is flagged non-critical, a relying party that
does not rgcognize or implement that extension type may process the remainder of the certificate ignoring thg extension.
If an extension is flagged\non-critical, a relying party that does recognize the extension, shall process the| extension.
Extension type definitions in this Directory Specification indicate if the extension is always critical, always npon-critical,

Bl i iri i be always
non- critic is to allow relyi ng parties Which do not need to use such extensions to omit support for tham without

erlificate to be
considered acceptable The need for inclusion of such extens ons may be implied by Iocal pollcy ruI&s of the relylng party or may
be a CA policy rule indicated to the relying party by inclusion of a particular certificate policy identifier in the certificate policies
extension with that extension being flagged critical.

For al certificate extensions, CRL extensions, and CRL entry extensions defined in this Directory Specification, there
shall be no more than one instance of each extension type in any certificate, CRL, or CRL entry, respectively.
8.1 Palicy handling

811 Certificate policy

This framework contains three types of entity: the relying party, the CA and the certificate subject (or end-entity). Each
entity operates under obligations to the other two entities and, in return, enjoys limited warranties offered by them.
These obligations and warranties are defined in a certificate policy. A certificate policy is a document (usualy in plain-
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language). It may be referenced by an object identifier, which may be included in the certificate policies extension of
the certificate issued by the CA, to the end-entity and upon which the relying party relies. A certificate may beissued in
accordance with one or more than one policy. The definition of the policy and assignment of the identifier is performed
by a policy authority. The set of policies administered by a policy authority is called a policy domain. All certificates
are issued in accordance with a policy, even if the policy is neither recorded anywhere nor referenced in the certificate.
This Directory Specification does not prescribe the style or contents of the certificate policy.

The relying party may be bound to its obligations under the certificate policy by the act of importing an authority public
key and using it as trust anchor information, or by relying on a certificate that includes the associated policy identifier.
The CA may be bound to its obligations under the policy by the act of issuing a certificate that includes the associated
policy identifier. The end-entity may be bound to its obligations under the policy by the act of requesting and accepting
a certificate that includes the associated policy identifier and by using the corresponding private key. |mplementations
that do not use the certificate policies extension should achieve the required binding by other means.

For an entity srmply to decl are conformance to a pollcy does not generally satlsfy the assurance requrrements of the
other entifies Famevwor f f a reliable
implementation of the policy. However if explrcrtly stated in the policy, relyi ng partles may accept the GA’S|assurances
that its end-entities agree to be bound by their obligations under the policy, without having to confirm‘this difectly with
them. Thigaspect of certificate policy is outside the scope of this Directory Specification.

A CA may| place limitations on the use of its certificates, in order to control the risk that it assurmes as aresulf of issuing
certificates. For instance, it may restrict the community of relying parties, the purposes for-which they may use its
certificateg and/or the type and extent of damages that it is prepared to make good in the event of afailure onjits part, or
that of its gnd-entities. These matters should be defined in the certificate policy.

Additional| information, to help affected entities understand the provisions of~the policy, may be incluged in the
certificate policies extension in the form of policy qualifiers.

8.12

The warrapties and obligations shared by the subject CA, the intermediate CA and the relying party are defined by the
certificate policy identified in the cross-certificate, in accordance with which the subject CA may act as, or o behalf of,
an end-entjty. The warranties and obligations shared by the certificate subject, the subject CA and the intermediate CA
are definegl by the certificate policy identified in the end-entity's certificate, in accordance with which the intermediate
¢t as, or on behalf of, arelying party.

Cross-certificates and policy handling

A certificion path is said to be valid under the set of-policies that are common to all public-key certificates ip the path.

In addition to the situation described above, there-are two specia cases to be considered:

4@ the CA does not use the certificate policies extension to convey its policy requirements to rely|ng parties,
and

o) therelying party or intermediate CA delegates the job of controlling policy to the next CA in the path.

In the first|case, the public-key certificate should not contain a certificate policies extension at all. As aresult, the set of
policies under which the pathlisivalid will be null. But, the path may be valid nonetheless. Relying parties shall still
ensure thal they are using the public-key certificate in conformance with the policies of the CAsin the path.

In the secand case, theTelying party or intermediate CA should include the special value any-policy in the inifial-policy-
set or crogs-certificate) Where a public-key certificate includes the special value any-policy, it should not include any
other certificate poliey identifiers. The identifier any-policy should not have any associated policy qudifiers.

The relyinp party can ensure that all |ts oblrgatrons are conveyed by settr ng the |n|t|al explrcrt polrcy indicator. In this
way, only epted in the
path, and relying partres have no addrtronat obIrgatrons Because CAs aso attract obIrgatrons when they act as, or on
behalf of, arelying party, they can ensure that all their obligations are conveyed by setting requireExplicitPolicy
component of the policyConstraints extension in the cross-certificate.

813 Policy mapping

Some certification paths may cross boundaries between policy domains. The warranties and obligations according to
which the cross-certificate is issued may be materially equivalent to some or all of the warranties and obligations
according to which the subject CA issues certificates to end-entities, even though the policy authorities under which the
two CAs operate may have selected different object identifiers for these materially equivalent policies. In this case, the
intermediate CA may include a policy mappings extension in the cross-certificate. In the policy mappings extension, the
intermediate CA assures the relying party that it will continue to enjoy the familiar warranties, and that it should
continue to fulfil its familiar obligations, even though subsequent entities in the certification path operate in a different
policy domain. The intermediate CA should include one or more mappings for each of a subset of the policies under
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which it issued the cross-certificate, and it should not include mappings for any other policies. If one or more of the
certificate policies according to which the subject CA operates is identical to those according to which the intermediate
CA operates (i.e., it has the same unique identifier), then these identifiers should be excluded from the policy mapping
extension, but included in the certificate policies extension.

Policy mapping has the effect of converting all policy identifiers in certificates further down the certification path to the
identifier of the equivalent policy, as recognized by the relying party.

Policies shall not be mapped either to or from the specia value any-palicy.

Relying parties may determine that public-key certificates issued in a policy domain other than its own should not be
relied upon, even though a trusted intermediate CA may determine its policy to be materially equivalent to its own. It
can do this by setting the initial-policy-mapping-inhibit input to the path validation procedure. Additionaly, an
intermediate CA may make asimilar determination on behalf of itsrelying parties. In order to ensure that relying parties
correctly enforce this requirement, it can set inhibitPolicyMapping in @policyConstraints extension.

814 Certification path processing
Therelying party faces a choice between two strategies:

@ it can require that the certification path be valid under at least one of a set of policies pre-detgrmined by
the user; or

Iv) it can ask the path validation module to report the set of policies for which thecertification path is valid.

Thefirst sfrategy may be most appropriate when the relying party knows, a priori, the seb of policies that are|acceptable
for itsintepded use.

The secongl strategy may be the most appropriate when the relying party does not-know, a priori, the set of pplicies that

In the first|instance, the certification path validation procedure will indicate’the path to be valid only if it is yalid under
one or mofe of the policies specified in the initial-policy-set, and it will return the sub-set of the initial-policl-set under
which the path is valid. In the second instance, the certification path validation procedure may indicate that|the path is
invalid under the initial-policy-set, but valid under a digaint set: the authorities-constrained-policy-set| Then the
ty shall determine whether its intended use of the Certificate is consistent with one or more of the certificate
der which the path is valid. By setting the initial-policy-set to any-policy, the relying party can cause the
procedure o return avalid result if the path is valid underany (unspecified) policy.

8.1.5 $elf-issued certificates

A CA may| issue a certificate to itself under three'circumstances:

4 as a convenient way of encoding the public key associated with the private key used to sign the
certificate, so that it can be communicated to, and stored as trust anchor information by, its [certificate-
using systems;

) for certifying additional public keys of the CA used for purposes other than those covered by tategory a)
(such as OCSP and possibly CRL signing); and

¢) for replacingiits own expired CA-certificates.

These typégs of CA-Certificates are called self-issued certificates, and they can be recognized by the fact thaf the issuer
and subjegt names>present in them are identical. For the purposes of path validation, self-issued certificates of
category a) are'self-signed certificates and are therefore verified with the public key contained in them, and|if they are
encountergd'inthe path, they shall be ignored.

Self-issued certificates of type b) may only appear as end certificates in a path, and shall be processed as end
certificates.

Self-issued certificates of type c) (also known as self-issued intermediate certificates) may appear as intermediate
certificates in a path. As a matter of good practice, when replacing a key that is on the point of expiration, a CA should
request the issuance of any in-bound cross-certificates that it requires for its replacement public key before using the
key. Nevertheless, if self-issued certificates of this category are encountered in the path, they shall be processed as
intermediate certificates, with the following exception: they do not contribute to the path length for the purposes of
processing the pathLenConstraint component of the basicConstraints extension and the skip-certificates
values associated with the policy-mapping-inhibit-pending and explicit-policy-pending indicators.

If an authority uses the same key to sign certificates and CRLSs, a single self-issued certificate of category a) shall be
used. If an authority uses a different key to sign CRLs than that used to sign certificates, the authority may choose to
issue two self-issued certificates of category a), one for each of the keys. In this situation, relying parties would need
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access to both self-issued certificates to establish separate trust anchors for certificates and CRLs signed by that
authority. Alternatively, an authority may issue one self-issued certificate of category a) for certificate signing and one
self-issued certificate of category b) for CRL signing. In this situation, relying parties use the key certified in the
certificate of category @) astheir single trust anchor for both certificates and CRLs signed by that authority. In this case,
if the self-issued certificate of category b) were to be used to verify signatures on CRLSs, there is no means defined in
this standard to check the validity of that certificate.

If self-issued certificates of category b) are encountered within a path, they shall be ignored.
NOTE — Other mechanisms for distributing CA public keys are outside the scope of this Directory Specification.

8.2 Key and policy information extensions

8.21 Requirements

The following requirements relate to key and policy information:

@) CA key pair updating can occur at regular intervals or in specia circumstances. Thereis,alneed for a
certificate field to convey an identifier of the public key to be used to verify the certificate signature. A
relying party can use such identifiers in finding the correct CA-certificate for validating the certificate
issuer's public key.

b)) In general, a certificate subject has different public keys and, correspondingly;different certjficates for
different purposes, e.g., digital signature and encipherment key agreement. A certificate field i needed to
assist arelying party in selecting the correct certificate for a given subjéct for a particular puppose or to
allow a CA to stipulate that a certified key may only be used for a particular purpose.

¢) Subject key pair updating can occur at regular intervals or in special)circumstances. There is g need for a
certificate field to convey an identifier to distinguish betweendifferent public keys for the sgme subject
used at different pointsin time. A relying party can use such.identifiersin finding the correct cgrtificate.

d) The private key corresponding to a certified public key.ig'typically used over a different perigd from the
validity of the public key. With digital signature keys,/the usage period for the signing priyate key is
typically shorter than that for the verifying public. Key. The validity period of the certificate indicates a
period for which the public key may be used, which is not necessarily the same as the usage pgriod of the
private key. In the event of a private key compromise, the period of exposure can be limited if the relying
party knows the legitimate use period forthe private key. There is therefore a requirement td be able to
indicate the usage period of the private key in a public-key certificate.

@) Because certificates may be used_in environments where multiple certificate policies apply| provision
needs to be made for including cextificate policy information in certificates.

f)  When cross-certifying from dne organization to ancther, it can sometimes be agreed that ceftain of the
two organizations' policies.can be considered equivaent. A CA-certificate needs to allow the certificate
issuer to indicate that one of its own certificate policies is equivalent to another certificate pglicy in the
subject CA's domain, Thisisknown as policy mapping.
@) A user of an encipherment or digital signature system which uses certificates defined in thi$ Directory
Specification'needs to be able to determine in advance the algorithms supported by other userg

822 fPublic-key certificate and CRL extension fields

The following extension fields are defined:
a) < Authority key identifier;

H
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¢) Key usage;

d) Extended key usage;

e) Private key usage period;
f)  Certificate policies;

g) Policy mappings.

These extension fields shall be used only as certificate extensions, except for authority key identifier which may also be
used as a CRL extension. Unless otherwise noted, these extensions may be used in both CA-certificates and end-entity
certificates.
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8.2.2.1 Authority key identifier extension

Thisfield, which may be used as either a certificate extension or CRL extension, identifies the public key to be used to
verify the signature on this certificate or CRL. It enables distinct keys used by the same CA to be distinguished (e.g., as
key updating occurs). Thisfield is defined as follows:

authorityKeyIdentifier EXTENSION ::= {
SYNTAX AuthorityKeyIdentifier
IDENTIFIED BY id-ce-authorityKeyIdentifier }

AuthorityKeyIdentifier ::= SEQUENCE {
keyIdentifier [0] KeyIdentifier OPTIONAL,
authorityCertIssuer [1] GeneralNames OPTIONAL,
authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
e}
(WITH COMPONENTS {..., authorityCertIssuer PRESENT,

authorityCertSerialNumber PRESENT ; |

WITH |[COMPONENTS {..., authorityCertIssuer ABSENT,

authorityCertSerialNumber ABSENT } )

KeyIdentlfifier ::= OCTET STRING

The key njay be identified by an explicit key identifier in the keyIdentifier component,-by the identifigation of a
certificate for the key (giving certificate issuer in the authorityCertIssuer componentiand certificate serfal number
inthe authorityCertSerialNumber component), or by both explicit key identifier(and identification of a certificate
for the key. If both forms of identification are used then the certificate or CRL issuershall ensure they are cgnsistent. A
key identifier shall be unique with respect to al key identifiers for the issuingauthority for the certificgte or CRL
containing| the extension. An implementation which supports this extension is)not required to be able to process al
name formsin the authorityCertIssuer component. (See clause 8.3.2.1for details of the GeneralNameg type.)

Certificatipn authorities shall assign certificate serial numbers such that every (issuer, certificate serial nuymber) pair
uniquely iflentifies a single certificate. The keyIdentifier formycan be used to select CA-certificates during path
constructign. The authorityCertIssuer, authoritySerialNumber pair can only be used to provide preference to
one certifi¢ate over others during path construction.

This extengsion is always non-critical.

8222 bject key identifier extension

This field |[dentifies the public key being certified. It enables distinct keys used by the same subject to be diffferentiated
(e.g., askgy updating occurs). Thisfield is defined as follows:

subjectKeyIdentifier EXTENSION\:i= {
SYNTA. SubjectKeyIdentifier
IDENTIFIED BY id-ce-subjectKeyIdentifier }

SubjectKeyIdentifier s:=/KeyIdentifier

A key identifier shall be.unique with respect to all key identifiers for the subject with which it is used. This gxtension is
always nom-critical.

8.2.2.3 Key uysage extension
This field [identifies the intended usage for which the certificate has been issued. The intended usage may| be further

constrai nettbypoticy—This poticy ey bestated- = certificate poticy defimition, = contract, orother—specification.
However, a policy shall not override the constraint indicated by a keyUsage bit, e.g., a certificate policy could not
allow acertificate to be used for digital signature if KeyUsage indicated that it could only be used for key agreement.

Setting a specific value of keyUsage in a certificate does not in itself signal for an instance of communication that the
communicating parties are acting in accordance with this setting, e.g., when signing a document. The definition of
methods by which parties may signal their intent for a specific instance of communication (e.g., commitment to content
for that specific instance) is outside the scope of this Directory Specification, but it is anticipated that multiple methods
will exist. Although not recommended, it is possible to use the content of the certificate, e.g., certificate policy, to signal
the intent of the signing. However, since that signal was made when the certificate was issued by the CA, such use may
not meet the requirement that declaring the intent is made at the time of signing by the signer.

More than one bit may be set in an instance of the keyUsage extension. The setting of multiple bits shall not change the
meaning of each individual bit but shall indicate that the certificate may be used for all of the purposes indicated by the
set bits. There may be risks incurred when setting multiple bits. A review of those risks is documented in Annex I.
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Thisfield is defined as follows:

subjectKeyIdentifier EXTENSION ::= {

SYNTAX

SubjectKeyIdentifier

IDENTIFIED BY id-ce-subjectKeyIdentifier }

SubjectKeyIdentifier ::= KeyIdentifier

keyUsage EXTENSION ::= {

SYNTAX

KeyUsage

IDENTIFIED BY id-ce-keyUsage }

KeyUsage :

:= BIT STRING {

digitalSignature (0),
contentCommitment (1),
keyEncipherment (2),

dataEnjcipherment (3),
keyAgrieement (4),
keyCer|tSign (5),
CRLSi (6),
enciphlerOnly (7).,
deciphlerOnly (8) }

Bitsin thelkeyUsage type are as follows:

@) digitalsignature: for verifying digital signatures that are used with.an entity authenticatipn service,
adata origin authentication service and/or an integrity service;

) contentCommitment: for verifying digita signatures which are-intended to signal that the signer is
committing to the content being signed. The type of commitment the certificate can be used|to support
may be further constrained by the CA, e.g., through a certificate policy. The precise type of commitment
of the signer e.g., "reviewed and approved” or "with the intent to be bound”, may be signalled by the
content being signed, e.g., the signed document itself-or,some additional signed information.

Since a content commitment signing isNeconsidered a digitally signed transagtion, the
digitalSignature bit need not be set in the certificate. If it is set, it does not affect the level of
commitment the signer has endowed in the signed content.

Note that it is not incorrect to refer to this keyUsage bit using the identifier nonRepgidiation.
However, the use of this identifier has,been deprecated. Regardless of the identifier used, the semantics
of this bit are as specified in this Directory Specification;

@) keyEncipherment: for enciphering keys or other security information, e.g., for key transport

@) dataEncipherment: fOrseAciphering user data, but not keys or other security informatign as in c)
above;

@) keyAgreement: fOruse asapublic key agreement key;

f) keycertsigm:for verifying a CA's signature on certificates.

Since certificate signing is considered a commitment to the content of the certificate by the CA, neither
the didittalsignature bit nor the contentCommitment bit need be set in the certificate. Iff either (or
both).is'set, it does not affect the level of commitment the signer has endowed in the signed ceftificate;

@) ,¢éRrRLsign: for verifying an authority's signature on CRLSs.

Since CRL signing is considered to be commitment to the content of the CRL by the CRL isslier, neither
the digitalSignature bit nor the contentCommitment bit need be set in the certificate. If either (or
both) is set, it does not affect the level of commitment the signer has endowed in the signed CRL;

h) encipheronly: public key agreement key for use only in enciphering data when used with
keyAgreement bit aso set (meaning with other key usage bit set is undefined);

i) decipheronly: public key agreement key for use only in deciphering data when used with

keyAgreement bit aso set (meaning with other key usage bit set is undefined).

Application specifications should indicate which of the digitalsignature Or contentCommitment bits are
appropriate for their use. If a signing application has no knowledge of the signer's intent regarding commitment to
content, the application shall sign and support that signing with a certificate that has the digitalsignature bit setin
that certificate's keyUsage extension.

Even though a digital signature was verified using a certificate that has only the digitalsignature bit set, other
factors externa to the verification of the digital signature may also play arole in determining the intent of the signing.
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Conversely, even though a digital signature was verified using a certificate that has only the contentCommitment bit
set, external factors may be used by the signer to disclaim commitment to the signed content.

The bit keycertsign is for use in CA-certificates only. If keyUsage iS Set t0 keyCertSign, the value of the ca
component of the basicConstraints extension shal be set to TRUE. CAs may also use other defined key usage bits
in KeyUsage, €.0., digitalSignature for providing authentication and integrity of online administration
transactions.

This extension may, at the option of the certificate issuer, be either critical or non-critical.

If the extension is flagged critical or if the extension is flagged non-critical but the relying party recognizes it, then the
certificate shall be used only for a purpose for which the corresponding key usage bit is set to one. If the extension is
flagged non-critical and the relying party does not recognize it, then this extension shall be ignored.

A bit set to zero indicates that the key is not intended for that purpose. If the extension is present with all bits set to zero,
the key isintended for a purpose other than those listed above.

8224

This field
the basic

xtended key usage extension

ndicates one or more purposes for which the certified public key may be used, in addition to, or |in place of
rposes indicated in the key usage extension field. Thisfield is defined as follows:

ge EXTENSION ::= {
SEQUENCE SIZE (1..MAX) OF KeyPurposeld
FIED BY id-ce-extKeyUsage }

seId ::= OBJECT IDENTIFIER

assert any-extended-key-usage by using the anyExtendedKeyUsage object identifier. This enables a CA to
tificate that contains KeyPurposeId object identifiers for extended key usages that may be required by
using applications, without restricting the certificate to only(those key usages. If extended key usage would
usage, then the inclusion of this object identifier removesthat restriction.

anyExtendedKeyUsage OBJECT IDENTIFIER ::= { id-cerextKeyUsage 0 }
Key purp may be defined by any organization with a need. Object identifiers used to identify key purpoges shall be
assigned inp accordance with Rec. ITU-T X.660 | ISO/IEC.9834-1.

sion is flagged non-critical, thea'it-indicates the intended purpose or purposes of the key, and may| be used in
finding thg correct key/certificate of an“entity that has multiple keys/certificates. If this extension is present, and the
ty recognizes and processesthe extendedkeyUsage extension type, then the relying party shall pnsure that
the certifigate shall be used only.for. one of the purposes indicated. (Using applications may nevertheless reuire that a
particular purpose be indicated in order for the certificate to be acceptable to that application.)

If a certifigate contains bath.a critical key usage field and a critical extended key usage field, then both fields shall be
processed jndependentty “and the certificate shall only be used for a purpose consistent with both fields. If there is no
purpose cgnsistent wittrboth fields, then the certificate shall not be used for any purpose.

This DiregtorySpecification defines the following key purpose that can be included in the extended |key usage
extension. [Other purposes that can also be included are defined in other specifications, such as |[ETF RFC 5280.

keyPurposes OBJECT IDENTIFIER ::= {id-kp 1}

8.2.25 Private key usage period extension

This field indicates the period of use of the private key corresponding to the certified public key. It is applicable only
for digital signature keys. Thisfield is defined as follows:

privateKeyUsagePeriod EXTENSION ::= {
SYNTAX PrivateKeyUsagePeriod
IDENTIFIED BY id-ce-privateKeyUsagePeriod }
PrivateKeyUsagePeriod ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL,

(WITH COMPONENTS {..., notBefore PRESENT } |
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The notBefore component indicates the earliest date and time at which the private key could be used for signing. If
the notBefore component is not present, then no information is provided as to when the period of valid use of the
private key commences. Thenotafter component indicates the latest date and time at which the private key could be
used for signing. If the notafter component is not present then no information is provided as to when the period of
valid use of the private key concludes.

This extension is always non-critical.

NOTE 1 —The period of valid use of the private key may be different from the certified validity of the public key as indicated by
the certificate validity period. With digital signature keys, the usage period for the signing private key is typicaly shorter than
that for the verifying public key.

NOTE 2 —If the verifier of a digital signature wants to check that the certificate has not been revoked, for example, due to key
compromise, up to the time of verification, then avalid certificate will still exist for the public key at verification time. After the
certificate(s) for apublic key have expired, a signature verifier cannot rely on compromises being notified via CRLs.

8.22.6 Certificate policiesextension

This field [lists certificate policies, recognized by the issuing CA, that apply to the certificate, togéther with optional
qualifier imformation pertaining to these certificate policies. The list of certificate policies is usedin determining the
validity of|a certification path, as described in clause 10. The optiona qualifiers are not used i the certifigation path
processing procedure, but relevant qualifiers are provided as an output of that process to thecertificate using ppplication
to assist in| determining whether a valid path is appropriate for the particular transaction. Typically, differenf certificate
policies wll relate to different applications which may use the certified key. The presenee of this extensionfin an end-
entity certificate indicates the certificate policies for which this certificate is valid Fhe presence of this extension in a
certificate jssued by one CA to another CA indicates the certificate policies for which certification paths confaining this
certificate nay be valid. Thisfield is defined as follows:

certificatePolicies EXTENSION ::= {
SYNTA. CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }

CertificlatePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF PolicyInformation
PolicyInfformation ::= SEQUENCE {

policylIdentifier CertPolicyId,
policyQualifiers SEQUENCE SIZE (1l..MAX)' OF PolicyQualifierInfo OPTIONAL,

CertPolilcyId ::= OBJECT IDENTIFIER

PolicyQualifierInfo ::= SEQUENCE-{
policyjQualifierId CERT-POLICY-QUALIFIER.&id({SupportedPolicyQualifiers}),
qualiflier CERT-POLICY-QUALIFIER.&Qualifier

({supportedPolicyQualifiers}{@policyQualifierId}) OPTIONAL,
-}
SupportTPolicyQualifiers CERT-POLICY-QUALIFIER ::= {...}
A value o

the PolicyInformation type identifies and conveys quaifier information for one certificate‘rlicy. The
component polieyIdentifier containsan identifier of a certificate policy and the component policyQ
contains policy ‘qualifier values for that el ement.

lifiers

If the extension is flagged critical, it indicates that the certificate shall only be used for the purpose, and in accordance
with the rules implied by one of the indicated certificate policies. The rules of a particular policy may require the
relying party to process the qualifier value in a particular way.

If the extension is flagged non-critical, use of this extension does not necessarily constrain use of the certificate to the
policies listed. However, a relying party may require a particular policy to be present in order to use the certificate
(see clause 10). Policy qualifiers may, at the option of the relying party, be processed or ignored.
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Certificate policies and certificate policy qualifier types may be defined by any organization with a need. Object
identifiers used to identify certificate policies and certificate policy qualifier types shall be assigned in accordance with
Rec. ITU-T X.660 | ISO/IEC 9834-1. A CA may assert any-policy by using the anyPolicy object identifier in order to
trust a certificate for all possible policies. Because of the need for identification of this special value to apply regardiess
of the application or environment, that object identifier is assigned in this Directory Specification. No object identifiers
will be assigned in this Directory Specification for specific certificate policies. That assignment is the responsibility of
the entity that defines the certificate policy.

anyPolicy OBJECT IDENTIFIER ::= {id-ce-certificatePolicies 0}
Theidentifier anyPolicy should not have any associated policy qualifiers.

Thefollowing ASN.1 object classis used in defining certificate policy qualifier types:

CERT-POLICY-QUALIFIER ::= CLASS {
&id OBJECT TDENTIFIER UNIQUE
&Qualilfier OPTIONAL }

WITH SYNTAX {
POLICY|-QUALIFIER-ID &id
[QUALIFIER-TYPE &Qualifier] }

A definitign of apolicy quaifier type shall include:
4+ astatement of the semantics of the possible values; and

4+ anindication of whether the qualifier identifier may appear in a certificate policies extension jwithout an
accompanying value and, if so, the implied semanticsin such a case.
NOTE 1 A qualifier may be specified as having any ASN.1 type. When the qualifier is anticipated to be used primarily with
ons that do not have ASN.1 decoding functions, it is recommended that the type OCTET STRING be specified. The
ASN.1 PCTET STRING value can then convey a quaifier value encoded according to any convention specified by the policy
element] defining organi zation.

8227

Thisfield,|which shall be used in CA-certificates only, allows acertificate issuer to indicate that, for the purgoses of the
user of a crtification path containing this certificate, one of the issuer's certificate policies can be considered|equivalent
to adiffergnt certificate policy used in the subject CA's demain. Thisfield is defined as follows:

olicy mappings extension

policyMappings EXTENSION ::= {
PolicyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings }

PolicyMappingsSyntax ::= SEQUENCE.SIZE (1..MAX) OF SEQUENCE {
omainPolicy CertPolicyId,

The issu¢rDomainPolicy-component indicates a certificate policy that is recognized in the issuing CA's domain and
that can bg considered equivalent to the certificate policy indicated in the subjectDomainPolicy compohent that is

ion may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
critical, othéxwise arelying party may not correctly interpret the stipulation of the issuing CA.

NOTE 1 — An example of policy mapping is as follows. The U.S. government domain may have a policy called Canadian Trade
and the Canadian government may have a policy called U.S. Trade. While the two policies are distinctly identified and defined,
there may be an agreement between the two governments to accept certification paths extending cross-border within the rules
implied by these policies for relevant purposes.

NOTE 2 — Policy mapping implies significant administrative overheads and the involvement of suitably diligent and authorized
personnel in related decision-making. In general, it is preferable to agree upon a more global use of common policiesthanitisto
apply policy mapping. In the above example, it would be preferable for the U.S., Canada and Mexico to agree upon a common
policy for North American Trade.

NOTE 3 — It isanticipated that policy mapping will be practical only in limited environments in which policy statements are very
simple.
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ect and issuer infor mation extensions

Requirements

The following requirements relate to certificate subject and certificate issuer attributes:

832

a)

b)

Certificates need to be usable by applications that employ a variety of name forms, including Internet
electronic mail names, Internet domain names, ITU-T X.400 originator/recipient addresses, and EDI
party names. It is therefore necessary to be able securely to associate multiple names of avariety of name
forms with a certificate subject or a certificate or CRL issuer.

A relying party may need securely to know certain identifying information about a subject in order to
have confidence that the subject isindeed the person or thing intended. For example, information such as
postal address, position in a corporation, or a picture image may be required. Such information may be
conveniently represented as directory attributes, but these attributes are not necessarily part of the
distinguished name. A certificate field is therefore needed for conveying additional directory attributes

Cert

Thefollowing

Y
)
)

beyonda those In the distinguished name.

ificateand CRL extension fields

extension fields are defined:
Subject aternative name;
Issuer aternative name;
Subject directory attributes.

These fieldls shall be used only as public-key certificate extensions, except for issuer aternative name which may also

be used as
certificates.

8321

Thisfield
the CA to

subject
SYNTA.
IDENT

General

General
other:

rfc822

dNSNa:
x400A
direc
ediPa
unifo
iPAdd
regis

}

OTHER-N

$ubj

Cont

FIE

me

me
me

e
re

ryName [4] Name,
tyName [5] EDIPartyName,

Re
ess
ere

E s

he certified public key. Thisfield is defined as follows:

ltName EXTENSION ::= {

ame [1] IA5String,

a CRL extension. As certificate extensions, they may be present inCEA-certificates or end-entity |public-key

ect alternative name extension

ains one or more alternative names, using any of a variety of name forms, for the entity that i bound by

GeneralNames
D BY id-ce-subjectAltName }

s ::= SEQUENCE SIZE (1l..MAX) OF GeneralName

::= CHOICE ({
[0 INSTANCE OF OTHER-NAME,

[2] 1IA5String,
ss [3] ORAddress,

sourceIdentifier [6] IA5String,
[7] OCTET STRING,
dID [8] OBJECT IDENTIFIER,

:= TYPE-IDENTIFIER

EDIPartyName ::= SEQUENCE {
nameAssigner [0] UnboundedDirectoryString OPTIONAL,
partyName [1] UnboundedDirectoryString,

-}

The valuesin the alternatives of the GeneralName type are names of various forms as follows:

the otherName alternative is a name of any form defined as an instance of the oTHER-NaME information
object class;

the rfc822Name aternative is an Internet electronic mail address defined in accordance with
IETF RFC 822;

the dnsName alternative is an Internet domain name defined in accordance with |ETF RFC 1035;

the x400address dlternative is an O/R address defined in accordance with Rec. ITU-T X.411 |
ISO/IEC 10021-4;
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— thedirectoryName alternative is a distinguished name defined in accordance with Rec. ITU-T X.501 |

ISO/IEC 9594-2;

— the edipPartyName aternative is a name of a form agreed between communicating Electronic Data

Interchange partners; the nameassigner component identifies an authority that assigns unique values of
names in the partyName component;

— theuniformResourceIdentifier aternativeisaUniform Resource |dentifier for the worldwide web

defined in accordance with |ETF RFC 1630;

— the ipaddress dternative is an Internet Protocol address defined in accordance with IETF RFC 791,

represented as a binary string.

— the registeredID dlternative is an object identifier of any registered object assigned in accordance

For every

with Rec. ITU-T X.660 | ISO/IEC 9834-1.

name form used in the GeneralName type, there shall be a name registration system that ensures that any

name used

This exten

unambiguously identifies one entity to both the issuing CA and relying parties.

Sion may, at the option of the certificate issuer, be either critical or non-critical. An implémentation which

supports this extension is not required to be able to process all name forms. If the extension is flagged criti¢al, at least

one of the
invalid. A
unsupports
distinguish
NOTE
NOTE
contain

name ofl names in this extension (see clause 7.2).

8322 |

This field
issuer. Thi

issuerAl

name forms that is present shall be recognized and processed, otherwise the certificateé-shall be |considered
part from the preceding restriction, a relying party is permitted to ignore any namewith an unregognized or
bd name form. It is recommended that, provided the subject field of the public-key certificate|contains a
ed name that unambiguoudly identifies the subject, this field be flagged non-eritical.
| — Use of the TYPE-IDENTIFIER classis described in annexes A and C of Rec. {FPU-T X.681 | ISO/IEC 8824-2.

P — |f this extension field is present and is flagged critical, the subject fieldofyan end-entity public-key cettificate may
a null name (e.g., a sequence of zero relative distinguished names) in whiehCase the subject is identified|only by the

ssuer alternative name extension

contains one or more alternative names, using any of @variety of name forms, for the certificgte or CRL
5 field is defined as follows:

IDENT

8.3.23

IDENT

tName EXTENSION ::= {
GeneralNames
FIED BY id-ce-issuerAltName }

ion may, at the option of the certificaté or CRL issuer, be either critical or non-critical. An implementation
orts this extension is not required tobe able to process al name forms. If the extension is flagged critical, at
the name forms that are present.shall be recognized and processed, otherwise the certificate or CRRL shall be
invalid. Apart from the preceding restriction, a relying party is permitted to ignore any name with an
ed or unsupported name form. It is recommended that, provided the issuer field of the certificgte or CRL

onveys any desired Directory attributes associated with the subject of the certificate. This field id defined as

irecteryAttributes EXTENSION ::= {
AttributesSyntax
FIED BY id-ce-subjectDirectoryAttributes }

Attribut

esSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedAttributes}}

This extension may, at the option of the certificate issuer, be either critical or non-critical. A certificate-using system

processing
flagged cri
accepted. |
be rejected

this extension is not required to understand all attribute types included in the extension. If the extension is
tical, at least one of the attribute types contained in the extension shall be understood for the certificate to be
f the extension is flagged critical and none of the contained attribute types is understood, the certificate shall

If this extension is present in a public-key certificate, some of the extensions defined in clause 15 may also be present.
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8.4 Certification path constraint extensions

8.4.1 Requirements

For certification path processing:

a)

b)

End-entity public-key certificates need to be distinguishable from CA-certificates to protect against end-
entities establishing themselves as CAs without authorization. It also needs to be possible for a CA to
limit the length of a subsequent chain resulting from a certified subject CA, e.g., to no more than one
more certificate or no more than two more certificates.

A CA needsto be able to specify constraints which allow arelying party to check that less-trusted CAsin
a certification path (i.e., CAs further down the certification path from the CA with whose public key the
relying party starts) are not violating their trust by issuing certificates to subjects in an inappropriate
name space. Adherence to these constraints needs to be automatically checkable by the relying party.

Certification path processing needs to be implementable in an automated, self-contained module. Thisis

j

necessary to permit trusted hardware or software modules to be implemented whichpperform the
certification path processing functions.

It should be possible to implement certification path processing without depending upon real-time
interactions with the local user.

It should be possible to implement certification path processing without dépending upon [the use of
trusted local databases of policy-description information. (Some trusted (ocal information + an initial
public key, at least — is needed for certification path processing but the amount of such information
should be minimized.)

Certification paths need to operate in environments in which multiple certificate policies are fecognized.
A CA needs to be able to stipulate which CAs in other demains it trusts and for which purposes.
Chaining through multiple policy domains needs to be supported.

Complete flexibility in trust modelsis required. A stricthierarchical model which is adequate for asingle
organization is not adequate when considering the /needs of multiple interconnected enterprises.
Flexibility isrequired in the selection of thefirst trusted CA in a certification path. In particuldr, it should
be possible to require that the certification path-start in the local security domain of the public-key user
system.

Naming structures should not be constrained by the need to use names in certificates, i.e., digtinguished
name structures considered natural for-8rganizations or geographical areas shall not need adjustment in
order to accommodate CA requirements.

Certificate extension fields needto be backward-compatible with the unconstrained certifi¢ation path
approach system as specified\in earlier editions of this Directory Specification.

A CA needs to be able"tarinhibit the use of policy mapping and to require explicit certificate policy
identifiers to be present in subsequent certificatesin a certification path.

NOTE 1 In any relying party, the\processing of a certification path requires an appropriate level of assurance. This Directory
Specifigation defines functions)that may be used in implementations that are required to conform to specific assurance
statemepts. For example, ‘an) assurance requirement could state that certification path processing shall be protected from
subversjon of the process\(such as software-tampering or data modification). The level of assurance should be commensurate

with buginess risk. For'example:

~\_processing internal to an appropriate cryptographic module may be required for public keys usefl to validate
high value funds transfer; whereas

— processing in software may be appropriate for home banking balance inquiries.

Conseguently, certification path processing functions should be suitable for implementation in hardware cryptographic
modules or cryptographic tokens as one option.

k)

A CA needs to be able to prevent the special value any-policy from being considered a valid policy in
subsequent certificates in a certification path.

84.2 Certificate extension fields

The following extension fields are defined:

a)
b)
0)
d)

basicConstraints;
nameConstraints;
policyConstraints; and

inhibitAnyPolicy.
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These extension fields shall be used only as certificate extensions. Name constraints and policy constraints shall be used
only in CA-certificates; basic constraints may also be used in end-entity public-key certificates. Examples of the use of

these extensions are given in Annex G.

8.4.2.1 Basic constraints extension

This field indicates if the subject may act as a CA, with the certified public key being used to verify
signatures. If so, a certification path length constraint may also be specified. Thisfield is defined as follows:

basicConstraints EXTENSION ::= {
SYNTAX BasicConstraintsSyntax
IDENTIFIED BY id-ce-basicConstraints }

BasicConstraintsSyntax ::= SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER(0..MAX) OPTIONAL,

certificate

-}

The ca component with the value TRUE indicates that the certified public key may be used to_verify
certificate signatures.

The pathlenConstraint component may be present if ca is set to TRUE. Otherwise, it shallybe absent. |
maximum [number of CA-certificates that may follow this CA-certificate in a certificationath. Value 0 in
the subject of this CA-certificate may issue public-key certificates only to end-entities and not to further
pathLendonstraint field appearsin any CA-certificate of a certification path, thereisino limit to the alo
of the cert|fication path. The constraint takes effect beginning with the next CA-cetfificate in the path. The
restricts the length of the segment of the certification path between the CA-certificate containing this extensi
end-entity [public-key certificate. It has no impact on the number of CA-certificates in the certification path i
trust anchqr and the CA-certificate containing this extension. Therefore, thellength of a complete certificatiol
exceed thg maximum length of the segment constrained by this extension:’ The constraint controls the nun
self-issued CA-certificates between the CA-certificate containing ‘the constraint and the end-entity
Therefore,|the total length of this segment of the path, excluding‘self-issued certificates, may exceed the v
constraint oy as many as two certificates. (This includes the certificates at the two endpoints of the segme
CA-certifi¢ates between the two endpoints that are constrained by the value of this extension.)

This exterjsion may, at the option of the issuing CA, be éither critical or non-critical. It is recommendeg
flagged critical, otherwise, an entity which is not authiorized to be a CA may issue certificates and a relying
unwittingly use such acertificate.

If this extension is present and is flagged critieal,)or is flagged non-critical but is recognized by the relying pg
4+ if thevalue of ca is not set(t0 TRUE then the certified public key shall not be used to verify g
signature;
4+ if thevalue of ca isset to TRUE and pathLenConstraint iS present then the relying party
that the certification‘path being processed is consistent with the value of pathLenConstrain
If this extgnsion is not present, or is flagged non-critical and is not recognized by a relying party, then the
certificate Js to be considered an end-entity public-key certificate and cannot be used to verify certificate sign
NOTE + To constraitha public-key certificate subject to being only an end-entity, i.e.,, not a CA, the issuer may
extensign field containing only an empty SEQUENCE value.

8.4.2.2 INameconstraints extension

public-key

t gives the
icates that
CAs. If no
ved length
constraint
on and the
etween the
N path may
ber of non
certificate.
plue of the
nt plus the

that it be
party may

rty, then:
certificate

shall check
.

public-key
ptures.
include this

This field, which shall be used only in a CA-certificate, indicates one or more name forms which have

constraints

placed upon their name spaces, and in which all subject names in the same name form in subsequent certificates in a
certification path must be located. If this extension is absent, then no constraints are placed on any name form. If this

extension is present but a name form is not included in the extension, then no constraints are imposed on
form.

that name

NOTE — Because there can be an unbounded set of registeredlD name forms, then in general it is not possible to constrain every

possible name form of subject names with this extension.

Thisfield is defined as follows:

nameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-nameConstraints }

NameConstraintsSyntax ::= SEQUENCE {
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permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL,

}

(WITH COMPONENTS {..., permittedSubtrees PRESENT } |
WITH COMPONENTS {..., excludedSubtrees PRESENT } )

GeneralSubtrees ::= SEQUENCE SIZE (1l..MAX) OF GeneralSubtree

GeneralSubtree ::= SEQUENCE ({
base GeneralName,
minimum [O] BaseDistance DEFAULT O,
maximum [1] BaseDistance OPTIONAL,

-}
BaseDistance ::= INTEGER(0..MAX)

At least one-e

If present,|the permittedsubtrees component specifies one or more subtrees, for one or more name-fofms, within
which subject names in acceptable certificates shall be contained. If present, the excludedsubérees fomponent
specifies dne or more subtrees for one or more name forms within which subject names in acceptable certif|cates shall
not be confained. Subject names that are compared against specified subtrees include those present in both the subject
field and the subjectaltNames extension of a certificate. Each subtree is defined by the*name of the foot of the
subtree, the base component, and, optionally, within that subtree, an areathat is bounded by upper and/or lower levels.

The miniqum field specifies the upper bound of the area within the subtree. All nameswhose final name component is
above the |evel specified are not contained within the area. A value of minimum/egual to zero (the default) cprresponds
@, i.e., the top node of the subtree. For example, if minimum is set.to-one, then the subtree excludes the base

The maxiqum field specifies the lower bound of the area within the subtree. All names whose last componeft is below
gpecified are not contained within the area. A value of maximum of zero corresponds to the base, i.e) the top of
the subtre¢. An absent maximum component indicates that nolewer limit should be imposed on the area|within the
subtree. Fpr example, if maximum is set to one, then the subtree excludes all nodes except the subtree bpse and its

The set of fll permittedSubtrees and excludedsubtrees for aname form together comprise the constrained name
space for the name form. All subject names, in @ertificates issued by the subject CA and subsequent| CAs in a
certificatign path, which are of a constrained name form, shall be located in the constrained name space for the
certificate fo be acceptable.

permitteldSubtrees, if present, specifi€s the subtrees within which all the subject names that are of a ¢onstrained
name form) shall lie, for the certificatelto be acceptable. If excludedsubtrees is present, any certificate issued by the
subject CA or subsequent CAs in thé certification path that has a subject name within these subtrees is unacgeptable. If
both pernfi ttedSubtrees andiexcludedsubtrees are present for a name form and the name spaces gverlap, the
exclusion $tatement takes precedence.

If none of] the name forms of the subject name in the certificate is constrained by this extension, the certificate is
acceptable

In some qtuations;*more than one certificate may need to be issued to satisfy the name constraints requirements.
Annex G i|lustrates two of these situations. For example, if name constraints are defined for multiple name forms, but a
certificate peeds to meet the name constraints for only one of the name forms (logical OR on constraints), thén multiple
certificates should be issued, each constraining a single name form.

Of the name forms available through the GeneralName type, only those name forms that have a well-defined
hierarchical structure may be used in these fields.

The directoryName name form satisfies this requirement; when using this name form a naming subtree corresponds
to a DIT subtree. A certificate is considered subordinate to the base (and therefore a candidate to be within the
subtree) if the seQueENcE of rpNS, which forms the full DN in base, is identical to the initial sEQUENCE of the same
number of rRoNs which forms the first part of the DN of the subject (in the subject field or directoryName of
subjectAltNames extension) of the certificate. The DN of the subject of the certificate may have additional
trailing RDNS in its sequence that do not appear in the DN in base. The distinguishedNameMatch matching ruleis
used to compare the value of base with the initial sequence of RoNsin the DN of the subject of the certificate.

Conformant implementations are not required to recognize all possible name forms. If the extension is flagged as being
critical and a certificate-using implementation does not recognize a name form used in any base component, the
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certificate shall be handled as if an unrecognized critical extension had been encountered. If the extension is flagged as
being non-critical and a certificate-using implementation does not recognize a name form used in any base
component, then that subtree may be ignored.

When testing certificate subject names for consistency with a name constraint, names in non-critical subject alternative
name extensions shall be processed, not ignored.

This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
flagged as critical; otherwise, a relying party may not check that subsequent certificates in a certification path are
located in the constrained name spaces intended by the issuing CA.

If this extension is present and is flagged as being critical, then a relying party shall check that the certification path
being processed is consistent with the value in this extension.

Annex G contains examples of use of the name constraints extension.

8.4.2.3 [POlicy consraints extension

This field ppecifies constraints which may require explicit certificate policy identification or inhibit pelicy mapping for
the remainder of the certification path. Thisfield is defined as follows:

policyConstraints EXTENSION ::= {
SYNTA. PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints }

PolicyConstraintsSyntax ::= SEQUENCE {
requirjeExplicitPolicy [0] SkipCerts OPTIONAL,
inhibiltPolicyMapping [11] SkipCerts OPTIONAL,

}

(WITH [COMPONENTS {..., requireExplicitPolicy PRESENT }X|
WITH |[COMPONENTS {..., inhibitPolicyMapping PRESENT }-)

s ::= INTEGER(0..MAX)

ireExplicitPolicy component is present,-and the certification path includes a certificate ipsued by a
nominated| CA, it is necessary for all certificates in, the path to contain, in the certificate policies exfension, an
acceptablgpolicy identifier. An acceptable policy identifier isthe identifier of a certificate policy required by|the user of
the certifig¢ation path, the identifier of a policy which has been declared equivalent to one of these poligﬁ through
policy mapping, or any-policy. The nominated CA is either the issuer CA of the certificate containing this extension (if
the value gf requireExplicitPolicy iSQ) Or a CA which istheissuer of a subsequent certificate in the certification
path (as inflicated by a non-zero value).

If the inhibitPolicyMapping cOomponent is present, it indicatesthat, in al certificates starting from a nonfiinated CA
in the cert/fication path until the.end of the certification path, policy mapping is not permitted. The nomingted CA is
either the subject CA of the ceftificate containing this extension (if the value of inhibitPolicyMapping iS|0) or aCA
which is the subject of a subsequent certificate in the certification path (asindicated by a non-zero value).

A value of type skipCerts indicates the number of certificates in the certification path to skip before g constraint
becomes effective.

This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
flagged criftical7otherwise, arelying party may not correctly interpret the stipulation of the issuing CA.

8.4.2.4 Inhibit any policy extension

Thisfield specifies a constraint that indicates any-policy is not considered an explicit match for other certificate policies
for all non-self-issued certificates in the certification path starting with a nominated CA. The nominated CA is either the
subject CA of the certificate containing this extension (if the value of inhibitAnyPolicy is0) or a CA which isthe
subject of a subsequent certificate in the certification path (as indicated by a non-zero value).

inhibitAnyPolicy EXTENSION ::= {
SYNTAX SkipCerts
IDENTIFIED BY id-ce-inhibitAnyPolicy }

This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
critical, otherwise arelying party may not correctly interpret the stipulation of the issuing CA.

36 Rec. | TU-T X.509 (10/2012)


https://iecnorm.com/api/?name=1977cc425d8c875c2c9314217a0bf8da

| SO/l EC 9594-8:2014 (E)

8.5 Basic CRL extensions

85.1 Requirements

The following requirements relate to CRLS:

a)

b)

0)

Relying parties need to be able to track all CRLsissued from a CRL issuer or CRL distribution point (see
clause 8.6) and be able to detect a missing CRL in the sequence. CRL sequence numbers are therefore
required.

Some CRL users may wish to respond differently to a revocation, depending upon the reason for the
revocation. Thereis therefore arequirement for a CRL entry to indicate the reason for revocation.

There is a requirement for an authority to be able to temporarily suspend validity of a certificate and
subsequently either revoke or reinstate it. Possible reasons for such an action include:

— desire to reduce liability for erroneous revocation when a revocation request is unauthenticated and

)

85.2 CRL extension fields

The following extension fields)are defined:

t: 1ICI'T IO ;I I(J!JC\,'U&C ;I IfUI LI I;L;UI 1 tU u:Etu LIl I;I < vvhahu It IO V(]:Id,
—  other business needs, such as temporarily disabling the certificate of an entity pending an audit or
investigation.

A CRL contains, for each revoked certificate, the date when the authority posted theyrevocatipn. Further
information may be known as to when an actual or suspected key compromise occurred, and this
information may be valuable to arelying party. The revocation date is insuffiGient to solve some disputes
because, assuming the worgt, al signatures issued during the validity period.of the certificate|have to be
considered invalid. However, it may be important for a user that a signed document be regognized as
valid even though the key used to sign the message was compromisedhafter the signature wag produced.
To assist in solving this problem, a CRL entry can include a se€ond date which indicates when it was
known or suspected that the private key was compromised.

Relying parties need to be able to determine, from the CRL)itself, additional information in¢luding the
scope of certificates covered by this list, the ordering,of<tevocation notices, and which str of CRLs
the CRL number is unique within.

Issuers need the ability dynamically to change thepartitioning of CRLs and to refer relying partiesto the
new location for relevant CRLsiif the partitioning-changes.

Delta CRLs may also be available that ypdate a given base CRL. Relying parties need to|be able to
determine, from a given CRL, whether, delta CRLs are available, where they are located angl when the
next delta CRL will be issued.

In addition to CRLs publishing a notification that certificates have been revoked, there is a requirement
to publish a natification that certificates will be revoked as of a specified date and time in the future.

There is a requirement ta;provide more efficient ways to indicate in a CRL that a set of certificates has
been revoked.

@ CRL number;

) CRL&cope;

¢) Status referral;

@) {CRL stream identifier;

€) Ordered list;

f)  Detainformation;

g) Toberevoked;

h) Revoked Group of certificates; and
i) Expired certificates on CRL.

85.2.1 CRL number extension

This CRL extension field conveys a monotonically increasing sequence number for each CRL issued by a given CRL
issuer through a given authority directory attribute or CRL distribution point. It allows a CRL user to detect whether
CRLsissued prior to the one being processed were also seen and processed. Thisfield is defined as follows:

cRLNumber EXTENSION ::= {
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SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }

CRLNumber ::= INTEGER(0..MAX)

This extension is always non-critical.

8.5.22 CRL scopeextension
NOTE — Use of the CRL scope extension is deprecated.

The scope of a CRL is indicated within that CRL using the following CRL extension. In order to prevent a CRL
substitution attack against an application that does not support the scope extension, the scope extension, if present, shall
be marked critical.

This extension may be used to provide scope statements of various CRL types including:

+ indirect CRLsthat provide revocation information about certificates issued by multiple authorifties;
4+ deltaCRLsthat update previously issued revocation information;

+ indirect delta-CRLs that provide revocation information that updates multiple base CRLs issued by a
single authority or by multiple authorities.

crlScope EXTENSION ::= {
SYNTA. CRLScopeSyntax
IDENTIFIED BY id-ce-cRLScope }
CRLScopelSyntax ::= SEQUENCE SIZE (1..MAX) OF PerAuthorityScope

PerAuthdrityScope ::= SEQUENCE {
authorfityName [0] GeneralName OPTIONAL,
distrijputionPoint [1] DistributionPointName OPTIONAL,
onlyContains [2] OnlyCertificateTypes OPTIONAL,
onlySomeReasons [4] ReasonFlags OPTIONAL,
serialNumberRange [5] NumberRange OPTIONAL
subjedtKeyIdRange [6] NumberRange OPTIONAL,
nameSubtrees [7] GeneralNames OPTIONAL,
baseRgvocationInfo [9] BaseRevocationInfo OPTIONAL,

}

OnlyCertlificateTypes ::= BIT STRING({

user (0),

authorjity (1),
attribute (2)}

NumberRange ::= SEQUENCE_{
startingNumber [0] (INTEGER OPTIONAL,
endingNumber [1] INTEGER OPTIONAL,

modululs INTEGER OPTIONAL,

BaseRevdcationInfo ::= SEQUENCE {
cRLStrleamIdentifier [0] CRLStreamIdentifier OPTIONAL,
cRLN er [1] CRLNumber,
baseThisUpdate [2] GeneralizedTime,

o)

If the CRL is an indirect CRL that provides revocation status information for multiple authorities, the extension will
include multiple PerauthorityScope constructs, one or more for each of the authorities for which revocation
information is included. Each instance of PerauthorityScope that relates to an authority other than that issuing this
CRL shal contain the authorityName component. If the CRL is a dCRL that provides delta revocation status
infformation for multiple base CRLs issued by a single authority, the extension will include multiple
PerAuthorityScope constructs, one for each of the base CRLs for which this dCRL provides updates. Even though
there would be multiple instances of the PerAuthorityScope construct, the value of the authorityName
component, if present, would be the same for all instances.

If the CRL is an indirect dCRL that provides delta revocation status information for multiple base CRLs issued by
multiple authorities, the extension will include multiple PerauthorityScope constructs, one for each of the base
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CRLs for which this dCRL provides updates. Each instance of PerAuthorityScope that relates to an authority other
than that issuing thisindirect dCRL shall include the authorityName component.

For each instance of PerauthorityScope present in the extension, the fields are used as follows. Note that in the case
of indirect CRLs and indirect dCRLs, each instance of PerAuthorityScope may contain different combinations of
these fields and different values.

The authorityName field, if present, identifies the authority that issued the certificates for which revocation
information is provided. If authorityName isomitted, it defaults to the CRL issuer name.

ThedistributionPoint field, if present, isused as described in the issuingDistributionPoint extension.

The onlycontains field, if present, indicates the type(s) of certificates for which the CRL contains revocation status
information. If thisfield is absent, the CRL contains information about all certificate types.

The onlySomeReasons field, if present, is used as described inthe issuingDistributionPoint extension.

The seriglNumberRange element, if present, is used as follows. When a modulus value is present, the Serjal humber
is reduced|modulo the given value before checking for presence in the range. Then, a certificate with @(redyced) serial
number is ponsidered to be within the scope of the CRL if itis:

+ equal to or greater than startingNumber, and less than endingNumber, Wherelboth are present; or
+ equal to or greater than startingNumber, When endingNumber iS not present;”or
4+ lessthan endingNumber When startingNumber iS Not present.

number u is the value in the certificate€'s subjectkeyIdentifier extension. The DER encoding ¢f the BIT
STRING (¢mitting the tag, length and unused bits octet) is to be regarded “as-the value of the DER encading of an
INTEGER. |[If bit O of the BIT STRING is set, then an additional zero octet should be prepended to ensure the resulting
encoding represents a positive INTEGER. €.9..

03 02 01 f|7 (represents bits 0-6 set)

The subj%cjtxeyxdnange dement, if present, is interpreted the same as serieiNumberRange, except that the

maps to
0202007 (i.e., decimal 247)

Thenamegubtrees field, if present, uses the same conventions for name forms as specified in the nameConfstraints
extension.

ThebasekevocationInfo field, if present;indicates that the CRL is a dCRL with respect to the certificales covered
by that PeraAuthorityScope construct, Useof the criscope extension to identify a CRL as a dCRL diffefs from use
of the defltacRLIdentifier extension in the following way. In the crlscope case, the informatjon in the
baseRevdcationInfo component indicates the point in time from which the CRL containing this extensign provides
updates. Allthough this is done by.feferencing a CRL, the referenced CRL may or may not be one that is cgmplete for
the applicdble scope, whereas(the deltacRLIdentifier extension references an issued CRL that is compjete for the
applicable| scope. However,.the updated information provided in a dCRL containing the crlscope exfension are
updates to|the revocation-information that is complete for the applicable scope regardless of whether or ngt the CRL
referenced|in baseRevocationInfo Was actually issued as one that is complete for that same scope. This nechanism
provides more flexibility than the deltacRLIndicator extension since users can be constructing full CRLs locally
and be corfstructing based on time rather than issuance of base CRLs that are complete for the applicable scope. In both
cases, a d¢RIx always prowdec updates to revocation status for certlflcates within ag|ven scope s nce a speC| icpointin
time. How omplete for
that scope Was issued and referenced In the crlScope case, that point in time may be one for which the referenced
CRL that was issued may or may not be one that is complete for that scope.

Depending on the policy of the responsible authority, several dCRLs may be published before a new base CRL is
published. dCRLs containing the crlscope extension to reference their building point need not necessarily reference
the cRLNumber Of the most recently issued base CRL in the BaseRevocationInfo field. However, the cRLNumber
referenced in the BaseRevocationInfo field of a dCRL shall be less than or equal to the cRLNumber of the most
recently issued CRL that is complete for the applicable scope.

Note that the issuingDistributionPoint extension and crlscope extension can conflict with each other and are
not intended to be used together. However, if the CRL contains both an issuingDistributionPoint extension and
acrlscope extension, then a public-key certificate falls within the scope of the CRL if and only if it meets the criteria
of both extensions. If the CRL contains an AAissuingDistributionPoint extension, but does not contain an
issuingDistributionPoint Of crlScope extension, then the scope does not include public-key certificates. If the
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CRL does not contain an issuingDistributionPoint, AAissuingDistributionPoint, Of crlScope extension,
then the scope is the entire scope of the authority, and the CRL may be used for any certificate from that authority.
Similarly, the AaAissuingDistributionPoint extension and crlscope extension can conflict with each other and
are not intended to be used together. However, if the CRL contains both an AaissuingDistributionPoint
extension and a crlscope extension, then an attribute certificate falls within the scope of the CRL if and only if it
meets the criteria of both extensions. If the CRL contains an issuingbistributionPoint extension, but does not
contain an AAissuingDistributionPoint OF crlScope extension, then the scope does not include attribute
certificates. If the CRL does not contain an issuingDistributionPoint, AAissuingDistributionPoint, OF
crlScope extension, then the scope is the entire scope of the authority, and the CRL may be used for any certificate
from that authority.

When a relying party uses a CRL that contains a crlscope extension to check the status of a certificate, it should
check that the certificate and reason codes of interest fall within the scope of the CRL as defined by the crlscope
extension, asfollows:

@ Therelying party shall check that the certificate falls within the scope indicated by the intersegtion of the
serialNumberRange, subjectKeyIdRange, and nameSubtrees Scopes, and is_Censistent with
distributionPoint, and onlyContains if present, for the relevant PerAuthorjityScope
construct.

b)) If the CRL contains an onlySomeReasons component in the crlscope extension, then the relying
party shall check that the reason codes covered by this CRL are adequate for the purpqgses of the
application. If not, additional CRLs may be required. Note that if the GRL’contains both alcriscope
extension and an issuingDistributionPoint extension, and both'eontain an onlySomeReasons
component, then only those reason codes included in the onlySémeReasons components of both
extensions are covered by this CRL.

85.2.3 $tatusreferral extension

This CRL |extension is for use within the CRL structure as a meansto, convey information about revocation notices to
relying pafties. As such, it would be present in a CRL structure that itself contains no certificate revocation|notices. A
CRL strucfure containing this extension shall not be used by relying parties or relying parties as a source of [revocation
notices, byt rather as a tool to ensure that the appropriate revecation information is used. Any CRL containing this
extension $hall not be used as the source for arelying party‘te check revocation status of any certificate. Rather, a CRL
containing| this extension may be used by a relying party as an additional tool to locate the appropriatd CRLSs for
checking rpvocation status.

This extension serves two primary functions:

4+ This extension provides a mechanism to publish a trusted "list of CRLS" including all t

their needs. For example;'an authority may issue a new, authenticated CRL list periodicall
with a relatively high reissue frequency (in comparison with other CRL reissue frequenci

retrieval of CRLs. Furthermore, by using this mechanism, relying parties become aware of CRLs issued
by the autherity between its usual update cycles, thereby improving the timeliness of the CRL pystem.

4+ This(extension also provides a mechanism to redirect a relying party from a preliminafy location
(eg5-one pointed to in a CRL distribution point extension, or the directory entry of the issuing authority)
fo_a different location for revocation information. This feature enables authorities to modify the CRL
partitioning scheme they use without impacting existing certificates or relying parties. To aghieve this,
the authority would include each new location and the scope of the CRL that would be found at that
location. The relying party would compare the certificate of interest with the scope statements and follow
the pointer to the appropriate new location for revocation information relevant to that certificate it is
validating.

The extension is itself extensible and in future other non-CRL based revocation schemes may also be referred to, using
this extension.

statusReferrals EXTENSION ::= {
SYNTAX StatusReferrals
IDENTIFIED BY id-ce-statusReferrals }
StatusReferrals ::= SEQUENCE SIZE (l..MAX) OF StatusReferral

StatusReferral ::= CHOICE {
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cRLReferral [0] CRLReferral,
otherReferral [1] INSTANCE OF OTHER-REFERRAL,
-}

CRLReferral ::= SEQUENCE {
issuer [0] GeneralName OPTIONAL,
location [1] GeneralName OPTIONAL,
deltaRefInfo [2] DeltaRefInfo OPTIONAL,
cRLScope CRLScopeSyntax,
lastUpdate [3] GeneralizedTime OPTIONAL,

lastChangedCRL [4] GeneralizedTime OPTIONAL,

,

DeltaRefInfo ::= SEQUENCE ({
deltalLocation GeneralName,

lastDefta — GeneraltzedTime OPTIONAL;

OTHER-RHEFERRAL ::= TYPE-IDENTIFIER

The issu¢r component identifies the entity that signs the CRL; this defaults to the issuer name of the eng
CRL.

The location component provides the location to which the referral is to be directed, and defaults to the sar
the issuef name.

The deltaRrRefInfo component provides an optional alternative location from which a dCRL may be obtai
optional dgte of the previous delta.

The crLSs¢ope component provides the scope of the CRL that will be foundat the referenced location.

The 1astypdate component is the value of the thisupdate field.ifi.the most recently issued referenced CR

The lastfhangedCRL component is the value of the thisupdate field in the most recently issued CR
changed content.

The OTHER - REFERRAL provides extensibility to enable ether non-CRL based revocation schemes to be accq
in future.

This extension, is always flagged critical to ensureithat the CRL containing this extension is not inadvertentl
by certificite-using systems as the source of revacation status information about certificates.

If this extgnsion is present and is recognized by a certificate-using system, that system shall not use the CRL
of revocat|on status information. The System should use either the information contained in this extensio
means outside the scope of this Directory Specification, to locate appropriate revocation status information.

revocation| status information. jThe system should use other means, outside the scope of this Directory Speci
locate appiopriate revocation information.

8524
The CRL

RL stream identifier extension

ream identifier field is used to identify the context within which the CRL number is unique.

ompassing

nevalue as

ned and an

L.
L that has

mmodated

y relied on

8BS a source
n, or other

sion is present butis'not recognized by a relying party, that system shall not use the CRL as @ source of

fication, to

cRLStre sz {

SYNTAX CRLStreamIdentifier
IDENTIFIED BY id-ce-cRLStreamIdentifier }

CRLStreamIdentifier ::= INTEGER (0..MAX)

This extension is always non-critical.

Each value of this extension, per authority, shall be unique. The CRL stream identifier combined with a CRL Number

serve as a unique identifier for each CRL issued by any given authority, regardless of the type of CRL.

85.25 Ordered list extension

The ordered list extension indicates that the sequence of revoked certificates in the revokedcertificates field of a
CRL isin ascending order by either certificate serial number or revocation date. Thisfield is defined as follows:

orderedList EXTENSION ::= {
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SYNTAX
IDENTI

OrderedL
ascSer
ascRevV!

..}

OrderedListSyntax
FIED BY id-ce-orderedList }

istSyntax ::= ENUMERATED {
ialNum (0),
Date (1),

This extension is always non-critical.

— ascSerialNum indicates that the sequence of revoked certificates in a CRL is in ascending order of

certificate serial number, based on the value of the serialNumber component of each entry in thelist.

— ascRevDate indicates that the sequence of revoked certificates in a CRL is in ascending order of

revocation date, based on the value of the revocationbDate component of each entry in thelist.

If orderedrist isnot present, no information is provided asto the ordering, if any, of thelist of revoked certificatesin

the CRL.

8526 I

This CRL
available f
found and

Delta | nfor mation extension

extension is for use in CRLs that are not dCRLs and is used to indicate to relying partieésthat dCRLs are also
br the CRL containing this extension. The extension provides the location at which-the related dCRLs can be
pptionally the time at which the next dCRL isto be issued.

deltaInf]
SYNTA.
IDENT

DeltalIn
delta
nextD

o}

This exten

8527
This CRL

0 EXTENSION ::= {
DeltaInformation
FIED BY id-ce-deltaInfo }

rmation ::= SEQUENCE {

cation GeneralName,
lta GeneralizedTime OPTIONAL,

5ion is always non-critical.

0 berevoked extension

extension allows for the notification that certificates will be revoked as of a specified date and fime in the

future. Th

toBeRevoked extension is used to spegify the reason for the certificate revocation, the date gnd time at

which the| certificate will be revoked, and the -group of certificates to be revoked. Each list can contajn a single

certificate

key certifigates or attribute certificates.

ial number, a range of certificate(Serial numbers or a named subtree. These certificates may|be public-

toBeRevoked EXTENSION ::= {

SYNTA. ToBeRevokedSyntax

IDENTIFIED BY id-ce-toBeRevoked }
ToBeRevokedSyntax ::=\ SEQUENCE SIZE (1..MAX) OF ToBeRevokedGroup
ToBeRevdkedGroup (3l:= SEQUENCE {

certifficateIssuer [0] GeneralName OPTIONAL,

reasonInfo [1] ReasonInfo OPTIONAL,

revocationTime GeneralizedTime,

certiqicateGroup CertificateGroup,

ReasonIn
reason

fo ::= SEQUENCE ({
Code CRLReason,

holdInstructionCode HoldInstruction OPTIONAL,
o)

CertificateGroup ::= CHOICE {
serialNumbers [0] CertificateSerialNumbers,
serialNumberRange [1] CertificateGroupNumberRange,
nameSubtree [2] GeneralName,

}

CertificateGroupNumberRange ::= SEQUENCE {
startingNumber [0] INTEGER,
endingNumber [1] INTEGER,
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-}
CertificateSerialNumbers ::= SEQUENCE SIZE (1l..MAX) OF CertificateSerialNumber

The certificateIssuer component, if present, identifies the authority (CA or AA) that issued all the certificates
listed in thisToBeRevokedGroup. If certificateIssuer isomitted, it defaultsto the CRL issuer name.

The reasonInfo component, if present, identifies the reason for the certificate revocations. If present, this field
indicates that al certificates identified in ToBeRevokedGroup Will be revoked for the reason indicated in this field. If
reasonCode contains the value certificateHold, the holdInstructionCode may aso be present. If present,
holdInstructionCode indicates the action to be taken on encountering any of the certificates identified in
RevokedGroup. This action should only be taken, after the revocation time indicated in the revocationTime field
has passed.

The revocationTime component |nd|cates the date and time at which th|s group of cert|f|cates will be revoked and
should the ater-than-the-thisUpdate containing this
extension.[If revocationTime iS before the nextUpdate t| me of the CRL containing thls extensmn the [certificates
shall be cgnsidered revoked between the revocationTime and the nextUpdate time by arelying party uging a CRL
containing| this extension. Otherwise, this is a notice that at specified time in the future these .certificales will be
revoked. nce the revocation time has passed, either the CA has revoked the certificate or not. 1 it has revoked the
certificate,| future CRLs shall include this on the list of revoked certificates, at least until thecertificate expires. If the
CA has ngt revoked the certificate, but still intends to revoke it in the future, it may jrctude the certifigate in this
extension pn subsequent CRLs with arevised revocationTime. If the CA no longer intends to revoke thelcertificate,
it may be gxcluded from all subsequent CRLs and the certificate shall not be considerédrevoked.

The certificateGroup component liststhe set of public-key certificates to befreyoked. This component identifies the
certificateg issued by the authority identified in certificateIssuer to-berevoked at the date/time identified in
revocatilonTime. This set of public-key certificates is not furtheri.refined by any outside confrols (eg.,
issuingDistributionPoint).

The serig1Numbers component, if present, shall hold the serial RUmber(s) of the certificate(s) issued by the identified
certificate jssuer that will be revoked at the specified time.

If the serjalNumberRange cOmponent is present, al certificates in the range beginning with the starting seffial number
and ending with the ending serial number and issued bysthe identified certificate issuer will be revoked at the specified
time.

If the nam¢subtree component is present, all public-key certificates with a subject/holder name that is subordinate to
the specifled name and issued by the identified certificate issuer will be revoked at the specified time. If the
nameSubtree contains a distinguished name then all distinguished names associated with the subject of afpublic-key
certificate(i.e., subject field and subjectaltNames extension) or holder field of an attribute certificate|need to be
considered. For other name forms, the\siibjectal tNames extension of public-key certificates and the holder field of
attribute certificates need to be considered. If at least one of the names associated with the subject/holder, cpntained in
the certifidate, is within the subtree specified in nameSubtree, that certificate will be revoked at the specified time. As
with the nhmeConstraints extension, not all name forms are appropriate for subtree specification. Only those that

This extension mayat‘the option of the CRL issuer, be flagged critical or non-critical. As the information provided in
this extengion applies’to revocations, which will occur in the future, it is recommended that it be flagged non-critical,
reducing the risk of problems with interoperability and backward compatibility.

85.28

A set of certificates that have been revoked can be published using the following CRL extension. Each list of
certificates to be revoked is associated with a specific certificate issuer and revocation time. Each list can contain a
range of certificate serial numbers or a named subtree. These certificates may be public-key certificates or attribute
certificates.

revokedGroups EXTENSION ::= {
SYNTAX RevokedGroupsSyntax
IDENTIFIED BY id-ce-RevokedGroups }

RevokedGroupsSyntax ::= SEQUENCE SIZE (1l..MAX) OF RevokedGroup
RevokedGroup ::= SEQUENCE {
certificateIssuer [0] GeneralName OPTIONAL,
reasonInfo [1] ReasonInfo OPTIONAL,
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invalidityDate [2] GeneralizedTime OPTIONAL,
revokedcertificateGroup [3] RevokedCertificateGroup,
-}

RevokedCertificateGroup ::= CHOICE {
serialNumberRange NumberRange,
nameSubtree GeneralName }

The certificateIssuer component, if present, identifies the authority (CA or AA) that issued all the certificates
listed in thisRevokedGroup. If certificateIssuer iSomitted, it defaultsto the CRL issuer name.

The reasonInfo component, if present, identifies the reason for the certificate revocations. If present, this field
indicates that all certificates identified in RevokedGroup were revoked for the reason indicated in this field. If
reasonCode contains the value certificateHold, the holdInstructionCode may also be present. If present,
holdInstructionCode indicates the action to be taken on encountering any of the certificates identified in
RevokedGroup

The inv4lidityDate component, if present, indicates the time from which al -certificates idj,htified in
Revokeddroup should be considered invalid. This date shall be earlier than the date contained in thisUpddte field of
the CRL. |f omitted, all certificates identified in RevokedGroup should be considered invalid a-least from the time
indicated ip the thisupdate field of the CRL. If the status of the certificate prior to the thisUpdate timeig critical to
a certificale-using system (e.g., to determine whether a digital signature that was createdcprior to this CRL issuance
occurred While the certificate was still valid or after it had been revoked), additiond)yevocation statug checking
techniqueq will be required to determine the actual date/time from which a given Certificate should be fconsidered
invalid.

The revokedCertificateGroup component lists the set of certificates that-have been revoked. This fomponent
identifies fhe certificates issued by the authority identified in certificateIssuer revoked under the¢ specified
conditions| This set of certificatesis not further refined by any outside controls (e.g., issuingDistributiopPoint).

If serialNumberRange IS present, all certificates containing certificate serial numbers within the specified range,
issued by the identified certificate issuer are applicable.

tree is present, al certificates with a subject/holder name that is subordinate to the specified name and

issued by the identified certificate issuer will be revoked at the specified time. If the namesubtree containga DN then

all DNs ciated with the subject of a public-key certificate (i.e., subject field and subjectaAltNames|extension)

or holdef field of an attribute certificate need to;be considered. For other name forms, the subj ec;F;Names
I

extension ¢f public-key certificates and the holdex field of attribute certificates need to be considered. If at one of
the name$ associated with the subject/holden, contained in the certificate, is within the subtree specified in
nameSubtjree, that certificate has been revoked. As with the nameConstraints extension, not all nhamg forms are
appropriate for subtree specification. ©Only those that have recognized subordination rules should be uged in this
extension.

This extension is always flagged:critical. Otherwise, a certificate-using system may incorrectly assume that ¢ertificates,
identified @s revoked within this extension, are not revoked. When this extension is present it may be the only| indication
of revokeqd certificates in.a'CRL (i.e., the revokedCertificates may be empty) or it may list revoked ertificates
that arein pddition to thaseindicated in the revokedcertificates field. A revoked certificate shall not bellisted both
inthe revpkedcertificates field and in this extension.

8.5.29 HKxpiredcertificateson CRL extension

This CRL pxtension field indicates that the CRL includes revocation notices for expired certificates.

expiredCertsOnCRL EXTENSION ::= {
SYNTAX ExpiredCertsOnCRL
IDENTIFIED BY id-ce-expiredCertsOnCRL }

ExpiredCertsOnCRL ::= GeneralizedTime
This extension is always non-critical.

The scope of a CRL containing this extension is extended to include the revocation status of certificates that expired at
the exact time specified in the extension or after that time. If limitations in the CRL's scope are specified (by either
reason codes or by distribution points), that applies to expired certificates as well. The revocation status of a certificate
shall not be updated once the certificate has expired.
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85.3 CRL entry extension fields

The following extension fields are defined:

a)
b)
c)

Reason code;
Hold instruction code; and
Invalidity date.

8.5.3.1 Reason code extension

This CRL entry extension field identifies a reason for the certificate revocation. The reason code may be used by
applications to decide, based on local policy, how to react to posted revocations. Thisfield is defined as follows:

reasonCode EXTENSION ::= {

SYNTAX

CRLReason

IDENTIFIED BY id-ce-reasonCode }

CRLReas : := ENUMERATED {
unspecified (0),
keyCompromise (1),
cAComplromise (2),
affililationChanged (3),
superseded (4),
cessatlionOfOperation (5),
certiflicateHold (6),
removelFromCRL (8),
privillegeWithdrawn (9),
aACompromise (10),

-}

The following reason code values indicate why a certificate was revoked:

A certificgté\may be placed on hold by issuing a CRL entry with areason code of certificateHold. The

unspecified can be used to revoke certificates forreasons other than the specific codes.

keyCompromise iS used in revoking an end-entity. certificate; it indicates that it is known o
that the subject's private key, or other aspects-of the subject validated in the certificate,
compromised.

suspected
have been

subject's private key, or other aspects©f the subject validated in the certificate, have been compromised.

cACompromise iS used in revoking a CA-certificate; it indicates that it is known or suspecfd that the

affiliationChanged indicates that the subject's name or other information in the certific
modified but there is no cause to-suspect that the private key has been compromised.

superseded indicates that:the certificate has been superseded but there is no cause to susp
private key has been compromised.

cessationOfOperation indicates that the certificate is no longer needed for the purpose f
was issued but theré is no cause to suspect that the private key has been compromised.

e has been

bet that the

br which it

privilegeWithdrawn indicates that a certificate (public-key or attribute certificate) was revoked

because-a privilege contained within that certificate has been withdrawn.

aACompromise indicates that it is known or suspected that aspects of the AA validated in the attribute

certificate have been compromised.

certificate

hold notice may include an optiona hold Instruction code to convey additional information to relying parties (see
clause 8.5.2.3). Once a hold has been issued, it may be handled in one of three ways:

a)

b)

0)

it may remain on the CRL with no further action, causing users to reject transactions issued
hold period,;

during the

it may be replaced by a (final) revocation for the same certificate, in which case the reason shall be one
of the standard reasons for revocation, the revocation date shall be the date the certificate was placed on

hold, and the optional instruction code extension field shall not appear;
it may be explicitly released and the entry removed from the CRL.

The removeFromCRL reason code is for use with delta-CRL s (see clause 8.6) only and indicates that an existing CRL
entry should now be removed owing to certificate expiration or hold release. An entry with this reason code shall be
used in delta-CRLs for which the corresponding base CRL or any subseguent (delta or complete for scope) CRL
contains an entry for the same certificate with reason code certificateHold.
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8.5.3.2 Hold instruction code extension

This CRL entry extension field provides for the inclusion of aregistered instruction identifier to indicate the action to be

taken on encountering a held certificate. It is applicable only in an entry having acertificateHold reason
field is defined as follows:

holdInstructionCode EXTENSION ::= {
SYNTAX HoldInstruction
IDENTIFIED BY id-ce-instructionCode }

HoldInstruction ::= OBJECT IDENTIFIER

code. This

This extension is always non-critical. No standard hold instruction codes are defined in this Directory Specification.

NOTE — Examples of hold instructions might be "please communicate with the CA" or "repossess the user's token".

8.5.3.3 lI[nhvalidity date extension

This CRL| entry extension field indicates the date at which it is known or suspected that the|privat
compromis$ed or that the certificate should otherwise be considered invalid. This date may be earliepthan the
date in the|] CRL entry, which is the date at which the authority processed the revocation. This figld is defined

invalidiltyDate EXTENSION ::= {
SYNTA GeneralizedTime
IDENTIFIED BY id-ce-invalidityDate }

This extengion is always non-critical.

NOTE 1 — The date in this extension is not, by itself, sufficient for non-repudiation” purposes. For example, this dg
date adyised by the private key holder, and it is possible for such a person fraudulently to claim that a key was ¢
sometinpe in the past, in order to repudiate a validly-generated signature.

NOTE 2 — When arevocation is first posted by an authority in a CRL #theinvalidity date may precede the date of iss
CRLs. The revocation date should not precede the date of issue of earlier CRLS.

8.6 CRL distribution points and delta-CRL extensions

8.6.1 equirements

As it is pgssible for revocation lists to become large and unwieldy, the ability to represent partial CRLS i
Different golutions are needed for two different'types of implementations that process CRLs.

b key was
revocation
s follows:

te may be a
bmpromised

Lie of earlier

S required.

The first fype of implementation is inindividual workstations, possibly in an attached cryptographic token. These

implementiations are likely to have linited, if any, trusted storage capacity. Therefore the entire CRL would
examined o determine if it is valid,; and then to see if the certificate is valid. This processing could be lern
CRL islorg. Partitioning of CRIssis required to eliminate this problem for these implementations.

The seconf type of implementation is on high performance servers where a large volume of messages is
e.g., a trarfsaction processing server. In this environment, CRLs are typically processed as a background t
after the CRL is validated, the contents of the CRL are stored locally in a representation which expé
examinatign, e.g., -one bit for each certificate indicating if it has been revoked. This representation is helg
storage. This type of server will typically require up-to-date CRLs for alarge number of authorities. Since it

need to be
othy if the

processed,
psk where,
bdites their

in trusted
il ready has
&, called a

The following requirements therefore relate to CRL distribution points and dCRLS:

a) Inorder to control CRL sizes, it needs to be possible to assign subsets of the set of al certificates issued
by one authority to different CRLs. This can be achieved by associating every certificate with a CRL

distribution point which is either:

— aDirectory entry whose CRL attribute will contain a revocation entry for that certificate, if it has

been revoked; or

— alocation such as an electronic mail address or Internet Uniform Resource Identifier from which the

applicable CRL can be obtained.

b) For performance reasons, it is desirable to reduce the number of CRLs that need to be checked when
validating multiple certificates, e.g., a certification path. This can be achieved by having one CRL issuer

sign and issue CRL s containing revocations from multiple authorities.
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There is arequirement for separate CRL s covering revoked authority certificates and revoked end-entity
certificates. This facilitates the processing of certification paths as the CRL for revoked authority
certificates can be expected to be very short (usualy empty). The authorityRevocationList and
certificateRevocationList attributes have been specified for this purpose. However, for this
separation to be secure, it is necessary to have an indicator in a CRL identifying which list it is.
Otherwise, illegitimate substitution of one list for the other cannot be detected.

Provision is needed for a different CRL to exist for potential compromise situations (when there is a
significant risk of private key misuse) than that including all routine binding terminations (when there is
no significant risk of private key misuse).

Provision is also needed for partial CRLs (known as dCRLS) which only contain entries for certificates
that have been revoked since the issuance of abase CRL.

For delta CRLs, provision is needed to indicate the date/time after which thislist contains updates.
There is a requirement to indicate within a certificate, where to find the freshest CRL (e.q.. most recent

8.6.2 CRL distribution point and delta-CRL extension fields

The following extension fields are defined:

:
k
q
q

f
9)

delta).

CRL distribution points;
Issuing distribution point;
AAissuingDistributionPoint;
Certificate issuer;

Delta CRL indicator;

Base update;

Freshest CRL.

CRL distripution points and freshest CRL shall be used only as\a certificate extension. Issuing distribution
issuing digtribution point, delta CRL indicator and base update.shall be used only as CRL extensions. Certif
shall be used only asa CRL entry extension.

While the
they apply|

to end-entjties and/or CAs. The AA issuing distribution point extension applies only to attribute certificatg

users and

these, thenthat CRL would need to include both extensions.

8.6.2.1 CRL distribution points extension

The CRL
certificates

issuing distribution point extension and the AA issuing distribution point extension serve similal
to different certificates. The issuing distribution point extension applies only to public-key certifig

AAs, as well as public-key certificates issued to SOAs. If a single CRL covers certificate type

distribution points extension shall be used only as a certificate extension and may be used in

point, AA
cate issuer

purposes,
ates issued
S issued to
5 that span

authority-

b, end-entity publickey certificates and in attribute certificates. This field identifies the CRL distribution
point or pgints to which arelying party should refer to ascertain if the certificate has been revoked. A relyin

) party can

obtain a ¢RL from an«applicable distribution point or it may be able to obtain a current complete CRIL from the
authority directory entry-
Thisfield {s defined:as follows:
cRLDistrlibdtionPoints EXTENSION ::= {
SYNTAX——€REPI=stPointsSyntax
IDENTIFIED BY id-ce-cRLDistributionPoints }
CRLDistPointsSyntax ::= SEQUENCE SIZE (1l..MAX) OF DistributionPoint
DistributionPoint ::= SEQUENCE {
distributionPoint [0] DistributionPointName OPTIONAL,
reasons [1] ReasonFlags OPTIONAL,
cRLIssuer [2] GeneralNames OPTIONAL,
-}
DistributionPointName ::= CHOICE {
fullName [0] GeneralNames,
nameRelativeToCRLIssuer [1] RelativeDistinguishedName,
-}
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ReasonFlags ::= BIT STRING ({
unused (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
certificateHold (6).,
privilegeWithdrawn (7).,
aACompromise (8) }

ThedistributionPoint component identifiesthe location from which the CRL can be obtained. If this component is
absent, the distribution point name defaults to the CRL issuer name.

When the fullName aternative is used or when the default applies, the distribution point name may have multiple
name forms. The same name, in at Ieast one of |ts name forms shaII be pr%ent in the distributionPoint component
of the issUmng [ 3s al name
forms. It brms for a
distribution point can be processed, arelying party can still use the certificate provided reqwsute revocation ipformation

The nam
distingui
nameRel

distingui

RelativeToCRLIssuer component can be used only if the CRL distribution point is @ssigned a
ed name that is directly subordinate to the distinguished name of the CRLjissuer. In thig case, the
tiveToCRLIssuer COmponent conveys the relative distinguished name with’respect to the CRL issuer
ed name.

The reas¢ns component indicates the revocation reasons covered by this CRL{ 1f\the reasons component is absent,
the corresponding CRL distribution point distributes a CRL which will contain an entry for this certifi¢ate if this
certificate has been revoked, regardless of revocation reason. Otherwise, thé.reasons value indicates which|revocation
reasons ar¢ covered by the corresponding CRL distribution point.

The crLIgsuer component identifies the authority that issues and-signs the CRL. If this component is absent, the CRL
issuer name defaults to the certificate issuer name.

This extenpsion may, at the option of the certificate issuery be either critical or non-critical. In the interests of
interoperability, it is recommended that it be flagged non-critical.

If this extgnsion is flagged critical then arelying partyishall not use the certificate without first retrieving and checking
a CRL from one of the nominated distribution points‘covering the reason codes of interest. Where the distribytion points
are used tq distribute CRL information for all revocation reason codes and al certificates issued by the CA [nclude the
cRLDistrlibutionPoints asacritical extension, the CA is not required to also publish afull CRL at the CA entry.

If this extgnsion is flagged non-critical-anda relying party does not recognize the extension field type, then that system
should only use the certificate if:

+ it can acquire andseheck a complete CRL from the authority (that the latter CRL is complete ifs indicated
by the absence 6f an issuing distribution point extension field in the CRL);

+  revocation ¢hecking is not required under local policy; or

4 revocation-checking is accomplished by other means.

NOTE 1 —It is pessible to have CRLs issued by more than one CRL issuer for the one certificate. Coordination of these CRL
issuers Fd the'issuing authority is an aspect of authority policy.

NOTE R.~The meaning of each reason code is as defined in the Reason Code field in clause 8.5.3.1 of this Directory
Specifidatien:

8.6.2.2 Issuingdistribution point extension

This CRL extension field identifies the CRL distribution point for public-key certificates for this particular CRL, and
indicates if the CRL isindirect, or if it is limited to covering only a subset of the revocation information. If using only
partitioned CRLSs, the full set of partitioned CRLs shall cover the complete set of certificates whose revocation status
will be reported using the CRL mechanism. Thus, the complete set of partitioned CRLs shall be equivalent to a full
CRL for the same set of certificates, if the CRL issuer was not using partitioned CRLs. The limitation may be based on
a subset of the certificate population or on a subset of revocation reasons. The CRL is signed by the CRL issuer's
private key — CRL distribution points do not have their own key pairs. However, for a CRL distributed via the
Directory, the CRL is stored in the entry of the CRL distribution point, which may not be the directory entry of the CRL
issuer. If the issuing distribution point field, the AA issuing distribution point field, and the CRL scope field are all
absent, the CRL shall contain entries for all revoked unexpired public-key certificates issued by the CRL issuer. If the
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issuing distribution point field and the CRL scope field are both absent, but the AA issuing distribution point field is
present, the scope of the CRL does not include public-key certificates.

After a certificate appears on a CRL, it may be deleted from a subsequent CRL after the certificate's expiry. Thisfield is
defined asfollows:

issuingDistributionPoint EXTENSION ::= {
SYNTAX IssuingDistPointSyntax
IDENTIFIED BY id-ce-issuingDistributionPoint }

IssuingDistPointSyntax ::= SEQUENCE {
-- If onlyContainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE,
-- the CRL covers both certificate types

distributionPoint [0] DistributionPointName OPTIONAL,
onlyContainsUserPublicKeyCerts [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
indirejctCRL [4] BOOLEAN DEFAULT FALSE,

-}

The distfibutionPoint component contains the name of the distribution point in one or mere nam¢ forms. If
onlyContlainsUserPublicKeyCerts iS TRUE, the CRL only contains revocations forend-entity [public-key
certificateg. If onlyContainscacerts iS TRUE, the CRL only contains revocations-for CA-certificates. If
onlyContlainsUserPublicKeyCerts and onlyContainsCACerts are both rFarsg, the CRL contains evocations

particular &
entry or i

thority responsible for each entry is asindicated by the ceztificateIssuer CRL entry extensi
accordance with the defaulting rules described in clause8.6.2.3. Consequently, a certificate usi

certificdateIssuer CRL entry extension. In such a CRL, it.isthe responsibility of the CRL issuer to en
CRL is cgmplete in that it contains all revocation entries; consistent with onlyContainsUserPublic
onlyContlainsCACerts, and onlySomeReasons indicators, from al authorities that identify this CRL i
public-key] certificates.

If CRLs are partitioned by reason code, and the reason code changes for a revoked certificate (causing the cértificate to
move fron one CRL stream to another), it isnecessary to continue to include the certificate on the CRL str for the
old revocafion reason until the nextupdateltimes of all CRLS, that do not list the certificate, on the CRL str¢am for the
new reasom code have been reached.

If the CRU contains an issuingDistributionPoint extension with the distributionPoint cOmpongnt present,
at least ong¢ name for the distribution point in the certificate (e.g., cRLDistributionPoints, freshestCRl, issuer)
shal matth a name for,-the distribution point in the CRL. Also, it may be the case that| only the
nameReldtiveToCRLIssuer field is present. In that case, a name comparison would be done on the full DN,
constructel by appending-the value of the nameRelativeToCRLIssuer t0 the DN found in the issuer field of the
CRL. If the names beitig compared are DNs (as opposed to names of other forms within the GeneralNames [construct),

For CRLs dlstrlbuted vrathe Dlrectory, the foIIOW| ng rules apply If the CRL is a dCRL it shaII be dlsIrlbuted via the
deltaRevieeatis C istrib entified, via the
deltaRevocationList attrl bute of the CRL issuer entry, regardless of the settl ngs for certlflcare types covered by the
CRL. Unlessthe CRL isadCRL.:

— a CRL which has onlyContainsCACerts Set to TRUE and does not contan an
aAissuingDistributionPoint extension shall be distributed via the authorityRevocationList
attribute of the associated distribution point or, if no distribution point is identified, via the
authorityRevocationList attribute of the CRL issuer entry;

— a CRL which has onlycontainscAcerts set to TRUE and contans an
aAissuingDistributionPoint extension with containsUserAttributeCerts Set t0 FALSE shall
be distributed viathe authorityRevocationList attribute of the associated distribution point or, if no
distribution point isidentified, viathe authorityRevocationList attribute of the CRL issuer entry;
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— a CRL which has only onlyContainsCACerts Set to FALSE shall be distributed via the
certificateRevocationList dttribute of the associated distribution point or, if no distribution point
isidentified, viathe certificateRevocationList attribute of the CRL issuer entry;

— a CRL which contains both an issuingDistributionPoint extension and an
aAissuingDistributionPoint extension with containsUserAttributeCerts Set to TRUE shall
be distributed viathe certificateRevocationList attribute of the associated distribution point or, if
no distribution point is identified, via the certificateRevocationList &ttribute of the CRL issuer
entry.

This extension is always critical. A relying party that does not understand this extension cannot assume that the CRL
contains a complete list of revoked certificates of the identified authority. CRLs not containing critical extensions shall
contain al current CRL entries for the issuing authority, including entries for all revoked end-entity certificates and
authority certificates.

NOTE — The means by which revocation information is communicated by authorities to CRL issuers is beyond the scope of this
Directofy Specification.

If an authgrity publishes a CRL with onlyContainsUserPublicKeyCerts or onlyContainsCA Certs set tO\TRUE, then the
authority shall ensure that all CA-certificates covered by this CRL contain the basicConstraints extension.

8.6.2.3 Certificateissuer extension

This CRL |entry extension identifies the certificate issuer associated with an entry in an indirect CRL, i.e., ¢ CRL that
has the inflirectcRL indicator set in its issuing distribution point extension. If this extension is not present pn the first
entry in ar] indirect CRL, the certificate issuer defaults to the CRL issuer. On subseguent entriesin an indirg¢ct CRL, if
this extengon is not present, the certificate issuer for the entry is the same as that/fonthe preceding entry.

Thisfield Is defined as follows:

certificateIssuer EXTENSION ::= {
SYNTAaa GeneralNames
IDENTIFIED BY id-ce-certificateIssuer }

This extension is always critical. If an implementation ignores this extension, it cannot correctly pair CRY entries to
certificate jssuers.

8.6.2.4 [Pelta CRL indicator extension

The delta CRL indicator field identifies a CRL as being a delta CRL (dCRL) that provides updates to a referpnced base
CRL. The|referenced base CRL is a CRL thatwas explicitly issued as a CRL that is complete for a given scope. The
CRL contgining the delta CRL indicator extension contains updates to the certificate revocation status for| that same
scope. Thip scope does not necessarily include all revocation reasons or all certificates issued by a CA, espedialy in the
case wherg the CRL is a CRL distribution point. However, the combination of a CRL containing the delta CRL
indicator gxtension plus the CRL referenced in the BasecRLNumber component of this extension is equivalént to a full
CRL, for the applicable scope, atthe time of publication of the dCRL.

Thisfield Is defined as follows:

deltaCRLIndicatox JEXTENSION ::= {
SYNTA BaseCRLNumber
IDENTIFIED BY. id-ce-deltaCRLIndicator }

BaseCRL er ::= CRLNumber

The value of type BaseCRLNumber identifies the CRL number of the base CRL that was used as the foundation in the
generation of this dCRL. The referenced CRL shall be a CRL that is complete for the applicable scope.

This extension is always critical. A relying party that does not understand the use of dCRLs should not use a CRL
containing this extension, as the CRL may not be as complete as the user expects.

8.6.25 Baseupdate extension

The base update field is for use in dCRLs and is used to identify the date/time after which this delta provides updates to
the revocation status. This extension should only be used in dCRLs that contain the deltaCRLIndicator extension. A
dCRL that instead contains the crl1scope extension does not require this extension as the baseThisupdate field of
the crlscope extension can be used for the same purpose.

baseUpdateTime EXTENSION ::= {
SYNTAX GeneralizedTime

50 Rec. | TU-T X.509 (10/2012)


https://iecnorm.com/api/?name=1977cc425d8c875c2c9314217a0bf8da

| SO/IEC 9594-8:2014 (E)
IDENTIFIED BY id-ce-baseUpdateTime }

This extension is always non-critical.

8.6.2.6 Freshest CRL extension

The freshest CRL extension may be used as either a certificate or CRL extension. Within certificates, this extension
may be used in certificates issued to authorities, as well as certificates issued to users. This field identifies the CRL to
which arelying party should refer to obtain the freshest revocation information (e.g., latest dCRL). Thisfield is defined
asfollows:

freshestCRL EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-freshestCRL }

The value of type cRLDistPointsSyntax isasdefined in the CRL distribution points extension in clause 8.6.2.1.

This extension may, at the option of the certificate issuer, be either critical or non-critical. If the freshest CRY extension
is made critical, arelying party shall not use the certificate without first retrieving and checking the freshest CRL. If the
extension |s flagged non-critical, the certificate-using system may use loca means to determine whether the freshest
CRL isrequired to be checked.

8.6.2.7 AA issuingdistribution point extension

This CRL |extension field identifies the CRL distribution point for attribute certificates for this particular|f CRL, and
indicates if the CRL isindirect, or if it islimited to covering only a subset of the revgeation information. The limitation
may be based on a subset of the certificate population or on a subset of revocation réasons. The CRL is signed by the
CRL issuey's private key — CRL distribution points do not have their own key pairs. However, for a CRL disfributed via
ry, the CRL is stored in the entry of the CRL distribution point, whieh may not be the directory entry of the
. If the issuing distribution point extension, the AA issuing distribution point extension, and the CRL scope
| absent, the CRL shall contain entries for all revoked unexpired attribute certificates issued by the CRL
issuer. If the AA issuing distribution point field and the CRL scopefield are both absent, but the issuing dlistribution

DistributionPoint EXTENSION ::&) {
AAIssuingDistPointSyntax

IDENTIJFIED BY id-ce-aAissuingDigtributionPoint }
AAIssuingDistPointSyntax ::= SEQUENCE {
distributionPoint [0] DistributionPointName OPTIONAL,
onlySomeReasons [1] ReasonFlags OPTIONAL,
indirejctCRL [2] BOOLEAN DEFAULT FALSE,
containsUserAttributeCerts [3] BOOLEAN DEFAULT TRUE,
containsAACerts [4] BOOLEAN DEFAULT TRUE,
containsSOAPublicKeyCerts [5] BOOLEAN DEFAULT TRUE,
-}

The distfibutionPoint component contains the name of the distribution point in one or more nargI forms. If
reason or
reasons; otherwise, the CRL contains revocations for all reasons.

If indirectCRL iS TRUE, then the CRL may contain revocation natifications for attribute certificates from authorities
other than the issuer of the CRL. The particular authority responsible for each entry is as indicated by the certificate
issuer CRL entry extension in that entry or in accordance with the defaulting rules described in clause 8.6.2.3. In such a
CRL, it is the responsibility of the CRL issuer to ensure that the CRL is complete in that it contains all revocation
entries, consistent with containsUserAttributeCerts, containsAACerts, containsSOAPublicKeyCerts and
onlySomeReasons indicators, from al authorities that identify this CRL issuer in their attribute certificates.

If containsUserAttributeCerts iS TRUE, the CRL contains revocations for attribute certificates issued to end
entities that are not themselves AAs. If containsAAcerts iS TRUE, the CRL contains revocations for attribute
certificates issued to subjects that are themselves AAs.

If containsSOAPublicKeyCerts iSTRUE, the CRL contains revocations for public-key certificates issued to an entity
that is an SOA for the purposes of privilege management (i.e., certificates that contain the soaTdentifier extension).
For CRLs distributed via the Directory, the following rules apply. If the CRL is a dCRL, it shall be distributed via the
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deltaRevocationList attribute of the associated distribution point or, if no distribution point is identified, via the
deltaRevocationList atribute of the CRL issuer entry, regardless of the settings for certificate types covered by the
CRL. Unlessthe CRL isadCRL:

— a CRL that does not contain an issuingDistributionPoint extension which has only
containsAACerts and/or containsSOAPublicKeyCerts Set to TRUE shall be distributed via the
attributeAuthorityRevocationList altribute of the associated distribution point or, if no
distribution point is identified, via the attributeAuthorityRevocationList attribute of the CRL
issuer entry;

— a CRL that does not contain an issuingDistributionPoint extension which has
containsUserAttributeCerts Set to TRUE (with or without containsAacerts and/or
containsSOAPublicKeyCerts also Set) shall be distributed via the
attributeCertificateRevocationList altribute of the associated distribution point or, if no
distribution point isidentified, viathe attributeCertificateRevocationList attribute of the CRL
I1ssuer entry,;

4+ aCRL which contains an issuingDistributionPoint extension shall be distributed as Jpecified in
clause 8.6.2.2.

This extension is always critical. A relying party that does not understand this extension cannet-assume that the CRL
contains alcomplete list of revoked certificates of the identified authority. CRLs not containifgcritical exterjsions shall
contain al| current CRL entries for the issuing authority, including entries for all revoked-end-entity certificates and
authority gertificates.

NOTE + The means by which revocation information is communicated by authorities to«CRL issuers is beyond the gcope of this
Directofy Specification.

If an autharity publishes a CRL with containsAACerts set to TRUE and containsUserAttributeCerts not seff to TRUE,
then the althority shall ensurethat all AA certificates covered by this CRL contain the basicAttConstraints eqtension.

If an authqrity publishes a CRL with containsSOA PublicK eyCerts setto TRUE, then the authority shall engure that all
SOA certiflicates covered by this CRL contain the SOAldentifier extension.

9 Delta CRL relationship to base

A dCRL imcludes either a deltaCRLIndicator OF a'¢rlScope extension to indicate the base revocation ipformation
that is being updated with this dCRL.

If the deltaCRLIndicator is present in a d€RL, the base revocation information that is being updated |s the base
CRL referenced in that extension. The base' CRL referenced by a deltaCRLIndicator extension shall be g CRL that
isissued as complete for its scope (i.esitisnot itself adCRL).

If the crlscope extension is present and contains the baseRevocationInfo component to reference the base
revocation| information that is-being updated, this is a reference to a particular point in time from which [this dCRL
provides updates. The baseRevocationInfo component references a CRL that may or may not have been issued as
one that ig complete for that scope (i.e., the referenced CRL may only have been issued as a dCRL). Hgwever, the
dCRL containing the baseRevocationInfo component updates the revocation information that is complete for the
scope of the referenced CRL at the time that the referenced CRL was issued. The relying party may apply theldCRL to a
CRL that |s comptete for the given scope and that was issued at the same time as or after the CRL referenced in the
dCRL confaipingthe baseRevocationInfo cOmponent was issued.

elta Tidicator extension
and a crlscope extension with the baseRevocationInfo component. A CRL may contain both the
deltaCRLIndicator extension and crlScope extension only if the baseRevocationInfo component is not
present in the crlscope extension.

A dCRL may also be an indirect CRL in that it may contain updated revocation information related to base CRL s issued
by one or more than one authorities. The crlscope extension shall be used as the means of identifying a CRL as an
indirect dCRL. The crlscope extension shal contain one instance of the PerAuthorityscope data type for each
base CRL for which the indirect dCRL provides updated information.

Application of a dCRL to the referenced base revocation information shall accurately reflect the current status of
revocation.

— A certificate's revocation notice, with revocation reason certificateHold, may appear on either a
dCRL or aCRL that is complete for a given scope. This reason code is intended to indicate a temporary
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revocation of the certificate pending a further decision on whether to permanently revoke the certificate
or reinstate it as one that is not revoked.

a) If acertificate was listed as revoked with revocation reason certificateHold on a CRL (either a
dCRL or a CRL that is complete for a given scope), whose cRLNumber iS n, and the hold is
subsequently released, the certificate shall be included in all dCRLs issued after the hold is released
where the crRLNumber Of the referenced base CRL is less than or equa to n. Depending on the
extension used to indicate that this CRL is a dCRL, the CRL number of a referenced base CRL is
either the value of the BaseCRLNumber data type of the deltaCRLIndicator extension or the
cRLNumber element of the BaseRevocationInfo data type of the cRLScope extension. The
certificate shall be listed with revocation reason removeFromCRL unless the certificate is
subsequently revoked again for one of the revocation reasons covered by the dCRL, in which case
the certificate shall be listed with the revocation reason appropriate for the subsequent revocation.

b) If the certificate was not removed from hold, but was permanently revoked, then it shall be listed on
f than the
cRLNumber Of the CRL (either adCRL or a CRL that is complete for the given scopg) \en which the
permanent revocation notice first appeared. Depending on the extension used toindi
CRL is a dCRL, the CRL number of a referenced base CRL is either the v.
BaseCRLNumber data type of the deltaCRLIndicator extension or the,cRENumber jelement of
the BaseRevocationInfo datatype of the cRLScope extension.

A certificate's revocation notice may first appear on dCRL and it is possible’'that the certificatie's validity
period might expire before the next CRL that is complete for the applicable scope is issyed. In this
situation, that revocation notice shall be included in all subsegquent dCRLS until that revocatign notice is
included on at least one issued CRL that is complete for the scope(ofythat certificate.

A CRL thdt is complete for agiven scope, at the current time, can be constructed locally in either of the following ways:

10 Certification path processing procedure

by retrieving the current dCRL for that scope, and combining it with an issued CRL that is cgmplete for
that scope and that has a cRLNumber greater than or egual to the cRLNumber of the base CRL [referenced
in the dCRL ; or

by retrieving the current dCRL for that scope and combining it with a locally constructed ¢RL that is
complete for that scope and that was constructed with a dCRL that has a cRLNumber greger than or
equal to the crRLNumber of the base CRL féferenced in the current dCRL.

Certification path processing is carried out'in-a system which needs to use the public key of aremote end ertity, e.g., a
system wtfich is verifying a digital sighature generated by a remote entity. The certificate policies, basic ¢onstraints,
name congtraints and policy constraints extensions have been designed to facilitate automated, sel{-contained

implemen

The follow
equivalent

derive the forrect output(s) from the given inputsis not standardized.

101 Path processing inputs

The inputqte the certification path processing procedure are:

ion of certification path processing logic.

ing is an outline ef\a’procedure for validating certification paths. An implementation shall be f
to the external behaviour resulting from this procedure. The agorithm used by a particular implen

inctionally
entation to

a)
b)

0)

d)

€)

aset of certificates comprising a certification path;

a trusted public key value or key identifier (if the key is stored internally to the certification path
processing module), for use in verifying the first public-key certificate in the certification path;

an initial-policy-set comprising one or more certificate policy identifiers, indicating that any one of these
policies would be acceptable to the relying party for the purposes of certification path processing; this
input can also take the special value any-policy, but it cannot be null;

an initial-explicit-policy indicator value, which indicates if an acceptable policy identifier needs to
explicitly appear in the certificate policies extension field of al public-key certificatesin the path;

an initial-policy-mapping-inhibit indicator value, which indicates if policy mapping is forbidden in the
certification path;
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f)

0)
h)

an initial-inhibit-policy indicator value, which indicates if the special value anyPolicy, if present in a
certificate policies extension, is considered a match for any specific certificate policy value in a
constrained set;

the current date/time (if not available internally to the certification path processing module);

an initial-permitted-subtrees-set containing an initial set of subtree specifications defining subtrees within
which subject names (of the name form used to specify the subtrees) are permitted. In the certificatesin
the certification path all subject names of a given name form, for which initial permitted subtrees are
defined, shall fall within the permitted subtrees set for that given name form. This input may also contain
the special value unbounded to indicate that initially all subject names are acceptable. For clause 10,
subject names are those hame values appearing in the subject field or the subjectAltName extension;

an initial-excluded-subtrees-set containing an initial set of subtree specifications defining subtrees within
which the subject names in the certificates in the certification path cannot fall. Thisinput may also be an
empty set to indicate that initially no subtree exclusions are in effect;

an initial-required-name-forms containing an initial set of name forms indicating that all ceftificates in
the path must include a subject name of at least one of the specified name forms. This input may also be
an empty set to indicate that no specific name forms are required for subject names in the-Certificates.

The values of ¢), d), €) and f) will depend upon the policy regquirements of the user-application.combination| that needs

to use the gertified end-entity public key.

Note that because these are individual inputs to the path validation process, a relying party_may limit the tryst it places
in any given trusted public key to a given set of certificate policies. This can be achieved by ensuring that a g{ven public
key is the [nput to the process only when initial-policy-set input includes policies for‘which the relying party trusts that

public key.

10.2 Path processing outputs

The outputs of the procedure are:

Y
)
)

f

Since another input to the process is the certification path itself{ this control could be exergised on a
transaction by transaction basis.

an indication of success or failure of certification path validation;
if validation failed, a diagnostic code indicating the reason for failure;

the set of authorities-constrained policies and their associated qualifiers in accordance with{ which the
certification path isvalid, or the speci@; value any-palicy;
the set of user-constrained policies, Tormed from the intersection of the authorities-constraineg-policy-set
and the initial-policy-set;

explicit-policy-indicator, indicating whether the relying party or an authority in the path requ(res that an
acceptable policy be identified in every certificate in the path; and

details of any policy:mapping that occurred in processing the certification path.

NOTE 1 If validation is successful, the relying party may still choose not to use the certificate as a result of valups of policy

qualifiefs or other informationin the certificate.

10.3  [Path proeessing variables

The procedlure makes use of the following set of state variables:

b)

0)

d)

e)

authontlesrconstral ned-policy-set: A table of pollcy |dent|f|ers and qual|f|ers from the certifigates of the
S represent

cert|f|cates in the certification path).

permitted-subtrees: A set of subtree specifications defining subtrees within which al subject names in
subsequent certificates in the certification path need to fall, or may take the special value unbounded.

excluded-subtrees: A (possibly empty) set of subtree specifications (each comprising a subtree base name
and maximum and minimum level indicators) defining subtrees within which no subject name in a
subsequent certificate in the certification path may fall.

required-name-forms: A (possibly empty) set of sets of name forms. For each set of name forms, every
subsequent certificate must contain a name of one of the name formsin the set.

explicit-policy-indicator: Indicates whether an acceptable policy needs to be explicitly identified in every
certificate in the path.
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f)  path depth: An integer equal to one more than the number of certificates in the certification path for
which processing has been compl eted.

g) policy-mapping-inhibit-indicator: Indicates whether policy mapping is inhibited.
h) inhibit-any-policy-indicator: Indicates whether the special value anyPolicy is considered a match for
any specific certificate policy.

i) pending-constraints: Details of explicit-policy inhibit-policy-mapping and/or inhibit-any-policy
constraints which have been stipulated but have yet to take effect. There are three one-bit indicators
called explicit-policy-pending, policy-mapping-inhibit-pending and inhibit-any-policy-pending together
with, for each, an integer called skip-certificates which gives the number of certificates yet to skip before
the constraint takes effect.

104 Initialization step
The procefltre INVoIVEs an initialization Siep, T0lTowWed Dy a Sefies Of Certiticale-procesaing steps. 1he mitialigzation step
comprises

1) Write any-policy in the zeroth and first columns of the zeroth row of the authorities-Constraimed-policy-
set table.

2) Initialize the permitted-subtrees variable to the initial -permitted-subtrees-set value:

3) [Initialize the excluded-subtrees variable to the initia -excluded-subtrees-set value.

4) Initialize the required-name-forms variable to the initial-required-name-forms value.

%) Initialize the explicit-policy-indicator to theinitial-explicit-policy vaue:

®) Initialize path-depth to one.

1) Initialize the policy-mapping-inhibit-indicator to the initial-policy-mapping-inhibit value.
8) Initiaize the inhibit-any-policy-indicator to the initial-inhibit-policy value.

9 Initidize the three pending-constraints indicators to‘unset.

105 Certificate processing

Each certificate is then processed in turn, starting with the certificate signed using the input trusted public kay. The last
certificate Js considered to be the end certificate; any-other certificates are considered to be intermediate certiffi cates.

10.5.1 Basic certificate checks

The following checks are applied to a certificate. Self-signed certificates, if encountered in the path, areignorgd.

a) Check that the signature yérifies, that dates are valid, that the certificate subject and certifilcate issuer
names chain correctly; and that the certificate has not been revoked.

D) For an intermediate version 3 certificate, check that basicConstraints iS present and that the ca
component inthe'basicConstraints extension is TRUE. If the pathLenConstraint component is
present, check that the current certification path does not violate that constraint (ignoring irftermediate
self-issyed certificates).

¢) If thecertificate policies extension is not present, then set the authorities-constrained-policy-set to null by
deleting al rows from the authorities-constrained-policy-set table.

) Jf the certificate policies extension is present, then for each policy, P, in the extension |other than
anyPolicy, altach the policy qualiiers associated With P To each fow i the amhorities-constrained-
policy-set table whose [path-depth] column entry contains the value P. If no row in the authorities-
constrained-policy-set table contains P in its [path-depth] column entry but the value in authorities-
constrained-policy-set[0, path-depth] is any-policy, then add a new row to the table by duplicating the
zeroth row and writing the policy identifier P along with its qualifiers in the [path-depth] column entry of
the new row.

e) If the certificate policies extension is present and does not include the value anypPolicy or if the
inhibit-any-policy-indicator is set and the certificate is not a self-issued intermediate certificate, then
delete any row for which the [path-depth] column entry contains the value any-policy along with any row
for which the [path-depth] column entry does not contain one of the values in the certificate policies
extension.

f) If the certificate policies extension is present and includes the value anyPolicy and the inhibit-any-
policy-indicator is not set, then attach the policy qualifiers associated with anyPolicy to each row in
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10.5.2

0)

h)

the authorities-constrained-policy-set table whose [path-depth] column entry contains the value any-
policy or contains a value that does not appear in the certificate policies extension.

If the certificate is not an intermediate self-issued certificate, check that the subject name is within the
name-space given by the value of permitted-subtrees and is not within the name-space given by the
value of excluded-subtrees.

If the certificate is not an intermediate self-issued certificate, and if required-name-forms is not an empty
set, for each set of name forms in required-name-forms check that there is a subject name in the
certificate of one of the name formsin the set.

Processing inter mediate certificates

For an intermediate certificate, the following constraint recording actions are then performed, in order to correctly set
up the state variables for the processing of the next certificate. Self-signed certificates, if encountered in the path, are

ignored.

56

rx.1
~

If the nameConstraints extension with a permittedSubtrees component is present in the
certificate, set the permitted-subtrees state variable to the intersection of its previous value.ant the value
indicated in the certificate extension.

If the nameConstraints extension with an excludedSubtrees component’is prespnt in the
certificate, set the excluded-subtrees state variable to the union of its previeus value and the value
indicated in the certificate extension.

If policy-mapping-inhibit-indicator is set:
—  process any policy mappings extension by, for each mapping idextified in the extension, |ocating all

rows in the authorities-constrained-policy-set table whose [path-depth] column entry is gqual to the
issuer domain policy value in the extension and del ete the.raw.

If policy-mapping-inhibit-indicator is not set:

—  process any policy mappings extension by, for each mapping identified in the extension, |ocating all
rows in the authorities-constrained-policy-set table'whose [path-depth] column entry is gqual to the
issuer domain policy value in the extension,~and write the subject domain policy value from the
extension in the [path-depth+1] column ‘entry of the same row. If the extension mapg an issuer
domain policy to more than one subject‘domain policy, then the affected row is copied ahd the new
entry added to each row. If the valtie in authorities-constrained-policy-set[O, path-depth] is any-
policy, then write each issuer domain policy identifier from the policy mappings extension in the
[path-depth] column, making duplicate rows as necessary and retaining qualifiersif they are present,
and write the subject domain,policy value from the extension in the [path-depth+1] column entry of
the same row;

— if the policy-mapping-inhibit-pending indicator is set and the certificate is not $elf-issued,
decrement the corresponding skip-certificates value and, if this value becomes zero, set the policy-
mappi ng-inhibit-indicator;

— if the inhibitPolicyMapping component of the policyConstraints extension i present in
the certificate, perform the following. For a skipcerts vaue of 0, set the policy-mapping-inhibit-
indicator. For any other skipcerts value, set the policy-mapping-inhibit-pending indicaor, and set
thedcorresponding skip-certificates value to the lesser of the skipcerts value and the previous
skip-certificates value (if the policy-mapping-inhibit-pending indicator was already set).

For any row not modified in step c) above (and every row in the case that there is no mapping extension
present in the certificate), write the policy identifier from [path-depth] column in the [path-depth+1]

6)

7)

column of the row.
If inhibit-any-policy-indicator is not set:
— If the inhibit-any-policy-pending indicator is set and the certificate is not self-issued, decrement the

corresponding skip-certificates value and, if this value becomes zero, set the inhibit-any-policy-
indicator.

— If the inhibitAnyPolicy extension iSpresent in the certificate, perform the following. For a
SkipCerts vaue of O, set the inhibit-any-policy-indicator. For any other skipcerts value, set
the inhibit-any-policy-pending indicator, and set the corresponding skip-certificates value to the
lesser of the skipcerts value and the previous skip-certificates value (if the inhibit-any-policy-
pending indicator was already set).

Increment [ path-depthl].
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10.5.3 Explicit policy indicator processing

For all certificates, the following actions are then performed:
1) If explicit-policy-indicator is not set:

if the explicit-policy-pending indicator is set and the certificate is not a self-issued intermediate
certificate, decrement the corresponding skip-certificates value and, if this value becomes zero, set
explicit-policy-indicator.

If the requireExplicitPolicy component of the policyConstraints extension is
present in the certificate, perform the following. For a skipcerts vaue of 0, set the explicit-
policy-indicator. For any other skipcerts value, set the explicit-policy-pending indicator, and set
the corresponding skip-certificates value to the lesser of the skipcerts value and the previous
skip-certificates value (if the explicit-policy-pending indicator was already set).

If the requireExplicitPolicy component of the policyConstraints iS present, and the

10.5.4  FKinal processing

Once al certificates in the path have been processed, the following actions are then)performed:

certification path includes a certificate issued by a nominated CA, it is necessary for al Lertificates
in the path to contain, in the certificate policies extension, an acceptable policynidentifier. An
acceptable policy identifier is the identifier of the certificate policy required by.the lser of the
certification path, the identifier of a policy which has been declared equivalent.to"it thrgugh policy
mapping, or any-policy. The nominated CA is either the issuer CA of the certificate confaining this
extension (if the value of requireExplicitPolicy is 0) or a CA Which is the siibject of a
subsequent certificate in the certification path (as indicated by a non-zerevalue).

1) Determine the authorities-constrained-policy-set from the autherities-constrained-policy-set tgble. If the
table is empty, then the authorities-constrained-policy-set(is'the empty or null set. If the guthorities-
constrained-policy-set[0, path-depth] is any-policy, thén the authorities-constrained-policy-get is any-
policy. Otherwise, the authorities-constrained-policy~setis, for each row in the table, the valuglin the | eft-
most cell which does not contain the identifier any<policy.

2) Calculate the user-constrained-policy-set by forming the intersection of the authorities-cpnstrained-
policy-set and the initial-policy-set.

3) If the explicit-policy-indicator is set, check that neither the authorities-constrained-policy-$et nor the
user-constrained-policy-set is empty,

If any of the above checks were to fail, then the-procedure shall terminate, returning a failure indication, an ppropriate
reason code, the explicit-policy-indicator, the authorities-constrained-policy-set and the user-constrained-p@licy-set. If
the failurg is due to an empty user-constrained-policy-set, then the path is valid under the authority-¢onstrained

policy(s), but none is acceptable to theluser.

If none of |the above checks were'to fail on the end certificate, then the procedure shall terminate, returning a success
indication [together with the explicit-policy-indicator, the authorities-constrained-policy-set and the user-constrained-

policy-set.

11 PK | directory schema

This clauge defines the directory schema elements used to represent PKI1 information in the Directory. |t includes

specificatipnof relevant object classes, attributes and attribute value matching rules.

11.1  PKI directory object classes and name forms

This subclause includes the definition of object classes used to represent PKI objectsin the Directory.

1111 PKI user object class

The PKI user object classis used in defining entries for objects that may be the subject of public-key certificates.

pkiUser OBJECT-CLASS ::= {

SUBCLASS OF
KIND

MAY CONTAIN
ID

{top}

auxiliary
{userCertificate}
id-oc-pkiUser }
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11.1.2 PKI CA object class

The PKI CA object classisused in defining entries for objects that act as certification authorities.

pkiCA OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {cACertificate |
certificateRevocationList |
authorityRevocationList |
crossCertificatePair}

ID id-oc-pkiCA }

11.1.3 CRL distribution pointsobject class and nameform

The CRL Distribution Point object classis used in defining entries for object which act as CRL Distribution Points.

cRLDistrlibutionPoint OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND structural

MUST CONTAIN {commonName}

MAY CONTAIN {certificateRevocationList |
authorityRevocationList |
deltaRevocationList}

ID id-oc-cRLDistributionPoint }

The CRL Distribution Point name form specifies how entries of object class cRLDistributionPoint May be named.

cRLDistHtNameForm NAME-FORM ::= {
NAMES cRLDistributionPoint
WITH ATTRIBUTES {commonName}
ID id-nf-cRLDistPtNameForm }

11.1.4 Delta CRL object class
The delta CRL object classis used in defining entries for objectsthat hold deltarevocation lists (e.g., CAs, AAs etc.).

deltaCRL OBJECT-CLASS ::= {
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN {deltaRevocationList}
ID id-oc-deltaCRL }

11.1.5 ertificate Policy and CPS objéct class

The CP {PS object class is used in“defining entries for objects that contain certificate policy and/or cprtification
practice information.

cpCps OBJECT-CLASS ::& {
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {ecertificatePolicy |
certificationPracticeStmt}
ID id-oc-cpCps }

1116 K certification path object class

The PKI cert path object class is used in defining entries for objects that contain PK1 paths. It will generally be used in
conjunction with entries that include auxiliary object classpkica or pkiUser.

pkiCertPath OBJECT-CLASS ::= {
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN {pkiPath}
ID id-oc-pkiCertPath }
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11.2 PK1 directory attributes
This subclause includes the definition of directory attributes to store PKI information elements in the Directory.

11.2.1  User certificate attribute

A user may obtain one or more public-key certificates from one or more CAs. The usercertificate attribute type
contains the end-entity public-key certificates a user has obtained from one or more CAs.

userCertificate ATTRIBUTE ::= {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
ID id-at-userCertificate }

11.2.2 CA-certificate attribute

The cACept+£4 A of o y ‘ tes— any) and
certificateg issued to this CA by CAsin the same realm as this CA. In the case of v3 certificates, these certif|cates shall
include abasicConstraints extension with the ca value set to TRUE. The definition of realm is purely a matter of
local policy.

cACertiflicate ATTRIBUTE ::= {
WITH SYNTAX Certificate
EQUALIITY MATCHING RULE certificateExactMatch
ID id-at-cAcertificate }

11.2.3 Cross-certificate pair attribute

The issu¢dToThisCA component of the crosscertificatePair attribute 0fa CA's directory entry shall[be used to
store al, [except self-issued certificates issued to this CA. Optionaly,the issuedByThisca elements of the
crossCerftificatePair atribute, of a CA's directory entry may contain a subset of certificates issued by|this CA to
other CAq If a CA issues a certificate to another CA, and the subject CA is not a subordinate to the issugr CA in a
hierarchy,| then the issuer CA shal place that certificate in the issuedByThisca eement of the
crossCerltificatePair altribute of its own directory..entry. When both the issuedToThiscd and the
issuedByThisCA elements are present in a single attribute value, the issuer name in one certificate shall| match the
subject name in the other and vice versa, and the subject public key in one certificate shall be capable of verifying the
digita signature on the other certificate and vice versa. The term forward was used in previous eflitions for
issuedToThisca and theterm reverse wasuseddn previous editions for issuedByThisCA.

When an |issuedByThisca element is present, the issuedToThisca element value and the issuedByThisCa
element v@lue need not be stored in the same attribute value; in other words, they can be stored in either a single
attribute v@lue or two attribute values.

In the casq of v3 certificates, these shall include abasicconstraints extension with the ca value set to TRPE.

crossCertificatePair ATTRIBUTE ::= {

WITH SYNTAX CertificatePair

EQUALIITY MATCHING \RULE certificatePairExactMatch

ID id-at-crossCertificatePair }
CertificlatePaizy: := SEQUENCE {

issuedToThisCA [0] Certificate OPTIONAL,

issuedByThisCA [1] Certificate OPTIONAL,

(WITH COMPONENTS { ..., issuedToThisCA PRESENT} |

WITH COMPONENTS { ..., issuedByThisCA PRESENT})

11.2.4 Certificaterevocation list attribute

The following attribute contains a list of revoked certificates.

certificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-certificateRevocationList }
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11.25 Authority revocation list attribute

The following attribute contains a list of revoked authority certificates.

authorityRevocationList ATTRIBUTE ::= {
WITH SYNTAX CertificatelList
EQUALITY MATCHING RULE certificateListExactMatch

ID

id-at-authorityRevocationList }

11.2.6 Detarevocation list attribute

The following attribute type is defined for holding adCRL in a directory entry:

deltaRevocationList ATTRIBUTE ::= {

WITH S
EQUALT
ID

YNTAX CertificateList
TY MATCHING RULE certificateListExactMatch

ideat-deltaRevocationlist—\
J

1127 S

bupported algorithms attribute

A Directorly attribute is defined to support the selection of an agorithm for use when communicating with a femote end

entity usirlg certificates as defined in this Directory Specification. The following ASN.1 defines’this (mylti-valued)
attribute:
supportedAlgorithms ATTRIBUTE ::= {

WITH SYNTAX SupportedAlgorithm

EQUALITY MATCHING RULE algorithmIdentifierMatch

ID id-at-supportedAlgorithms }
SupportedAlgorithm ::= SEQUENCE {

algorifthmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},

intendedUsage [0] KeyUsage OPTIONAL,

intendedCertificatePolicies [1] CertificatePolieiesSyntax OPTIONAL,

}

Each value of the multi-valued attribute shall have a distinct algorithmIdentifier value. The vdue of the
intendedUsage component provides an indication of.the’intended usage of the algorithm (see clause 8.2.2.3 for
recognized uses). The value of the intendedCertificatePolicies component identifies the certificate policies

and, optionally, certificate policy qualifiers with whigh'the identified algorithm may be used.

1128 (

The cert
statement.

certificationPracticeStmt YATTRIBUTE ::= {

WITH S
IDp

Certification practice statement attribute

| ficationPracticeStmt attribute is used to store information about an authority's certification practice

YNTAX InfoSyntax
id-at-certificationPracticeStmt }

InfoSyn

content UnboundedDirectoryString,
pointer SEQUENCE ({

nam
has

x ::= CHOIECE {

GeneralNames,
HASH{HashedPolicyInfo} OPTIONAL,

b

)

POLICY :

:= TYPE-IDENTIFIER

HashedPolicyInfo ::= POLICY.&Type ({Policies})

Policies

POLICY ::= {...} -- Defined by implementors

If content is present, the complete content of the authority's certification practice statement is included.

If pointer iS present, the name component references one or more locations where a copy of the authority's
certification practice statement can be located. If the hash component is present, it contains a HASH of the content of
the certification practice statement that should be found at a referenced location. This hash can be used to perform an
integrity check of the referenced document.
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11.2.9 Certificate policy attribute

The certificatePolicy attributeis used to store information about a certificate policy.

certificatePolicy ATTRIBUTE ::= {
WITH SYNTAX PolicySyntax
ID id-at-certificatePolicy }

PolicySyntax ::= SEQUENCE {

policyIdentifier PolicyID,
policySyntax InfoSyntax,

PolicyID ::= CertPolicyId

ThepolicyIdentifier component includes the object identifier registered for the particular certificate policy.

Thepolig¢ysyntax component (see clause 11.2.8) hasthe following alternatives:

a) Iff the content aternativeistaken, the complete content of the certificate policy is included,
b) Iff the pointer alternativeistaken, then

- ename cOmponent references one or more locations where a copy of the certificatelpolicy can be]ocated.

- Iff the hash component is present, it contains a HASH of the content of thecertificate policy thal should be
und at a referenced location. This hash can be used to perform an<integrity check of the |referenced

locument.

NOTE + The option to include a hash in this attribute is purely to perform an integrity check against data located frpm a source
other than the directory. The HASH stored in the Directory needs to be protected:»Directory security services, inclyiding strong
authentifcation, access control and/or signed attributes could be used for this purpose. In addition, even if the HASH [matches the
original| CP/CPS document, there are additional security requirements to efistre that the original specification itself i the correct
documant (e.g., the document is signed by an appropriate authority).

11.2.10 RKI path attribute
The PKI pgth attribute is used to store certification paths, eagh consisting of a sequence of public-key certificates.

pkiPath [ATTRIBUTE ::= {
WITH SYNTAX PkiPath
ID id-at-pkiPath }

An attribute of thistype may be stored in adirectory entry of object class pkica or pkiUser.

When storpd in pkica entries, valuesofsthis attribute type contain certification paths excluding end-entity gertificates.
As such, the attribute is used to store certification paths that are frequently used by relying parties associated with that
CA. A value of this attribute can_'be used in conjunction with any end-entity public-key certificate issued jpy the last
certificate subject in the attributeyvalue.

When stofed in pkiuser entries, values of this attribute contain certification paths that include the|end-entity
certificatef In this case)the end-entity is the user whose entry holds this attribute. The values of the attribute represent
complete gertification paths for public-key certificates issued to this user.

11.3 PK- ditrectory matching rules

This subclause defines matching rules for use with attribute types with syntax certificate, CertificatePair,
CertificatelList, CertificatePolicy, and SupportedAlgorithm, respectively. This subclause also defines
matching rules to facilitate the selection of certificates or CRLs with specific characteristics from multi-valued
attributes holding multiple certificates or CRLs. The enhanced certificate matching rule provides the ability to perform
more sophisticated matching against certificates held in directory entries.

11.3.1 Certificate exact match

The certificate exact match rule compares for equality a presented value with an attribute value with syntax
Certificate. It uniquely selectsasingle certificate.

certificateExactMatch MATCHING-RULE ::= {
SYNTAX CertificateExactAssertion
ID id-mr-certificateExactMatch }
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CertificateExactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
issuer Name,

This matching rule returns TRUE if the components in the attribute value match those in the presented value.

11.3.2 Certificatematch

The certificate match rule compares a presented value with an attribute value with syntax certificate. It selects one

or more certificates on the basis of various characteristics.

certificateMatch MATCHING-RULE ::= {
SYNTAX CertificateAssertion
ID id-mr-certificateMatch }
Certificateisse ion—+=—SEQUE NCE—{

serialNumber [0 CertificateSerialNumber OPTIONAL,

issue [1] Name OPTIONAL,
subjedtKeyIdentifier [2] SubjectKeyIdentifier OPTIONAL,
authorjityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
certiflficatevalid [4] Time OPTIONAL,
privatleKeyValid [5] GeneralizedTime OPTIONAL,
subjedtPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjedtAltName [8] AltNameType OPTIONAL,
polic [9] CertPolicySet OPTIONAL,
pathToName [10] Name OPTIONAL,
subjedt [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL,
}
AltNameTlype ::= CHOICE {

builtinNameForm ENUMERATED {

rfc822Name (1),

dNSName (2),

x400Address (3),

diregctoryName (4),

ediPartyName (5),

uniflormResourceldentifier (6),

iPAddress (7).,

regilsteredId (8),
otherNameForm OBJECT IDENTIFIER,

}
CertPolilcySet ::= SEQUENCE\SIZE (1..MAX) OF CertPolicyId

This matching rule returns TRUE if al of the components that are present in the presented value

corresponding components of the attribute value, as follows:
serialNumber matChesif the value of this component in the attribute value equals that in the presented valu

issuer mptchesS ifithe value of this component in the attribute value equal s that in the presented value;

match the

@D

subjectKeyldentifier matches if the value of this component in the stored attribute value equals

[hat in the

presented value; there is no match if the stored attribute value contains no subject key identifier extension;

authorityKeyIdentifier matches if the value of this component in the stored attribute value equals

that in the

presented value; there is no match if the stored attribute value contains no authority key identifier extension or if not all

components in the presented value are present in the stored attribute value;

certificatevalid matchesif the presented value falls within the validity period of the stored attribute value;

privateKeyValid matches if the presented value falls within the period indicated by the private key usage period
extension of the stored attribute value, or if thereis no private key usage period extension in the stored attribute value;

subjectPublicKeyAlgID matchesif it isequal to the algorithm component of the algorithmIdentifier of the

subjectPublicKeyInformation component of the stored attribute value;

keyUsage matches if al of the bits set in the presented value are also set in the key usage extension in
attribute value, or if there is no key usage extension in the stored attribute value;
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subjectAltName Mmatches if the stored attribute value contains the subject alternative name extension with an
AltNames component of the same name type as indicated in the presented value;

policy matches if at least one member of the certrolicyset presented appears in the certificate policies extension
in the stored attribute value or if either the presented or stored certificate contains the special value anyPolicy in the
policy component. Thereis no match if thereisno certificate policies extension in the stored attribute value;

pathToName matches unless the certificate has a name constraints extension which inhibits the construction of a
certification path to the presented name value;

subject matchesif the value of this component in the attribute value equals that in the presented value;

nameConstraints matches if the subject names in the stored attribute value are within the name space given by the
value of the permitted-subtrees component of the presented value and are not within the name space given by the value
of the excluded-subtrees component of the presented value.

11.3.3 ertificate pair exact match

The certifjcate pair exact match rule compares for equality a presented value with an attributeyvallie of type
CertificatePair. It uniquely selects asingle cross-certificate pair.

certificatePairExactMatch MATCHING-RULE ::= {
SYNTA CertificatePairExactAssertion
ID id-mr-certificatePairExactMatch }
CertificlatePairExactAssertion ::= SEQUENCE {

issuedToThisCAAssertion [0] CertificateExactAssertion OPTIONAL,
issuedByThisCAAssertion [1] CertificateExactAssertion ORPTIONAL,

(WITH [COMPONENTS { ..., issuedToThisCAAssertion PRESENT } |
WITH |[COMPONENTS { «+., issuedByThisCAAssertion PRESENT } )

This matching rule returns TRUE if the components that are{présent in the issuedToThisCAAssegtion and
issuedByThisCAAssertion components of the presented:wvalue match the corresponding components of the
issuedToThisCA and issuedByThisCA components, respectively, in the stored attribute value.

11.34 ertificate pair match

The certifipate pair match rule compares a presentedzal ue with an attribute value of type certificatePait. It selects
one or re cross-certificate pairs on the basis of various characteristics of either the issuedToThisca or
issuedBy[Thisca certificate of the pair.

certificatePairMatch MATCHING-RULE ::= {
SYNTA CertificatePairAssexrtion
ID id-mr-certificatePairMatch }

issuedToThisCAAssertion [0] CertificateAssertion OPTIONAL,
issuedByThisCAAssertion [1l] CertificateAssertion OPTIONAL,
(WITH [COMPONENTS {..., issuedToThisCAAssertion PRESENT } |
WITH |[COMPONENTS {..., issuedByThisCAAssertion PRESENT } )

CertifiagtePairAssertion ::= SEQUENCE {

This matc

ing_rule returns TRUE if all of the components that are present in the issuedToThisCAAssertion and
Y. OIMpona 0 & presented value mal & corresponaing_compornents of the
issuedToThisCA and issuedByThisCA components, respectively, in the stored attribute value.
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11.35 Certificatelist exact match

The certificate list exact match rule compares for equality a presented value with an attribute value of type

CertificateList. It uniquely selectsasingle CRL.

certificateListExactMatch MATCHING-RULE ::= {
SYNTAX CertificateListExactAssertion
ID id-mr-certificateListExactMatch }

CertificateListExactAssertion ::= SEQUENCE {
issuer Name,
thisUpdate Time,
distributionPoint DistributionPointName OPTIONAL }

The rule returns TRUE if the components in the stored attribute value match those in the presented value. If the

distributionPoint component ispresent, then it shall match in at least one name form.

11.3.6  Certificatelist match

The certifipate list match rule compares a presented value with an attribute value of type certificateList

one or mofe CRL s based on various characteristics.

certificateListMatch MATCHING-RULE ::= {
SYNTA. CertificateListAssertion
ID id-mr-certificateListMatch }
CertificlateListAssertion ::= SEQUENCE {
issuer] Name
minCRLNumber [0] CRLNumber
maxCRL{Number [1] CRLNumber
reasonFlags ReasonFlags
dateAndTime Time
distributionPoint [2] DistributionPointName

OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
authorjityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,

. 1t selects

match the

the stored

the stored

the stored
bute value

the stored

atribute value and is earlier than the value in the nextupdate component of the stored attribute value; there is no

match if the stored attribute value contains N0 nextUpdate cOmponent;

distributionPoint matches if the stored attribute value contains an issuing distribution point extension and the
value of this component in the presented value equals the corresponding value, in at least one name form, in that

extension;

authorityKeyIdentifier matches if the value of this component in the stored attribute value equals that in the
presented value; there is no match if the stored attribute value contains no authority key identifier extension or if not all
components in the presented value are present in the stored attribute value.
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11.3.7  Algorithm identifier match

The agorithm identifier match rule compares for equality a presented value with an attribute value of type
SupportedAlgorithms.

algorithmIdentifierMatch MATCHING-RULE ::= {
SYNTAX AlgorithmIdentifier {{SupportedAlgorithms}}
ID id-mr-algorithmIdentifierMatch }

The rule returns TRUE if the presented value is equal to the algorithmIdentifier component of the stored attribute
value.

11.3.8 Policy match

The policy match rule compares for equality a presented value with an attribute value of type certificatePolicy Or
an attribute value of type privPolicy.

policyMﬂtch MATCHING-RULE ::= {
SYNTA. PolicyID
ID id-mr-policyMatch }

The rule returns TRUE if the presented value is equal to the policyIdentifier component of the storgd attribute
vaue.

11.3.9 KKl path match

The pkiPathMatch match rule compares for equality a presented value with an\attribute value of type pkiPath. A
certificatequsing system may use this matching rule to select a path beginning with/a certificate issued by a A which it
trusts and ending with a certificate issued to the specified subject.

pkiPathMatch MATCHING-RULE ::= {
SYNTA. PkiPathMatchSyntax
ID id-mr-pkiPathMatch }
PkiPathMatchSyntax ::= SEQUENCE {
firstIlssuer Name,
lastSubject Name,
.}

This matching rule returns TRUE if the presentedwalue in the £irstIssuer component matches the corfesponding
the issuer field of the first certificate in the SEQUENCE in the stored value and the presented Value in the
lastSubjlect component matches the corresponding elements of the subject field of the last certifigate in the

The enhanfed certificate matchi rule compares a presented value with an attribute value of type certificate. It selects

enhancedCertificatieMatch MATCHING-RULE ::= {
SYNTA. EnhancedCertificateAssertion
ID id-m¥-enhancedCertificateMatch }
EnhancedCértificateAssertion ::= SEQUENCE (
seriall [o}l—~CertEificateSerialNumber—ORTIONAL,
issuer [1] Name OPTIONAL,
subjectKeyIdentifier [2] SubjectKeyIdentifier OPTIONAL,
authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
certificatevalid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltName OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] GeneralNames OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL,
(ALL EXCEPT ({ -- none; at least one component shall be present --}))
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AltName ::= SEQUENCE {
altnameType AltNameType,
altNameValue GeneralName OPTIONAL }

The directory search operation allows for multiple values of EnhancedCertificateAssertion to be combined in
filter specifications, including and/or logic. This matching rule returns TRUE if all of the components that are present in
the presented value match the corresponding components of the attribute value, as follows:

Matching for serialNumber; issuer; subjectKeyIdentifier; authorityKeyIdentifier;
certificateValid, privateKeyValid, policy, subject, and nameConstraints components is as defined for
the same componentsin the certificateMatch matching rule.

subjectAltName COMponent contains an altNameType and optional altNamevalue fields. If altNamevalue iS
present, the value shall be of the same name form asindicated in altNameType.

subjectaAltName Mmatchesif at least one of the following conditionsis true:

4+ The presented value contains only the altNameType component and the stored attribute vial ||Je contains
the subject alternative name extension with an a1tNames component of the same type asindi¢ated in the
presented value.

4+ The presented value contains both the altNameType and altNamevalue components and|the stored
attribute value contains the subject alternative name extension with an A1 tNames component ¢f the same
type and value indicated in the presented value.

subjectall tName match failsif at east one of the following conditionsis true:
4+ The stored attribute value does not contain the subject alternative pame extension.

+ The stored attribute value contains the subject alternative name€xtension but the A1tNames fomponent
does not include the same type as identified in the presented val ue.

4+ The presented value contains both the altNameType.and altNamevalue components and|the stored
attribute value contains the subject aternative nameextension with an A1 tNames component ¢f the same
type indicated in the presented value, but the stored value does not contain the same value of that type as
in the presented value.

subjectalltName match is undefined if the presentedwvalte contains both the altNameType and altNamevalue
components and the stored attribute value containg, the subject alternative name extension with an |altNames
component of the same type indicated in the presented value, but the type is one for which the directory i$ unable to
compare values for the purposes of determining-a match. This may be because the name form is not appropriate for
matching ¢r because the directory is unable toerform the required comparisons.

pathToName matches unless the certificate has a name constraints extension which inhibits the constryction of a
certificatign path to any of the presentéd name values. For example, if attempting to retrieve certificates that form a path
to an end-pntity certificate which has a subject value of "dc=com; dc=corporate; cn=john.smith", it may b}e useful to
include an|assertion in the searchieperation containing this DN in the pathToName component. A stored cerlificate that
contained [a name constraints\extension that excluded the complete subtree below base "dc=com; dc=cgmpany A"
would fail|in certificationypath validation to that end-entity certificate and would therefore not be a matchefl value for
this sampl ¢ assertion.

114 PK I directory syntax definitions

11.4.1 .509 Certificate syntax

x509Certificate SYNTAX-NAME ::= {

DESC "X.509 Certificate"
DIRECTORY SYNTAX Certificate
ID id-1sx-x509Certificate }

A value which has LDAP x509certificate Syntax is the specification of a public-key certificate expressed in a
binary encoding as specified in IETF RFC 4523.

11.4.2  X.509 Certificate List syntax

x509CertificateList SYNTAX-NAME ::= {
DESC "X.509 Certificate List"
DIRECTORY SYNTAX CertificateList
ID id-1sx-x509CertificateList }
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A value which has LDAP x509CertificateList Syntax is the specification of a public-key certificate list expressed
in abinary encoding as specified in IETF RFC 4523.

11.4.3 X.509 Certificate Pair syntax

x509CertificatePair SYNTAX-NAME ::= {

DESC "X.509 Certificate Pair"
DIRECTORY SYNTAX CertificatePair
ID id-1sx-x509CertificatePair }

A vauewhich has LDAP x509CertificatePair Syntax isthe specification of a public-key certificate pair expressed
in abinary encoding as specified in IETF RFC 4523.

11.4.4  X.509 Supported Algorithm

x509SupportedAlgorithm SYNTAX-NAME ::= {
DESC "X.509 Supported Algorithm"
DIRECTIORY SYNTAX SupportedAlgorithm
ID id-1lsx-x509SupportedAlgorithm }

A value which has LDAP x509supportedalgorithm Syntax is the specification of supported algorithms expressed in
abinary erjcoding as specified in IETF RFC 4523,

11.45 .509 Certificate Exact Assertion

x509CertjificateExactAssertion SYNTAX-NAME ::=

DESC "X.509 Certificate Exact Assertion"
DIRECTIORY SYNTAX CertificateExactAssertion
ID id-1dx-x509CertificateExactAssertion, }

A value which has LDAP x509CertificateExactAssertion Syntax is the specification of publictkey exact
assertion gkpressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

11.4.6 .509 Certificate Assertion

x509CertjificateAssertion SYNTAX-NAME ::= {
DESC "X.509 Certificate Assextion"
DIRECTIORY SYNTAX CertificateAssertion
ID id-1dx-x509CertificateAssertion }

A value which has LDAP x509certificateAssertion Syntax isthe specification of public-key assertior] expressed
in a Gener|c String Encoding Rules encoding as specified in IETF RFC 4523.

11.4.7 .509 Certificate Pair Exact Assertion

x509CertjificatePairExactAssertion SYNTAX-NAME ::=

DESC "X.509 Certificate Pair Exact Assertion"
DIRECTIORY SYNTAX CértificatePairExactAssertion
ID id-1ldx-x509CertificatePairExactAssertion }

A value Which has-KDAP x509CertificatePairExactAssertion Syntax is the specification of [public-key
certificate pair exast-assertion expressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

11.4.8 .509 Certificate Pair Assertion

x509CertificatePairAssertion SYNTAX-NAME ::= {

DESC "X.509 Certificate Pair Assertion"
DIRECTORY SYNTAX CertificatePairAssertion
ID id-1dx-x509CertificatePairAssertion }

A value which has LDAP x509CertificatePairAssertion Syntax is the specification of a public-key certificate
pair assertion expressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

11.4.9 X.509 Certificate List Exact Assertion syntax

x509CertificatelListExactAssertion SYNTAX-NAME ::= {
DESC "X.509 Certificate List Exact Assertion"
DIRECTORY SYNTAX CertificateListExactAssertion
ID id-1dx-x509CertListExactAssertion }
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A value which has LDAP x509CertificateListExactAssertion Syntax is the specification of a public-key
certificate list exact assertion expressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

11.4.10 X.509 Certificate List Assertion syntax

x509CertificatelListAssertion SYNTAX-NAME ::= {

DESC "X.509 Certificate List Assertion"
DIRECTORY SYNTAX CertificateListAssertion
ID id-1dx-x509CertificateListAssertion }

A vaue which has LDAP x509CertificateListAssertion Syntax is the specification of a public-key certificate
list assertion expressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

11.4.11 X.509 Algorithm Identifier syntax

x509AlgorithmIdentifier SYNTAX-NAME ::= {
DESC "X.509 Algorithm Identifier"
DIRECTIORY SYNTAX AlgorithmIdentifier{{SupportedAlgorithms}}
ID id-1dx-x509AlgorithmIdentifier }

A value which has LDAP x509a1gorithmIdentifie Syntax is the specification of an algorithmidentifief expressed
in a binarylencoding as specified in IETF RFC 4523.

SECTION 3 — ATTRIBUTE CERTIFICATE FRAMEWORK

The attriute certificate framework defined here provides a foundation (upon which Privilege Mpnagement
Infrastructpres (PMI) can be built. These infrastructures can support applicationsisuch as access control.

The binding of a privilege to an entity is provided by an authority through ‘a digitally signed data structurg called an
attribute certificate or through a public-key certificate containing an,extension defined explicitly for this pyrpose. The
format of gttribute certificates is defined here, including an extensibility mechanism and a set of specifiq certificate
extensiond Revocation of attribute certificates may or may not\be needed. For example, in some envirorjments, the
attribute certificate validity periods may be very short (e.g., minutes), negating the need for arevocation scheme. If, for
any reasor|, an authority revokes a previously issued attribute certificate, users need to be able to learn that [revocation
has occurrpd so they do not use an untrustworthy certifieate. Revocation lists are one scheme that can be usgd to notify
users of regvocations. The format of revocation lists isdefined in Section 2 of this Directory Specification, irjcluding an
n both the
bir specific

pplication.
cate itself,

hough the
he defined
t required.
However,
r them can

12 Attribute Certificates

Public-key certificates are principally intended to provide an identity service upon which other security services, such as
data integrity, entity authentication, confidentiality and authorization, may be built. There are two distinct mechanisms
provided in this Directory Specification for binding a privilege attribute to a holder.

Public-key certificates, used in combination with the entity authentication service, can provide an authorization service
directly, if privileges are associated with the subject through the practices of the issuing CA. Public-key certificates may
contain asubjectDirectoryAttributes extension that contains privileges associated with the subject of the public-
key certificate. This mechanism is appropriate in situations where the authority issuing the public-key certificate (CA) is
also the authority for delegating the privilege (AA) and the validity period of the privilege corresponds to the validity
period of the public-key certificate. End-entities cannot act as AAs. If any of the extensions defined in clause 15 are
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included in a public-key certificate, those extensions apply equaly to al privileges assigned in the
subjectDirectoryAttributes extension of that public-key certificate.

In the more general case, entity privileges will have lifetimes that do not match the validity period for a public-key
certificate. Privileges will often have a much shorter lifetime. The authority for the assignment of privilege will
frequently be one other than the authority issuing that same entity a public-key certificate and different privileges may
be assigned by different Attribute Authorities (AA). Privileges may also be assigned based on a temporal context and
the 'turn on/turn off' aspect of privileges may well be asynchronous with the lifetime of the public-key certificate and/or
asynchronous with entity privileges issued from a different AA. The use of attribute certificates issued by an AA
provides a flexible Privilege Management Infrastructure (PMI) which can be established and managed independently
from a PKI. At the same time, there is a relationship between the two whereby the PKI is used to authenticate identities
of issuers and holdersin attribute certificates.

12.1 Attribute certificate structure

An attribute certificate is a separate structure from a subject's public-key certificate. A subject may haje multiple
attribute cgrtificates associated with each of its public-key certificates. There is no requirement that the same authority
create both the public-key certificate and attribute certificate(s) for a user; in fact, a separation of duties'will|frequently
dictate otherwise. In environments where different authorities have responsibility for issuing public key and attribute
certificatey, the public-key certificate(s) issued by a CA and the attribute certificate(s) issued byyan Attributé Authority
(AA) would be signed using different private signing keys. In environments where a single entity is both the CA,
issuing public key certificates, and the AA, issuing attribute certificates, it is strongly recommended that a different key
be used tg sign attribute certificates than the key used to sign public-key certificatesiExchanges between fhe issuing

te certificate is defined as follows.

eCertificate ::= SIGNED{AttributeCertificateInfd}

AttributleCertificateInfo ::= SEQUENCE {
versi AttCertVersion, -- version is v2
holde Holder,
issue AttCertIssuer,
signatjure AlgorithmIdentifie®{)/{SupportedAlgorithms}},
serialNumber CertificateSerialNumber,
attrCegrtValidityPeriod AttCertValidityPReriod,
attributes SEQUENCE OF ‘Attribute{{SupportedAttributes}},
issuerjUniqueID UniqueIdentifier OPTIONAL,
extensjions Extensions OPTIONAL }

AttCertVlersion ::= INTEGER {v¥2(1)}

Holder :|:= SEQUENCE ({
baseCertificateID [0Q] )'IssuerSerial OPTIONAL,
entityName [1] GeneralNames OPTIONAL,

objec
(WITH
WITH
WITH

igestInfo [2] ObjectDigestInfo OPTIONAL }
OMPONENTS ..., baseCertificateID PRESENT } |
OMPONENTS {..., entityName PRESENT } |
OMPONENTS {..., objectDigestInfo PRESENT } )

IssuerSerial ::= SEQUENCE {

issue oS-,
serial CertificateSerialNumber,
issuerUID UniqueIdentifier OPTIONAL,

ObjectDigestInfo ::= SEQUENCE {
digestedObjectType ENUMERATED {
publicKey (0),
publicKeyCert (1),
otherObjectTypes (2)},
otherObjectTypeID OBJECT IDENTIFIER OPTIONAL,

digestAlgorithm AlgorithmIdentifier{{SupportedAlgorithms}},
objectDigest BIT STRING,
AttCertIssuer ::= [0] SEQUENCE {
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issuerName GeneralNames OPTIONAL,
baseCertificatelID [0] IssuerSerial OPTIONAL,
objectDigestInfo [1] ObjectDigestInfo OPTIONAL,

-}

(WITH COMPONENTS {..., issuerName PRESENT } |
WITH COMPONENTS {..., baseCertificateID PRESENT } |
WITH COMPONENTS {..., objectDigestInfo PRESENT } )

AttCertvValidityPeriod ::= SEQUENCE {
notBeforeTime GeneralizedTime,
notAfterTime GeneralizedTime,

-}

The version field shall specify the version of the attribute certificate. For attribute certificates issued in accordance
with the syntax in this Directory Specification, version shall be v2.

Theholder

F:ddnln |!r\ thatdaontitv: of tha atteiby g aoptifi ot Ale Ihal Aoy byt £All A

)
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The baseCertificateID component, if present, shall identify a particular public-key cextifi
to be used to authenticate the identity of this holder when asserting privileges with th
certificate.

The entityName component, if present, shall hold one or more names for the holder. If enti
the only component present in holder, any public-key certificate that has-ene of these na
subject can be used to authenticate the identity of this holder when asserting-privileges with th
certificate. If the baseCertificateID and entityName cOmponents are both present, only
key certificate specified by baseCertificateID may be usedin this case, the en
component is included only as a tool to help the privilege vexifier locate the identified
certificate.

cate that is
s attribute

tyName is
mes as its
is attribute
the public-
tityName
public-key

NOTE 1 —-Thereis arisk with the sole use of GeneralNames to identify the holder in that this points only to a name

for the holder. This is generally insufficient to enable the authentication of a holder's identity for the
issuing privileges to that holder. Use of the issuer name-and serial number of a specific public-key
however, enables the issuer of attribute certificates to rely“an the authentication process performed by th
issuing that particular public-key certificate. Also, some of the options in GeneralNames (e.g., |PA
inappropriate for use in naming an attribute certificate holder, especially when the holder is a role
individual entity. Another problem with GeneraNames alone as an identifier for a holder is that many
within that construct do not have strict registrationrauthorities or processes for the assignment of names.

purposes of

certificate,
e CA when
ddress) are
and not an
hame forms

The objectDigestInfo component,if present, is used directly to authenticate the identity of a holder,

including an executable holder (e.g.) an applet). The holder is authenticated by comparing ad
corresponding information, created by the privilege verifier with the same agorithm id
objectDigestInfo With ‘the content of objectpigest. If the two are identical, thg
authenticated for the purpases of asserting privileges with this attribute certificate.

publickey shall be indicated when a hash of an entity's public key is included. Hashing a
may not uniquely.\identify one certificate (i.e., the identical key value may appear i
certificates). In(order to link an attribute certificate to a public-key, the hash is calculate
representation.of that public key which would be present in a public-key certificate. Speci
input for the'hash agorithm shall be the DER encoding of a subjectPublicKeyInfo repres
the key:{Note that this includes the AlgorithmIdentifier, as well asthe BIT STRING.
that\if-the public key value used as input to the hash function has been extracted from a
cerfificate, then it is possible (e.g., if parameters for the Digital Signature Algorithm were inh

gest of the
entified in
holder is

public key
N multiple
d over the
fically, the
entation of
Also, note
public-key
erited) that
ill include

th|s may not be SUffICI ent |nput for the HASH The correct mput for hashl ngin thls context v

the publ |c-key certificate.

present in

publicKeyCert shall be indicated when a public-key certificate is hashed; the hash is over the entire

DER encoding of the public-key certificate, including the signature bits.
otherObjectTypes shal be indicated when objects other than public-keys or public-key

certificates

are hashed (e.g., software objects). The identity of the type of object may optionaly be supplied. The

portion of the object to be hashed can be determined either by the explicitly stated identifier
or, if the identifier is not supplied, by the context in which the object is used.

The issuer field shall convey the identity of the AA that issued the certificate.

The issuerName component, if present, shall identify one or more names for the issuer.

The baseCertificateID component, if present, shall identify the issuer by reference to
public-key certificate for which thisissuer isthe subject.
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— The objectDigestInfo component, if present, shall identify the issuer by providing a hash of
identifying information for the issuer.

The signature field shal identify the cryptographic algorithm used to digitally sign the attribute certificate.
NOTE 2 —Thisfield is redundant.

The serialNumber field shall be a serial number that uniquely identifies the attribute certificate within the scope of its
issuer.

The attrcertvalidityPeriod field shall convey the time period during which the attribute certificate is considered
valid, expressed in GeneralizedTime format.

The attributes field shall contain the attributes associated with the holder that are being certified (e.g., the
privileges).
NOTE 3 —In the case of attribute descriptor attribute certificates, this sequence of attributes can be empty.

The issué¢runiqueID field may be used to identify the issuer of the attribute certificate in instances wherg the issuer
component is not sufficient.

NOTE 4 — The use of the issuerUniquel D field is deprecated. Thisfield was added because at one time there was some fear of the
reuse of] distinguished names.

The extensions field alows the addition of new fields to the attribute certificate.

elements appear within the extension, and the extension is not marked critical, those unknowh elements
shal be ignored according to the rules of extensibility documented in clause’,222.2 of Rec. ITU- X.519 |

The framejvork for attribute certificates described in this section is primarily féeused on the model in which privilegeis
placed within attribute certificates. However, as mentioned earlier, the certificate extensions defined in this $ection can

ttribute certification paths

public-key certificates, there may be a requirement'to convey an attribute certification path (e.g), within an
protocol to assert privileges). The following<ASN.1 data type can be used to represent gn attribute
idn path:

eCertificationPath ::= SEQUENCEY
teCertificate AttributeCertificate,
SEQUENCE OF _ACPathData OPTIONAL,

ACPathDalta ::= SEQUENCE ({
certiflficate [0] Certificate OPTIONAL,
attributeCertificate _[}] AttributeCertificate OPTIONAL,

-}

13 AttributeAuthority, SOA and Certification Authority relationship

The Attribute Authority (AA) and Certification Authority (CA) are logicaly (and, in many cases, physicaly)
compl etel mdependent The creation and mai ntenance of ' |dent|ty can (and often should) be %parated from the PMI.

Thus the € a MH. The CA,

athough it is the source of authorlty for |dent|ty Wlthln its domaln is not automamlcally the source of authority for
privilege. The CA, therefore, will not necessarily itself be an AA and, by logical implication, will not necessarily be
responsible for the decision as to what other entities will be able to function as AAs.

The Source of Authority (SOA) is the entity that is trusted by a privilege verifier as the entity with ultimate
responsibility for the assignment of a set of privileges. A resource may limit the SOA authority by trusting certain
SOAs for specific functions (e.g., one for read privileges and a different one for write privileges). An SOA isitself an
AA as it issues attribute certificates to other entities in which privileges are assigned to those entities. An SOA is
analogous to a trust anchor in the PKI, in that a privilege verifier trusts certificates signed by the SOA. In some
environments there is a need for CAs to have tight control over the entities that can act as SOAs. This framework
provides a mechanism for supporting that requirement. In other environments, that control is not needed and
mechanisms for determining the entities that can act as SOAS in such environments may be outside the scope of this
Directory Specification.
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Thisframework isflexible and can satisfy the requirements of many types of environments.

a) In many environments, all privileges will be assigned directly to individua entities by a single AA,
namely the SOA.

b) Other environments may require support for the optional roles feature, whereby individuals are issued
certificates that assign various roles to them. The privileges associated with the role are implicitly
assigned to such individuals. The role privileges may themselves be assigned in an attribute certificate
issued to theroleitself or through other means (e.g., locally configured).

¢) In some scenarios it might be required for an AA to issue privileges to a group of entities that share a
common property, for example, a set of web servers or ateam of people, rather than to asingle entity.

d) Another optional feature of this framework is the support of privilege delegation. If delegation is done,
the SOA assigns privilege to an entity that is permitted to also act as an AA and further delegate the
privilege. Delegation may continue through severa intermediary AAs until it is ultimately assigned to an
end-entity that cannot further delegate that privilege. The intermediary AAs may or may not also be able
to act as privilege asserters for the privileges they delegate.

&) In some environments, the same physical entity may be acting as both an AA and a CA (This dual logical
role for the same physical entity is aways the case when privilege is conveyed within the
subjectDirectoryAttributes extension of a public-key certificate. In other enivironments, separate
physical entities act as CAs and AAs. In the latter case, privilege is assigned using attribute fertificates
instead of public-key certificates.

f) Some environments, such as virtual organizations, may need to link together their individugl PMIs to
form a federated PMI. This requirement is known as Recognition’,of Authority in thid Directory
Specification since one PMI (the local PMI) recognizes the authority of the SOA (and optjonally the
AAS) in the other PMI (the remote PMI) to have some control ovel-the privilege management |n the local
PMI. Such recognition of authority may or may not be mutual. between PMIs.

When arrtrilbute certificates point to public-key certificates for their issders and holders, the PKI is used to authenticate

holders (p

ivilege asserters) and verify the digital signatures of the issuers.

Two delegation models are described in this Directory Specifieation. The first delegation model is one|where the
privilege delegator is an AA that can issue certificates delegating that privilege to others. The second model| allows for

an indeper

may not

dent Delegation Service (DS) in which the entity issues certificates on behalf of another AA (that may or
e able to issue ACs itself). This DS cannqttitself act as a claimant for that privilege. The D$ modd is
relevant to environments that wish tosmaintain some central management over the set of| privileges
ithin their domain. For example, a_set“of one or more DS servers performing delegation, father than

individual [privilege holders, allows the total set-of privileges delegated within an environment to be determiped from a

facility and enables policy and management decisions to be modified accordingly. Two distinct deployment

models ar¢ possible for DS servers. In.one'model, a privilege is assignhed by an SOA to privilege holders
holders arg authorized to delegate that jprivilege to others. However, rather than issue the attribute certif
delegate tte privilege themselves, the privilege holder requests the DS to delegate that privilege on their behd
does not itkelf hold that privilegesand therefore cannot act as a claimant for that privilege; however, the DSis|
by the SOA to issue attribute. certificates on behalf of other privilege holders. The second deployment mods
to the firstjwith the following-exception. The DS is actually a holder that is assigned the privilege to be del

and those
icates that
if. The DS
authorized
| issimilar
bgated, but

the DS is|not authorized:to act as a claimant for the privilege, only as a delegator. In this case, the noaAlssertion

extension ust be setif the AC issued to the DS by the SOA. The DSistermed an indirect issuer.

In both deployment models, the SOA issues attributes/privileges to subordinate AAs. The AAs then requed]
issue a suk Set, of theee prrvrlege attributes to other holders In the second deployment model, the DS can ch

the DS to
bck that an

AA isdeld
relying party will have to check tharr del egatr onwas performed correctly.

gck and the

Two recognition of authority models are described in this Directory Specification, static RoA and dynamic RoA. With
static ROA, extra information is added into the local PMI policy that is loaded into the local Policy Decision Point
(PDP)s prior to them making access control decisions for users who originate from the remote domain. No support for
static ROA is provided in this Directory Specification. With dynamic RoA, the local SOA issues new supplementary
policy ACs that add additional information to the current policy. Remote SOAs may aso be recognized to issue
supplementary policy ACs for the local PDPs. In both cases, these new supplementary policy ACs need to be read in by

the local PDPs prior to them making access control decisions for requests from a user of the remote domain.
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13.1 Privilegein attribute certificates
Entities may acquire privilege in two ways:

— An AA may unilateraly assign privilege to an entity through the creation of an attribute certificate
(perhaps totally on its own initiative, or at the request of athird party). This certificate may be stored in a
publicly accessible repository and may subsequently be processed by one or more privilege verifiers to
make an authorization decision. All of this may occur without the entity's knowledge or explicit action.

— Alternatively, an entity may request a privilege of an AA. Once created, this certificate may be returned
(only) to the requesting entity, which explicitly supplies it when requesting access to a protected
resource.

Note that in both procedures the AA needs to perform its due diligence to ensure that the entity should really be
assigned this privilege. This may involve some out-of-band mechanisms, analogous to the certification of an
identity/key-pair binding by a CA.

The attribyte certificate based PMI is suitable in environments where any one of the following is true:

4+ A different entity isresponsible for assigning a particular privilege to aholder than for issuing|public-key
certificates to the same subject;

+ thereare anumber of privilege attributes to be assigned to a holder, from a variety, of authoritig¢s;

4 thelifetime of a privilege differs from that of the holder's public-key certificate validity (generally the
lifetime of privilegesis much shorter); or

+ theprivilegeisvalid only during certain intervals of time which are asynchronous with that user's public-
key validity or validity of other privileges.

132 Privilegein public-key certificates

In some environments, privileges are associated with the subject through the practices of a CA. Such privilgge may be
put directly into public-key certificates (thereby reusing much ofyan’ already-established infrastructure), father than
issuing attfibute certificates. In such cases, the privilege is included'in the subjectDirectoryAttributes extension
of the publfic-key certificate.

This mechpnism is suitable in environments where one orumore of the following are true:

4+ Thesame physical entity is acting both @as a CA and an AA,;

+ thelifetime of the privilege is alignedhwith that of the public-key included in the certificate;
4 delegation of privilegeis not permitted; or

4+ delegation is permitted, but for any one delegation, all privileges in the certificale (in the
subjectDirectoryAttributes extension) have the same delegation parameters and all [extensions
relevant to delegation-apply equally to al privilegesin the certificate.

14 PMI models

14.1 (GGeneral model

The generg@ privilege management model consists of three entities: the object, the privilege asserter and the privilege
verifier.

The object may be a resource being protected, for example, in an access control application. The resource being
protected is referred to as the object. This type of object has methods which may be invoked (for example, the object
may be a firewall which has an "Allow Entry" object method, or the object may be afile in a file system which has
Read, Write, and Execute object methods). Another type of object in this model may be an object that was signed in a
non-repudiation application.

The privilege asserter is the entity that holds a particular privilege and asserts its privileges for a particular context of
use.

The privilege verifier isthe entity that makes the determination as to whether or not asserted privileges are sufficient for
the given context of use.
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The pass/fail determination made by the privilege verifier is dependent upon four things:
—  privilege of the privilege asserter;
—  privilege policy in place;
—  current environment variables, if relevant; and
— sendgitivity of the object method, if relevant.

The privilege of a privilege holder reflects the degree of trust placed in that holder, by the certificate issuer, that the
privilege holder will adhere to those aspects of policy which are not enforced by technical means. This privilege is
encapsulated in the privilege holder's attribute certificate(s) (or subjectDirectoryAttributes extension of its
public-key certificate), which may be presented to the privilege verifier in the invocation request, or may be distributed
by other means, such as via the Directory. Codifying privilege is done through the use of the attribute construct,
containing an AttributeType and a SET OF AttributeValue. Some attribute types used to specify privilege may
have very simple syntax, such as a single INTEGER Or an OCTET STRING. Others may have more complex syntaxes.
iredfory Specificalion defines one Smple privilege attribute type. Other examples are provided in Anngx E.

e policy specifies the degree of privilege which is considered sufficient for a given~@bjeqt method's
sensitivity|or context of use. The privilege policy needs to be protected for integrity and authenticity. A [number of
exist for conveying policy. At one extreme is the idea that policy is not really conveyedat all, but is simply
only ever kept locally in the privilege verifier's environment. At the other extremé is the ided that some
"universal" and should be conveyed to, and known by, every entity in the system.-Between these extremes
are many s$hades of variation. Schema components for storing privilege policy information-in the Directory @re defined
in this Dirgctory Specification.

Privilege policy specifies the threshold for acceptance for a given set of privileges,\That is, it defines precisgly when a
privilege Verifier should conclude that a presented set of privileges is "suffieient” in order that it may grant access
(to the reguested object, resource, application, etc.) to the privilege asserter.

Syntax foi the definition of privilege policy is not standardized in this Directory Specification. Annex E|contains a
couple of ¢xamples of syntaxes that could be used for this purpose.Hiowever, these are examples only. Any $yntax may
be used fof this purpose, including clear text. Regardless of the syntax used to define the privilege policy, each instance
of privilege policy shall be uniquely identified. Object identifierSare used for this purpose.

PrivilegePolicy ::= OBJECT IDENTIFIER

The envirpnment variables, if relevant, capture those aspects of policy required for the pass/fail defermination
(eg., time|of day or current account balance) which are available through local means to the privilege verifier.
Representation of environment variablesis entirely alocal matter.

The object method sensitivity, if relevant, may reflect attributes of the document or request to be processed, puch as the
monetary Yalue of a funds transfer that\it purports to authorize, or the confidentiality of a document's cgntent. The
object method's sensitivity may be expticitly encoded in an associated security label or in an attribute certificpte held by
the object method, or it may be implicitly encapsulated in the structure and contents of the associated data object. It may
be encodegl in one of a numberaf different ways. For instance, it may be encoded outside the scope of the PMI in the
ITU-T X.411 label associated with a document, in the fields of an EDIFACT interchange, or hard-coded in the privilege
verifier's goplication. Altermatively, it may be done within the PMI, in an attribute certificate associated with) the object
method. Fer some contexts of use, no object method sensitivity is used.

There is npt necessarily any binding relationship between a privilege verifier and any particular AA. Just gs privilege
holders may haveattribute certificates issued to them by many different AAs, privilege verifiers may accept ertificates
issued by [nurmerous AAs, which need not be hierarchically related to one another, to grant access to g particular
resource.

The attribute certificate framework can be used to manage privileges of various types and for a number of purposes.
The terms used in this Directory Specification, such as privilege asserter, privilege verifier, etc., are independent of the
particular application or use.

14.1.1 PMI in access control context

There is a standard framework for access control (Rec. ITU-T X.812 | ISO/IEC 10181-3) that defines a corresponding
set of terms that are specific to the access control application. A mapping of the generic terms used in this Directory
Specification to those in the access control framework is provided here, to clarify the relationship between this model
and that Directory Specification.

Service request in this Directory Specification corresponds to the 'access request’ defined in the access control
framework.
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Privilege asserter in this Directory Specification would be acting in the role of an 'initiator' in the access control
framework.

Privilege verifier in this Directory Specification would be acting in the role of an 'access control decision function
(ADF)' in the access control framework.

Object method for which privilege is being asserted in this Directory Specification would correspond to the 'target’
defined in the access control framework.

Environmental variables in this Directory Specification would correspond to the ‘contextual information' in the access
control framework.

Privilege policy discussed in this Directory Specification could include ‘access control policy’, and "access control policy
rules as defined in the access control framework.

This model allows a PMI to be overlard fairly seamlessly on an exigti ng network of resources to be protected In

particular, fhew v y equests for
invocation of that object method enabl% the object to be protected with I|ttIe or no impact to the object itself. The
privilege vie iate object
methods.

1412

There is p standard framework for non-repudiation (Rec. ITU-T X.813 | ISO/IEC)10181-4) which| defines a
corresponding set of terms that are specific to non-repudiation. A mapping of the gengéric terms used in thi$ Directory
Specificatipn to those in the non-repudiation framework is provided here, to clarify.thérelationship between|this model

Privilege ter in this Directory Specification would be acting in the role of an ‘evidence subject’ or an 'orjiginator' in
the non-repudiation framework.

Privilege Verifier in this Directory Specification would be acting inthevrole of an 'evidence user' or a 'recigient’ in the

Object method for which privilege is being asserted in thisiBirectory Specification would correspond to |the ‘target’

Environméntal variables in this Directory Specification-would correspond to the date and time the evifdence was
generated pr verified' in the non-repudiation framewerk.

Privilege policy discussed in this Directory Specification could include 'non-repudiation security policy' in the non-
repudiation framework.

14.2 Control model

The contrpl model illustrates hew- control is exerted over access to the sensitive object method. Thefe are five
componenis of the model: the_privilege asserter, the privilege verifier, the object method, the privilege policy, and
environmgntal variables (see-Figure 4). The privilege asserter has privilege; the object method has sensitivity. The
techniqueq described here-enable the privilege verifier to control access to the object method by the privilege jasserter, in
accordance with the privitege policy. Both the privilege and the sensitivity may be multi-valued parameters.

Environmental
variables

Privilege
policy\
Privilege Object method
verifier (sengitivity)
Privilege asserter Service
(privilege) request X.509(12)_F04

Figure 4 — Control model

The privilege asserter may be an entity identified by a public-key certificate, or an executable object identified by the
digest of its disk image, etc.
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14.3 Delegation model

In some environments there may be a need to delegate privilege; however, thisis an optional aspect of the framework
and is not required in all environments. There are four components of the delegation model: the privilege verifier, the
SOA, other AAs and the privilege asserter (see Figure 5).

Source of authority

Assigns

As with e
privilege h
privilege t
SOA may
delegation

privilege Trusts
Attribute Asserts privilege . o
authority | { (if authorized) » Privilege verifier
Defegates Asserts
privilege privilege
'End-entity
privilege holder X 509(12). 705

Figure5— Delegation model

vironments where delegation is not used, the SOA is the initial issuer ofeerfificates that assign
olders. However, in this case the SOA authorizes the privilege holder-te\act as AA and further d
D other entities through the issuance of certificates that contain the&ame privilege (or a subset th

can be done). Each of these intermediary AAs may, in certificates that it issues to further privilg

authorize flurther delegation to be done by those holders also acting as-AAs. A universal restriction on delega

no AA can

When delg
some of w|

The privil
asserter's (
from that

that each A

For the ca
certificate
However,
the sensiti

A delegati

delegate more privilege than it holds. A delegator may a'sofurther restrict the ability of downstred

bgation is used, the privilege verifier trusts the SOAtoe' delegate some or al of those privileges
hich may further delegate some or al of those privileges to other holders.

bge verifier trusts the SOA as the authority, fer a given set of privileges for the resource. If th
ertificate is not issued by that SOA, then.the privilege verifier shal locate a delegation path of
bf the privilege asserter to one issued bysthe SOA. The validation of that delegation path include
A had sufficient privileges and was duly authorized to delegate those privileges.

ke in which privileges are conveyed by means of attribute certificates, the delegation path is distin
validation path used to validate the public-key certificates of the entities involved in the delegati
he quality of authenticity offered by the public-key certificate validation process shall be commen
ity of the object methodthat is being protected.

rivilege to
egate that
preof). The

mpose constraints on the delegation that can be done (e.g., limit¢he path length, limit the name space within

he holders,
tion is that
m AAs.

to holders,

e privilege
certificates
s checking

ct from the
DN Process.
surate with

on path shall either~eonsist completely of attribute certificates or completely of public-key cer

delegator that obtains its privitege in an attribute certificate may only delegate, if authorized, by issuance of

attribute c
delegate b

144  (

priificates. Similarly, a delegator that obtains its privilege in a public-key certificate, if authoriz

5roup assignment model

ificates. A
bsequent
may only

issuance of ‘subsequent public-key certificates. Only AAs may delegate privilege. End-entities cannot.

In some scenarios it might be required Tor an AA o issue privileges to agroup of entities that share acommon property,
for example, a set of web servers or a team of people, rather than to a single entity. This is achieved by assigning a
group AC to the group.

There are two ways of identifying the members of a group who are assigned a group AC. These methods are called
direct group naming and group role naming.

14.4.1 Direct group naming

In direct group naming, the holder field of the group AC shall take the enti tyName option, and the directoryName
of GeneralName shall name a subtreein the DIT. Each entry in the subtree is assigned the attribute(s) in this group AC.
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14.4.2  Group role naming

In group role naming, the members of the group are identified by the attributes that they hold, such attributes being
assigned to them in role assignment attribute certificates. In group role naming, the holder field of the group AC takes
the entityName option and holds the role(s) of the group members who are being assigned the attributes in this
group AC. The GeneralNames should contain a single GeneralName cOntaining a directoryName With a single
RDN, whose attribute type is the role attribute defined in clause 14.5.1. If roleAuthority in the role attribute is
present, this identifies the attribute authorities who are responsible for issuing the role assignment certificates to holders
who are members of this group. If roleauthority is absent from the role attribute, the identity of the responsible
attribute authorities to issue the role assignment certificates shall be determined through means outside this Directory
Specification. The roleName component of the role attribute identifies the role(s) of the group who are being assigned
theattributes in this group attribute certificate.

NOTE 1 - Group role naming allows attribute based role assignments, role mappings and role hierarchies to be defined, by
specifying that members of other (more powerful) roles are assigned the roles of this group AC.

of authprity from the issuer of the group AC to the roleAuthority in the role attribute. However, a much.simpler way of
achieving the same effect isto use the roleAuthority as the holder.

14.5 [Roles mode

Roles provide a means to indirectly assign privileges to individuals. Individuals are issued\fole assignment certificates
that assigr) one or more roles to them through the role attribute contained in the certificate. Specific priyileges are
assigned tp a role name through role specification certificates, rather than to individua privilege holddrs through
attribute cgrtificates. This level of indirection enables, for example, the privilegessassigned to a role to he updated,
without impacting the certificates that assign roles to individuals. Role assignment certificates may be attribute
certificateg or public-key certificates. Role specification certificates may be.attribute certificates, but not [public-key
certificateg. If role specification certificates are not used, the assignment ©f*privileges to a role may be dohe through
other meanjs (e.g., may be locally configured at a privilege verifier).

Thefollowing are all possible:

4+  Any number of roles can be defined by any AA;
1+ theroleitself and the members of arole canlédefined and administered separately, by different AAS;
4+ role membership, just as any other privilege, may be delegated; and
+  roles and membership may be assignédany suitable lifetime.

If the rol¢ assignment certificate is an attribute certificate, the role attribute is contained in the atftributes
component of the attribute certificate. If thelrole assignment certificate is a public-key certificate, the role fattribute is
contained |n the subjectDirectoryAttributes extension. In the latter case, any additional privileges cpntained in
the public{key certificate are privilegesthat are directly assigned to the certificate subject, not privileges assigned to the
role.

Thus, a privilege asserter may\present a role assignment certificate to the privilege verifier demonstrating oxly that the
privilege gsserter has a partiedlar role (e.g., "manager”, or "purchaser"). The privilege verifier may know & priori, or
may have[to discover by-other means, the privileges associated with the asserted role in order to make|a pass/fail
authorizatipn decision. The role specification certificate can be used for this purpose.

A privilege verifier needs to have an understanding of the privileges specified for the role. The assignmept of those
privileges todhe-role may be done W|th|n the PMI in a role specmcatlon certificate or outside the PMI (¢4.9., localy
configureg 3 inking thatl certificate
with the relevant role asegnment certlflcate for the pr|V|Iege asserter are prowded in th|s Directory Specification. A role
specification certificate cannot be delegated to any other entity. The issuer of the role assignment certificate may be
independent of the issuer of the role specification certificate and these may be administered (expired, revoked, and so
on) entirely separately. The same certificate (attribute certificate or public-key certificate) can be a role assignment
certificate, as well as contain assignment of other privileges directly to the same individual. However, a role
specification certificate shall be a separate certificate.

NOTE —The use of roles within an authorization framework can increase the complexity of path processing, because such

functionality essentially defines another delegation path which needs to be followed. The delegation path for the role assignment

certificate may involve different AAs and may be independent of the AA that issued the role specification certificate.
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145.1 Roleattribute

The specification of privilege attribute types is generally an application-specific issue that is outside the scope of this
Directory Specification. The single exception to thisis an attribute defined here for the assignment of a holder to arole.

The specification of values for the role attribute is outside the scope of this Directory Specification.

role ATTRIBUTE ::= {
WITH SYNTAX RoleSyntax
ID id-at-role }
RoleSyntax ::= SEQUENCE {
roleAuthority [0] GeneralNames OPTIONAL,
roleName [1] GeneralName,
-}

This privilege attribute may be used to populate the attributes field of arole assignment certificate or to populate the

holder fiff0Of arole SpeciTicalion oF group attribute cartiticare, or both.

If the rolg assignment certificate is a public-key certificate rather than an AC, the role attribute may
populate the subjectbDirectoryAttributes extension of that public-key certificate.

When thq role attribute is used to populate the attributes field of a role assignment certi
roleAuthority, if present, identifies the recognized authority that is responsible for issuing the role sq

be used to

ficate, the
ecification

certificateIf there are multiple occurrences of GeneralName, they shall al be aternative'names for the sameg authority.

If roleauthority is present, and a privilege verifier uses a role specification certificate to determine theg

privileges

assigned tp the role, at least one of the names in roleauthority shall be present in the issuer field ¢f that role

specificatipn certificate. If the privilege verifier has used means other than a folgspecification certificate tg
the privileges assigned to the role, mechanisms to ensure that those privileges\were assigned by an authority
this compq@nent are outside the scope of this Directory Specification.

If roleAuthority iS absent, the identity of the responsible autherity shall be determined through other 1
roleSpecCertIdentifier extension in arole assignment certificate is one way to achieve this binding,
where arole specification certificate was used to assign privilegésto therole.

The roleflame component identifies the role to which the‘holder of this role assignment certificate is asg
privilege Verifier uses a role specification certificate to determine the privileges assigned to that role, thig
shall aso gppear in the holder field of the role specification certificate.

When the frole attribute is used to populate the holder field of a group attribute certificate, the roleaut
present, identifies the recognized authorities thet are responsible for issuing role assignment certificates to h
are membegrs of the group being assigned the attributes in this group attribute certificate. If roleAuthorit;y
the identity of the responsible authorities to issue the role assignment certificates shall be determined thr
means. The roleName component identifies the role(s) of the group of holders who are being assigned the g
this group| attribute certificate, This roleName shall also appear in the attributes field of the role
certificates of the group of helders who are being assigned the attributes in this group attribute certificate. W
than one rple value is presentyin roleName, a group member must be assigned all the role values (in one o
assignment certificates)ynrorder to be assigned the attributes in this group attribute certificate.

determine
named in

heans. The
n the case

igned. If a
role name

hority, if
blders who
F is absent,
bugh other
ttributes in
hssighment

here more

more role

When the [role attribute is used to populate both the holder field and the attributes field, this is a role mapping

attribute cértificate.

14.6 Recognition of ATuthority Model

Figure 6 shows the control model for asingle domain ITU-T X.509 PMI.
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Figure 6 — The control model for a singledomain PM|

The PMI policy contains information that directs the PDP in making its access control ‘decisions. This i
typicaly ipcludes data about the trusted SOA, the delegation rules, which attributés’are known and used,

nformation
and which

privileges jare needed to gain access to which resources, etc. The policy information may be statically conf|gured into
the PDP, ¢r may be dynamically obtained, for example, by passing a protected.privilege policy attribute cgrtificate to

the PDP.

In order tp support federations between organizations, and the construction of dynamic virtual organizgtions, it is
essential tyiat PMIs can be plugged together, so that attribute certificates issued in one domain can be used effectively in

another PNl domain to gain access to its resources. Otherwise, the'second PMI domain will have to issue an
attribute ¢

bther set of

tificates to the users of the first domain. Thisis both-inefficient and cumbersome for the users to fhanage.

Recognitign of Authority is the feature that will facilitate the rapid integration of PMIs from different domains into a

single fedgrated PMI.
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Figure2 Two federated PM| domains
’\\O
7, the user, who is a member of the TopLeft domain, wishes to access the resources of the B

(AEF/PEP) in the '@ eft domain. Either way, the PDP in the BottomRight domain needs to und

sufficient

The SOA i
remote dol
one of two

i by the TopLeftﬁqnain, and the BottomRight policy needs to tell the BottomRight PDP wheth
0 grant acceg&(he requested resource or hot.

n the tru (local) domain (e.g., the BottomRight domain) needs to update its policy so that the
ain e@; e TopLeft domain) becomes trusted or recognized. The local policy can be updated i
ways.

bttomRight

e or she might cont he BottomRight domain directly, or his or her request may be relayed by the

erstand the
er they are

SOA of the
N (at least)

When thel

policy. This dynamic addition to the local policy could be by the local SOA issuing a policy
remote SOA or by the local SOA issuing an administrative role AC to the remote SOA so that

dynamically, by issuing a new supplementary policy that adds additional information to the current

AC to the
the remote

SOA may issue its own policy AC. In both cases, these need to be read in by the local PDP prior to

validating arequest from a user of the remote domain.

ocal SOA issuesapolicy AC to the remote SOA, it may be asfollows:

— theholder field identifies the SOA of the remote domain;
— theissuer field identifies the local SOA;

80

the attributes of the AC are the union of al the privilege attributes that the remote SOA is trusted to

issue. If any of these privilege attributes are newly defined roles, then new role specification ACs may

also need to be issued;
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basicAttConstraints extension isincluded with authority Set to TRUE to indicate that the remote
SOA isan AA. Path length constraint (pathLenConstraint) iS Set as appropriate to indicate the length
of the delegation chain that is allowed in the remote domain;

holderNameConstraints may be set to limit the name forms and namespaces in which the remote
SOA can assign privilege attributes to users;

allowedAttributeAssignments may be set to further constrain which groups of remote holders can
be assigned which sets of privilege attributes;

attributeMappings may be set to inform the local PDPs which remotely assigned attributes should be
considered equal to which locally assigned attributes.

When the local SOA issues an administrative role AC to the remote SOA, it may work as follows:

1)

The local SOA defines an administrative role for the local domain and the permissions that may be
administered by this administrative role. This may be defined in a role specification AC in which the

L
~—~

A delegatdd role specification AC comprises:

A delegatgd-attribute mapping policy AC comprises:

holder 1s the administrative role and the attribute 1S the permission attribute (defined in cluse 14.8.1
below). The set of permissions for an administrative role is called the administrative “sgope of an
administrative role. These permissions may aso be assigned to local roles, so that users.with fthese local
roles will inherit these permissions. Issuing an administrative role specification-AC alows remote
administrators to learn their administrative scope.

The local SOA delegates this administrative role to the remote SOA by issuing-a role assignment AC to
the remote SOA containing the assigned administrative role. The remote SOA may aso bejalowed to
delegate the administrative role to other administrators in the remoté domain, as detegymined by
pathLenConstraint inthebasicAttConstraints extension inthefole assignment AC.

The remote SOA (or subordinate AA) that has been assigned this-administrative role is now fecognized
as an entity able to issue two types of delegated policy AC, eithef a delegated role specificatipn AC or a
delegated attribute mapping AC. In a delegated role specification AC, the remote SOA (or AA) directly
assigns the permissions from the administrative scopeto new remotely defined attributes a$ described
below. In a delegated attribute mapping AC, new remotely defined attributes are mapped irfto existing
local roles as described below.

In order to ensure that the remote SOA (or AA)\cannot overstep its delegated authority, the authorization
system has to validate that the privileges-stated or implied by a delegated policy AC lie|within the
administrative scope defined for the administrative role. If they do, the delegated policy AC i accepted,
and its policy rules become dynamically incorporated into the local SOA's policy. If they ¢o not, the
delegated policy AC isrejected, and.its policy ruleswill be ignored.

the holder is the newly specified remote role;
the issuer field identifiesthe remote SOA (or AA) of the remote domain that issued this AC;

the attributes of the!/AC are the privileges that will be assigned to users in the remote doman who are
assigned the remote role;

holderNameConstraints may be set to limit the name forms and namespaces of the users vhich may
be assigned these privilege attributes;

allowedAttributeAssignments may be set to further constrain which groups of remote holders can
be assigned which sets of remotely defined privilege attributes.

the holder and the issuer field identify the remote SOA (or AA) of the remote domain that issued this
AC;

the attributes field is null;

holderNameConstraints may be set to limit the name forms and namespaces of the users which may
be assigned these privilege attributes;

allowedAttributeAssignments may be set to further constrain which groups of remote holders can
be assigned which sets of privilege attributes;

attributeMappings iS Set to inform the PDP which remotely assigned attributes should be considered
equal to which locally assigned attributes.
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The remote SOA will subsequently issue privilege attribute ACs to end users and/or to AAs in its domain. Whether the
remote AAs are trusted or not, and if trusted, the number of AAs that are allowed in a delegation chain, may be set by
the pathLenConstraint in the AC issued to the remote SOA. The privilege attributes in the ACs issued by the
remote SOA may contain either:

—  permissions that are understood by the PDPsin the local domain; or
—  roleswhich may or may not be understood by the PDPsin the local domain.

When an AC contains roles that are not understood by the local PDPs, the latter must know how to map these unknown
rolesinto local permissions. This can be achieved in at least one of four ways. If the local SOA knows what these roles
are likely to be prior to recognizing the remote SOA, then if it issues a policy AC to the remote SOA an attribute
mapping extension can be placed in the policy AC issued to the remote SOA, or aternatively attribute mapping rules
can be added into the policy loaded by the local PDP. If the remote roles are not known prior to recognizing the remote
SOA, the remote SOA will need to either issue an attribute mapping policy AC or place the attribute mapping extension
in the ACs that it issues to its users.

If the remgte SOA issues an attribute mapping policy AC, this should contain:

4+ aholder and issuer name which is that of the remote SOA;

4+ theattributesfield isnull;

4+ attributeMappings extension set to describe the attribute mappings.
NOTE + A remote SOA should not issue an attribute mapping AC in which both the holder ang attributes are rolgs, since this
type of fttribute mapping should be issued by the local SOA only.

This attribute mapping policy AC needs to be made available to the local PDPs at 'deCision time. This can be done by
either storing the policy AC in the directory entry of the remote SOA and giving the local PDPs read access to it (the
pull mode|) or by including the policy AC in the set of ACs presented by the’remote user when accessing the local
resource (the push model).

147 ML privilegeinformation attribute

The speciflication of privileges is generaly an application-specific issue that is outside the scope of thig Directory
Specificatipn. While this attribute does not define any specific'privilege information, it provides a container gtribute in
which XM|L-encoded privileges can be conveyed in attributeCertificates.

xmlPriviflegeInfo ATTRIBUTE ::= {
WITH SYNTAX UTF8String --contains XMI-encoded privilege information
ID id-at-xMLPrivilegeInfo }

The XML pchema for the role attribute typéecan be defined either with ASN.1 or with XML Schema Definitign (XSD).
The XML [contained within the uTF8string needs to be self-identifying.

The following is an ASN.1 schemadefining an XML role attribute type. It is followed by an XSD specification for the
same attriljute type, and by anfexample XML instance. The example instance is avalid instance for both the ASN.1 and
the XSD sthema instances, and can be validated by either ASN.1 or XSD tools.

The example schema defines a role attribute with an 1D, an issuing authority and the name of therole.

CERTIFICATE-ATTRIBUTE DEFINITIONS ::=

BEGIN

Role :: [UNCAPITALIZED] SEQUENCE {
id L [ATTRIBUTE] XML-ID,
authorities SEQUENCE (1..MAX) OF

authority UTF8String,
name UTF8String }
XML-ID ::= UTF8String

END
The following XSD schemais an aternative (exactly equivalent) definition:

<schema xmlns="http://www.w3.0rg/2000/08/XMLSchema">
<element name="role">
<attribute name="id" type="ID"/>
complexType>
<sequence>
<element name="authorities">
<complexType>
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<sequence>
<element name="authority" type="string" minOccurs="1" maxOccurs="*"/>
</sequence>
</complexType>
</element>
<element name="name" type="string"/>
</sequence>
</complexType>
</element>
</schema>

An example of an instance conforming to the above schema definitions, that would be a value of the
xMLPrivilegeInfo atribute typewould be:

<role id="123" xmlns="http://www.example.org/certificates/attribute">
<authorities>

<au Utllioricy->
</authorities>
<name>manager</name>

</role>

14.8 Permission attribute and matching rule

14.8.1 Permission attribute

This attribute defines a general permission, which is an operation on an object, e.g:{a read operation on afile object.
The specifjcation of values for the operations or objects is outside the scope of(this Directory Specification|. Note that
the names of both operations and objects are case sensitive.

permissilon ATTRIBUTE ::= {
WITH SYNTAX DualStringSyntax
EQUALITY MATCHING RULE dualStringMatch
ID id-at-permission }

DualStringSyntax ::= SEQUENCE {
operatlion [0] UnboundedDirectoryString,
object [1] UnboundedDirectoryString,

-}

The permigsion attribute is intended to be used to-populate the attributes field of an attribute certificatd and is not
intended for storing as an attribute of a directory-entry.

14.8.2  [pual string matching rule

The dualgtringMatch matching ruleisa case sensitive matching rule and is defined as follows:

dualStringMatch MATCHINGJRULE ::= {
SYNTAX| DualStringSyntax
ID id-mr-dualStringMatch }

The dual$tringMatch matching rule performs a case sensitive comparison for equality between a pair of presented
strings and an attribute value of type bualstringSyntax, in which the first presented string is the operation and the
second prgsented string is the object.

15 Privilege management certificate extensions

The following certificate extensions may be included in certificates for the purposes of privilege management. Along
with the definition of the extensions themselves, the rules for certificate types in which the extension may be present are
also provided.

With the exception of the SOA identifier extension, any of the extensions that may be included in a public-key
certificate shall only be included if that public-key certificate is one that assigns privilege to its subject (i.e., the
subjectDirectoryAttributes extension shall be present). If any of these extensions is present in a public-key
certificate, that extension appliesto ALL privileges present in the subjectDirectoryAttributes extension.

Revacation lists used to publish revocation notices for attribute certificates (ACRLs and AARLS) may contain any CRL
or CRL entry extensions as defined for use in CRLs and CARLs in Section 2 of this Directory Specification.
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This clause specifies extensions in the following areas:

a) Basic privilege management: These certificate extensions convey information relevant to the assertion of
aprivilege.

b) Privilege revocation: These certificate extensions convey information regarding the location of
revocation status information.

c) Source of Authority: These certificate extensions relate to the trusted source of privilege assignment by a
verifier for agiven resource.

d) Roles: These certificate extensions convey information regarding the location of related role
specification certificates.

e) Dedegation: These certificate extensions alow constraints to be set on the subsequent delegation of
assigned privileges.

f)  Recognition of Authority: These certificate extensions allow PMIs to be federated together.

151 Basic privilege management extensions

15.1.1  Requirements

The following requirements relate to basic privilege management:
4 Issuersneed to be able to place constraints on the time during which a privilege can be asserteql.
In) Issuersneed to be able to target attribute certificates to specific serverg/services.

¢) It may be necessary for issuers to convey information intended fer, display to privilege assefters and/or
privilege verifiers using the certificate.

q) Issuers may need to be able to place constraints on the privilege policies with which the assigned
privilege can be used.

@) Issuers may need to be able to issue an AC that can only be asserted once within itslifetime.
f) Issuers may need to be able to issue privilege @ttributes to a group of entities that share p common
property.

15.1.2 Basic privilege management extension fields

The following extension fields are defined:
a) Time specification;

D) Targeting information;

¢) User notice;

d) Acceptable privilege poliCies;
@) Indirect issuer;

f) Singleuss;
g) GroupAG:

15.1.2.1 Time spegcification extension

15.1.2.1.1| Time-specification extension definition

The time Specificatiomextensiomcambeused 'Uy aTAAtoTestrictthe bpb‘biﬁb pciiuu'b oftme u'willg which the
privilege, assigned in the certificate containing this extension, can be asserted by the privilege holder. For example, an
AA may issue a certificate assigning privileges which can only be asserted between Monday and Friday and between
the hours of 9:00 am. and 5:00 p.m.. Another example, in the case of delegation, might be a manager delegating the
signing authority to a subordinate for the time that the manager will be away on vacation.

Thisfield is defined as follows:

timeSpecification EXTENSION ::= {
SYNTAX TimeSpecification
IDENTIFIED BY id-ce-timeSpecification }

This extension may be present in attribute certificates or public-key certificates issued by AAs, including SOAS, to
entities that may act as privilege asserters, including other AAs and end-entities. This extension shall not be included in
certificates that contain the SOA identifier extension or in certificates issued to AAs that may not also act as privilege
asserters.
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If this extension is present in a certificate issued to an entity that isan AA, it applies only to that entity's assertion of the
privileges contained in the certificate. It does not impact the time period during which the AA is able to issue
certificates.

Because this extension is effectively specifying arefinement on the validity period of the certificate that containsiit, this
extension shall be marked critical (i.e., the issuer, by including this extension, is explicitly defining the privilege
assignment to be invalid outside the time specified).

If this extension is present, but not understood by the privilege verifier, the certificate shall be rejected.

15.1.2.1.2 Time specification matching rule

The time specification matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

timeSpecificationMatch MATCHING-RULE ::= {
SYNTAX Timespecirication
ID id-mr-timeSpecMatch }

This matcling rule returns TRUE if the stored value contains the timeSpecification extension@nd if components
that are pré¢sent in the presented value match the corresponding components of the stored value.

15.1.2.2 Targeting information extension

The targeting information extension enables the targeting of an attribute certificate to a-specific set of servefs/services.
An attribute certificate that contains this extension should only be usable at the specified-servers/services.

Thisfield Is defined as follows.

targetingInformation EXTENSION ::= {
SYNTA. SEQUENCE SIZE (1l..MAX) OF Targets
IDENTIFIED BY id-ce-targetInformation }

Targets |: := SEQUENCE SIZE (1l..MAX) OF Target

Target :|:= CHOICE {
targetiName [0] GeneralName,
targetifGroup [1] GeneralName,
target|Cert [2] TargetCert,

-}

TargetCert ::= SEQUENCE {
targetiCertificate IssuerSerialy
targetiName GeneralName-OPTIONAL,
certDilgestInfo ObjectDigéstInfo OPTIONAL }

The targe¢tName component, if«present, provides the name of target servers/services for which the containing attribute
certificate s targeted.

The targkptGroup component, if present, provides the name of a target group for which the containirlg attribute
certificate | s targeted. How the membership of atarget within a targetGroup is determined is outside the sqope of this
Directory Bpecification.

The targetCextiComponent, if present, identifies target servers/services by reference to their certificate.

This exterisi : = C = may act as
privilege asserters mcl Udl ng other AAs and end entltles ThIS extens on shall not be |ncl uded in publlc-key certificates
or in attribute certificates issued to AAs that may not also act as privilege asserters.

If this extension is present in an attribute certificate issued to an entity that is an AA, it applies only to that entity's
assertion of the privileges contained in the certificate. It does not impact the AA ability to issue certificates.

This extension is always critical.

If this extension is present, but the privilege verifier is not among those specified, the attribute certificate should be
rejected.

If this extension is not present, then the attribute certificate is not targeted and may be accepted by any server.
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15.1.2.3 User notice extension

The user notice extension enables an AA to include a notice that should be displayed to the holder, when asserting their
privilege, and/or to a privilege verifier when making use of the attribute certificate containing this extension.

Thisfield is defined as follows:

userNotice EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice
IDENTIFIED BY id-ce-userNotice }

This extension may be present in attribute certificates or public-key certificates issued by AAs, including SOAS, to
entities that may act as privilege asserters, including other AAs and end-entities. This extension shall not be included in
certificates that contain the SOA identifier extension or in certificates issued to AAs that may not also act as privilege
asserters.

rtion of the

If this ext¢nsion is flagged critical, the user notices shall be displayed to a privilege verifier gach’'time a privilege is
asserted. 11 the privilege asserter supplies the attribute certificate to the privilege verifier (i.e,the privilege vérifier does

If this ext¢nsion is flagged non-critical, the privilege asserted in the certificate may,be granted by a privilage verifier

15.1.2.4 Acceptable privilege policies extension

The acceplable privilege policies field is used to constrain the assertion of the assigned privileges for use with a specific
set of priviflege policies.

Thisfield Is defined as follows:

acceptablePrivilegePolicies EXTENSION ::= {
SYNTAX AcceptablePrivilegePoliciesSyntax
IDENTIFIED BY id-ce-acceptablePrivilegeRolicies }

AcceptablePrivilegePoliciesSyntax ::=-SEQUENCE SIZE (1l..MAX) OF PrivilegePolicy

This exterjsion may be present in attribute certificates or public-key certificates issued by AAs, including SOAS, to
other AA{ or to end-entities. If this extensiorn’is contained in a public-key certificate it relates only to the subject's
ability to act as a privilege asserter for the privileges contained in the subjectDirectoryAttributes extension.

If present, fthis extension shall be flagged critical.

If this extgnsion is present andtheprivilege verifier understands it, the verifier shall ensure that the privilegejpolicy that
these privi|eges are being compared to is one of those identified in this extension.

If this extansion is presentabut not understood by the privilege verifier, the certificate shall be rejected.

15.1.25 $ingle useextension

In some sdenarios, an AA may wish to issue an AC that can only be asserted once to a relying party within the lifetime
of the AC.|The’singleUse extension is defined as follows:

singleUse EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-singleUse }

This extension may be present in ACsissued by AAs and SOAs to end-entities. This extension shall not be included in
public-key certificates or in attribute certificates issued to AAs.

This extension is always critical.

Any relying party that accepts asingleuse AC should keep arecord of at least the issuer and serial number of the AC,
until after the expiry date of the AC in order to ensure that the holder cannot use the AC again. Ideally, all relying
parties for which the AC is valid should have a coordination capability to ensure that the holder is not able to use the
singleUse certificate with multiple relying parties. Alternatively the issuer of the singleuse AC should include a
targetingInformation extension inthe AC to limit the relying parties at which the AC isvalid.
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15.1.2.6 Group AC extension

In some scenarios it might be required for an AA to issue an AC to agroup of entities that share a common property, for
example, a set of web servers or ateam of people, rather than to a single entity. Each group AC may be flagged as such
by adding the group AC extension into the AC.

groupAC EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-groupAC }

This extension may or may not be critical. This extension shall only be added to end-entity ACs, and not to AA ACsor
PKCs.

152 Privilege revocation extensions

15.2.1 nG..'UII CITICI ItO

The following requirements relate to the revocation of attribute certificates:

a) Inorder to control CRL sizes, it may be necessary to assign subsets of the set of all certificates issued by
one AA to different CRLs.

i) Attribute certificate issuers need to be able to indicate, in an attribute cettificate, that no |revocation
information is available for that certificate.

15.2.2  Privilege revocation extension fields

The following extension fields are defined:
a) CRL distribution points;
) No revocation information.

15.2.2.1 C€RL distribution points extension

The CRL distribution points extension is defined in Section 2.ef this Directory Specification, for use in [public-key
certificates. This field may also be included in an attribute certificate. It may be present in certificates issupd to AAS,
including $OAS, aswell as certificates issued to end-entities.

If present jn a certificate, a privilege verifier shall process this extension in exactly the same manner as described in
Section 2 flor public-key certificates.

15.2.2.2 INo revocation information extension

In some efvironments (e.g., where attribute’ certificates are issued with very short validity periods), there mgy not be a
need to reyoke certificates. An AA may.use this extension to indicate that revocation status information is ngt provided
for this attfibute certificate. Thisfieldis defined asfollows:

SYNTA. NULL

noRevAvail EXTENSION ;'=/{
IDENTIFIED BY id-Ce-noRevAvail }

This extension may(be present in attribute certificates issued by AAs, including SOAS, to end-entities. Thi$ extension
shall not b included in public-key certificates or in attribute certificates issued to AAS.

This extengion is always non-critical.

If this extension is present in an attribute certificate, a privilege verifier need not seek revocation status information.

153 Sour ce of Authority extensions

1531 Requirements
The following requirements relate to Sources of Authority:
a) Insomeenvironmentsthere is aneed for tight control by a CA, of the entities that can act as SOAS.

b) There is a need to make the valid syntax definitions and domination rules for privilege attributes
available by the responsible SOAs.
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15.3.2 SOA extension fields

The following extension fields are defined:
a) SOA identifier;
b) Attribute descriptor.

15.3.2.1 SOA identifier extension
15.3.2.1.1 SOA identifier extension definition

The SOA identifier extension indicates that the certificate subject may act as an SOA for the purposes of privilege

management. As such, the certificate subject may define attributes that assign privilege, issue attribute

descriptor

certificates for those attributes and use the private-key corresponding to the certified public-key to issue certificates that
assign privilege to holders. Those subsequent certificates may be attribute certificates or public-key certificates with a

subjectDirectoryAttributes extension containing the privileges.

In some ev||vi ronments, this extension is not required and other mechanisms may be used to determine the'q
may act ag§ SOAs. This extension is required only in environments where tight centralized control by a'CA is
manage the entities that act as SOAS.

Thisfield |s defined asfollows:

sOAIdentlifier EXTENSION ::= {
SYNTA NULL
IDENTIFIED BY id-ce-sOAIdentifier }

ntities that
required to

If this extgnsion is not present in a certificate, the subject/holder ability to act.as.an SOA shall be determingd by other

means.

This field|may only be present in a public-key certificate issued to,an-SOA. It shall not be included i
certificateg or public-key certificates issued to other AAs or to end-eqtity-privilege holders.

Cross-certification applies only to public-key certificates and not to attribute certificates. Therefore, a cross
issued to the CA that is the issuer of a certificate containing.the' SOA identifier extension does not provid
trust to thg SOA identified in this extension.

This extengsion is always non-critical.
15.3.2.1.2| SOA identifier matchingrule

The SOA ijdentifier matching rule compares a’presented value with an attribute value of type Certificate.

sOAIdentlifierMatch MATCHING-RULE-::= {
SYNTAX NULL
ID id-mr-sOAIdentifierMatch }

This matching rule returns TRUE if the stored value contains an SOA ldentifier extension.
15.3.2.2 Attribute descriptor extension

15.3.2.2.1|Attributédescriptor extension definition
The definition of a privilege attribute, and the domination rules governing the subsequent delegation of thg

n attribute

-certificate
P transitive

L privilege,

are needeq by’ privilege verifiers to ensure that authorization is done correctly. These definitions and rul
provided to-prvitege-verfierst-a-variety-of-way i is-bBi ’ Hieat 2
locally configured at the privilege verifier).

This extension provides one mechanism that can be used by an SOA to make privilege attribute definitions and
associated domination rules available to privilege verifiers. An attribute certificate that contains this extension is called
an attribute descriptor certificate and is a specia type of attribute certificate. Although syntactically identical to an

AttributeCertificate, an attribute descriptor certificate:
—  contains an empty SEQUENCE initSattributes field;
— isasef-issued certificate (i.e., the issuer and holder are the same entity); and
— includes the attribute descriptor extension.
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Thisfield is defined as follows:

attributeDescriptor EXTENSION ::= {
SYNTAX AttributeDescriptorSyntax
IDENTIFIED BY {id-ce-attributeDescriptor} }

AttributeDescriptorSyntax ::= SEQUENCE {

identifier Attributeldentifier,
attributeSyntax OCTET STRING(SIZE (1..MAX)),
name [0] AttributeName OPTIONAL,
description [1] AttributeDescription OPTIONAL,
dominationRule PrivilegePolicyIdentifier,
-}
AttributeIdentifier ::= ATTRIBUTE.&id({AttributeIDs})

AttributjeTDs ATTRIBUTE ::= {...J

eName ::= UTF8String(SIZE (1..MAX))

eDescription ::= UTF8String(SIZE (1..MAX))

PrivileglePolicyIdentifier ::= SEQUENCE {
privillegePolicy PrivilegePolicy,
lSyntax InfoSyntax,

ifier component of avalue of the attributeDescriptor extension is the object identifier
e type.

buteSyntax component contains the ASN.1 definition of the\attribute's syntax. Such an ASN.]
ven as specified for the information component of the-Matching Rules operationa attribute
X.501 | ISO/IEC 9594-2.

omponent optionally contains a user-friendly name by which the attribute may be recognized.
iption component optionally contains a user<friehdly description of the attribute.

inationRule component specifies, for the attribute, what it means for a delegated privilege to be
olicy that contains the rules, by its-ebject identifier. The privPolsyntax component contains

olicy itself or a pointer to a location“where it can be located. If a pointer is included, an optional
licy can also be included to allow an integrity check on the referenced privilege policy.

privilege
privilege
privilege
This extension may only be present inattribute descriptor certificates. This extension shall not be present in
certificates or in attribute certificates other than self-issued certificates of SOAS.

This extension shall always benen-critical.

dentifying

definition
defined in

'|ess than"

onding privilege held by the delegator’’ The privilegePolicy component identifies the instance of

either the
hash of the

public-key

The attribdte descriptor certificate, created by the SOA at the time of creation/definition of the corresponding attribute

type, is a|means by ‘which the universal constraint of delegating "down" can be understood and enfor
infrastructyre. Insthe Directory, attribute certificates that contain this extension would be stor
attributleDescriptorCertificate attribute of the SOA's directory entry.

ced in the
ed in the

15.3.2.2.2 [Atffibute descriptor matching rule

The attribute descriptor matching rule compares for equality a presented value with an attribute value of type

AttributeCertificate.

attDescriptor MATCHING-RULE ::= {
SYNTAX AttributeDescriptorSyntax
ID id-mr-attDescriptorMatch }

This matching rule returns TRUE if the stored value containsthe attributebescriptor extension and if components

that are present in the presented value match the corresponding components of the stored value.
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15.4 Role extensions

154.1 Requirements

The following requirement relates to roles:

— If a certificate is a role assignment certificate, a privilege verifier needs to be able to locate the
corresponding role specification certificate that contains the specific privileges assigned to the role itself.

15.4.2 Roleextension fields

The following extension field is defined:
— Role specification certificate identifier.

15.4.2.1 Role specification certificate identifier extension

15.4.2.1. 1 [RoOfe Specification ceruficate identitier extension dgnition

This exterjsion may be used by an AA as a pointer to a role specification certificate that contains the assignment of
privilegesfo arole. It may be present in arole assignment certificate (i.e., a certificate that contains the role fattribute).

A privilege verifier, when dealing with arole assignment certificate, needs to obtain the set of privileges of that rolein
order to determine whether to pass or fail the verification. If the privileges were assigned to the role in a role
specificatipn certificate, thisfield may be used to locate that certificate.

Thisfield Is defined as follows:

roleSpecCertIdentifier EXTENSION ::= {
SYNTA RoleSpecCertIdentifierSyntax
IDENTIFIED BY {id-ce-roleSpecCertIdentifier} }

RoleSpecCertIdentifierSyntax ::=
SEQUENCE SIZE (1l..MAX) OF RoleSpecCertIdentifier

RoleSpec/CertIdentifier ::= SEQUENCE ({
roleName [0] GeneralName,
roleCertIssuer [1] GeneralName,
roleCgrtSerialNumber [2] CertificateSerialNumber OPTIONAL,
roleCegrtLocator [3] GeneralNames, OPTIONAL,
-}

The roleName identifies the role. This name’would be the same as that in the holder component ¢f the role
specificatipn certificate being referenced by this extension.

The rolefertIssuer identifiesthe AA that issued the referenced role specification certificate.

The rolefertserialNumber,<f\present, contains the serial number of the role specification certificate. Note that if
the privilepes assigned to the'role itself change, then a new role specification certificate would be issued o the role.
Any certificates that containithis extension, including the rolecertSerialNumber component, would then|need to be
replaced ll>y certificatesthat referenced the new seria number. Although this behaviour is required in some
environments, it is undesirable in many others. Typically, this component would be absent, enabling automat|c updating
of the priv|leges assigned to the role itsalf, without impacting the role assignment certificates.

The rolegerthiocator, if present, containsinformation that can be used to locate the role specification certificate.

This extenSion may De present In role assgnment cartticales thal are altripate ceruticales or puniic-key certificates
issued by AAs, including SOAS, to other AAs or to end-entity privilege holders. This extension shall not be included in
certificates that contain the SOA identifier extension.

If present, this extension can be used by a privilege verifier to locate the role specification certificate.

If this extension is not present, either:
a) other meanswill be used to locate the role specification certificate; or

b) mechanisms other than arole specification certificate were used to assign privileges to the role (e.g., role
privileges may be locally configured at the privilege verifier).

This extension is always non-critical.
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15.4.2.1.2 Role specification certificate |D matching rule

The role specification certificate identifier matching rule compares for equality a presented value with an attribute value
of typeattributeCertificate.

roleSpecCertIdMatch MATCHING-RULE ::= {
SYNTAX RoleSpecCertIdentifierSyntax
ID id-mr-roleSpecCertIdMatch }

This matching rule returns TRUE if the stored value contains the rolespecCertIdentifier extension and if
components that are present in the presented value match the corresponding components of the stored value.

155 Delegation extensions

155.1 Requirements

The following requirements rel ate to the delegation of privileges:

a) End-entity privilege certificates need to be distinguishable from AA certificates, to protect against end-
entities establishing themselves as AAs without authorization. It also needs to be possble fof an AA to
limit the length of a subsequent delegation path.

)  An AA needs to be able to specify the appropriate name space within which the delegation af privilege
can occur. Adherence to these constraints needs to be checkable by the privilege verifier.

¢) AnAA needsto be able to specify the acceptable certificate policies thatprivilege asserters further down
a delegation path shall use to authenticate themselves when asserting a privilege delegation by|[this AA.

d) A privilege verifier needs to be able to locate the corresponding”attribute certificate for ah issuer to
ensure that the issuer had sufficient privilege to delegate the privilege in the current certificate

¢) Thereis a requirement for an independent Delegation Service (DS) to issue certificates that delegate
privileges, whilst the DS server cannot itself act as a claitnant for those privileges.

f)  An independent Delegation Service may wish to ifisert the name of the authority that requested the
privilege assertion to be issued.

155.2 [Delegation extension fields
The following extension fields are defined:
a) Basic attribute constraints;

[
g

Delegated name constraints;
Acceptable certificate policies;
Authority attribute identifier;
Indirect Issuer;

f)  Issued on behalf.of;

@) No assertion.

¢

15.5.2.1 Basic attribute constraints extension

15.5.2.1.1|Basic attribute constraints extension definition

This fieldlindicates whether the subsequent delegation of the privileges assigned in the certificate conthining this
extension is permitted. If so, a delegation path length constraint may also be specified.

Thisfield is defined as follows:

basicAttConstraints EXTENSION ::= {
SYNTAX BasicAttConstraintsSyntax
IDENTIFIED BY {id-ce-basicAttConstraints} }

BasicAttConstraintsSyntax ::= SEQUENCE {
authority BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER(0..MAX) OPTIONAL,
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The authority component indicates whether or not the holder is authorized to further delegate privilege. If
authority iS TRUE the holder is also an AA and is authorized to further delegate privilege, dependent on relevant
constraints. If authority iSFALSE, the holder is an end-entity and is not authorized to delegate the privilege.

The pathLenConstraint component is meaningful only if authority is set to TRUE. It gives the maximum number
of AA certificates that may follow this certificate in a delegation path. Value o indicates that the subject of this
certificate may issue certificates only to end-entities and not to AAS. If N0 pathLenConstraint field appearsin any
certificate of a delegation path, there is no limit to the allowed length of the delegation path. Note that the constraint
takes effect beginning with the next certificate in the path. The constraint controls the number of AA certificates
between the AA certificate containing the constraint and end-entity certificate. The constraint restricts the length of the
segment of the delegation path between the certificate containing this extension and the end-entity certificate. It has no
impact on the number of AA certificates in the delegation path between the trust anchor and the certificate containing
this extension. Therefore, the length of a complete delegation path may exceed the maximum length of the segment
constramed by this extenson The constralnt controls the number of AA certificates between the AA certificate

> path may
1dp0| nts of
the segment plus the AA certificates between the two endpoints that are constrained by the value of thisextension.)

This exterjsion may be present in attribute certificates or public-key certificates issued by AAspincluding SOAS, to
other AAg or to end-entities. This extension shall not be included in certificates that contain the SOA identifier
extension.

If this extension is present in an attribute certificate, and authority iS TRUE, the holder is authorized to issue
subsequent attribute certificates delegating the contained privileges to other entities, but not public-key certificates.

If this extension is present in a public-key certificate, and if the basicCondtpaints extension indicates that the
subject is dlso a CA, the subject is authorized to issue subsequent public-key eeftificates that del egate these pfivileges to
other entitles, but not attribute certificates. If a path length constraint is included, the subject may only delegate within
the interseftion of the constraint specified in this extension and any specified in the basicConstraints extension. If
this extengon is present in a public-key certificate but thebasicConstraints extension isabsent, or indicates that the
subject is an end-entity, the subject is not authorized to delegate theprivileges.

ion may, at the option of the certificate issuer, be'either critical or non-critical. It is recommended that it be
flagged critical, otherwise a holder that is not authorized t6’be an AA may issue certificates and the privilgge verifier
may unwittingly use such a certificate.

If this extgnsion is present and is flagged critical, then;
+ if the value of authority is net, set to TRUE, then the delegated attribute shall not be used to further
delegate;

4 if the value of authority’is set to TRUE and pathLenConstraint iS present, then the privilege
verifier shall check that the delegation path being processed is consistent with thg value of

pathLenConstraint!:

If this extgnsion is present, flagged non-critical, and is not recognized by the privilege verifier, then that system should
use other means to determine-if the delegated attribute may be used to further delegate.

If this extgnsion is notpresent, or if the extension is present with an empty sEQUENCE value, the holder is constrained to
being only an end-entity and not an attribute authority and no delegation of the privileges contained in the attribute
certificate | s permitted by the holder.

15.5.2.1.2|Basic attribute constraints matching rule

The basic attribute constraints matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

basicAttConstraintsMatch MATCHING-RULE ::= {
SYNTAX BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }

This matching rule returns TRUE if the stored value containsthe basicAttConstraints extension and if components
that are present in the presented value match the corresponding components of the stored value.
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15.5.2.2 Delegated name constraints extension

15.5.2.2.1 Delegated name constraints extension definition

The delegated name constraints field indicates a name space within which all holder names in subsequent certificates in
a delegation path need to be located.

Thisfield is defined as follows:

delegatedNameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-delegatedNameConstraints }

This extension is processed in the same manner as the nameConstraints extension for public-key certificates. If
permittedSubtrees is present, of al the attribute certificates issued by the holder AA and subsequent AAs in the
delegation path, only those attribute certificates with holder names within these subtrees are acceptable. If
delegation
rees and

g SOAs, to

resent, the
fied in the

This extension may, at the option of the attribute certificate issuer, be either critical or non-critical. It is recbommended
that it be flagged critical, otherwise an attribute relying party may not chegk that subsequent attribute certificates in a
delegation|path are located in the name space intended by the issuing AA.

15.5.2.2.2| Delegated name constraints matching rule

The delegdted name constraints matching rule compares for equality a presented value with an attribute vajue of type
AttributeCertificate.

delegateldNameConstraintsMatch MATCHING-RULE ::= {
SYNTA. NameConstraintsSyntax
ID id-mr-delegatedNameConstraintsMatch }

This matching rule returns TRUE if the storéd value contains the attributeNameConstraints extengion and if
components that are present in the presented value match the corresponding components of the stored value.

15.5.2.3 Acceptable certificate policies extension

15.5.2.3.1 | Acceptable certificate policies extension definition

The acceptable certificaté\policies field is used, in delegation with attribute certificates, to control the |acceptable
certificate policies under.which the public-key certificates for subsequent holders in a delegation path need tq have been
issued. By| enumerafing a set of policies in this field, an AA is requiring that subsequent issuers in a delegiation path
only deledate thescontained privileges to holders that have public-key certificates issued under one or nore of the
enumeratefl certificate policies. The policies listed here are not policies under which the attribute certificate yvas issued,
but policigsunder which acceptable public-key certificates for subsequent holders need to have been issued.

Thisfield is defined asfollows:

acceptableCertPolicies EXTENSION ::= {

SYNTAX AcceptableCertPoliciesSyntax

IDENTIFIED BY id-ce-acceptableCertPolicies }
AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (1l..MAX) OF CertPolicyId

CertPolicyId ::= OBJECT IDENTIFIER
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This extension may only be present in attribute certificates issued by AAs, including SOAs, to other AAs. This
extension shall not be included in end-entity attribute certificates or in any public-key certificates. In the case of
delegation using public-key certificates, this same functionality is provided by the certificatePolicies and other
related extensions.

If present, this extension shall be flagged critical.

If this extension is present and the privilege verifier understands it, the verifier shall ensure that all subsequent privilege
asserters in the delegation path are authenticated with a public-key certificate under one or more of the enumerated
certificate policies.

If this extension is present, but not understood by the privilege verifier, the certificate shall be rejected.

15.5.2.3.2 Acceptable certificate policies matching rule

The acceptable certificate policies matching rule compares for equality a presented value with an attribute value of type
AttributgCertiticate:

acceptableCertPoliciesMatch MATCHING-RULE ::= {
SYNTAX] AcceptableCertPoliciesSyntax
ID id-mr-acceptableCertPoliciesMatch }

This matching rule returns TRUE if the stored value contains the acceptableCertPolicies extengon and if
componenis that are present in the presented value match the corresponding components of the stored value.

15.5.2.4 Authority attributeidentifier extension

15.5.2.4.1|Authority attributeidentifier extension definition

In privilege delegation, an AA that delegates privileges shall itself have at least the same privilege and the guthority to
delegate that privilege. An AA that is delegating privilege to another AA or-to an end-entity may place this ektension in
the AA or jend-entity certificate that it issues. The extension is a back-pointer to the certificate in which the igsuer of the
certificate containing the extension was assigned its corresponding_privilege. The extension can be used by [a privilege
verifier to|ensure that the issuing AA had sufficient privilegerte be able to delegate to the holder of the certificate
containing|this extension.

Thisfield Is defined as follows:

authorityAttributeIdentifier EXTENSION ;= {
SYNTA. AuthorityAttributeIdentifierSyntax
IDENTIFIED BY {id-ce-authorityAttributeIdentifier} }

AuthoritiyAttributeIdentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttId

AuthAttId ::= IssuerSerial

A certificgte that contains this extension may include the delegation of multiple privileges to the certificate hglder. If the
assignment of those privileges-to the AA that issued this certificate was done in more than one certificat¢, then this
extension yvould include morethan one pointer.

This extension may beresent in attribute certificates or public-key certificates issued by AAs to other AAg or to end-
entity priviilege holders. This extension shall not be included in certificates issued by an SOA or in |public-key
certificateg thatContain the SOA identifier extension.

This extengion's always non-critical.

15.5.2.4.2 AA identifier matchingrule

The authority attribute identifier matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

authAttIdMatch MATCHING-RULE ::= {
SYNTAX AuthorityAttributeIdentifierSyntax
ID id-mr-authAttIdMatch }

This matching rule returns TRUE if the stored value contains the authorityAttributeIdentifier extension and if
components that are present in the presented value match the corresponding components of the stored value.
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15.5.2.5 Indirect issuer extension

In some environments, privilege may be delegated indirectly. In such cases, the delegator requests that a DS server issue
a certificate delegating privilege on their behalf to another entity. The indirect issuer field is used in either an attribute
certificate or a public-key certificate issued to aDS server by an SOA. Presence of this extension means that the subject
AA (the DS server) is authorized by that SOA to act as a proxy and issue certificates that delegate privilege, on behalf
of other delegators.

indirectIssuer EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-indirectIssuer }

This extension is always non-critical.

The presence of this extension within an attribute certificate may be determined by applying the
extensionPresenceMatch matching rule.

15.5.2.6 llssued on behalf of extension

This extension is inserted into an AC by an indirect issuer (DS server). It indicates the AA that has|requeded the DS
server to igsue the AC, and allows the delegation chain to be constructed and validated.

issuedOnBehalfOf EXTENSION ::= {
SYNTA GeneralName
IDENTIFIED BY id-ce-issuedOnBehalfOf }

The GenefalName isthe name of the AA who has asked the indirect issuer (DS sefver) to issue thisAC.

The issuer|of this AC must have been granted the privilege to issue ACs on behalf of other AAs by an SOA, through the
IndirectfIssuer extensioninits AC.

This extension may be critical or non-critical as necessary to ensure delegation path validation.

15.5.2.7 INo assertion extension

If present, |this extension indicates that the AC holder cannot ‘assert the privileges indicated in the attributes|of the AC.
This field |can only be inserted into AA ACs, and not intoend-entity ACs. If present, this extension shall|aways be
marked as|being critical.

noAssertjfion EXTENSION ::= {
SYNTA. NULL
IDENTIFIED BY id-ce-noAssertion®}

15.6 Recognition of Authority Extensions

15.6.1 Requirements

The following requirements(rélate to recognition of authority:

a) thelocal SOA may wish to specify how attributes assigned in a remote domain are mappeq into roles
knownltorelying partiesin the local domain;

Ih) thedoeca SOA may want to constrain which privilege attributes a remote SOA s trusted td assign to
which users;

igh aremote

15.6.2 ROA extension fields

The following extension fields are defined:
a) Allowed attribute assignments;
b) Attribute mappings;
c) Holder name constraints.
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15.6.2.1 Allowed attribute assignments extension

This extension says which privilege attributes a remote domain SOA is trusted to issue to whom.
allowedAttributeAssignments EXTENSION ::= {

SYNTAX AllowedAttributeAssignments
IDENTIFIED BY id-ce-allowedAttAss }

AllowedAttributeAssignments ::= SET OF SEQUENCE {
attributes [0] SET OF CHOICE {
attributeType [0] AttributeType,

attributeTypeandValues [1] Attribute{{SupportedAttributes}},

holderDomain [1] GeneralName,

}
Each allowed-a ghnent-comyg set-of attribute-hpes-and/orvalues-togetherwith-the-name-space which
defines thg hol n. Of the name forms available through the GeneralnName type, only those name|forms that

have a well-defined hierarchical structure may be used for the holder domain. The value that is specified for| the holder
domain fofms the superior node of a subtree within which al the holder names must fall.

All the allowed attributes specified in this extension should also be specified in the attributes component of the attribute
certificateIf an attribute is specified in this extension, but it is not in the attributes component; then it isigngred (i.e., it
is not trusted). If an attribute isin the attributes component, but not in this extension, thentystrusted and hag no further
constraintg on the holders to which it can be issued (other than that which might optionally be specified if the name
constraintg extension).

If thisextansion is present, it shall be flagged as being critical.

15.6.2.2 Attribute mappings extension

This extension says how the attributes in the remote, trusted domain map.into attributesin the local domain.
attributleMappings EXTENSION ::= {

SYNTAX AttributeMappings

IDENTIFIED BY id-ce-attributeMappings }

AttributleMappings ::= SET OF CHOICE {
typeM:Ippings [0] SEQUENCE {
locall [0] AttributeTyps,
remote [1] AttributeType,
Y
typerlueMappings [1] SEQUENCE. {
locall [0] AttributeTypeAndValue,
remote [1] AttributeTypeAndValue,
}}

An attribu]e mapping can be at.the type or value level.

When attribute mapping.is.at the attribute value level, each attribute value in the remote domain is mapged into an
equivalentlattribute value'in the local domain.

NOTE 1 — Attribute.value mappings may have a many-to-many relationship.

When attribute\mapping is at the attribute type level, all the values assigned in the remote domain must [already be
understooJ byyand have an equal value in, the local domain.

NOTE 2 — This attribute mapping is a one-to-one mapping.

15.6.2.3 Holder name constraints extension

This extension constrains the name forms and name spaces in which a subordinate AA or a remote SOA and its
subordinate AAs can issue ACs.

This extension indicates that constraints are being placed on the name forms and name spaces of all name formsin ACs
issued by this AA and all subsequent AAsin the AC chain. If this extension is absent from al ACsin an AC chain, then
no constraints are placed on any name spaces in the AC chain. If this extension is present in an AC certificate, then
constraints are automatically placed on the name spaces of every name form in the AC chain from this point onwards,
regardless of whether the name form is explicitly included in the extension or not, i.e., the default constraint on each
name form excludes the entire name space.
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NOTE — Because there can be an unbounded set of registeredlD name forms, then it is not possible for new name forms to be
unconstrained once this extension is present, without the name form being explicitly included in this extension via a permitted
subtree.

Thisfield is defined asfollows:

holderNameConstraints EXTENSION ::= {
SYNTAX HolderNameConstraintsSyntax
IDENTIFIED BY id-ce-holderNameConstraints }

HolderNameConstraintsSyntax ::= SEQUENCE {
permittedSubtrees [0] GeneralSubtrees,
excludedSubtrees [1] GeneralSubtrees OPTIONAL,

-}

GeneralSubtrees ::= SEQUENCE SIZE (1l..MAX) OF GeneralSubtree

GeneralSubtree ::= SEQUENCE {

base GeneralName,

minim [0] BaseDistance DEFAULT 0,

maxim [1] BaseDistance OPTIONAL,
BaseDistlance ::= INTEGER (0. .MAX)

The permjttedsubtrees and excludedSubtrees COMponents each specify one erumore naming subtress of one or
more name forms. Each subtree is defined by the name of the root of the subtree/i.e., the base component, and,
optionally{ within that subtree, an areathat is bounded by upper and/or lower levels!

An empty PN sequenceis equivalent to awildcard and means that all DNs fall*'within the subtree.

The minifnum component specifies the upper bound of the area within the subtree. All names whose fina name
component is above the level specified are not contained within the-area. A value of minimum equal to zero (fhe default)
corresponds to the base, i.e., the top node of the subtree. For example, if minimum is set to one, then the nam|ng subtree
excludes t:[e base node but includes subordinate nodes.

The maxigum component specifies the lower bound of the.area within the subtree. All names whose last component is
below the |evel specified are not contained within the area A value of maximum of zero corresponds to the baseg, i.e., the
top of the jsubtree. An absent maximum component indicates that no lower limit should be imposed on the grea within
the subtreg. For example, if maximum iS Set to one; then the naming subtree excludes all nodes except the slibtree base
and its immediate subordinates.

Thepermittedsubtrees component is(ised to reduce the constraints placed on the name spaces of one or ore name
forms. Sinpe the entire name space of(each form is automatically fully excluded when this extension appears in an AA
certificate[the permittedsubtrees. component describes the name space(s) that is(are) permitted. If an dntire name
space of a|particular name formis to be permitted, this is achieved by setting the base component to the root of the
name spacg.

The optiohal excludedsubtrees component is used to exclude one or more subordinate subtree§ from the
permittedsubtrees{For example, if in the ITU-T X.500 distinguished name space, the subtree C=GB ig permitted,
but the sulptrees C=GB, O=XY Z and C=GB, O=ABC are not permitted, then the permittedsubtrees Wi|l be set to
C=GB and the exc¢ludedsubtrees Will be set to C=GB, O=XYZ and C=GB, O=ABC. If the excludedsybtrees iS
present arjdifs name spaces overlap with the permittedSubtrees, the excludedSubtrees staterlnent takes
precedence:

All holder names in subsequent ACs in a certification path shall be located in the permitted name spaces for the
certificate to be acceptable. When a certificate holder has multiple names of the same name form then all such names
shall be located in the permitted name space of that name form for the certificate to be acceptable. When a certificate
holder has multiple namesin different name forms, each name shall be located in the permitted name space of that name
form for the certificate to be acceptable.

Of the name forms available through the GeneralName type, only those name forms that have a well-defined
hierarchical structure may be used in these fields.

The directoryName name form satisfies this requirement; when using this name form, a naming subtree corresponds
to aDIT subtree. An AC is considered subordinate to the base (and therefore a candidate to be within the subtree) if the
sequence of RDNs, which forms the full DN in base, matches the initial sequence of the same number of RDNs which
forms the first part of the DN of the holder of the AC. The DN of the holder of the certificate may have additional
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trailing RDNs in its sequence that do not appear in the DN in base. The distinguishedNameMatch matching ruleis
used to compare the value of base with the initial sequence of RDNs in the DN of the subject of the certificate.

Conformant implementations are not required to recognize all possible name forms. If an AC using implementation
does not recognize a name form used in any base component, and

— that name form also occurs in the holder field of a subsequent AC in the chain, then that AC shall be
handled asif an unrecognized critical extension had been encountered; or

— that name form does not occur in the holder field of a subsequent AC in the chain, then this name form
can beignored.

If an AC using implementation does not recognize a name form that occurs in the holder field of a subsequent AC in
the chain from that in which this extension appeared, but that name form does not occur in any base component of this
extension, then that AC shall be rejected.

I y <hall al h ical
This extension-shall-alwaysbecritical-

An AC using system shall check that the attribute certification path being processed is within the constrai ntls specified
by the valyein this extension.

15.6.2.4 Relationship of delegated name constraintsto holder name constraints

The deldgatedNameConstraints extension described in clause 15.5.2.2 has thé~same semantics as the
nameConstraints extension of public-key certificates, which is that every name form is’allowed unless gpecifically
constrainel. The holderNameConstraints extension on the other hand, whilst’having the same syntax, has the
opposite antics; which is that, once the extension is present, every name\form is denied unless gpecifically
permitted. [If both the delegatedNameConstraints extension and the holdexNameConstraints extengion appear
in the samg AC, then the excluded name spaces are the union of the excluded“name spaces from both extensipns, whilst
the includgd name spaces are the intersection of the name spaces from both-extensions.

16 rivilege path processing procedure
Privilege path processing is carried out by a privilege verifier: The path processing rules for attribute cert|ficates are

somewhat fanalogous to those for public-key certificates.

Other conpponents of the path processing that are;fiot addressed in this clause include verification of| certificate
signatures| validation of certificate validity periods;etc.

For privilgge paths consisting of a single certificate (i.e., the privileges were assigned directly to the privilgge asserter
by the SO\, only the basic procedure, as described in clause 16.1 below is required, unless the privilege is fissigned to
arole. In fhat case, if the privilege verifier is not configured with the specific privileges of the role, it may need to
obtain the frole specification certificatethat assigns the specific privileges to the role as described in clause 16.2 below.
If the privilege asserter was delegated its privilege by an intermediary AA, then the delegation path p;}Jcedure in
clause 16.3 is also required. These procedures are not performed sequentially. The role processing prog¢edure and

delegation| processing procédure are done prior to the determination of whether or not the asserted priyileges are
sufficient for the context.of\use within the basic procedure.

using the procedures of clause 10. Note tham checkmg the sgnature on an attribute certificate neceﬁsarlly involves
checking the referenced public-key certificate for its validity. Where privileges are assigned using attribute certificates,
path processing engines will need to consider elements of both the PMI and the PKI in the course of determining the
ultimate validity of a privilege asserter's attribute certificate. Not all AC issuers need have PKCs issued by the same
trust anchor CA (or one of its subordinate CAs), in which case multiple PKI certification paths will need to be followed.
Once that validity has been confirmed, the privileges contained in that certificate may be used depending on a
comparison with the relevant privilege policy and other information associated with the context in which the certificate
is being used.

The context of use shall determine if the privilege holder actually intended to assert the contained privilege for use with
that context. The fact that a chain of certificates to a trusted SOA existsis not in itself enough upon which to make this
determination. The willingness of the privilege holder to use that certificate has to be clearly indicated and verified.
However, mechanisms to ensure that such a privilege assertion has been adequately demonstrated by the privilege
holder are outside the scope of this Directory Specification. As an example, such a privilege assertion may be verifiable
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if the privilege holder signed areference to that certificate, thereby indicating their willingness to use that certificate for
that context.

For each attribute certificate in the path that does not contain the norevavail extension, the privilege verifier shall
ensure that the attribute certificate has not been revoked.

The privilege verifier shall ensure that the asserted privilege is valid for the time called "time of evaluation” which can
be done for any time, i.e., the current time of checking or any time in the past. In the context of an access control
service, the checking is always done for the present time. However, in the context of non-repudiation, the checking can
be done for atime in the past or the current time. When certificates are validated, the privilege verifier shall ensure that
the time of evaluation falls within al the validity periods of al the certificates used in the path. Also, if any of the
certificates in the path contain the timeSpecification extension, the constraints placed over the times the privilege
can be asserted need to also allow the privilege assertion to be valid at the time of evaluation.

If the targetingInformation extension is present in the certificate used to assert a privilege, the privilege verifier
shall checktha e P : 5 ,

If the singleUse extension that is present in the AC is used to assert a privilege, the privilege verifier shal|check that
the AC hag not been asserted prior to the current use.

If the certificate is a role assignment certificate, the processing procedure described in clause 16.2-1s neededl to ensure
that the appropriate privileges are identified. If the privilege was delegated to the entity rathef thian assigned (directly by
the SOA tfusted by the privilege verifier, the processing procedure described in clause 6.3 is needed to gnsure that
delegationfwas done properly.

The privilg¢ge verifier shall also determine whether or not the privileges being asserted are sufficient for theg context of
use. The privilege policy establishes the rules for making this determination(and includes the specificat|on of any
tal variables that need to be considered. The privileges asserted,Zincluding those resulting frgm the role
procedure|in clause 16.2 and the delegation procedure in clause 16.3<and any relevant environmentag variables
of day or current account balance) are compared against the privilege policy to determine whether pr not they
are sufficient for the context of use. If the acceptablePrivilégePolicies extension is present, the privilege
only succeed if the privilege policy the privilege verifier is comparing against is one of those cpntained in

this extengon.

If the comparison succeeds, any relevant user notices are provided to the privilege verifier.

16.2 Role processing procedure

If the ted certificate is a role assignment certificate, the privilege verifier shall obtain the specific| privileges
assigned tg that role. The name of the role.to which the privilege asserter is assigned is contained in the role attribute
of the certfficate. The privilege verifier, if_not already configured with the privileges of the named role, njay need to
locate the fole specification certificaté that assigns the privileges to that role. Information in the role attrifpute and in
the rolespecCertIdentifier extension may be used to locate that certificate.

The privilgges assigned to thefole are implicitly assigned to the privilege asserter and are therefore included{among the
asserted privileges that are ‘compared against the privilege policy in the basic procedure in clause 16.1 to| determine
whether or not the asserted privileges are sufficient for the context of use.

16.3 [Delegation processing procedur e

If the privileges.asserted are delegated to the privilege asserter by an intermediary AA, the privilege verifier shall ensure
that the p hisavaliddel ngm'inn p:\fh, hy ensl |ring that:

— each AA that issued a certificate in the delegation path was authorized to do so;

— each certificate in the delegation path is valid with respect to path and name constraints imposed on it;

— each entity in the delegation path is authenticated with a public-key certificate that is valid according to
any imposed policy constraints;

— no AA delegation privilegeis greater than the privilege held by that AA.

In complex delegation-of-authority scenarios, where the delegations form a directed graph, with multiple trusted root
SOAs, it is possible for an AA to combine the privilege attributes it holds in two or more ACs and to delegate a
combination of these attributes to a subordinate in a single, delegated AC. Validating these split delegation paths in
directed graphs is much more complex than validating a simple path through a hierarchical tree of ACsthat lead from a
single root SOA. Implementations need to consider carefully whether to allow directed graph type delegations or to
limit delegations to a simple tree structure.
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Prior to commencing delegation path validation, the privilege verifier shall obtain the following. Any of these may be
provided by the privilege asserter, or obtained by the privilege verifier from another source, such as the Directory. The
attributes of the service may be provided to the privilege verifier in a structured document or by other means.

—  Established trust in the public verification key used to validate the trusted SOA's signature. This trust can
either be established through out-of-band means or through a public-key certificate issued to the SOA by
a CA in which the privilege verifier already has established trust. Such a certificate would contain the
sOAIdentifier extension.

— The privilege asserter's privilege, encoded in their attribute certificate or subject directory attributes
extension of their public-key certificate.

— Delegation path of certificates from the privilege asserter to the trusted SOA.

— Domination rule for the privilege being asserted; this may be obtained from the attribute descriptor
issued by the SOA responsible for the attribute in question or it may be obtained through out-of-band
means.

+  Privilege policy; this may be obtained from the Directory or from some out-of-band means.
4+ Environmental variables, including for example, current date/time, current account balance, et¢.

An implementation shall be functionally equivalent to the external behaviour resulting from thisiprocedurg; however,
the algorithm used by a particular implementation to derive the correct output(s) from~the given inguts is not
standardized.

In the casg where attribute certificates are issued by an indirect issuer (DS), which does not have a full set of privileges
directly asfigned to it, the relying party should fully validate the delegation chain asfellows:

ip  Starting with the end entity AC, the RP extracts the issuer name and.the issuedonBehal£fo£f hame.

ij) The RP retrieves the AC of the issuer and validates that thenissuer is an indirect issuer of the SOA
(i.e., hasthe indirectIssuer extension).

iJi) The RPretrieves the AC of the issuedonBehalfof AA and validates that the AA has a supgrset of the
privilege attributes issued to the end entity.

However, n order to aid path determination and validation, ‘certificates may contain the authority information access
and authorjty key identifier extensions, whose usage is described in clause 16.3.1 below.

The RP regurses to step ii) using the AC of the AA, and thereby moves up the chain until it arrives at the AC of an AA
that isissupd by the SOA.

16.3.1 erify integrity of domination rule

The domipation rule is associated with (the privilege being delegated. The syntax and method for obfaining the
ion rule is not standardized.However, the integrity of the retrieved domination rule can be veified. The
riptor certificate issued by the SOA responsible for the attribute being delegated may contain § HASH of
the domingtion rule. The privilege\verifier may reproduce the HASH function on the retrieved copy of the glomination
rule and cgmpare the two hashes) If they areidentical, the privilege verifier has the accurate domination rule.

16.3.2 stablish valid delegation path
The privilége verifiershal find the delegation path and obtain certificates for every entity in the path. The|delegation
path extends from-the direct privilege asserter to the SOA. Each intermediary certificate in the delegation path shall

contain th@ basidAttConstraints extension with the authority component set to TRUE. The issuer of eact] certificate
shall be the‘same as the holder/subject of the certificate which is adjacent to it in the delegation|path. The
authorityAttributeIdentifier extension IS used to identify the certificate(s) of the issuer of the current
certificate in the delegation path. The authorityInformationAccess extension may be used to locate the
appropriate certificates of the issuer of the current certificate in the delegation path, as described in clause 16.3.2.1
below. The authorityKeyIdentifier extension may be used to locate and identify the public key of the issuer of
the current certificate in the delegation path, as described in clause 16.3.2.2 below. The number of certificates in the
path from each entity to the direct privilege asserter (inclusive) shall not exceed the value of the pathLenConstraint
value in the entity's basicAttConstraints extension by more than 2. This is because the pathLenConstraint
limits the number of intermediary certificates between the two endpoints (i.e., the certificate containing the constraint
and the end-entity certificate) so the maximum length is the value of that constraint plus the certificates that are the
endpoints.

If delegatedNameConstraints extension is present in any of the certificates in the delegation path, the constraints
are processed in the same way as the nameConstraints extension is processed in the certification path processing
procedure in clause 10.
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If the acceptableCertPolicies extension is present in any of the certificates in the delegation path, the privilege
verifier shall ensure that the authentication of each subsequent entity in the delegation path is done with a public-key
certificate that contains at least one of the acceptable policies.

16.3.2.1 Useof authority information access extension
The authority information access (AlIA) extension is defined in RFC 5280.

The AIA extension indicates how to access information and services for the issuer of the certificate in which the
extension appears. In the context of attribute certificates, it is used to point to information about the AA that issued the
AC in which it appears. This information may include online validation services and AA policy data. (Note that the
location of ACRLs is not specified in this extension.) This extension may be included in end-entity or AA ACs, and it
MUST be non-critical.

Each entry in the sequence Author:l.tyInfoAccessSyntax dacrlbes the format and location of additional
informatiop_provide ] mat of the
additional mformatlon is specmed by the AccessMethod fleld the accessLocation field specifies the |ocation of
this additijonal information. The retrieval mechanism may be implied by the accessMethod car specified by
accessLocation.

bute certificate, the id-ad-caIssuers OID is used when the additiona information Tists ACs that were
d used by the AA to issue the AC containing this extension. The referenced AC(s) is/are intended to aid
relying pafties in the selection of an attribute certification path that terminates at a point (SOA or AA) trusted by the

relying paity.
When the fd-ad-caIssuers OID appears as an accessMethod, the accessLocation field describes thejreferenced
description server and the access protocol to obtain the referenced ACs. The-aecessLocation field is defined as a
GeneralName, Which can take severa forms. Where the information.-is available via http, ftp| or Idap,
accessLdcation should be auniformResourceIdentifier.

In an attri
issued to

The ldap YRI should specify a distinguishedName and an attribute and may specify a host name, for examplg
| dap://Idgp.exampl e.com/cn=Some%20M anager,dc=exampl e,dc=com?attributeCertificateAttribute; binary

Omitting fhe host name (e.g., ldap:///cn=Some%20M anager,dc=example,dc=com?attributeCertificateAttribute;binary)
has the effct of specifying the use of whatever LDAP sgrver is locally configured. The URI should list the @ppropriate
attribute description for the attribute holding DER encoded ACs. Note that in LDAP it is generally not possible to
specify the exact set of ACs that were used to issuethe AC containing this extension, but rather the accessfLocation
pointsto a|l the ACs belonging to the issuer of the/AC containing this extension.

The ftp anf http URIs should specify eitherthe single DER encoded attribute certificate that was used to isgue the AC
containing|this extension, or afilestore directory containing the set of ACs belonging to the issuer of the ACj|containing
this extengon. Individual DER encoded attribute certificates should have a file name ending in .ace, for example:

http://wyvw.example.com/A Csldc=com/dc=exampl e/cn=Some%20M anager/leader.ace
Thefilestgre directory contaihing the complete set of ACsfor the same entity might be;
ftp:/imww.exampl e.comiA Cs/dc=com/dc=exampl /cn=Some%20M anager/

Where th¢ information is available via the Directory Access Protocol (DAP), accessLocation should be a
directoryName. The entry for that directoryName contains AA ACsin the attributeCertificateattribute
attribute. \WWhen-the information is available via electronic mail accessLocation should be an rfc82:}1ame. The

semantics Location name forms are not defined

16.3.2.2 Useof authority key identifier

The AKI isused to identify the public key to be used to verify the signature on the AC in which this extension occurs. It
is recommended that the authorityCertIssuer component and the authorityCertSerialNumber COmMponent
are used together to identify and optionally locate the public-key certificate of the AC issuer as follows. The
GeneralNames Of the authorityCertIssuer component should be used to name the CA which issued the public-
key certificate and also to optionally identify where the public-key certificate can be found when it is available via http,
ftp, or Idap. In the latter case, one of the GeneralNames should be a uniformResourceIdentifier as specified in
clause 16.3.2.1 above, and should point to either the LDAP entry holding the public key-certificate or the filestore
directory holding the public-key certificate or the actual file containing the public-key certificate of the AC issuer. The
authorityCertSerialNumber component isused to specify the serial number of the specific public-key certificate
to be used, from the possible set of public-key certificates issued to the AC issuer.
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16.3.3 Verify privilege delegation

No delegator can delegate privilege that is greater than the privilege they own. The domination rule in the attribute
descriptor attribute provides the rules for when a given value is 'less than' ancther value for the attribute being
delegated.

For each certificate in the delegation path, including the direct privilege asserter's certificate, the privilege verifier shall
ensure that the delegator was authorized to delegate the privilege they own and that the privilege delegated was not
greater than the privilege owned.

For each of these certificates, the privilege verifier shall compare the delegated privilege with the privilege owned by
that delegator, in accordance with the domination rule for the privilege. The privilege owned by the delegator is
obtained from the adjacent certificate in the delegation path, as described in clause 16.2. The comparison of the two
privilegesis done based on the domination rule discussed in clause 16.3.1.

16.3.4 Pasdfail determination

Assuming that a valid delegation path is established, the privileges of the direct privilege asserter are provided as input
for the comparison against the privilege policy as discussed in clause 16.1 to determine whether. ‘o not| the direct
privilege geserter has sufficient privilege for the context of use.

17 PMI directory schema

This clauge defines the directory schema elements used to represent PMI information in the Directory. |t includes
specificatipn of relevant object classes, attributes and attribute value matching rules:

171 PM I directory object classes

This subclfuse defines object class definitions for representing PMI objects in the Directory.

17.1.1  BPMI user object class

The PMI Yser object classis used in defining entries for objects that may be the holder of attribute certificates.

pmiUser [OBJECT-CLASS ::= {
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN {attributeCertificateAttribute}
ID id-oc-pmiUser }

17.1.2 PMI AA object class

The PMI AA object classis used in defining entries for objects that act as attribute authorities.

pmiAA OBJECT-CLASS ::= ({\*- a PMI AA
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {aACertificate |
attributeCertificateRevocationList |
dttributeAuthorityRevocationList}
ID id-oc-pmiAA }

17.1.3 BPNMNYSOA object class

The PMI SOA object class is used in defining entries for objects that act as sources of authority. Note that if the object
was authorized to act as an SOA through issuance of a public-key certificate containing the soaTrdentifier extension,
adirectory entry representing that object would also contain the pkica object class.

pmiSOA OBJECT-CLASS ::= { -- a PMI Source of Authority
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationList |
attributeAuthorityRevocationList |
attributeDescriptorCertificate}

ID id-oc-pmiSOA }
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17.1.4  Attribute certificate CRL distribution point object class

The attribute certificate CRL distribution point object class is used in defining entries for objects that contain attribute
certificate and/or attribute authority revocation list segments. This auxiliary class is intended to be combined with the
crlDistributionPoint Structural object class when instantiating entries. Sincethe certificateRevocationList
and authorityRevocationList attributes are optional in that class, it is possible to create entries which contain, for
example, only an attribute authority revocation list or entries which contain revocation lists of multiple types, depending
on the requirements.

attCertCRLDistributionPt OBJECT-CLASS ::

SUBCLA
KIND

{

ss OF {top}
auxiliary

MAY CONTAIN {attributeCertificateRevocationList |

ID

attributeAuthorityRevocationList}
id-oc-attCertCRLDistributionPts }

17.15

The PMI
generaly

pmiDele
SUBCL
KIND

MAY CONTAIN {delegationPath}

ID

17.1.6
The privil

privilegePolicy OBJECT-CLASS ::= {
SUBCLASS OF {top}

KIND
MAY CQ
ID

1717 f

The proteqg
within attr

protect
SUBCL
KIND
MAY CQ
ID

17.2 f
This subcl

1721 A

MI delegation path

elegation path object class is used in defining entries for objects that may contain delegation paths. 1t will

e used in conjunction with entries of structural object class pmiaa.
tionPath OBJECT-CLASS ::= {
ss OoF {top}
auxiliary
id-oc-pmiDelegationPath }
rivilege policy object class
e policy object classis used in defining entries for objects that contain privilege policy informatid

auxiliary
NTAIN {privPolicy}
id-oc-privilegePolicy }

Protected privilege policy object class

bute certificates.

n
~

PrivilegePolicy OBJECTACLASS ::
ss oF {top}

auxiliary
NTAIN {protPrivPolicy}
id-oc-protectedPrivilegePolicy }

PM | Directory: attributes
buse definesdirectory attributes used to store PMI datain directory entries.

\ttribute certificate attribute

ted privilege policy object classis used.indefining entries for objects that contain privilege policigs protected

The follov
that holder

attribut
WITH S
EQUALI
ID

H PR P PR Y LY H (Y S R B (Y () H "
MY At Touic LCUNMATIS altimfoute Lertiialts 1o5UCU U A SUTUITTL TIUTUTT AN 1S5 SIUTCU T UHIE UITeLt

eCertificateAttribute ATTRIBUTE ::= {

YNTAX AttributeCertificate

TY MATCHING RULE attributeCertificateExactMatch
id-at-attributeCertificate }
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17.2.2  AA certificate attribute

The following attribute contains attribute certificates issued to an AA and is stored in the directory entry of the
holder AA.

aACertificate ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-aACertificate }

17.2.3 Attributedescriptor certificate attribute

The following attribute contains attribute certificates issued by an SOA that contain the attributeDescriptor
extension. These attribute certificates contain the valid syntax and domination rule specification of privilege attributes
and is stored in the directory entry of the issuing SOA.

attributleDescriptorCertificate ATTRIBUTE ::= {

WITH NTAX AttributeCertificate

EQUALIITY MATCHING RULE attributeCertificateExactMatch

ID id-at-attributeDescriptorCertificate }
17.24 ttribute certificate revocation list attribute
The following attribute contains a list of revoked attribute certificates. These lists may be stered in the directqry entry of
the issuing authority, or other directory entry (e.g., adistribution point).
attributleCertificateRevocationList ATTRIBUTE ::= {

WITH NTAX CertificateList

EQUALIITY MATCHING RULE certificateListExactMatch

ID id-at-attributeCertificateRevocdationList }
17.25 A certificaterevocation list attribute
The following attribute contains a list of revoked attribute certificates issued to AAs. These lists may be stpred in the
directory gntry of the issuing authority or other directory entry,(€,9., adistribution point).
attributleAuthorityRevocationList ATTRIBUTE \&:= {

WITH NTAX CertificateList

EQUALIITY MATCHING RULE certificateListExactMatch

ID id-at-attributeAuthorityRevocationList }
17.2.6 elegation path attribute
The delegation path attribute contains delegation paths, each consisting of a sequence of attribute certificates.
delegatilonPath ATTRIBUTE ::=-{

WITH SYNTAX AttCertPath

ID id-at-delegationPath }
AttCertPath ::= SEQUENCE OF AttributeCertificate
This attribute can bé Stored in the AA directory entry and would contain some delegation paths from that AA to other
AAs. Thig attributey if used, enables a more efficient retrieval of delegated attribute certificates that form|frequently
used del egiationpaths. As such, there are no specific requirements for this attribute to be used and the set of values that
are stored |nthe attribute is unlikely to represent the complete set of delegation paths for any given AA.

17.2.7 Privilege policy attribute
The privilege policy attribute contains information about privilege policies.

privPolicy ATTRIBUTE ::= {
WITH SYNTAX PolicySyntax
ID id-at-privPolicy }

ThepolicyIdentifier component includesthe object identifier registered for the particular privilege policy.
If content is present, the complete content of the privilege policy isincluded.

If pointer is present, the name component references one or more locations where a copy of the privilege policy can
be located. If the hash component is present, it contains a HASH of the content of the privilege policy that should be
found at areferenced location. This hash can be used to perform an integrity check of the referenced document.
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17.2.8 Protected privilege policy attribute
The protected privilege policy attribute contains privilege policies, protected within attribute certificates.

protPrivPolicy ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-protPrivPolicy }

Note that unlike typical attribute certificates, those within the protPrivPolicy attribute contain privilege policies, not
privileges. The issuer and holder components of these attribute certificates identify the same entity. The attribute that is
included in the attribute certificate contained within the protPrivPolicy attributeis either the privpolicy attribute
or the xmlprivPolicy attribute.

17.29 XML Protected privilege policy attribute

The XML protected privitege poficy attributeconta

xmlPrivBolicy ATTRIBUTE ::= {
WITH SYNTAX UTF8String -- XML-encoded privilege policy information
ID id-at-xmlPrivPolicy }

17.3 PM | general directory matching rules

This subclpuse defines matching rules for PMI directory attributes.

17.3.1  Attribute certificate exact match

The attriblite certificate exact match rule compares for equality a presented-value with an attribute value of type
AttributleCertificate

attributleCertificateExactMatch MATCHING-RULE ::= {
SYNTAX] AttributeCertificateExactAssertion
ID id-mr-attributeCertificateExactMatch }

AttributleCertificateExactAssertion ::= SEQUENCE {
seriallNumber CertificateSerialNumber,
issuen AttCertIssuer,

}

This matching rule returns TRUE if the comporiénts in the attribute value match those in the presented value.

17.3.2  Attribute certificate match

The attribute certificate matching™~rule compares a presented vaue with an attribute valug of type
AttributleCertificate. Thismatching rule allows more complex matching than the certificateExacyMatch.

attributleCertificateMatch MATCHING-RULE ::= {
SYNTA. AttributeCertificateAssertion

ID id-mr-attributeCertificateMatch }
AttributleCertificateAssertion ::= SEQUENCE {
holder [0] CHOICE {

bas;:ertificateID [0] IssuerSerial,
hol [1] GeneralNames

...} OPTIONAL,

issuer [1] GeneralNames OPTIONAL,
attCertValidity [2] GeneralizedTime OPTIONAL,
attType [31] SET OF AttributeType OPTIONAL,

-- At least one component of the sequence shall be present

The matching rule returns TRUE if all of the components that are present in the presented value match the
corresponding components of the attribute value, as follows:

— baseCertificateID matches if it is equal to the Issuerserial component of the stored attribute
value;

— holderName matchesif the stored attribute value contains the name extension with the same name type
asindicated in the presented value;
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— issuer Mmatches if the stored attribute value contains the name component of the same name type as

indicated in the presented value;

— attCertvalidity matchesif it falls within the specified validity period of the stored attribute value;

and

— for each attType in the presented value, there is an attribute of that type present in the at
component of the stored value.

17.3.3 Holder issuer match

The attribute certificate holder issuer match rule compares for equality a presented value of the holder an
components of a presented value with an attribute value of type AttributeCertificate.

{

holderIssuerMatch MATCHING-RULE ::
SYNTAX HolderIssuerAssertion
ID —id-mr-holderlssuerMateh}

tributes

d/or issuer

HolderIsjsuerAssertion ::= SEQUENCE {
holder] [0] Holder OPTIONAL,
issuer] [1] AttCertIssuer OPTIONAL,

-}

This matching rule returns TRUE if al the components that are present in the presented value match the cor
components of the attribute value.

17.3.4 IDbelegation path match

The delepationPathMatch match rule compares for equality a presented-Vvalue with an attribute val
delegatilonPath. A privilege verifier may use this matching rule to select a path beginning with a certifi

responding

ue of type
cate issued

by its SOA and ending with a certificate issued to the AA that issued the end-entity holder certificate being validated.

delegatifonPathMatch MATCHING-RULE ::= {
SYNTAX] DelMatchSyntax
ID id-mr-delegationPathMatch }

DelMatchSyntax ::= SEQUENCE {
firstIlssuer AttCertIssuer,
lastHdlder Holder,

extensionPresenceMatch MATCHING-RULE ::= {
SYNTA. EXTENSION. &id
ID id-mr-extensionPresenceMatch }

responding
alue in the
SEQUENCE

L particular
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SECTION 4 — DIRECTORY USE OF PUBLIC-KEY &
ATTRIBUTE CERTIFICATE FRAMEWORKS

The Directory uses the public-key certificate framework as the foundation for a number of security services including
strong authentication and protection of Directory operations, as well as protection of stored data. The Directory uses the
attribute certificate framework as the foundation for rule-based access control scheme. The relationship of the elements
of the public-key certificate framework and of the attribute certificate framework to the various Directory security
services is defined here. The specific security services provided by the Directory are fully specified over the complete
set of Directory Specifications.

18 Directory authentication

The Directiory supports the authentication of users accessing the Directory via DUAS and the authentication qf directory
systems (SAS) to users and to other DSAs. Depending on the environment, either simple or strong authentigation may
be used. The procedures to be used for simple and strong authentication in the Directory are describedhin the following
subclaused

181 $imple authentication procedure

Simple authentication is intended to provide local authorization based upon the distinguished name off a user, a
bilaterally [agreed (optional) password, and a bilateral understanding of the means of<using and handling thi password
within a single domain. The utilization of simple authentication is primarily intended for loca use only, i.p., for peer
entity authentication between one DUA and one DSA or between one DSA and-one DSA. Simple authenticat|on may be
achieved by several means.

a) thetransfer of the user's distinguished name and (optioral) password in the clear (non-protegted) to the
recipient for evaluation;

In) the transfer of the user's distinguished name, password, and a random number and/or a timestamp, all of
which are protected by applying a one-way function;

¢) the transfer of the protected information described in b) together with a random numbgr and/or a
timestamp, all of which is protected by applying a one-way function.

NOTE 1 — Thereis no requirement that the one-way functions applied be different.

NOTE 2 — The signalling of procedures for protecting passwords may be a metter for an extension to the document.

Where pagswords are not protected, a minimal degree of security is provided for preventing unauthorized access. It
should nof be considered a basis for secureservices. Protecting the user's distinguished name and paSSNO;Ld provides
greater degrees of security. The algorithms to be used for the protection mechanism are typically non-enciphering one-
way functipns that are very simple to implement.

The generdl procedure for achiéving simple authentication is shown in Figure 8.

Directory

) © o

o

X.509(12)_F08

Figure 8 — The unprotected ssimple authentication procedure
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The following steps are involved:

1) Anoriginating user A sends its distinguished name and password to a recipient user B.

2) B sends the purported distinguished name and password of A to the Directory, where the password is
checked against that held as the userprassword attribute within the directory entry for A (using the
Compare operation of the Directory).

3) The Directory confirms (or denies) to B that the credentials are valid.

4) The success (or failure) of authentication may be conveyed to A.

The most basic form of simple authentication involves only step 1) and after B has checked the distinguished name and

password,

1811

may include step 4).

Generation of protected identifying information

Figure 9 illustrates two approaches by which protected identifying information may be generated. f1 and f2 are one-way

functions
agreement

Annex K (g

1812

either identical or different) and the timestamps and random numbers are optional and subject
.
rovides a suggested algorithm to be used for protected passwords.
A »
N Protected1
passw > >
v
1’ >
1" q Protected?
q . f2 &S
t2 »
qu >
X.509(12) _F09
A User's distinguished nafmie
t Timestamps
passw'  Password of A
d Random numbers, optionally with a counter included

Figure9 = Protected smple authentication

Procedur e for protected simple authentication

Figure 10 {llustrates the procedure'for ‘protected simple authentication.

X.509(12)_F10

to bilateral

Figure 10 — The protected ssmple authentication procedure

The following steps are involved (initially using f1 only):

1)

108

An originating user, user A, sends its protected identifying information (Authenticatorl)

to user B.

Protection is achieved by applying the one-way function (f1) of Figure 9, where the timestamp and/or

random number (when used) is used to minimize replay and to conceal the password.
The protection of A's password is of the form:

Protected1 = f1 (t1*, q1*, A, passw”)
The information conveyed to B is of the form:

Authenticatorl = t1*, q1”, A, Protected1
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B verifies the protected identifying information offered by A by generating (using the distinguished

name and optional timestamp and/or random number provided by A, together with a local copy of A's
password) a local protected copy of A's password (of the form Protectedl). B compares for equality the

purported identifying information (Protectedl) with the locally generated value.

3) B confirmsor deniesto A the verification of the protected identifying information.

The procedure can be modified to afford greater protection using f1 and f2. The main differences are as follows:

1) A sendsits additionally protected identifying information (Authenticator2) to B. Additional protection is
achieved by applying a further one-way function, f2, as illustrated in Figure 9. The further protection is

For compg
of Protecte

NOTE
ITU-T
A coul

18.1.3
The multi

’

4

d

of the form:
Protected2 = f2 (t2*, g2*, Protectedl)

The information conveyed to B is of the form:
Authenticator? = t1*, t2*, q1*, 2", A, Protected?

2.

) B confirms or deniesto A the verification of the protected identifying information.
- The procedures defined in these clauses are specified in terms of A and B. As applied to the Directory (spec

be a DSA hinding to another DSA, B.

User Password attributetype

attribute v

userPas
WITH
EQUAL
LDAP-
LDAP-
ID

18.2

1821

Password
the securi

rules ensu
old passwi
the user td

However,

A passwor

Password

time thus florcing users to change their passwords periodically. There must be away to make users aware of
change the

t

(le that users change their passivords periodically, that passwords meet quality requirements, that t

valued User Passwords attribute type contains the current and possibly previous passwords of an

ue for a user password is a string specified by the object.
ord ATTRIBUTE ::= {
NTAX OCTET STRING(SIZE (0..MAX))
Y MATCHING RULE octetStringMatch
NTAX octetString.&id

E {"userPassword"}

id-at-userPassword, }

Passwor d policy

ntroduction

y of the Directory and makes.it:difficult for password cracking programs to break into the Direc
rd isrestricted, and thatwusers are locked out after a certain number of failed attempts. This policy

n some cases, it isdesirable to disallow users from adding and updating their own passwords.

d is supposed ot to be well known. If a password is frequently changed, the chance of misuseis
policy adpainistrators may deploy a password policy that causes passwords to expire after a given

ir password before being locked out of their accounts. One or both of the following methods could

rison, B generates alocal value of A's additionally protected password and compares it for equalit

511 | ISO/IEC 9594-3 and Rec. ITU-T X.518 | ISO/IEC 9594-4), A could be a DUA bindingto aDSA, B; 3

y with that

fied in Rec.
ternatively,

object. An

policy is a set of rules that contrals how passwords are used and administered in the Directory. I'lt improves

ory. These
he reuse of
Al so forces

update its password-after it has been set for the first time, or has been reset by a password adiinistrator.

minimized.
amount of
the need to
be used:

A warning may be returned to the user sometime before the password is due to expire. If the u

ser ignores

this warning before the expiration time, the account will be locked.

—  Theuser may Bind to the directory a certain number of times after the password has expired.

fails to change the password following one of the 'grace’ authentications, the account will belo

If the user
cked.

Password quality rules are rules for how a password shall be constructed. It is not the intention to provide a
specification for password qualities, as requirements on quality may change over time. Password quality includes things

like:

—  minimum length;

— amixture of characters (uppercase, lowercase, figures, punctuations, etc.); and
— avoidance of trivia passwords.
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A particular quality rule requires specialized code within the implementation. It may therefore be advantage to
standardize password quality rules and assign object identifiers to such rules. An implementation may then claim

support to one or more of such standardized quality rules.

An intruder may try to guess a password to get access to protected information. Currently, two different safeguards have

been identified:
—  Specification of the maximum number of failed attempts before a successful attempt within a

given time

span (which could be indefinitely). This approach alows for "denial of service attacks'. One or more

genuine users could have their access to the directory barred by the action of an attacker.

—  The other mechanism is to insert a delay before returning information on authentication failure, and
increasing this delay for repested failed authentications on the same connection. This approach slows

authentication, and makes brute force attacks impractical.

Password history is a mechanlsm to prevent password reuse. Prevlously used passwords should be stored to alow the

Directory e« v v A 3!
the passwaord pollcy, and after this tl me a password may be reused The hlsiory is maintained in a userbw
multi-valupd operational attribute. A value is purged after a specific time, and the purged password may,in
reused. The maximum time a password is kept in the in userPwdHistory adttribute is (specifi
pwdMaxT|melnHistory operational attribute, and the minimum time is specified in the, pwdMinTin
operationd attribute. The number of passwords stored is limited by the pwdHistoryslots operationa at
the passwqrd cannot be changed if there is no free slot in the history and no passwords inthehistory have bg

than the pyvdMinTimelnHistory, so a user cannot revert to a "preferred password" simply by making lots of

changes.

The passwjord policy can be used with clear passwords (using the clear aternative of the userpwd attribu
encrypted passwords (using the encrypted aternative of the userpwd attriblte) or with another passwor,
All entriegin the same specific password administrative area shall use the same password attribute type.

18.22 Operational attributesand procedures

The password policy uses specific operational attributes to register policy parameters, times and dates
password management.

When a ord value is first stored in the directory~ifY the userpwd attribute, the pwdstartTime

pecified by
dHistory
rinciple be
ed in the
elnHistory
fribute and
ben for less
password

€), or with

0 attribute.

related to

bperational

atribute ig set (Figure 11). The pwdExpiryTime operational attribute which contains the expiration of thg¢ password

may eithel be automatically computed from the pwdExpiryage operational attribute or set by explicit ad
action. It i an implementation option whether thevalue is dynamically computed by addition of the pwdexp
the pwdstlartTime Of the entry, in which case it does not need to be stored in the directory entry, or ig
administrgfor, in which case it shall be stared in the directory entry. The pwdEndTime operational attril
contains the expiration of the account miay- either be automatically computed from the pwdMaxage operation
or set by ¢xplicit administrator action:-t is an implementation option whether the value is dynamically co
addition of the pwdMaxage to the\pwdstartTime of the entry, in which case it does not need to be st
directory dntry, or is set by an @ministrator, in which case it shall be stored in the directory entry.

ministrator
iryAge 10
set by an
pute which
Al attribute
Mmputed by
ored in the

The pwdstartTime operational attribute may also be set by an Administrator to specify that the account cannot be

used beforg a given time.

When the pser (or ‘an-administrator acting on behalf of the user) changes the userpwd attribute within the g

wdMaxAge
AEndTime

period, th¢ pwdstartTime operationa attribute should be updated. The pwdExpiryTime and the pw i
operation% aitfibutes should be recomputed and updated to reflect the new password creation time.
NOTE —Tf a USer does bind wi € DITeciory 1or a fong tme, the values of pwadEXpITy ITme and pwdeEndTTme operational

attributes may be exceeded and the account automatically locked.
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pwdMaxAge (secs)

A
v

pwdExpiryAge (secs)

»

A

pwdEXxpiryWarning (secs)
«—>

| |

pwdStartTime pwdExpiry Time pwdEndTime

. time
L

Time the password is

created Deletion of attribute

X.509(12)_Fi1

Figure 11 —Time chart for password attributes

When the juser (or an administrator acting on behalf of the user) changes the value of the password, the ngw value is
generally mot known by all the Directory servers immediately because of replication delays. To prevent authentication
problems, [the previous password remains available for the pwdRecentlyExpiredDuration duration time (which
shall be grgater than the replication periods used in the Directory system).

When the piser (or an administrator acting on behalf of the user) changes the value-of the password, the old vglue should
be copi into the recently expired password attribute. (The userPwd attribute is copied| into the
userPwdRecentlyExpired). When the recently expired password duration time is over, the recently expired
password gttribute (userPwdRecentlyExpired) should not be availabl€ 10 the user. If the user (or an administrator
acting on pehalf of the user) changes their password again during thedrecently expired password duration|time, then
their recently expired password should be overwritten and the duration should be set to start again (see frigure 12).
Thus, a repently expired password will only be kept in the recently expired password attribute for the sharter of the
recently expired password duration time or until the user chafhges their password again. However, it will bekept in the
password history table.

pvwdRecently ExpiredDuration (secs)

pwdRecentlyExpiredDuration (secs)

A
A

, time
A 5 >
| 3
pwdStartTime! Timetheuser  Deletion of attribute Deletion of attribute
i i hanges the
Time the user.first C _
changes thé password password again
X.509(12)_F12

Figure 12 —Timelinefor recently expired passwords

18.2.3 Password history

The password history attribute is used to prevent password reuse, by storing old values of the user's password so that the
user cannot reuse the same password again whilst it is stored in the password history (see Figure 13). When the user
(or an administrator acting on behalf of the user) changes their password, it may be copied into the password history
(userPwdHistory) operational attribute along with the time that the password was changed. The password maximum
time in history attribute (pwdMaxTimelnHistory) specifies the maximum duration (in seconds) that a password should
remain in the password history. Once this time has expired for a particular password, then it is removed from the
password history, and the user may use this password again.

The number of dlots in the password history table (or password history attribute values) is defined in the
pwdHistorySlots operational attribute. When al the slots arefilled, the oldest password may be removed subject to it
having been in the history for a minimum duration time (as specified in the pwdMinTimeInHistory attribute).

Rec. ITU-T X.509 (10/2012) 111


https://iecnorm.com/api/?name=1977cc425d8c875c2c9314217a0bf8da

ISO/IEC

9594-8:2014 (E)

NOTE — If an administrator has to change the password of a user when all the history slots are full and no password are older
than pwdMinTimeInHistory, then the administrator might free two slots in the history table (i.e., delete two attribute
values), reset the user's password to a temporary value (which is copied into the history), leaving one spare slot for the user to
choose their own new password.

18.24
1824.1

The user

Directory

compatiblé

password

(see section 18.2.6.1 userPwdMatch for more details). The attribute value of the encrypted alternative is an
containing| the encrypted value, with the encryption algotithm identifier, as well as parameters such as seg

password flollover, the old password value may be copied into the userPwdRecentlyExpired attribute vall
userPwd ATTRIBUTE ::= {
WITH NTAX UserPwd
EQUALIITY MATCHING RULE userPwdMatch
SINGLE VALUE TRUE
LDAP-SYNTAX ugerPwdDescription.&id
LDAP-NAME {"userpPwd"}
ID id-at-userPwd }
UserPwd |: := CHOICE {
clear UTF8String,
encrypted SEQUENCE {
algdrithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
encryptedString OCTET STRING,

pwdMaxTimelInHistory (secs)

T

» time

T T

Time the user  Time the user  Time the user *Slot is empticd
first changes changes the changes the N I
the password password password ':
e l-'\‘.. S H
e el = - )
RS I s Time userPwd J
DRt -
e Bemeeeo Y Eirst pﬂss«‘ﬂrd * -
e — B dHistoryS!
= wdHistorySlots
\_ A Second password pdtistorySioss B
N operational att
"I Third password
X'509(12)_F13
NOTE - If the Directory system changes its encryption algorithm then a user will be able to-usetthe same
Yy 8Y g Yi g

password again since the encrypted password will be different.

Figure 13 —user PwdHistory attribute

[«

N

bimple Authentication attributes held by object entries

User Password attribute

pwd attribute type contains either the clear text password er the encrypted password of an g
can store either variants but, implementations be awaré. that storing encrypted passwords is
e with passing encrypted passwords in the protocol. Thelencrypted alternative may be used for
in the bind or compare operations but this can only be safely used when the passwords are stored

bject. The
hot always
passing the
n the clear
pctet string
ds. During
e.

Annex L contains examples of some encryption methods.

18.2.4.2

Password Start Time attribute

The pwdstartTime operational attribute indicates when the password has been created for the object represented by
the entry in which the attribute is present.

pwdStartTime ATTRIBUTE

ts=

{

WITH SYNTAX

EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

USAGE

LDAP-SYNTAX

LDAP-NAME

ID

112

GeneralizedTime
generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

directoryOperation
generalizedTime.&id
{"pwdStartTime"}
id-oa-pwdStartTime }
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18.2.4.3 Password Expiry Time attribute

The pwdExpiryTime Operational attribute indicates when the password will expire for the object represented by the
entry in which the attribute is present. This is an optional attribute that can be set by an administrator. If the attribute is
missing, its default value is computed by the addition of the pwdExpiryage to the pwdstartTime of the entry.

{

GeneralizedTime
generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

pwdExpiryTime ATTRIBUTE ::=
WITH SYNTAX
EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

USAGE directoryOperation

LDAP-SYNTAX generalizedTime. &id

LDAP-NAME {"pwdExpiryTime"}

ID id-oa-pwdExpiryTime }
18.2.4.4 Password End Time attribute
The pwdEfdTime Operationa attribute indicates when the password will be no longer valid for the abject fepresented
by the entfy in which the attribute is present. This is an optiona attribute that can be set by an_administretor. If the
attribute igmissing, its default value is computed by the addition of the pwdMaxage to the pwdstartTime Of the entry.
pwdEndTime ATTRIBUTE ::= {

WITH NTAX GeneralizedTime

EQUALITY MATCHING RULE generalizedTimeMatch

ORDERIING MATCHING RULE generalizedTimeOrderingMatch

SINGLH VALUE TRUE

USAGE directoryOperation

LDAP - SYNTAX generalizedTime. &id

LDAP-NAME {"pwdEndTime"}

ID id-oa-pwdEndTime }
18.2.4.5 Wassword Fails attribute
The pwdF4ils operational attribute specifies the current number of consecutive failed bind or compare attempts on the
password gttribute. The value of this attribute is incremented;by one after a failed bind or compare attempt nd is reset
to zero aft¢r a successful bind or compare operation.
pwdFails| ATTRIBUTE ::= {

WITH SYNTAX INTEGER (0%:\MAX)

EQUALITY MATCHING RULE integerMatch

ORDERIING MATCHING RULE integerOrderingMatch

SINGLH VALUE TRUE

USAGE dSAQperation

LDAP-SYNTAX integer.&id

LDAP- {"pwdFails"}

ID id-oa-pwdFails }
18.2.4.6 Password Failure-Timeattribute
The pwdFhilureTime Operational attribute specifies the time of the last failed bind or compare attempts on the
password gttribute~This attribute is only significant when the pwdFails operational attribute contains a non zgro value.
pwdFailuréTime ATTRIBUTE ::= {

WITH A GeneralizedTime

EQUALITY MATCHING RULE
ORDERING MATCHING RULE

generalizedTimeMatch
generalizedTimeOrderingMatch

SINGLE VALUE TRUE

USAGE dSAOperation
LDAP-SYNTAX generalizedTime.&id
LDAP-NAME {"pwdFailureTime"}

ID id-oa-pwdFailureTime }

18.2.4.7 Password Graces Used attribute

The pwdGracesUsed operational attribute specifies the number of grace authentication attempts that have already been
used with an expired password. The value of this attribute is set to 0 when the password is changed and incremented by
one after successful authentication using an expired password. When the value is greater or equal to the pwdGraces
attribute, the password is not usable again.
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pwdGracesUsed ATTRIBUTE ::= {
WITH SYNTAX INTEGER (0. .MAX)
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE dSAOperation
LDAP-SYNTAX integer.&id
LDAP-NAME {"pwdGracesUsed"}

ID id-oa-pwdGracesUsed }

18.2.4.8 User Password History attribute

The userPwdHistory oOperational attribute is used to hold previous passwords for the user represented by the entry in

which the

attribute is present.

userPwdHistory ATTRIBUTE ::=

This attrib
password.

18.2.4.9 Wser Password Recently Expired attribute

The user

pwdHistory{userPwd,userPwdHistoryMatch, id-oa-userPwdHistory}

ite is multi-valued. Each value consists of a sequence of the time the password was put in the history and the

bwdRecentlyExpired aftribute type contains the old user password after it hastheen replaced [during the

pwdRecentlyExpiredDuration. During this period, this password and the userpwd attribute are both copsidered to

be valid. This attribute is removed when the pwdRecent1yExpiredDuration EXPIres:

userPwdRecentlyExpired ATTRIBUTE ::=

1825 P

Password
attribute a
itself takes

18.251

The pwdm{
can be mo
the passwq

pwdModif
WITH S
EQUALT

pwdRecentlyExpired{userPwd, id-oa-userPwdRecentlyExpired}

hsswor d policy attributes

policy attributes may be placed in an object entry and/or-ifi a subentry. If an object entry hol@ls such an
d is also within the scope of a password administrationsuibentry, the value of the attribute in the gbject entry
precedence.

asswsord ModifyEntry Allowed attribute

difyEntryAllowed operationa attribute specifies if the password or the encrypted password of an entry

Hified by an Administrator with a ModifyEntry operation. If this attribute is missing, or the valuelis FALSE,
rd or the encrypted password cannot bemodified with a Modify Entry operation.
vEntryAllowed ATTRIBUTE :@="{

NTAX BOOLEAN

Y MATCHING RULE booleanMatch

VALUE TRUE

directoryOperation

NTAX boolean. &id

AME {"pwdModifyEntryAllowed"}

id-oa-pwdModifyEntryAllowed }

pwdChangeAllowed ATTRIBUTE ::= {
WITH SYNTAX BOOLEAN
EQUALITY MATCHING RULE booleanMatch
SINGLE VALUE TRUE
USAGE directoryOperation
LDAP-SYNTAX boolean. &id
LDAP-NAME {"pwdChangeAllowed"}
ID id-oa-pwdChangeAllowed }

18.2.5.3 Password Maximum Age attribute

The pwdMaxage operational attribute holds the number of seconds after which a password will be no longer available.
It shall have avalue greater than zero.

If this attribute is missing, then the default value isinfinity.
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pwdMaxAge ATTRIBUTE
WITH SYNTAX INTEGER (1 .. MAX)
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch

n
~

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX integer.&id
LDAP-NAME {"pwdMaxAge"}

ID id-oa-pwdMaxAge }

18.2.5.4 Password Expiry Ageattribute

The pwdExpiryAge operational attribute holds the number of seconds after which a modified password will expire. It
shall have avaue greater than zero.

If thlsattrl hutaic-micaina-thantha default valiiaic infinityg
eSS HrSSHHgtHERtHE-GE At tYarde+SHHH Y~

pwdExpirlyAge ATTRIBUTE ::= {
WITH SYNTAX INTEGER (1 .. MAX)
EQUALITY MATCHING RULE integerMatch
ORDERIING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX integer.&id

LDAP- E {"pwdExpiryage"}

ID id-oa-pwdExpiryAge }

18.2.5.,5 Password Quality Rule attributes
18.2.5.5.1|Password Minimum Length attribute

This specifies the minimum length, in characters, which is acceptabléfor a password.

pwdMinLength ATTRIBUTE ::= {
WITH NTAX INTEGER (0. .MAX)
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
USAGE directoryOperation
LDAP-SYNTAX integer.&id
LDAP-NAME {"pwdMinLength"}
ID id-oa-pwdMinLength }

18.2.5.5.2|Password Vocabulary attritiute

This specifies the type of words that are forbidden to be used for passwords. If a bit is set, the corresponding type of
word is not allowed to be used on.its own as a password.

pwdVocabulary ATTRIBUTE ::= {

WITH SYNTAX PwdVocabulary
EQUALIITY MATCHING:RULE bitStringMatch
SINGLE VALUE TRUE
USAGE directoryOperation
LDAP-SYNTAX pwdVocabularyDescription.&id
LDAP-NAME {"pwdVocabulary"}
ID id-ca-pwdiccabulary }
PwdVocabulary ::= BIT STRING {
noDictionaryWords (0),
noPersonNames (1),

noGeographicalNames (2) }

18.2.5.5.3 Password Alphabet attribute

This specifies the sets of characters that shall be used in creating a password. The password shall contain at least one
character of each UTF8String of the value.

pwdAlphabet ATTRIBUTE ::= {
WITH SYNTAX PwdAlphabet
SINGLE VALUE TRUE
USAGE directoryOperation
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LDAP-SYNTAX pwdAlphabetDescription.&id
LDAP-NAME {"pwdalphabet"}
ID id-oa-pwdAlphabet }

PwdAlphabet ::= SEQUENCE OF UTF8String

18.2.5.5.4 Password Dictionaries attribute

This attributes points to one or more dictionaries containing words that are forbidden from being passwords on their

own.

pwdDictionaries ATTRIBUTE ::= {
SUBTYPE OF uri
USAGE directoryOperation
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"pwdDictionaries"}
ID td=oa=pwdbictiomaries—F

18.2.5.6 Fassword Expiry Warning attribute

The pwdEkpiryWarning operational attribute specifies a period in seconds before password expiration. [
period a warning indication shall be returned whenever an authenticating requester binds. If this attribute
then awarhing indication shall not be returned.

pwdExpiryWarning ATTRIBUTE ::= {
WITH SYNTAX INTEGER (1. .MAX)
EQUALIITY MATCHING RULE integerMatch
ORDERIING MATCHING RULE integerOrderingMatch
SINGLE VALUE TRUE

USAGE directoryOperation

LDAP - SYNTAX integer.&id

LDAP- E {"pwdExpiryWarning"}

ID id-oa-pwdExpiryWarning ¢}

aces operational attribute specifies the namber of times an expired password can be used to auth
eis missing, authentication shall fail-

WITH NTAX INTEGER (0. .MAX)
EQUALIITY MATCHING RULE integerMatch
ORDERIING MATCHING RULE integerOrderingMatch
SINGLE VALUE TRUE

USAGE directoryOperation
LDAP- SYNTAX integer.&id
LDAP-NAME {"pwdGraces"}

ID id-oa-pwdGraces }

18.2.5.8 MPasswerd Failure Duration attribute

During this
S missing,

e achance

enticate. If

The pwdFailureDuration operationa attribute holds the number of seconds a response to a failed bind ¢or compare

attempt should be delayed.

pwdFailureDuration ATTRIBUTE ::= {
WITH SYNTAX INTEGER (0. .MAX)
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdFailureDuration"}

ID id-oa-pwdFailureDuration }

116 Rec. ITU-T X.509 (10/2012)


https://iecnorm.com/api/?name=1977cc425d8c875c2c9314217a0bf8da

| SO/l EC 9594-8:2014 (E)

18.2.5.9 Password Lockout Duration attribute

The pwdLockoutDuration operational attribute holds the number of seconds that the password cannot be used to
authenticate due to too many successive failed bind or compare attempts (more than the limit specified by
pwdMaxFailures operational attribute or its default). If this attribute is missing, the default timeisinfinity.

pwdLockoutDuration ATTRIBUTE ::= {
WITH SYNTAX INTEGER (0. .MAX)
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdLockoutDuration"}

ID id-oa-pwdLockoutDuration }

18.2.5.10 [Password Maximum Failures attribute

The pwdMaxFailures operational attribute specifies the number of consecutive failed bind or compare attgmpts after
which the password may not be used to authenticate. If this attribute is missing, there isno limit on.failed attgmpts.

pwdMaxFalilures ATTRIBUTE ::= {
WITH NTAX INTEGER (1..MAX)
EQUALITY MATCHING RULE integerMatch
ORDERIING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP - SYNTAX integer.&id

LDAP-NAME {"pwdMaxFailures"}

ID id-oa-pwdMaxFailures }

18.2.5.11 |Password Maximum Timein History attribute

The pwdMaxTimeInHistory operational attribute specifies theimaximum time, in number of seconds, duripg which a
replaced ppssword is kept within the userPwdHistory operational attribute. If this attribute is missing, the default is
infinity.

pwdMaxTimeInHistory ATTRIBUTE ::= {
WITH NTAX INTEGER (1..MAX)
EQUALITY MATCHING RULE integerMatech
ORDERIING MATCHING RULE integerOtrderingMatch

SINGLE VALUE TRUE

USAGE direétoryOperation
LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdMaxTimeInHistory"}

ID id-oa-pwdMaxTimeInHistory }

18.2.5.12 |Password Minimium Timein History attribute

The pwdMinTimeInHistory operational attribute specifies the minimum time, in number of seconds, during which a
replaced password shell be kept within the userPwdHistory operationa attribute. If this attribute is njissing, the
default tinfe is zereseconds.

pwdMinTiméInHistory ATTRIBUTE ::= {
WITH FAX INTECER—0-—MAXN}
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdMinTimeInHistory"}

ID id-oa-pwdMinTimeInHistory }

18.2.5.13 Password History Slots attribute

The pwdHistorySlots operational attribute specifies the number of slots in the history which can be used to store
replaced passwords. The minimum number of slotsis 2 because two slots are needed when an administrator has to reset
apassword.
pwdHistorySlots ATTRIBUTE ::=

WITH SYNTAX INTEGER (2..MAX)
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EQUALITY MATCHING RULE integerMatch

ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdHistorySlots"}

ID id-oa-pwdHistorySlots }

18.25.14

Password Recently Expired Duration attribute

The pwdRecentlyExpiredDuration attribute type defines the period in seconds during which an expired password
iskept inthe userPwdRecentlyExpired attribute.

pwdRecentlyExpiredDuration ATTRIBUTE ::= {

WITH SYNTAX INTEGER (0. .MAX)

EQUALITY MATCHING RULE integerMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP-SYNTAX integer.&id

LDAP- E {"pwdRecentlyExpiredDuration"}

ID id-oa-pwdRecentlyExpiredDuration }
18.2.5.15 [Password Encryption Algorithm attribute

The pwdEq

pwdEncAl
WITH S
EQUALT]

cAlg operational attribute indicates the algorithm to be used during the creatien of an encrypted pi

g ATTRIBUTE ::= {
[YNTAX PwdEncAlg
TY MATCHING RULE pwdEncAlgMatch

SINGLE VALUE TRUE

USAGE
LDAP-
LDAP-
ID

PwdEncAl
The agorit
1826
18.2.6.1

The user
password §

directoryOperation
NTAX integer.&id
E {"pwdEncalg"}
id-oa-pwdEncAlg }

g ::= AlgorithmIdentifier{{Supported&¥gorithms}}
hms specified in pwdEncalg shall be definéd in Annex L.
Passwor d policy matching rules

ser Password matching rule

pwdMatch rule determines whether a presented clear text or encrypted password matches a
tored in the Directory.

userPwd
SYNTA.
LDAP-
LDAP-
ID

It the pres
caseExac

tch MATCHING-RULE ::= {
UserPwd
NTAX usexrPwdDescription.é&id
E {"“userpwdMatch"}
id-mr-userPwdMatch }

ented password is clear text and the stored password is clear text, then comparison is perfor
tMatch.

hssword.

clear text

med using

If the presented password is clear text and the stored password is encrypted, then the clear text assertion is encrypted
using the algorithm identified in the stored password and the encrypted value is compared with the stored value using
octetStringMatch.

If the presented password is encrypted and the stored password is clear text, then comparison is performed by
encrypting the stored password using the encryption algorithm passed in the assertion and then the encrypted password
is compared to the asserted encrypted password using octetStringMatch.

If the presented password is encrypted and the stored password is encrypted, then the algorithm identifier and algorithm
parameters are compared for equality. If they are different, matching fails. If they are the same, the encrypted passwords
are compared using octetStringMatch.
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18.2.6.2 Password Encryption Algorithm matching rule

The pwdEncalgMatch rule compares for equality a presented password encryption algorithm with the algorithm stored
with an encrypted password. The encryption algorithms are equal only if the algorithm identifiers and algorithm
parameters are equals.

pwdEncAlgMatch MATCHING-RULE ::= {
SYNTAX PwdEncAlg
LDAP-SYNTAX pwdEncAlgDescription.&id
LDAP -NAME {"pwdEncAlgMatch"}
ID id-mr-pwdEncAlgMatch }

18.2.6.3 User Password History matching rule

The userPwdHistoryMatch rule compares for equality a presented clear or encrypted password with a clear text or
encrypted password stored as an attribute value of type pwdHistory. The timestamp component present in the
userPwdHistory isignored. The remaining passwords are compared using the userpPwdMatch matching.ryle.

userPwdHistoryMatch MATCHING-RULE ::= pwdHistoryMatch{userPwd,id-mr-userPwdHistoryMatch}

18.3 $trong Authentication

Strong authentication makes use of PKI as specified by this Directory Specification, whichyprovides the basit approach
to authentijcation. However, many authentication procedures employing this approach@re possible. In genergl, it is the
business df a specific application to determine the appropriate procedures, so ast@,meet the security pojicy of the
application. This clause describes three particular authentication procedures which'may be found useful acrpss a range
of applicatjons.

NOTE 1 This Directory Specification does not specify the procedures to thé: detail required for implementation. However,
additiorjal standards could be envisaged which would do so, either in an application-specific or in a general-purpose way.

The three procedures involve different numbers of exchanges of authentication information, and consequently provide
different types of assurance to their participants. Specifically:

@) One-way authentication, described in clause 18:3:1, involves a single transfer of information from one
user (A) intended for another (B), and establishes the following:

— theidentity of A, and that the authentieation token actually was generated by A;
— theidentity of B, and that the authentication token actually was intended to be sent to B;

— the integrity and "originality" (the property of not having been sent two or more tinpes) of the
authentication token being transferred.

The latter properties can.also’be established for arbitrary additional data accompanying the trapsfer.

) Two-way authentication;” described in clause 18.3.2, involves, in addition, a reply from B to A. It
establishes, in addition, the following:

— that the adthentication token generated in the reply actually was generated by B and was |ntended to
be sent t0A;

— théintegrity and originality of the authentication token sent in the reply;
— _optionally) the mutual secrecy of part of the tokens.

¢) , Three-way authentication, described in clause 18.3.3, involves, in addition, a further transfer|from A to
B. It establishes the same properties as the two-way authentication, but does so without the need for
association trmestamp checking.

In each case where Strong Authentication is to take place, A shall obtain the public key of B, and the return certification
path from B to A, prior to any exchange of information. This may involve access to the Directory, as described in clause
18.2. Any such access is not mentioned again in the description of the procedures below.

The checking of timestamps as mentioned in the following clauses only applies when either synchronized clocks are
used in a local environment, or if clocks are logically synchronized by bilatera agreements. In any case, it is
recommended that Coordinated Universal Time be used.

For each of the three authentication procedures described below, it is assumed that party A has checked the validity of
all of the certificates in the certification path.
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18.31 Oneway authentication

The following steps are involved, as depicted in Figure 14:
A generatesr*, a non-repeating number, which is used to detect replay attacks and to prevent forgery.
2) A sendsthe following message to B:

1)

BA, A{t", I, B}

where t* is a timestamp. t* consists of one or two dates: the generation time of the token (which is
optional) and the expiry date. Alternatively, if data origin authentication of "sgnData" is to be provided
by the digital signature:

BA, A{t", I, B, sgnData}

In cases where information IS to be conveyed which will subsequently be used as a privet
information isreferred to as "encData"):

BA, A{t*, r*, B, sgnData, Bp[encData]}

b key (this

The use of "encData" as a private key implies that it shall be chosen carefully, ‘€lg., to be a strgng key for
whatever cryptosystem is used asindicated in the "sgnData’ field of the token.

B carries out the following actions:

a)
b)
<)
d)
€)

obtains Ap from BA, checking that A's certificate has not expired;
verifies the signature, and thus the integrity of the signed infermation;
checksthat B itself isthe intended recipient;

checks that the timestamp is " current";

optionally, checks that r* has not been replayed? This could, for example, be achieved by
include a sequentia part that is checked by alocal implementation for its value uniquenesg

r* isvalid until the expiry date indicated-by*t". r* is always accompanied by a sequential
indicates that A shall not repeat the token during the timerange t* and therefore that cheg
value of r* itself is not required.

In any casg, it is reasonable forparty B to store the sequential part together with timestan
clear and together with the hashed part of the token during timerange t*.

9
X.509(12)_F14

Figure 14 — One-way authentication

18.3.2 Two-way authentication

having r*
S.

part, which
king of the

p t* in the

The follow ing Stepsare involved as rlcf\i ctedin lIigl rels:

1)
2)
3
4)
5)

asfor clause 18.3.1;
asfor clause 18.3.1;
asfor clause 18.3.1;
B generates r®, a non-repeating number, used for similar purpose(s) to r;

B sends the following authentication token to A:

B{t% 1%, A, '}

where t® is atimestamp defined in the same way ast”.
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Alternatively, if data origin authentication of "sgnData" isto be provided by the digital signature:
B{t® % A, r*, sgnData}

In cases where information is to be conveyed which will subsequently be used as a private key (this
information isreferred to as "encData"):

B{t%, r® A, r*, sgnData, Ap[encData]}

The use of "encData" as a private key implies that it shall be chosen carefully, e.g., to be a strong key for
whatever cryptosystem is used asindicated in the "sgnData" field of the token.

6) A carriesout the following actions:

a) verifiesthe signature, and thus the integrity of the signed information;

18.3.3

The follow
]

4

T x|

LO.

Three-way authentication

by—checksthat A s themtended reciprent;
¢) checksthat the timestamp t® is "current”;
d) optionally, checks that r® has not been replayed (see clause 18.3.1, step 3), d)).

%.509(12)_F15

Figure 15 — Two-way authentication

ing steps are involved, as depicted in Figure 16:

) asfor clause 18.3.2;

) asfor clause 18.3.2. Timestamp t* may-be zero;

) asfor clause 18.3.2, except that thetimestamp need not be checked;

) asfor clause 18.3.2;

) asfor clause 18.3.2. Timestamp t® may be zero;

) asfor clause 18.3.2, except that the timestamp need not be checked;
A checks that theeceived r” isidentical to the r* which was sent;

) A sends the fetlowing authentication token to B:

A{r® B}

) B earries out the following actions:
a)~ checks the signature and thus, the integrity of the signed information;
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Figure 16 — Three-way authentication
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19 Access control

The Directory exists in an environment where various administrative authorities control access to their
the DIB. The definition of an access control scheme in the context of the Directory includes methods to:

—  specify access control information (ACI);
—  enforce access rights defined by that access control information;
— maintain access control information.

The enforcement of access rights applies to controlling access to:
—  Directory information related to names,
—  Directory user information;
—  Directory operationa information including access control information.

Administrfive anthorities may make USe O
security pqlicies, or may freely define their own schemes at their discretion.

The Basic|Access Control (BAC) scheme defined in Rec. ITU-T X.501 | ISO/IEC 9594-2 is an access contrg
scheme th@tt enables Directory Administrators to tie permissions to the level of authentication performed to
Directory.|The public-key certificate framework defined in this Directory Specification is used-to provide
authentication scheme used for this binding.

The Ruleg Based Access Control (RBAC) scheme defined in Rec. ITU-T X.501 | ISO/|EC 9594-2 makes|
attribute cprtificate framework defined in this Directory Specification to carry clearance attributes used
access confrol decisions. RBAC may also be used in conjunction with BAC.

20 rotection of Directory operations

The publig-key certificate framework defined in this Directory Specifieation is used in al Directory protocolg
these Diregtory Specifications to optionally protect the operations‘including requests, responses and error:
protectionlis provided through the digital signature of the sender and the verification of that signature by th
using the $ender's corresponding public-key certificate. Confidentiality may be provided through the use of
encryption| where the content is encrypted with the public key obtained from the intended recipient's
certificate pnd decrypted by the recipient using its corresponding private key.

NOTE { Encryption and decryption using asymmetric.keys as indicated above is known to be less efficient than usin

keys. Hpwever, these Directory Specifications do-not provide the means for end-to-end encryption using symmetric k|

The specific mechanisms and syntax for requesting and including the protection elements in protocol exg
defined within each of the Directory pretocols in these Directory Specifications.

portion of

ting their

| list based
bind to the
the strong

use of the
in making

defined in
5. [ ntegrity
e recipient
public key
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) symmetric
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Annex A

Public-K ey and Attribute Certificate Frameworks

(Thisannex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type, value, and information object class definitions contained in this Directory
Specification in the form of four ASN.1 modules. AuthenticationFramework, CertificateExtensions, and
AttributeCertificateDefinitions and PasswordPolicy.

-- A.1l - Authentication framework module

AuthenticationFramework {joint-iso-itu-t ds(5) module(l) authenticationFramework(7) 7}

pes and values defined in this module are exported for use in the other ASN.1
-- modulles contained within the Directory Specifications, and for the usesof othef
ilcations which will use them to access Directory services. Otheéy\applicatipns may
em for their own purposes, but this will not constrain extensions and

cessControl, certificateExtensions, id-asx, id-at, 4dyrldx, id-1lsx, id-mr| id-nf,
id-oc, id-sc, informationFramework, selectedAttributeTypes

TE, DistinguishedName, MATCHING-RULE, Name, NAME-FORM, OBJECT-CLASS,
SYNTAX|-NAME, top
FROM InformationFramework informationFramework

bitStrlingMatch, boolean, booleanMatch, caseExactMatch, commonName,
directloryString, distinguishedNameMatch, .gefheralizedTime,
generallizedTimeMatch, generalizedTimeOrderingMatch, integer, integerMatch,
integelrOrderingMatch, objectIdentifierMatch, octetString, octetStringMatch,
UnbounldedDirectoryString, UniqueIderntifier, uri

FROM SelectedAttributeTypes selectedAttributeTypes

algorilthmIdentifierMatch, certificateExactMatch, certificateListExactMatch,
certiflicatePairExactMatch, CertificatePoliciesSyntax, CertPolicyId, GeneralNamef,
KeyUsage,
CertiflicateAssertion, CertificateExactAssertion, CertificatelListAssertion,
CertifficateListExactAssertion, CertificatePairAssertion,
CertiflicatePairExactAssertion

FROM CertificateExtensions certificateExtensions ;

-- parameterized \types

ENCRYPTHD{T6BéEnciphered} ::= BIT STRING (CONSTRAINED BY {
-- shall be the result of applying an encipherment procedure

A

HASH{ToBeHashed} ::= SEQUENCE ({
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},

hashValue BIT STRING (CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded
-- octets of a value of -- ToBeHashed } ),

e}

ENCRYPTED-HASH{ToBeSigned} ::= BIT STRING (CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded (see 6.2)
-- octets of a value of -- ToBeSigned -- and then applying an encipherment procedure
-- to those octets -- } )

SIGNATURE{ToBeSigned} ::= SEQUENCE {
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
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encrypted ENCRYPTED-HASH{ToBeSigned},
cee }
SIGNED{ToBeSigned} ::= SEQUENCE ({
toBeSigned ToBeSigned,
COMPONENTS OF SIGNATURE{ToBeSigned},

-- public-key certificate definition
Certificate ::= SIGNED{TBSCertificate}

TBSCertificate ::= SEQUENCE {

version [0] Version DEFAULT vl,

serialNumber CertificateSerialNumber,

signature AlgorithmIdentifier{{SupportedAlgorithms}},
issue Name,

validilty Validity,

subjedt Name,

subjedtPublicKeyInfo SubjectPublicKeyInfo,

niqueIdentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,

- if present, version shall be v2 or v3
subjedtUniqueIdentifier [2] IMPLICIT UniqueIdentifier OPTIONAL]I(
- if present, version shall be v2 or v3

extenslions [3] Extensions OPTIONAL]]

-- If [present, version shall be v3]]
}
Version [::= INTEGER {v1(0), v2(1), v3(2)}
CertificateSerialNumber ::= INTEGER
AlgorithmIdentifier {ALGORITHM: SupportedAlgorithms} “: := SEQUENCE {

algorifthm  ALGORITHM.&id ({SupportedAlgorithms}),
paramedters ALGORITHM.&Type ({SupportedAlgorithms}{@algorithm}) OPTIONAL,

)

-- Definlition of the following information object set is deferred, perhaps to

-- stanjardized profiles or to protocol.“implementation conformance statements. Th
-- set ils required to specify a table constraint on the parameters component of
-- AlgorjithmIdentifier.

SupporthAlgorithms ALGORITHM-s3»= {...}

ALGORIT ::= CLASS {
&Type OPTIONAL;
&id OBJECT\.IDENTIFIER UNIQUE }

WITH SYNTAX {
[&Typel
IDENTIFIED BY &id }

Validity| ::=-SEQUENCE {
notBeflore, \.Time,
notAfter Time,

SubjectPublicKeyInfo ::= SEQUENCE ({
algorithm AlgorithmIdentifier{{SupportedAlgorithms}},
subjectPublicKey BIT STRING,
cee }
Time ::= CHOICE {
utcTime UTCTime,

generalizedTime GeneralizedTime }
Extensions ::= SEQUENCE OF Extension
-- For those extensions where ordering of individual extensions within the SEQUENCE is

-- significant, the specification of those individual extensions shall include the
-- rules for the significance of the order therein
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Extension ::= SEQUENCE {
extnId EXTENSION.&id ({ExtensionSet}),
critical  BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING
(CONTAINING EXTENSION.&ExtnType ({ExtensionSet}{@extnId})
ENCODED BY der),

)

der OBJECT IDENTIFIER ::=
{joint-iso-itu-t asnl(l) ber-derived(2) distinguished-encoding(1)}

ExtensionSet EXTENSION ::= {...}
EXTENSION ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Extn ¥
WITH SYNTAX {
SYNTA. &ExtnType

IDENTIFIED BY &id }

-- other] PKI certificate constructs

Certifijates ::= SEQUENCE {
userCertificate Certificate,
certiflicationPath ForwardCertificationPath OPTIONAL,

ForwardQertificationPath ::= SEQUENCE SIZE (1l..MAX) OF CrossCertificates
CrossCerltificates ::= SET SIZE (1l..MAX) OF Certificate

CertifijationPath ::= SEQUENCE {
r

userCertificate Certificate,
theCAdertificates SEQUENCE SIZE (1l..MAX) OF.CertificatePair OPTIONAL,

PkiPath |: := SEQUENCE SIZE (1..MAX) OF Certificate

-- certilfficate revocation list (CRL)

CertificlateList ::= SIGNED{CertificateListContent}

CertificlateListContent ::= SEQUENCE {

versi Version/ OPTIONAL,
-- if |present, version shall be v2
signatjure AlgorithmIdentifier{{SupportedAlgorithms}},
issue Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE {
serilalNumber CertificateSerialNumber,
revocatienDate Time,

crlEntryExtensions Extensions OPTIONAL,
...} @PTIONAL,

« e ey

crlExtensions [0] Extensions OPTIONAL }

-- PKI object classes

pkiUser OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {userCertificate}
LDAP-NAME {"pkiUser"}
LDAP-DESC "X.509 PKI User"
ID id-oc-pkiUser }
pkiCA OBJECT-CLASS ::= {
SUBCLASS OF {top}
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KIND auxiliary

MAY CONTAIN {cACertificate |
certificateRevocationList |
authorityRevocationList |
crossCertificatePair}

LDAP-NAME {"pkicar}

LDAP-DESC "X.509 PKI Certificate Authority"

ID id-oc-pkiCA }
cRLDistributionPoint OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND structural

MUST CONTAIN {commonName}

MAY CONTAIN {certificateRevocationList |

authorityRevocationList |
deltaRevocationList}

LDAP-ﬂ:Mn {"TRIDI=tributtonPotmts}
LDAP-DESC "X.509 CRL distribution point™"
ID id-oc-cRLDistributionPoint }

cRLDistHtNameForm NAME-FORM ::= {

NAMES cRLDistributionPoint
WITH ATTRIBUTES {commonName}
ID id-nf-cRLDistPtNameForm }

deltaCRL] OBJECT-CLASS ::=

SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {deltaRevocationList}
LDAP-NAME {"deltaCRL"}
LDAP-DESC "X.509 delta CRL"
ID id-oc-deltaCRL }
cpCps OBJECT-CLASS ::=
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {certificatePolicy |
certificationPracticeStmt}
LDAP-NAME {"cpCps"}
LDAP-ﬂggC "Certificate Policy and Certification Practice Statement"
ID id-oc-cpCps }
pkiCertBath OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliacry
MAY CONTAIN {pkiPath}
LDAP-NAME {"pkiCertPath"}
LDAP-DESC "PKI Certification Path"
ID id-oc-pkiCertPath }

-- PKI directory’dttributes

userCertjificate” ATTRIBUTE ::= {
WITH NTAX Certificate
EQUALIITY \MATCHING RULE certificateExactMatch
LDAP-SYNTAX x509Certificate.&1d
LDAP-NAME {"userCertificate"}
LDAP-DESC "X.509 user certificate"
ID id-at-userCertificate }
cACertificate ATTRIBUTE ::= {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
LDAP-SYNTAX x509Certificate.&id
LDAP-NAME {"cACertificate"}
LDAP-DESC "X.509 CA certificate"
ID id-at-cAcertificate }
crossCertificatePair ATTRIBUTE ::= {
WITH SYNTAX CertificatePair

EQUALITY MATCHING RULE certificatePairExactMatch

126 Rec. ITU-T X.509 (10/2012)


https://iecnorm.com/api/?name=1977cc425d8c875c2c9314217a0bf8da

LDAP-SYNTAX x509CertificatePair.&id
LDAP-NAME {"crossCertificatePair"}
LDAP-DESC "X.509 cross certificate pair"
ID id-at-crossCertificatePair }

CertificatePair ::= SEQUENCE {
issuedToThisCA [0] Certificate OPTIONAL,
issuedByThisCA [1] Certificate OPTIONAL,
(WITH COMPONENTS { ..., issuedToThisCA PRESENT} |
WITH COMPONENTS { ..., issuedByThisCA PRESENT})

certificateRevocationList ATTRIBUTE ::= {

| SO/l EC 9594-8:2014 (E)

WITH SYNTAX CertificatelList

EQUALITY MATCHING RULE certificateListExactMatch

LDAP-SYNTAX x509Certificatelist.&id

LDAP -NAME {rcertiticateRevoratonLtsts

LDAP-DESC "X.509 certificate revocation list™"

ID id-at-certificateRevocationList }
authorityRevocationList ATTRIBUTE ::= {

WITH NTAX CertificateList

EQUALIITY MATCHING RULE certificateListExactMatch

LDAP-SYNTAX x509CertificatelList.&id

LDAP-NAME {"authorityRevocationList"}

LDAP-DESC "X.509 authority revocation list"

ID id-at-authorityRevocationList }
deltaRevjocationList ATTRIBUTE ::= {

WITH NTAX CertificatelList

EQUALITY MATCHING RULE certificateListExactMatch

LDAP- SYNTAX x509CertificatelList.&id

LDAP-NAME {"deltaRevocationList"}

LDAP-DESC "X.509 delta revocation “list"

ID id-at-deltaRevocationList }
supportedAlgorithms ATTRIBUTE ::= {

WITH NTAX SupportedAlgorithm

EQUALITY MATCHING RULE algorithmIdentifierMatch

LDAP- SYNTAX x509SupportedAlgorithm. &id

LDAP- E {"supportedAlgorithms"}

LDAP-DESC "X.509 support algorithms"

ID id-at-supportedAlgorithms }
SupportedAlgorithm ::= SEQUENCE {

algorilfthmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},

intendedUsage [0] KeyUsage OPTIONAL,

intendedCertificatePolicies [l] CertificatePoliciesSyntax OPTIONAL,

.. )
certificationPraéticeStmt ATTRIBUTE ::= {

WITH SYNTAX «‘InfoSyntax

ID id-at-certificationPracticeStmt }

InfoSyntlax\¢:= CHOICE {

content UnboundedDirectoryString,
pointer SEQUENCE ({

name GeneralNames,
hash HASH{HashedPolicyInfo} OPTIONAL,
oo}

cee )

POLICY ::= TYPE-IDENTIFIER

HashedPolicyInfo ::= POLICY.&Type ({Policies})
Policies POLICY ::= {...} -- Defined by implementors
certificatePolicy ATTRIBUTE ::= {

WITH SYNTAX PolicySyntax
ID id-at-certificatePolicy }
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PolicySyntax ::= SEQUENCE {
policyIdentifier PolicyID,
policySyntax InfoSyntax,

oo

PolicyID ::= CertPolicyId

pkiPath ATTRIBUTE ::= {

WITH SYNTAX PkiPath

ID id-at-pkiPath }
userPassword ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY MATCHING RULE octetStringMatch
LDAP-SYNTAX octetString.&id

OCTET STRING(SIZE (0..MAX))

LDAP -NAME {"uzerrassword™;
ID id-at-userPassword }

-- LDAP [syntaxes defined by IETF RFC 4523

x509Certjificate SYNTAX-NAME ::= {
LDAP-DESC "X.509 Certificate"
DIRECTORY SYNTAX Certificate
ID id-1sx-x509Certificate }

x509CertjificateList SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate List"

DIRECTIORY SYNTAX CertificateList

ID id-1lsx-x509CertificateList }
x509CertjificatePair SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate Pair"

DIRECTIORY SYNTAX CertificatePair

ID id-1lsx-x509CertificatePair}

x509SupportedAlgorithm SYNTAX-NAME ::= {

LDAP-DESC "X.509 Supported Algorithm"
DIRECTORY SYNTAX SupportedAlgorithm
ID id-1sx-x509SupportedAlgorithm }

-- objedt identifier assignments

-- object classes

id-oc-cRLDistributionPoint OBJECT IDENTIFIER ::= {id-oc 19}
id-oc-pKiUser OBJECT IDENTIFIER ::= {id-oc 21}
id-oc-pKiCA OBJECT IDENTIFIER ::= {id-oc 22}
id-oc-deltaCRL OBJECT IDENTIFIER ::= {id-oc 23}
id-oc-cpCps OBJECT IDENTIFIER ::= {id-oc 30}
id-oc-pKiCertPath OBJECT IDENTIFIER ::= {id-oc 31}
-- name |[forms

id-nf-cRLDigtPtNameForm OBJECT IDENTIFIER ::= {id-nf 14}
-- directory attributes

id-at-userPassword OBJECT IDENTIFIER ::= {id-at 35}
id-at-userCertificate OBJECT IDENTIFIER ::= {id-at 36}
id-at-cAcertificate OBJECT IDENTIFIER ::= {id-at 37}
id-at-authorityRevocationList OBJECT IDENTIFIER ::= {id-at 38}
id-at-certificateRevocationList OBJECT IDENTIFIER ::= {id-at 39}
id-at-crossCertificatePair OBJECT IDENTIFIER ::= {id-at 40}
id-at-supportedAlgorithms OBJECT IDENTIFIER ::= {id-at 52}
id-at-deltaRevocationList OBJECT IDENTIFIER ::= {id-at 53}
id-at-certificationPracticeStmt OBJECT IDENTIFIER ::= {id-at 68}
id-at-certificatePolicy OBJECT IDENTIFIER ::= {id-at 69}
id-at-pkiPath OBJECT IDENTIFIER ::= {id-at 70}
-- syntaxes
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id-1sx-x509Certificate OBJECT IDENTIFIER ::= {id-1sx 8}
id-1sx-x509CertificatelList OBJECT IDENTIFIER ::= {id-1lsx 9}
id-1sx-x509CertificatePair OBJECT IDENTIFIER ::= {id-1sx 10}
id-1sx-x509SupportedAlgorithm OBJECT IDENTIFIER ::= {id-1sx 49}

END - AuthenticationFramework

-- A.2 - Certificate extensions module

CertificateExtensions {joint-iso-itu-t ds(5) module(l) certificateExtensions(26) 7}
DEFINITIONS IMPLICIT TAGS ::=

BEGIN

-- EXPORTS ALL

IMPORTS
id-at,| id-ce, id-1ldx, id-mr, informationFramework, authenticationFrameworkj
selectledAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) [}

Name, [RelativeDistinguishedName, Attribute{}, MATCHING-RULE,
SupporjtedAttributes, SYNTAX-NAME
FROM InformationFramework informationFramework

CertiflicateSerialNumber, CertificateList, AlgorithmIdentifier{}, EXTENSION,
Time, [PolicyID, SupportedAlgorithms
FROM AuthenticationFramework authenticationFramework

UnbounldedDirectoryString
FROM SelectedAttributeTypes selectedAttributeTypes

ORAddress
FROM MTSAbstractService {joint-iso-itu-t mhg\(6) mts(3) modules(0)
mtls-abstract-service(l) version-1999(1)};

-- Unlesls explicitly noted otherwise, therevis no significance to the ordering
-- of components of a SEQUENCE OF constxuct in this Specification.

-- publilc-key certificate and CRL extensions

authoritlyKeyIdentifier EXTENSION-‘i:= {
SYNTA AuthorityKeylIdentifier
IDENTIFIED BY id-ce-authorityKeyIdentifier }

AuthoritlyKeyIdentifier 3= SEQUENCE {
keyIdentifier [0] KeyIdentifier OPTIONAL,
authorfityCertIssuer [1] GeneralNames OPTIONAL,
authorfityCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
.o}
(WITH [COMPONENTS {..., authorityCertIssuer PRESENT,
authorityCertSerialNumber PRESENT } |
WITH |[COMPONENTS {..., authorityCertIssuer ABSENT,
authorityCertSerialNumber ABSENT } )

KeyIdentifier ::= OCTET STRING

subjectKeyIdentifier EXTENSION ::= {
SYNTAX SubjectKeyIdentifier
IDENTIFIED BY id-ce-subjectKeyIdentifier }

SubjectKeyIdentifier ::= KeyIdentifier
keyUsage EXTENSION ::= {

SYNTAX KeyUsage

IDENTIFIED BY id-ce-keyUsage }
KeyUsage ::= BIT STRING {

digitalSignature (0),
contentCommitment (1),
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keyEncipherment (2),
dataEncipherment (3),

keyAgreement (4),
keyCertSign (5),
cRLSign (6),
encipherOnly (7).,
decipherOnly (8) }
extKeyUsage EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeId

IDENTIFIED BY id-ce-extKeyUsage }

KeyPurposeId ::= OBJECT IDENTIFIER

privateKeyUsagePeriod EXTENSION ::= {
SYNTAX PrivateKeyUsagePeriod
IDENT

PrivateKeyUsagePeriod ::= SEQUENCE {
notBeflore [0] GeneralizedTime OPTIONAL,
notAftler [1] GeneralizedTime OPTIONAL,

(WITH [COMPONENTS {..., notBefore PRESENT } |
WITH [COMPONENTS {..., notAfter  PRESENT } )
certificlatePolicies EXTENSION ::= {
SYNTA. CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }
CertificlatePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF PolicyInformation

PolicyInfformation ::= SEQUENCE {
policylIdentifier CertPolicyId,
policylQualifiers SEQUENCE SIZE (1l..MAX) OF PolicyQualifierInfo OPTIONAL,

oo

CertPolijcyId ::= OBJECT IDENTIFIER

PolicyQualifierInfo ::= SEQUENCE {
policyQualifierId CERT-POLICY-QUALIFIER.&id({SupportedPolicyQualifiers}),
qualiflfier CERT-POLICY-QUALIFIER.&Qualifier
({supportedPolicyQualifiers}{@policyQualifierId}) OPTIONAL,
o)

SupportedPolicyQualifiers CERT4POLICY-QUALIFIER ::= {...}
anyPolicly OBJECT IDENTIFIER ::= {id-ce-certificatePolicies 0}

CERT-POL{ICY-QUALIFIER\¢:= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Qualilfier OPTIONAL }

WITH SY
POLICY-QUALIFIER-ID &id
[QUALTFIER-TYPE &Qualifier] }

policyMappings EXTENSION ::= {
SYNTAX PolicyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings }

PolicyMappingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {
issuerDomainPolicy CertPolicyId,
subjectDomainPolicy CertPolicyId,

subjectAltName EXTENSION ::= {
SYNTAX GeneralNames

IDENTIFIED BY id-ce-subjectAltName }
GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName

GeneralName ::= CHOICE {
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otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] IA5String,
dNSName [2] TIAS5String,
x400Address [3] ORAddress,
directoryName [4] Name,
ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IA5String,
iPAddress [7] OCTET STRING,
registeredID [8] OBJECT IDENTIFIER,
.o}

OTHER-NAME ::= TYPE-IDENTIFIER

EDIPartyName ::= SEQUENCE {
nameAssigner [0] UnboundedDirectoryString OPTIONAL,
partyName [1] UnboundedDirectoryString,
e}

issuerAlltName EXTENSION ::= {
SYNTA GeneralNames
IDENTIFIED BY id-ce-issuerAltName }

irectoryAttributes EXTENSION ::= {
AttributesSyntax
FIED BY id-ce-subjectDirectoryAttributes }

esSyntax ::= SEQUENCE SIZE (l..MAX) OF Attribute{{SuppoxrtedAttributes}}

straints EXTENSION ::= {
BasicConstraintsSyntax
FIED BY id-ce-basicConstraints }

straintsSyntax ::= SEQUENCE ({
BOOLEAN DEFAULT FALSE,
Constraint INTEGER(O..MAX) OPTIONAL,

traints EXTENSION ::= {
NameConstraintsSyntax
FIED BY id-ce-nameConstraints\}

traintsSyntax ::= SEQUENCE"{
tedSubtrees [0] GeneralSubtrees OPTIONAL,
edSubtrees [1] GeneralSubtrees OPTIONAL,

(WITH [COMPONENTS {..., permittedSubtrees PRESENT } |
WITH [COMPONENTS {...,. excludedSubtrees PRESENT } )

GeneralSubtrees ::=,SEQUENCE SIZE (1l..MAX) OF GeneralSubtree
GeneralSubtree ;5=~SEQUENCE {
base GeneralName,
minim [0}, BaseDistance DEFAULT O,
maxim 1] BaseDistance OPTIONAL,
BaseDistance ::= INTEGER (0. .MAX)
policyConstraints EXTENSION ::= {
SYNTAX PolicyConstraintsSyntax

IDENTIFIED BY id-ce-policyConstraints }

SEQUENCE {
1 SkipCerts OPTIONAL,
] SkipCerts OPTIONAL,

PolicyConstraintsSyntax ::=
requireExplicitPolicy [0
inhibitPolicyMapping [1
ce. }

(WITH COMPONENTS {..., requireExplicitPolicy PRESENT } |
WITH COMPONENTS {..., inhibitPolicyMapping PRESENT } )

SkipCerts ::= INTEGER(0..MAX)
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inhibitAnyPolicy EXTENSION ::= {
SYNTAX SkipCerts
IDENTIFIED BY id-ce-inhibitAnyPolicy }

cRLNumber EXTENSION ::= {
SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }

CRLNumber ::= INTEGER(0..MAX)
crlScope EXTENSION ::= {
SYNTAX CRLScopeSyntax

IDENTIFIED BY id-ce-cRLScope }

CRLScopeSyntax ::= SEQUENCE SIZE (1..MAX) OF PerAuthorityScope
PerAutho = cE—
author|ityName [0] GeneralName OPTIONAL,
distrijputionPoint [1] DistributionPointName OPTIONAL,
onlyContains [2] OnlyCertificateTypes OPTIONAL,
onlySomeReasons [4] ReasonFlags OPTIONAL,

serialNumberRange [5] NumberRange OPTIONAL,
subjedtKeyIdRange [6] NumberRange OPTIONAL,

nameSubtrees [7] GeneralNames OPTIONAL,

baseRegvocationInfo [9] BaseRevocationInfo OPTIONAL,
OnlyCertlificateTypes ::= BIT STRING ({

user (0),

authority (1),
attribute (2)}

NumberRange ::= SEQUENCE {
startingNumber [0] INTEGER OPTIONAL,

endingNumber [1] INTEGER OPTIONAL,
moduluyls INTEGER OPTIONAL,

BaseRevdcationInfo ::= SEQUENCE {
cRLStrleamIdentifier [0] CRLStreamIdentifier OPTIONAL,

cRLN er [1] CRLNumber,

baseThisUpdate [2] GeneralizedTime,
statusReferrals EXTENSION ::=.{

SYNTA. StatusReferrals

IDENTIFIED BY id-ce-statusReferrals }

StatusRelferrals ::=,.SEQUENCE SIZE (l..MAX) OF StatusReferral
StatusRelferral ;#<~CHOICE {
cRLReflerral [0] CRLReferral,

otherReferral® [1l] INSTANCE OF OTHER-REFERRAL,

s}

CRLReferral ::= SEQUENCE {

issuer [0] GeneralName OPTIONAL,
location [1] GeneralName OPTIONAL,
deltaRefInfo [2] DeltaRefInfo OPTIONAL,
cRLScope CRLScopeSyntax,
lastUpdate [3] GeneralizedTime OPTIONAL,

lastChangedCRL [4] GeneralizedTime OPTIONAL,

DeltaRefInfo ::= SEQUENCE ({

deltalocation GeneralName,

lastDelta GeneralizedTime OPTIONAL,
OTHER-REFERRAL ::= TYPE-IDENTIFIER
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cRLStreamIdentifier EXTENSION ::= {
SYNTAX CRLStreamIdentifier
IDENTIFIED BY id-ce-cRLStreamIdentifier }

CRLStreamIdentifier ::= INTEGER (0..MAX)

orderedList EXTENSION ::= {
SYNTAX OrderedListSyntax
IDENTIFIED BY id-ce-orderedList }

OrderedListSyntax ::= ENUMERATED {
ascSerialNum (0),
ascRevDate (1),

£

1
DeltaInformation

IDENTIFIED BY id-ce-deltaInfo }

DeltaInflormation ::= SEQUENCE ({
deltaliocation GeneralName,
nextDellta GeneralizedTime OPTIONAL,
toBeRevoked EXTENSION ::= {
SYNTA. ToBeRevokedSyntax

IDENTIFIED BY id-ce-toBeRevoked }
ToBeRevdkedSyntax ::= SEQUENCE SIZE (1..MAX) OF ToBeRevokedGroup

ToBeRevdkedGroup ::= SEQUENCE {
certifficateIssuer [0] GeneralName OPTIONAL,

reasonInfo [1] ReasonInfo OPTIONAL,
revocationTime GeneralizedTime,
certiflicateGroup CertificateGroup,
.o}

ReasonInffo ::= SEQUENCE {
reasonCode CRLReason,
holdInstructionCode HoldInstruction OPTIONAL,
e}

CertificlateGroup ::= CHOICE {
serialNumbers [0] CertificateSerialNumbers,
serialNumberRange [1] «CertificateGroupNumberRange,
nameSubtree [2] GeneralName,
e}

CertificlateGroupNumberRange ::= SEQUENCE {
startingNumber 0] INTEGER,
endingNumber [1] INTEGER,

o)

CertifiqateSerialNumbers ::= SEQUENCE SIZE (1..MAX) OF CertificateSerialNumber

revokedGroups EXTENSION ::= {
SYNTAX RevokedGroupsSyntax
IDENTIFIED BY id-ce-RevokedGroups }
RevokedGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup

RevokedGroup ::= SEQUENCE {

certificatelssuer [0] GeneralName OPTIONAL,
reasonInfo [1] ReasonInfo OPTIONAL,
invalidityDate [2] GeneralizedTime OPTIONAL,
revokedcertificateGroup [3] RevokedCertificateGroup,
.o}

RevokedCertificateGroup ::= CHOICE {

serialNumberRange NumberRange,
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nameSubtree GeneralName }
expiredCertsOnCRL EXTENSION ::= {

SYNTAX ExpiredCertsOnCRL

IDENTIFIED BY id-ce-expiredCertsOnCRL }
ExpiredCertsOnCRL ::= GeneralizedTime
reasonCode EXTENSION ::= {

SYNTAX CRLReason

IDENTIFIED BY id-ce-reasonCode }

CRLReason ::= ENUMERATED {

unspecified (0),
keyCompromise (1),
cACompromise (2),
affili o} 3
superseded (4),
cessatlionOfOperation (5),
certiflicateHold (6),
removeFromCRL (8),
privillegeWithdrawn (9),
aACompromise (10),
.o}

holdInstructionCode EXTENSION ::= {
SYNTA HoldInstruction

IDENTIFIED BY id-ce-instructionCode }
HoldInstlruction ::= OBJECT IDENTIFIER

invalidiltyDate EXTENSION ::= {
SYNTA GeneralizedTime
IDENTIFIED BY id-ce-invalidityDate }

cRLDistributionPoints EXTENSION ::= {
SYNTA. CRLDistPointsSyntax
IDENTIFIED BY id-ce-cRLDistributionPoints }

CRLDistPointsSyntax ::= SEQUENCE SIZE \(I..MAX) OF DistributionPoint

DistributionPoint ::= SEQUENCE {
distriputionPoint [0] DistributionPointName OPTIONAL,

reasons [1] ReasonFlags OPTIONAL,
cRLIssjuer [2] GeneralNames OPTIONAL,
.}

DistributionPointName,~:\:= CHOICE {
fullName [0] GeneralNames,
nameRjTativeToCRLIssuer [1] RelativeDistinguishedName,
.}

ReasonFllags ,+%="BIT STRING {
unuse (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
certificateHold (6),
privilegeWithdrawn (7).,
aACompromise (8) }

issuingDistributionPoint EXTENSION ::= {
SYNTAX IssuingDistPointSyntax
IDENTIFIED BY id-ce-issuingDistributionPoint }

IssuingDistPointSyntax ::= SEQUENCE {
-- If onlyContainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE,
-- the CRL covers both certificate types
distributionPoint [0] DistributionPointName OPTIONAL,
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onlyContainsUserPublicKeyCerts [1] BOOLEAN DEFAULT FALSE,

onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,

onlySomeReasons [3] ReasonFlags OPTIONAL,

indirectCRL [4] BOOLEAN DEFAULT FALSE,
certificateIssuer EXTENSION ::= {

SYNTAX GeneralNames

IDENTIFIED BY id-ce-certificateIssuer }
deltaCRLIndicator EXTENSION ::= {

SYNTAX BaseCRLNumber

IDENTIFIED BY id-ce-deltaCRLIndicator }
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BaseCRLNumber ::= CRLNumber

baseUpd =%
SYNTA. GeneralizedTime
IDENTIFIED BY id-ce-baseUpdateTime }

freshest/CRL EXTENSION ::= {
SYNTA. CRLDistPointsSyntax
IDENTIFIED BY id-ce-freshestCRL }

DistributionPoint EXTENSION ::= {
AATssuingDistPointSyntax
FIED BY id-ce-aAissuingDistributionPoint }

DistPointSyntax ::= SEQUENCE ({

distrijputionPoint [0] DistributionPointName “OPTIONAL,
onlySomeReasons [1] ReasonFlags OPTIONAL,
indirectCRL [2] BOOLEAN DEFAULT FALSE,
containsUserAttributeCerts [3] BOOLEAN DEFAULT TRUE,

sAACerts [4]
sSOAPublicKeyCerts [5]

BOOLEAN DEFAULT ‘TRUE,
BOOLEAN DEFAULT TRUE,

tching rules

teExactMatch MATCHING-RULE : := {
CertificateExactAssertion

LDAP-SYNTAX certExactAssertion.&id
LDAP-NAME {"certificateExactMatch"}
LDAP- "X.509 Certifieaté Exact Match"
ID id-mr-certificateExactMatch }
CertificlateExactAssertioni::= SEQUENCE {
serialNumber CertificateSerialNumber,
issuen Name,
e}
certificateMatch MATCHING-RULE ::= {
SYNTA. CertificateAssertion
LDAP-SYNTAX/ certAssertion.&id
LDAP-NAME {"certificateMatch"}
LDAP-DESC "X.509 Certificate Match"
ID id-mr-certificateMatch }
CertificateAssertion ::= SEQUENCE (
serialNumber [0] CertificateSerialNumber OPTIONAL,
issuer [1] Name OPTIONAL,
subjectKeyIdentifier [2] SubjectKeyIdentifier OPTIONAL,
authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
certificateValid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] Name OPTIONAL,
subject [11] Name OPTIONAL,
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nameConstraints [12] NameConstraintsSyntax OPTIONAL,
e}
AltNameType ::= CHOICE {

builtinNameForm ENUMERATED {
rfc822Name (1),
dNSName (2),
x400Address (3),
directoryName (4),
ediPartyName (5),
uniformResourceldentifier (6),
iPAddress (7),
registeredId (8),
Y

otherNameForm OBJECT IDENTIFIER,

e}

CertPolijcySet ::= SEQUENCE SIZE (1l..MAX) OF CertPolicyId

certificlatePairExactMatch MATCHING-RULE ::= {

SYNTA. CertificatePairExactAssertion
LDAP-SYNTAX certPairExactAssertion.&id
LDAP-NAME {"certificatePairExactMatch"}
LDAP-DESC "X.509 Certificate Pair Exact Match"
ID id-mr-certificatePairExactMatch }

CertifiagtePairExactAssertion ::= SEQUENCE {

issuedToThisCAAssertion [0] CertificateExactAssertion OPTIONAL,
issuedByThisCAAssertion [1l] CertificateExactAssertion«OPTIONAL,
(WITH |[COMPONENTS { ..., issuedToThisCAAssertion PRESENT }

WITH |[COMPONENTS { ..., issuedByThisCAAssertion PRESENT } )

certificatePairMatch MATCHING-RULE ::= {

SYNTA. CertificatePairAssertion
LDAP-SYNTAX certPairAssertion.&id
LDAP-NAME {"certificatePairMatch"}
LDAP-DESC "X.509 Certificate Pair Match"
ID id-mr-certificatePairMatch '}

issuedToThisCAAssertion [0] CertificateAssertion OPTIONAL,
issuedByThisCAAssertion [1] CeértificateAssertion OPTIONAL,
(WITH |[COMPONENTS {..., issuedToThisCAAssertion PRESENT } |
WITH [COMPONENTS {..., issuedByThisCAAssertion PRESENT } )

CertifiagtePairAssertion ::= SEQUENCE {

certificlateListExactMatch MATCHING-RULE ::= {

SYNTA. CertificateListExactAssertion
LDAP-SYNTAX certlListExactAssertion.&id
LDAP-NAME {"certificateListExactMatch"}
LDAP-DESC "X.509 Certificate List Exact Match"
ID id-mr-certificateListExactMatch }

CertificatélistExactAssertion ::= SEQUENCE {

issuer Name,
thisUpdate Time,
distributionPoint DistributionPointName OPTIONAL }

certificateListMatch MATCHING-RULE ::= {
SYNTAX CertificateListAssertion
LDAP-SYNTAX certListAssertion.&id

LDAP-NAME {"certificateListMatch"}
LDAP-DESC "X.509 Certificate List Match"
ID id-mr-certificateListMatch }

CertificatelListAssertion ::= SEQUENCE {

issuer Name OPTIONAL,
minCRLNumber [0] CRLNumber OPTIONAL,
maxCRLNumber [1] CRLNumber OPTIONAL,
reasonFlags ReasonFlags OPTIONAL,
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dateAndTime Time OPTIONAL,
distributionPoint [2] DistributionPointName OPTIONAL,
authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
. )

algorithmIdentifierMatch MATCHING-RULE ::= {
SYNTAX AlgorithmIdentifier {{SupportedAlgorithms}}
LDAP-SYNTAX algorithmIdentifier.&id
LDAP-NAME {"algorithmIdentifierMatch"}
LDAP-DESC "X.509 Algorithm Identifier Match"
ID id-mr-algorithmIdentifierMatch }

policyMatch MATCHING-RULE ::= {
SYNTAX PolicyID

ID id-mr-policyMatch }
pkiPath G-RULE—TT= %X

SYNTA. PkiPathMatchSyntax

ID id-mr-pkiPathMatch }

tchSyntax ::= SEQUENCE {
Sssuer Name,
ject Name,

enhancedCertificateMatch MATCHING-RULE ::= {
SYNTA EnhancedCertificateAssertion
ID id-mr-enhancedCertificateMatch }
EnhancedCertificateAssertion ::= SEQUENCE ({
serialNumber [0] CertificateSerialNumber OPTIONAL,
issue [1] Name OPTIONAL,
subjedtKeyIdentifier [2] SubjectKeyIdentifief) OPTIONAL,
authorjityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
certiflicatevalid [4] Time OPTIONAL,
privatleKeyValid [5] GeneralizedTime OPTIONAL,
subjedtPublicKeyAlgID [6] OBJECT IDENTIEIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjedtAltName [8] AltName OPTIONAL,
polic [9] cCertPoliicySet OPTIONAL,
pathToName [10] GeneralNames OPTIONAL,
subjedt [11] Name. OPTIONAL,
nameConstraints [12]  NameConstraintsSyntax OPTIONAL,
oo}
(ALL CEPT ({ -- none; at ‘least one component shall be present --}))
AltName |: := SEQUENCE {
altnameType AltNameType,
altNaﬂeValue GeneralName OPTIONAL }
certExactAssertidn~SYNTAX-NAME ::= {
LDAP-DESC "X.509 Certificate Exact Assertion"
DIRECTIORY ,SYNTAX CertificateExactAssertion
ID id-1dx-certExactAssertion }

certAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate Assertion"
DIRECTORY SYNTAX CertificateAssertion
ID id-1ldx-certAssertion }

certPairExactAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate Pair Exact Assertion"

DIRECTORY SYNTAX CertificatePairExactAssertion

ID id-ldx-certPairExactAssertion }
certPairAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate Pair Assertion"

DIRECTORY SYNTAX CertificatePairAssertion

ID id-1ldx-certPairAssertion }

certListExactAssertion SYNTAX-NAME ::= {

Rec. ITU-T X.509 (10/2012) 137


https://iecnorm.com/api/?name=1977cc425d8c875c2c9314217a0bf8da

| SO/l EC 9594-8:2014 (E)

LDAP-DESC "X.509 Certificate List Exact Assertion"
DIRECTORY SYNTAX CertificateListExactAssertion
ID id-1ldx-certListExactAssertion }

certListAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate List Assertion"

DIRECTORY SYNTAX CertificateListAssertion

ID id-1ldx-certListAssertion }
algorithmIdentifier SYNTAX-NAME ::= {

LDAP-DESC "X.509 Algorithm Identifier"

DIRECTORY SYNTAX AlgorithmIdentifier{{SupportedAlgorithms}}

ID id-ldx-algorithmIdentifier }

-- Object identifier assignments

id-ce-sup : F F FIER T ¥
id-ce-subjectKeyIdentifier OBJECT IDENTIFIER ::= {id-ce 14}
id-ce-keyUsage OBJECT IDENTIFIER ::= {id-ce 15}
id-ce-prfivateKeyUsagePeriod OBJECT IDENTIFIER ::= {id-ce 16}
id-ce-subjectAltName OBJECT IDENTIFIER ::= {id-ce 17}
id-ce-igsuerAltName OBJECT IDENTIFIER ::= {id-ce 18}
id-ce-basicConstraints OBJECT IDENTIFIER ::= {id-ce 19}
id-ce-cRLNumber OBJECT IDENTIFIER ::= {id-ce 20}
id-ce-reasonCode OBJECT IDENTIFIER ::= {id-ce 21}
id-ce-instructionCode OBJECT IDENTIFIER ::= {id-ce 237}
id-ce-invalidityDate OBJECT IDENTIFIER ::= {id-ce\'24}
id-ce-deltaCRLIndicator OBJECT IDENTIFIER ::= {id-ce 27}
id-ce-iglsuingDistributionPoint OBJECT IDENTIFIER ::= {id-c¢e 28}
id-ce-certificateIssuer OBJECT IDENTIFIER ::= {lid-ce 29}
id-ce-nameConstraints OBJECT IDENTIFIER ::= ‘fid-ce 30}
id-ce-cRLDistributionPoints OBJECT IDENTIFIER, %= {id-ce 31}
id-ce-certificatePolicies OBJECT IDENTIFIER ‘W:= {id-ce 32}
id-ce-policyMappings OBJECT IDENTIFIER ::= {id-ce 33}
-- deprecated OBJECT IDENTIFIER ::= {id-ce 34}
id-ce-authorityKeyIdentifier OBJECT IDENTIFIER ::= {id-ce 35}
id-ce-policyConstraints OBJECT IDENTIFIER ::= {id-ce 36}
id-ce-extKeyUsage OBJECT IDENTIFIER ::= {id-ce 37}
id-ce-cRLStreamIdentifier OBJECT-IDENTIFIER ::= {id-ce 40}
id-ce-cRLScope OBJECT IDENTIFIER ::= {id-ce 44}
id-ce-stlatusReferrals OBJECT IDENTIFIER ::= {id-ce 45}
id-ce-frleshestCRL OBJECT IDENTIFIER ::= {id-ce 46}
id-ce-orderedList OBJECT IDENTIFIER ::= {id-ce 47}
id-ce-baseUpdateTime OBJECT IDENTIFIER ::= {id-ce 51}
id-ce-deltaInfo OBJECT IDENTIFIER ::= {id-ce 53}
id-ce-inhibitAnyPolicy OBJECT IDENTIFIER ::= {id-ce 54}
id-ce-toBeRevoked OBJECT IDENTIFIER ::= {id-ce 58}
id-ce-RevokedGroups OBJECT IDENTIFIER ::= {id-ce 59}
id-ce-expiredCertsOnCRL OBJECT IDENTIFIER ::= {id-ce 60}
id-ce-aAlissuingDigtributionPoint OBJECT IDENTIFIER ::= {id-ce 63}

id-mr-certificateExactMatch OBJECT IDENTIFIER ::= {id-mr 34}

id-mr-certificateMatch OBJECT IDENTIFIER ::= {id-mr 35}
id-mr-certificatePairExactMatch OBJECT IDENTIFIER ::= {id-mr 36;
id-mr-certificatePairMatch OBJECT IDENTIFIER ::= {id-mr 37}
id-mr-certificateListExactMatch  OBJECT IDENTIFIER ::= {id-mr 38}
id-mr-certificateListMatch OBJECT IDENTIFIER ::= {id-mr 39}
id-mr-algorithmIdentifierMatch OBJECT IDENTIFIER ::= {id-mr 40}
id-mr-policyMatch OBJECT IDENTIFIER ::= {id-mr 60}
id-mr-pkiPathMatch OBJECT IDENTIFIER ::= {id-mr 62}
id-mr-enhancedCertificateMatch OBJECT IDENTIFIER ::= {id-mr 65}
-- Object identifiers for LDAP X.509 assertion syntaxes

id-1ldx-certExactAssertion OBJECT IDENTIFIER ::= {id-1ldx 1}
id-1ldx-certAssertion OBJECT IDENTIFIER ::= {id-1dx 2}
id-1ldx-certPairExactAssertion OBJECT IDENTIFIER ::= {id-1dx 3}
id-ldx-certPairAssertion OBJECT IDENTIFIER ::= {id-1dx 4}
id-1ldx-certListExactAssertion OBJECT IDENTIFIER ::= {id-1dx 5}
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id-1dx 6}

id-1ldx-certListAssertion OBJECT IDENTIFIER ::=
HH id-1dx 7}

id-1ldx-algorithmIdentifier OBJECT IDENTIFIER

e Lat)

-- The following OBJECT IDENTIFIERS are not used by this Specification:
-- {id-ce 2}, {id-ce 3}, {id-ce 4}, {id-ce 5}, {id-ce 6}, {id-ce 7},

-- {id-ce 8}, {id-ce 10}, {id-ce 11}, {id-ce 12}, {id-ce 13},

-- {id-ce 22}, {id-ce 25}, {id-ce 26}

END -- CertificateExtensions

-- A.3 - Attribute Certificate Framework module

AttributeCertificateDefinitions {joint-iso-itu-t ds(5) module (1)
attributeCertificateDefinitions (32) 7}

DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- EXPORTS ALL
IMPORTS
basicAccessControl, id-at, id-ce, id-mr, informationFramework,
authenticationFramework, selectedAttributeTypes, id-oc, certificateExtensions
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDéfinitions (0)
ATTRIBUTE, Attribute{}, AttributeType, MATCHING-RULE, Name, OBJECT-CLASS,
RelatilveDistinguishedName, SupportedAttributes, top

FROM InformationFramework informationFramework

AttributeTypeAndValue
FROM BasicAccessControl basicAccessControl

AlgorijthmIdentifier, Certificate, CertificateLisft),CertificateSerialNumber,

EXTENSION, Extensions, InfoSyntax, PolicySyntax, SIGNED{}, SupportedAlgorithm

FROM AuthenticationFramework authenticationFramework

TimeSpecification, UnboundedDirectoryStrirng; UniqueIdentifier
FROM SelectedAttributeTypes selectedAttributeTypes

certifficateListExactMatch, GeneralName, GeneralNames, NameConstraintsSyntax
FROM CertificateExtensions certificateExtensions

UserNdtice
FROM PKIX1Implicit93 {iso«(1l) identified-organization(3) dod(6) internet (1)
security (5) mechanisms (5) pkix(7) id-mod(0) id-pkixl-implicit-93(4)};

-- Unlesls explicitly noted'otherwise, there is no significance to the ordering
-- of components of a,~SEQUENCE OF construct in this Specification.

-- attrijpute certificate constructs
AttributleCertificate ::= SIGNED{AttributeCertificateInfo}

AttributleCertificateInfo ::= SEQUENCE {

versi AttCertVersion, -- version is v2
holder Holder,
issuer AttCertIssuer,
signature AlgorithmIdentifier{{SupportedAlgorithms}},
serialNumber CertificateSerialNumber,
attrCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attribute{{SupportedAttributes}},
issuerUniqueID UniqueIdentifier OPTIONAL,
extensions Extensions OPTIONAL }
AttCertVersion ::= INTEGER {v2(1)}
Holder ::= SEQUENCE ({
baseCertificateID [0] IssuerSerial OPTIONAL,
entityName [1] GeneralNames OPTIONAL,

objectDigestInfo [2] ObjectDigestInfo OPTIONAL }
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(WITH COMPONENTS {..., baseCertificateID PRESENT } |
WITH COMPONENTS {..., entityName PRESENT } |
WITH COMPONENTS {..., objectDigestInfo PRESENT } )

IssuerSerial ::= SEQUENCE {
issuer GeneralNames,
serial CertificateSerialNumber,
issuerUID UniqueIdentifier OPTIONAL,

o}

ObjectDigestInfo ::= SEQUENCE {
digestedObjectType ENUMERATED {
publicKey (0),
publicKeyCert (1),
otherObjectTypes (2)},

otherObjectTypeID OBJECT IDENTIFIER OPTIONAL,

diges [ @ [®) 11 ae = TppoO }}'
objectpigest BIT STRING,

AttCertIssuer ::= [0] SEQUENCE {
issuerName GeneralNames OPTIONAL,

baseCertificateID [0] IssuerSerial OPTIONAL,
objectipigestInfo [1] ObjectDigestInfo OPTIONAL,

)

(WITH |COMPONENTS {..., issuerName PRESENT } |
WITH [COMPONENTS {..., objectDigestInfo PRESENT } )
AttCertVlalidityPeriod ::= SEQUENCE {

notBefloreTime GeneralizedTime,
notAftlerTime GeneralizedTime,

AttributleCertificationPath ::= SEQUENCE {
attributeCertificate AttributeCertificate,

acPat SEQUENCE OF ACPathData OPTIONAL,
ACPathData ::= SEQUENCE {

certiflficate [0] Certificate OPTIONAL,

attributeCertificate [1l] AttributeCertificate OPTIONAL,
PrivilegePolicy ::= OBJECT IDENTIFIER

role ATTRIBUTE ::= {
WITH SYNTAX RoleSyntax
ID id<at-role }
RoleSyntlax ;<= SEQUENCE {
roleAuthority [0] GeneralNames OPTIONAL,
roleName [1] GeneralName,
..}

xmlPrivilegeInfo ATTRIBUTE ::= {
WITH SYNTAX UTF8String --contains XML-encoded privilege information

ID id-at-xMLPrivilegeInfo }
permission ATTRIBUTE ::= {

WITH SYNTAX DualStringSyntax

EQUALITY MATCHING RULE dualStringMatch

ID id-at-permission }
DualStringSyntax ::= SEQUENCE {

operation [0] UnboundedDirectoryString,

object [1] UnboundedDirectoryString,
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dualStringMatch MATCHING-RULE ::= {

SYNTAX
IDp

timeSpec
SYNTAX
IDENTI

timeSpec
SYNTAX
ID

DualStringSyntax
id-mr-dualStringMatch }

ification EXTENSION ::= {
TimeSpecification
FIED BY id-ce-timeSpecification }

ificationMatch MATCHING-RULE ::= {
TimeSpecification
id-mr-timeSpecMatch }

targetingInformation EXTENSION ::= {

SYNTAX
IDENTI

Targets

Target :
target
target
target]

o)

SEQUENCE SIZE (1..MAX) OF Targets
FIED BY id-ce-targetInformation }

HHE] .o C

:= CHOICE {

Name [0] GeneralName,
Group [l1] GeneralName,
Cert [2] TargetCert,

TargetC
targe
targe
certDi

userNoti
SYNTA.

IDENTIFIED BY id-ce-userNotice }

acceptab
SYNTA.
IDENT

Acceptab

rt ::= SEQUENCE ({

ertificate IssuerSerial,

ame GeneralName OPTIONAL,
estInfo ObjectDigestInfo OPTIONAL }

e EXTENSION ::= {
SEQUENCE SIZE (1l..MAX) OF UserNotice

lePrivilegePolicies EXTENSION ::= {
AcceptablePrivilegePoliciesSyntax
FIED BY id-ce-acceptablePrivilegePolicies }

lePrivilegePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF PrivilegePolicy

singleU
SYNTA.
IDENT

groupAC
SYNTA.
IDENT

noRevAv
SYNTA.
IDENT

sOAIden
SYNTA.
IDENT

sOAIdent
SYNTAX
ID

attribut
SYNTAX
IDENTI

Attribut
identi
attrib
name
descri
domina

!

e EXTENSION ::= {
NULL
FIED BY id-ce-singleUse }

XTENSION ::= {
NULL
FIED BY id-ce-groupAC }

il EXTENSION z-:'=/{
NULL
FIED BY id-Ce-noRevAvail }

ifier EXTENSION ::= {
NULL
FIED.BY id-ce-sOAIdentifier }

ifierMatch MATCHING-RULE ::= {
NULL
id-mr-sOAIdentifierMatch }

eDescriptor EXTENSION ::= {
AttributeDescriptorSyntax
FIED BY {id-ce-attributeDescriptor} }

eDescriptorSyntax ::= SEQUENCE {

fier AttributeIdentifier,

uteSyntax OCTET STRING(SIZE (1..MAX)),
[0] AttributeName OPTIONAL,

ption [1] AttributeDescription OPTIONAL,

tionRule PrivilegePolicyIdentifier,
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AttributeIdentifier ::= ATTRIBUTE.&id({AttributeIDs})

AttributeIDs ATTRIBUTE ::= {...}

AttributeName ::= UTF8String(SIZE (1..MAX))

AttributeDescription ::= UTF8String(SIZE (1..MAX))

PrivilegePolicyIdentifier ::= SEQUENCE {
privilegePolicy PrivilegePolicy,

privPolSyntax InfoSyntax,

attDescriptor MATCHING-RULE ::= {
SYNTAX AttributeDescriptorSyntax
ID id-mr-attDescriptorMatch }

roleSpecCertIdentifier EXTENSION ::= {
SYNTA. RoleSpecCertIdentifierSyntax
IDENTIFIED BY {id-ce-roleSpecCertIdentifier} }
RoleSpeciCertIdentifierSyntax ::=
SEQUENCE SIZE (1l..MAX) OF RoleSpecCertIdentifier

RoleSpecCertIdentifier ::= SEQUENCE {
roleName [0] GeneralName,
roleCegrtIssuer [1] GeneralName,
roleCgrtSerialNumber [2] CertificateSerialNumber OPTIONAL,
roleCgrtLocator [3] GeneralNames OPTIONAL,

o}

roleSpecCertIdMatch MATCHING-RULE ::= {
SYNTAX] RoleSpecCertIdentifierSyntax
ID id-mr-roleSpecCertIdMatch }

basicAttConstraints EXTENSION ::= {
SYNTA. BasicAttConstraintsSyntax
IDENTIFIED BY {id-ce-basicAttConstraints} }

BasicAttConstraintsSyntax ::= SEQUENCE\{
authorjity BOOLEAN DEFAULT. FALSE,
pathLenConstraint INTEGER(O0..MAX)  OPTIONAL,

)

basicAttConstraintsMatch MATCHING-RULE ::= {
SYNTAX] BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }

delegateldNameConstraint's EXTENSION ::= {
SYNTA. NameConstraintsSyntax
IDENTIFIED BY ‘id-ce-delegatedNameConstraints }

delegateldNameConstraintsMatch MATCHING-RULE ::= {
SYNTA. NameConstraintsSyntax
ID id-mr-delegatedNameConstraintsMatch }

acceptableCertPolicies EXTENSION ::= {
SYNTAX AcceptableCertPoliciesSyntax
IDENTIFIED BY id-ce-acceptableCertPolicies }

AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (1l..MAX) OF CertPolicyId
CertPolicyId ::= OBJECT IDENTIFIER
acceptableCertPoliciesMatch MATCHING-RULE ::= {

SYNTAX AcceptableCertPoliciesSyntax

ID id-mr-acceptableCertPoliciesMatch }
authorityAttributeIdentifier EXTENSION ::= {

SYNTAX AuthorityAttributeIdentifierSyntax
IDENTIFIED BY {id-ce-authorityAttributeIdentifier} }
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AuthorityAttributeIdentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttId

AuthAttId ::= IssuerSerial

authAttIdMatch MATCHING-RULE ::

SYNTAX
ID

indirect
SYNTAX
IDENTI

= {
AuthorityAttributeIdenti
id-mr-authAttIdMatch }

fierSyntax

Issuer EXTENSION ::= {
NULL
FIED BY id-ce-indirectIssuer }

issuedOnBehalfOf EXTENSION ::= {

SYNTAX
IDENTI

GeneralName
FIED BY id-ce-issuedOnBehalfOf }

noAsser
SYNTA.
IDENT

allowed
SYNTA.
IDENT

Allowed

ion EXTENSION ::= {
NULL
FIED BY id-ce-noAssertion }

ttributeAssignments EXTENSION ::= {
AllowedAttributeAssignments
FIED BY id-ce-allowedAttAss }

ttributeAssignments ::= SET OF SEQUENCE {

attributes [0] SET OF CHOICE ({

attr
attr

ibuteType [0] AttributeType,
ibuteTypeandValues [1] Attribute{{SupportedAttriblites}},

}s

holderjpomain [1] GeneralName,

o}

attribu
SYNTA.
IDENT

Attribu
typeM
loc
remo
typeV.
locj
remo

holderN
SYNTA.
IDENT

HolderN.
permi
exclu

o)

eMappings EXTENSION ::= {
AttributeMappings
FIED BY id-ce-attributeMappings }

eMappings ::= SET OF CHOICE ({
pings [0] SEQUENCE {

1 [0] AttributeType,

te [1] AttributeType,

}I

lueMappings [1l] SEQUENCE:{

1 [0] AttributeTypeAndValue,
te [1] AttributeTypeAndValue,

P}

eConstraints, EXTENSION ::= {
HolderNameConstraintsSyntax
FIED BY id-ce-holderNameConstraints }

eConstraintsSyntax ::= SEQUENCE {
tedSubtrees [0] GeneralSubtrees,
edSubtrees [1] GeneralSubtrees OPTIONAL,

GeneralSubtrees ::= SEQUENCE SIZE (l1l..MAX) OF GeneralSubtree

GeneralSubtree ::= SEQUENCE ({

base

GeneralName,

minimum [0] BaseDistance DEFAULT O,
maximum [1] BaseDistance OPTIONAL,

o)

BaseDistance ::= INTEGER(0..MAX)

-- PMI object classes

pmiUser OBJECT-CLASS ::= {

SUBCLA
KIND

ss OF {top}
auxiliary
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MAY CONTAIN {attributeCertificateAttribute}

ID id-oc-pmiUser }

pmiAA OBJECT-CLASS ::= { -- a PMI AA
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {aACertificate |
attributeCertificateRevocationList |
attributeAuthorityRevocationList}

ID id-oc-pmiAA }

pmiSOA OBJECT-CLASS ::= { -- a PMI Source of Authority
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN ({attributeCertificateRevocationList |
attributeAuthorityRevocationList |

_______HttTTbﬂtEﬂEEETTthTCETtTITUEtE}

ID id-oc-pmiSOA }
attCertdRLDistributionPt OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationList |
attributeAuthorityRevocationList}
ID id-oc-attCertCRLDistributionPts }

pmiDelegationPath OBJECT-CLASS ::= {
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN {delegationPath}
ID id-oc-pmiDelegationPath }

privilegePolicy OBJECT-CLASS ::= {
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN {privPolicy}
ID id-oc-privilegePolicy }

protectedPrivilegePolicy OBJECT-CLASS ::=\ {
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN {protPrivPolicy}
ID id-oc-protectedPrivilegePolicy }

-- PMI directory attributes

attributleCertificateAttribute ATTRIBUTE ::= {
WITH NTAX AttributeCertificate
EQUALIITY MATCHING, RULE attributeCertificateExactMatch
ID id-at-attributeCertificate }

aACertiflicate ATTRIBUTE ::= {

WITH NTAX AttributeCertificate

EQUALIITY/ MATCHING RULE attributeCertificateExactMatch

ID id-at-aACertificate }
attributeDescriptorCertificate ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatch

ID id-at-attributeDescriptorCertificate }
attributeCertificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList

EQUALITY MATCHING RULE certificateListExactMatch

ID id-at-attributeCertificateRevocationList }
attributeAuthorityRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList

EQUALITY MATCHING RULE certificateListExactMatch

ID id-at-attributeAuthorityRevocationList }
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delegationPath ATTRIBUTE ::= {
WITH SYNTAX AttCertPath
ID id-at-delegationPath }

AttCertPath ::= SEQUENCE OF AttributeCertificate
privPolicy ATTRIBUTE ::= {

WITH SYNTAX PolicySyntax

ID id-at-privPolicy }

protPrivPolicy ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-protPrivPolicy }

xmlPrivPolicy ATTRIBUTE ::= {

SYNTA. AttributeCertificateExactAssertion
ID id-mr-attributeCertificateExactMatch }

AttributleCertificateExactAssertion ::= SEQUENCE {
seriallNumber CertificateSerialNumber,
issuen AttCertIssuer,

)

attributleCertificateMatch MATCHING-RULE ::= {
SYNTAX] AttributeCertificateAssertion
ID id-mr-attributeCertificateMatch }

AttributleCertificateAssertion ::= SEQUENCE ({

holder [0] CHOICE {
bas;CertificateID [0] IssuerSerial,
holderName [1] GeneralNames,

...}| OPTIONAL,
issuer] [1] GeneralNames“OPTIONAL,
attCerftValidity [2] GeneralizedTime OPTIONAL,
attType [3] SET OF AttributeType OPTIONAL,

o)

-- At lelast one component of ‘the sequence shall be present

holderIsjsuerMatch MATCHING-RULE ::= {
SYNTA HolderIssuerAssertion
ID id-mr-holderIssuerMatch }

HolderIsjsuerAsseftion ::= SEQUENCE {
holder] [0] 'Holder OPTIONAL,
issuen [1]1\AttCertIssuer OPTIONAL,

o}

| SO/l EC 9594-8:2014 (E)

delegationPathMatch MATCHING-RULE ::= {
SYNTAX DelMatchSyntax
ID id-mr-delegationPathMatch }

DelMatchSyntax ::= SEQUENCE ({
firstIssuer AttCertIssuer,
lastHolder Holder,

)

extensionPresenceMatch MATCHING-RULE ::= {
SYNTAX EXTENSION.&id
ID id-mr-extensionPresenceMatch }

-- object identifier assignments

-- object classes
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id-oc-pmiUser OBJECT IDENTIFIER ::= {id-oc 24}
id-oc-pmiAA OBJECT IDENTIFIER ::= {id-oc 25}
id-oc-pmiSOA OBJECT IDENTIFIER ::= {id-oc 26}
id-oc-attCertCRLDistributionPts OBJECT IDENTIFIER ::= {id-oc 27}
id-oc-privilegePolicy OBJECT IDENTIFIER ::= {id-oc 32}
id-oc-pmiDelegationPath OBJECT IDENTIFIER ::= {id-oc 33}
id-oc-protectedPrivilegePolicy OBJECT IDENTIFIER ::= {id-oc 34}
-- directory attributes

id-at-attributeCertificate OBJECT IDENTIFIER : {id-at 58}
id-at-attributeCertificateRevocationList OBJECT IDENTIFIER : {id-at 59}
id-at-aACertificate OBJECT IDENTIFIER : {id-at 61}
id-at-attributeDescriptorCertificate OBJECT IDENTIFIER : {id-at 62}
id-at-attributeAuthorityRevocationList  OBJECT IDENTIFIER : {id-at 63}
id-at-prtvroIticy OBJECT IDENTIFIER ® {1a-a1: IJ.}
id-at-role OBJECT IDENTIFIER : {id-at 72}
id-at-dellegationPath OBJECT IDENTIFIER : {id-at 73}
id-at-protPrivPolicy OBJECT IDENTIFIER : {id-at 74}
id-at-xMLPrivilegeInfo OBJECT IDENTIFIER : {id-at 75}
id-at-xmlPrivPolicy OBJECT IDENTIFIER : {id-at 76}
id-at-permission OBJECT IDENTIFIER : {id-at 82}
-- attribute certificate extensions

id-ce-authorityAttributeIdentifier OBJECT IDENTIFIER ::=\{id-ce 38}
id-ce-roleSpecCertIdentifier OBJECT IDENTIFIER :l:=) {id-ce 39}
id-ce-basicAttConstraints OBJECT IDENTIFIER “::= {id-ce 41}
id-ce-dellegatedNameConstraints OBJECT IDENTIFIER ::= {id-ce 42}
id-ce-timeSpecification OBJECT IDENTIFIER ::= {id-ce 43}
id-ce-atlftributeDescriptor OBJECT IDENTIFIER ::= {id-ce 48}
id-ce-ugerNotice OBJECT IDENTIFIER ::= {id-ce 49}
id-ce-sOAIdentifier OBJECT JIDENTIFIER ::= {id-ce 50}
id-ce-acceptableCertPolicies OBJECT, 'IDENTIFIER ::= {id-ce 52}
id-ce-targetInformation OBJECT" IDENTIFIER ::= {id-ce 55}
id-ce-noRevAvail OBJECT IDENTIFIER ::= {id-ce 56}
id-ce-adceptablePrivilegePolicies OBJECT IDENTIFIER ::= {id-ce 57}
id-ce-indirectIssuer OBJECT IDENTIFIER ::= {id-ce 61}
id-ce-noAssertion OBJECT IDENTIFIER ::= {id-ce 62}
id-ce-isglsuedOnBehalfOf OBJECT IDENTIFIER ::= {id-ce 64}
id-ce-singleUse OBJECT IDENTIFIER ::= {id-ce 65}
id-ce-grjoupAC OBJECT IDENTIFIER ::= {id-ce 66}
id-ce-alllowedAttAss OBJECT IDENTIFIER ::= {id-ce 67}
id-ce-atltributeMappings OBJECT IDENTIFIER ::= {id-ce 68}
id-ce-holderNameConstraints OBJECT IDENTIFIER ::= {id-ce 69}
-- PMI tching rules

id-mr-attributeCertificateMatch OBJECT IDENTIFIER ::= {id-mr 42}
id-mr-atjtributeCértificateExactMatch OBJECT IDENTIFIER ::= {id-mr 45}
id-mr-holderIssuerMatch OBJECT IDENTIFIER ::= {id-mr 46}
id-mr-authAttIdMatch OBJECT IDENTIFIER ::= {id-mr 53}
id-mr-roleSpecCertIdMatch OBJECT IDENTIFIER ::= {id-mr 54}
id-mr-basicXttConstraintsMatch OBJECT IDENTIFIER ::= {id-mr 55}
id-mr-delegatedNameConstraintsMatch OBJECT IDENTIFIER ::= {id-mr 56}
id-mr-timeSpecMatch OBJECT IDENTIFIER ::= {id-mr 57}
id-mr-attDescriptorMatch OBJECT IDENTIFIER ::= {id-mr 58}
id-mr-acceptableCertPoliciesMatch OBJECT IDENTIFIER ::= {id-mr 59}
id-mr-delegationPathMatch OBJECT IDENTIFIER ::= {id-mr 61}
id-mr-sOAIdentifierMatch OBJECT IDENTIFIER ::= {id-mr 66}
id-mr-extensionPresenceMatch OBJECT IDENTIFIER ::= {id-mr 67}
id-mr-dualStringMatch OBJECT IDENTIFIER ::= {id-mr 69}

END

-- A.4 - Password policy module

-- AttributeCertificateDefinitions

PasswordPolicy {joint-iso-itu-t ds(5) module (1)

DEFINITIONS ::=
BEGIN
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EXPORTS All

The types and values defined in this module are exported for use in the other ASN.1l
modules contained within the Directory Specifications, and for the use of other

| SO/l EC 9594-8:2014 (E)

applications which will use them to access Directory services. Other applications may
use them for their own purposes, but this will not constrain extensions and

modifications needed to maintain or improve the Directory service.

IMPORTS

authenticationFramework, id-asx, id-at, id-mr, id-oa, informationFramework,

selectedAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module (1)
usefulDefinitions (0) 7}

AlgorithmIdentifier{}, ALGORITHM, EXTENSION, SupportedAlgorithms
FROM AuthenticationFramework authenticationFramework

ATTRIBUTE, MATCHING-RULE, pwdHistory{}, pwdRecentlyExpired{},
pwdHistoryMatch{}, SYNTAX-NAME
FROM InformationFramework informationFramework

bitStrlingMatch, boolean, booleanMatch, directoryString, generalizedTimeg,

gener

generalizedTimeMatch,
FRO

SelectedAttributeTypes selectedAttributeTypes;

lizedTimeOrderingMatch, integer, integerMatch, integerOrderingMatch, uri

userPwd ATTRIBUTE ::= {

WITH SYNTAX

EQUALIITY MATCHING RULE userPwdMatch

SINGLE VALUE
LDAP—gzﬂTAX
LDAP- E

Ip

UserPwd |: := CHOICE ({

clear
encrypted

algdrithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
encryptedString

oo fls

0}

-- Operagtional attributes

pwdStartfTime ATTRIBUTE ::= {

WITH NTAX

EQUALITY MATCHING RULE generalizedTimeMatch
ORDERIING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP-SYNTAX generalizedTime.&id

LDAP-NAME {"pwdStartTime"}

ID id-oa-pwdStartTime }
pwdExpiryTime ATTRIBUTE ::= {

UserPwd
TRUE
userPwdDescription. &id

{"userprwd"}
id-at-userPwd }

UTF8String,
SEQUENCE {

OCTET STRING,

GeneralizedTime

WITH SYNTAX

GeneralizedTime

EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE
USAGE
LDAP-SYNTAX
LDAP-NAME

ID

pwdEndTime ATTRIBUTE

WITH SYNTAX

TRUE
directoryOperation
generalizedTime.&id
{"pwdExpiryTime"}
id-oa-pwdExpiryTime }

1=

GeneralizedTime

EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE
USAGE
LDAP-SYNTAX

TRUE
directoryOperation
generalizedTime.&id
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LDAP-NAME
ID

pwdFails ATTRIBUTE ::= {
WITH SYNTAX

{"pwdEndTime"}
id-oa-pwdEndTime }

INTEGER (0. .MAX)

EQUALITY MATCHING RULE integerMatch

ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE dSAOperation

LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdFails"}

ID id-oa-pwdFails }
pwdFailureTime ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY MATCHING RULE
ORDERIN VA

GeneralizedTime
generalizedTimeMatch

ge adLCIl

SINGLE VALUE TRUE

USAGE dSAOperation

LDAP- generalizedTime. &id

LDAP-NAME {"pwdFailureTime"}

ID id-oa-pwdFailureTime }
pwdGracesUsed ATTRIBUTE ::= {

WITH SYNTAX INTEGER (0. .MAX)

EQUALITY MATCHING RULE integerMatch

ORDERIING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE dSAOperation

LDAP-
LDAP-
ID

SIYNTAX

userPwdHistory ATTRIBUTE

userPwd

ecentlyExpired ATTRIBUTE
pwdRecentlyExpired{userPwd, id-oa-userPwdRecentlyExpired}

integer.&id
{"pwdGracesUsed"}
id-oa-pwdGracesUsed }

pwdHistory{userPwd, userPwdHistoryMatch, id-oa-userPwdHistory}

te=

pwdModiflyEntryAllowed ATTRIBUTE ::= {
WITH SYNTAX BOOLEAN
EQUALIITY MATCHING RULE booleanMatch
SINGLE VALUE TRUE

pwdChangeAllowed ATTRIBUTE
WITH SYNTAX
EQUALIITY MATCHING RULE
SINGLE VALUE
USAGE
LDAP-
LDAP-

SYNTAX

directoryOperation
boolean.&id
{"pwdModifyEntryAllowed"}
id-oa-pwdModifyEntryAllowed }

ti= {

BOOLEAN
booleanMatch

TRUE
directoryOperation
boolean.&id
{"pwdChangeAllowed"}

ID

pwdMaxAge ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE
USAGE
LDAP-SYNTAX
LDAP-NAME
ID

pwdExpiryAge ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
ORDERING MATCHING RULE

148

id-oa-pwdChangeAllowed }

INTEGER (1 .. MAX)
integerMatch
integerOrderingMatch
TRUE

directoryOperation
integer.&id
{"pwdMaxage"}
id-oa-pwdMaxAge }

{
INTEGER (1 .. MAX)
integerMatch

integerOrderingMatch
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SINGLE VALUE TRUE

USAGE directoryOperation

LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdExpiryAge"}

ID id-oa-pwdExpiryAge }
pwdMinLength ATTRIBUTE ::= {

WITH SYNTAX INTEGER (0..MAX)

EQUALITY MATCHING RULE integerMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdMinLength"}

ID id-oa-pwdMinLength }
pwdVocabulary ATTRIBUTE ::= {

WITH TAX Pwavocabulary

EQUALIITY MATCHING RULE bitStringMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP-SYNTAX pwdVocabularyDescription.&id

LDAP-NAME {"pwdvVocabulary"}

ID id-oa-pwdVocabulary }

lary ::= BIT STRING {
tionaryWords (0),
rsonNames (1),
graphicalNames (2) }

pwdAlphabet ATTRIBUTE ::= {
WITH NTAX PwdAlphabet
SINGLE VALUE TRUE
USAGE directoryOperation

LDAP-SYNTAX pwdAlphabetDescription. &id

LDAP-NAME {"pwdAlphabet"}

ID id-oa-pwdAlphabet .}
PwdAlphabet ::= SEQUENCE OF UTF8String
pwdDictilonaries ATTRIBUTE ::= {

SUBTY OF uri

USAGE directoryOperation

LDAP- SYNTAX directoryString.&id

LDAP-NAME {"pwdDictionaries"}

ID id-oa-pwdDictionaries }
pwdExpiryWarning ATTRIBUTE® ::= {

WITH NTAX INTEGER (1..MAX)

EQUALIITY MATCHING  RULE integerMatch

ORDERIING MATCHING-RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP - SYNTAX integer.&id

LDAP- E {"pwdExpiryWarning"}

ID id-oa-pwdExpiryWarning }

pwdGraces ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
ORDERING MATCHING RULE

n
~

INTEGER (0..MAX)
integerMatch
integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdGraces"}

ID id-oa-pwdGraces }
pwdFailureDuration ATTRIBUTE ::= {

WITH SYNTAX INTEGER (0. .MAX)
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE
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USAGE
LDAP-SYNTAX
LDAP-NAME
ID

pwdLockoutDuration ATTRIBUTE

WITH SYNTAX
EQUALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

directoryOperation
integer.&id
{"pwdFailureDuration"}
id-oa-pwdFailureDuration }

{

INTEGER (0..MAX)
integerMatch
integerOrderingMatch
TRUE

USAGE directoryOperation

LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdLockoutDuration"}

ID id-oa-pwdLockoutDuration }
pwdMaxFailures ATTRIBUTE ::= {

WITH TEX INTEGER (I..MAX)

EQUALIITY MATCHING RULE integerMatch

ORDERIING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP - SYNTAX integer.&id

LDAP-NAME {"pwdMaxFailures"}

ID id-oa-pwdMaxFailures }
pwdMaxTimeInHistory ATTRIBUTE ::= {

WITH NTAX INTEGER (1..MAX)

EQUALITY MATCHING RULE integerMatch

ORDERIING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP- SYNTAX integer.&id

LDAP-NAME {"pwdMaxTimeInHistory"}

ID id-oa-pwdMaxTimeInHistory }
pwdMinTimeInHistory ATTRIBUTE ::= {

WITH NTAX INTEGER (0. .MAX)

EQUALIITY MATCHING RULE integerMatch

ORDERIING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP- SYNTAX integer.&id

LDAP-NAME {"pwdMinTimeInHistory"}

ID id-ea-pwdMinTimeInHistory }
pwdHistorySlots ATTRIBUTE ¢::= {

WITH NTAX INTEGER (2..MAX)

EQUALIITY MATCHING RULE integerMatch

ORDERIING MATCHING  RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP-SYNTAX integer.&id

LDAP-NAME {"pwdHistorySlots"}

ID id-oa-pwdHistorySlots }

WITH SYNTAX

pwdRecentlyExpiredDuration ATTRIBUTE ::= {
INTEGER (0..MAX)
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch
TRUE

SINGLE VALUE
USAGE
LDAP-SYNTAX
LDAP-NAME

ID

pwdEncAlg ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
USAGE
LDAP-SYNTAX
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directoryOperation

integer.&id
{"pwdRecentlyExpiredDuration"}
id-oa-pwdRecentlyExpiredDuration }

PwdEncAlg
pwdEncAlgMatch

TRUE

directoryOperation
pwdEncAlgDescription.&id
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LDAP-NAME {"pwdEncalg"}

ID id-oa-pwdEncAlg }
PwdEncAlg ::= AlgorithmIdentifier{{SupportedAlgorithms}}
userPwdMatch MATCHING-RULE ::= {

SYNTAX UserPwd

LDAP-SYNTAX userPwdDescription.&id

LDAP-NAME {"userPwdMatch"}

ID id-mr-userPwdMatch }
pwdEncAlgMatch MATCHING-RULE ::= {

SYNTAX PwdEncAlg

LDAP-SYNTAX pwdEncAlgDescription.&id

LDAP-NAME {"pwdEncAlgMatch"}

ID id-mr-pwdEncAlgMatch }
userPwdHistoryMatch MATCHING-RULE ::= pwdHistoryMatch{userPwd,id-mr-userPwdHistoryMatch}

-- LDAP |syntaxes defined by this Directory Specification

userPwdDescription SYNTAX-NAME ::= {
LDAP-DESC "User Password Description"
DIRECTIORY SYNTAX TUserPwd
ID id-asx-userPwdDescription }

pwdVocabularyDescription SYNTAX-NAME ::= {

LDAP-DESC "Password Vocabulary Description"

DIRECTIORY SYNTAX PwdVocabulary

ID id-asx-pwdVocabularyDescription }
pwdAlphabetDescription SYNTAX-NAME ::= {

LDAP-DESC "Password Alphabet Description™

DIRECTIORY SYNTAX PwdAlphabet

ID id-asx-pwdAlphabetDescriptdion® }

pwdEncAllgDescription SYNTAX-NAME ::= {

LDAP-DESC "Password Alphabet Description"
DIRECTIORY SYNTAX PwdEncAlg
ID id-asx-pwdEncAlgDescription }

-- objedt identifier assignments

-- diredtory attributes

id-at-userPwd OBJECT IDENTIFIER ::= {id-at 85}
-- oper]tional attributes --

id-oa-pwdStartTime OBJECT IDENTIFIER ::= {id-oa 22}
id-oa-pwdExpiryTime OBJECT IDENTIFIER ::= {id-oa 23}
id-oa-pwdEndTime OBJECT IDENTIFIER ::= {id-oa 24}
id-oa-pwdFails OBJECT IDENTIFIER ::= {id-oa 25}
id-oa-pwdEailureTime OBJECT IDENTIFIER ::= {id-oa 26}
id-oa-pwdGrdcesUsed OBJECT IDENTIFIER ::= {id-oa 27}
id-oa-userPwdHistory OBJECT IDENTIFIER ::= {1d-oa 28}
id-oa-userPwdRecentlyExpired OBJECT IDENTIFIER ::= {id-oa 29}
id-oa-pwdModifyEntryAllowed OBJECT IDENTIFIER ::= {id-oa 30}
id-oa-pwdChangeAllowed OBJECT IDENTIFIER ::= {id-oa 31}
id-oa-pwdMaxAge OBJECT IDENTIFIER ::= {id-oa 32}
id-oa-pwdExpiryAge OBJECT IDENTIFIER ::= {id-oa 33}
id-oa-pwdMinLength OBJECT IDENTIFIER ::= {id-oa 34}
id-oa-pwdVocabulary OBJECT IDENTIFIER ::= {id-oa 35}
id-oa-pwdAlphabet OBJECT IDENTIFIER ::= {id-oa 36}
id-oa-pwdDictionaries OBJECT IDENTIFIER ::= {id-oa 37}
id-oa-pwdExpiryWarning OBJECT IDENTIFIER ::= {id-oa 38}
id-oa-pwdGraces OBJECT IDENTIFIER ::= {id-oa 39}
id-oa-pwdFailureDuration OBJECT IDENTIFIER ::= {id-oa 40}
id-oa-pwdLockoutDuration OBJECT IDENTIFIER ::= {id-oa 41}
id-oa-pwdMaxFailures OBJECT IDENTIFIER ::= {id-oa 42}
id-oa-pwdMaxTimeInHistory OBJECT IDENTIFIER ::= {id-oa 43}
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id-oa-pwdMinTimeInHistory
id-oa-pwdHistorySlots

id-oa-pwdRecentlyExpiredDuration

id-oa-pwdEncAlg

-- matching rules

id-mr-userPwdMatch
id-mr-userPwdHistoryMatch
id-mr-pwdEncAlgMatch

id-asx-

id-asx-pwdVocabularyDescription

id-asx-
id-asx-

END --
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syntaxes

userPwdDescription

pwdAlphabetDescription

I-mmngron—m—n?(-mx 3F
ssword policy

OBJECT
OBJECT
OBJECT
OBJECT

OBJECT
OBJECT
OBJECT

OBJECT
OBJECT
OBJECT

IDENTIFIER
IDENTIFIER
IDENTIFIER
IDENTIFIER

IDENTIFIER
IDENTIFIER
IDENTIFIER

IDENTIFIER
IDENTIFIER
IDENTIFIER

e ee es e

o ee e

{id-oa
{id-oa
{id-oa
{id-oa

44}
45}
46}
47}

{id-mr
{id-mr
{id-mr

71}
72}
73}

{id-asx 0}
{id-asx 1}
{id-asx 2}
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Annex B

Reference definition of algorithm object identifiers

(Thisannex forms an integral part of this Recommendation | International Standard.)

This annex defines object identifiers assigned to authentication and encryption agorithms, in the absence of a formal
register. It isintended to make use of such aregister asit becomes available. The definitions take the form of the ASN.1
module, AlgorithmObjectIdentifiers

AlgorithmObjectIdentifiers {joint-iso-itu-t ds(5) module (1)
algorithmObjectIdentifiers(8) 7}

DEFINITIONS ::=

BEGIN

-- EXPORTS All
-- The tlypes and values defined in this module are exported for use in the other ASN.1
-- modulles contained within the Directory Specifications, and for the use of ‘othefr
-- applijcations which will use them to access Directory services. Other applicatipns may
-- use them for their own purposes, but this will not constrain extensions-and
-- modiffications needed to maintain or improve the Directory service.

IMPORTS
algorilthm, authenticationFramework

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefudDefinitions(0) [}

ALGORIITHM
FROM AuthenticationFramework authenticationFramework;

-- categories of object identifier

nullAlgorithm OBJECT IDENTIFIER ::= {algorithm 0}
encryptijonAlgorithm OBJECT IDENTIFIER ::= {algorithm 1}
hashAlgdrithm OBJECT IDENTIFIER ::= {algorithm 2}

signaturleAlgorithm  OBJECT IDENTIFIER {dlgorithm 3}

- - synonyms
id-ea OBJECT IDENTIFIER\ ::= encryptionAlgorithm
id-ha OBJECT IDENTIFIER ::= hashAlgorithm
id-sa OBJECT IDENTIFIER ::= signatureAlgorithm
-- algorjithms
rsa ALGORITHM ::= {
KeySize

IDENTIFIED BY id-ea-xrsa
}
KeySize |: := INTEGER

-- the flolléwing object identifier assignments reserve values assigned to deprecafked
functioqs

id-ea-rsa OBJECT IDENTIFIER ::= {id-ea 1}
id-ha-sgMod-n OBJECT IDENTIFIER ::= {id-ha 1}
id-sa-sqMod-nWithRSA OBJECT IDENTIFIER ::= {id-sa 1}

-- the following object identifier are related to password hashing methods
mD5Algorithm ALGORITHM ::= {
NULL
IDENTIFIED BY {iso(1l) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) md5(5)}}
shalAlgorithm ALGORITHM ::= {
NULL
IDENTIFIED BY {iso(l) identified-organization(3) oiw(1l4) secsig(3) algorithm(2) 26}}

END -- AlgorithmObjectIdentifiers
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Annex C

CRL generation and processing rules

(Thisannex forms an integral part of this Recommendation | International Standard.)

C.l I ntroduction

A relying party needs the ability to check the revocation status of a certificate in order to determine whether or not to
trust that certificate. Certificate Revocation Lists (CRL) are one mechanism for relying parties to obtain the revocation
information. Other mechanisms may also be used, but are outside the scope of this Directory Specification.

This annex addresses the use of CRLs for certificate revocation status checking by relying parties. Various authorities
may have d|fferent poI|C|es regardmg their |ssuance of revocanon Ilsts For mstance in some cases the certificate
issuing aui en
Some authorities may comb| ne the revocatlon of end entlty and CA certlflcates mto a smgle list while other authorities
may split fhese into separate lists. Some authorities may partition their certificate population onto CRL, fragments and
some authprities may issue delta updates to a revocation list between regular CRL intervals. As a result, relyiing parties
need to belable to determine the scope of the CRLs they retrieve to enable them to ensure they havethe complete set of
revocation|information covering the scope of the certificate in question for the revocation reasons of interes{, given the
policy under which they are working. This annex provides a mechanism for the relying parties to determine tihe scope of
retrieved GRLs.

This annex is written for revocation status checking of public-key certificates using, CRLs, Full and Conplete End-
Entity CRLs (EPRLs) and CA Revocation Lists (CARLS). However, this description can also be applied to|revocation
status chegking of attribute certificates using Attribute Certificate Revocation-Lists (ACRL) and Attributg Authority
Revocation Lists (AARL). For the purposes of this annex, ACRL can be considered in place of CRL, EPRL |can be full
and complgte end-entity ACRL, and AARL in place of CARL. Similarly, the directory attributes identified in[clause C.4
shall be mgpped to those for the AARL and ACRL and the fields identifying certificate types in the Issuing Qistribution
Point extesion can be mapped to those applicable to PMI.

C11 CRL types

CRLs of ohe or more of the following types may be availabte to a relying party, based on the revocation asgects of the
policy of the certificate issuing authority:

4+ Full and complete CRL ;

4+ Full and complete end-entity CRLy(EPRL);

4+ Full and complete CA Revaocation List (CARL);
+ Distribution Point CRL{EPRL or CARL;

+ Indirect CRL, EPRL. or-CARL (ICRL);

4+ DetaCRL, EPRLyor CARL;

+ Indirect dCRLEPRL or CARL.

A full and|complete CGRL"is a list of al revoked end-entity and CA-certificates issued by an authority for any and all
reasons.

A full andjcomplete EPRL isalist of al revoked end-entity certificates issued by an authority for any and all feasons.

A full and nmpl cte CARL isalist of revvoked CA -certificates issued hy an.al |fhnrify for any. and-all reasons,

A distribution point CRL, EPRL or CARL is one that covers al or a subset of certificates issued by an authority. The
subset could be based on avariety of criteria

An indirect CRL, EPRL or CARL (ICRL) isa CRL that contains a list of revoked certificates, in which some or al of
those certificates were not issued by the authority signing and issuing the CRL.

A delta CRL, EPRL or CARL isaCRL that only contains changes to a CRL that is complete for the given scope at the
time of the CRL referenced in the dCRL. Note that the referenced CRL might be one that is complete for the given
scope or it might be adCRL that is used to locally construct a CRL that is complete for the given scope.

All of the above CRL types (except for the dCRL) are CRL types that are complete for their given scope. A dCRL shall
be used in conjunction with an associated CRL that is complete for the same scope in order to form a complete picture
of the revocation status of certificates.
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