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INTERNATIONAL STANDARD ISO/IEC 9594-11
RECOMMENDATION ITU-T X.510

Information technology — Open Systems Interconnection —
The Directory: Protocol specifications for secure operations

Summarny

Recommpndation ITU-T X.510 | ISO/IEC 9594-11 specifies a general protocol, called the wrapper protecol, that provides
cybersecprity for protocols designed for its protection. The wrapper protocol provides authentication, itegrity and
optionallly confidentiality (encryption). The wrapper protocol allows cybersecurity to be provided independently of the
protected protocols, which means that security may be enhanced without affecting protected‘pyotocol specifichtions.

The wrapper protocol is specified without specifying specific cryptographic algorithms, but is designed for [plucking-in
cryptogrdphic algorithms as required.

The wragpper protocol is designed for easy migration of cryptographic algorithims; as stronger cryptographiq algorithms
become nlecessary.

Recommpndation ITU-T X.510 | ISO/IEC 9594-11 contains recommefidations for how other Recommenfdations and
Internatignal Standards may include features for migration of cryptographic algorithms, and it includes ASN.1
specificafions to be applied for that purpose.

Recommpndation ITU-T X.510 | ISO/IEC 9594-11 also specifies three protocols that make use of the wrapper protocol
protectiop. This includes a protocol for maintenance of authorization and validation lists (AVLs), a protocol for[subscribing
of publictkey certificate status and a protocol for accessing-a trust broker.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.

The approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution 1.

In some |areas of information technology which fall within ITU-T's purview, the necessary stanglards are
prepared|on a collaborative basis with ISO and IEC.

NOTE

In this Recommendation, the expression "Administration" is used-for conciseness to indicat¢ both a
telecomrhunication administration and a recognized operating agency.

Compliance with this Recommendation is voluntary. However,, the Recommendation may contain certain
mandatofy provisions (to ensure, e.g., interoperability ~or) applicability) and compliance ith the
Recommiendation is achieved when all of these mandatory.provisions are met. The words "shall" or sqme other
obligatorly language such as "must" and the negative equivalents are used to express requirements. The use of
such wortlds does not suggest that compliance with thedRecommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

ITU draws attention to the-possibility that the practice or implementation of this Recommendation maj involve
the use df a claimed InteHectual Property Right. ITU takes no position concerning the evidence, vhlidity or
applicabflity of claimed Intellectual Property Rights, whether asserted by ITU members or others dqutside of
the Recommendation development process.

As of theldat€ of*approval of this Recommendation, ITU had received notice of intellectual property, protected
by patents; which may be required to implement this Recommendation. However, implementers are ¢autioned
that this May Ot Tepresent The Tatest information and are Therefore Strongly urged To consult the TSB patent
database at http://www.itu.int/ITU-T/ipr/.

© ITU 2020

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.

i Rec. ITU-T X.510 (08/2020) © ISO/IEC 2020 - All rights reserved


http://www.itu.int/ITU-T/ipr/
https://iecnorm.com/api/?name=3fab64082b82de94d12a67f022e3d960

ISO/IEC 9594-11:2020(E)

CONTENTS

Page

SECTION 1 — GENERAL ..ottt ettt ettt ettt ettt s e e st et esbessessesseeseeseensensesanseeseeseeseeneansensansenns 1
| 10T o1 USRS 1
2 INOIMALIVE TETETEIICES ....uveentieniieiiieiieet ettt ettt et b e bt e bt e bt et e et sbeesbee bt e bt enteenteeaeesbeenbean 1
2.1  Identical Recommendations | International Standards ............cceceoeiiiiiiiiiniiiiee e, 1

N € 13115 O (1 (o) (<) 1 17 ST 1

3 DIETINILIONS ...ttt ettt ettt b e a e ea et e et e st e bt sheeb e e st em s e b e et e e bt e bt eb e ea b e st e b et e e bt eheebe e st ennenaens 2
3.1  OSI Reference Model definitions. .........eoueriririeiiieieresseeeeeeee ettt 2

3.2 Directory MOdel defiNItIONS ........ccceeriiiiiiiiiieriietieie e ete sttt ste et esee st e steebeesseesseessessaessaenseesseessenens 2

3.3 Public-key and attribute certificate definitions 2

3. Terms specificd by TS RECOMIMENAation { IMETmationat STmdard o) 2

4 AGDIEVIALIONS ...ttt et ettt ettt s e et ete e et e e e aeesaee st e et enteenseeseesseesneeseenseenseeneesnepmabebupind e 3
(070 1117757 113 (o) o -SRI PSR 4

6 Cgmmon data types and special cryptographic algorithms ..........c.ccoceeerineninincnnenenen S 4
6.1 INOUCHION ...ttt ettt eeeene e e e e M e e . 4

6.1  ASN.I information object class specification tool...........cceceeoeeeerenenininee o O e 4

6.3  Multiple-cryptographic algorithm Specifications ...........c.ceeeeieierieniene e e T 6

6.4  Key establishment algorithms ...........coccoooiiiiiiiiiiiniii e o T 7

6.§  Multiple-cryptographic algorithm-value Pairs ...........coceeeeeeiieren e BN et 9

6.4  Formal specification of encipherment.............ccecveevievveneenieenre G s 11

7 Gadneral concepts for SECUIING PrOtOCOLS. .......eiverieriieriieiieie e ran e eeseeeseeeseesseensesssesseesseenseesesnsennns 11
T INEOUCHION ...ttt Sttt ettt s e 11

7.1 Protected protocol PIUZ-1n CONCEPL......ccveruiereieireieee sy e eeereevesereseeessteseenseensesssesseesseeseesesnsesnns 12

7.3  CommUNICAtIONS SEIUCTUIC. ....cc.eeueeureieierientinteeeeeage e tresteeteeueeutentetestesteebeeseessesesentesaesueeseessensensed 12

7.4  Another view of the relationship between the wirapper protocol and the protected protocol.......... 12

7.8  Structure of application protocol data Unit ..o ....ccoevierieriierieie et 13

7.0 EXCOPLION CONAILIONS ...o..iieieiieiieieeie et et ete et eeteeetesteesseeseesaesneesseesseesseesseensesssesssesseenseensesnsennns 13
SECTION 2 — THE WRAPPER PROTOCOL ...t euiiieieiieieeieeieeieeiee ettt eeee e ssesneeneeneeneensennend 14
8 Wrapper protocol SENETal CONCEPLS ... ruurieureeieriertiertierie ettt sttt et et et e itesbeesbeesbe e beetesateseeesbeenseeneeend 14
B INtrOQUCHION ...ttt ettt ettt ee et e e e s b e st e ebeeaeese et eneesbesbesbeeseeneeneanseneen 14

8.1  UTC time SPECTIICAtION ..iia il uiieiiteiiieeie ettt ettt ettt et e e s e e beessaeessbeessbeessseessseesnsaesnseensses 14

8.3  Use ofalternative cryptographic algorithms ...........cccooceiiiieiiiiiiiieeeee e 14

8.4  General on establishing Shared KEYS ..........ccceeiiiiiiieiieiicie ettt 14

8.0  SCQUENCE NMUIMBDETS ... eeutieiiieiieieieettesteeteeteeteeaeeeesteesteesbeesseessesseesseesseesseesseassesssesssesseesseessesssesnsenses 15

8.4  Use of invocation identification in the Wrapper ProtoCol..........ccevverieriieriieciieieeieneesieesre e 15

81  Mapping40\UNAETIYING SETVICES .....eoveruiriirtiriieiiiieierie sttt sttt ettt st sbe b bt et enneneen 15

8.8  Definitianmof protected PrOtOCOLS .......ccvieiieiieieeiesiece ettt ettt be b esbeeeaeeeae s e e sseesseenseeneeeens 15

8.9  Overview of wrapper protocol data UNItS...........ccueveereerieriieiieie ettt ere e e eeee e sreesseesseeneeees 15

9 ASSOCIAION MANAGEINICNE . ... .cuveeeieeerereiertieteeteeteeeaesttesseesseessessesseesseesseesseenseassesssesseesseensesssesnsesssesseessesnsennd 16
9.1 Introduction to assOCIation MANAGEMENT ............c...eeeeeuveeeeneeeeeereeeeeeeeeeeeeeeeeereeeeeeneeseeennessenineeeeened 16

9.2 Association handshake TeQUESE.........c.ceouiiiiiiiiieiee et 16

0.3 ASSOCIATION ACCEPT. . ueteueeeueetietiete et eteeuteettesteente et eseeeseess e e st enseeaeeemeeeaeenseanteenteenseeseesneesseenseenseeneeenes 18

9.4  Association reject dUE tO SECUIILY ISSUCS ....ccueeruieruieiieieetierteerteeteeeesteeteesteeneeeneeeneeeneesseesseenseeneeeneeenes 19

9.5  Association reject by the protected ProtoCol.........occeviirieiiiiieriee e 20

9.6  Handshake SECUITLY ADOTT ........ccuiiiiiiiiiie ettt ettt et e esseenaeeee e enee 21

9.7  Handshake abort by protected ProtoCOL..........coieiiieiiirieiieiiee et 21

9.8 Data transfer SECUITLY @DOTT .....cc.eiruiiiiiiiiiiiitiet ettt et ebee b b e b eeesaee e 22

9.9 ADOIt by Protected PrOtOCOL .....c.eeuieiiieieeieete ettt ettt ettt ettt aeeneeneeneeneens 22

9.10  Release request WIPDU........ccouiiiiieiiiieee ettt ettt e stee et eeste e e tbeesaeesbeensseessseensneenns 23

9.11  Release 1eSPONSE WIPDU ......cc.cooiiiiiiiiiiieie ettt ettt et rte e seae et e e saeeessaeesaeessbeensseessseensneenes 23

0.12  REIEASE COLIISION. ¢..c.uteueiiiete ettt ettt ettt ettt ettt st e e et e st e ebeeaeeseeneensesse s eenesaeeneeneensennens 24

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.510 (08/2020) i


https://iecnorm.com/api/?name=3fab64082b82de94d12a67f022e3d960

ISO/IEC 9594-11:2020(E)

Page

10 Data trans er PRASE .....co.eeueieeiieieee ettt bbbttt be e b ettt aes 24
10.1  Symmetric KEYS TENEWAL .......ccueiuiiiiiiiiiiiirereeeeeeee ettt ettt 24

10.2  Data transfer by the CLENT ........coceiiiiiiiiiiiii ettt ettt 24

10.3  Data transfer DY the SEIVET .......c.eeiiiiiiiie ittt sttt ettt et e et e s e reenseeeeeeeenes 26

11 INFOIMAtION TTOW.....eitiiiiii ettt ettt st st b ettt e et ebee s bt e s be e bt eneesaeeeae 28
11.1  Purpose and general MOAEL ..........c.ooouiiiiiiiriieiee ettt ettt ee e e 28

11.2 Protected protoCol SAOC .....c..oouiiiiiieiee ettt ettt b e bttt et st saeesae et eneeens 29

L1.3 WIAPPET SAOC ...ttt ettt ettt et e et et e et ebtesbee s bt e nbe e bt emaesatesatesaeenbeeneeans 29

12 Wrapper error RANAIING .......ccviiiiiiiiicieece ettt et e et e ste e seesseesseesbeesaessaesseeseenseensenens 32
T2.1 GENETAL ..ottt bt b e h e bttt b bbbt e b e bt et et e e b e eb e bt eheeat et enteten 32

12.2  Checking of a wrapper handshake T@QUEST .........eoueruiiiiiiieieieiestesest et ceite et sieste e ebeeeenneneens 32

12|13 Checking of a wrapper handshake acCept ..........cccoveriririeienienienienesereeeeeieese e O 33

12]4  Checking of data transfer WIPDUS..........cccoeoiiriiiniiiiiiieieeereseeeeeeee e e A 34

12|15  Wrapper diagnostiC COURS ......cuiririimiririiiieierterteste sttt ettt sttt sttt ettt b e s enee e 36
SECTION 3 — PROTECTED PROTOCOLS .......ooiiiiiiieiiienienenieneeeeeeteeesiesie e g 37
13 Aythorization and validation list MaNaAEMeNt........ccccevererinerreereenieneneneneneeeeeer s e 37
13]1  General on authorization and validation management ............ccceeeveevererenreee e erenrenrenereeeennenned 37

1312 Defined protected protocol data unit (PrPDU) types......ccccevereeeenvenienneefinm oo 37

13|13 Authorization and validation management protocol initialization requést.........ccccocererverernenncnd 38

13]4  Authorization and validation management protocol initialization acept9 ...........cocerirerieeienecnss 38

13|15 Authorization and validation management protocol initializationTeJect..........ceoerererirerreeeenennss 38

1316 Authorization and validation management protocol initialization abort .............ccocevererieceieneenss 38

13]7 Add authorization and validation [iSt FEQUEST...........ceeeeclrirnriiiiiiiieiieieceere e 39

13|18 Add authorization and validation [iSt TESPONSE .........mhdeeereerreeirieiiereeeeeeesie e sveesreeed 40

13]9 Replace authorization and validation liSt TEQUESt ... buriiiirieriieiieiiereeeece e 40

13]/10 Replace authorization and validation list TESPORSE):........ccvevrrerrieriieiieieeieriesieeie e ereeeeeseeeseeeneeeed 40

13|11 Delete authorization and validation liSt TEQUEST..........ccvereierierieiieieeie et 41

13|12 Delete authorization and validation liSt TESPONSE .........ceevverereriieriieiieieeieniesieere e eeeseeesaeeseeeneeeed 41

13113 Authorization and validation list @DOTEs .. e.eeiiiii e 42

13114 Authorization and validation list €FEOT COAES ........eruiririririiieierierieeeeeeeeee e 42

14 Certification authority SUDSCIIPtion ProtOCOL.........ociiriieiieieeiecieeieee ettt se e 43
14]1  Certification authority subSCTIPtion iNtrOAUCHION .......ceevvieriierieeieeieeieriieie et 43

14]2  Defined protected protacol*data unit (PrPDU) tyPes.......cceeierierrieeiieeierieriieieeie e 43

143  Certification authority subscription protocol initialization request..........ccceceeveervereneninrerieeeennenne 43

14}4  Certification authotity subscription protocol initialization accept ..........ceceeveeververeneninierceeennenne 44

14]5 Certification authority subscription protocol initialization reject...........cervvereererrierieneeneeeeeeeens 44

1416  Certification,authority subscription protocol initialization abort ............ccceeveeiereerieneenieeeeenes 44

14]7 Public<kéy certificate SUDSCIIPLION TEQUESL........eeuieuiieeieitieitieie ettt ettt 44

14|18  Public-key certificate SUDSCIIPLION TESPOMSE -.....cvevereiereenienieietestesteeteeeeeeeeeeeesteseesreseeeseeneeneeneenend 45

14|19 Public-key certificate un-subSCriPtion TEQUESE .........coeeuerieierieieiiesieete ettt ee e eeeeeeneed 46
14]10¢Public-key certificate un-subSCriPtion TESPOMNSE .......ccveeueruierierieriereeeteeteeeeeteeeeeeseeseesteseeeseeneenseneenend 46

141 Publickey CertIcate TePIaCeIMEMS TEQUEST — s 47

14.12 Public-key certificate replacement TESPOMSE ......cc.erververreruieieieierienteatesteeteeneeneeneeeessesseeseeeeeneeeansennens 48

14.13 End-entity public-key certificate updates reqUESL .........ccecveeerierierierire ettt 49

14.14 End-entity public-key certificate updates reSPONSE.........ccuerverierieeriieiieieiieseeseereereeeeseeesreesseesseens 49

14.15 Certification authority SUDSCIIPLION @DOTL........cceerviiriiiiiiiiiieciieie ettt ste e aeeaeseeesaeeseenseens 50

14.16 Certification authority SUDSCIIPLION €ITOT COACS .....iiviriiiriieieriieiieiieteeeeseeseesreeseeaeeseeseeesseenseesseens 50

15 B A o (o) G g o (01 10T ) TSP 51
I5.1  INEEOQUCTION ...ttt bttt ettt b e s bt e bt et e e b st s b saeebe et ennenaens 51

15.2  Defined protected protocol data unit (PrPDU) tyPes.......cceeeerierieriieiieriereeie et 51

15.3 Trust broker protocol initialiZation TEQUEST ........ccueecueeierierierierie et eee st eee e eete e sraesseesseeseeeeees 51

15.4 Trust broker protocol initialiZation ACCEPL ......c.vervierveeieeiieriienteerie et eeeete et ete e srae e esseeseeeeees 52

15.5 Trust broker protocol initialiZation TEJECT.......ecueeuieieeieetieitierteee ettt 52

iv Rec. ITU-T X.510 (08/2020)

© ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=3fab64082b82de94d12a67f022e3d960

15.6
15.7
15.8
15.9

Annex A —
Annex B -
Annex C —
Annex D —
Annex E —

Annex F —

ISO/IEC 9594-11:2020(E)

Trust broker protocol initialiZation @DOTT ...........eerieiieeciiiierieriee ettt eae e sseeeeeneeens
TTUSt DIOKET TEQUESE SYNMEAK ....veeuiieeiieeiieiieeiieeiteieesieesteeteeeeseeesteesteenseesseessessaesseesseenseensesnsesssesseensesnseans
TrUSt DIOKET TESPONSE SYNLAX....c.uietierieiieeeiesiietiesteesteetesteseeesseesseenseessesssessaesseesseeseansesnsesssesseesseensenns
Trust broker error iINfOrMALION ..........c.eecvieieeierieie ettt e st e eseeaeensesneesseenseenseens

Crypto TOOIS 10 ASNLL .ottt ettt et e et e bt e bt e bt et e et eeseesaee st enteenseeneeeneenneas
Wrapper ProtoCol i ASNLT ..o.oiiiiciecece ettt ettt te et e b e e e e e ae e s te e teesbeesbeesbeessesnnesenas
Protected protocol interface to the Wrapper ProtoCol ........c.eccvieveiieiieiierie et
CryptographicC alZOTTtIMS .........ccoviiiiiiiiiecieeec ettt ettt e et e ssaeeseesseeseesbeessesssensseseas
Authorization and validation list management in ASN.L .......c.ccooiiririiieiieieeie et

Certification authority subscription in ASN.T ......cccooriiiiiiieieeeeereee e

ANNEX G FTIUSt DIOKET 1N ASN . L.ttt e e e e e e e e e e e e aataeeeeeseessaraaneeeeesssnnnsneeeesolThed

Annex H |-
H.1
H.p
H.B

Migration of cryptographic algorithms ...........cceceeierieiiiiiiiicieieee e U
INEFOAUCTION ...ttt sttt be e b sae e en e e e eens
Negotiation of cryptographic algorithms ............cccooeiiiiiiiieiieneeneseseeeeeeeseee B s
Non-negotiable digital signature algorithms .............occoooiiiiiiiiiiii e D s

Annex I § Auxiliary SPeCifiCatiONS...........c.evcveiierieeriierieeieseesteesieereereseeseesseesseessesseesseessee fonfasdesesseesseesseessesnsennns

BIblOZIAPRY ..c..eoveeiiiiiiiienieeeeeee ettt ennesnesne s o Bt

© ISO/IEC 2020 - All rlghts reserved Rec. ITU-T X.510 (08/2020)

v


https://iecnorm.com/api/?name=3fab64082b82de94d12a67f022e3d960

IS0/

IEC 9594-11:2020(E)

Introduction

The Internet Engineering Task Force (IETF) maintains a substantial set of protocols for supporting public-key
infrastructure (PKI). Recommendation ITU-T X.510 | ISO/IEC 9594-11 provides protocols to supplement those protocols
developed by IETF, especially for:

a)

provided support, e.g., support for authorization and validation list (AVL) maintenance;

b) constraint environments, where lean protocols are required.

In addition, it specifies:

c) awrapper protocol that provides security services for other protocols.

This Recommendation | International Standard consist of three sections as follows.

Section 1
Section 2

Section 3

The folloy

Annex A
specificat

Annex B,
wrapper [

Annex C,
protected

Annex D,
specificat

Annex E,

maintenance of the authorization and validation-lists (AVLs) protocol.

Annex F,
certificati

Annex G,
trust brok

Annex Hj
cryptogra

The cont
ISO/IEC

aives ceneral specificationsfor this Recommendation Hnternational Standard

supporting new functions specified by Rec. ITU-T X.509 | ISO/IEC 9594-8, for which IETF has not

is the wrapper protocol specification.

specifies some protocols to be protected by the wrapper protocol:
a) a protocol for maintaining authorization and validation lists (AVLs);

b) a protocol for subscribing public-key certificate status information from certifi¢ation authorit
and

c) aprotocol for accessing a trust broker.

ving annexes are included.

ons to be imported by protocols providing a migration path for cryptographic algorithms.

which is an integral part of this Recommendation | Internatiofial Standard, provides the ASN.1 mod
rotocol.

which is an integral part of this Recommendation | Jnternational Standard, provides specifications
protocol is wrapped by the wrapper protocol.

which is an integral part of this Recommendation | International Standard, provides cryptographic
on.

which is an integral part of this Recommendation | International Standard, provides the ASN.1 1

which is an integral part of this’Recommendation | International Standard, provides the ASN.1 nf
bn authority subscription protocol.

which is an integral part'of this Recommendation | International Standard, provides the ASN.1 mod
er protocol.

which is notVan integral part of this Recommendation | International Standard, provides gui
phic algorithih migration.

ent of this“Rec. ITU-T X.510 | ISO/IEC 9594-11 was moved to here from Rec. ITU-T X.509
D594£8:2017 and subsequently updated.

es (CAs);

which is an integral part of this Recommendation | InternationalkSfandard, provides the ASN.1 njodule for

hle for the

for how a

algorithm

jodule for

jodule for

hle for the

dance for

(2016) |
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INTERNATIONAL STANDARD ISO/IEC 9594-11
RECOMMENDATION ITU-T X.510

1

Information technology — Open Systems Interconnection —
The Directory: Protocol specifications for secure operations

SECTION 1 — GENERAL

Scope

The scope of this Recommendation | International Standard is threefold.

This Rec
cryptogra
This Recd
and confj
cryptogra
evolve. T
without t4

This Rec
primarily
Standards

2

The follo
constitute
were valli

Recommgndation | International Standard are encouraged{o investigate the possibility of applying the most recs

of the Re|
Internatio

ITU-T Rgcommendations.

2.1 [[dentical Recommendations | International Standards

0(E)

bmmendation | International Standard provides guidance on how to prepare new and old pro
bhic algorithm migration, and defines auxiliary cryptographic algorithms to be used for migration pu|

mmendation | International Standard specifies a general wrapper protocol that provides authentication

bhic algorithms allowing for smooth migration to stronger cryptographic algorithims”as such req
his will allow migration to quantum-safe cryptographic algorithms. Protected protocols can then be
king security and cryptographic algorithms into consideration.

mmendation | International Standard also includes some protocols to be protected by the wrappe]
for support of public-key infrastructure (PKI). Other specifications, g-g.,"Recommendations or Int
may also develop protocols designed to be protected by the wrapper pretocol.

Normative references

ving Recommendations and International Standards contain provisions which, through reference i
provisions of this Recommendation | International Standard. At the time of publication, the editiong
d. All Recommendations and Standards are subject to revision, and parties to agreements basg

commendations and Standards listed below.\Members of IEC and ISO maintain registers of currg
hal Standards. The Telecommunication-Sfandardization Bureau of the ITU maintains a list of currd

- Recommendation ITU~TVX.500 (2019) | ISO/IEC 9594-1:2020, Information technology - Ope
Interconnection - The Directory: Overview of concepts, models and services.

- Recommendation) ITU-T X.501 (2019) | ISO/IEC 9594-2:2020, Information technology — Ope
Interconnection — The Directory: Models.

- Recommendation ITU-T X.509 (2019) | ISO/IEC 9594-8:2020, Information technology — Ope
Internconmection — The Directory: Public-key and attribute certificate frameworks.

- Récommendation ITU-T X.511 (2019) | ISO/IEC 9594-3:2020, Information technology - Ope
Interconnection - The Directory.: Abstract service definition.

ocols for
Fposes.

, integrity

dentiality (encryption) protection for other protocols. This wrapper protocol includesha migratiop path for

uirements
Heveloped

| protocol
ernational

this text,
indicated
d on this
nt edition
ntly valid
ntly valid

n Systems
i Systems
i1 Systems

i Systems

Interconnection - The Directory.: Procedures for distributed operation.

Bpen Systems

— Recommendation ITU-T X.519 (2019) | ISO/IEC 9594-5:2020, Information technology - Open Systems

Interconnection - The Directory: Protocol specifications.

—  Recommendation ITU-T X.520 (2019) | ISO/IEC 9594-6:2020, Information technology — Ope
Interconnection — The Directory: Selected attribute types.

—  Recommendation ITU-T X.521 (2019) | ISO/IEC 9594-7:2020, Information technology - Ope
Interconnection - The Directory: Selected object classes.

—  Recommendation ITU-T X.525 (2019) | ISO/IEC 9594-9:2020, Information technology - Ope
Interconnection - The Directory. Replication.

—  Recommendation ITU-T X.680 (2015)| ISO/IEC 8824-1:2015, Information technology - Abstra
Notation One (ASN.1): Specification of basic notation.
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2.2

2.3

3

For the pu

3.1

The folloy

3.2

ISO/IEC 9594-11:2020(E)

Recommendation ITU-T X.681 (2015) | ISO/IEC 8824-2:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

Recommendation ITU-T X.682 (2015) | ISO/IEC 8824-3:2015, Information technology - Abstract Syntax
Notation One (ASN.1): Constraint specification.

Recommendation ITU-T X.683 (2015) | ISO/IEC 8824-4:2015, Information technology - Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

Recommendation ITU-T X.690 (2015) | ISO/IEC 8825-1:2015, Information technology — ASN.1 encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER).

Recommendation ITU-T X.691 (2015) | ISO/IEC 8825-2:2015, Information technology — ASN.1 encoding
rules: Specification of Packed Encoding Rules (PER).

[Paired Recommendations | International dtandards equivalent In technical content

Other references

[Definitions

rposes of this Recommendation’| International Standard, the following definitions apply:

OSI Reference Model definitions

ving terms are defined in Rec. ITU-T X.800 | ISO 7498-2:
a)
b)
C)

Recommendation ITU-T X.800 (1991), Security architecture for Open Systems Interconnection for CCITT
applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection - Basic [Reference
Model — Part 2: Security Architecture.

IETF RFC 793 (1981), Transmission Control Protocol.
IETF RFC 2104 (1997), HMAC: Keyed-Hashing for Message Authéntication.

IETF RFC 3526 (2003), More Modular Exponential (MODPR)-Diffie-Hellman groups for Infernet Key
Exchange (IKE).

IETF RFC 5084 (2007), Using AES-CCM and AES-GEM Authenticated Encryption in the Crygtographic
Message Syntax (CMS).

IETF RFC 5114 (2008), Additional Diffie-Hellman*Groups for Use with IETF Standards.
IETF RFC 5869 (2010), HMAC-based Extract-and-Expand Key Derivation Function (HKDF).

IETF RFC 6932 (2013), Brainpool Elliptic-Curves for the Internet Key Exchange (IKE) Group Description
Registry.

confidentiality;

cryptography;
digital signature.

Directory model definitions

The following terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:

33

a)

attribute;

b) distinguished name (of an entry).

Public-key and attribute certificate definitions

The following terms are defined in Rec. ITU-T X.509 | ISO/IEC 9594-8:

a)
b)

¢)

authorization and validation list (AVL);
authorization and validation list entity (AVL entity);

authorizer;
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d) certification authority (CA);

e) certification path;

f) end entity;

g) end-entity public-key certificate;
h) hash function;

i)  key agreement;

j)  private key;

34

34.1 labstract syntax: A specification of application-protocol-data-units by using notationyules that are in

of the end

NOTE-T

3.4.2 Elternative cryptographic algorithm: A cryptographic algorithm to which'migration is wanted.

k) public key;
1) public-key certificate;
m) public-key infrastructure (PKI);

0(E)

T TClyilg party;
o) trust broker.

[Terms defined in this Recommendation | International Standard

pbding technique used to represent them.

he term abstract syntax is original an OSI term but is extended here to be general applicable.

Hependent

here to be

tion layer

lication of

rmination

343 pplication entity: An active element embodying a set of capabilities which is pertinent to comnpunication
systems and which is defined for the application layer.

NOTE — The term application entity is originally an OSI term (see Rec. ITUSR'X.519 | ISO/IEC 9594-5), but is extended
generally tplicable.

344 pplication protocol data unit (APDU): Data that\s transmitted as a single unit at the applica
between tvo application entities.

345 lassociation: A cooperative relationship between two application entities, which enables the commur
informati¢n and the coordination of their joint operation for an instance of communication.

3.4.6 client: The entity that initiates an association.

3.4.7 data transfer phase: The phase_from the completion of the establishment of an association to the tg
of the assfciation.

348 digital signature: The result’ of a cryptographic transformation of data that, when properly imp

provides 3 mechanism for origin &uthentication, data integrity and signatory non-repudiation.

3.4.9
3.4.10

be protected by the wrapper protocol.

34.11
34.12
3.4.13

4

native cryptographic/algorithm: A cryptographic algorithm used prior to a migration period.

protected protocol data unit (PrPDU): Application protocol data unit defined by an application p

lemented,

rotocol to

EXt.

Ferver: The entity that accepts or rejects an association.

ymmetric key: A cryptographic key used for both encryption of plaintext and decryption of ciphert]

wrapper protocol data unit (WrPDU): An application protocol data unit carrying security protocol control
information and, when relevant, carrying a protected protocol data unit.

Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:

AEAD Authenticated Encryption with Associated Data

AES Advanced Encryption Standard

AES-CBC  Advanced Encryption Standard-Cipher Block Chaining
APDU Application Protocol Data Unit

ASN.1 Abstract Syntax Notation One

© ISO/IEC 2020 - All rlghts reserved Rec. ITU-T X.510 (08/2020)
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AVL Authorization and Validation List

AVMP Authorization and Validation Management Protocol
BER Basic Encoding Rules

CA Certification Authority

CASP Certification Authority Subscription Protocol
DER Distinguished Encoding Rules

DH Diffie-Hellman

HKDF HMAC-based extract-and-expand Key Derivation Function
HMAC keyed-Hash Message Authentication Code
ICV Integrity Check Value

fCT Trformmatiom and- CommuTcations - T ecmotogy
[D Identifier

oA Loss of Alignment

MODP Modular exponential

OKM Output Keying Material

OSI Open Systems Interconnection

PDU Protocol Data Unit

PKI Public-Key Infrastructure

PMI Privilege Management Infrastructure

PRK Pseudorandom Key

PrPDU Protected protocol Data Unit

RAOC Receive Application Object Class

SAOC Send Application Object Class

TCP Transmission Control Protocol

UTC Coordinated Universal Time

(WrPDU Wrapper Protocol Data Unit

5 Conventions
The term ['Specification" (as in "this Specification") shall be taken to mean this Recommendation | International| Standard.

If an Intefnational Standard orJTFU-T Recommendation is referenced within normal text without an indicatjon of the
edition, the edition shall be taken to be the one specified in the normative references clause.

This Spedification makes\extensive use of the abstract syntax notation one (ASN.1) for the formal specificatipn of data
types and values, asSit-is specified in Rec. ITU-T X.680 | ISO/IEC 8824-1, Rec. ITU-T X.681 | ISO/IEC 8824-2,
Rec. ITU{T X.682{ISO/IEC 8824-3, Rec. ITU-T X.683 | ISO/IEC 8824-4, Rec. ITU-T X.690 | ISO/IEC 8825-1 and
Rec. ITU{T X691 [ISO/IEC 8825-2.

This Spedification presents ASN.1 notation in the bold Courier New typeface. When ASN.1 types and jalues are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Courier New
typeface.

6 Common data types and special cryptographic algorithms

6.1 Introduction

This clause defines some auxiliary cryptographic specification as follows.

a) ASN.I information object classes are heavily used for protocol design. The ALGORITHM information object
class is important for this Specification. This is further expanded in clause 6.2.

b) Multiple cryptographic algorithms of a specific class may be specified by using a single containing
cryptographic algorithm. This is done by utilizing the flexibility provided by the AlgorithmIdentifier

4 Reec. ITU-T X.510 (08/2020) © ISO/IEC 2020 - All rights reserved
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parameterized data type defined in clause 6.2.2 of Rec. ITU-T X.509 | ISO/IEC 9594-8. This
described in clause 6.3.

is further

c¢) There are advantages to the definition of cryptographic algorithms for key agreement procedures. This has
been done for a few cases in clause 6.4.

d) Parameterized data types are defined in clause 6.5 for flexible protocol design.

e) Some formal specifications for encipherment are given in clause 6.6.
6.2 ASN.1 information object class specification tool
6.2.1 General information object class concept

ASN.1 information
object clags
ASN.1 information ASN.1 information ASN.1 information .. ASN.1 information
object object object object
Instance Instance Instance LRI InstanCe X 510(20)_F01
Figure 1 — ASN.1 information object class\Concept
The concgpt of ASN.1 information object class is specified in Rec ATY-T X.681 | ISO/IEC 8824-2. It is vital fdr protocol
design. Fqr that reason, a short introduction is included here to endourage increased use of this facility. ASN.1 information
object classes are widely used by the ITU-T X.500 series of‘Recommendations | ISO/IEC 9594-all parts for defining
attributes] matching rules, extensions to public-key and attribute certificates, etc.
Figure 1 i|lustrates the general ASN.1 information object class concept. An ASN.1 information object class spgcifies the
general syntax for a class of information objects, e.gz; attribute types as defined by Rec. ITU-T X.501 | ISO/IEC 9594-2.
From this| general specification, specifications for\specific attribute types are defined, e.g., an attribute type for e-mail
addresses| From this specification, instances ef.¢-mail address attributes may be generated. Instances may be tfansferred
in the profocol or may be stored in a direcfory.
NOTE}- The concept of object classesused in clause 11 is somewhat different from the concept of information object clpss defined
in Rec{ ITU-T X.681 | ISO/IEC 8824-2-

6.2.2 The ALGORITHM-information object class
The inforiation object class.concept is also used to define cryptographic algorithms. The ALGORITHM informafion object
class is d¢fined in 6.2,2vef"Rec. ITU-T X.509 | ISO/IEC 9594-8. The specification of this information is reprpduced as
follows f¢r easy referénce. The ALGORITHM information object class is different from most other informatjon object
classes in|the sensethat an instance of an information object is an invocation of the algorithm rather than spcifying a
value ideptifyifig)something, like an e-mail address.

ALGORITHM ::= CLASS {

&§Type OPTIONAL,

&DynParms OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[ PARMS &Typel

[DYN-PARMS &DynParms ]

IDENTIFIED BY &id }

The ALGORITHM information object class has the following fields.

© ISO/IEC 2020 - All rights reserved
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procedure for deploying the cryptographic algorithm being defined. Not all cryptographic algorithms

Rec. ITU-T X.510 (08/2020)

5


https://iecnorm.com/api/?name=3fab64082b82de94d12a67f022e3d960

ISO/IEC 9594-11:2020(E)

require such parameters. The field is then absent or has the value NULL, as determined by the individual
cryptographic algorithm specifications.
b) The &DynParms field is used to specify those dynamic parameters that determine the value(s) to be

exchanged between two communicating entities when invoking the cryptographic algorithm. Not all
cryptographic algorithms require dynamic parameters. In this case the sDynParms field shall be absent.

¢) The &id field is used to uniquely identify the class of cryptographic algorithm being defined.

The AlgorithmWithInvoke parameterized data type defined as follows is used in situations where the type of
cryptographic algorithm is signalled together with its invocation.

AlgorithmWithInvoke {ALGORITHM: SupportedAlgorithms} ::= SEQUENCE ({
algorithm ALGORITHM. &id ({SupportedAlgorithms}),
parameters [0] ALGORITHM. &Type ({SupportedAlgorithms}{@algorithm}) OPTIONAL,
dynamParms [1] ALGORITHM. &DynParms ({SupportedAlgorithms} {@algorithm}) OPTIONAL,

}

The AlgorithmWithInvoke parameterized data type has the following components.

a) The algorithm component shall hold the object identifier that uniquely identifythe cryptographic
algorithm being defined.

b) The parameters component, when present, shall hold the values of the fixed parameters that further
identify the cryptographic algorithm in question. This component shall be present when the &Type field is
present in the information object for the cryptographic algorithm in question:-Otherwise, it shall pe absent.

c) The dynamParms component, when present, shall hold the value(s)réquired by the dynamic garameters
for the cryptographic algorithm. This component shall be present(when the sDynParms field is|present in
the information object for the cryptographic algorithm. Otherwise, it shall be absent.

The Alg¢rithmIdentifier parameterized data type defined as follows is used in situations where the type of
cryptographic algorithm is signalled without a corresponding invocation,

AlgorithmIdentifier {ALGORITHM: SupportedAlgorithms}\ : := SEQUENCE ({
algorjithm ALGORITHM. &id ({SupportedAlgorithms}),
parameters ALGORITHM. &Type ({SupportedAlgorithms}{@algorithm}) OPTIONAL,

}

The components of AlgorithmIdentifier data'type shall be as specified for the corresponding compondnts of the
AlgorithmWithIvoke parameterized data type.

The AlgdqInvoke parameterized data typé.defined as follows is used when the cryptographic algorithm has previously
been detefmined and where only invogcation information is required.

AlgoInvoke {ALGORITHM: SupportedAlgorithms} ::=
ALGPRITHM. &éDynParms.(\{SupportedAlgorithms})

6.3 Multiple-cryptographic algorithm specifications

6.3.1 General

Multiple ¢ryptographic algorithms of the same object class may be specified using a single outer algorithm and|then used
instead of|aSihgle algorithm as a tool for algorithm migration as discussed in Annex H.

The PARMS field of the ALGORITHM information object class allows any data type to be specified. This is utilized to define
ALGORITHM information objects that allow for multiple-cryptographic algorithm specifications within a single algorithm
specification.

6.3.2 Multiple signatures algorithm

The following is a specification of an ALGORITHM information object that allows multiple digital signature algorithms to
be specified.

multipleSignaturesAlgo ALGORITHM ::= ({
PARMS MultipleSignaturesAlgo
IDENTIFIED BY id-algo-multipleSignaturesAlgo }

MultipleSignaturesAlgo ::= SEQUENCE SIZE (1..MAX) OF
algo AlgorithmIdentifier{{SupportedSignatureAlgorithms}}
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SupportedSignatureAlgorithms ALGORITHM ::= {...}

6.3.3 Multiple symmetric key algorithm

The following is a specification of an ALGORITHM information object that allows multiple symmetric key algorithms to
be specified.
multipleSymmetricKeyAlgo ALGORITHM ::= {

PARMS MultipleSymmetricKeyAlgo

IDENTIFIED BY id-algo-multipleSymmetricKeyAlgo }

MultipleSymmetricKeyAlgo ::= SEQUENCE SIZE (1..MAX) OF
algo AlgorithmIdentifier{{SupportedSymmetricKeyAlgorithms}}

SupportedSymmetricKeyAlgorithms ALGORITHM ::= {...}

6.3.4 Multiple public-key algorithms

The following is a specification of an ALGORITHM information object that allows multiple public-key |algorithms to be
specified.

multiplePublicKeyAlgo ALGORITHM ::= {

PARMS MultiplePublicKeyAlgo
IDENTLFIED BY id-algo-multiplePublicKeyAlgo }

MultiplePublicKeyAlgo ::= SEQUENCE SIZE (1..MAX) OF
algo |AlgorithmIdentifier{{SupportedPublicKeyAlgorithms}}

SupportedPublicKeyAlgorithms ALGORITHM ::= {...}

6.3.5 Multiple hash algorithm

The folloying is a specification of an ALGORITHM information objéet that allows multiple hash algorithms to be|specified.

multiple¢HashAlgo ALGORITHM ::= ({
PARMS MultipleHashAlgo

IDENTIFIED BY id-algo-multipleHashAlgo }

MultipleHashAlgo ::= SEQUENCE SIZE (1. (MAX) OF
algo |AlgorithmIdentifier{{SupportedHashAlgorithms}}

SupportedHashAlgorithms ALGORITHM ::= {...}

6.3.6 Multiple authenticated encryption with associated data algorithm

The folloying is a specification,of\an ALGORITHM information object that allows multiple authenticated encryption with
associated data (AEAD) algorithms to be specified.

multipleAuthenEncryptAlgo ALGORITHM ::= ({
PARMS MultipleAuthenEncryptAlgo
IDENTIFIED BY ‘id-algo-multipleAuthenEncryptAlgo }

MultipleAuthenEncryptAlgo ::= SEQUENCE SIZE (1..MAX) OF
algo AlgorithmIdentifier{{SupportedAuthenEncryptAlgorithms}}

SupportedAuthenEncryptAlgorithms ALGORITHM ::= {...}

6.3.7 Multiple integrity check value algorithm

The following is a specification of an ALGORITHM information object that allows multiple integrity check value (ICV)
algorithms to be specified.
multipleIcvAlgo ALGORITHM ::= {

PARMS MultipleIcvAlgo

IDENTIFIED BY id-algo-multiplelIcvAlgo }

MultiplelIcvAlgo ::= SEQUENCE SIZE (1..MAX) OF
algo AlgorithmIdentifier{{SupportedIcvAlgorithms}}

SupportedIcvAlgorithms ALGORITHM ::= {...}

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.510 (08/2020) 7
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6.4 Key establishment algorithms

6.4.1 General

Key establishment technologies are used to establish symmetric keys directly between two communicating entities in a
secure way. The Diffie-Hellman (DH) technology, as specified in IETF RFC 2631, is an important example. The result
of a DH operation is a shared secret that a key derivation technology expands to generate the required symmetric keys.

DH and the key derivation technologies in their basic form are not well suited to the cryptographic algorithm migration
techniques described in Annex H. By defining different combination of DH and key derivation combinations as
cryptographic algorithms using the ALGORITHM information object class, as it specified in clause 6.2.2, it is possible to
establish a migration path. In the following, some key establishment information objects are defined.

Clause 6.4 is provided for the purpose of validating the wrapper protocol as a whole using DH technology, as specified
in IETF RFC 2631. The choice of the cryptographic mechanism for the shared key generation in the wrapper protocol is

made by g

6.4.2
The folloy

dhModpG
PARMS
DYN-P]
IDENT

Groupl4

Payload
dhPub
nonce

}

The P.
2048-bit

The DYN-

The PayLi

From the
function

1 - 1 il - -l £ - 1 Tt
TIU=USCLS TIT aCCOIUAIICT WL UIC PHIICIPICS Ol T1dU0IIdal ICEUIAUOILS.

Diffie-Hellman group 14 algorithm with HKDF-256

ving is a specification for key establishment algorithm based on the DH key agreement technique.

r14Hkdf256A1go ALGORITHM ::= ({

Groupl4

ARMS Payloadl4

[FIED BY id-algo-dhModpGrl4Hkdf256Algo }

::= INTEGER (14)

L4 ::= SEQUENCE ({
licKey OCTET STRING (SIZE (256)),
OCTET STRING (SIZE (32)),

S token specifies that the fixed parameters shall be thoSe parameters specified for group number
odular exponential (MODP) as specified in IETF REE3526.

PARMS token specifies that the dynamic parameters’ shall be those specified by the PayLoad14 data t

oad14 data type has the following componénts.

a) The dhPublicKey component shall*hold the DH public key to be used by the sender. For the g
the length of the key is always 256 octets. A different DH private and public key pair shall be
for each new association establishment. For the duration of the association, the DH public key of]
shall be retained by both parties and the server shall retain its DH private key for later renewal of §
keys (see clause 10.2).

b) For each key renewal, the client shall generate a new DH private and DH public key pair and us
key renewal process.

c) The nonce component shall hold a random value to be used by the shared key derivation sp
clause 6:4.5. A new value shall be generated for each key establishment. The length is recomme
that ofithe hash output. As the sha256 algorithms is used for key derivation, the length shall be

established shared secret, the two partners shall use the HMAC-based extract-and-expand key
HKDF) to create symmetric keys according to the requirement established by the encryption

14 for the

ype.

oup used,
generated
the server
ymmetric

it for the

ecified in
nded to be
32 octets.

Herivation
and ICV

Val

negotiati

The hmac

6.4.3

WithSHA256 algorithm shall be used for the HKDF derivation.

Diffie-Hellman group 23 algorithm with HKDF-256

dhModpGr23Hkdf256A1go ALGORITHM ::= {

PARMS

Group23

DYN-PARMS Payload23
IDENTIFIED BY id-algo-dhModpGr23Hkdf256Algo }

Group23 :

:= INTEGER (23)

Payload23 ::= SEQUENCE {
dhPublicKey OCTET STRING (SIZE (512)),

nonce

OCTET STRING (SIZE (32)),
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The PARMS token specifies that the fixed parameters shall be those parameters specified for group number 23, for the
ECDH curve secp256r1 as specified in IETF RFC 5114.

The DYN-PARMS token specifies that the dynamic parameters shall be those specified by the PayLoad23 data type.

The PayLoad23 data type has the same components as the PayLoad14 data type except that the dhPublicKey shall

have a len,

gth of 512 octets.

The key derivation shall be as specified in clause 6.4.5.

6.4.4 Diffie-Hellman group 28 algorithm with HKDF-256

dhModpGr28Hkdf256A1go ALGORITHM ::= ({
PARMS Group28
DYN-PRERMS Payload2s

IDENTLFIED BY id-algo-dhModpGr28Hkdf256Algo }

Group28| : := INTEGER (28)
Payloadp8 ::= SEQUENCE {
dhPublicKey OCTET STRING (SIZE (512)),
nonce OCTET STRING (SIZE (32)),
}
The PARMS token specifies that the fixed parameters shall be those parameters specified for group number 3

ECDH cul
The DYN-

The Pay1
have a len

The key d
6.4.5

6.4.5.1

When the
derivation

6.4.5.2

The HKDFF is specified in IETF RFC\5869. It requires the use of the keyed-hash message authentication code

algorithm|

The HKD)
resulting

['ve sbrainpoolP256r1 as specified in IETF RFC 6932.
PARMS token specifies that the dynamic parameters shall be those speeified by the PayLoad28 data t

oad28 data type has the same components as the PayLoadl4 ddta type, except that the dhPublig
oth of 512 octets.

erivation shall be as specified in clause 6.4.5.
Key derivation

General

outcome of a key agreement algorithm is@ shared secret, this shared secret shall be expanded by us
function to provide sufficient material for the required symmetric keys.

[HMAC-based extract-and-expand key derivation function

as specified in IETF REC 2104.

n the output keying material (OKM).

The HKH:;extract may.be expressed as follows.

PRK =

C-Hash+(salt, IKM) where:

)/ ,'salt is a non-secret random value — it shall take the value of the nonce component o

8, for the

ype.
Key shall

e of a key

(HMAC)

F consists of an HKDF-extract, resulting in a so-called pseudorandom key (PRK) and of an HKDF-expand,

[ the key

establishment algorithm instance in question that require the use of HKDF:

b)
¢) The okMis defined as:

OKM = HKDF-expand (PRK, info, L), where:

—  PRK shall be the PRK generated by the HKDF-expand above,

—  info shall be a zero-length string,

— L shall be the combined length of the keys to be generated;
If two keys are to be generated:

— the first part of the OKM is the key to be used by the client,

—  the remaining part is the key to be used by the server;

If four keys are to be generated:

© ISO/IEC 2020 - All rlghts reserved Rec. ITU-T X.510 (08/2020)

IKM stands for input keying material — it shall be the shared secret resulting from the DH key agreement;


https://iecnorm.com/api/?name=3fab64082b82de94d12a67f022e3d960

ISO/IEC 9594-11:2020(E)

—  the first key is the key used to generate an ICV by the client,

—  the second key is the key used to generate an ICV by the server,
— the third key is the key used for encryption by the client,

— the fourth key is the key used for encryption by the server.

6.4.6 Special conditions

NOTE - For authenticated key agreement protocols, the absence of an explicit key validation phase [should] be compensated for
by mixing up the certificates of both parties when generating the shared key. Such mixing up is not carried out in this protocol,
which may lead to undesired consequences.

6.5 Multiple-cryptographic algorithm-value pairs

6.5.1 Multiple digital signatures attached to data

The MULTI_SIGNED parameterized data type is an expansion of the SIGNED data type defined in claus¢ 6.2.1 of
Rec. ITU{T X.509 | ISO/IEC 9594-8. It allows for multiple signatures to be attached to data to be digitally,sigied.

MULTY-SIGNED{ToBeSigned} ::= SEQUENCE ({

toBeSjigned ToBeSigned,

algorithm ALGORITHM. &id ({multipleSignaturesAlgo}),

parmegers SEQUENCE SIZE (1..MAX) OF

sign SEQUENCE {

algo AlgorithmIdentifier{{SupportedSignatureAlgorithms}},
sjignature BIT STRING,
. },
}
Depending on the deployment, it may be required that all signatures be verified. This requires that the recipient supports
all the involved digital signature algorithms. In other cases, a single signature is sufficient for verification.

6.5.2 Double digital signature attached to data

The sigrled parameterized data type is used instead of the SIGNED data type, when signalling of digital| signature

algorithmg is not necessary.

Signed{ToBeSigned} ::= SEQUENCE ({
toBeSjigned ToBeSigned,

signafure BIT STRING,
altSignature BIT STRING OPTIONAL;

}
The signled data type has the followifig'components:
) the toBeSigned component shall hold the value of the data type to be signed;

b) the signaturé ¢omponent shall hold what is called the native digital signature to be attach to [the data —
the digital signature shall be generated according to a digital signature algorithm that has previqusly been
signalled;

c) the altsignature component may be present if an alternative digital signature algorithm prevjously has
been.signalled — otherwise, it shall be absent.

6.5.3 Daplicate integrity check values attached to data

The ICV parameterized data types are counterparts to the SIGNED parameterized data type as defined in clause 6.2.1 of
Rec. ITU-T X.509 | ISO/IEC 9594-8. They provide for attaching one or two ICVs to data whose integrity is to be protected.

The ICcV-Total parameterized data type is used where the ICV algorithm has not previously been agreed between two
communication entities.

ICV-Total{ToBeProtected} ::= SEQUENCE ({
toBeProtected ToBeProtected,
algorithmIdentifier AlgorithmWithInvoke{{SupportedIcvAlgorithms}},
icv OCTET STRING,
altAlgorithmIdentifier [0] AlgorithmWithInvoke{{SupportedIcvAlgorithms}} OPTIONAL,
altIcv [1] OCTET STRING OPTIONAL,
...}
(WITH COMPONENTS {..., altAlgorithmIdentifier PRESENT, altIcv PRESENT } |
WITH COMPONENTS {..., altAlgorithmIdentifier ABSENT, altIcv ABSENT } )

10 Reec. ITU-T X.510 (08/2020) © ISO/IEC 2020 - All rights reserved
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The ICV-Total data type has the following components.

a) The toBeProtected component shall specify the data value of what is passed in a parameter, being the
data value to be protected.
b) The algorithmIdentifier component consists of the following components (see clause 6.2.2):

the algorithm component shall hold the object identifier assigned to the ICV algorithm in question;

the parameters component, when present, shall hold the value of the fixed parameters — this
component shall be present when the &Type field is present in the information object for the ICV
algorithm in question — otherwise, it shall be absent;

The dynamParms component, when present, shall hold the value of the dynamic parameters — this
component shall be present when the sDynParms field is present in the information object for the

ICV algorithm in question — otherwise, it shall be absent.

The altAlgorithmIdentifier and altIcv components shall either both be presetit, or both be absent.

The ICVH
communi

ICV-Inwv
toBeP
dynPa
icv

}

The ICV-

Tl - ol lald il 1 £ 41 tad TN L . oo TN 1 +4] bR | 44
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identified by the algorithm and parameters components of theCaktAlgorithmIdg
component.

Invoke parameterized data type is used where the ICV algorithmhas previously been agreed bet
ation entities, e.g., during a handshake.

bke {ToBeProtected} ::= SEQUENCE {

rotected ToBeProtected,

Fms [0] AlgoInvoke{{SupportedIcvAlgorithms}} OPTIONAL,
BIT STRING,

Total data type has the following components:

a) The toBeProtected component shall specify the data value of what is passed in a parameter,|
data value to be protected.
b) The dynParms component, when present, shall hold the value of the dynamic parameters assog
the ICV algorithm in quesfion. This component shall be present when the &DynParms field is
the information object(for that ICV algorithm. Otherwise, it shall be absent.

c) The iev componeént shall hold the generated ICV using the previously agreed ICV algorith
relevant, by applying the dynamParms component.

fied by the
algorithm and parameters components listed in b) and by applying the dynamParms cenjponent, if

relevant.

d) The altAlgorithmIdentifier component, when present, consists of the same\componehts as the
algorithmIdentifier component.

) The altIcv component, when present, shall hold the value of the generated ICV using ICV Jalgorithm

ntifier

ween two

being the

lated with
present in

m and, if

6.6 |[Formal specification of encipherment

6.6.1 Formal-specification of encryption

ENCIPHERED{ToBeEnciphered} ::= OCTET STRING (CONSTRAINED BY {
-- sﬁgll be the result of applying an encipherment procedure
-- to the encoded octets of a value of -- ToBeEnciphered } )

6.6.2 Formal specification of authenticated encryption with associated data

The following parameterized data type is used to specify AEAD.

AUTHEN-ENCRYPT{ToBeAuth, ToBeEnciphered} ::= SEQUENCE {
aad ToBeAuth,
encr ToBeEnciphered,

}

IETF RFC 5084 is a specification for the use of AEAD. IETF RFC 5084 has associated data as optional, while it is
mandatory in this Specification.

© ISO

/IEC 2020 - All rlghts reserved Rec. ITU-T X.510 (08/2020)
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7 General concepts for securing protocols

7.1 Introduction

Protocols used in information and communications technology (ICT) infrastructures need to include cybersecurity
capabilities to make them resistant to attacks. The intention of this Specification is to provide a structure where the
cybersecurity aspects are clearly separated from the actual protocol requiring cybersecurity. This is done by a specification
of a general protocol, called the wrapper protocol, which includes all the cybersecurity aspects. This wrapper protocol
can then embed another protocol, called the protected protocol, and in this way supply cybersecurity to the embedded or
wrapped protocol. A protocol that is structured according to this Specification can be protected by the wrapper protocol
and needs no security capabilities of its own.

The wrapper protocol may protect protocols specific for maintenance of a PKI or a privilege management infrastructure
(PMI), but may also be used for protocols with different purposes.

7.2 |Protected protocol plug-in concept

Figure 2 is one way of illustrating the relationship between the wrapper protocol and a protected protocol. A|protected
protocol if seen as embedded in the wrapper protocol, which then provides a protecting shield for the protecteq protocol.
The wrapper protocol can protect any protocol that has been designed for protection by the<wrapper profocol (see
clauses 7.4 and 8.10).

Protected
.+ protocol "

S

Wrapper protocol I N
e Plécted
Protected 7| - -Qprotocol
protocol 41777 > 2
m %

~ .

“~._ | Protected
protocol
n

X.510(20)_F02

Figure 2 — Protected protocol plug-in

7.3 Communications structure

Figure 3 Hepicts the communications between two entities that are each running the wrapper protocol profecting an
instance df the same protocol, The data exchange by the protected protocol is then protected by the two instarlces of the
wrapper protocol. The twe-instances of the wrapper protocol may also need to communicate without invglving the
instances pf the protected protocol.

Wrapper protocol Wrapper protocol
Protected Protected
protocol protocol
m m
X.510(20)_F03

Figure 3 — Embedded communication

7.4 Another view of the relationship between the wrapper protocol and the protected protocol

Figure 4 illustrates how the wrapper protocol embeds a protected protocol. At different places within the wrapper protocol,
it interacts with the protected protocol. As the protected protocol specification includes several protected protocol data
unit (PrPDU) types, it is required that the top statement of the protected protocol is a choice among the defined PrPDU

types.
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PrPDUn}

y TopAPDU ::= CHOICE {

7.5

Figure 5 g

X.510(20)_F04

Figure 4 — Inclusion of the protected protocol

Structure of application protocol data unit

unit (WrBDU). When actual data is to be transmitted by the two instances of the protected protocol, this

embedded

protocol 1feed to interact without involving the protected protocol, there will be no embedded-PrPDU.

7.6

X.510(20)_F05

Figure 5 — APDU structure

|[Exception conditions

This Spegification requires checks of received APDUs (WrPDUs and PrPDUs). The objective is to force

implemer

This Speg

IETF RF(

tations to perform these checks to ensure resilient implementations.

ification defines two classes of exception.

)  Errors that could potentially be caused by an attack by an adversary. When such an error

assumed that an implementation logs the incident for later analysis.

b) Errors that may safely be assumed not to be caused by an adversary. In this case, a diagnosti
may be returned to thesender. It is recommended that implementations also log such incidents.

5424 specifies classes«f incidents. This Specification refers to two of those classes as follows.

In both cases, the asségiation is either not established or it is aborted.

This Spedification-does not mandate any specific logging mechanism.

b) Error: Exceptions assumed not to have been caused by an adversary.

epicts the structure of the transmitted application protocol data unit (APDU), called the wrapper prgtocol data

data it is

in the WrPDU in the form of a protected protocol data unit (PrPDU). When the twotinstances of the wrapper

compliant

ccurs, no

diagnostic information is returned,\as such information might be useful for the adversary. Ingtead, it is

message

)  Alert: Action shall*be taken immediately. Errors that could potentially have been caused by an 4dversary.

© ISO/IEC 2020 - All rights reserved
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8

8.1

SECTION 2 — THE WRAPPER PROTOCOL

Wrapper protocol general concepts

Introduction

Section 2 specifies the general wrapper protocol providing security to other protocols. This clause considers the wrapper
protocol in general. Clause 9 specifies the WrPDUs used to establish, terminate and abort associations. Clause 10 specifies
the WrPDUs used during the data transfer phase. Clause 11 analyses the information flow. Clause 12 specifies a procedure
for error checking.

The wrapper protocol requires that an association be established between two application entities before they go into the
data transfer phase.

NOTE

to be aj

The wrap

algorithmp keeping the protocol open to employ different cryptographic algorithms without changes.to'the basig

8.2

The securjity of the wrapper protocol's shared key generation is based, among other things, on the presence o

source of

WrPDUs

(UTC)time.

This spec

- The terms "association" and "application entity" are taken from the OSI area. However, these terms are hereex
bplied to a non-OSI area.

per protocol makes use of parameterized data types to avoid specifications that relate to specific cryj

|[UTC time specification

time on the network.

include information about the time of their creation. The time is-given as a coordinated univ

fication makes use of UTC time according to the following.

of the month and DD is the number of the day of the'month.

ended also

tographic

protocol.

[ a trusted

brsal time

a)  The year, months and date shall be written as YYY YYIMDD, where YYYY is the year, MM is the number

b) The hour, minute and second and fraction of sécend shall be written as hhmmss,sss, where hh is the hour
in the 24 h clock system, mm is the minute-and the ss is the seconds. A comma (','") or full stop (.") is used
as the decimal separator.

c) The accuracy shall be either 1 h, 1 min,'1 s or a fraction of a second to any degree of accuracy.

d) The time shall be specified as a pure UTC time and a 'Z' shall be appended to the time. Other fprms shall
not be used.

) There shall not be a "T' between the data and the time specification.

The time yalue is given as a value of the GeneralizedTime ASN.1 data type.

8.3 |Use of alternative-eryptographic algorithms

Some WrPDUs allow forinclusion of alternative cryptographic algorithms. Such alternative cryptographic algoyithms are
intended for migrating{cryptographic algorithms to more safe cryptographic algorithms.

The requitements:for cryptographic mechanisms and algorithms acceptable for use in the wrapper protocol will|be further
defined in future/versions of this Specification.

The cryptographic mechanisms and atgorithms used by the emd=users of the wrapper protocot sitattcompty with national
regulations.

8.4

Establishment of shared keys

To encrypt a wrapped PrPDU or generate an ICV require the establishment of shared symmetric keys. Two types of
symmetric keys are defined:

Different

—  content encryption keys, one for each direction if encryption of wrapped PrPDUs is required;

— ICV encryption keys, one for each direction, except if AEAD is used.

symmetric keys shall be used for the two directions of communication.

The classical way to establish shared symmetric encryption keys is to use a DH key agreement algorithm.

14
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8.5 Sequence numbers

The wrapper protocol uses sequence number for WrPDUs transmitted during the data transfer phase, one sequence number
per direction of communication. The sequence number shall take the value O for the first WrPDU sent after the
establishment of an association and be incremented by one for each WrPDU sent. The purpose is:

—  to allow detection of replay of WrPDUs caused by an error or by an adversary;

—  to detect missing WrPDUs.

The sequence number is a signed integer with a value range from 0 to 23! — 1 (0 ... 2147483647) (max. 4 octets).

8.6 Use of invocation identification in the wrapper protocol

While protected protocols may have a requirement for pairing data requests and data responses, the same requirement
may not be relevant for the wrapper protocol. However, there might be cases where the wrapper protocol needs to pair

data requg

The invod
first three
last three

8.7

The wrap
The TCP
used.

The servi

8.8 [Definition of protected protocols

A wrappg
class. Thg
defined by

WRAPPED

This infot
syntax of

A protect

Wrapped
id
prot

}

The Wrap

sts and data responses, e.g., where non-repudiation is required for the protected protocol.

ation identification is held by an invokeID component having a syntax of a 6-octet character(string
characters are either REQ or RSP, depending on whether it a component of a data request or-data resp
Characters are numerals taking a value in the range 000 to 127, as given by the protectediprotocol.

[Mapping to underlying services
ber protocol maps directly on to the transmission control protocol (TCP) layer as-specified by IETF
port number 9877 as assigned by Internet Assigned Numbers Authority (FANA) to this Specificatig

e number assigned by IANA is x510.

d protocol is identified by an information object being an instance of the WRAPPED-PROT informat

WRAPPED-PROT information object class is equivalent to the TYPE-IDENTIFIER information ol
Rec. ITU-T X.681 | ISO/IEC 8824-2.
LPROT ::= TYPE-IDENTIFIER
mation object is used to bind the type offprotected protocol identified by an object identifier to th
that protocol.
bd protocol reference shall have the following syntax.
Prot {WRAPPED-PROT:SupportedProtSet} ::= SEQUENCE ({
WRAPPED-PROT. &id ({ SupportedProtSet}),
WRAPPED-PROT . &Type\( { SupportedProtSet} {Qid}) ,
pedProt parameterized data type has the following components:

a) the id‘component shall hold the object identifier assigned to the protected protocol in question;

b) The\prot component shall hold an instance of the top level APDU being a choice of all th
defined by the protected protocol (see Figure 4).

How the protected protocolis wrapped by the wrapperis further specified in Apnex C |

8.9

where the
onse. The

RFC 793.
n shall be

on object
ject class

e abstract

e PrPDUs

Overview of wrapper protocol data units

The WwrapperPDU data type represents the top APDU of the set of WrPDUs supported by the wrapper protocol.

WrapperPDU ::= CHOICE ({
handshakeReq [0] HandshakeReq,
handshakeAcc [1] HandshakeAcc,
handshakeWrpRej [2] HandshakeWrpRej,
handshakeProRej [3] HandshakeProRej,

handshakeSecAbort [4] HandshakeSecAbort,
handshakeProAbort [5] HandshakeProAbort,

dtSecAbort [6] DtSecAbort,
applAbort [7] ApplAbort,
releaseReq [8] ReleaseReq,
© ISO/IEC 2020 - All rights reserved Rec ITU_T X 510 (08/2020)
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releaseRsp [9] ReleaseRsp,
dataTransferClient [10] DataTransferClient,
dataTransferServer [l11l] DataTransferServer,

}

9 Association management

9.1 Introduction to association management

An association is defined as a cooperative relationship between two application entities, which enables the communication
of information and the coordination of their joint operation for an instance of communication.

The initiator of an association is called the client and the target of an association request is called the server.

9.2 Association handshake request

The HandshakeReq WrPDU is used by the client to initiate an association. It has the following syntax.

HandshakeReq ::= Signed{TbsHandshakeReq}
TbsHandghakeReq ::= SEQUENCE ({
version Version DEFAULT {vl},
prProt WRAPPED-PROT. &id ({SupportedProtSet}),
sigAlg AlgorithmIdentifier {{SupportedSignatureAlgorithms}},

altSigAlg [0] AlgorithmIdentifier {{SupportedAltSignatureAlgorithms}} OPTIONAL,
pkiPath DER-PkiPath,

assolD AssolD,
time TimeStamp,
keyEst AlgorithmWithInvoke{{SupportedKeyEstablishmentAlgos}},

altKeyEst [1] AlgorithmWithInvoke{{SupportedAltKeyEstablishmentAlgos}} OPTIONAIL,
encr-mode CHOICE {

aead [2] SEQUENCE SIZE (1l..MAX) OF
algo AlgorithmIdentifier{{SupportedAeadAlgorithms}},
nontaead [3] SEQUENCE {
encr [0] SEQUENCE SIZE (1..MAX)\ OF
algo AlgorithmIdentifier{{SupportedSymmetricKeyAlgorithms}}
OPTIONAL,
ievAlgID [1] SEQUENCE SIZE (1. .MAX) OF
algo AlgorithmIdentifier{{SupportedIcvAlgorithms}} },
o),
attCert DER-AttributeCertificate OPTIONAL,1l

applData [4] WrappedProt{ {{SupportedProtSet}} OPTIONAL,
R

Version| ::= BIT STRING( {
vl (0 -- version(1
}
DER-PkiPath ::="OCTET STRING

(CONTAINING..PkiPath ENCODED BY der)

DER-AttributeCertificate ::= OCTET STRING
(CONTAINING AttributeCertificate ENCODED BY der)

der OBJECT IDENTIFIER ::=
{joint-iso-itu-t asnl(l) ber-derived(2) distinguished-encoding(1)}

AssoID ::= INTEGER (0.. 32767)

TimeStamp ::= GeneralizedTime
SupportedSignatureAlgorithms ALGORITHM ::= {...}
SupportedAltSignatureAlgorithms ALGORITHM ::= {...}
SupportedKeyEstablishmentAlgos ALGORITHM ::= {...}

SupportedAltKeyEstablishmentAlgos ALGORITHM ::= {...}
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SupportedAeadAlgorithms ALGORITHM ::= {...}
SupportedSymmetricKeyAlgorithms ALGORITHM ::= {...}
SupportedIcvAlgorithms ALGORITHM ::= {...}

0(E)

The signed data type is defined in clause 6.5.2. As detailed in clause 8.3, a Signed data value may contain two digital
signatures during a migration period. When a second digital signature is included, then the altSigAlg component shall
also be present.

The TbsHandshakeReq data type has the following components.

a)

The version component shall specify the version(s) of the wrapper protocol supported by the client. The
version component is a bit-string that allows the client to set multiple bits if it supports multiple versions.

NOTE 1 — At the time of publication, onlyv version 1 is defined

b)

c)

d)

c)

)

h)

The prProt component specifies the type of protocol to be protected. It shall hold the object
identifying that protocol.

The sigAlg component shall hold the digital signature algorithm to be used for the.digital sig
the signed data value includes two digital signatures, then this component shall beésused to gg
digital signature to be placed in the signature component of the Signed datatype.

The inclusion of the digital signature algorithm within the integrity-protected area serves two p
allows the digital signature algorithm to be protected by the digital signature and by placing
start of the WrPDU makes it possible to generate the hash for digital.Signature verification durir
pass of the WrPDU.

NOTE 2 — This Specification does not mandate a specific set of digital-signature algorithms. Reference sp

or implementers' agreements may replace the dots with a set of digitalsignature algorithms to be supported fa
environment.

The al1tsigAlg component, when present, may be us€dyfor digital signature algorithm migratiof
(see clause 8.3). It shall be present if the Signed data value includes two digital signatures. Ot}

shall be absent. If present, it shall be used to“generate the digital signature to be plac
altSignature component of the Signed data-type.

The pkiPath component shall hold the certification path necessary to verify the digital sig
specified in Rec. ITU-T X.509 | ISO/IEC 9594-8. The first element shall be a CA certificate i

identifier

pnature. If
nerate the

irposes. It
t near the
g the first

cifications
r a specific

| purposes
herwise, it
ed in the

fnature as
sued by a

trust anchor trusted by the relying party. The last element shall be the end-entity public-key certificate used

to validate the digital signature.. As a special case, the end-entity public-key certificate may
directly by the trust anchor. This:<component is encapsulated in an octet string being distinguished
rules (DER) encoded allowing other than basic encoding rules (BER) to be used for general enc

The assoID component shall uniquely identify the identity of an association within the conte
and server pair.

The time component shall hold the UTC generalized time at which this component was cr
clause 8.2 for details).

The keyEst component shall hold the key establishment algorithm used to establish shared 5
keys-tebe used during data transfer. Two or four keys shall be generated as specified in item j).

The-altKeyEst component, when present, may be used for key establishment algorithm migral

The encr-mode component is a choice between two alternatives as follows.

be issued
encoding
oding.

Kt a client
pated (see

ymmetric

tion.

— The aead alternative is used when the client wants to take advantage of the performance benefits of

using an AEAD algorithm for both encryption and integrity protection using a single operation. When
this alternative is taken, two symmetric keys shall be generated, one for each direction. The client
may specify several AEAD algorithms. The client shall list the algorithms according to its preference
by having the most preferred algorithm as the first one in the sequence-of. If a HandshakeAcc
WrPDU is to be returned, the server shall take the same alternative and specify the first AEAD
algorithm it supports of those suggested.

The non-aead alternative is taken when the client does not suggest that encryption be used or the
client for some reason wants added flexibility by using separate encryption and ICV specifications.

This alternative requires two symmetric keys to be generated for ICV purposes and an additional two
symmetric keys to be generated if encryption is required.

This alternative has two components as follows.
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k) The

i) In the encr component, when present, the client shall suggest a sequence-of one or more
symmetric key algorithms listed according to its preference by having the most preferred
algorithm as the first one in the sequence-of. If a HandshakeAcec WrPDU is to be returned, the
server shall, if relevant, specify the first symmetric key algorithm it supports of those suggested.

ii) Inthe icvAlgID component, the client shall suggest a sequence-of one or more ICV algorithms
listed according to its preference by having the most preferred algorithm as the first one in the
sequence-of. If a HandshakeAcec WrPDU is to be returned, the server shall specify the first ICV
algorithm it supports of those suggested.

attCert component, when present, shall hold an attribute certificate providing access control

information. This component is encapsulated in an octet string being DER encoded allowing other than
BER to be used for general encoding.

1) The applData component, when required by the protected protocol, shall hold an instance of a PrPDU

qppr‘ifving some initialization information qunirPd hy the pran(‘th prntnr‘n]

9.3 Association accept
The HanIhakeAcc WrPDU shall be issued by the server, when accepting an association request;
The HandshakeAcc WrPDU has the following syntax.
HandshakeAcc ::= Signed{TbsHandshakeAcc}
TbsHandghakeAcc ::= SEQUENCE ({
version Version DEFAULT {vl},
sigSel CHOICE {
sighlg AlgorithmIdentifier{{SupportedSignaturealgorithms}},
altpigAlg [0] AlgorithmIdentifier{{SupportedAltSignatureAlgorithms}} },
pkiPath DER-PkiPath,
assoIb AssolID,
time TimeStamp,
keyEstSel CHOICE {
keyEst AlgorithmWithInvoke{{SupportedKeyEstablishmentAlgos}},
altKeyEst [1] AlgorithmWithInvoke{{SupportedAltKeyEstablishmentAlgos}} },
encr-mode CHOICE {
aead [2] AlgorithmIdentifier{{SupportedAeaAlgorithms}},
nontaead [3] SEQUENCE {
encr [0] AlgorithmIdentifier{{SupportedSymmetricKeyAlgorithms}} OPTIONAL,
ievAlgID [1] AlgorithmIdentifier{{SupportedIcvAlgorithms}} },
...},
attCert DER-AttributeCertificate OPTIONAL,
bta [4] WrappedProt{ {{SupportedProtSet}} OPTIONAL,

applD
|

The TbsHandshakeAcc datatype has the following components.

b) ThesigSel component has two alternatives:

a) The version tomponent shall specify exactly one version that is supported by the server. It shall be
selected among those suggested in the corresponding HandshakeReq. The highest supported yersion of
those-suggested by the client should be selected.

the sigAlg alternative shall be selected if the client did not include an alternative digital| signature
a]gnﬂ'ﬂ'\m orif the client included-an alternative algori but-the server does-—no pport that

18

alternative algorithm;

the altSigAlg alternative shall be selected if the client has included an alternative digital signature
algorithm and the server supports that algorithm.

The alternative taken determines which digital signature algorithm shall be used in future communications
within the association.

The selected digital signature algorithm shall be used to generate the digital signature to be placed in the
signature component of the Signed data type. The altSignature component of the Signed data type
shall be absent.
NOTE - If the altSigAlg alternative is taken, the parties in the communication now know that they both support the
more secure digital signature algorithm, which may be utilized in future communications.
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c) The pkiPath component shall hold the certification path used to verify the digital signature. This
component shall be encapsulated in an octet string being DER encoded allowing other than BER to be used
for general encoding.

d) The assoID component shall have the same value as specified for the corresponding component of the
associated HandshakeReq WrPDU.

e¢) The time component shall hold the UTC generalized time at which of this component was created (see
clause 8.2 for details).

f) The keyEstSel component has two alternatives:

— the keyEst alternative shall be selected if the client did not include an alternative key establishment
or if the client included an alternative algorithm, but the server does not support that alternative
algorithm;

— the altKeyEst alternative shall be selected if the client has included an alternative key establishment
algorithm and the server supports that algorithm.

o) The encr-mode component is a choice between two alternatives. The server shall take theame 3lternative
as the client did in the HandshakeReq WrPDU:

—  if the client selected the aead alternative, the server shall select the first supported AE-algorithm of
the sequence-of of the AEAD-algorithms suggested by the client;

— if the client selected the non-aead alternative, the server shall inctude the same components as
included in the HandshakeReq WrPDU:

i)  if the client included the encr component, the server shalkSelect the first supported gymmetric
key algorithm of the sequence-of of those suggested by(the'client,

ii) the iecvAlgID component shall select the first suppoerted ICV algorithm of the sequ¢nce-of of
those suggested by the client.

h) The attCert component, when present, shall hold~an attribute certificate. This component shall be
encapsulated in an octet string being DER encoded allowing other than BER to be used f¢r general
encoding.

i) The applData component, when required by the protected protocol, shall hold an instance off a PrPDU
responding to initialization information ptévided by the client.

9.4 Association reject due to security issues

When the[server detects an error or an unsupperted component in the wrapper protocol part of a HandshakeReq WrPDU,
a HandsIkeerRej WrPDU shall be retutned.

The HandshakeWrpRej WrPDU has\the following syntax.
HandshakeWrpRe]j ::= Signed{TbsHandshakeWrpRej}
TbsHandghakeWrpRej _: :=/ SEQUENCE ({
versien Version DEFAULT {vl},
sigSel CHOICE {
sighlg AlgorithmIdentifier{{SupportedSignatureAlgorithms}},

altigAlg—[0] AlgorithmIdentifier{{SupportedAltSignatureAlgorithms}} },
assolDb AssolD,

time TimeStamp,

pkiPath DER=PkIP=th;

diag WrpError OPTIONAL,
}

The altAlgorithmIdentifier and the altSignature components of the Signed data value shall be absent.

The TbsHandshakeWrpRej data type has the following components.

a) The version component shall specify exactly one version that is supported by the server. It should be
selected among those suggested in the corresponding HandshakeReq WrPDU. The highest supported
version of those suggested should be selected. However, if the server does not support any of the suggested
versions, it shall return one alternative value it does support.

b) The sigSel component has two alternatives:
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— the sigAlg alternative shall be selected if the client did not include an alternative digital signature

algorithm or if the client included an alternative algorithm, but the server does not support that
alternative algorithm, but it does support the native algorithm;

— the altSigAlg alternative shall be selected if the client has included an alternative digital signature

algorithm and the server supports that algorithm.

If the server does not support any of the algorithms, it shall instead add a supported algorithm in the
sigAlg alternative.

The selected digital signature algorithm shall be used to generate the digital signature to be placed in the
signature component of the Signed data type. The altSignature component of the Signed data type
shall be absent.

¢) The assoID component shall have the same value as specified for the corresponding component of the
associated HandshakeReq WrPDU.
d) The time component shall hold the UTC generalized time at which this component wascergated (see
clause 8.2 for details).
) The pkiPath component shall hold the certification path used to verify the digital signature.
f) The diag component, when present, shall hold a WrpError value with the appropriate diagnostic code. It
shall be absent if an alert event was raised. Otherwise, it shall be present.
9.5 Association reject by the protected protocol
When an prror is detected in the protected protocol parts of a HandshakeReq WtPDU, a HandshakeProRefj WrPDU
shall be r¢turned.

The HandshakeProRej WrPDU has the following syntax.
Handshal

TbsHandj

sigS

SigJ

al
asso
time
pkiP
appl

The TbsHandshakeProRej WrPDU has'the following components.
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}

)

keProRe]j ::= Signed{TbsHandshakeProRej}
EhakeProRej ::= SEQUENCE ({
L CHOICE {
Alg AlgorithmIdentifier{{SupportedSignatureAlgorithms}},
BigAlg [0] AlgorithmIdentifier{{SupportedSignatureAlgorithms}} },
D AssolID,
TimeStamp,
Eh DER-PkiPath,
bta WrappedProt{ {SupportedProtSet}},

The sigSel componenthas two alternatives:

— the sigAlgalternative shall be selected if the client did not include an alternative digital| signature
algorithmer if the client included an alternative algorithm, but the server does not support that
alternative algorithm;

— the’altSigAlg alternative shall be selected if the client has included an alternative digital signature
algorithm and the server supports that algorithm.

The selected digital signature algorithm shall be used to generate the digital signature to be placed in the
signature component of the Signed data type. The altSignature component of the Signed data type

b)

d)
e)

blldﬂ bU d‘UbCllL.
The assoID component shall have the same value as specified by the corresponding component of the
associated HandshakeReq WrPDU.

The time component shall hold the UTC generalized time at which of this component was created
(see clause 8.2 for details).

The pkiPath component shall hold the certification path used to verify the digital signature.

The applData component shall hold information from the protected protocol as to the reason for the
rejection.
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9.6 Handshake security abort

0(E)

A HandshakeSecAbort WrPDU is issued by the client when it does not agree with the information supplied in the
HandshakeAcc WrPDU.

The HandshakeSecAbort WrPDU has the following syntax.

HandshakeSecAbort ::= Signed{TbsHandshakeSecAbort}
TbsHandshakeSecAbort ::= SEQUENCE ({
version Version DEFAULT {vl},
sigAlg AlgorithmIdentifier {{SupportedSignatureAlgorithms}},
assolD AssolID,
time TimeStamp,
pkiPath DER-PkiPath,
diag WrpError OPTIONAL,
o}
The TbsHandshakeSecAbort data type has the following components.
a) The version component shall have the same bits set as in the original HandshakeReg-WrPDI
b) The sigAlg component shall have the same value as the one used in the HandshakeAcc WrPI
was a valid value according to the client. Otherwise, it shall hold the native digital signature alg
specified in the sigAlg component in the original HandshakeReq WrPDU!
The selected digital signature algorithm shall be used to generate the digital signature to be pla
signature component of the Signed data type. The altSignature.component of the Signed
shall be absent.
c) The AssoID component shall hold the same value as in the rejected HandshakeAce WrPDU.
d) The time component shall hold the UTC generalizéd time at which this component w3
(see clause 8.2 for details).
) The pkiPath component shall hold the certificationpath used to verify the digital signature.
f) The diag component, when present, shall hold a value of the WrpError data type with the a
diagnostic code. It shall be absent if an alert'€vent was raised. Otherwise, it shall be present.
9.7 andshake abort by protected protocol

J.
DU, if that
orithm as
ced in the
data type

s created

bpropriate

A HandshakeProAbort WrPDU is issued by a client when the protected protocol does not agree with the infformation

supplied ip the HandshakeAcec WrPDU.

The HandshakeProAbort WrPDU has the following syntax.

HandshakeProAbort ::= Signed{TbsHandshakeProAbort}
TbsHandshakeProAbort(::= SEQUENCE ({

sigAlg AlgoxithmIdentifier {{SupportedSignatureAlgorithms}},

assoIb AssolD,

time TimeStamp,

pkiPath DER-PkiPath,

applData WrappedProt{ {SupportedProtSet}},

..}

The TbsHandshakeProAbort data type has the following components.

a)

b)
¢)

d)

The sigAlg component shall have the same value as the one used in the HandshakeAcc WrPDU.

The selected digital signature algorithm shall be used to generate the digital signature to be placed in the
signature component of the Signed data type. The altSignature component of the Signed data type

shall be absent.
The AssoID component shall hold the same value as in the rejected HandshakeAce WrPDU.

The time component shall hold the UTC generalized time at which this component was created

(see clause 8.2 for details).

The pkiPath component shall hold the certification path used to verify the digital signature.

The applData component shall hold information from the protected protocol as to the reason for the

abortion.
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9.8 Data transfer security abort

A DtSecAbort WrPDU is issued when a security problem is encountered within the wrapper protocol part during the
data transfer phase. Integrity and authentication are provided by a digital signature rather than an ICV.

The DtSecaAbort WrPDU has the following syntax.

DtSecAbort ::= Signed{TbsDtSecAbort}
TbsDtSecAbort ::= SEQUENCE {
sigAlg AlgorithmIdentifier {{SupportedSignatureAlgorithms}},
assolD AssolID,
time TimeStamp,
pkiPath DER-PkiPath,
seq SequenceNumber,
diag WrpError OPTIONAL,

}

The TbsDitSecAbort data type has the following components.

9.9

An App12
associatioj

The applpbort WrPDU has the following syntax.

ApplAbo

TbsAppli]
sigAl
assol
time
pkiPa
seq

)

n.

applD
|

Abort by protected protocol

rt ::= Signed{TbsApplAbort}
Abort ::= SEQUENCE {
y AlgorithmIdentifier {{SupportedSignatureAlgorithms}},
D AssolID,
TimeStamp,
Eh DER-PkiPath,
SequenceNumber,
hta WrappedProt{ {SupportedProtSet}},

The sigAlg component shall hold the digital signature algorithm resulting from thé.algorithm
(see item b) in clause 9.3).

The selected digital signature algorithm shall be used to generate the digital signature to be pla
signature component of the Signed data type. The altSignature component of the Signed
shall be absent.

The assoID component shall have the same value as specified for'the corresponding compon
associated HandshakeReq WrPDU.

The time component shall hold the UTC generalized time~at which this component w3
(see clause 8.2 for details).

The pkiPath component shall hold the certification path used to verify the digital signature.
The seq component shall hold the sequence numberthat caused the exception.

The diag component, when present, shall hold\a value of the WrpError data type with the a
diagnostic code. It shall be absent if an alert'€vent was raised. Otherwise, it shall be present.

selection

ced in the
data type

ent of the

s created

bpropriate

\bort WrPDU shall be issued whena protected protocol during the data transfer phase decides t¢ abort an

The TbsApplabort data type has the following components.

22

a)

b)

¢)

d)

Rec. ITU-T X.510 (08/2020)

The sigAlg component shall hold the digital signature algorithm resulting from the algorithm selection

(see item b) in clause 9.3).

The selected digital signature algorithm shall be used to generate the digital signature to be placed in the
signature component of the Signed data type. The altSignature component of the Signed data type

shall be absent.

The assoID component shall have the same value as specified for the corresponding component of the

associated HandshakeReq WrPDU.

The time component shall hold the UTC generalized time at which this component was created

(see clause 8.2 for details).

The pkiPath component shall hold the certification path used to validate the digital signature.
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e) The seq component shall hold the sequence number of WrPDU that held the PrPDU that ¢

exception.

abortion.

9.10 Release request WrPDU

A ReleaseReq WrPDU shall be issued when one of the application entities requires termination of an existing
association. If the client and the server almost simultaneously issue a ReleaseReq WrPDU, we have a release collision
as discussed in clause 9.12.

The ReleaseReq WrPDU has the following syntax.

ReleaseReq ::= Signed{TbsReleaseReq}
TbsReleg@seReq ::= SEQUENCE {
sigAlg AlgorithmIdentifier {{SupportedSignatureAlgorithms}},
assolDb AssolD,
time TimeStamp,
pkiPath DER-PkiPath,
}
A ReleaseReq PDU has the following components.

9.11 [Release response WrPDU

A Releas

The Relel:seRsp WrPDU has the folloywing syntax.

ReleaseRsp ::= Signed{ThsReleaseRsp}
TbsReleg@seRsp ::= SEQUENCE {
sigAlg AlgorithmIdentifier {{SupportedSignatureAlgorithms}},
assoIb AssolD,
time TimeStamp,
Eh DER-PkiPath,

pkiPa
R |

a) The sigAlg component shall hold the digital signature algorithm regulting from the algorithn
(see item b) in clause 9.3).

The selected digital signature algorithm shall be used to generate)the digital signature to be pla
signature component of the Signed data type. The altSignature component of the Signed
shall be absent.

b) The assoID component shall have the same value ds specified for the corresponding compon
associated HandshakeReq WrPDU.

c) The time component shall hold the UTC ‘generalized time at which this component w3
(see clause 8.2 for details).

d) The pkiPath component shall hold the\certification path used to verify the digital signature.

eRsp WrPDU shall be issued ag\a-reply to a ReleaseReq WrPDU.

A ReleaseRsp WrPDU has the following components

© ISO

aused the

The applData component shall hold information from the protected protocol as to the reason for the

selection

ced in the
data type

ent of the

s created

a) The sigAlg component shall hold the digital signature algorithm resulting from the algorithm selection

(see item b) in clause 9.3).

The selected digital signature algorithm shall be used to generate the digital signature to be placed in the
signature component of the Signed data type. The altSignature component of the Signed data type

shall be absent.

b) The assoID component shall have the same value as specified for the corresponding component of the

associated HandshakeReq WrPDU.

c¢) The time component shall hold the UTC generalized time at which this component was created

(see clause 8.2 for details).

d) The pkiPath component shall hold the certification path used to verify the digital signature.
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9.12 Release collision

When the client and the server almost simultaneously issue a ReleaseReq WrPDU, the result is a release collision as
illustrated in Figure 6.

Client Server

Rel CaseReq ReleaseRed

ReleﬂSeRsp Association
exists
Association [ S —
eXi1sts Releaser>y J'
T Association
"""""""" terminated
l X.510(20)_F06
Association
terminated

Figure 6 — Release collision

A collisioh is detected when both entities receive a ReleaseReq WrPDU instead of'a ReleaseRsp WrPDU affer having
issued a ReleaseReq WrPDU. Having detected the collision situation:

1. the client shall issue a ReleaseRsp WrPDU;
2. the server shall wait for the ReleaseRsp WrPDU to dfrive from the client;

3. when the server receives the ReleaseRsp WrPDU, it shall issue a ReleaseRsp WrPDU toward the client
and shall consider the association as terminated;

4. when the client receives the ReleaseRsp WrPDU form the server, it shall consider the assqciation as
terminated.

10 [Data transfer phase

10.1 Symmetric keys renewal

Symmetrilc keys used for encryption as well as for generation and verification of the ICV require renewal. Thjs shall be
done withlin the data transfer phase.

Only one|side of a communication may initiate key renewal. Otherwise, the collision cases become quite cofplicated.
Thereforel only the cliehitmay initiate key renewal. The wrapping protocol is therefore slightly different for daja transfer
initiated By the client.and for data transfer initiated by the server.

10.2 ata transfer by the client

10.2.1 General

The DataTransferClient WrPDU is used by the client when transmitting data. It has the following syntax.

DataTransferClient ::= CHOICE {
aead [0] DataTransferClientAE,
non-aead [1l] DataTransferClientNEA,
}

The DataTransferClient is a choice between the two alternative types of WrPDUs.

a) The aead alternative shall be selected if the aead alternative was taken for the encr-mode component of
the HandshakeReq WrPDU. It is further discussed in clause 10.2.2.

b) The non-aead alternative shall be selected if the non-aead alternative was taken for the encr-mode
component of the HandshakeReq WrPDU. It is further discussed in clause 10.2.3.
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10.2.2  Client using authenticated encryption with associated data

The DataTransferClientAE WrPDU is expressed using the AUTHEN-ENCRYPT parameterized data type specified in
clause 6.6.2.

DataTransferClientAE ::= AUTHEN-ENCRYPT{AadClientAE, WRAPPED-PROT.&Type}

AadClientAE ::= SEQUENCE ({
COMPONENTS OF AadClient,
encInvoke [3] AlgoInvoke{{SupportedAeadAlgorithms}} OPTIONAL,

}

The DataTransferClientAE WrPDU has the following parameters.

a) The AadClientAE is the part of the DataTransferClientAE that is not encrypted, but serves as
associated data for the AEAD algorithm. It consists of the components of the AaDClient data type (see
clause 10.2.4) together with the value of the dynamic parameters, if any, for the AEAD algprithm, as
specified by the encInvoke component.

b) The WRAPPED-PROT. &Type is the PrPDU to be encrypted.

10.2.3  [Client not using authenticated encryption with associated data
The DataTransferClientNEA WrPDU has the following syntax.

DataTrapsferClientNEA ::= ICV-Invoke{TbpDataTransferClient}

TbpDatafransferClient ::= SEQUENCE {
COMPONENTS OF AadClient,
encEnyoke [3] AlgoInvoke{{SupportedSymmetricKeyAlgorithms}} OPTIONAL,
conf CHOICE {
clear [4] WrappedProt{{SupportedProtSet}}y
protected [5] ENCIPHERED{WRAPPED-PROT.&Type},

-}
}

The TbpDataTransferClient data type has the following components.

)  The components of the AadClient data‘type are defined in clause 10.2.4.

b) The encEnvoke component, whenspresent, shall hold the value of the dynamic parametgrs of the
information object for the symmetric'key algorithm in question. It shall be present if encryption is required
and if that algorithm has dynamic parameters. Otherwise, this component shall be absent.

NOTE - It the symmetric key algerithm is of the advanced encryption standard-cipher block chaining (AES-CBC) type,
the dynamic parameter is ap.initialization vector of 16 octets.

c) The conf components hias two alternatives:

—  the clear-alternative shall be taken if confidentiality (encryption) is not required and fhall then
includethe-appropriate PrPDU of the protected protocol;

—  the protected alternative shall be taken if confidentiality is required and shall then ipclude an
efierypted PrPDU of the protected protocol.

10.2.4 [Clientnon-encrypted data

Client nof-¢ncrypted data in the form of the AadClient data type is included in a data transfer WrPDU as specified in
clauses 107272and 107273"

The AadClient data type has the following syntax.

AadClient ::= SEQUENCE {

invokeID [0] InvokeID OPTIONAL,

assolD AssolID,

time TimeStamp,

seq SequenceNumber,

keyEst [2] AlgoInvoke{{SupportedKeyEstablishmentAlgos}} OPTIONAL }
InvokeID ::= OCTET STRING (SIZE (6))
SequenceNumber ::= INTEGER (0..2147483647)
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The AadClient data type has the following components.

a) The invokeID component, when present, shall have a value determined by the protected protocol
(see clause 8.6).

b) The assoID component shall take the value agreed for the association to which this WrPDU belongs.

c¢) The time component shall hold the UTC generalized time at which this component was created
(see clause 8.2 for details).

d) The seq component shall hold a sequence number for the DataTransferClient WrPDU. The first data
transfer WrPDU sent by the client within a specific association shall have sequence number '0' and
increased by 'l' for each new WrPDU to be sent. When reaching maximum, the sequence number shall
wrap to '0'.

e) The rekey component shall be present when the client is required to refresh the shared keys.

S min to a

The client shall not include the rekey component if it has not received a DataTransferServefr WrPDU
with the changedKey component set to TRUE for an outstanding DataTransferClient WrPDU with
the rekey component included.

10.3 [Data transfer by the server
10.3.1 |[General

The DataTransferserver WrPDU is used by the server when transmitting data)) It has the following syntax

DataTransferServer ::= CHOICE ({
aead [0] DataTransferServerAE,
non-ae¢ad [1l] DataTransferServerNEA,

}
The DatalTransferServer is a choice between the two alternative types of WrPDUs:

a) the aead alternative shall be selected if the aead alternative was taken for the encr-mode conjponent of
the HandshakeReq;

b) the non-aead alternative shall be selected if the non-aead alternative was taken for the enjcr-mode
component of the HandshakeReq.

10.3.2  [Server using authenticated encryption with associated data

The DatdTransferServerAE WrPDUL.is expressed using the AUTHEN-ENCRYPT parameterized data type specified in
clause 6.64.2.

DataTraphsferServerAE ::=“AUTHEN-ENCRYPT{AadServerAE, WRAPPED-PROT.&Type}

AadServerAE ::= SEQUENCE {

COMPONENTS OF AadServer,

encInyoke [3}~AlgoInvoke{{SupportedAeadAlgorithms}} OPTIONAL,
}

The Data

ransferServerAE WrPDU has the following components.

he—2 e rverAE pa sferServerat—tha ; REEYP serves as
associated data for the AEAD algorithm. It consists of the components of the AadServer data type
(see clause 10.3.4) together with the value of the dynamic parameters for the AEAD algorithm, if any, as
specified by the encInvoke component.

b) The WRAPPED-PROT. &Type is the PrPDU to be encrypted.

10.3.3  Server not using authenticated encryption with associated data
The DataTransferServerNEA WrPDU has the following syntax.
DataTransferServerNEA ::= ICV-Invoke{TbpDataTransferServer}
TbpDataTransferServer ::= SEQUENCE {

COMPONENTS OF AadServer,
encInvoke [3] AlgoInvoke{{SupportedSymmetricKeyAlgorithms}} OPTIONAL,
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conf CHOICE {
clear [4] WrappedProt{{SupportedProtSet}},
protected [5] ENCIPHERED {WRAPPED-PROT. &Type},

}

b,

The TbpDataTransferServer data type has the following components.

10.3.4

Server no
clauses 1

The AadServer data type has the following syntax.

AadServ
invok
assol
time
seq
reqRe
chang

The AadServer data type has the following components:

a)

The components of the AadServer data type as defined in clause 10.3.4.

b) The encEnvoke component, when present, shall hold the value of the dynamic parameters of the
information object for the symmetric key algorithm in question. It shall be present if encryption is required

and if the algorithm has dynamic parameters. Otherwise, this component shall be absent.

NOTE - It the symmetric key algorithm is of type AES-CBC, the dynamic parameter is an initialization vector of

)

16 octets.

The conf components has two alternatives:

pTD
D

key

R)

b)
C)

d)

c)

Server non-encrypted data

h-encrypted data in the form of the AadServer data type is included in a dafa transfer WrPDU as sj
.3.2and 10.3.3.

Pr

bdKey [2] BOOLEAN DEFAULT FALSE }

—  the clear alternative shall be taken if confidentiality (encryption) is not required and)shall then

include the appropriate PrPDU of the protected protocol;

— the protected alternative shall be taken if confidentiality is required and shall then ihclude an

encrypted PrPDU of the protected protocol.

:= SEQUENCE {
[0] InvokeID OPTIONAL,
AssolD,
TimeStamp,
SequenceNumber,
[1] BOOLEAN DEFAULT FALSE,

The invokeID component, when.present, shall have a value determined by the protected
(see clause 8.6).

The assoID component shall take the value for the association to which this WrPDU belongs.

ecified in

protocol

The time component-shall hold the UTC generalized time at which this component wgs created

(see clause 8.2 for details).

The seq component'shall hold a sequence number for the WrPDU. The WrPDU sent by the serper within
a specific asseciation shall have sequence number '0' and increased by 'l' for each new WrPDU o be sent.

When reaching maximum, the sequence number shall wrap to '0'.

The regRekey component shall be included with the value TRUE when the server wants th¢

client to

initiate)a key renewal process. Otherwise, it shall have the value FALSE or be absent. This compdnent shall
notbe included with the value TRUE if the server has received a DataTransferClient WrPPU with a
rekey component without having sent a DataTransferServer WrPDU with a changedKey cpmponent

confirming the latest rekey request.

The changedKey component shall be included with the value TRUE when the server has received a
DataTransferClient WrPDU with a valid rekey component. The server shall use the old symmetric
keys for the WrPDU holding this component. Subsequent DataTransferServer WrPDUs sent by the
server shall be generated using the new keys. This component shall not be included with the value TRUE if

there is not an outstanding DataTransferClient WrPDU with the rekey component present.
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11 Information flow

11.1 Purpose and general model

This clause explores the flow of information between two application entities and verifies the control of that information
flow.

Figure 7 depicts a general model describing a component going into a communication between two application entities.
Figure 7 is not intended to reflect a possible implementation structure, but is used to reflect the relationship between the
different aspects of an application entity.

Sending application entity Control

function

Protect%? {-—

WrPDU PrPDU | Vemerer | qum| PrPDU protocol SA
N -

SAOC

»| WrPDU | P:PDU ‘

SAOC= Send application object ¢lass

RAOC = Receive application object ¢lass

Recdiving application entity

WrPDU | PrPDU ‘

i PrPDU ‘ \Klﬁrg}ér -I LD profggct)iﬁioc I

Error Krror

Control
function

X.

o
iy

(20)_FO7

Figure 7 = Application entity structure and information flow

The concdpt of application entity has its origin in the Open Systems Interconnection (OSI) world, but it is here ggneralized
to reflect|the structure of a set.of application functions making up an overall application specification for |a specific
purpose. This Specification/therefore describes the structure of an application entity by borrowing some of th¢ concepts
specified |n Rec. ITU-T X207 | ISO/IEC 9545, although there are significant differences. It refers to the differenf elements

as:
)  send.application object classes (SAOCs) for controlling APDU generation;
b) , receive application object classes (RAOCs) for validating received APDUs.

It takes arlobject-oriented view of the components, although a rather simple one

Figure 7 also illustrates the information flow between two application entities, where the SAOCs are only shown in one
application entity, while the RAOCs are shown in the other application entity. However, it should be realized that an
application entity typically holds both types of objects.

As illustrated in Figure 7, an application entity in the context of this specification consists of two SAOCs and two RAOCs
reflecting the wrapping protocol and the protected protocol. The control function included in Figure 7 models the overall
coordination of the application entity. The implementation of the control function may be considered the overall
application that includes the capabilities of the enclosing SAOCs and RAOC:s.

Object classes defined in this way have subclasses for specific purposes. As an example, the wrapper SAOC has a subclass
for each type of WrPDU to be generated. Each such subclass is described in terms of required input and generated output.

In the following, the SAOCs and RAOCs are described in more detail.
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11.2 Protected protocol SAOC

There may be many different protected protocols to consider. The details of the protected protocol lie outside the scope
of this Specification. The input to a protected protocol SAOC is the type of PrPDU to be generated and some additional
information required by the PrPDU type.

Output from a protected protocol SAOC is a PrPDU to be submitted as input to the wrapper SAOC.

11.3 Wrapper SAOC

11.3.1  General
The input to the different subclasses of the wrapper SAOC is outlined in clauses 11.3.2 to 11.3.15.

The output from a subclass is a generated WrPDU to be transmitted.

11.3.2 [Handshake request subclass

This subc]ass is invoked when the control function requests an association establishment. The control-function provides
the following input to the subclass:

a) the version information;

b) the object identifier for the protocol to be protected;

c) the cryptographic algorithms to be used and proposed;

d) whether encryption shall be supported;

e) if encryption shall be supported, whether AEAD shall be used or hot;
f) the certification path to be included;

o) if relevant, an attribute certificate;

h) if relevant, a PrPDU to be included in the HandshakéReq WrPDU.

Based on fhis information a HandshakeReq WrPDU is generated.ready for transmission.

11.3.3 [Handshake accept subclass

This subclass is invoked when a received HandshakeReq WrPDU has been accepted. The control function prpvides the
following|input to the subclass:

a) the version to be used;

b) the cryptographic algorithms(to be used;

c) encryption options;

d) the certification pathto be included;

c) if relevant, an attribute certificate;

f) if relevant, a\P/PDU to be included in the HandshakeAcc WrPDU.

11.3.4 [Handshaké security reject subclass

This subdlass is<invoked when a received HandshakeReq WrPDU has been rejected due to issues with thg wrapper
protocol dlements. The control function provides the following input to the subclass:

)\ version information according to clause 9.4;

b) the digital signature algorithm to be used;
c) the certification path to be included;

d) whether a diagnostic code shall be returned and if yes, with which diagnostic code.

11.3.5 Handshake reject by protected protocol subclass

This subclass is invoked when a received HandshakeReq WrPDU has been rejected due to issues detected by the
protected protocol. This subclass is only relevant when the protected protocol has supplied initialization information. The
control function provides the following input to the subclass:

a) the version to be used;
b) the digital signature algorithm to be used;

c) the certification path to be included;
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11.3.6

d) aPrPDU from the protected protocol describing the issue.

Handshake security abort subclass

This subclass is invoked when a received HandshakeAce WrPDU has been rejected due to issues with the wrapper
protocol elements. The control function provides the following input to the subclass:

a) version information;
b) the digital signature algorithm to be used;
c) the certification path to be included;

d) whether a diagnostic code shall be returned and if yes, with which diagnostic code.

11.3.7 Handshake abort by protected protocol subclass
This subclass is invoked when a received Handshakea WrPDU has been rejected due to issues dete
protected protocol. This subclass is only relevant when the protected protocol has supplied initialization infofm
control fupction provides the following input to the subclass:

) the digital signature algorithm to be used;

b) the certification path to be included;

c) aPrPDU from the protected protocol describing the exception.
11.3.8 [Data transfer security abort subclass
This subclass is invoked when due to security issues a received DataTransferClient WrPDU has been rejed
server or when a received DataTransferServer WrPDU has been rejected by(the'client. The control functios
the following input to the subclass:

) the digital signature algorithm to be used;

b) sequence number of faulty data transfer WrPDU;

c) the certification path to be included;

d) whether a diagnostic code shall be returned andufyes, with which diagnostic code.
11.3.9 [Data transfer application abort subclass
This subc]ass is invoked when an exception condition:is encountered in the protected protocol during data tral
control fupction provides the following input to the\subclass:

) the digital signature algorithmte-be used;

b) sequence number of the wrapping WrPDU;

c) the certification path to.be included;

d) aPrPDU from the protected protocol describing the exception.
11.3.10 |[Release request subclass
This subdlass is invokéd-when the control function determines that the association should be terminated. T
function grovides the.following input to the subclass:

) the-digital signature algorithm to be used;

b)<{ the association identifier (ID);

ed by the
htion. The

ted by the
1 provides

hsfer. The

e control

CJ__Ic certtication pati 1o be mcuded.

Based on this information a ReleaseReq WrPDU is generated ready for transmission.

11.3.11

Release response subclass

This subclass is invoked when a ReleaseReq WrPDU was received. The control function provides the following input
to the subclass:

30

a) the digital signature algorithm to be used,
b) the association ID;

c) the certification path to be included.
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Based on this information a ReleaseRsp WrPDU is generated ready for transmission. If the entity acts as server for the
association to be terminated and if a release collision is detected (see clause 9.12), the transmission of the WrPDU shall
be deferred until a ReleaseRsp WrPDU is received from the client.

11.3.12 Client data transfer with authenticated encryption with associated data subclass

This subclass is invoked within the data transfer phase when AEAD is used. The control function provides the following
input to the subclass:

a)
b)
¢)
d)

the AEAD algorithm to be used;
the dynamic parameters associated with the AEAD algorithm,;
the PrPDU to be protected;

if the protected protocol has a component that correspond to the invokeID component, the value of that

component;

c)
)

o)
h)

the association ID;
whether key renewal is to be initiated;
if key renewal is to be initiated, the key agreement algorithm to be used;

if key renewal is to be initiated, the dynamic parameters associated with the key agreement algg

11.3.13 [Client data transfer with integrity check value protection subclass

This subdlass is invoked within the data transfer phase when protected by ICV. The control function pr
following|input to the subclass:

)
b)
c)
d)
)
C)
d)
)
)
2)

h)

whether encryption is used;

if encryption is used, the symmetric key algorithm;

if encryption is used, the dynamic parameters associated’ with the symmetric key algorithm;

the ICV algorithm to be used;

the dynamic parameters associated with the ICV algorithm;

the PrPDU to be protected;

whether key renewal is to be initiated;

if key renewal is to be initiated, the keysagreement algorithm to be used;

if key renewal is to be initiated, the'dynamic parameters associated with the key agreement algd

if the protected protocol has a component that correspond to the invokeID component, the va
component;

the association ID.

11.3.14 [Server data transfer-Wwith authenticated encryption with associated data subclass

This subc]ass is invoked within the data transfer phase when AEAD is used. The control function provides the
input to the subclass:

)
b)

)

the AEAD algorithm to be used;
the-dynamic parameters associated with the AEAD algorithm;
the PrPDU to be protected;

rithm.

vides the

rithm;

ue of that

following

@

e)
f)
2

it the protected protocol has a component that correspond to the invokeID component, the va
component;

the association ID;
whether a reqRekey indication should be issued;

whether to respond to a key renewal by issuing a changedKey indication.

11.3.15 Client data transfer with integrity check value protection subclass

ue of that

This subclass is invoked within the data transfer phase when a separate ICV is used, and if required, with a separate
encryption of the embedded PrPDU. The control function provides the following input to the subclass:

a)
b)

whether encryption is used;

if encryption is used, the symmetric key algorithm;
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c) if encryption is used, the dynamic parameters associated with the symmetric key algorithm;
d) the ICV algorithm to be used;

e) the dynamic parameters associated with the ICV algorithm,;

f) the PrPDU to be protected,

g) if the protected protocol has a component that correspond to the invokeID component, the value of that

component;
h) whether a reqRekey indication should be issued;

i)  whether to respond to a key renewal by issuing a changedKey indication.

Wrapper error handling

12.1

This claug

12.2

12.2.1

If an excd
WrPDU vy
which cas

12.2.2

For secur

The signled data value (see clause 8.3) is checked using the folowing procedure:

12.2.3

General

e considers the type of errors that might occur within the WrPDU specific protocol elements.

Checking of a wrapper handshake request

General

ption condition is encountered in a HandshakeReq WrPDU, the server skiall feturn a HandshakeSs
vith the appropriate diagnostic code for the diag component, except when an alert event has been
e, the diag component shall be absent in the HandshakeSecReject W1PDU.

Digital signature checking

ty reasons, the digital signature shall be verified before any of'the signed data is validated.

) if neither of the digital signature algorithms specified in the sigAlg component nor the al
component (if present) are supported or accepted, then an invalid-signatureAlgorithm
code shall be returned;

b) if the altSigAlg component is absent or not supported, the signature components of the Si
value shall be checked and if inyalid, an invalid signature alert event shall be raised,

c) ifthe altSigAlg componentis present and supported, then the altSignature component of th
data value shall be checked-and if invalid, an invalid alternative signature alert event shall be ra
Checking of the to-be-signed part

) If none of the~versions specified in the HandshakeReq WrPDU are supported by the
unexpected-vérsion diagnostic code shall be returned.

b) If the protected protocol specified in the prProt component is not supported, a protected-p3
not-supported diagnostic code shall be returned.

c) Ifithe pkiPath component does not allow the verification of the attached public-key certificate]
key certificate verification failed alert event shall be raised.

32

bcReject
raised, in

 tSigAlg
Hiagnostic

gned data

€ Signed
sed.

erver, an

otocol-

a public-

an-assoclationwiath an olID anday 10 eeg otheoneinthe Handsh eRac \\

exists between the two entities in question, a replay detected alert event shall be raised.

U already

e) If an association with an assoID equal to the one in the HandshakeReq WrPDU already exists between

the two entities in question, a duplicate-assoID diagnostic code shall be returned.

f) If the value in the time component is more than 5 min from the UTC time as observed locally, then an

invalid-time-value diagnostic code shall be returned.

g) If none of the key establishment algorithms specified in the keyEst component or the altKeyEst
component (if present) are supported, then a key-estab-algorithm-not-supported diagnostic code

shall be returned.

h) Ifthe aead alternative of the enc-mode component is selected in a HandshakeReq WrPDU, but

the server

does not support or does not want to support AEAD, an encr-mode-aead-not-supported diagnostic

code shall be returned.
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12.3
12.3.1

If an excg
WrPDU ¢

12.3.2

For secur

The signled data value (see clause 8.3) is'checked using the following procedure:

i)

k)

)

ISO/IEC 9594-11:2020(E)

If the aead alternative of the enc-mode component is selected in a HandshakeReq WrPDU, but the server
does not or does not want to support encryption, an encryption-not-supported diagnostic code shall
be returned.

If the server does not support any of the AEAD algorithms proposed in the encr-mode.aead.algo
component, then an aead-algorithms-not-supported diagnostic code shall be returned.

If the non-aead alternative of the enc-mode component is selected in a HandshakeReq WrPDU, but the
server does not support or does not want to support encryption without authentication, an aead-is-
required diagnostic code shall be returned.

If the non-aead alternative of the enc-mode component is selected in a HandshakeReq WrPDU with
the encr component present and the server does not support or does not want to support encryption, then
an encryption-not-supported diagnostic code shall be returned.

If the non-aead alternative of the enc-mode component is selected in a HandshakeReq WrPDU with the

p)

12.3.3

Checking of a wrapper handshake accept

General

Digital signature checking

ty reasons, the signature shall be.yerified before any of the signed data is validated.

encr component absent and the server requires encryption, then an encryption-required {liagnostic
code shall be returned.

If the server does not support any of the symmetric key algorithms proposed in the encr-m¢de .non-
aead.encr.algo component, then a symmetricKey-algorithms-not-supported diagnfstic code
shall be returned.

If the server does not support any of the ICV algorithms proposed~jn the encr-m¢de.non-
aead.icvAlgID.algo component, then an icv-algorithms-not-supported diagnostic codle shall be
returned.

If the attCert component is present, the attribute certificate held-by, that component shall be cljecked for
validity. If that check fails, the invalid-attribute-certificate diagnostic code shall b¢ returned
unless an alert event is to be raised where a diagnostic code shall'not be returned.

ption condition is encountered in a HandshakeaAec WrPDU, the client shall return a HandshakeSecAbort
vith the appropriate diagnostic code, except swhen an alert event has been raised, in which case,|the diag
componeijt shall not be included in the HandshakeSeeAbort WrPDU.

) ifthe altSignature components are included in the Signed data value, then an alt-signatyre-not-
allowed diagnestic code shall be returned;

b) if the algorithm specified in the sigAlg component is different from both the sigAlg compondnt and the
altsigAlg.component of the corresponding HandshakeReq WrPDU, then an invalid digital| signature
algorithmralert event shall be raised;

c) if.the-digital signature in the signature components of the Signed data value is not verified, pn invalid
signature alert event shall be raised.

Cheeking-of-the-to-be-sighed-part

a) Ifaversion component has bits set for more than one version, an only-one-version diagnostic code
shall be returned.

b) If the version selected by the server was not included in the corresponding HandshakeReq WrPDU, an
unexpected-version diagnostic code shall be returned.

c) Ifthe pkiPath component does not allow the verification of the attached public-key certificate, a public-
key certificate verification failed alert event shall be raised.

d) Ifthe assoID does not identify an outstanding HandshakeReq WrPDU, discard the WrPDU and raise an
invalid assolD error event.

e) If the value in the time component is more than 5 min from the UTC time as observed locally, then an

invalid-time-value diagnostic code shall be returned.
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12.4
12.4.1

If an exce
shall be rd
in which

12.4.2

124.2.1

The follo
Handshal

[

f)

2)

h)

W

R)

Checking of data transfer WrPDUs

General

Common checking for'data transfer

Common checking)for use of authenticate encryption with associated data

If the keyEst alternative is taken for the keyEstSel component, and if the specified algorithm is different
from the one specified in the keyEst component of the corresponding HandshakeReq WrPDU, then an
invalid-key-alt-estab-algorithm diagnostic code shall be returned.

If the altKeyEst alternative is taken for the keyEstSel component, and if the specified algorithm is
different from the one specified in the altKeyEst component of the corresponding HandshakeReq
WrPDU or if the corresponding HandshakeReq WrPDU did not include that component, then an
invalid-key-alt-estab-algorithm diagnostic code shall be returned.

If the aead alternative of the enc-mode component is selected in a HandshakeReq WrPDU, but the server
in the HandshakeAcc WrPDU does not specify this alternative, then an aead-is-required diagnostic
code shall be returned.

If the aead alternative of the enc-mode component is selected in a HandshakeReq WrPDU, but the server
in the encr-mode . aead component of the HandshakeAcc WrPDU specifies an algorithm not included
1 c—corresponding—ce orrent—e C R e am—invatid=—aead=ajgorithm

diagnostic code shall be returned.

If the non-aead alternative of the enc-mode component is selected in a HandshakeReq WrPDIU, but the
server in the HandshakeAce WrPDU does not specify this alternative, then an dead-not{allowed
diagnostic code shall be returned.

If the non-aead alternative of the enc-mode component is selected in a HandshakeReq WrPDIU, but the
server in the HandshakeAcc WrPDU in the encr-mode.non-aead.é&ner component spgcifies an
algorithm not included in the corresponding component of the HandshakeReq WrPDU]| then an
invalid-symmetricKey-algorithm diagnostic code shall be returned.

If the non-aead alternative of the enc-mode component is selectedin a HandshakeReq WrPDIU, but the
server in the HandshakeAcc WrPDU in the encr-mode . noniraead. icvAlgID component sgecifies an
algorithm that is not included in the corresponding component of the HandshakeReq WrPDU, then an
invalid-icv-algorithm diagnostic code shall be refurned.

If the attCert component is present, the attribute ¢ertificate held by that component shall be cliecked for
validity. If that check fails, then an invalid-attribute-certificate diagnostic code shall b¢ returned,
unless an alert event is to be raised, in which case’a diagnostic code shall not be returned.

btion condition is encountered in the s€curity parameters of a data transfer WrPDU, then a DtSecAborjt WrPDU
turned with the appropriate diagfigstic code in the diag component, except when an alert event has bgen raised,
ase, the diag component shall*not be included in the DtSecAbort WrPDU.

ving procedure shall be used when the aead alternative was taken for the encr-mode compongnt of the
keReq WrPDU.

H a non-aead alternative was taken for the data transfer, then an aead-is-required diagnpstic code
shall be returned.

©)

T theauthemnticated encrypted WP DU s ot verified; amimvatidc AEAD afertevent siattbe Tatsed.
If the encInvoke component of the AadClientAE /AadServerAE is required, then:

—  if the encInvoke component is absent, a dynamic-aead-algo-parms-required diagnostic code
shall be returned;

—  ifthe AEAD dynamic parameters are invalid, an invalid-dynamic-aead-algo-parms diagnostic
code shall be returned.

12.4.2.2 Common checking for non-use of authenticate encryption with associated data

The following procedure shall be used when the non-aead alternative was taken for the encr-mode component of the
HandshakeReq WrPDU.

34

a)

If the aead alternative was taken for the data transfer, then an aead-not-allowed diagnostic code shall
be returned.
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b) Ifthe encr-mode.non-aead.encr component was present in the HandshakeReq WrPDU, then:

— if the data is not encrypted, return an encryption-required diagnostic code;

—  if the symmetric key algorithm specifies dynamic parameters and values for these parameters are not

included, return a dynamic-symKey-algo-parms-required diagnostic code;

— if the symmetric key algorithm specifies dynamic parameters and values for these parameters are

invalid, return an invalid-dynamic-symKey-algo-parms diagnostic code;

—  if the symmetric key algorithm does not specify dynamic parameters and values for parameters are

included, return a dynamic-symKey-algo-parms-not-required diagnostic code;

— if decryption not possible, a decryption not possible alert event shall be raised.

¢) Ifthe encr-mode.non-aead.encr component was not present in the HandshakeReq WrPDU and data

was encrypted, return an encryption-not-supported diagnostic code.

124.2.3

The Aadd
following]

12.4.5

When a
AadClie

d) 1fthe ICV algorithm specities dynamic parameters and values tor these parameters are not includ
a dynamic-icv-algo-parms-required diagnostic code.

e) If the ICV algorithm specifies dynamic parameters and values for these parameters ar¢ invalid
invalid-dynamic-icv-algo-parms diagnostic code.

f) If the ICV algorithm does not specify dynamic parameters and these parametérs”are includeq
dynamic-icv-algo-parms-not-required diagnostic code.

o) If the ICV is not verified, then an invalid ICV alert event shall be raised.

Common checking for AadClient and AadServer data types

a) If the invokeID component is present, with a value starting with the first three characters “RSP
data WrPDU has been sent with the first three charactérs)"REQ", an unexpected-invokeID-1
diagnostic code shall be returned.

b) If the assoID component specifies an unknowmnJassociation, the data WrPDU shall be discard
unknown assoID received alert event shall beraised.

invalid-time-value diagnostic cede shall be returned.

d) If the value in the seq component'is not '0' for the first data transfer WrPDU receive after a
establishment or if the value is.not 'l' greater than the previous received data transfer WrPDJ
invalid sequence number,alert event shall be raised.

AadClient data value specific checking

berver receives a DataTransferClient WrPDU, it shall perform the following specific che
nt data value.

) If the rekey component is present and the server has not yet replied with a changedkey indical
DataTransferClient WrPDU with the rekey component, then a rekey-out-of-s
diagnostic code shall be returned.

b) , (fythe values for dynamic parameters of the key establishment algorithm are invalid, an i
dynamic-keyEst-algo-parms diagnostic code shall be returned.

ed, return

return an

, return a

1ient and -AadServer data types have some components in comnion:"The components are considgred in the

> when no
eceived

ed and an

c) If the value in the time component is more than 5 min from the UTC time as observed locallly, then an

sociation
J, then an

k on the

ion to the
equence

nvalid-

12.4.6

AadServer data value specific checking

When a client receives a DataTransferServer WrPDU, it shall perform the following specific check on the
AadServer data value.

a) Ifthe reqRekey component is present with the value TRUE, when a DataTransferClient WrPDU with
the keyEst component included and a DataTransferServer WrPDU with a changedKey component

with the value TRUE has not been received, then the reqRekey component shall be ignored.

b) If the changedKey component is present with the value TRUE, when all previously sent
DataTransferClient WrPDUs with the keyEst component included have already been confirmed with
a changedKey with the value TRUE, then return a changedKey-out-of-sequence diagnostic code.
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12.5 Wrapper diagnostic codes

The following diagnostic codes are defined for the wrapper protocol.

WrpError ::= ENUMERATED {
protocol-error
invalid-signatureAlgorithm
unexpected-version
protected-protocol-not-supported
duplicate-assoID
invalid-time-value
key-estab-algorithm-not-supported
encr-mode-aead-not-supported
encryption-not-supported
encryption-required

(0),
(1),
(2),
(3),
(4),
(3),
(6),
(7),
(8),
(9),

aead-algorithms-not-supported (10),
aead-is-required (11),
symmetricKey-algorithms-not-supported (12),
icv-algorithms-not-supported (13),
invaljd-attribute-certificate (14),
alt-sjgnature-not-allowed (15),
only-pne-version (16),
invaljd-key-estab-algorithm (17),
invaljd-alt-key-estab-algorithm (18),
invaljd-aead-algorithm (19),
aead-not-allowed (20),
invaljid-symmetricKey-algorithm (21),
invaljd-icv-algorithm (22),
dynamjc-aead-algo-parms-required (23),
invaljd-dynamic-aead-algo-parms (24),
dynamjc-aead-algo-parms-not-required (25),
dynamj c-symKey-algo-parms-required (26) ,
invaljd-dynamic-symKey-algo-parms (27) ,
dynamjc-symKey-algo-parms-not-required (28),
dynamjc-icv-algo-parms-required (29),
invaljd-dynamic-icv-algo-parms (30),
dynamjc-icv-algo-parms-not-required (31,
unexpe¢cted-invokeID-received (32),
rekeytout-of-sequence (33),
invaljd-dynamic-keyEst-algo-parms (34),
changedKey-out-of-sequence (35),
}
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13.1
13.1.1

ISO/IEC 9594-11:202

SECTION 3 — PROTECTED PROTOCOLS

Authorization and validation list management

General on authorization and validation management

Introduction

0(E)

Authorization and validation management is concerned with how the authorizer maintains AVL information within the
AVL entities the authorizer supports. This management is executed using the authorization and validation manage
protocol (AVMP). The AVMP is designed to be protected by the wrapper protocol as specified in Section 2.

NOTE

— For a definition of AVL and authorizer see clause 11 of Rec. ITU-T X.509 | ISO/IEC 9594-8.

It shall bg
entities th|

When the
server.

13.1.2
When an

an integer| that allows the response to be paired with the corresponding{request.

The Invd
Invokel

13.1.3

There are

13.2 [Defined protected protocol data unit types

The folloy

the same trusted CA that has certified the end-entity public-key certificates for the authorizer and
e authorizer serves. Each AVL entity shall be supplied with:

- its own end-entity public-key certificate and the corresponding private key to be used for digital
generation;

— the end-entity public-key certificate for the authorizer;
- the CA certificate of the issuing CA for above end-entity public-key certificate:

AVMP is the protected protocol, the authorizer is the client of the association, while the AVL en

Invocation identification

nteraction consists of a request and a response, the two PrPDUsare tied together with an InvokeID

keID shall be unique within the context of a client-Server pair. When an interaction has comp
b may be reused for a new interaction.

Exception conditions

three types of exception condition as follows!

) Warning: this is an exception condition within a received request that is not considered severe
cause termination of an existing association. Exception information is provided as part of normall
This exception type is only relevant for the data transfer phase.

b) Error: this is an exception cendition severe enough to cause an existing association to be terming
is determined that the error is not caused by an adversary. The association is terminated by issuin
PrPDU with the appropriate diagnostic code.

c) Alert: this is ail exception condition that potentially has been caused by the action of an adve
association i$.terminated by issuing an abort PrPDU with a noRreason diagnostic code.

ing PrPDU types are defined for the AVMP.

the AVL

signature

tity is the

, which is

leted, the

enough to
response.

ted, but it
o an abort

sary. The

avlprot

WRAPPED-PROT ::= {

Avlprot

IDENTIFIED BY id-avlprot }

Avlprot :

:= CHOICE {

initReq [0] InitializationRec,
initAcc [1] 1InitializationAcc,
initRej [2] 1InitializationRej,
initAbt [3] InitializationAbort,
certReq [4] CertReq,

certRsp [5] CertRsp,

addAvlReq [6] AddAvlReq,
addAvl1Rsp [7]1] AddAvlRsp,
replaceAvlReq [8] ReplaceAvlReq,
replaceAvlRsp [9] ReplaceAvlRsp,
deleteAvlReq [10] DeleteAvlReq,
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deleteAvlRsp [11] DeleteAvlRsp,
rejectAVL [12] RejectAVL,

abort
}

[13] Abort,

13.3 Authorization and validation management protocol initialization request

During association establishment, the version of AVMP is negotiated as part of the initialization. The Initialization
PrPDU has the following syntax.

InitializationRec ::= SEQUENCE {
version Version,

}

The version component shall hold the version of the AVMP. The syntax of the Version data type is a named bit string.

The clien
among th

The curre

If the sery
the server

The Init

134
When ac

Initial

Initial
versi

}

The versfion component shall specify a single version of those suggested by the client.

If the clie

The Init

13.5
When re]

Initial
Initial

diag
uns}

}
The diag]

May Specily Multiple versions by Sctiing the appropriate bits, wiiile the server shall specily only a sing
se suggested by the client.

ht version is version v1.

does not support any of the versions suggested, it shall return an InitializationRej PrPDU.

ializationReq PrPDU shall be embedded in a HandshakeReq WrPDU (see(clause 9.2).

Authorization and validation management protocol initialization“accept

Cepting  the initialization information in the InitializationReg PrPDU, the server shall
i zationAcc PrPDU. It has the following syntax.

LzationAcc ::= SEQUENCE {
bn Version,

ht does not accept the InitializationAcc PrPDU, it shall issue an InitializationAbort PrPI

ializationAcc PrPDU shall be embedded in a HandshakeAce WrPDU (see clause 9.3).

Authorization and validation management protocol initialization reject

ecting the initialization imformation in the InitializationReq PrPDU, the server shall
i zationRej PrPDU. It has the following syntax.

LzationRe]j ::= SEQUENCE {
ENUMERATED {
hpportedVersions (0),

b,

component shall specify the reason for the rejection:

). the server does not support any of versions proposed by the client.

le version

er supports at least one of the versions suggested by the client, it shall return InitializationAcc PrPDU. If

return an

return an

The InitializationRej PrPDU shall be embedded in a HandshakeProRej WrPDU (see clause 9.5).

13.6

Authorization and validation management protocol initialization abort

When rejecting the initialization information in the InitializationAcec PrPDU, the client shall return an
InitializationAbort PrPDU. It has the following syntax.

InitializationAbort ::= SEQUENCE {

diag

ENUMERATED {

unsupportedVersion (0),
onlySingleVersionAllowed (1),

)
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The diag component shall specify the reason for the abort:

a)

b)

the unsupportedversion diagnostic code shall be selected if the server specifies a single v
included in those proposed by the client;

0(E)

ersion not

the onlySingleVersionAllowed diagnostic code shall be selected if the server returned multiple

versions.

The InitializationAbort PrPDU shall be embedded in a HandshakeProAbort WrPDU (see clause 9.7).

13.7 Add authorization and validation list request

The authorizer uses the addAvlReq PrPDU to initiate the addition of an AVL to an AVL entity.

AddAvlReq :

invokelD
certlist

}

The Ad:j:lReq PrPDU shall be embedded in a DataTransferClient WrPDU.

The Ad
a)

b)

The recipjent AVL entity shall check the validity of the request:

)

b)

C)

d)

)

1Req data type specifies the syntax of the actual content and has the following components:

:= SEQUENCE {
InvokelD,

CertAVL,

the invokeID component shall identify the interaction consisting of ‘the AddAvlReq
corresponding AddAv1Rsp;

The certList component shall hold the AVL to be added to the AVL entity.

by checking the validity of the signature on the received AVL and-f invalid, raise an invalid AVL
alert event and return a noReason error code in an AbortaAVL PrPDU;

by checking whether all the AVL mandatory ,eofmponents are present and if not,
missingAvlComponent error code;

by checking whether the version component omnnthe received AVL validation list specifies a
version and if not, return an invalidAvlVersion error code;

if the serialNumber component is present in the received AVL, then checking whether an AV
same value already exists and if so, retiitn a duplicateAVL error code;

if the serialNumber componenti$ absent in the received AVL, then checking whether an )
absent serialNumber component already exists and if so, return a duplicateAVL error code

by checking whether the, constrained component of the received AVL corresponds to the ¢
of the AVL entity vand if not, return a constrainedRequired error cod
nonConstrainedRequired error code, as appropriate;

for each element.0f'the entries component of the received AVL:

— by chetking whether the idType component contains a valid alternative and if not
protocolError error code,

— fi\the certIdentifier alternative is chosen, then:

i) by checking whether the certIdentifier component contains a valid alternative
return a protocolError,

and the

signature

return a

supported

[ with the

\VL with

hpabilities

cC Oor a

return a

ind if not,

h)

i o ..
T—Tf the et tyGroup attermative Tstakemamd-the constratmed comporent tas theva

return a notAllowedForConstrainedAVLEntity error code,

— by checking whether the entryExtensions component contains an unsupported critical
and if so, return an unsupportedCriticalEntryExtension error code;

by checking whether the AVL contains an unsupported critical extension and if so,
unsupportedCriticalExtension error code;

lue TRUE,

extension

return an

by checking whether the maximum number of AVLs has been exceeded by the new AVL and if so, return

a maxAVLsExceeded error code.

NOTE — Maximum limit might be just a single AVL.
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Add authorization and validation list response

The recipient AVL entity uses the addAv1Rsp PrPDU to report the outcome of an add AVL.

AddAv1Rsp ::= SEQUENCE {
invokeID InvokelD,
result CHOICE {

success [0] AddAv1OK,
failure [1l] AddAvlErr,

}

b,

AddAvV1OK ::= SEQUENCE {

ok
}

NULL,

AddAv1E
notOK

}

The Ad:Ilep PrPDU shall be embedded in a DataTransferServer WrPDU.

The Ad

13.9 [Replace authorization and validation list request

The authdg
when chaf

Replacel
invok
old
new

}

The RepIceAleeq PrPDU shall b¢ embedded in a DataTransferClient WrPDU.

The Rep

rr ::= SEQUENCE ({
AVMP-error,

1Rsp data type specifies the actual content and has the following components:
) the invokeID component shall have the same value as in the corresponding AddAaviReq PrPD

b) the result component has the following two alternatives:

—  the failure alternative shall be taken if the addition of an AVL failed — the AVMP-erron
is specified in clause 13.14.

rizer uses the replaceAvlReq PrPDU to initiate the replacement of an AVL at an AVL entity. It shz

hges to the AVL have occurred.

AvlReq ::= SEQUENCE {

bTD InvokelD,
AvlSerialNumber OPTIONAL,
CertAVL,

ceAvlReq data type.specifies the actual content and has the following components:

a) the invokeZD-component shall identify the interaction consisting of the ReplaceAvlRe
corresponding’ReplaceAv1Rsp;

b) the oldeomponent, when present, shall hold the serial number of the old AVL and it shall be ab
authorizer expects that an AVL with no sequence number exists;

c) , (the'new component shall hold the replacement AVL.

j—

—  the success alternative shall be taken if the addition of an~AVL was performed successfuly;

data type

11 be used

i and the

sent if the

The AVL

entify shall verify the validity of the request by checking:

a) as specified in 13.7 items a) to h);

b) if the old component was present in the request, then check whether the AvlSerialNumber value

specified in that component matches the AvlSerialNumber of a local authorization validation
not, return an unknownavl error code;

c) ifthe old component was absent in the request, then check whether there is locally just a single

list and if

AVL and

that AVL is without the serialNumber component and if not, return an unknownav1l error code.

13.10 Replace authorization and validation list response

The AVL entity shall use the replaceAvlRsp PrPDU to report the outcome of an AVL replace request.
ReplaceAvlRsp ::= SEQUENCE {
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invokeID

result

InvokelD,
CHOICE {

success [0] RepAv1OK,
failure [1] RepAvlErr,

.
}

RepAv1OK ::= SEQUENCE ({
ok NULL,
}
RepAvl1Err ::= SEQUENCE {

notOK AVMP-error,

}

ISO/IEC 9594-11:2020(E)

The ReplaceAvlRsp PrPDU shall be embedded in a DataTransferServer WrPDU.

The ReplEceAvIRSp PP DU astie fottowing comporernts:

)
b)

13.11 [Delete authorization and validation list request

The authdrizer uses the deleteAvlReq PrPDU to initiate deletion of an AVI<atan AVL entity.

The invokeID component shall have the same value as in the corresponding ReplaceAyv1Req|PrPDU.

The result component has the following two alternatives:

a) the success alternative shall be taken if the replacement of an AVL was performed succepsfully;

b) the failure alternative shall be taken if the replacement of an AVL failed— the AvMP-efror data

type is specified in clause 13.14.

DeleteAylReq ::= SEQUENCE ({
COMPONENTS OF AVMPcommonComponents,

avl-Id
}

The DelIeAleeq PrPDU shall be embedded in a DataTransferClient WrPDU.

The Del
a)

b)

The recipjent AVL entity shall verify the alidity of the request by:

)

b)

13.12 |[Deleté&authorization and validation list response

The reciplent’/AVL entity uses the deleteAvlRsp content type to report the outcome of a delete AVL request

AVLSerialNumber OPTIONAL,

eAv1Req data type specifies the syntax of thé‘actual content and has the following components:

the invokeID component shall identify the interaction consisting of the ReplaceAvlReq and the

corresponding ReplaceAv1Rsp;

the av1l-Id component, whensprésent, shall identify the AVL to be deleted.

if the avl-id component is present in the request, checking whether the AlvSerialNumber value
specified in that ¢emponent matches the AvlSerialNumber of a local AVL and if not, [return an

unknownAVL effor code;

if the avl-id.component is absent in the request, checking whether there locally is just a singleg AVL and
that AVISis without the serialNumber component and if not, return an unknownAVL error cofle.

DeleteAvlRsp ::= SEQUENCE ({
invokeID InvokelD,
result CHOICE ({

success [0] DelAv1OK,
failure [1] DelAvlErr,

)

b,

DelAv1OK ::= SEQUENCE {
ok NULL,
}
DelAvlErr ::= SEQUENCE {

notOK AVMP-error,

}
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The Dele

13.13
The Abor

IEC 9594-11:2020(E)

teAvlRsp PrPDU shall be embedded in a DataTransferServer WrPDU.

teAvlRsp PrPDU has the following components.

a) The invokeID component shall have the same value as in the corresponding ReplaceAvlReq PrPDU.

b) The result component has the following two alternatives:

—  the success alternative shall be taken if the deletion of an AVL was performed successfully;

—  the failure alternative shall be taken if the deletion of an AVL failed — the AVMP-error
is specified in clause 13.14.

Authorization and validation list abort

AbortAvV]
invok
reaso

}
The Abon

The Abox]

13.14

A value df the AVMP-error data type is used by an AVL entity to repertan error when processing a reques

authorizej

AVMP-er
noRea
proto
dupli
missi
inval
notAl
const
nonCoj
unsupj
unsupj
maxAV]
unkno

}
The folloy

tAvl PrPDU is used by the authorizer to report problems with a response from the AVL entity.
. ::= SEQUENCE {

bTD InvokelD,

h AVMP-error,

tAvl PrPDU has the following components:
a) the invokeID component shall have the same value as in the response being/#jected;

b) the AvMP-error as specified in clause 13.14.

tAvl PrPDU shall be embedded in an ApplAbort WrPDU.

Authorization and validation list error codes

. It is also used by an authorizer to reject a faulty response‘from an AVL entity.
ror ::= ENUMERATED {

Eon (0),
tolError (1),
tateAVL (2),
hgAvlComponent (3)vw
fdAvlVersion (%),
|l owedForConstrainedAVLEntity ~{(5),
rainedRequired (6),
hstrainedRequired (7),
bortedCriticalEntryExtension (8),
portedCriticalExtensilon (9),

. sExceeded (10),
YnAVL (11),
ving AVL erroricades are defined:

a) the noReason value shall be selected when no other error code is applicable;
b) theprotocolError value shall be selected when a protocol error is encountered;

C)/,the duplicateAVL value shall be selected when the authorizer attempts to add an already exis

data type

from the

ting AVL

42

to an end entity;

d) the missingAvlComponent value shall be selected when a received AVL is missing a mandatory

component;

e) the invalidAvlVersion value shall be selected when an unsupported authorization validation list

version is received;

f) the notAllowedForConstrainedAVLEntity shall be selected if a component is included that is not

allowed by a constrained AVL entity;

g) the constraintRequired value shall be selected when the end entity requires an AVL with the

constraint component set to FALSE;

h) the nonConstraintRequired value shall be selected when the end entity requires an AVL with the

constraint component set to TRUE;
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i) the unsupportedCriticalEntryExtension value shall be selected when a received AVL contains an
unsupported critical entry extension;

j) the unsupportedCriticalExtension value shall be selected when a received AVL contains an
unsupported critical extension;

k) the maxAVLsExceeded value shall be selected when the addition of an AVL would bring the number of
AVLs beyond a locally determined value;

1) the unknownAVL value shall be selected when an end entity receives a content including a value of the
AvlSerialNumber data type that did not match any local AVL.

14 Certification authority subscription protocol

14.1 ertification authority subscription introduction

The certification authority subscription protocol (CASP) is concerned with how the authorizer maintains” A[VL status
informatign by subscribing to the necessary information from relevant CAs. It is only relevant for an authorizer qupporting
authorization validation lists for constraint AVL entities.

Before sybscribing to maintenance information, the authorizer needs to know the exact ‘public-key cdrtification
configuration for the end entities it supports. The following information is necessary to establish:

a) the end-entity public-key certificates for the AVL entities for which AML support is to be provifed;

b) for each AVL entity from a), the end-entity public-key certificates” for the AVL entities [to which
communications are possible;

c) the CA-certificate and trust anchor information necessary toestablish any necessary certificatiop path.

This Specjfication does not give details on how an authorizer obtains this information. It could be by a local conffiguration
or by extrhct of a centralized database.

The CASP comprises a set of exchange types as detailed in the following.

14.2 efined protected protocol data unit types
casubprot WRAPPED-PROT ::= {
Casubprot
IDENTLFIED BY id-casubprot }
CasubPrept ::= CHOICE {
initReq [0] InitializationRec,
initA¢c [1] InitializationAcc,
initRej [2]«. InitializationRej,
ini t [3]* InitializationAbort,
certSubscribeReq [4] CertSubscribeReq,

certSubscribeRsp [5] CertSubscribeRsp,
certUnsubscribeReq' [6] CertUnsubscribeReq,
certUnsubscribeRsp [7] CertUnsubscribeRsp,

certReplaceReq [8] CertReplaceReq,
certReplaceRsp [9] CertReplaceRsp,
certUpdateReq [10] CertUpdateReq,
certUpdateRsp [11] CertUpdateRsp,
cAsubscribeAbort [IZ] CAsubscribeAbort,

}

14.3 Certification authority subscription protocol initialization request

During association establishment, the version of CASP is negotiated as part of the initialization. The
InitializationReq PrPDU has the following syntax.

InitializationReq ::= SEQUENCE {
version Version,

}

The version component shall hold the version of the CASP. The syntax of the version is a bit string. The client may
specify multiple versions by setting the appropriate bits, while the server is required to specify only a single version
among those suggested by the client.
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The current version is version v1.

The InitializationReq PrPDU shall be embedded in a HandshakeReq WrPDU (see clause 9.2).

14.4 Certification authority subscription protocol initialization accept

When accepting the initialization information in the InitializationReq PrPDU, the server shall return an
InitializationAcc PrPDU. It has the following syntax.

InitializationAcc ::= SEQUENCE ({
version Version,

}

The version component shall specify a single version of those suggested by the client.

If the cliep

The InitializationAcc PrPDU shall be embedded in a HandshakeAcc WrPDU (see clause 9.3).

14.5 Certification authority subscription protocol initialization reject

When refecting the initialization information in the InitializationReq PrPDU, the\“server shall [return an
InitialfzationRej PrPDU. It has the following syntax.

InitialjzationRe]j ::= SEQUENCE ({
diag ENUMERATED ({
unsyipportedVersions (0),

-}
}
The diaglcomponent signals the reason for the reject:

a) the server does not support any of versions proposed/by the client.

The InitializationRej PrPDU shall be embedded in a HandshakeProRej WrPDU (see clause 9.5).

14.6 Certification authority subscription protocol initialization abort

When rejecting the initialization information indthe InitializationAcc PrPDU, the client shall feturn an
InitialjzationAbort PrPDU. It has the following syntax.

InitialjzationAbort ::= SEQUENCE {
diag ENUMERATED ({
unsyipportedVersion (o),

onlySingleVersionAllowed (1),
-},

}
The diaglcomponent signals the reason for the abort:
h) the unsupportedversion diagnostic code shall be selected if the server specifies a single version not
included in those proposed by the client;

b)/,th¢ onlySingleVersionAllowed diagnostic code shall be selected if the server returned multiple
versions.

The InitializationAbort PrPDU shall be embedded in an Applabort WrPDU (see clause 9.8).

14.7 Public-key certificate subscription request

The authorizer uses the CertSubscribeReq PrPDU to request a specific CA to supply status information about public-
key certificates issued by this CA relevant for the AVLs supported by the authorizer.

CertSubscribeReq ::= SEQUENCE ({
invokeID InvokelD,
certs SEQUENCE (SIZE (1..MAX)) OF SEQUENCE ({
subject Name,

serialNumber CertificateSerialNumber,
.

}
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The CertSubscribeReq PrPDU has the following components.

a) The invokeID component shall identify the interaction consisting of the CertSubscribeReq and the
corresponding CertSubscribeRsp.

b) The certs component shall identify a list of end-entity public-key certificates, for which the authorizer
requests information about status changes. It has the following subcomponents for each element:

—  the subject subcomponent shall be the name of the entity for which the end-entity public-key
certificate has been issued;

—  the serialNumber subcomponent shall be the serial number for the end-entity public-key certificate
in question.
The CA shall verify the validity of the request by checking:

a) each element of the certs component for validity, i.e., whether it identifies an end-entity public-key
certificare 133ued by the CA — i TOT, ann unknownCex € STatls code shatt be returmed 1 the corrgsponding
element of the response.

14.8 [Public-key certificate subscription response

The CA ukes the CertSubscribeRsp PrPDU to report the outcome of the subscription request;

CertSubgcribeRsp ::= SEQUENCE ({
invokeID InvokelD,
result CHOICE ({
sucgess [0] CertSubscribeOK,
failure [1] CertSubscribeErr,
.-},
}
CertSubgcribeOK ::= SEQUENCE (SIZE (1..MAX)) OF CHOICE {
ok [0] SEQUENCE {
cert Certificate,
status CertStatus,

revpkeReason CRLReason OPTIONAL,

oy,
not-ok  [1] SEQUENCE {

status CASP-CertStatusCode,
.-}
}

CASP-CefrtStatusCode ::= ENUMERATED {
noReason 1),
unknownCert 2),

}
CertStatus ::= ENUMERATED {

good (0),
revokeéd (1),
on-hold (2),
expired (3) 3
Lo}

CertSubscxribeErr ::= SEQUENCE {
code CASP-error,

}

The certSubscribeRsp data type specifies the actual content and has the following components.

a) The invokeID component shall have the same value as in the corresponding CertSubscribeReq
PrPDU.

b) The result component has the following two alternatives:

—  the success alternative shall be taken if the subscription was accepted for at least one public-key
certificate — it shall then hold a value of the CertSubscribeOK data type;

— the failure alternative shall be taken if the evaluation of the request failed to a degree where no
results could be returned — it shall then hold a value of the CertSubscribeErr data type — the CASP-
error data type is specified in clause 14.16.
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The CertSubScribeOK shall include an element for each public-key certificate specified in the request in the same order.
Each element has two alternatives as follows.

a)

the following components:
—  the cert component shall hold the public-key certificate for the requested subject;

— the status component shall hold the status of the public-key certificate and shall tak
following values:

i)  the good value signals that the represented public-key certificate can be trusted,

ii) the revoked value signals that the represented public-key certificate has been revoke
no longer be trusted,

The ok alternative shall be taken when public-key certificate information was successfully retrieved. It has

e one the

d and can

iii) the on-hold value signals that the represented public-key certificate has been put on hold status

+ oo £

14.9 [Public-key certificate un-subscription request

The authd
about pub

CertUns
invok
certs

sub
ser

}
The Cert

wd kb 1d . atad fartha tioao ot
arrd-shottdrrotbetrastedfor-thetinre betre:
iv) the expired value signals that the represented public-key certificate has expired-al
longer be trusted;

—  the revokeReason component may be present when the status component is'set to rewv
shall otherwise be absent. When present, it shall indicate the reason for the.revocation as
clause 9.5.3.1.

b) The not-ok alternative shall be taken when a corresponding public-key cértificate was not ider
— the no-reason status code shall be returned when no other code’is-applicable;

—  the unknownCert status code shall be selected when the corresponding element in the r
not identify a public-key certificate issued by the CA.

lic-key certificates issued by that CA.

hibscribeReq ::= SEQUENCE ({

pTD InvokelD,

SEQUENCE (SIZE (1..MAX)) OF SEQUENCE ({
ject Name,

LalNumber CertificateSerialNumber,

b,
UnsubscribeReq PrPDU has\the following components.

corresponding CextUnsubscribeRsp.

b) The certs domponent shall identify a list of public-key certificates for which the authorizer req
for information about status changes. It has the following subcomponents for each public-key ¢

— hé. subject subcomponent shall be the name of the entity to which the public-key cert
béen issued;

~/ the serialNumber subcomponent shall be the serial number for the public-key cer

hd can no

bked, and
Hefined in

tified:

bquest did

rizer uses the CertUnsubscribeReq PrPDU to request a’specific CA to stop supplying status information

a) The invokeID component shall identify the interaction consisting of the CertUnsubscribeRelg and the

uests stop
prtificate:

ficate has

ificate in

question.

The CA shall verify the validity of the request by checking:

14.10

a) each element of the certs component for validity, i.e., whether it identifies a public-key certificate issued
by the CA — if not, an unknownCert status code shall be returned in the corresponding element of the

response.

Public-key certificate un-subscription response

The CA uses the CertUnsubscribeRsp PrPDU to report the outcome of the un-subscription request.

CertUnsubscribeRsp ::= SEQUENCE {
invokeID InvokelD,
result CHOICE ({
success [0] CertUnsubscribeOK,
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failure [1] CertUnsubscribeErr,
R
}
CertUnsubscribeOK ::= SEQUENCE (SIZE (1..MAX)) OF CHOICE ({
ok [0] SEQUENCE {
subject Name,

serialNumber CertificateSerialNumber,

o},
not-ok  [1] SEQUENCE {

status CASP-CertStatusCode,
-}
}
CertUnsubscribeErr ::= SEQUENCE ({
code CASP-error,

}

The certsubscribeRsp data type specifies the actual content and has the following components.

) The invokeID component shall have the same value as in the corresponding CertSubsg¢ribeReq
PrPDU.

b) The result component has the following two alternatives:

— the success alternative shall be taken if the subscription was accepted for at least one public-key
certificate — it shall then hold a value of the CertUnsubscribeOK.data type;

—  the failure alternative shall be taken if the evaluation of the request failed to a degree|where no
results could be returned — it shall then hold a value of the.certUnsubscribeErr data fype — the
CASP-error data type is specified in clause 14.16.

The certnsubScribeOK includes an element for each public-key ceftificate specified in the request in the sgme order.
Each elenpent has two alternatives as follows.

a) The ok alternative shall be taken when public-key.cettificate information was successfully retrieped. It has
the following components:

— the subject component shall hold the‘name of the subject to which the public-key certifficate had
been issued,;

—  the serialNumber component'shall hold the serial number for the public-key certificate.
b) The not-ok alternative shall betaken when a corresponding public-key certificate was not iderjtified:
— the no-reason status-code shall be returned when no other status code is applicable;

— the unknownCert status code shall be selected when the corresponding element in the r¢quest did
not identify a public-key certificate issued by the CA.

The errojr alternative shall b¢ taken if the evaluation of the request failed to a degree where no results could bg returned.
The CASP-error data type i specified in clause 14.16.

14.11 [Public-key‘certificate replacements request

The CA Jses the CertReplacementReq PrPDU to submit replacement end-entity public-key certificafes to the
authorizet.

CertReplaceReq ::= SEQUENCE {
invokeID InvokelD,
certs SEQUENCE (SIZE (1..MAX)) OF SEQUENCE {
old CertificateSerialNumber,
new Certificate,

.
}
The certReplacementReq PrPDU has the following components.

a) The invokeID component shall identify the interaction consisting of the CertReplacementReq and the
corresponding CertReplacementRsp.

b) The certs component shall identify a list of public-key certificate replacements. It has the following
subcomponents for each public-key certificate:
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—  the old subcomponent shall hold the identification of the public-key certificate to be replaced;

—  the new subcomponent shall hold the replacement public-key certificate.

The authorizer shall verify the validity of the request by checking:
a) as specified in clause 7.3;
b) each element of the certs component for validity:

—  whether the old subcomponent identifies a public-key certificate at the authorizer and if not, an
unknownCert status code shall be returned in the corresponding element of the response;

c¢) each element of the certs component for validity, i.e., whether it identifies a public-key certificate issued
by the CA — if not, an unknownCert status code shall be returned in the corresponding element of the
response.

14.12  [Public-key certificate replacement response

The authqrizer uses the CertReplaceRsp PrPDU to report the outcome of the replacement request.

CertReplaceRsp ::= SEQUENCE {
invokeID InvokelD,
result CHOICE {
sucgess [0] CertReplaceOK,
failure [1] CertReplaceErr,
I I O
}
CertReplaceOK ::= SEQUENCE (SIZE (1..MAX)) OF CHOICE ({
ok [0] SEQUENCE ({
issper Name,

serjalNumber CertificateSerialNumber,

..},
not-ok [1] SEQUENCE {

stafus CASP-CertStatusCode,
R I 3
}
CertReplaceErr ::= SEQUENCE {
code CASP-error,
}

The CertReplaceRsp PrPDU has the following components.

) The invokeID comppnent shall have the same value as in the corresponding CertSubsd¢ribeReq
PrPDU.

b) The result conipenent has the following two alternatives:

—  the sudcess alternative shall be taken if the subscription was accepted for at least one gublic-key
certificate — it shall then hold a value of the CertReplaceOK data type;

— hg failure alternative shall be taken if the evaluation of the request failed to a degree|where no
results could be returned — it shall then hold a value of the CertReplaceErr data type — the CASP-
error data type is specified in clause 14.16.

ne in de n elemen ime order.

Each element has two alternatives as follows.

a) The ok alternative shall be taken when public-key certificate information was successfully retrieved. It has
the following components:

— the subject component shall hold the name of the subject to which the public-key certificate had
been issued;

—  the serialNumber component shall hold the serial number for the public-key certificate.
b) The not-ok alternative shall be taken when a corresponding public-key certificate was not identified:
— the no-reason status code shall be returned when no code is applicable;

— the unknownCert status code shall be selected when the corresponding element in the request did
not identify a public-key certificate issued by the CA.

48 Rec. ITU-T X.510 (08/2020) © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=3fab64082b82de94d12a67f022e3d960

ISO/IEC 9594-11:2020(E)

14.13  End-entity public-key certificate updates request

The CA uses the CertUpdateReq PrPDU to submit to the authorizer updated status information on public-key
certificates.

CertUpdateReq ::= SEQUENCE {
invokeID InvokelD,
certs SEQUENCE (SIZE (1..MAX)) OF SEQUENCE ({
subject Name,

serialNumber CertificateSerialNumber,
certStatus CertStatus,
},

}
The certUpdateReq PrPDU has the following components.

) Thetnvoke D comporent siat-TdemtifytheTmteraction comnsisting of the Certupdatereq) and the

corresponding CertUpdateRsp.
b) The certs component shall identify a list of updates to public-key certificates. It hias’the [following
subcomponents for each element:

—  the subject subcomponent shall hold the identification of the end-entity public-key certif|cate to be
replaced;

— the serialNumber subcomponent shall identify the end-entity publiczkey certificate or which new
status information is available:

—  the certStatus shall hold the updated status information forthe end-entity public-key ceftificate in
question.

The authdrizer shall verify the validity of the request by checking:

) each element of the certs component for validity by chécking whether:

—  the subject subcomponent identifies a new eftity and if not, return an unknownSubject qrror code;

—  the serialNumber subcomponent identifies a known public-key certificate and if not,|return an
unknownCert error code;

—  the certStatus subcomponent has\a' valid value and if not, return an unknownCertStgtus error
code.

14.14 |End-entity public-key certificate’updates response

The authqrizer shall use the CertUpdateRsp content type to report the outcome of the updates to status inforjnation on
public-key certificates.

CertUpdateRsp ::= SEQUENEE" {
invokeID InvokelD,
result CHOICE) {
sucgess [0]° CertUpdateOK,
failure [1] CertUpdateErr,
R I O
}
CertUpdateOK ::= SEQUENCE (SIZE (1..MAX)) OF CHOICE ({
ok —— 0T SEQUENEE—
subject Name,

serialNumber CertificateSerialNumber,
},

not-ok [1] SEQUENCE {
status CASP-CertStatusCode,
N
}
CertUpdateErr ::= SEQUENCE {
code CASP-error,

}
The certUpdateRsp PrPDU has the following components.
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a)
PrPDU.

b) The result component has the following two alternatives:

—  the success alternative shall be taken if the subscription was accepted for at least one public-key

certificate — it shall then hold a value of the CertUpdateOK data type;

—  the failure alternative shall be taken if the evaluation of the request failed to a degree where no
results could be returned — it shall then hold a value of the CertUpdateErr data type — the

CASP-error data type is specified in clause 14.16.

UpdateOK includes an element for each public-key certificate specified in the request in the same order. Each

element has two alternatives as follows.

14.15

CAsubsc
invok
reaso

}

The cAsubscribeAbort PDU type has the following components:

a) The ok alternative shall be taken when the update to the public-key certificate information was successfully

p;gcessed |t has ;he £g| g“;_]ng cgmpgnepfc'

been issued;
—  the serialNumber component shall hold the serial number for the public-key certificate.
b) The not-ok alternative shall be taken when a corresponding public-key certificate’was not iderjtified:

— the no-reason status code shall be returned when no code is applicable;
not identify a public-key certificate issued by the CA.

Certification authority subscription abort

FibeAbort ::= SEQUENCE ({
bTD InvokelD,
N CASP-error,

a) the invokeID component shall have the'same value as in the response being rejected;

b) the reason component shall hold a CASP-error value as specified in clause 13.12.

14.16 [Certification authority subscription error codes
CASP-erfor ::= ENUMERATED {
noReagon (0),
unknoywnContentType (1),
unsupportedCASPversion (2),
missipgContent (3),
missipgContentComponent (4),
invaljdContentCemponent (5),
sequehceError (6),
unknoywnCertStatus (7),
}
A value of th€ €ASP-error data type indicates the result of an issued request:
a) the noReason value shall be selected when no other error code is applicable;
b) the unknownContentType value shall be selected if the content type is not known by the receiver;
c) the unsupportedCASPversion value shall be selected if a request or response specified a CASP version
that is not supported;
d) themissingContent value shall be selected when the request or response did not include content;
f) the missingContentComponent value shall be selected when a request or response does not include a
mandatory component;
e¢) the invalidContentComponent value shall be selected when an unexpected component was included
in a request or response;
f) the sequenceError value shall be selected by when:
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— an authorizer or a CA receives a request for the first time that did not have the sequence component
set to 1;

— an authorizer or a CA receives a request that did not have the sequence component set to one higher
than for a previous request content in the same direction;

— an authorizer or a CA receives a response content with a sequence component value different from
that in the corresponding request content.

15 Trust broker protocol

15.1 Introduction

A trust broker is an entity, possibly a commercial entity, that maintains reliability of one or more CAs and makes that
informatign available to requesting relying parties. The trust broker protocol allows the relying party to query the trust
broker abput the trustworthiness of the public-key certificate issued to the subject it is communicating with, The relying
party may send the public certificate of either the issuing CA or the subject and receive inforthation fabout the
trustworthiness of the subject’s certificate.

There are|two issues involved in determining the trustworthiness of a public-key certificate:
- whether the public-key certificate is still valid,
- the level of trustworthiness of the issuing CA.

The relyipg party may use a local client to answer the first point, in which case ‘the’trust broker will only answer the
second. Allternatively, the relying party may ask the trust broker to answer both. points.

The relying party requesting information shall act as the client of the association, while the trust broker acts th¢ server.

15.2 [Defined protected protocol data unit types
The folloywing PDU types are defined for the trust broker protocel

tbprot WRAPPED-PROT ::= {
TBprot
IDENTIFIED BY id-tbprot }

TBprot [:= CHOICE {

caCert [0] PKCertIdentifier,
subje¢tCert [1] PKCertIdentifier,
tbresponse [2] CHOICE ({
sucgess [0] TBOK,
faijure [1l] TBerror,
-}
}

15.3 Trust breker protocol initialization request

During association establishment, the version of the trust broker protocol is negotiated as part of the initializftion. The
InitialjzdtionReq PrPDU has the following syntax.

InitializationReq ::= SEQUENCE ({
version Version,
}

The version component shall hold the version of the trust broker protocol. The syntax of the version is a bit string. The
client may specify multiple versions by setting the appropriate bits, while the server is required to specify only a single
version among those suggested by the client.

The current version is version v1.

154 Trust broker protocol initialization accept

When accepting the initialization information in the InitializationReq PrPDU, the server shall return an
InitializationAcc PrPDU. It has the following syntax.
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InitializationAcc ::= SEQUENCE ({
version Version,
}

The version component shall specify a single version of those suggested by the client.
If the client does not accept the InitializationAce PrPDU, it shall issue an InitializationAbort PrPDU.

This PrPDU shall be embedded in a HandshakeAcec WrPDU (see clause 9.3).

15.5 Trust broker protocol initialization reject

When rejecting the initialization information in the InitializationReq PrPDU, the server shall return an
InitializationRej PrPDU. It has the following syntax.

InitialjzationRe3j——= SEQUENCE {
diag ENUMERATED ({
unsyipportedVersions (0),

-}
}
The diag|component signals the reason for the reject:

)  the server does not support any of the versions proposed by the client.

This PrPIDU shall be embedded in a HandshakeProRej WrPDU (see clause 9.5).

15.6 [Trust broker protocol initialization abort

When rejecting the initialization information in the InitializatidmnAcc PrPDU, the client shall feturn an
InitialjzationAbort PrPDU. It has the following syntax.

InitialjzationAbort ::= SEQUENCE {
diag ENUMERATED {
unsyipportedVersion (0),

onlySingleVersionAllowed (1),
},

}
The diaglcomponent signals the reason for the abort!

a) the unsupportedVersion didgnostic code shall be selected if the server specifies a single vprsion not
included in those proposed bi-the client;

b) the onlySingleVersionAllowed diagnostic code shall be selected if the server returned multiple
versions.

This PrPIPU shall be embedded~in'an Applabort WrPDU (see clause 9.8).

15.7 Trust broker-request syntax

The syntaix of format of a trust broker request is as follows.

TBrequest ,:\:= CHOICE ({
caCert [0] PKCertIdentifier,
subjeCtCert—TII—PKCertIdentifier,
e}
If the relying party sends the certificate of the CA, then only the second point in clause 15.1 is to be answered. The TB
does not know which of the CA's subjects the relying party is communicating with, and therefore can only return
information that relates to all certificates issued by this CA. This method protects the privacy of the relying party by not
divulging the subjects that the relying party communicates with. The TB shall check that the CA's certificate is still valid
and then return information about the trustworthiness of all the subject certificates issued by this CA.

If the relying party sends the certificate of the subject, then the TB shall check that the subject's certificate is still valid
and then check that the CA's certificate is still valid and return information about the trustworthiness of all the subject
certificates issued by this CA.

15.8 Trust broker response syntax
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::= CHOICE {

success [0] TBOK,
failure [1] TBerror,

}

TBOK ::=
levelOfAssurance [0] INTEGER (0..100),
confidencelevel [1] INTEGER (0..100),
validationTime [2] UTCTime,

info

}

SEQUENCE {

UTF8String OPTIONAL,

If the trust broker successfully validates the presented public-key certificate, it returns a value of the TBOK data type.
The TBOK data type has the following components.

a) The levelOfAssurance component shall indicate the level of assurance that the relying party can have
T the Subject’s public-Key certticate, as detelned by e TCSPONINg TUSt DroKer. 1S _aspurance is
asserted by the trust broker as a result of its careful analysis of many factors. Different trust‘brpkers may
therefore return different levels of assurance values for the same presented public-key.-¢ertitichte due to
their different validation procedures. The level of assurance value will be in the range Oto 100, where 0
indicates zero assurance and 100 indicates full assurance.
b) The confidenceLevel component shall indicate the confidence that the trust,bfoker has in the level of
assurance value that it has returned, where 0 indicates zero confidence and 100, indicates full copfidence.
c) The validationTime component shall hold the date and time at which the trust broker last cecked the
revocation information for the presented certificate.
d) The info component, when present, shall hold additional information to be presented to the requiestor.
15.9 Trust broker error information
If the TBJfails to validate the presented certificate, it returns an ertos code and diagnostic string. Note that|if the TB
validates the certificate but does not trust it or the issuer, it should r€turn TBOK with a loss of alignment (LoA|) of zero.
TBerror| : := SEQUENCE {
code ENUMERATED {
caCertInvalid (1),
unkhownCert (2),
unkhownCertStatus (3),
subjectCertRevoked (4),
incprrectCert (5),
confractExpired (6),
pathValidationFailed (7),
timeOut (8)(,
other (99),
o),
diagnestic UTF8Strihg) OPTIONAL,
}
The erroricode can begne’of the following:

) caCertInvalid — either the presented CA certificate is not valid, or the certificate of a CA superior to
the.presented subject certificate is not valid,

)" anknownCert — the certificate submitted to the TB by the relying party is unknown and fannot be
vatidated;

¢) unknownCertStatus — the TB cannot determine the status of the (known) certificate submitted by the
relying party;

d) subjectCertRevoked — the presented subject certificate has been revoked;

e) incorrectCert — the presented certificate is incorrectly formatted;

f) contractExpired — the relying party’s contract with the TB has expired and should be renewed before
service can be restored;

g) pathvalidationFailed — one or more of the CA certificates in the chain from the subject’s certificate
to the root CA could not be validated — another attempt at a later time may succeed;

h) timeOut - the presented certificate could not be validated because one or more services timed out —

retrying again later may rectify this error;
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i) other — the presented certificate could not be validated for some reason other than one of the above — if
this error code is used, then it is mandatory for the TB to complete the diagnostic string.

The diagnostic string is an optional parameter that the TB may wish to be recorded in the client logs and displayed to the
relying party. It is mandatory if the error code "other" is returned.
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Annex A

Crypto Tools in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex includes all the ASN.1 type, value and information object definitions for cryptographic specifications and
constitutes a formal ASN.1 module.

CryptoTools {joint-iso-itu-t ds(5) module(l) cryptoTools(42) 9}
DEFINITIONS IMPLICIT TAGS ::=
BEGIN

/*
Last coLponent of object identifiers for X.510 modules

42 - CryptoTools

43 - Wrapper

44 - AVl-management
45 - CaPubscription
46 - TrustBroker

47 - ProtProtocols
48 - GepAlgo

*/

-—- EXPORTS All
IMPORTS
AlgoInvoke{}, ALGORITHM, AlgorithmIdentifier{}, AlTgorithmWithInvoke{}

FROM PKI-Stub
{joint-iso-itu-t ds(5) module(l) pki-stub{(999) 9} WITH SUCCESSORS

id-algo-mca
FROM GenAlgo
{joint-iso-itu-t ds(5) module(l) genAlgo(48) 9} WITH SUCCESSORS ;

multipleSignaturesAlgo ALGORITHM : ;= {
PARMS MultipleSignaturesAlgo
IDENTIFIED BY id-algo-multipleSignaturesAlgo }

MultipleSignaturesAlgo ::= SEQUENCE SIZE (1..MAX) OF
algo |AlgorithmIdentifier{{SupportedSignatureAlgorithms}}

SupportedSignatureAlgorithms ALGORITHM ::= {...}
multipleSymmetricKeyAlgo ALGORITHM ::= ({
PARMS MultipleSymmetricKeyAlgo
IDENT[FIED BY id-algo-multipleSymmetricKeyAlgo }

MultipleSymmetricKeyAlgo ::= SEQUENCE SIZE (1..MAX) OF
algo |AlgorithmIdentifier{{SupportedSymmetricKeyAlgorithms}}

SupportedSymmetricKeyAlgorithms ALGORITHM ::= {...}
multiplePublicKeyAlgo ALGORITHM ::= ({

PARMS MultiplePublicKeyAlgo

IDENTIFIED BY id-algo-multiplePublicKeyAlgo }

MultiplePublicKeyAlgo ::= SEQUENCE SIZE (1..MAX) OF
algo AlgorithmIdentifier{{SupportedPublicKeyAlgorithms}}

SupportedPublicKeyAlgorithms ALGORITHM ::= {...}
multipleHashAlgo ALGORITHM ::= {

PARMS MultipleHashAlgo
IDENTIFIED BY id-algo-multipleHashAlgo }
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MultipleHashAlgo ::= SEQUENCE SIZE (1..MAX) OF
algo AlgorithmIdentifier{{SupportedHashAlgorithms}}

SupportedHashAlgorithms ALGORITHM ::= {...}
multipleAuthenEncryptAlgo ALGORITHM ::= {
PARMS MultipleAuthenEncryptAlgo
IDENTIFIED BY id-algo-multipleAuthenEncryptAlgo }

MultipleAuthenEncryptAlgo ::= SEQUENCE SIZE (1..MAX) OF
algo AlgorithmIdentifier{{SupportedAuthenEncryptAlgorithms}}

SupportedAuthenEncryptAlgorithms ALGORITHM ::= {...}
multipleIcvAlgo ALGORITHM ::= {

PARMS MultipleIcvAlgo
IDENTLFIED BY id-algo-multipleIcvAlgo }

MultipleIcvAlgo ::= SEQUENCE SIZE (1..MAX) OF
algo |AlgorithmIdentifier{{SupportedIcvAlgorithms}}

SupportedIcvAlgorithms ALGORITHM ::= {...}

-— Auxiliary data types

MULTY-SIGNED {ToBeSigned} ::= SEQUENCE ({
toBeSjigned ToBeSigned,
algorjithm ALGORITHM. &id ({multipleSignaturesAlgo}),

parmegers SEQUENCE SIZE (1..MAX) OF
sign SEQUENCE {
algo AlgorithmIdentifier{{SupportedSignatureAlgorithms}},
signature BIT STRING,
. },
}
Signed{ToBeSigned} ::= SEQUENCE ({
toBeSjigned ToBeSigned,
signafure BIT STRING,

altSignature BIT STRING OPTIONAL,
}

ICV-Total {ToBeProtected} ::= SEQUENCE ({
toBeProtected ToBeProtected,
algorjthmIdentifier AlgorithmWithInvoke{{SupportedIcvAlgorithms}},
icv BIT STRING,
altAlgorithmIdentifier) [0] AlgorithmWithInvoke{{SupportedIcvAlgorithms}} OPTIONAL,
altIcy [1] BIT STRING OPTIONAL,
U |
(WITH COMPONENTS {..., altAlgorithmIdentifier PRESENT, altIcv PRESENT } |
WITH COMPONENTS {..., altAlgorithmIdentifier ABSENT, altIcv ABSENT } )
ICV-Invoke{ToBeProtected} ::= SEQUENCE {
toBeProtected ToBeProtected,

dynParms——— At geinveke{{Supportedicvitgeorithms}—OPTIONAT
icv BIT STRING,
}

ENCIPHERED { ToBeEnciphered} ::= OCTET STRING (CONSTRAINED BY {
-- shall be the result of applying an encipherment procedure
-- to the BER-encoded octets of a value of -- ToBeEnciphered } )

AUTHEN-ENCRYPT{ToBeAuth, ToBeEnciphered} ::= SEQUENCE {
aad [0] ToBeAuth OPTIONAL,

encr [1] ToBeEnciphered,

}

-- Algorithms
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id-algo-multipleSignaturesAlgo
id-algo-multipleSymmetricKeyAlgo
id-algo-multiplePublicKeyAlgo
id-algo-multipleHashAlgo
id-algo-multipleAuthenEncryptAlgo
id-algo-multipleIcvAlgo

END -- CryptoTools

OBJECT
OBJECT
OBJECT
OBJECT
OBJECT
OBJECT

IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::
IDENTIFIER ::

ISO/IEC 9594-11:2020(E)

{id-algo-mca 1}
{id-algo-mca 2}
{id-algo-mca 3}
{id-algo-mca 4}
{id-algo-mca 5}
{id-algo-mca 6}
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Annex B

Wrapper protocol in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex includes all the ASN.1 type, value and information object definitions for the wrapper protocol in the form of
the ASN.1 module Wrapper. This ASN.1 module is the formal specification of the wrapper protocol.

NOTE — This module was called PkiPMIWrapper in Rec. ITU-T X.509 (2016) | ISO/IEC 9594-8 :2017. The name is changed
to indicate that the module is also relevant outside the strict PKI/PMI area.

Wrapper {joint-iso-itu-t ds(5) module(l) wrapper (43) 9}
DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- EXPORTS All
IMPORTS

AlgoIphvoke{}, ALGORITHM, AlgorithmIdentifier{}, AlgorithmWithInvoke{}",
AttributeCertificate, id-wrprot, PkiPath
FROM PKI-Stub
{point-iso-itu-t ds(5) module(l) pki-stub(999) 9}

SuppofrtedProtSet
FROM ProtProtocols
{point-iso-itu-t ds(5) module(l) protProtocols(47), 9} WITH SUCCESSORS

-- from Rec. ITU-T X.510 | ISO/IEC 9594-11

AUTHEN-ENCRYPT{}, ENCIPHERED{}, ICV-Invoke{}, .Signed{}
FROM CryptoTools
{point-iso-itu-t ds(5) module(l) cryptoTools(42) 9 } WITH SUCCESSORS ;

WRAPPED{PROT ::= TYPE-IDENTIFIER

WrappedProt {WRAPPED-PROT:SupportedProtSet} ::= SEQUENCE {
id WRAPPED-PROT. &id ({SupportedProtSet}),
prot | WRAPPED-PROT. &Type ({SupportedProtSet} {Q@id}),

I |

WrapperpPDU ::= CHOICE ({
handshakeReq [0] . HandshakeReq,
handshakeAcc [1}.\HandshakeAcc,
handshakeWrpRej [2]) " HandshakeWrpRej,
handshakeProRej [3] HandshakeProRej,

handshakeSecAbort\\ ‘[4] HandshakeSecAbort,
handshakeProAbort [5] HandshakeProAbort,

dtSecpbort [6] DtSecAbort,
applAbort [7] ApplAbort,
releageReq [8] ReleaseReq,
releageRsp [9] ReleaseRsp,

dataTransferGlient [10] DataTransferGlient

dataTransferServer [11l] DataTransferServer,

}

HandshakeReq ::= Signed{TbsHandshakeReq}
TbsHandshakeReq ::= SEQUENCE ({
version Version DEFAULT {vl},
prProt WRAPPED-PROT. &id ({SupportedProtSet}),
sigAlg AlgorithmIdentifier {{SupportedSignatureAlgorithms}},
altSigAlg [0] AlgorithmIdentifier {{SupportedAltSignatureAlgorithms}} OPTIONAL,
pkiPath DER-PkiPath,
assoIlD AssoID,
time TimeStamp,
keyEst AlgorithmWithInvoke{ {SupportedKeyEstablishmentAlgos}},

altKeyEst [1] AlgorithmWithInvoke{{SupportedAltKeyEstablishmentAlgos}} OPTIONAL,
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encr-mode CHOICE {
aead [2] SEQUENCE SIZE (1..MAX) OF
algo AlgorithmIdentifier{{SupportedAeadAlgorithms}},
non-aead [3] SEQUENCE {
encr [0] SEQUENCE SIZE (1..MAX) OF
algo AlgorithmIdentifier{{SupportedSymmetricKeyAlgorithms}}
OPTIONAL,
icvAlgID [1] SEQUENCE SIZE (1..MAX) OF
algo AlgorithmIdentifier{{SupportedIcvAlgorithms}} },
R I
attCert DER-AttributeCertificate OPTIONAL,

applData [4] WrappedProt{{SupportedProtSet}} OPTIONAL,
R |

Version ::= BIT STRING {
vl (0 -- version 1

}

DER-PkiPath ::= OCTET STRING
(CONTAINING PkiPath ENCODED BY der)

DER-AttfributeCertificate ::= OCTET STRING
(CONTAINING AttributeCertificate ENCODED BY der)

der OBJECT IDENTIFIER ::=
{joinf-iso-itu-t asnl(l) ber-derived(2) distinguished-encoding'(l) }

AssoID [:= INTEGER (0..32767)
TimeStamp ::= GeneralizedTime
SupportedSignatureAlgorithms ALGORITHM ::= {...}
SupportedAltSignatureAlgorithms ALGORITHM ::= {..}
SupportedKeyEstablishmentAlgos ALGORITHM ::= {\7.}
SupportedAltKeyEstablishmentAlgos ALGORITHM: ::= {...}
SupportedAeadAlgorithms ALGORITHM ::=.{J..}
SupportedSymmetricKeyAlgorithms ALGORITHM ::= {...}
SupportedIcvAlgorithms ALGORITHM ::= {...}
HandshakeAcc ::= Signed{TbsHandshakeAcc}
TbsHandghakeAcc ::= SEQUENCE ({
versigpn Version DEFAULT {vl},
sigSel CHOICE {
sighlg AlgorithmIdentifier{{SupportedSignatureAlgorithms}},
altBigAlg ( [0] AlgorithmIdentifier{{SupportedAltSignatureAlgorithms}} },
pkiPath DER-PkiPath,
assoID AssolID,
time TimeStamp,
keyEstSel—CHOIEE—
keyEst AlgorithmWithInvoke{{SupportedKeyEstablishmentAlgos}},

altKeyEst [1] AlgorithmWithInvoke{{SupportedAltKeyEstablishmentAlgos}} },
encr-mode CHOICE ({

aead [2] AlgorithmIdentifier{{SupportedAeadAlgorithms}},
non-aead [3] SEQUENCE {
encr [0] AlgorithmIdentifier{{SupportedSymmetricKeyAlgorithms}} OPTIONAL,

icvAlgID [1] AlgorithmIdentifier{{SupportedIcvAlgorithms}} },

l4

attCert DER-AttributeCertificate OPTIONAL,
applData [4] WrappedProt{{SupportedProtSet}} OPTIONAL,
o}

HandshakeWrpRej ::= Signed{TbsHandshakeWrpRej}

TbsHandshakeWrpRe]j ::= SEQUENCE ({
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version Version DEFAULT {vl},
sigSel CHOICE {
sigAlg AlgorithmIdentifier{{SupportedSignatureAlgorithms}},

altSigAlg [0] AlgorithmIdentifier{{SupportedAltSignatureAlgorithms}} },
assolD AssolD,

time TimeStamp,
pkiPath DER-PkiPath,
diag WrpError OPTIONAL,
o}
HandshakeProRej ::= Signed{TbsHandshakeProRej}
TbsHandshakeProRej ::= SEQUENCE ({
sigSel CHOICE {
sigAlg AlgorithmIdentifier{{SupportedSignatureAlgorithms}},

assoID AssolD,
time TimeStamp,
pkiPath DER-PkiPath,
applData WrappedProt{ { SupportedProtSet}},
}
HandshakeSecAbort ::= Signed{TbsHandshakeSecAbort}
TbsHandshakeSecAbort ::= SEQUENCE ({
versi¢n Version DEFAULT {vl},
sigAlg AlgorithmIdentifier{{SupportedSignatureAlgorithmst}},
assoIb AssolID,
time TimeStamp,
pkiPath DER-PkiPath,
diag WrpError OPTIONAL,
R
HandshakeProAbort ::= Signed{TbsHandshakeProAbort}
TbsHandghakeProAbort ::= SEQUENCE {
sigAlg AlgorithmIdentifier{{SupportedSignatureAlgorithms}},
assolDb AssolD,
time TimeStamp,
pkiPat DER-PkiPath,
applData WrappedProt{ { SupportedProtSet}},
..}
DtSecAbprt ::= Signed{TbsDtSecAbort}
TbsDtSe¢Abort ::= SEQUENCE °{
sigAlg AlgorithmIdentifier{{SupportedSignatureAlgorithms}},
assoIb AssolID,
time TimeStamp,
pkiPath DER-PkiPath,
seq SequenceNumber,
diag WrpError OPTIONAL,
}
ApplAbort (= Signed{TbsApplAbort}
TbsApplAbort ::= SEQUENCE ({
sigAlg AlgorithmIdentifier{{SupportedSignatureAlgorithms}},
assolD AssolID,
time TimeStamp,
pkiPath DER-PkiPath,
seq SequenceNumber,
applData WrappedProt{ {SupportedProtSet}},
o}
ReleaseReq ::= Signed{TbsReleaseReq}
TbsReleaseReq ::= SEQUENCE {
version Version DEFAULT {vl},
sigAlg AlgorithmIdentifier{{SupportedSignatureAlgorithms}},
assoIlD AssolID,
60 Rec. ITU-T X.510 (08/2020) © ISO/IEC 2020 - All rights reserved
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time TimeStamp,
pkiPath DER-PkiPath,
}
ReleaseRsp ::= Signed{TbsReleaseRsp}
TbsReleaseRsp ::= SEQUENCE {
version Version DEFAULT {vl},
sigAlg AlgorithmIdentifier{{SupportedSignatureAlgorithms}},
assoIlD AssolID,
time TimeStamp,
pkiPath DER-PkiPath,
..}
DataTransferClient ::= CHOICE ({
aead [0] DataTransferClientAE,

non-ae¢ad [1l] DataTransferClientNEA,
}

DataTrapsferClientAE ::= AUTHEN-ENCRYPT{AadClientAE, WRAPPED-PROT.&Type}
AadClieptAE ::= SEQUENCE {
COMPONENTS OF AadClient,

encInvyoke [3] AlgoInvoke{{SupportedAeadAlgorithms}} OPTIONAL,
}

DataTrapsferClientNEA ::

ICV-Invoke{TbpDataTransferClient}

TbpDatafransferClient ::= SEQUENCE {
COMPONENTS OF AadClient,
encEnvyoke [3] AlgoInvoke{{SupportedSymmetricKeyAlgorithms}} OPTIONAL,
conf CHOICE {
clear [4] WrappedProt{{SupportedProtSet}\},
protected [5] ENCIPHERED{WRAPPED-PROT. &Typ&},
I O
}
AadCliept ::= SEQUENCE ({
invokeID [0] InvokeID OPTIONAL,
assolID AssolD,
time TimeStamp,
seq SequenceNumber,
keyEst [2] AlgoInvoke{ {SupportedKeyEstablishmentAlgos}} OPTIONAL }
InvokeID ::= OCTET STRING (SIZE (6))
SequenceNumber ::= INTEGER" (0..2147483647)
DataTransferServer ::=)CHOICE ({
aead [0] DataTransferServerAE,

non-ae¢ad [1l] DataTransferServerNEA,

}

DataTransferServerAE ::= AUTHEN-ENCRYPT{AadServerAE, WRAPPED-PROT.&Type}

AadServeriAF——=—SROUENCE—
COMPONENTS OF AadServer,
encInvoke [3] AlgoInvoke{{SupportedAeadAlgorithms}} OPTIONAL,

}

DataTransferServerNEA ::= ICV-Invoke{TbpDataTransferServer}
TbpDataTransferServer ::= SEQUENCE {
COMPONENTS OF AadServer,
encInvoke [3] AlgoInvoke{{SupportedSymmetricKeyAlgorithms}} OPTIONAL,
conf CHOICE {
clear [4] WrappedProt{{SupportedProtSet}},
protected [5] ENCIPHERED{WRAPPED-PROT.&Type},

-}
}
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AadServer ::= SEQUENCE ({

invokelID [0]
assoIlD

time

seq

reqRekey [1]
changedKey [2]

InvokeID OPTIONAL,
AssolID,

TimeStamp,
SequenceNumber,

BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT FALSE }

WrpError ::= ENUMERATED {

protocol-error (0),
invalid-signatureAlgorithm (1),
unexpected-version (2),
protected-protocol-not-supported (3),
duplicate-assoID (4),
invalid-time-value (5),
key-estab-algorithm-not-supported (6),
encr-pmode-aead-not-supported (7),
encryption-not-supported (8),
encryption-required (9),
aead-algorithms-not-supported (10),
aead-is-required (11),
symmetricKey-algorithms-not-supported (12),
icv-algorithms-not-supported (13),
invaljd-attribute-certificate (14),
alt-sjgnature-not-allowed (15),
only-pne-version (16),
invaljd-key-estab-algorithm (17),
invaljd-alt-key-estab-algorithm (18),
invaljd-aead-algorithm (19),
aead-not-allowed (20),
invaljd-symmetricKey-algorithm (21),
invaljd-icv-algorithm (22),
dynamjc-aead-algo-parms-required (23),
invaljd-dynamic-aead-algo-parms (24),
dynamjc-aead-algo-parms-not-required (25),
dynamjc-symKey-algo-parms-required (26) ,
invaljd-dynamic-symKey-algo-parms (27,
dynamjc-symKey-algo-parms-not-required (28),
dynamjc-icv-algo-parms-required (29),
invaljid-dynamic-icv-algo-parms (30),
dynamjc-icv-algo-parms—-not-required (31),
unexpected-invokeID-received (32),
rekeyrout-of-sequence (33),
invaljd-dynamic-keyEst-algo<parms (34),

dKey-out-of-sequence (35),
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Annex C

Protected protocol interface to the wrapper protocol

(This annex forms an integral part of this Recommendation | International Standard.)

0(E)

As specified in clause 8.8, a protected protocol is defined as an information object of the WRAPPER-PROT information

object class. This means that a particular protected protocol may be specified as follows.

<identifier> WRAPPED-PROT ::= {
<The top-level APDU of the protected protocol>
IDENFIED BY <object identifier for protected protocol>

f the identifying object identifier and the chos
from the top-level of the APDU.

For a spedific purpose, e.g., creating an implementation, an ASN.1 module, named ProtProtocolsshall be i1
the set of ASN.1 modules to be compiled. The structure of this module is shown in the following.

This annek defines three different protocols potentially to be protected. For each of them, the’top-level APDU is
from the felevant module.

The object set SupportedProtSet is then imported by the wrapper protocol allowing€ither of the protocols in|
set to be fjrotected. To ease implementation only a single information object should\b¢ included.

ProtProfocols {joint-iso-itu-t ds(5) module(l) protProtocels (47) 9}
IMPLICIT TAGS IMPLICIT TAGS ::=
BEGIN

-- EXPORTS All
IMPORTS

id-wrprot
FROM
PKI-Stub {joint-iso-itu-t ds(5), module(l) pki-stub(999) 9} WITH SUCCESSORS

WRAPPED-PROT
FROM Wrapper
{point-iso-itu-t ds(5) module(l) wrapper(43) 9} WITH SUCCESSORS

Av1Prot
FROM AVL-management
{point-iso-itu-t, ds(5) module(l) avl-management(44) 9} WITH SUCCESSORS

CasubProt
FROM CaSubscription
{joint-ise<itu-t ds(5) module(l) caSubscription(45) 9} WITH SUCCESSORS

TBprot
FROM TrustBroker

ecified in
en PrPDU

icluded in

imported

the object

{point-iso-itu-t ds(5) module(l) trustBroker(46) 9} WITH SUCCESSORS;

avlProt WRAPPED-PROT ::= {
Avl1Prot
IDENTIFIED BY id-avlprot }

casubProt WRAPPED-PROT ::= {
CasubProt
IDENTIFIED BY id-casubprot }
tbprot WRAPPED-PROT ::= {
TBprot
IDENTIFIED BY id-tbprot }

SupportedProtSet WRAPPED-PROT ::= {avlProt | casubProt | tbprot }
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id-avlprot OBJECT IDENTIFIER ::
id-casubprot OBJECT IDENTIFIER ::
id-tbprot OBJECT IDENTIFIER ::
END -- ProtProtocols

{id-wrprot 0}
{id-wrprot 1}
{id-wrprot 2}
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Annex D

Cryptographic algorithms

(This annex forms an integral part of this Recommendation | International Standard.)

0(E)

This annex includes all the ASN.1 type, value and information object definitions for the use of cryptographic algorithms
in the form of the ASN.1 module GenAlgo.

GenAlgo {joint-iso-itu-t ds(5) module(l) genAlgo(48) 9}
DEFINITIONS IMPLICIT TAGS ::=
BEGIN
-- EXPORTS—&1T
IMPORTS
ALGOR[THM, id-algo
FROM
PKI-Stub {joint-iso-itu-t ds(5) module(l) pki-stub(999) 9} WITH SUCCESSORS ;|
id-algotmca OBJECT IDENTIFIER ::= {id-algo 1} -- multiple-cryptogktaphic algorit
id-algotska OBJECT IDENTIFIER ::= {id-algo 2} -- symmetric-key algorithms
id-algoraead OBJECT IDENTIFIER ::= {id-algo 3} -- authenticated/encryption with a
id-algotpka OBJECT IDENTIFIER ::= {id-algo 4} -- public-key-algorithms
id-algotha OBJECT IDENTIFIER ::= {id-algo 5} -- hash algorithms
id-algotdsa OBJECT IDENTIFIER ::= {id-algo 6} -- digital\dignature algorithms
id-algorkea OBJECT IDENTIFIER ::= {id-algo 7} -- key establishment algorithms
-- Key establishment algorithms
dhModpGr14Hkdf256A1go ALGORITHM ::= {
PARMS Groupl4
DYN-PARMS Payloadl4
IDENTLFIED BY id-algo-dhModpGrl4Hkdf256AIgo }
Groupl4| : := INTEGER (14)
Payload]l4 ::= SEQUENCE {
dhPub)licKey OCTET STRING (SIZE, (256)),
nonce OCTET STRING (SIZE (32)),
}
dhModpGy23Hkdf256A1go ALGORITHM ::= {
PARMS Group23
DYN-PARMS Payload23
IDENTLFIED BY idTalgo-dhModpGr23Hkdf256Algo }
Group23| : := INTEGER (23)
Payload®3/;::= SEQUENCE {
dhPublicKey OCTET STRING (SIZE (512)),
nonce OCTET STRING (SIZE (32)),
}
dhModpGr28Hkdf256A1go ALGORITHM ::= ({
PARMS Group28
DYN-PARMS Payload28

IDENTIFIED BY id-algo-dhModpGr28Hkdf256Algo }

Group28

::= INTEGER (28)

Payload28 ::= SEQUENCE ({
dhPublicKey OCTET STRING (SIZE (512)),

nonce

}

OCTET STRING (SIZE (32)),
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-- Object identifier allocation

id-algo-dhModpGrl14Hkdf256Al1go OBJECT IDENTIFIER ::= {id-algo-kea 1}
id-algo-dhModpGr1l5Hkd£384Algo OBJECT IDENTIFIER ::= {id-algo-kea 2}
id-algo-dhModpGrl6Hkdf512A1go OBJECT IDENTIFIER ::= {id-algo-kea 3}
id-algo-dhModpGrl7Hkdf768Algo OBJECT IDENTIFIER ::= {id-algo-kea 4}
id-algo-dhModpGr18Hkdf1024Algo OBJECT IDENTIFIER ::= {id-algo-kea 5}
id-algo-dhModpGr23Hkdf256Algo OBJECT IDENTIFIER ::= {id-algo-kea 10}
id-algo-dhModpGr28Hkdf256Algo OBJECT IDENTIFIER ::= {id-algo-kea 15}
END -- GenAlgo
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Annex E

Authorization and validation list management in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex includes all the ASN.1 type, value and information object definitions for the AVMP in the form of the ASN.1
module AVL-management.
NOTE - This module was part of the PkiPMIProtocolSpecifications in Rec. ITU-T X.509 (2016) |
ISO/IEC 9594-8:2017.

AVL-management {joint-iso-itu-t ds(5) module(l) avl-management (44) 9}
DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- EXPORTS All

IMPORTS
/*
-- from Rec. ITU-T X.501 | ISO/IEC 9594-2

Attribute{}, SupportedAttributes
FROM InformationFramework
{point-iso-itu-t ds(5) module(l) informationFramework (1)\'Q} WITH SUCCESSORS

-- from Rec. ITU-T X.509 | ISO/IEC 9594-8

Certificate, CertAVL, AvlSerialNumber
FROM AuthenticationFramework
{point-iso-itu-t ds(5) module(l) authenticationFramework(7) 9}

*/
-- Frpom x510-import

Attribute{}, AvlSerialNumber, CertAVL, Certificate, SupportedAttributes

FROM PKI-Stub
{point-iso-itu-t ds(5) module (1) ' pki-stub(999) 9} WITH SUCCESSORS

Versipn
FROM Wrapper
{joint-iso-itu-t ds(5) module(l) wrapper(43) 9} WITH SUCCESSORS ;

-- PDU types
AvlProt| ::= CHOICE {
initReq [0] (InitializationRec,
initA¢c [1]'\.‘InitializationAcc,
initRej [2) InitializationRej,
ini t [8] InitializationAbort,
certReq [4] CertReq,
certRsp [5] CertRsp,
addAv]Req [6] AddAvlReq,

AxzlRen

=7
replaceAvlReq [8] ReplaceAvlReq,
replaceAvlRsp [9] ReplaceAvlRsp,
deleteAvlReq [10] DeleteAvlReq,
deleteAvlRsp [11] DeleteAvlRsp,

abortAVL [12] AbortAVL,
}
InitializationRec ::= SEQUENCE ({
version Version,
}
InitializationAcc ::= SEQUENCE ({
version Version,

}
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