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d

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
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Introduction

This document is a high level, principles-based advisory International Standard. It sets out a framework
of two elements with the relevant concepts, that can be referenced by organizations, persons and systems
that use data. The framework and concepts outlined in this standard should be read in conjunction with the
terms and definitions contained in ISO/IEC 5207.

Organizations of all types (including commercial enterprises, government agencies, not-for-profit
organizations), sizes and purposes depend on the use of data for day-to-day business operations and are
increasingly reliant on data dependent systems such as information technology management, cloud
computing, big data, Internet of Things, and artificial intelligence.

There are numerous approaches to data usage from the most complex Wthh 1nc1udes hlghly sensitive,

personal or

users have a fundamental understanding of data use to ensure appropriateidata management. '
that as the usk of data is ubiquitous within organizations, users withoutappropriate knowledgs
expertise car] inadvertently lead to incorrect data usage.

The sharing ¢r exchange of data can involve multiple individuals, systems or organizations
processes arld procedures. Furthermore, each entity involved in the sharing or exchange
have differer]t approaches to security, privacy, data sensitivity or legal considerations. Whi
activities ca)) be managed under different governance*arrangements such as a formal con
sharing agre¢ment, there are many steps involved in data usage that may not be formalized. T
uses a risk iflentification and management methodology which can be considered by any
they an indiyidual or organization. There can be-an advantage for organizations operating

data or techrjology governance processes, such as those outlined in International Standards 1

governance of information technology, such as ISO/IEC 38500 or ISO/IEC 38505-1.

In addition, ¢rganizations can consider_the suitability of IT systems, security and storage
to support g

ISO/IEC 2704

0.

overnance capabilities_ which are addressed within ISO/IEC 27001, ISO/IEC

hin each data
abilities, and

toimplement
ach supports
amework for
ative that all
here is a risk
b, context and

vith different
of data can
e data usage
[fract or data
his document
data user, be
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requirements
27701 and
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Information technology — Data usage — Guidance for data usage

1 Scope

This document provides high-level guidance to data users, whether organizations or individuals, to assist in
realizing the benefits from data usage while managing risks.

2 Norma

The following
requirement
the latest edi

1SO/IEC 5207

[Ive references

documents are referred to in the text in such a way that some or all of theircontel
of this document. For dated references, only the edition cited applies. For iindatg
fion of the referenced document (including any amendments) applies,

Information technology — Data usage — Terminology and use cases,

3 Terms and definitions

For the purpc
[SO and [EC n

ISO Onliy
IEC Elect

ses of this document, the terms and definitions given in1SO/IEC 5207 apply.
naintain terminological databases for use in standapdization at the following addr

e browsing platform: available at https://wwwiso.org/obp

ropedia: available at https://www.electrepédia.org/

4 Abbreviated terms

i level objective

h quality objective

i sharing agreement

rnet of things

sonally identifiable information

rice leyel agreement

Wt constitutes
d references,

esses:

DLO dat:
DQO dat3
DSA dat:
[oT inte
PII per
SLA serty
SLO

- 1 1 I .
Service rever oujJectve

5 Introduction to data usage

5.1 Overview

5.1.1 The context of data usage

Data usage is any activity involving data. This includes the use, sharing and exchange of data that can occur
across entities of all types, sizes, and purposes. The decision-making process around data usage requires
the identification of:

— the decis

ion to use, exchange or share data;

© ISO/IEC 2024 - All rights reserved
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the purpose for data use, exchange or sharing;
details about the data itself including its characteristics, quality, security, and privacy;

pathways to use, share and exchange data and the alternatives;

le risks in using, sharing, or exchanging data;

mitigation measures for risks;

authorization steps required;

ata usage activities.

the policies, processes, procedures, or instruments required to provide predictability and reliability

Identifying tH
or when ther
perspectives

a)

or excha
b) the data

These two €
the structurg
Each compor

Understanding the data process, the data environment and developing a data usage framewtq

organization
— identifyi
identifyi

increasin

ensuring

5.1.2 Data

The data pro
data usage. T
of greater rig
it useful to d

the datalllprocess within the organization or between or among organizations ox, entities

€SE characteristics can be complex particularly when data Uuse 1s ubiquitous in an
e are multiple parties, or informal data sharing arrangements. This documentj
to assist organizations to identify and mitigate data project risks and opportuniti

ging data, using the data lifecycle as a framework;
environment to assess the surroundings or conditions which_¢anrbe consequent

lements are the core components in developing a data ‘usage framework w}
for organizations to understand the characteristics of*any entity in possessiol
ent within the data usage framework should be captured within the metadatd

5 with benefits including:

g risks to the data management process and @pportunities for corrective actions
1g opportunities to standardize identicaldata processes;

g value capture from data through iimproved usage practices;

that all entities have a commonunderstanding of the data through well document

process

ress can be assessed\using the data lifecycle as a framework to identify the step
his can assist ogganizations in better understanding their data processes and i
k or opportunity-"There are many iterations of the data lifecycle and organizat]
evelop a datavlifecycle map for each data project to identify data usage activitie

organization,
broposes two
es being:

Wwhen sharing

al.

ich provides
h of the data.

description.
rk can assist

ed metadata.

s involved in
dentify areas
ions can find
s and related

changes to thie data characteristics. See Figure 1 as an example of a data lifecycle and the maturity of data at
each stage.
15 \\ organize, \\ link, \\ use, \\ share, archive,
capLiCe Store EXchange Teuse publish se
collect / /
raw data.......... processed data......integrated data...analyzed data......actionable insights

Figure 1 — Data lifecycle

For more information on data lifecycle frameworks for projects related to the development and use of Al
systems, see ISO/IEC 8183.

Organizations can apply a multi-layered data lifecycle where steps within the process occur within other
entities to recognize data movement beyond organizational boundaries. Data management policies
and procedures should consider how these apply to other entities to maintain a consistent and shared

© ISO/IEC 2024 - All rights reserved
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understanding of data management processes and where these occur, as shown in the example in Figure 2.
For example, organizations that operate within a specified jurisdiction with data required to be retained,
stored and used within the same location. The addition of cloud computing in a different jurisdiction may
require specification within cloud service (or storage) agreements to address jurisdiction-based operational

archive,
dispose

>

expectations.
3rd party data data sharing with
Collectlon other entities
cretate organize, link, use, share,
\V4 T store exchange reuse publish
collect
AN
3 party data storage
(e.g. cloud service agreement)
LN
Vv
Figure 2 — Third parties and the data lifecycle
Each of the steps in the data life cycle can be considered as distinct elements however, this does

the interconpected nature of data, or the ability of data to persist in perpetuity. Therefore

each stage of
measures ne
important fol

expandir
data ana
exchange

sharing ¢

combinin

The ubiquitous nature of data colleetion has resulted in large data sets and big data in

increasing ley
can operate i

ensuring thaf

use, in additi

data preparation including cleaning, decryption, transformation, data translation, represe

the data life cycle should consider the preceding and following stages, while ri
bd to extend beyond the immediate stage to explore potential risks carried for
any action that changes the data including:

g or refining the data set through the ongoing acquisition of data;

ySis;
of data via other entities;
ata;

g data.

rels of data complexity. Data subjects can be far removed from the data users, wh
h disassociated and'distinct parts of the data life cycle. Risk mitigation measures
each data useérjis aware of the risks preceding and following their immediate
bn to understanding the overall data project objective including related privacy,

sensitivity a
avoid high ¢

to consider these issues, organizations can avoid sharing or exchanging data, failing to real
derived from[data driven insights and knowledge. Preparing data users and systems appropria

d other-fitness-for-purpose considerations. These risks need to be managed
plianee-costs, data breaches, non-compliance, or reputational damage. Without

hotrecognize
decisions at
sk mitigation
ward. This is

ntation, etc.;

parallel with
o themselves
may require
area of data
security, and
effectively to
a framework
ize the value

tely is part of

managing thedataenvironmrernt:

5.1.3 Data

environment

The data environment relates to the surroundings or conditions that can influence the data usage outcomes.
The data environment is important in considering the decision-making process related to data usage. The
data environment can include but is not limited to the components outlined in Figure 3.

© ISO/IEC 2024 - All rights reserved
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Organization
— compete
structuré
defined,

enabled ¥

appropri

documen

For example,
security or v
are appropriz

Organization
entity and w

Data users
(entities)
Data value e
structure
and
_ and
expectations
procedures
Data
usage
Data outputs Platforms
and
el and systems
applications
Data safety

and security

Figure 3 — The data environment

5 should consider each of these in the context ofwhether each component is:
Nt;

bd and resourced;

inderstood, and agreed among all parties;

vith appropriate issues awareness and access to remediation avenues;

htely considered with regards to responsible use, misuse, and corruption;
ted under an apprepriate governance framework.

the people ordata users operating in the data environment can affect the data

ality, safety,

hlue of the-data through their actions. Therefore, organizations should ensure that data users

tely trained and have a common understanding of the data usage task.

5 who)are sharing or exchanging data should consider the data environment related to each
hether there are material differences that can affect the data project outcomes, risks or

opportunities. This can include documenting:

the entities or organizations holding or using the data;

the people, users, or systems within each entity;

the data project including objective, outcomes and expectations;
the data management and security processes;

the data outputs.

Each of these components presents a decision-making situation for organizations which can warrant an
assessment of the risks and opportunities within each one. This can be important when entities, which
are fundamentally different, share data. Each entity should consider the comparability in each component

© ISO/IEC 2024 - All rights reserved
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particularly with regards to risk appetite, governance processes, internal and external accountability and
data project expectations.

By considering both the data process and the data environment, organizations can identify where there are
potential vulnerabilities across all data usage activities.

To support responsible data usage, entities should consider the existing data environment including legacy
data, governance, competency and processes and undertake any necessary steps in preparing for data usage.

5.2 Preparing for data usage

Good data governance is important in data sharing, exchange and use. Organizations with good data
governance processes can have an advantage in data project management, enabling greater value capture
and effectively mitigating risks. Table 1 provides an overview of the data usage environment and the aspects
that organizgtions should consider prior to undertaking data use, sharing and exchange.

Table 1 — Preparing for data usage

Pre data use, sharing and ex-
change preparation

Data use, sharing and exchange Post ¢lata sharing,

exchgnge, and use

conkiderations
Organizationgl capability Recorded information about the data Archiyed data
— policies — data catalogue and metadata -+ security
— prgcedures
Defined data ¢ontext for users Data transmission or receiving Delet¢d data

Data manager

nent system

Data systems operation

Data user cap

hbility

Data accessibility, security and privacy

ext

ernally acquired data

Data acquisitipn Purpose of data use, sharing or exchange
— dafa capture — outcomes
— primary data — risks
— sedondary data — sensitivities

privacy concerns
compliance considerations
data subjects and stakeholders

data user processes

Data preparatfion includiiig:

Data use including:

integrity verification

updating metadata

— representation — access

— de¢ryption — observation

— de-identification — interpretation

— cleaning — analysis

— normalizing — event detection

— transforming — event detection response
— labelling — consolidation, collation
— enrichment — recording

creating data products

© ISO/IEC 2024 - All rights reserved
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Table 1 (continued)

Pre data use, sharing and ex-
change preparation

Data use, sharing and exchange

Post data sharing,
exchange, and use
considerations

Data storage
— access platforms

— safety and security
provisions

— business continuity
plans

Other data entities and parties

Data exchange

— storage
— access
— transferring

— archiving

Data sharing

— specific access
— group access
— public access

— open access, publication

Data use conclusion

— selective archiving, data removatl
— deleting

— destroying

5.3 Applidations for this document

This document provides a framework for organizatiofis to support the development of data|use systems,
tailored to their specific circumstances. It provides guidance for any data user undertaking their own risk
assessment ysing the data life cycle as a framework. This document involves both data manjagement and
data governapce for all data users. This can incliide data sharing or exchange between multiplg platforms or
entities, or thle sharing of data across public demains.

This document also provides guidance:t@ those advising, informing or assisting governing bodjes which can

include:

— public officers;

— board m¢mbers and senior executives;

— memberd of data management teams within an organization;

— advisory|boards;

— external pusihess or technical specialists, retail or industrial associations or professional bodies;

— internal and external service providers (including consultants);

— auditors.

The guidance set out in this document is generic and intended to be applicable to all entities regardless of
type, size or nature. This document provides guidance to organizations and individuals who use, analyse, or
share data through a framework for data usage.

Organizations seeking additional guidance on data and information management systems can reference
ISO/IEC 38500 and ISO/IEC 38505-1.

© ISO/IEC 2024 - All rights reserved
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6 Preparing the data environment for use, sharing and exchange of data

6.1 Overview

In preparing to use, share or exchange data, organizations should consider the data environment within the
organization. Organizations should prepare for data usage by developing the capability of people within the
organization as well as establishing documented and reliable data procedures which operate under a robust
data governance framework. This clause provides guidance for organizations to support a strong foundation
for proficient data use, sharing and exchange. The basis for both the data environment, procedures and
governance is to examine and prepare the organization’s competence in terms of people, systems and data

preparation.

6.2 Overview of organizational readiness and capability

6.2.1 Gene

Organization
transformati

To support d|
and system (
should have 4
is operating
regarding seq

6.2.2 Undg

The organiza

a) thepurp

ral

5 increasingly require access to vast quantities of high-quality data'to su
bn activities, increase operational efficiency and develop enhanced knowledge
ata related activities all entities should consider their organizational readiness
apabilities, governance, and general data competency. All datd users within an
fundamental level of understanding of the data types, quality,tise, and processe
nder a sound governance framework that supports the appropriate competence §
urity, privacy and data sensitivity.

rstanding the organization and the data context
kion should determine the intended use of datarincluding:

bses for which data are used;

pport digital
and insights.
, operational
organization
s. Key to this
nd measures

Iries);

s a different
g tolegal), or

b) the partips involved in the data process including data subjects (stakeholders and beneficia

¢) data attrjbutes such as data volume, data fermat, data categories, etc;

d) the alignment of interests and benefits.arising from data usage

e) the sensifivity of data sets;

f) data priyacy or security requirements that can be applicable to other entities, such &
department within the organization or entity, functional units (for example from accountir
to external entities;

g) the prop¢rty rightof data such as data ownership;

h) the data pisers;

i) data systems including operating platforms, electronic data interchange (EDI) machin
artificial intelligence systems;

j) the data stakeholders including, but not limited to data subjects;

k) policies and procedures relevant to data usage by the entity;

1) legal, regulatory, and contractual obligations that relate to the entity’s data usage.

6.2.3 Identifying uses of data

e learning or

Data can be used in many ways by an entity. This document provides guidance to assist organizations in
understanding the full breadth of data usage, beyond what has been previously considered within specific
data processes. Data usage can include several data related activities that have not been subject to a risk-

© ISO/IEC 2024 - All rights reserved
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based analysis to quantify the potential risk associated with each action. For example, the following are
examples of data usage:

for event

detection: monitoring, alerting;

to trigger actions: based on thresholds or as a consequence of event detection;

for historical record: observing, recording and archiving;

formats (e.g. printing of digital documents;)

for analysis: tallying, visualising, describing, diagnosing, showing relationships, predicting or modelling;

storage: files for photos, videos, programs, other recordings, presentations or spreadsheets;

to create data products: copies, aggregates, subsets, perturbed versions, insights or outputs in other

deletion:

Organization
governance e
be considere
legacy proceg
with other d

warrants add
published.

6.2.4 Data

To effectively
data usage st
delegated rol
protective ca

6.2.5 Data
Entities that

is approg
reference
recogniz
encourag

consider

in transrjlission: broadcasting, transferring or connecting;

destruction or rendering data inaccessible to the current entity.

5 should consider whether existing data practices and data sets are |consistent
xpectations. For example, data collected prior to relevant personal privacy prote

ses and systems can be problematic when data are used, shared and exchanged
ata, data subjects can be identified. Organizations should’ consider whether

strategy within the organization

 use, exchange and share data, organizations should develop a coherent and ¢
rategy. Central to this is the development@f data capability across the organizat
e or area of responsibility such as a responsible data officer. The data strategy shou
pabilities to understand sensitivities;and opportunistic capabilities to capture va

policy

ise data should establish*axdata usage policy that:

riate for the entity;

s data usage processes and procedures;

s the relevant jurisdictional and other legal obligations applicable to the entity;
es the effective, safe, and responsible use of data;

5 the ethical aspects of data usage for stakeholders and particularly data subjects

l complaint, particularly if mass collection methods such as sCraping have beer

with current
ctions cannot
1 used. These
as, combined
reusing data

itional risk management measures particularly if the insights from the data project are to be

bmpany wide
ion, beyond a
[d encompass
ue.

6.2.6 Lead

recognizes the value of data;

is accessible to all actual or potential data users.

ership and commitment

Data processes, procedures and opportunities should be documented and understood by all data users in the
organization. The effective, safe, and responsible use of data is a principle that should be upheld at all levels
of the organization, beginning with the board or group with external accountability for strategic oversight.
Data issues should be managed by leadership with relevant issues reported at board level or equivalent.
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6.2.7 Organizational roles and responsibilities

The organization should ensure that all data user roles within the entity follow:

— the appropriate qualifications and experience level;

— the organization’s data usage policy;

this document.

6.2.8 Competence

The organization should:

determin

ensure th

impleme
relevant

are appf
consider

undertak

operate 3

6.2.9 Awal

The organizafion should ensure that individuals,“éither employees or third parties responsiblg

aware of and
the orga
the requ
governar

the impli

6.2.10 Tooly

but not lIn
ensure competence requirements are included as appropriate in induction;

ensure that data users who have access to all levels of data (for example IT personnel or dz

|

cations of nofi=compliance with the organizations data policy.

e the necessary competence of individuals :n‘h'ng as data users;

attherequired competenceis specified within terms of engagement such as cehtra
ited to employment contracts);

ht a framework that identifies data sensitivity and security lévels in associaf
processes and users;

opriately qualified, inducted and appraised of any ¢relevant data sensitivity
htions;

e periodic assessments as required to ensure theappropriate level of competence i

system to maintain competency in response to changes in the data usage envirol
eness

have the necessary skills and knowledge to action:

ization’s data policies and processes;

ements, including competence, for data users;

ce requirements(related to data exchange and sharing;

and resources

cts (including

ion with the

Ita scientists)
or security

s maintained;

hment.

for data, are

cluding:

The organizal:ion should ensure the appropriate resources are made available for data usage i1

— platforms that enable data sharing and data exchange;

— data system security provisions as required by the data policy and jurisdictional or legislative
requirements.

The tools and resources used should be reliable with the appropriate means of continuity of service,
redundancy and back-up to ensure that they do not compromise the level of data integrity, completeness and
reliability.
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sharing and exchange protocols

The organization should develop explicit protocols for data sharing and exchange with all sharing, and
exchange activities operating under a framework that provides clarity around:

6.2.12 Data

Operational authority for data users;
Approved platforms and systems for data exchange;
Data representation and quality expectations for each data sharing or exchange project;

Approval frameworks for external data exchange or sharing entities.

documentation

The organizg
is consistent
operate in a
data catalogy
Metadata reg
breach or inc

6.3 Datas

The data syj
Organization

archive) to efisure data integrity and provenance are not compremised, including where the d
byond the organization. This can include systenis’that operate actively undertaking analysis or

takes place b
exchanging d

cloud cor

— electronif data interchange (EDI);

— third paj

Data systemsg
registry.

6.4 Datan

An importan
elements. Sug

tion should develop a data documentation system to ensure the way data laf
across the organization. A shared understanding of all data is vital to ensur
consistent and predicable manner. In most organizations this involves_the deve
e at the simplest level or a metadata registry to appropriately structure data a
istries are vital to tracking all changes related to data and can be useful in the e
dent.

ystems

tems applicable to a data project can be continuou$ or connected directly
5 should consider all systems involved in data exchange (access, transmission

ata or passively by providing data storage and\¢can include:

nputing;

ty processing.

should enable all data exchange to be recorded in a transaction log, data catalogu

nodelling and data design

[ step in understanding data is to model the data and the relationships among in|
h modelling:also aids in the design of databases and other data stores used to s

The corresp

ding metadata should be captured during this process. In many data processing

e catalogued
e data users
lopment of a
bout all data.
rent of a data

br indirectly.
storage and
ata exchange

b or metadata

dividual data
fore the data.
systems, the

data modelling and-data design processes precede the creation or acquisition of the corresponding data.

However, in
modelled.

oré_exploratory data projects it is possible for data to be acquired first, then

nnalysed and

6.5 Data acquisition

Data acquisition is the process of collecting data. This can include the digitisation of data provided via
manually completed forms, through to technically sophisticated technologies such as simulations, Al system

outputs, sens

or networks etc. Data acquisition falls into four main categories:

existing data within the entity;
data captured via data collection mechanisms by the entity;
data acquired from another entity;

data used for a different purpose than originally specified.
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In all situations, data acquisition should enable:

if applica

mechanisms to organize and structure data or datasets;
recording associated metadata;

the ability to validate aspects of the data including security, quality, and privacy;

ble conversion or translation tools involved;

data provenance.

For data acquisition, the entity should consider:

what data should be acquired;

the mear
the meta
the volun
the data
the data

any data

Entities shou
applications

the origins o
organization

the data

conforma

— the priva

6.6 Datas

Computer data storage or information storage refers to storage devices and storage medi

electronically

Data should
storage proc
dataitself. M

the reliall)ility of data received;

s of acquisition;

data of the data;

he of data received;

Fepresentation of the data received;
representation to be used for storage;

transformation or data translation required.

br compliant with contemporary privacy, security and sensitivity expectations.
F data sets acquired externally (from other, entities within the organization, or f
) should be appropriately assessed andidocumented to understand:

Characteristics and metadata;
ince with the entities own datalsystems and standards;

cy, security, authority, senisitivity and ethical implications of the data set.

forage

r stored data.orinformation.

be storéd Jappropriately to maintain a consistent and dependable level of secu

ptadata should be stored securely and be accessible independent of its related dat

d also consider older or legacy data in the organization and whether this is suitablle for current

Additionally,
rom external

a that retain

ity. The data

eduresshould include access, security and privacy considerations of both data fisers and the

h sets.

Data storage systems should comply with privacy and security requirements. Organizations should consider
and document security and redundancy needs including the need for non-volatile storage for both internal
requirements and, where required, any external parties involved in data sharing or exchange. Organizations
should ensure their data storage systems consider data transfer where data users can take data offsite

through both

authorized (documented) and unauthorized (explicitly prohibited) activities.

6.7 Data preparation

Prior to the sharing, exchange or use of data, data can require preparation including but not limited to:

— decryption;

— cleaning: including steps such as validating relevance, deduplicating, outlier removal and bias mitigation;
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organization of the data remains unchanged;

normalizing data structures;
data translation: converting data into standardized code sets;

transforming: reorganizing the data without changing its values;

normalizing data values: modifying data so that, for instance, it fits within a predefined range; the

adding labels that describe the data so that the data can be used as training data for an Al system. For

example, important components of an initial data set of video clips can be labelled in order to create

training

example,

named e

location-

data set.

already b

Organization

measure

These measy
preparation j

This topic is ¢

7 Guidanke for the use, sharing and exchange of data

7.1 Overv

Data use, sh
decisions in

sector. Data ysage-fivolves numerous regulatory and governance issues, which should be dog

understood &
organization

integrity|

updating

de-identiffication measures including analytical, mathematical dpprocess means;
the sensi

the risk ¢

data for building a visual recognition Al system;

based analysis later;

verification: applying a process specific to the kind of data to check the) overall
This is more likely to be applicable to structured and semi-structureddata, for wk
e a structural model (e.g. database schema, formal ontology);

the provenance record of each data set to record changes and:goperations undert3

5 should have a process for managing de-identified data ta-epnsider:

Livity of de-identified data;
f re-identification, particularly in the event,ofi\combining, sharing, or expanding d
b to manage personal information and personally identifiable information (PII).

res should be considered independently as well as how they can be impacted
rocesses.

overed in detail in ISO/IEC 27559.

ew

aring, and2exchange present both opportunities and risks to organizations.
one organization or sector are predicated on data generated in another org

y<all-actual or potential data users. Documentation should encompass process

enrichment: running tools to link diverse data sources and to add additional context to the data. For

htities. Placenames and addresses can be identified and geocoded using a gazetjeer to enable

Is to extract
integrity of a

ich there can

ken.

ata sets;

during data

Increasingly,

panization or
umented and

es within an

asswell ag expectations npp]ir‘nhlp to other entities where data are shared or ex

hanged. It is

advisable that organizations follow the guidance outlined in Clause 6 to address the preconditions for data
use, sharing and exchange.

As outlined in Clause 5, the management of data use, sharing and exchange can be supported by
understanding the data process and the data environment. By quantifying the risks and opportunities in the
data process and the data environment, organizations can maintain a robust system of data governance that
allows for additional control measures to be included in proportion to increasing complexity or sensitivity.
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7.2 Data risk management

7.2.1 General

Risk management is a key concept in avoiding unexpected consequences in data projects. A risk matrix is a
useful tool to apply to the data process and the data environment. to support the decision-making process for
the use, sharing, or exchange of data. This guidance has been structured as follows:

a) applying a risk assessment framework to determine the likelihood, consequences and mitigating
measures to ensure the appropriate use of data;

b) using a risk management approach to assess the data environment to support the use of consistent and
documented processes so all parties and entities share a common understanding of the data and its

characteristics;

¢) underst

of data ue within the organization.

ding the risks within the data process using the data life cycle to examine risks|at each stage

Entities should consider the guidance in Table 2 that provides a risk matrix that considers th¢ likelihood of
an issue arisipg and the consequences that can stem from this issue.

Table 2 — Risk assessment matrix

Risk to parties and

Risk rating
(consequence)

Risk to organization

Financial risk or

Data infegrity risk

curity or identity

damage

Likelihgod data subjects loss
Low No impact No impact No loss No|impact
Minor Moderate Moderate Lost time minimal | Minor lc_) 5t or compro-
expense mided data
. . L . . Moderate lost or
. . . Busidess interrup- | Significant financial ;
) Security and identifi- | _; . compronjised data and
Modergte . . tignér reputational cost or loss to the e s
cation risk . . systems|rectification
risk business :
reguired
Catastrophic loss.0f" | Major loss of service, imMi]cqcrigrll)irgilss Major losp of data, data
High personal privacy;se- |brand and reputation P integritylor data relat-

interruption or pen-
alties

ed $ystems

7.2.2 Riskjmanagement in'the data environment

7.2.2.1 General

The risk mdtrix\ should be applied against the data environment to understand the qrganization’s
vulnerabilitigs\beyond the establishment of a data governance process as outlined in Clause 6. The risk

assessment of the data environment should consider, but not be limited to:

— the data users;

— the data processes;

— the data security and safety;

— the data setting (including entities and platforms involved with the data);

— the parties with access to the data.
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7.2.2.2 Data users and custodians

Organizations should develop a documented system for all data users to ensure the appropriate levels of
awareness, competency and authority are developed and applied. This system should consider:

— data access authority levels within existing employment structures;

— induction and on-boarding (including unpaid, volunteer, collaborative research partners, or seconded
data users);

— training and development requirements including ongoing professional development.

The first step in managing the risks associated with data projects is to ensure that there is a shared
understanding of the data project objectives commencing with a common understanding of the data
characteristics

7.2.3 C(lasqifying data and data set information

To ensure a shared understanding amongst data users about data and to log changes to data that can occur
through the yse, sharing or exchange of data it is important that the data are understood and gppropriately
classified. Organizations should consider the use of a data catalogue or metadataTegistry whiich should be
updated condistent with all relevant changes to the data.

In addition, there are several other considerations in classifying the data‘and data set information including
developing afd recording the following:

— data soufgces;

— data quality (see 7.3.2.1);

— data repgesentation;

— data trarjsmission means for sharing and excharige to ensure data quality;
— data sengitivity (see 7.3.2.2);

— the identjfication of personal informatien’ (see 7.3.4) and PII (see 7.3.5);

— data accqssibility and security inehiding privacy protection requirements.

7.2.4 Datalattributes

Organizations should documeént the data attributes to ensure a consistent and clear undg¢rstanding of
the potential| applications\for the data. The data attributes can be important in identifying reasons for
particular dafa actions.¥6r example, gaps in the data can precipitate the acquisition of additional data or the
combination pf datasets.

7.2.5 Data|process and the data environment

Whilst the data lifecycle is broadly considered as the stages involved from the creation of data through to
its destruction with all other activities considered in between, there is no universally agreed version. Each
organization should consider the data life cycle in the context of the organization as a whole, or as it relates
to each specific data project. Each step in the data process can be influenced by the data environment as
illustrated in the example provided in Figure 4. Organizations should consider the physical, operational,
behavioural and organizational factors which are applicable to each step in the data lifecycle. The data
environment should be considered for all entities involved in each stage of the data process, avoiding any
assumptions that different entities will operate under the same data environmental standards. Each data
project should develop a documented understanding of the data process steps and the risk mitigation
measures required to maintain the desired outputs and project integrity.
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data environments in
31 party collection
entities

storage environment

data environment in
each contributing
entlty

operations, systems
and behaviours of
data use

public and private
access environments

safety and security in
archiving and
deletlon

AV

create,
capture,
collect

organize,
store

>> >> >> > sss;zh>>

archive,

dlspose>

data environment should be considered for each stage and can include the physical, operational, behavioral and

organizational factors which may affect data process outcomes

Figure 4 — Relationship between the data environment and data process

7.3 Manag

7.3.1 Gene

Data usage i1
direct contro
the ultimate

that all parti
This subclaus

ing data usage

ral

many instances can involve multiple parties only some of which own/or providg
of the data outputs. Parties can have differing standards of governance and are n
user of the information or insights developed at the end of a.ddta project. It is v
bs operate with a consistent and auditable standard of datd management and do
e sets out a framework for data usage.

7.3.2 Establishing a data catalogue or metadata registry

7.3.2.1 General

Data usage 1

equires users in any stage of the data difecycle to understand the structure

categorizatio

of data through a process that is consistent and auditable. A shared underst

data attributps is vital to enable sharing and to maintain standards that relate to data strugd
language, angl quality. To do this, the entity shottld develop an organized inventory of the da

provides a c
sensitivities,
The simplest

The metadat{
deletion and
metadata shd

All additions,

7.3.2.2 Me

Information {

sistent framework for every data user to understand the structure, meaning, c3
hnd value of the data sets. This'data, that defines or describes other data is known
framework for metadata.is(@data catalogue.

i of data should be managed as a record in that it should be protected from loss or
retained or destroyed in accordance with requirements identified in apprais
uld be controlledwsing authorized access and permissions rules.

deletions and changes including data preparation should be recorded in the met4

fadata-registries

ibout the data, known as metadata, should be recorded in a metadata registry. T

data or have
t necessarily
ital therefore
cumentation.

context and
hnding of the
ture, format,
ra assets that
itegorization,
as metadata.

hnauthorized
al. Access to

data.

his document

pI'OVidGS an overview of the importance of metadata and what should be included 1n the metadata registry

including:
a)
b)
9

the desig

understa

d)

one or more unique identifiers for the data set;

nation or title of the data set;

nd whether this data set is of interest;

were, or will be, issued;

the access level, organizational boundaries and rights associated with the data set;
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f) sensitivity and privacy factors associated with the data set;

g) the provenance of the data set, i.e. information about the place and time of the origin of the data set, its
ownership, and the method of the generation of the set;

h) asetofkeywords or tags that help to explain the data set;

i) thelanguage or languages used to describe the data set;

j) the temporal and spatial coverages of the data set;

k) jurisdictional considerations of the data set including those related to:

1)
2)
3)

1) theaccryal periodicity of the data set, i.e. the frequency at which new, revised onupdated v}
data set gre made available;

the base of operations for the data entity;

relevyant jurisdiction(s) for the data Subjects;

releyant jurisdictions in which the data will be used;

m) the detai

or file format, the size, the issue date, languages, access level and rights anid*access and down

n) annotati
data set

o) the detai

p) the detai

q) any additional descriptions of the data set, including:

];ns drawn from a concept system, such as an ontology, to.describe the theme or c:

s of the distributions of the data set, including the identifier, the title,.d description, t

r the collection of data sets;
s of any contexts, such as a programme, project of husiness area that use the dat

|s of any quality, fitness for role or risk assessments made in respect of the data s¢

ersions of the

he media type
oad URLs;

itegory of the

W set;

)t;

1) any data elements that are already registered that are included in the data set;

2) any information models that describethe structure of the information in the data set;

3) any documents which describe dspects of the data set, such as technical information apout the data
set of developer documentationrsuch as a graphical representation of the data model of the data set;

4) the details of any superset or subset hierarchies containing the data set;

5) the details of any replacement data set if this data set is superseded;

6) the details of any-collection of data sets of which this data set is a part, including the identifiers,
the designatjoii or title, a definition or description, issue dates, languages, access levgl, rights, the
spatial coverage, the provenance and any quality assessments of the collection.

NOTE Fuithetrguidance regarding metadata registries can be found in ISO/IEC 11179 series| of standards,
especially:

— registry common facilities in ISO/IEC 11179-3:2023;

— data setregistration in ISO/IEC 11179-33.

7.3.3

Data quality, sensitivity and security

7.3.3.1 General

A shared understanding of data quality, sensitivity and security is important to ensure that parties do not
inadvertently add risk or compromise the value by changing these parameters over the life of a data project.
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7.3.3.2 Data quality

Maintaining an understanding of the data quality is fundamental to the ability to create, collect, store,
maintain, transfer and present information and data to support industrial and societal processes.

The following fundamental principles apply to managing the quality of data.

a)

process approach

the processes that use, create and update data are defined and operated. These processes become
repeatable and reliable by also defining and operating processes for managing data quality.

b)

continuous improvement

data are improved through effective measurement and correction of data nonconformities that arise

from dat

processing. Such improvements, however, do not prevent the same nonconformit

repeatedry. Improvements can be derived from analysing, tracing and removing the root

data qua
involvem
specific 1

have the
quality s

improvement of data quality across the organization. Finally, oversight by top managemen
y resources are made available and directs the entity toewards achieving the vision, goals and

necessar
objective

NOTE1 Fon
systems, see I

NOTE 2  For
learning (ML),
7.3.3.3 Dal

A key aspect

ity, which can lead to improvements in data management processes.
ent of people

esponsibilities for data quality management exist at different levels of the enti

becialists perform the necessary intervention and control, implement and embed

s for data quality.

more information about the importance of data qudlity in the development of informat
O/IEC 25012.

more information on the importance of data quality in the field of data quality for analyti
see ISO/IEC 5259.

a sensitivity

particularly important when considering data that relates to individuals (personal informati

could be used

Regardless o
should be dd
very granula
example, a sj
includes pers

In addition tg
classification|

to identify individuals{PII), and sensitive data subjects (e.g. children).

cumented and recorded within the metadata. As some data processes can ta

ecific data,process could obfuscate the fact that the data are part of a larger d
pnal infernation.

personal information, organizations will typically classify data (see 7.2.2) into

5;.s0ch as:

greatest direct effect on data quality through data processiug activities. In 3

of data usage is the use of a documented process to understand data sensif

- level, data users should understand the overarching context of data in the orgs

ies occurring
rause of poor

[ty. End users
ddition, data
processes for
t ensures the

on technology

s and machine

ivity. This is
bn), data that

f whether the datawsage process is undertaken by an individual or entity, the data sensitivity

ke place at a
Inization. For
hta set which

ne of several

internal -

confidential - access restricted to senior management;

restricted - access limited to a controlled range of employees;

all employees have access but not public access;

public information - unrestricted access.

Classification terms relating to data confidentiality may vary based on the organization, jurisdiction or other
facet and data users should familiarise themselves with the terms applicable to their data environment to
ensure the appropriate classification is applied.

The subject matter of the data also has a bearing on who can access it. For example, medical personnel can
access highly personalized medical information about a patient, but not their financial information. This

© ISO/IEC 2024 - All rights reserved
17


https://iecnorm.com/api/?name=36b0e677738bbab02708309d46fc80ce

ISO/IEC 5212:2024(en)

can be important when considering appropriate controls to manage the classification and sensitivity of
data shared between different organizations or areas within an organizations, with access to specific data
subject matter.

7.3.3.4 Data security and operability

Data security and operability considers the security, sensitivity, and operational requirements in data usage.
The first principle to consider in responsible data usage is the principle of do no harm (this might be with
reference to privacy, security or access for bad actors etc.). The second principle is to maintain consistent

standards wi

thin the data.

Data security and operability processes should include legal requirements and legal instruments such as

contracts.

Data security
continuity pl

7.3.4 Privs

The decision
requirements
requirements

Fundamental

within the data.

NOTE Fur

7.3.5 Pers

A sufficient 3
protect indiv

organizations

personal infd
requirements

Data users w
including wit]
algorithms,
information 9
name;

date of b

national

' and operability requirements should also be considered with the organizati
ins as well as any third-party business processes.

cy protection requirements

making process for sharing, exchange, or use of data should consider the priva
(PPR). These can include several overlapping obligations includihg, but not lin
, contractual obligations, operational policies, public policy requifements and extg

to privacy protection requirements is recognizing the degree of personal infor

ther information regarding privacy protection requiréments can be found in ISO/IEC 15

bnal information

imount of personal information can be(used to assume an individual’s identit}
duals from the risk of fraud and othen issues arising from the misuse of persona
should ensure they have appreptiate measures in place to protect data w
rmation. These measures should* ensure compliance with relevant legal and
and assess and manage vulnérabilities in both the data environment and the datq

ithin an organization should understand the type of personal information prese
hin de-identified data, sets or when involved in a granular level of data use such
platforms or programs. The organization should consider the sensitivities
uch as:

rth;

dentification number (e.g. social security, national identity);

pn’s business

Cy protection
hited to legal
rnal treaties.

mation or PII

D44-12.

. In order to
information,
hich includes
urisdictional
process.

nt in the data
hs developing
of personal

address;

photo identificatiomrecords (e g Passport;, Drivers ticernce);

individual image (e.g. from surveillance data);

other government identification record (e.g. Healthcare number);
birth certificate information;

tax related identifiers (e.g. tax file number);

bank records (e.g. account number and bank);

government agency identification (e.g. employment record);
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cord;

genetic and biometric data;

criminal

records;

penalty records;

vehicle registration record;

student identification record;

school enrolment record;

employment record;

electoral
[P Addre
telephon
assetrec
mortgags
utility bi
union or
place of €
racial an

religious

location
— publ
— vehi

— Secu

record;

1°2)

S,
b number;

prds (e.g. land title);

he
by

I;
trade association membership record;
mployment;

l ethnic origins;

data.

often not considered personal information but can be able to link to personal inf
sit data associated with-a registered contactless smart card can enable the ident
ney origin) and a scheol (journey destination). Examples include:

geospatial) information;
c transport.trip data;

le tolk¥ecords;

Fify_ eamera images (non-identifiable);

a or information that when\used in combination could be used to identify an individual. The

brmation. For
fication of an

time based information;

— work shift records;

— movement data;

activity based information;

— browser history;

credit history report;individual recorded information;

— examination paper.
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8 Data use, exchange and sharing

8.1 Overview

This clause has been structured with data use as being all data activities, exchange being the movement of
data from entity to entity and data sharing being the provision of data to other entities including publishing
data. In all situations, all actions, analysis and changes to the data should be recorded in the metadata.

8.2 Datause

Data use involves the handling or dealing with information for a specific purpose. This can include highly
repeatable business operations such as accounting or specific analysis to develop knowledge and insights.
Data use can also involve a series of sequential actions each of which increases the amount of knowledge

developed fr{
and should b
knowledge g4
for the purpo

Increasingly
Data use can
access;
observat
interpret
analysis;
event det
event det
consolida
recordin

creating

8.3 Datae

Data exchan

m the data or enables processing via Al systems. Each action can result in chang
b recorded in the metadata to ensure repeatability and analysis particularly/in’r
lined through the process. The process of recording data changes in the metadatsa
ses of audit.

brganizations are using data to improve insights and knowledge and-to’develop A

include:

on;

ation;

ection;
ection response;

ition or collation;

-
o4

data products.

xchange

be involves<the retrieval, data transformation, optional data translation, tran

receipt of d

a. Withidan organization data can be exchanged many times from steps wi

lifecycle (e.g.|[data collection to data storage) and across different platforms or systems.

Organizationp should consider necessary steps in the exchange of data to ensure data integrity,

bs to the data
elation to the
is important

[ systems.

sference and
hin the data

security, and

privacy. These-stepssayinclude:

de-identi

fication of personal data;

removal of sensitive or irrelevant data;
development of data products to constrain data analysis;

deletion or archiving of data;

— remote working;

— offsite access to higher order processing platforms (e.g. super computer).
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8.4 Data sharing

8.4.1 General

Data sharing involves access to or processing of the same data by more than one authorized entity, making
data available to, and findable by, other authorized entities. This can involve:

— data shared from one data analyst within the same department of an organization;
— data shared from one department to another department in an organization;

— data shared from an organization to another organization under a two-party contracted arrangement
(controlled environment);

— data shayedtomumerous orgamnizations but ima comntrotted way {mattiparty cormtract):

Figure 5 illugtrates the increasing complexity in data management and the associated deerepsing level of
direct contro] which can occur when more data sharing parties or data domains are applied.

3 multi party : ;
seg;tr:d Ség%l,;gl?éay controlled de:(l)?led d??;/g public dJomain
individual group (unrestyicted)

(no agcess access access access data

| Increasing ease of data use, procg@ﬁ and analysis >

| Decreasing level of control

Figure 5 — Data.access domains

Establishing # framework for data sharing
In all data shjring activities, organizations'should assess and document:
— the justiffication for sharing data ingluding:

— the gurpose for sharing data;

— the gxpected outputs ef'sharing data;

— the Wnowledge and insights expected;

— the vialue of\the data sharing project.

— stakeholdlers;

— authorized participants or users in the data sharing project including organizations, individuals,
platforms, and systems, for example electronic data interchanges (EDI);

— measures to ensure the authorization of data sharing participants;
— data subjects particularly in relation to individuals and personal information;
— changes in data security, privacy, and sensitivity levels of the data;

— risk assessment insights developed in examining data stages (for example using the data lifecycle) or the
data environment;

— risk mitigation measures for each data sharing party;

— the steps in the data sharing process;
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— post sharing risk assessment including any mitigation measures;

— the review and audit pathways including as a minimum:

— pre and post sharing data set retention;

— metadata registry updates;

versi

on control;

— concluding steps.

8.4.2 Data

Data sharing
dissimilariti
Internally, th|
between diff
providers iny
are likely to i
measures.

The high freq
fundamental

sharing within an organization

s can require boundaries or risk management measures to preserve compliahe
s can require the development of a data sharing process or platform to maintain delineation

brent levels of authorization. Importantly, organizations should include any tech
olved in the development of these processes or platforms as part of thejrisk asses
ave visibility of all security and authorization levels and therefore canrequire sey

understanding of safe data management principles should-be/made available to a

In all situatiopns, all actions, analysis and changes to the data should béwrecorded in the metada

8.4.3 Data

Data sharing

— improve
— increasirn
Organization
— the level
the inter
additiona
benefits
benefits

benefits

increaseli

sharing between organizations

digitization;

service efficiencies particularly in government services;

g response time in relation to material issues.

5 seeking to enter a shared data arrangement should consider the following:
pf readiness to share ddta;

hal processes to receive and manage data from another entity;

| resources required to manage the shared data;

hind risks tothe organization in sharing data;

hind riSks to customers or data subjects in sharing data;

between or among organizations can offer significant societal benefits in realizing:

and financial
e obligations.

nical service
bment as they
arate control

uency of data sharing within organizations in today’s enterprise‘environments indicates that a

|l individuals.
.

hhdrisks to society in sharing data (particularly for public service organizations)

— chan

— hnew

management measures for new issues arising from data sharing including:

ges in security, privacy and sensitivity;

insights;

— commercial considerations resulting from new data sets and insights.

Data sharing projects should be appropriately scoped prior to the sharing of any data with all participating
organizations operating from a shared agreement of the project. Organizations should consider the use of a
data sharing agreement which should incorporate the following:

a)

the data sharing purpose;
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