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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

Organizations throughout the world work with suppliers to acquire products and services. Many
organizations establish several supplier relationships to cover a variety of business needs, such as
operations or manufacturing. Conversely, suppliers provide products and services to several acquirers.

Relationships between acquirers and suppliers established for the purpose of acquiring a variety of
products and services may introduce information security risks to both acquirers and suppliers. These
risks are caused by mutual access to the other party’s assets, such as information and information

systems, as well as by the difference in business objectives and information security approaches. These
risks should be mnnngnd hy both acquirers and cnpp]im‘c

This documgnt:

a) specifie$ fundamental information security requirements for defining, implementing,” operating,
monitorfng, reviewing, maintaining and improving supplier and acquirer relationships;

b) facilitat¢gs mutual understanding of the other party’s approach to information security and
tolerande for information security risks;

c) reflects|the complexity of managing risks that can have information\séetrity impacts in supplier
and acquiirer relationships;

d) isintended to be used by any organization willing to evaluate the information security in supplier
or acquifer relationships;

e) isnotinfended for certification purposes;

f) is intended to be used to set a number of defined information security objectives applicable to a
supplierjand acquirer relationship that is a basis féb assurance purposes.

ISO/IEC 270B6-1 provides an overview and concepts associated with information security in supplier
relationships.

ISO/IEC 27(36-3 provides guidelines for<the acquirer and the supplier for managing infornjation
security risis specific to the ICT produetsand services supply chain.

ISO/IEC 27(036-4 provides guidelines for the acquirer and the supplier for managing infornjation
security risis specific to the cloud services.

vi © ISO/IEC 2022 - All rights reserved
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Cybersecurity — Supplier relationships —

Part 2:
Requirements

1

This
operd

Thes
or as

procurement, build-operate-transfer and cloud computing services.

This

To m
of fou
to: b
infor

ting, monitoring, reviewing, maintaining and improving supplier and acquirer relat

e requirements cover any procurement and supply of products and service§;such as m:
sembly, business process procurement, software and hardware components, knowle

Hocument is applicable to all organizations, regardless of type, size‘and nature.

et the requirements, it is expected that an organization-has internally implement
ndational processes or is actively planning to do so. Thése/processes include, but ar
Isiness management, risk management, operational-and human resources mana
mation security.

The f
const
unda

1SO/I1
syste

1SO/I

ormative references

ollowing documents are referred to inthe text in such a way that some or all of t
itutes requirements of this document. For dated references, only the edition cited
ed references, the latest edition of the referenced document (including any amendmse

EC 27000, Information technology — Security techniques — Information security
s — Overview and vocabulaity

EC 27036-1, Cybersecurity)— Supplier relationships — Part 1: Overview and concepts

document specifies fundamental information security requirements for defining, irﬂ:plementing,
i

nships.

inufacturing
rdge process

bd a number
b not limited
bement, and

heir content
applies. For
nts) applies.

Imanagement

IEC27036-1

dresses:

— IEC Electropedia: available at https://www.electropedia.org/

4 Abbreviated terms

ASP
BCP
ICT
ISMS

application service provider
business continuity plan
information and communication technology

information security management system
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ITT
PII
RFP

invitation to tender
personally identifiable information

request for proposal

5 Structure of this document

5.1 Clause 6

5.1.1 Gen

Clause 6 de
managemen
individual s
appropriate

bral

fines fundamental and high-level information security requirements appliCable t
- of several supplier relationships. Any of the processes in Clause 6 can’ be appli
ipplier relationships at any point in that supplier relationship life cycle based o
nssessment of the risk.

b the

ed to

n the

The requiremments are structured according to life cycle processes specified inASO/IEC/IEEE 15288. The

requirement
are able to

NOTE Cl

s shall be applied by the acquirer and by the supplier to ensufe that these organizd
anage information security risks resulting from supplier relationships.

tions

use 6 only references the ISO/IEC/IEEE 15288 life cycle progcesses that are relevant to information
security in supplier relationships.

Organizatiofs can enter into a variety of supplier relationships. Suitable relationships bet]
acquirers apd suppliers are achieved using agreements ‘defining information security roleg
responsibilifies with respect to the supplier relationship.

The followinlg agreement processes support procurenient or supply of a product or service from
strategic andl information security perspectives:

a) acquisit

b) supply p

on process;

rocess.

5.1.2 Orggnizational project-enabling processes

The organiz
the financial
interested p

The followi
in which su

htional project-enabling processes are concerned with ensuring that the resources, su

hrties are met:

gg organizational project-enabling processes support the establishment of the environ

plier relationships are planned or conducted:

ween
and

both

ch as

ones, needed tg enable the project to meet the needs and expectations of the organization’s

ment

a) life cyclg

miodel management process;

b)
‘)
d)
e)
f)

infrastructure management process;
project portfolio management process;
human resource management process;
quality management process;

knowledge management process.

5.1.3 Technical management processes

Technical management processes are concerned with rigorous project management and project
support, covering one or more suppliers.

2

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=1d12de2119c36fb8e007988a7ac682f7

ISO/IEC 27036-2:2022(E)

The following technical management processes support the establishment of the environment in which
supplier relationship instances are planned or conducted:

a) project planning process;

b) project assessment and control process;

c) decision management process;

isk management process;

onfiguration management process;

d r
e) c
f) i
g 71
h) g

Techmical processes are generally used by a supplier for the following purpeses:

—  d

— t

=

—

NOTH
this d

5.2

Claus

nformation management process;
neasurement process;

uality assurance process.

efine requirements for a product or service;
Fansform these requirements into an effective product or seryice;
ustain the provision of the procured or supplied product or service;

ermit consistent and quality reproduction of theprocured or supplied product or s
ecessary;

ispose of the product or service when it has:been decided to retire it.

pcument.

Clause 7

e 7 defines fundamental information security requirements applicable to an acd

suppl
Thes
a)
b)
c)

(%)

(%)

ier within the context of a'single supplier relationship instance.

e requirements aresstructured using the following supplier relationship life cycle:
upplier relationship planning process;

upplier selection process;

upplierrelationship agreement process;

d) s

ervice when

ISO/IEC 27036-3 provides guidance ¢fi‘other technical processes in addition to the ones defined in

juirer and a

upplier relationship management process;

e) s

upplier relationship termination process.

Requirements in Clause 7 shall be applied by the acquirer and the supplier involved in a supplier
relationship to ensure that these organizations are able to manage relevant information security risks.

5.3

Relationship between Clause 6 and Clause 7

Figure 1 describes the scope of the fundamental information security requirements in connection with
the processes defined in Clauses 6 and 7.
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N Scope
6.1 Agreement processes
6.1.1 Acquisition 6.1.2 Supply
process process
6.2 Organizational project-enabling processes
6.2.1 Life cycle 6.2.2 Infrastructure | | 6.2.3 Project
model management | | management portfolio
process process management
process q/
b.2.4 Human 6.2.5 Quality 6.2.6 Knowledge Q(]/
Fesource management management ‘]/
management process process
brocess Fundam and
high-1
inf egon security
6.8 Technical management processes m ements for
6.3.1 Project 6.3.2 Project 6.3.3 Decision Qg ‘“l?ers ar;ld
blanning assessment and management \ Uupphers when
process control process process (-O(> esmbl,lsm?lg t,helr
organization's
\\“ supplier relationship
b.3.4 Risk 6.3.5 Configuration | |6.3.6 InformatioQ H governance
management management management Q structure
process process process Q
A\
b.3.7 Measurement 6.3.8 Quality %)
process assurance \‘g\
process $
- @
RN
: O
6.4 Technical x
echnical processes \l\‘
b.4.1 Business or 6.4.2 Architecture
mission analysis definiti
brocess @Eess
AN
)
N> ] J
SR
& .
N,
. @lier 7.2 Supplier 7.3 Supplier Fundamental
Felationship selection relationship information security
planmning process agreement requirements for
process process L acquirers and
suppliers when
7.4 Supplier 7.5 Supplier establishing and
relationship relationship maintaining an
management termination instance of supplier
process process ) relationship

Figure 1 — Scope of fundamental information security requirements defined in Clauses 6 and 7
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Some of the text of 6.1 to 6.4 and of 7.1 to 7.5 is structured in tables which shall be interpreted as follows:

5.4

Annejx A provides correspondence between subclauses of ISO/IEC/IEEE, 15288 that arsg
supplier relationships and subclauses of this document.

Anne

Acquirer

Text specific to the acquirer.

Supplier

Text specific to the supplier.

Acquirer | Supplier

Textspectficto botT the acquiTer and the SUppiier, Uniess expicitty stated:

Text specific to the acquirer. | Text specific to the supplier.

Annexes

B provides correspondence between subclauses of this decument and informat

controls listed in ISO/IEC 27002 that are relevant to supplier relationships.

Annej C provides the consolidated list of objectives that are stated in Clauses 6 and 7 for

and the supplier.

6

6.1

6.1.1| Acquisition process

6.1.1{1 Objective

The

within the acquisition process:

6.1.112~ Activities

Information security in supplier relationship management

Agreement processes

llowing objective shall"be met by the acquirer for successfully managing informat

Hstablish a suppliérrelationship strategy that:

- is based onthe information security risk tolerance of the acquirer;

- defines the information security foundation to use when planning, preparing, m
terminating the procurement of a product or service.

relevant to

ion security

the acquirer

ion security

anaging and

The minimum activities shown in Table 1 shall be executed by the acquirer to meet the objective defined

in6.1.1.1.
Table 1 — Acquisition process activities
Acquirer
a) Define, implement, maintain and improve a supplier relationship strategy containing the following:

1) Management motives, needs and expectations from procuring products or services expressed from

business, operational, legal and regulatory perspectives.

2) Management commitment to allocating necessary resources.

© ISO/IEC 2022 - All rights reserved
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Table 1 (continued)

Acquirer

3) Aninformation security risk management framework to use for assessing information security risks
accompanying the procurement of a product or service.

NOTE Subclause 6.3.4 defines information security requirements for the establishment of an infor-
mation security risk management framework.

4) A framework to use when defining information security requirements during the supplier relation-
ship planning process.

This framework shall be defined following information security guidelines and rules, such as infor-

matien-securits nolicuvandinfaormation claccificatingy actblichad bhuthag ~canirar
1oR-5e et ty-poreyaiaitoratioh-erasSiHeatio e StanrsSne ey tre-acqires

Infgrmation security requirements defined in this framework need to be customized to each'supplier
reldtionship instance, considering type and nature of the product or service that is procured)

Thip framework shall also include the following:

i) | methods for suppliers to provide evidence for adherence to the defined informdtion securitly
requirements;

ii) | methods for the acquirer to validate suppliers’ adherence to the defined'ihformation security
requirements and the frequency of such validation;

iii) | processes for sharing information about information security changes, incidents and other rele-
vant events among the acquirer and suppliers.

5) A sypplier selection criteria framework to use when selecting a supplier, which includes the folloving:
i) Methods for assessing the information security maturity reéquired from a supplier.

The following elements can be requested from the sdpplier to evaluate its information secufrity
maturity:

a) pastsecurity-relevant performance;

b) evidence of pro-active management of ififormation security (e.g. holding an ISO/IEC 27001
certification relevant to the supply of the product or service);

c) evidence of documented and testéd business continuity and ICT continuity plans.

ii) | Methods to be used for assessing evidence provided by a supplier based on the defined informa-
tion security requirements.

iii) | Methods for assessing suppliér-acceptance of the following:
a) information security requirements defined in the supplier relationship plan;

b) commitment to'support the acquirer in its compliance monitoring and enforcement activi-
ties;

c) transition.of the product or service supply that may be procured when it has been preyious-
ly manufactured or operated by the acquirer or by a different supplier;
d) termiination of the product or service supply.

iv) | Supplier-specific requirements, to be defined in accordance with business, legal, regulatory,
architectural, policy and contractual expectations from the acquirer, such as:

a)” financial strength of the supplier for being able to supply the product or service;

b) location of the supplier from which the product or service will be supplied.
6) High-level information security requirements to use when defining the following:
i)  transition plan to transfer a product or service procured to a different supplier;
ii)  information security change management procedure;
iii) information security incident management procedure;
iv) compliance monitoring and enforcement plan;
v)  termination plan to terminate the procurement of a product or service.

b) Appoint an individual responsible for handling the information security aspects of the supplier relation-
ship strategy and ensure that this individual is appropriately and regularly trained.

6 © ISO/IEC 2022 - All rights reserved
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Table 1 (continued)

Acquirer

c) Ensure the supplier relationship strategy is reviewed at least once a year, whenever significant business,
legal, regulatory, architectural, policy and contractual changes occur, or when a product or service being
procured can significantly impact the acquirer.

6.1.2

Supply process

6.1.2.1 Objective

The following objective shall be met by the supplier for successfully managing information security

within the supply process:

— Hstablish an acquirer relationship strategy that:

6.1.2{2 Activities

- is based on the information security risk tolerance of the supplier;

- defines the information security baseline to use when planning, preparing, mpnaging and
terminating the supply of a product or service.

The minimum activities shown in Table 2 shall be executed bythe supplier to meet the obje¢tive defined
in 6.1.2.1.

Table 2 — Supplyprocess activities

Supplier
a) Define, implement, maintain and improve ah’acquirer relationship strategy containing the follJowing:
|) management motives, needs and expectations from supplying of products or services expressed from
business, operational and legal perspectives;
P) management commitment tocallocate necessary resources;
) aninformation security. risk management framework to use for assessing information sefurity risks
that accompany the supply of a product or a service;

NOTE 1 6.3.4 defines information security requirements for the establishment of an infgrmation

security risk management framework.

4) aninformationSecurity management framework by:

i)  defining, implementing, maintaining and improving information security managenjent within
the-organization;

NOTE 2 An ISMS establishment based on ISO/IEC 27001 can serve to ensure adequate informa-
tion security management within the organization and to demonstrate its level to acquirers.

ii) ensuring that the supplier information security requirements stated in existing acquirer tender
documents and supplier relationship agreements conform to these requirements; any gap shall
be addressed to satisfy acquirer’s information security requirements of existing supplier
relationship agreements;

iii) defining a process to accept, interpret, apply and measure acquirer information security
requirements;

5) methods for:

i) demonstrating supplier’s capacity to supply a product or service of acceptable quality;

ii)  providing evidence of adherence to information security requirements defined by acquirers;
6) high-level information security requirements to use when defining the following:

i)  transition plan to support the transfer of a product or service supply when it has been
previously manufactured or operated by an acquirer or by another supplier;

ii)  information security change management procedure;

© ISO/IEC 2022 - All rights reserved 7
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Table 2 (continued)

Supplier

information security incident management procedure;

iv) processes for sharing information about information security changes, incidents and other
relevant events among the supplier and acquirers;

v)  process for handling corrective actions;

vi) termination plan to terminate the supply of a product or service;

b) appoint an individual responsible for handling the information security aspects of the acquirer
relationship strategy and ensure that this individual is appropriately and regularly trained;

c) ensure the acquirer relationship strategy is reviewed at least once a year, whenever significant busingss,
legal, regulatory, architectural, policy and contractual changes occur, or when a supplier relationshiplis
established that can significantly impact the supplier.

6.2 Organizational project-enabling processes

6.2.1 Life|cycle model management process

The acquirer and the supplier shall establish the life cycle model management process when manpging

information|security in supplier relationships.

NOTE THe purpose of this process is to define, maintain and ensure availability of policies, life| cycle

processes, life cycle models and procedures for use by the organization. There are no specific information

security objeg¢tives and activities for acquirers or suppliers to considerdvhen internally establishing this prpcess.

6.2.2 Infrastructure management process

6.2.2.1 Objective

The following objective shall be met by the acquirer and the supplier for successfully manpging

information [security within the infrastructuresmanagement process:

— Providefthe enabling infrastructureto support the organization in managing information sequrity
within supplier relationships.

6.2.2.2 Activities

The minimum activities shown in Table 3 shall be executed by the acquirer and the supplier to megt the

objective de

ined in 6.2.2.1:

Table 3 — Infrastructure management process activities

Acquirer Supplier

mplement, maintain and improve physical and logical security infrastructure capabilities tor

protecting acquirer’s or supplier’s assets, such as information and information systems.

Define, implement, maintain and improve contingency arrangements to ensure that the procurement or
the supply of a product or service can continue in the event of its disruption caused by natural causes or

These arrangements should be based on information security risk assessments and associated treatment
plans resulting from the procurement or the supply of a product or service, and should include:

provision of alternative, secure facilities for the product or service supply to continue;

escrow of information and proprietary technologies, such as application source code and
cryptographic keys, using a trusted third party;

recovery arrangements to ensure continued availability of information stored at contractor or

contractor premises;

a) Define, i
b)

by humans.

1) the

2)

3)

sub

8
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Table 3 (continued)

Acquirer | Supplier

4) alignment with business continuity constraints expressed by an acquirer or a supplier.

NOTE The following International Standards provide requirements and guidelines on contingency

arrangements:
— ISO/IEC 27031;
— IS0 22313;
— IS0 22301.

6.2.3| Project portfolio management process

6.2.3{1 Objective

The
infor

following objective shall be met by the acquirer and the supplier f6rysuccessful
mation security within the project portfolio management process:

y managing

— HBstablish a process for considering information security and overall business mission|implications

i

6.2.3]2 Activities

and dependencies for each individual project for those projects‘where suppliers or 4

hvolved.

cquirers are

The minimum activities shown in Table 4 shall be execfited by the acquirer and the supplief to meet the

objedtive defined in 6.2.3.1.

Table 4 — Project portfolio management process activities

Acquirer Supplier

b)

c)

Define, implement, maintain and improve a process for identifying and categorizing suppliers
based on the sensitivity of the information shared with them and on the access level granted f{
icquirer’s or supplier’s assets, such as information and information systems;

NOTE A supplier having verjrlimited access to the acquirer’s assets, such as information and
ystems, can be categorized as not critical, while a supplier developing critical business softw
icquirer can be categorized as critical.

flefine, implement,Mmaintain and improve a
brocess for ensufing that information security
fonsiderations'are integrated into the evaluation
f supplier performance as a part of each individ-
yal project;

ensure that project closeout involving a supplier or an acquirer integrates information securif

or acquirers
o them to

information
are for the

y activities

floCuriented in a termination plan.
1

6.2.4 Human resource management process

6.2.4.1 Objective

The following objective shall be met by the acquirer and the supplier for successfully managing
information security within the human resource management process:

— Ensure the acquirer and the supplier are provided with necessary human resources including
screening requirements, confidentiality requirements, training and awareness to ensure personnel
competences are regularly maintained and consistent with information security needs in supplier

relationships.
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6.2.4.2 Activities

The minimum activities shown in Table 5 shall be executed by the acquirer and the supplier to meet the
objective defined in 6.2.4.1.

Table 5 — Human resource management process activities

Acquirer Supplier

a) Consider the following in the information security training and awareness programme as part of the
human resource management process:

1) information security guidelines and rules, such as the information security policy and information
clagsification, for personnel dealing with supplier relationships;

2) infqrmation security requirements generally
def]ned in a supplier relationship agreement,
for demonstrating the existence of such
requirements that meet acquirer’s needs and
explectations;

3) supppliers’ past performance in regard to their
lev¢l of conformity with acquirer’s informa-
tion} security requirements, for demonstrat-
ing[potential lack of compliance;

b) identifyfand assess personnel with regard to their access to and ability texdisclose or modify information
within alsupplier relationship, such as sensitive information or intellectual property that should not He
disclosefl or modified;

c) ensure thatidentified personnel, especially those engaged in the)information security or in the decisipn of
the produrement or supply of a product or service, have adequate competencies and qualifications;

d) trainthg¢se personnel on information security aspects of supplier relationships to particularly ensure that
the handling of sensitive information is correctly understood;

e) ensure that detailed criminal and background chec¢ks have been performed for personnel assuming kpy
positiong in supplier relationships, where permissible by law;

f) designafe contact points and their backups for'critical aspects of each supplier relationship including
operatiqns and maintenance to ensure minimum impact when personnel leave the organization.

6.2.5 Quality management process

The acquirerfand the supplier shall establish a quality management process when managing information
security in spupplier relationships.

NOTE The purpose oftthis process is to ensure that products and services meet organization quality
objectives angl achieve custemer satisfaction. There are no specific information security objectives and act}vities
for acquirers pnd suppliers to consider when internally establishing this process.

6.2.6 Knorvledge management process

The acquirer and the supplier shall establish the knowledge management process when managing
information security in supplier relationships.

NOTE The purpose of this process is to create the capability and assets that enable the organization to
exploit opportunities to re-apply existing knowledge. There are no specific information security objectives and
activities for acquirers or suppliers to consider when internally establishing this process.
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6.3 Technical management processes
6.3.1 Project planning process

6.3.1.1 Objective

The following objective shall be met by the acquirer and the supplier for successfully managing
information security within the project planning process:

— Establish a project planning process addressing information security of supplier relationships.

6.3.1{2 Activities

The minimum activities shown in Table 6 shall be executed by the acquirer and the Supplief to meet the
objedtive defined in 6.3.1.1.

Table 6 — Project planning process activities

Acquirer Supplier

— Include the following as part of the project planning process:

— impacts on project costs, plans and schedule of information-security requirements defingd for assets
used within the procurement or supply of a product or sgiviee;

— integration of information security into relevant projectroles, responsibilities, accountabilities and
authorities;

— securing sensitive internal information that canlbe'impacted by supplier relationships, sfich as
financial, operational, intellectual property, PIior customers or staff;

— resources, such as financial ones, that are required to ensure protection of assets.

6.3.2| Project assessment and control process

The 4cquirer and the supplier shall establish a project assessment and control process when managing
information security in supplier relationships.

NOTH The purpose of this-‘process is to determine the status of the project and direct| project plan
execuftion to ensure that the preject performs according to plans and schedules, within projectgd budgets, to
satisfy technical objectives{There are no specific information security objectives and activities fof acquirers or
suppllers to consider when'internally establishing this process (adapted from ISO/IEC/IEEE 15288).

6.3.3| Decisionmdanagement process

The pcquirer_and the supplier shall establish a decision management process when managing
information security in supplier relationships.

NOTH The purpose of this process is to select the most beneficial course of project action where alternatives
exist. There are no specific information security objectives and activities for acquirers or suppliers to consider
when internally establishing this process (adapted from ISO/IEC/IEEE 15288).

6.3.4 Risk management process

6.3.4.1 Objective

The following objective shall be met by the acquirer and the supplier for successfully managing
information security within the risk management process:

— Continuously address information security risks in supplier relationships and throughout their
life cycle including re-examining them periodically or when significant business, legal, regulatory,
architectural, policy and contractual changes occur.
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6.3.4.2 Activities

The minimum activities shown in Table 7 shall be executed by the acquirer and the supplier to meet the
objective defined in 6.3.4.1.

Table 7 — Risk management process activities

i)  defining the supplier or acquirer relationship strategy;

ii) planning to procure or supply a product or service.

Acquirer Supplier
a) Integrate information security risk management into the organization’s existing risk management frame-
work that can be used in identifying, assessing, and treating information security risks that accompany:
1) existing instances of procurement or supply of product or service;
2) supppliers or acquirers involved in these instances;
3) the[procurement or supply of a product or service.
NOTE ISO/IEC 27005, 1SO 31000 and ISO/IEC/IEEE 15288 provide guidance on risk managemerit.
Care shquld be taken to ensure that this framework is defined:
— follpwing the organization’s business or mission and considering legal, regulatety, architectural,
pollcy and contractual requirements applicable to the organization;
— conpidering the assessment of suppliers in — considering the assessment of acquirers|in
terms of: terms of:

— | pasthistory, such as previous and —  pasthistery, such as previous and
current business arrangements and current business arrangements angl
dispute information; dispute information;

— | contractual agreements, such as —~ \contractual agreements, such as
supplier relationship agreements supplier relationship agreements
and non-disclosure agreements; and non-disclosure agreements;

— | information security implications of the — information security implications ¢f the
product or service procurement, includ- product or service supply, including:
ing acq}tlnr(ir S a_ss?ts handled, ubnd‘?FIY' — information security requirenjents
ang tecc1 nology (1in ristructure, u51nedS'S given in the tender document gr

ependency and sub-contractors usec, supplier relationship agreement;

— | supplier capability to demonstrate its — information security risks of the
maturity in information security; supplier which emerge from tHe

— considering the following whén,defining the facgulrer S ac_ces:lto suppllher S
method for assessing suppliers: Information in the case where,
for example, the acquirer appliles

— | thetype of assessnyent to apply to a level of control on the providpr’s
suppll_ers, suchas-a'self-assessment production process with accesf to
or an independent assessment the supplier’s sensitive informp-
performed by a third party; tion.

— | the level of details of the assessment
and-its frequency of execution.

b) Apply thisiriformation security risk management framework:
1) to categorize existing instances of procurement or supply of product or service;
2) to categorize suppliers or acquirers involved in these instances;
3) when:

If the organization holds an ISO/IEC 27001 certification, it is recommended to include the assets resulting from
the procurement or supply of a product or service in the ISMS asset inventory to ensure continuous informa-
tion security risk assessment and treatment.

12
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6.3.5 Configuration management process

If applicable, the acquirer and the supplier shall establish a configuration management process when
managing information security in supplier relationships.

NOTE The purpose of this process is to establish and maintain the integrity of all identified outputs of a
project or process and make them available to concerned parties. There are no specific information security
objectives and activities to consider by each of these organizations when internally establishing this process
(adapted from ISO/IEC/IEEE 15288).

When implementing the configuration management process, it is recommended to consider
[SO/IEC 27002, which provides guidance in change management and change control procedures.

6.3.6| Information management process

The pcquirer and the supplier shall integrate information security into an(existing |information
mangdgement process to consider the sensitivity of information that can be exéhanged during supplier
relationships.

NOTE1 The purpose of this process is to provide relevant, timely, complete, valid and, if requiredl, confidential
information to designated parties. There are no specific information security ebjectives and activities to consider
by eagh of these organizations when internally establishing this process (adapted from ISO/IEC/IEEE 15288).

NOTH2  Establishing an ISMS based on ISO/IEC 27001 can serveds’a basis for applying adequate information

securfty of information exchanges, in case of information security changes and incidents happening during
suppller relationships.

6.3.7] Measurement process

6.3.711 Objective

The following objective shall be met bytthe acquirer and the supplier for successfully managing
information security within the measutrement process:

— (ollect, analyse and report information security measures related to the procurement or supply of
a product or service to demetistrate the maturity of information security in supplier felationships
dnd to support effective mahagement of processes.

6.3.7|2 Activities

The minimum actiyities shown in Table 8 shall be executed by the acquirer and the supplief to meet the
objedtive defined'in 6.3.7.1.

Table 8 — Measurement process activities

Acquirer Supplier

a) Define, implement, maintain and improve an information security measurement framework that can be
used for assessing the procurement or supply of product or service.

NOTE ISO/IEC 27004 provides guidance on information security measurement that can be applied to
develop and implement specific measures related to information security in supplier relationships.

Itis recommended to define this framework based on the organization’s business or mission and
considering legal, regulatory, architectural, policy and contractual requirements applicable to the
organization.

b) Apply this information security measurement framework when preparing a supplier relationship instance
to agree with the other party about what is to be measured, how the measures are to be reported, the
frequency of reporting and the actions to be undertaken if the measures do not meet specified criteria.
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6.3.8 Quality assurance process

The acquirer and the supplier shall establish the quality assurance process when managing information
security in supplier relationships.

NOTE The purpose of this process is to ensure the effective application of the organization’s quality

management process to the project. There are no specific information security objectives and activities for
acquirers or suppliers to consider when internally establishing this process.

6.4 Technical processes

6.4.1 Business or mission analysis process

6.4.1.1 Objective

The following objective shall be met by the acquirer and the supplier for successfully manpging
information |security within the business or mission analysis process:

— Establish a process for considering information security during the business‘and mission anglysis
process,

6.4.1.2 Adtivities

The minimum activities shown in Table 9 shall be executed by the dcquirer and the supplier to megt the
objective defined in 6.4.1.1.

Table 9 — Business or mission analysis process activities

Acquirer Supplier

— Integratp information security considerations intq the business or mission analysis process to ensurg
businesg or mission requirements and information security concerns are appropriately balanced in
managing supplier relationships.

6.4.2 Architecture definition process

6.4.2.1 Objective

The following objective shall be met by the acquirer and the supplier for successfully manpging
information [security withinthe architecture definition process:

— Establish a technical framework for sustained procurement of product or service that satisfi¢s the
purpose of supplier relationships.

6.4.2.2 Activity

The minimum activities shown in Table 10 shall be executed by the acquirer and the supplier to meet
the objective defined in 6.4.2.1.

Table 10 — Architecture definition process activities

Acquirer Supplier

— Establish a process to define, implement, maintain and improve the information security requirements of
the product or service that can be procured or supplied to facilitate sustained and consistent application.
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7 Information security in a supplier relationship instance

7.1

7.1.1

Supplier relationship planning process

Objective

The following objective shall be met by the acquirer for successfully managing information security

withi

n the supplier relationship planning process:

— Document the decision adopted by management to initiate the procurement of a product or service,

7.1.2

The n
secul

s well as the information security considerations related to this procurement

Inputs

hinimum inputs shown in Table 11 shall be considered by the acquirer when executing
ity activities related to the supplier relationship planning process objective defined i

Table 11 — Supplier relationship planning process inputs

information
n71.1.

Acquirer

a) Supplier relationship strategy.

b) Management motives, needs and expectations from the procurement of the product or servicg.

c) Intended scope of the product or service planned to be procured.

d) Findings from relevant reports such as risk assessment, privacy impact assessment, threat report,
penetration test.

If applicable:

e) Existing supplier relationship management dgeumentation, such as supplier relationship plans and
hgreements.

7.1.3| Activities

The minimum activities shown-in Table 12 shall be executed by the acquirer to meet

relati

onship planning process objective defined in 7.1.1.

Table 12— Supplier relationship planning process activities

the supplier

Acquirer

a)

fupplierrelationship strategy.

The acquirer shall ensure this information security risk assessment:

dentify and assess information security risks that accompany the potential procurement of t
r service based on the information security risk management framework which has been def

he product
ined in the

|)\."is commensurate to the criticality of the product or service planned to be procured;

2)

ensure that formal permissions and licences have been obtained prior to entering into th
relationship.

Care should be taken to consider potential information security impacts of the product or service
to be procured in regard to the information security risks associated with existing supplier

relationships, particularly if there is a high dependency upon suppliers.

b) Identify the acceptable level of risk applied to the potential supplier relationship.
c) Identify and evaluate options for the treatment of identified and assessed risks.

d) Define and implement an information security risk treatment plan for identified and assessed risks to be
mitigated to the acceptable level of risk.

© ISO/IEC 2022 - All rights reserved
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Table 12 (continued)

Acquirer

e) Adviset

supplier

3) Ac

bin
i)
i)
iii)

iv)

Ifa
reg
agr
5) Infd
spe

may
tha
7) Min
pro|
Thd

tred
rels

The

1) Spe 1f1Ications of the product or service planned to be procured, Its scope, audience, type and nat

2) Asspts, such as servers, databases, applications, network infrastructure, that have information
secfirity relevance in the use of the product or service, and their associated owners.

4) Legpl and regulatory requirements of the acquirer’s jurisdiction, and areas of laws)and regulatio
Hing the potential supplier that should be reviewed during supplier selection process, namely

he business of the information security risk assessment and treatment plan as input to the

supplier relationship agreement negotiations.

It is recommended for the procurement to not take place if the identified information security risks cannot
be reduced to the acceptable level.

f) Define a supplier relationship plan for the product or service planned to be procured and which follow the

relationship strategy.

The supplier relationship plan shall contain the following:

export control;
personal data protection legislation and labour laws;
intellectual property of third parties;

other legal and regulatory requirements, such as tax laws,-product liability and investigato
powers.

hy authorisations or licences from internal or externalauthorities are required for legal and
1latory compliance, these shall be obtained prior to éntering into any supplier relationship
bement with the supplier.

rmation security roles and responsibilities assigned within the acquirer’s organization and
cific to the product or service that may be procured.

6) Acquirer’s information which can be sharedwith potential suppliers for the product or service that
 be procured, including a designatedowner, responsible for its dissemination and for ensuring

related handling rules are correctly applied.

imum information security requirements that shall be agreed with the supplier selected for
curement of the product or sexvice.

se requirements shall be directly derived from the information security risk assessment and

tionship strategy.

uirer’s information classification inputs to the supplier’s information classification and other
infdqrmation security controls.

tment plan, and from the information security requirements framework defined in the suppljier

se requirements'should also be defined considering the criticality of the product or service that

Lre.

'y

he

may be procurediand the following:
i) information classification made by the acquirer;
ii) | infermation security requirements defined in existing supplier relationship plans and
dgreements.
All PN | 3 'S Lal loaballad bl “CITAT T & d:0C Fioto 1 £ |
UCTTITICU' T C\zlull CITICTILS SITAdIT UC TdUCTITICU VVILIT JITALL LU UIIIUTUIIUIALU LIICTIT ITUTIT T ULUUIIITIICTIU A

tions. The defined controls shall cover all security areas (information, ICT, personnel and physical)
spanning across people, process and technology.

7.1.4 Outputs

The minimum outputs shown in Table 13 shall be produced by the acquirer when executing the
information security activities related to the supplier relationship planning process objective defined

in71.1.

16
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Acquirer

c) Asupplier relationship plan.

a) Aninformation security risk assessment and treatment plan associated with the product or service that
may be procured.

b) A documented management decision stating the approval of information security risk assessment and
treatment plan and that procurement of the product or service may be initiated.

The decision to not procure a product or service shall also be documented with the information security
reasons that have induced this decision.

7.2

7.2.1

The
infor

The

— select a supplier that provides adequate information security.for the product or servicg

The

— r1espond to the acquirer’s tender document considering the information security risk
ith the product or service to be supplied and the information security requirements d

7.2.2

The minimum inputs shown in Table~14 shall be considered by the acquirer and the sy
ting information security activities related to the supplier selection process objectiy

execuy
7.2.1.

Supplier selection process

Objectives

cquirer shall:
cquired.

pplier shall:

cquirer’s tender document (e.g. ITT, RFP).

Inputs

ollowing objectives shall be met by the acquirer and the supplier, der’ successful
mation security within the supplier selection process.

Table 14 — Supplier selection process inputs

y managing

that may be

s associated
efined in the

pplier when

e defined in

Acquirer Supplier
a) Supplier relationship strategy. a) Acquirer relationship strategy.
b) $upplier relationship plan. b) Acquirer’s confidentiality agreement
If applicable: ¢) Acquirer’s tender document.
c) Existing supplier selection criteria defined for
thérprocured products or services.

d) Existing confidentiality agreements defined for

other procured products or services.
7.2.3 Activities

The minimum activities shown in Table 15 shall be executed by the acquirer and the supplier to meet

the supplier selection process objective defined in 7.2.1.

© ISO/IEC 2022 - All rights reserved
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Table 15 — Supplier selection process activities

Acquirer Supplier
a) Define and implement supplier selection criteria a) Review the confidentiality agreement to ensure
based on the supplier relationship plan containing it protects supplier’s assets, such as information
specifications of the product or service that may and information systems, transmitted during the
be procured and on the supplier selection criteria supplier selection process.
framework defined in the supplier relationship
strategy. NOTE 1 In the absence of a confidentiality
agreement proposed by the acquirer, the supplier
The supplier selection criteria shall cover the can submit its own confidentiality agreement
following: to the acquirer before any further exchange of
aSSEets that can impact the product or Service peing
1) Acc¢ptance from the supplier of the supplied.
information security requirements defined in
the fender document. NOTE 2 Existing confidentiality agreements
can be used as a support for preparing the
2)  Supplier’s maturity in information security. confidentiality agreement of the pfoduct or sefvice
that may be supplied.
Thig maturity can be defined by requesting
the upplier to hold an ISO/IEC 27001 b) Agree and sign an acquirer confidentiality
cer:lification or to provide information agreement.
secyrity documentation such as documented
and|tested BCPs for ensuring its capacity to c) Receive the acquirey's tender document.
support concurrent activations by acquirers of
inciflent management and recovery plans. d) Validate thaithedevelopment and supply of the
product or sérvice follow commonly accepted
3) Ters under which the supplier allows being business\and technical standards, and good
aud|ted by the acquirer or by an authorized practice,
third party to ascertain compliance with the
defined information security requirements. e) Identify and evaluate information security risks
that accompany the potential supply of the product
4)  Terms under which the supplier provides or service based on the information security rjisk
regiilar assurance to the acquirer regarding management framework defined in the acquirer
maiptaining information security (i.e. monthly relationship strategy.
performance reports, annual attestation,
regul]ar self-assessments, independent f) Identify the acceptable level of risk for the supply
extdrnal assessments). of the product or service.
5) Trapsition acceptance when the product g) Identify and evaluate options for the treatmert of
or sprvice that may be procured’has been the identified and assessed risks.
preyiously operated or manufactured by the ] ] ] ] .
acqiiirer or by a differentsupplier. h) Define and implement an 1nf_0}“mat10n security rllsk
treatment plan for the identified and assessed|risks
6) Termination acceptance to maintain to be mitigated to the acceptable risk level.
information security in case of supplier .
relafionship agfeément termination. It is recommended for the procurement to notftake
place if the identified information security risks
7) Cappcitymanagement of the Supp]ier to Supp]y cannot be reduced to the acceptable level.
the product or service that may be procured. | ) ) ) ) )
i)  Review the information security requirement}
8) Financial strength of the supplier that may defined in the tender document for:
supply the product or service. ) ) )
1) ensuring conformity to these requirements;
9) The location of the supplier from which the L o )
product or service will be supplied. 2) determining if any additional controls will
need to be implemented to address them.
The resources required, such as the financial
ones, for implementing these controls need
to be assessed to ensure that the supplier is
willing to respond to the tender document.
18 © ISO/IEC 2022 - All rights reserved
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Table 15 (continued)

Acquirer Supplier
10) Subcontractor transparency acceptance i) Review the terms under which audits will be
regarding whether the use of subcontractors executed by the acquirer or by an authorized third
by the supplier is allowed or not including any party to ascertain compliance with the information
information security requirements that need security requirements defined by the acquirer.
to be followed in the event subcontracting is
allowed such as: k) Decide to respond or not to the tender document
based on the following:

H—rotifing-the-sequirerofany-useof

subcontractors including any other 1) supplier’s information securityrisk

parties used in the supply chain who assessment and treatment plaprr¢lated to the

may also have access/exposure to the potential supply of the product oy service;

acquirer’s information; i
2) the gap to be addressed to satisfy|the

ii) identifying/listing the subcontractor acquirer’s information security r¢quirements
personnel who will be working on the defined in the ténder document.
project;
1)  Assign an individual responsible for ifjtegrating
iii) notifying the acquirer of any changes to appropriate information security language that
subcontracting arrangements; addressesinformation security requijements and

criteriarinte the response document.

iv) assurance requirements of
subcontractors including regularity of
such assurances;

v) auditing requirements of subcontractors;

vi) confidentiality requirements of
subcontractors.

Care should be particularly taken to identify
this location in order to:

— identify any potential legdl’and
regulatory risks caused.by the difference
in laws and regulations between the
acquirer and the Supplier;

NOTE 3 Investigations related to the
foreign legislation are performed in the
case of 6ross-jurisdictional procurement.

— ensure thatlegal and regulatory
obligations applying to the supplier
cannot adversely impact the supplier
relationship agreement in terms of
information security;

— evaluate environmental threats, such as
local crime rates or geopolitical issues,
and their potential impacts.

NOTE 4 Existing supplier selection criteria
defined for other procured products or services
can be also used when defining and implementing
supplier selection criteria of the product or service
that may be supplied.
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Table 15 (continued)

Acquirer

Supplier

b)

d)

Prepare a confidentiality agreement to be signed
by the potential supplier to protect acquirer’s
assets, such as information and information
systems, transmitted during the supplier selection
process.

NOTE 5 Ifappropriate, this confidentiality
agreement can be signed by the acquirer and
the potential supplier before any exchange of

informafiomwiich relatestothe productorservice
that may be procured.

NOTE 6 |Existing confidentiality agreements

can be uped as a support for preparing the
confidenttiality agreement of the product or service
that may be procured.

Prepare pnd provide a tender document including
information security requirements, such asan ITT
or an RFP, to the potential supplier.

The tender document shall be produced based on
the suppllier relationship plan and shall contain
information sufficient for enabling the supplier to
prepare fts proposal with rationale.

The tender document shall contain the following:

1) spegifications (e.g. scope, audience, type
and|nature) of the product or service to be
progured;

2) information security requirements that the
supplier shall follow while supplying the
progluct or service;

3) seryice levels or key performanee.indicators
to fgllow during the product okrservice supply;

4) pot¢ntial penalties that.¢anbe imposed by the
acqliirer in case of noncompliance with the
information securityscéquirements.

Include ¢nly infornmfation necessary for the supplier
to respohd to the'tender document, such as public
or declagsified fiiformation. Do not include highly
sensitivg ipformation in a tender document.

Collect response documents which have been
transmitted by potential suppliers in response to
the tender document and evaluate them based on
supplier selection criteria.

Care should be taken to validate that the
information security management, controls,
implementation and service levels provided by the
supplier meet the supplier selection criteria for
procurement of non-customised services (e.g. ASP
services).

20
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Acquirer

Supplier

e) Identify the acceptable level of risk for the
procurement of the product or service.
Identify and evaluate options for the treatment of
the identified and assessed risks.
Define and implement an information security risk
treatment plan for the identified and assessed risks
which have been selected to be mitigated to the
| thytablb I ;J}\ }\, Vb]l-
is recommended for the procurement to not take
lace if the identified information security risks
annot be reduced to the acceptable level.
f)  $elect a supplier based on the evaluation of these
fesponse documents such that this provides
greater transparency throughout the product or
gervice supply chain and assurances that acquirer’s
information security requirements defined in the
fender document will be met.
7.2.4] Outputs
The minimum outputs shown in Table 16 shall be produced by the acquirer and the sypplier when
execyting the information security activities related to the supplier selection process obje¢tive defined
in 7Z.2.1.
Table 16 — Supplier selection process outputs
Acquirer Supplier
a) $upplier selection criteria. a) Ifappropriate, a signed acquirer’s conpfidentiality
b) A confidentiality agreement. agreement.
9  htender document b) Aninformation security risk assessnmjent and
) ' treatment plan associated with the product or
d) Aninformation security risk assessment and 9 service that may be supplied.
I;z\:l/tircréent plan asspQyed with the product or A response document to the acquirer|s tender doc-
e) ’ ument.
f) Response docutments evaluation results.
fAcquirers-sélection of the potential supplier
yhich has-met the supplier selection criteria.
7.3 [Supplier relationship agreement process

7.3.1 Objective

The following objective shall be met by the acquirer and the supplier for successfully managing
information security within the supplier relationship agreement process:

Establish and agree on a supplier relationship agreement addressing the following:

— information security roles and responsibilities of the acquirer and the supplier;

— security controls required across information security, ICT security, personnel security and

physical security;

© ISO/IEC 2022 - All rights reserved
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— atransition process when the product or service has been previously operated or manufactured
by a party different from the supplier;

— information security change management;
— information security incident management;
— compliance monitoring and enforcement;

— atermination process.

7.3.2 Inputs

The minimuIrn inputs shown in Table 17 shall be considered by the acquirer and the supplier’when
executing ifnformation security activities related to the supplier relationship agreement prpcess
objective defined in 7.3.1.

Table 17 — Supplier relationship agreement process inputs

Acquirer Supplier
a) Supplierfrelationship strategy. a) Acquirer relationship&trategy.

b) Acquirel’s tender document.

c) Supplierfs response document.

7.3.3 Actiyities

The minimum activities shown in Table 18 shall be executed by the acquirer and the supplier to/meet
the supplier [relationship agreement process objective defined in 7.3.1.

Table 18 — Supplier relationship agreement process activities

Acquirer Supplier

a) Define with the other party the supplier reldtionship agreement specific to the planned supply of the
productfor service.

This agreement shall:
1) Comform to the acquirer’s.tender document and to the supplier’s response document.

Th|s means that this dgieement shall particularly contain the following:
i) | theinformation/security requirements the supplier shall comply with;

ii)| the service‘léevels or key performance indicators to follow during the product or service
delivery:

NO[TE 1~Content of the supplier relationship agreement can be derived from the tender documept,
or frofm the response document, in the case of non-customisable services (e.g. ASP service).

2 Ad Ho oo 3 £ abi o cnoppib o pwalac o d oo cilalibing A f ot +bhn S oaiinag oo ditha ciin iy 1oz hln
o CSS T Ot oS CCuT Ity T Ot S a G T eSS P oSOt O oot Catqur e an G C—Suppat—wil

the scope of the product or service supply.

It is recommended to assign defined roles and responsibilities to competent individuals within the
acquirer or supplier that are correctly and regularly trained in information security.

3) Address the information security aspects of supplier’s subcontracting arrangements impacting the
product or service supply.
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Table 18 (continued)

Acquirer | Supplier

4)

Address the transition of the product or service supply when it has been previously manufactured or

operated by the acquirer or by a different supplier to ensure its continuity.

A transition plan shall be defined by specifying the information security requirements to be followed
by both the acquirer and the supplier during the transition of the product or service supply.

The definition of this plan shall conform to associated high-level information security re
defined in the acquirer and supplier relationship strategies.

The transition plan shall be agreed by both the acquirer and the supplier and documented in the

quirements

1. h 1o =
SUpPPIITT TTIAUIULISITIY asl CCIIITIIL.

Address the handling of changes and incidents, breaches or other events that can impacf]
er’s and the supplier’s information security, and that are within the scope of the product
supply, including:

i)  aninformation security change management procedure shall be defined; agreed by
acquirer and the supplier, and documented in the supplier relationghip agreement
required changes that affect information security are in a timely’manner approved
quirer and applied by the supplier;

an information security incident management procedure shall’be defined, agreed b
acquirer and the supplier, and documented in the supplier r€lationship agreement
that information security incidents that arise duringthe-product or service supply
tified, immediately reported and investigated, considering legal, regulatory and co
considerations and requirements.

NOTE 2 The ISO/IEC 27035 series provides guidance on information security incident n

The definition of both procedures shall conformto‘associated high-level information sed
requirements defined in the acquirer and supplier relationship strategies.

State how:

i) the acquirer will monitor and enforce the supplier’s compliance against the defined
security requirements;

iii) the supplier will commit tothe compliance requirements.

The following elements shall be defined and implemented by each of the following organjfizations, and

documented in the supplietr.relationship agreement:
— on the acquijrerside:

— aplansspecific for compliance monitoring and enforcement which complies
sociated high-level information security requirements defined in the suppli
ship strategy and which describes:

the types of monitoring activities, such as information security risk an|
audit, their frequency of execution and how their results will be report
— the management and follow-up of corrective actions initiated by the sy
— on the supplier side:

— aprocess for 1dent1fy1ng, 1n1tlat1ng, managmg, recordlng, reportlng and clo

the acquir-
or service

both the
o ensure
by the ac-

v both the
0 ensure
are iden-
ntractual

hanagement.

urity

information

with the as-
er relation-

alysis and
ed;
pplier;

sing down

7)

8)

9)

COI'T ULLIVU dLLlUllb I'cS uulug ll O res ulLb Ul dL(,lull €l lllUlllLUI lllg dllu t:lllUl C
ities.

This process shall comply with the associated high-level information security require-

ments defined in the acquirer relationship strategy.

Address the intellectual property ownership of the product or service that may be supplied, and

associated assets which will be created by both the acquirer and the supplier.

Address conditions under which the acquirer or supplier has the right to terminate this agreement

during its execution period, such as the supplier’s inability to fulfil information security
ments defined in the supplier relationship agreement.

Address penalties imposed upon the acquirer or the supplier in case of non-compliance t
mation security requirements defined in the supplier relationship agreement.

© ISO/IEC 2022 - All rights reserved
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Table 18 (continued)

Acquirer | Supplier

b)

10) Define information security obligations and service continuity requirements in regard to the suppli-
er relationship termination execution.

A termination plan shall be defined, agreed by both the acquirer and the supplier and documented in

the

The definition of the termination plan shall conform to associated high-level information security
requirements defined in the acquirer and supplier relationship strategies.

The termination plan shall cover the following:

supplier relationship agreement.

i)

ii)

iii)

vi)

vii]

vii
NOTE 5
rity risk
commer]

1%

definition of information security requirements to be followed by both the acquirer and.th
supplier if it has been decided to transfer the product or service supply from the supplier/bpck
to the acquirer or to another supplier;

identification of assets (e.g. acquirer’s information and information systems, supplier’s infqr-
mation and information systems, records) that are used within the product or{s€rvice supply
for selecting those that will be:

a) returned to the acquirer or forwarded to another supplier;
b) returned to the supplier;
c) destroyed or retained by the acquirer or supplier;

transmission mechanisms to apply to the assets that have beenidentified to be returned tq the
acquirer or forwarded to another supplier, or returned to the;supplier;

destruction mechanisms to apply to the assets that have beéen identified to be destroyed;

NOTE 3 Destruction can be required upon time frames agreed by both the acquirer and the
supplier or set by legislation or regulation. It can b€ enforced by the security protection mgch-
anisms defined and agreed by both the acquirerand the supplier and which apply to retained
assets. A specific non-disclosure agreement can also be defined and agreed by both the acquir-
er and the supplier for ensuring the protection of retained assets after the termination of the
supplier relationship.

assurance capabilities demonstratingsthat the destruction of selected assets has taken plage;
assurance should be supported by-a certificate of destruction;

NOTE 4 Both the acquirer and'the supplier can also require independent verification that ps-
sets have been properly destroyed.

a hand-over period with d@ssociated training that will be applied in the case a decision is made
to transfer the productor service supply back to the acquirer or to forward it to another syppli-
er;
A commitment not to disclose sensitive information during a period of time after the termina-
tion of the supplier relationship agreement;

) the time'scale of the termination procedure execution.

To ensure’that supplier relationship agreement comprehensively addresses information secyi-
s and concerns across the organization, a maximum number of operational units representing

P

cial) technical and procurement activities impacted by the supplied product or service need tp be

involve

Approve with the other party the defined supplier relationship agreement.

HLTH N 1 | P L 4 Fiot:
T e SUppPIIcT TCTatrOISTITp ag T CCTIICITIC ITIC SO TTatIoTTS

7.3.4 Outputs

The minimum outputs shown in Table 19 shall be produced by the acquirer and the supplier when
executing the information security activities related to the supplier relationship agreement process
objective defined in 7.3.1.
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Table 19 — Supplier relationship agreement process outputs

-2:2022(E)

Acquirer Supplier
a) Asigned supplier relationship agreement.
Store the signed supplier relationship agreement in such a way that its traceability, integrity, availability
and confidentiality is maintained and protected.
b) Completed confidentiality agreements.
c¢) Aninformation security change management procedure.
d) Aninformation security incident management procedure.
e) Atermination plan.
If applicable:
f)  Atransition plan.
Estaljlish common information exchange methods (e.g. network connectivity, messagingand file fgrmats,
software versions, cryptographic standards) to enable communications between the acquirer andfthe supplier
with pdequate confidentiality, integrity and availability.
g) Acquirer’s compliance monitoring and enforce- g) Acceptance of the eompliance monitofring and
ment plan and procedures. enforcement plan.
h) A corrective@ctions handling process.
7.4 |Supplier relationship management process
7.4.1] Objectives
The fpllowing objectives shall be met by each of the.following organizations for successfully managing
information security within the supplier relationship management process.

The gcquirer shall:

The

naintain information security duringthe execution period of the supplier relationship i
Uith the supplier relationship agreement and by particularly considering the following

n

<

transition the product or$ervice supply when it has been previously operated or m
by the acquirer or by adifferent supplier;

train personnel impacted by the information security requirements defined in
relationship agreement;

manage changes and incidents that can have information security impacts on th
service-supply;

monitor and enforce compliance of the supplier with information security provisio
the supplier relationship agreement.

haccordance

e
b-

anufactured

the supplier

e product or

ns defined in

A H Lall
Lll.)lJllCl olldll.

maintain information security during the execution period of the supplier relationship in accordance
with the supplier relationship agreement and by particularly considering the following:

support the acquirer in the transition of the product or service supply when
previously operated or manufactured by the acquirer or by a different supplier;

train personnel impacted by the information security requirements defined in
relationship agreement;

service supply;

support the acquirer in the compliance monitoring and enforcement activities.

© ISO/IEC 2022 - All rights reserved
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7.4.2 Inputs

The outputs listed in 7.3.4 shall be considered by the acquirer and the supplier as minimum inputs when
executing information security activities related to the supplier relationship management process.

The minimum inputs shown in Table 20 shall be considered by the acquirer and the supplier when
executing information security activities related to the supplier relationship management process
objective defined in 7.4.1.

Table 20 — Supplier relationship management process inputs

Acauirer. Sunnlier
e S rr
a) Decisior] concerning who will perform the a) Previous results of compliance monitoring anjd
supplier{s compliance monitoring and enforcing enforcing activities performed by acquirers df
activities. supplied products or services.

b) Previous results of suppliers’ compliance mon-
itoring and enforcing activities and trends over
time.

7.4.3 Actiyities

The minimum activities shown in Table 21 shall be executed by the aequirer and the supplier to|meet
the supplier relationship management process objective defined in 7.4}

Table 21 — Supplier relationship management process activities

Acquirer Supplier

a) Ensure fhat the other party has received the supplier relationship agreement and fully understands the
informatfion security aspects contained therein.

b) Operate|transition of the product or service in accordance with the agreed transition plan and notify the
other pdrty in a timely manner in case unexpected events occur during this activity.

c¢) Managelinformation security changes and incidents in accordance with the agreed procedures.
d) Train onfaregular basis personnel that cairbe involved in the supplier relationship agreement executlon.

e) Manageother changes, such as the follewing, when notified by the other party, which are not covered|by
the infoymation security change management procedure and which can impact the supply of the procured
product|or service:

1) change in organization’s\business, mission or environment;
2) change related to organization’s financial strength;

3)
4)
5)

6)
7) change in legal, regulatory and contractual requirements applicable to the organization.

The management of these changes will require the notified party to do the following:

— Ensure that information security risks associated to this change have been identified and assessed,
along with the options for their respective treatment.

— Ensure that a risk treatment plan for identified and assessed information security risks to be
mitigated has been defined, agreed upon by involved parties and implemented.

It is recommended to terminate the procurement or supply of a product or service when the
identified information security risks cannot be reduced to the acceptable level.

— Agree with the other party on the changes to the supplier relationship agreement, which includes the
following:

— information security change management procedure;
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Table 21 (continued)

Acquirer | Supplier

information security incident management procedure;

termination plan.

Approve the updated supplier relationship agreement.

f)  Ensure compliance monitoring and enforcement |f) Supportacquirer’s compliance monitoring
activities meet the associated plan and the and enforcement activities in accordance with
corrective actions handling process. the associated plan and the corrective actions

handling process.
In case of changes in information security risks
r of audit nonconformities, the acquirer with the This means particularly that the supplier shall:
gupport of the supplier shall:
1) Approve the selection of the‘acqyirer
) identify and assess information security personnel or of the third-party that will
impacts resulting from these changes or audit perform the information/security risk
nonconformities; assessment or audit-te verify the|supplier’s
compliance with'the supplier relationship
2) determine if information security aspects agreement.
defined in the supplier relationship
agreement shall be reconsidered; NOTE Thesupplier can refuse the candidate
proposed by the acquirer for per]ic:rming the
3) determine what corrective actions should infermation security risk assessment or audit
be implemented within a defined and onlyAfor valid reasons.
agreed time scale to retrieve an acceptable
information security level within the scope of 2), “Assist the acquirer in performing the
the procured product or service; following activities resulting fromn changes
in information security risks or from audit
4) agree with the supplier on: nonconformities:
i) the changes to be made to the i) reconsider information secyrity aspects
information security aspects defined'in defined in the supplier relatjonship
the supplier relationship agreement; agreement;
ii) the implementation of corrective actions; ii) define corrective actions that should
| ) ) ) be implemented within a defined time
3) approve the updated supplier relationship scale to continue providing ficceptable
agreement. information security for acquirer’s
information and informatioci systems.
The handling of these corre¢tive actions
shall conform to the correctfve actions
handling process.
3) Agree with the acquirer on:

i)  the changes to be made to the
information security aspectf defined in
the supplier relationship agteement;

ii) the implementation of corrective actions.

4) Approve the updated supplier relationship
agreement.

7.4.4 Outputs

The minimum outputs shown in Table 22 shall be produced by the acquirer and the supplier when
executing the information security activities related to the supplier relationship management process
objective defined in 7.4.1.
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Table 22 — Supplier relationship management process outputs

Acquirer Supplier

Information security risk assessment and audit
reports related to compliance monitoring and
enforcement activities.

An information security risk assessment related to changes which are not covered by the information
security change management procedure.

A transition plan execution report.

a)

If applicable:

b)

c)

d) Informa

e) Informal

f) Anappr
Protect
well aval

g) Alistof
implems

. : 1 1 1 - 1
FIUITSCUUTILY CIIAITETS TTISTUT Y dITU d55ULIALCU TTPUTILS.

flability and confidentiality, when stored.

Fion security incidents history and associated reports.

bved updated supplier relationship agreement.

he approved updated supplier relationship agreement to maintain its traceability and integr

Corrective actions which have been agreed upon and the current status (e.g’ open, withdrawn
nted).

ty as

or

7.5 Supplier relationship termination process

7.5.1 Obijg

The following objectives shall be met by the acquirer and<the supplier for successfully man

information

a) protect

legal angl regulatory impacts after the notice of tefmination;

b) termina

pctives

security within the supplier relationship termination process:

the product or service supply during its termination to avoid any information sec

Le the product or service supply in acéordance with the termination plan.

7.5.2 Inp

The minim
executing in
objective de

S
LI-n inputs shown in Table.23 shall be considered by the acquirer and the supplier

t

formation security activities related to the supplier relationship termination pr
ined in 7.5.1.

Table 23 -+ Supplier relationship termination process inputs

aging

urity,

when
ocess

Acquirer Supplier

ent decision from the acquirer or supplier to terminate the product or service supply.

able veérsion of the supplier relationship agreement, which shall contain a termination plan.

a) Manage
b) Last avalf"ll
If applicable:
c¢) Existing

with suppliers.

non-disclosure agreements established

7.5.3 Activities

The minimum activities shown in Table 24 shall be executed by the acquirer and the supplier to meet
the supplier relationship termination process objective defined in 7.5.1.
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Table 24 — Supplier termination management process activities

Acquirer Supplier

a)

b)

g)
h)

D)

Clarify with the party having decided to terminate the product or service supply if there are any
information security motivations behind this decision.

If any, the party being notified of the product or service supply termination shall do the following:

1) identify and assess information security risks associated to given information security motivations,
along with the options for their respective treatment;

2) ensure that arisk treatment plan for identified and assessed risks to be mitigated has been defined
and implemented.

fasudden termination 1S needed, activate the acquirer s BCP depending on the importance.of the product
r service supply for which the decision to terminate it has been taken.

Decide with the supplier whether the product or
ervice supply shall be cancelled or transferred
back to the acquirer or another supplier.

Define and implement a communication plan to inform internal personnel andthird parties ithpacted by
he product or service supply about its termination.

fppoint an individual responsible for handling the product or service supply termination in apcordance
yith the termination plan.

Ensure an up-to-date inventory of assets that are used within the(supply of the product or service exists.
belect and agree with the other party on the assets that will bés
[) returned to the acquirer or forwarded to another supplier;
P) returned to the supplier;

B) destroyed or retained by the acquirer or supplier.

xecute the termination of the product or servicesupply in accordance with the termination plan.

Ensure that logical and physical access rights.granted to the other party for accessing and handling
nternal assets required for the product or Service supply are removed in a timely manner.

fgree with the other party on the achieyvement of the supplied product or service termination.

7.5.4] Outputs

The

following minimum outputs shall be produced by each of the following organizptions when

execyting information security activities related to the supplier relationship termination grocess.

The minimum outputs shown in Table 25 shall be produced by the acquirer and the sypplier when
execyting the inforriation security activities related to the supplier relationship termindtion process

objedtive defined.in7.5.1.

Table 25 — Supplier relationship termination process outputs

Acquirer Supplier
a) Acommunication plan related to the product or service supply termination.
b) The appointment of an individual responsible for the termination of product or service supply.
c) Anup-to-date inventory of assets that are used within the product or service supply.
d) Atermination plan execution report.
If applicable:
e) Aninformation security risk assessment and treatment plan associated with information security
motivations given for terminating the product or service supply.
f)  Atransition plan execution report.
g) Assets destruction certificates.
h) Areport on the logical and physical access rights removal execution.
j) Any signed/completed confidentiality agreements for any ongoing confidentiality requirements.
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Annex A
(informative)

Correspondence between ISO/IEC/IEEE 15288 and this document

Table A.1 shows the correspondence between the subclauses of [ISO/IEC/IEEE 15288 and this document.

Taple A.1 — Correspondence between ISO/IEC/IEEE 15288 and this document

ISO/IEC/IEEE 15288

This document

6.1 Agreemg¢nt processes

6.1 Agreement processes

6.1.1 Acquisfition process

6.1.1 Acquisition process

7.1 Supplier relationship planfiing process

Supplier selection proeess

Supplier relationship agreement process

EER
M (]

Supplier relationship management process

N
U1

Supplier relatienship termination process

6.1.2 Supplylprocess

6.1.2 Supply process

~
N

Supplier selection process

B

Supplier relationship agreement process

N
N

Supplier relationship management process

|.\1 |
&

Supplier relationship termination process

6.2 Organizational project-enabling processes

N
N

Organizational project-enabling processes

6.2.1 Life cycle model management process

N

.2.1 Life cycle model management process

6.2.2 Infrasfructure management process

’;i’,

2 Infrastructure management process

6.2.3 Projecf portfolio management process

6.2.3 Project portfolio management process

6.2.4 Humaip resource management process

6.2.4 Human resource management process

6.2.5 Quality management process

6.2.5 Quality management process

6.2.6 Knowledge management process

6.2.6 Knowledge management process

a

6.3 Technicdl management processes Technical management processes

6.3.1 Projecf planning progess 6.3.1 Project planning process

6.3.2 Projecf assessnient and control process 6.3.2 Project assessment and control process
6.3.3 Decisipn management process 6.3.3 Decision management process

6.3.4 Risk maniagement process 6.3.4 Risk management process

6.3.5 Configuration management process 6.3.5 Configuration management process
6.3.6 Information management process 6.3.6 Information management process

6.3.7 Measurement process 6.3.7 Measurement process

6.3.8 Quality assurance process 6.3.8 Quality assurance process

6.4 Technical processes

6.4 Technical processes

6.4.1 Business or mission analysis process

6.4.1 Business or mission analysis process

6.4.2 Stakeholder needs and requirements definition
process

6.4.2 Architecture definition process

6.4.3 System requirements definition process

6.4.4 Architecture definition process

6.4.5 Design definition process

30

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=1d12de2119c36fb8e007988a7ac682f7

	Foreword 
	Introduction 
	1 Scope 
	2 Normative references 
	3 Terms and definitions 
	4 Abbreviated terms 
	5 Structure of this document 
	5.1 Clause 6 
	5.1.1 General 
	5.1.2 Organizational project-enabling processes 
	5.1.3 Technical management processes 

	5.2 Clause 7 
	5.3 Relationship between Clause 6 and Clause 7 
	5.4 Annexes 

	6 Information security in supplier relationship management 
	6.1 Agreement processes 
	6.1.1 Acquisition process 
	6.1.2 Supply process 

	6.2 Organizational project-enabling processes 
	6.2.1 Life cycle model management process 
	6.2.2 Infrastructure management process 
	6.2.3 Project portfolio management process 
	6.2.4 Human resource management process 
	6.2.5 Quality management process 
	6.2.6 Knowledge management process 

	6.3 Technical management processes 
	6.3.1 Project planning process 
	6.3.2 Project assessment and control process 
	6.3.3 Decision management process 
	6.3.4 Risk management process 
	6.3.5 Configuration management process 
	6.3.6 Information management process 
	6.3.7 Measurement process 
	6.3.8 Quality assurance process 

	6.4 Technical processes 
	6.4.1 Business or mission analysis process 
	6.4.2 Architecture definition process 


	7 Information security in a supplier relationship instance 
	7.1 Supplier relationship planning process 
	7.1.1 Objective 
	7.1.2 Inputs 
	7.1.3 Activities 
	7.1.4 Outputs 

	7.2 Supplier selection process 
	7.2.1 Objectives 
	7.2.2 Inputs 
	7.2.3 Activities 
	7.2.4 Outputs 

	7.3 Supplier relationship agreement process 
	7.3.1 Objective 
	7.3.2 Inputs 
	7.3.3 Activities 
	7.3.4 Outputs 

	7.4 Supplier relationship management process 
	7.4.1 Objectives 
	7.4.2 Inputs 
	7.4.3 Activities 
	7.4.4 Outputs 

	7.5 Supplier relationship termination process 
	7.5.1 Objectives 
	7.5.2 Inputs 
	7.5.3 Activities 
	7.5.4 Outputs 


	Annex A (informative) Correspondence between ISO/IEC/IEEE 15288 and this document 
	Annex B (informative) Correspondence between ISO/IEC 27002 controls and this document 
	Annex C (informative) Objectives from Clauses 6 and 7 
	Bibliography 

