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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are

described in §fhe TSO/TEC Directives, Part 1. In particular, the different approval criteria needed

different type
editorial rule

s of ISO documents should be noted. This document was drafted in accordance 'w
b of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is dirawn to the possibility that some of the elements of this document may'be the suk

patent rights.
any patent rig
on the ISO list

ISO shall not be held responsible for identifying any or all such paténtrights. De
hts identified during the development of the document will be in the/Introduction
of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and d¢

constitute an

For an expla
expressions T
World Trade (
iso/foreword

endorsement.

elated to conformity assessment, as well as infgrmation about ISO's adherence
rganization (WTO) principles in the Technical Barriers to Trade (TBT), see www.is
html.
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Any feedback
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This second
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Any feedback
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it was prepared by Joint Technical Comimittee ISO/IEC JTC 1, Information tech
 SC 27, Information security, cybersecurity-and privacy protection, in collaboration with

hg of these bodies can be foundaat www.iso.org/members.html.

pdition cancels and replaces the first edition (ISO/IEC 27014:2013), which ha
vised. The main change§ compared to the previous edition are as follows:

hent has been alignedwith ISO/IEC 27001:2013;
rements in I[SO/IEC 27001 which are governance activities have been explained;

ives and precesses of information security governance have been described.

hgofthese bodies can be found at www.iso.org/members.html.

or the
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hation of the voluntary nature of standards, thesmeaning of ISO specific terms and
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Introduction

Information security is a key issue for organizations, amplified by rapid advances in attack
methodologies and technologies, and corresponding increased regulatory pressures.

The failure of an organization’s information security controls can have many adverse impacts on an
organization and its interested parties including, but not limited to, the undermining of trust.

Governance of information security is the use of resources to ensure effective implementation of
information security, and provides assurance that:

This 4
organi
also er

Manag

di

th
ac

th
ha

roctives concerninginformation securitvwill he follawed: and
S Y 7

e governing body will receive reliable and relevant reporting about informatien sequrity-related
tivities.

ssists the governing body to make decisions concerning the strategic objedtives for the
zation by providing information about information security that cdn, affect thesg objectives. It
sures that information security strategy aligns with the overall objectives of the entity.

ers and others working in organizations need to understand:
P governance requirements that affect their work; and

w to meet governance requirements that require them-to take action.
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INTERNATIONAL STANDARD ISO/IEC 27014:2020(E)

Information security, cybersecurity and privacy
protection — Governance of information security

1 Scope

This document provides guidance on concepts, objectives and processes for the governance of
information security, by which organizations can evaluate, direct, monitor and communicate the
infornjation security-related processes within the organization.

The infended audience for this document is:
— gaverning body and top management;

— thpse who are responsible for evaluating, directing and monitorinig' an informdtion security
management system (ISMS) based on ISO/IEC 27001;

— thpse responsible for information security management thattakes place outside the scope of an
ISMS based on ISO/IEC 27001, but within the scope of goverhance.

This dpcument is applicable to all types and sizes of organizations.
All references to an ISMS in this document apply to an ISMS based on ISO/IEC 27001.

This document focuses on the three types of ISMS-organizations given in Annex B. However, this
docunient can also be used by other types of organizations.

2 Normative references

The following documents are referséd to in the text in such a way that some or all of|their content
constifutes requirements of this decument. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendnjents) applies.

ISO/IHC 27000, Informatien technology — Security techniques — Information securit)] management
systenls — Overview andvocabulary

3 Terms and definitions

For the purpoeses of this document, the terms and definitions given in ISO/IEC 27000 and the

' addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

3.1
entity
organization and other bodies or parties

Note 1 to entry: An entity can be a group of companies, or a single company, or a non for profit company, or other.

The entity has governance authority over the organization. The entity can be identical to the organization, for
example in smaller companies.

© ISO/IEC 2020 - All rights reserved 1
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3.2
organization
part of an entity (3.1) which runs and manages an ISMS

3.3
governing body
person or group of people who are accountable for the performance and conformance of the entity

[SOURCE: ISO/IEC 27000:2018, 3.24, modified — “organization” has been replaced by “entity”]

3.4
top management
person or gropp of peopte who directsamd controts amorgamnizatiom at the highesttevet

Note 1 to entfy: Top management has the power to delegate authority and provide resources\within the
organization.

Note 2 to entry}: If the scope of the management system covers only part of an entity, then top management refers
to those who djirect and control that part of the entity. In this situation, top managementiaxe accountabl¢ to the
governing body of the entity.

Note 3 to entry}: Depending on the size and resources of the organization, top management can be the samg as the
governing body:.

Note 4 to entry: Top management reports to the governing body.
Note 5 to entry: ISO/IEC 37001 also provides definitions for governingbedy and top management.

[SOURCE: ISO}IEC 27000:2018, 3.75, modified — In Note 2 td-entry, the second sentence has beenladded
and "organizgtion" has been changed to "entity". Note 3‘we’entry has been replaced. Notes 4 and 5 to
entry have befen added.]

4 Abbreviated terms

ISMS information security management system

IT information technology,

5 Use and structure of-this document

This document describesthow information security governance operates within an ISMS based on
ISO/IEC 270(1, and hew these activities can relate to other governance activities which operate
outside the sfope efian ISMS. It outlines four main processes of “evaluate”, “direct”, “monitor”
“communicat¢” in(which an ISMS can be structured inside an organization, and suggests approaches for
integrating inffermation security governance into organizational governance activities in each of these
processes. Finally, € relationsnips between organizational governarce, governance

of information technology and governance of information security.

The ISMS covers the whole of the organization, by definition (see ISO/IEC 27000). It can cover the whole
entity or part of it. This is illustrated in Figure B.1.

6 Governance and management standards

6.1 Overview

Governance of information security is the means by which an organization’s governing body provides
overall direction and control of activities that affect the security of an organization’s information. This
direction and control focuses on circumstances where inadequate information security can adversely
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affect the organization’s ability to achieve its overall objectives. It is common for a gove
realise its governance objectives by:

— providing direction by setting strategies and policies;
— monitoring the performance of the organization; and

— evaluating proposals and plans developed by managers.

rning body to

Management of information security is associated with ensuring the achievement of the objectives of
the organization described within the strategies and policies established by the governing body. This

can include interacting with the governing body by:

— prpviding proposals and plans for consideration by the governing body; and

Effective governance of information security requires both members of the govern
managers to fulfil their respective roles in a consistent way.

6.2 Governance activities within the scope of an ISMS

1SO/1
improying an information security management system withinthe context of an organi
includes requirements for the assessment and treatment of @hformation security risks
needs pf the organization.

[SO/I1

are go
organi
on ISO

27001 does not use the term “governance” but specifies a number of requirg
ernance activities. The following list provides examples of these activities. Refe
zation and top management are, as previously noted, associated with the scope of §
[EC 27001.

IS
in
an

D/IEC 27001:2013, 4.1, requires the€’organization to identify what it is aiming tg
formation security goals and objectives. These should be related to, and support, th
d objectives of the entity. This‘telates to governance objectives 1, 3 and 4 stated in

IS
to
re

D/IEC27001:2013, 4.2, requires the organization to identify the interested parties th
its ISMS, and the requirements of those interested parties relevant to information
ates to governance.objective 4 stated in 7.2.

IS
of]
re
th
Sy
re

D/IEC 27001:2013, 4.3, requires the organization to define the boundaries and
the ISMS te\establish its scope by considering the external issues and intern
guirements;and interfaces and dependencies. It is also specified that "the organizat
e requirements and expectations of interested parties into its information security
stent, as well as external and internal issues (such as laws, regulations and cof
atesto governance objective 1 stated in 7.2.

prpviding information to the governing body concerning the performance of the-erganization.

ng body and

27001 specifies the requirements for establishing, implementing, maintaining aid continually

zation. It also
ailored to the

bments which
rences to the
in ISMS based

achieve - its
e overall goals
7.2.

htarerelevant
security. This

applicability
al issues, the
on shall build
management
itracts)”. This

© ISO/IEC 2020 - All rights reserved

ISO/IEC27001:2013, Clause 5, specifiesthat"the organization shall set policy, objectivesand integrate
information security into its processes (which can be considered to include governance processes)".
It requires the organization to make suitable resources available and communicate the importance
of information security management. Most importantly, it also states that "the organization shall
direct and support persons to contribute to the effectiveness of the ISMS, and that other relevant
management roles shall be supported in their areas of responsibility". ISO/IEC 27001:2013, Clause 5,
contains instructions for setting policy, and assigning roles for information security management
and reporting. This relates to governance objectives 1 and 3 stated in 7.2.

ISO/IEC 27001:2013, Clause 6, considers the design of a risk management approach for the
organization, specifying that "the organization shall identify risks and opportunities to be
addressed to ensure that its ISMS is effective". It introduces the concept of risk owners, and puts
their responsibilities into the context of the organization’s activities to manage risk and approve risk
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treatment activities. It also requires the organization to establish information security objectives.
This relates to governance objective 2 stated in 7.2.

— ISO/IEC 27001:2013, Clause 7, specifies that "persons shall be competent in carrying out their
information security obligations". Italso provides arequirement for organizational communications.
This relates to governance objective 5 stated in 7.2.

— ISO/IEC 27001:2013, Clause 8, requires the organization to plan, implement and control its ISMS,
including outsourced arrangements. This relates to governance objectives 4 and 6 stated in 7.2.

— ISO/IEC 27001:2013, Clause 9, requires monitoring and reporting of all relevant aspects of the ISMS,
internal audits, and top management and governing body rev1ew and decisions on the operatlonal
ctive 6

those

opportunfities. This relates to governance objective 4 stated in 7.2.

6.3 Other related standards
ISO/IEC 38500 provides guiding principles for members of governing bodies of organizations jon the

effective, effifient and acceptable use of information technology within their organizations. [It also
provides guidance to those advising, informing or assisting governingbodies in governance of I'.

6.4 Thread of governance within the organization

These threadf are in exact correspondence to the organizational governance processes described in
Clause 7. The|last two items in the list are equivalent§’of their governance aspects in the confext of
information security:

— the alignment of the information security objéctives with the business objectives;

— the manggement of information security risk in accordance with those information sg¢curity
objectives;

— the avoidpnce of conflicts of interest in the management of information security;

— preventing the organization’sihformation technology from being used to harm other organizptions.

7 Entity governance and information security governance

7.1 Overview

There are m ny areas of governance within an entity, inr‘]nding information security, information

technology, health and safety, quality and finance. Each governance area is a component of the overall
governance objectives of an entity, and thus should be aligned with the discipline of the entity. The
scopes of governance models sometimes overlap. 7.2 and 7.3 describe objectives and processes involved
in information security governance, which can apply to any area being governed.

An ISMS focuses on management of risks relating to information. It does not directly address subjects
such as profitability, acquisition, use and realization of assets, or the efficiency of other processes,
although it should support any organizational objectives on these subjects.

4 © ISO/IEC 2020 - All rights reserved
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7.2 Objectives

7.2.1 Objective 1: Establish integrated comprehensive entity-wide information security

Governance of information security should ensure that information security objectives are
comprehensive and integrated. Information security should be handled at an entity level, with decision
making taking into account entity priorities. Activities concerning physical and logical security should
be closely coordinated. This does not, however, require a single set of security measures or a single
information security management system (ISMS) across the entity.

To ensure entity-wide information security, responsibility and accountability for information security

shoul

be established across the full span of an entitv’s activities This can extend hevaon

the generally

percei

partie$

7.2.2

»m

ved “borders’”of an entity, e.g. to include information being stored or transferre

P .

Objective 2: Make decisions using a risk-based approach

Gover

specific risk-based decisions. Determining how much security is acceptable should be bag
appetife of an entity, including loss of competitive advantage, compliance and liability risK

disru

Inforn
of the
Furthg
manag
to the

Appro
securi

7.2.3

The iy
activit
outsou

To opt
ensurg
manag
manag

The tq
organi

ance of information security should be based on compliance obligations and a

ions, reputational harm, and financial loss.

ation security risk management should be consistent ackoss the entity and include g

adverse financial, operational and reputational impacts of breaches and no
rmore, information security risk management should be integrated with the entity
ement approach so it is not done in isolation and«des not cause confusion, for exar
bntity methodology or capturing strategic information risks into the entity’s risk r¢

briate resources to implement informatieiCrisk management should be allocated a
[y governance process.

Objective 3: Set the direction of acquisition

hpact of information security risk should be adequately assessed when und
ies, including, but not limited to, any investment, purchases, merger, adoption of ne
rcing arrangements and-contract with external suppliers.

imize information~Security acquisition to support entity objectives, the governin

that informafion security is integrated with existing entity processes, incl
ement, procurement, financial expenditure, legal and regulatory compliance, and
ement.

p management for each ISMS should establish an information security strat
zational objectives, ensuring harmonization between entity requirements and d

d by external

so on entity-
ed on the risk
s, operational

onsiderations
h-compliance.
’s overall risk
hple, mapping
pgister.

5 a part of the

ertaking new
w technology,

r body should
iding project
strategic risk

boy based on
rganizational

inform

atlon security requirements, thereby meeting the current and evolving needs

of interested

parties.

7.2.4

Objective 4: Ensure conformance with internal and external requirements

Governance of information security should ensure that information security policies and practices
conform to requirements of interested parties. These can include legislation and regulations, as well as
contractual requirements and internal commitments.

To address conformance and compliance issues, top management can obtain assurance that information
security activities are satisfactorily meeting internal and external requirements by commissioning
independent security audits.
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7.2.5 Objective 5: Foster a security-positive culture

Governance of information security should be built on entity culture, including the evolving needs
of all the interested parties, since human behaviour is one of the fundamental elements to support
the appropriate level of information security. If not adequately coordinated, the objectives, roles,
responsibilities and resources can conflict with each other, resulting in the failure to meet any
objectives. Therefore, harmonization and concerted orientation between the various interested parties
is very important.

To establish a positive information security culture, top management should require, promote and
support coordination of interested party activities to achieve a coherent direction for information
security. This supports the delivery of security education, training and awareness pro

grams.

Information
they should

7.2.6 Objeq
the entity

Governance (
is fit for pury
performance
requirements

To review pe
should evalug

curity responsibilities should be integrated into the roles of staff and other parti

sTpport the success of each ISMS by taking on these responsibilities.

f information security should ensure that the approach taken to "protect infori
ose in supporting the entity, providing agreed levels of information security. Sq
should be monitored and maintained at levels requiredto, meet current and

Fformance of information security from a governancé)perspective, the governin
te the performance of information security in relation to its entity-level impact, n

the effectivenjess and efficiency of security controls.

Within each

SMS, top management should be required.-fe’ implement a performance measuti

program to monitor, audit and identify opportunities forimprovement. The governing body shoy

information s

7.3 Proces

7.3.1 Gene

The governinlg body within an entity performs “evaluate

processes. Fig

pcurity performance to the performance of the organization, and of the entity.
Ses

ral

» o«
)

» o«
1]

direct”, “monitor” and “commu

ure 1 shows the relationship between these processes.

ps, and

tive 6: Ensure the security performance meets current and future requiremernts of

nation
curity
future

b body
ot just

ement
1d link

nhicate”
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Entity

/ Governing \

Body

Evaluate

Interested
parties

Outromes
Expegtations

Strategy O

Policy Performance

Communicate

Top Management

Organization
and ISMS

Figu&io— Governance model for an entity with one ISMS

NOTE1 The defin'ti@ of organization (3.2) means that top management is always fully ipvolved in the
operation of the or ation.

NOTEZ An y can contain more than one ISMS and there can be parts of an entity, to whjch governance
applied th énot part of an ISMS (see Reference [8] and Annex B).
N

7-3-2 l..va}uatc

“Evaluate” is the governance process that considers the current and forecast achievement of objectives
based on current processes and planned changes, and determines where any adjustments are required
to optimize the achievement of strategic objectives in the future.

To perform the “evaluate” process:
— the governing body of the entity should:

— ensure that initiatives take into account relevant risks and opportunities;

© ISO/IEC 2020 - All rights reserved 7
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— respond to information security and ISMS measurements and reports by specifying and
prioritising objectives in the context of each ISMS (which includes consideration of the
requirements from outside the ISMS scope); and

— the top management of each ISMS should:
— ensure that information security adequately supports and sustains the entity’s objectives;

— submit new information security projects with significant impact to the governing body for
approval.

7.3.3 Direct

“Direct” is thle governance process by which the governing body gives direction about the-gntity’s
objectives anfl strategy. Direction can include changes in resourcing levels, allocation f res¢urces,
prioritization fof activities, and approvals of policies, material risk acceptance and risk managément plans.

To perform the “direct” process:

— the goverphing body should:
— setthe overall strategic direction and objectives of the entity;
— defing the entity’s risk appetite;
— appr«[ve the information security strategy; and

— the top management of each ISMS should:
— allocate adequate investment and resources;
— align|organizational information security objectives with the entity’s objectives;
— allocate roles and responsibilities for information security;

— estalblish an information security policy.

NOTE Risk appetite is the amount andtype of risk that an organization is willing to pursue or retain.

7.3.4 Monitor

“Monitor” is the governance.process that enables the governing body to assess the achievement of
strategic objeftives.

To perform the “monitor” process:

— the goverhing body should:

— receive the report on the effectiveness of the operation of each ISMS;
— evaluate these in the context of the priorities of the entity;
— communicate priorities to top management of each ISMS; and

— top management of each [SMS should:
— assess the effectiveness of information security management activities;
— ensure conformance with internal and external requirements;

— consider the changing entity, legal and regulatory environments, and any potential impact on
information risk;

8 © ISO/IEC 2020 - All rights reserved
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select appropriate performance metrics and require reporting to take placeinat
from an organizational perspective;

imely manner

provide feedback on information security performance results to the governing body;

alert the governing body of new developments affecting information risks and information

security.

To review performance of information security from a governance perspective, the top management
should evaluate the performance of information security in relation to its impact at an organizational
and entity level, not just the effectiveness and efficiency of security controls. This can be done by
implementing a performance measurement program to monitor, audit and identify opportunities for
improy
the en

7.3.5

ity.

Communicate

rerTent, HKing informmationr security performarnce to the performmance of theorgamization and of

“Comnunicate” is the bi-directional governance process by which the govérning body and interested
partie

A met
explai

One of
such a
their ilnplementation and maintenance of information se€curity management, as well as its
in may
should
intere

5 exchange information appropriate to their specific needs.

hod which can be used to “communicate” is a statement of infermation security|
s information security activities and issues to interested parties.

aging risk. Equally, in the case where an information security incident has taken
explain the impact, causes and changes to cotitrols to address risk of repeated inc
ted parties, and separately to the public as appropriate.

Comm|
has a yjariety of audiences. Any communication should be designed to take the audience in
well ag the message which it is intended-that the audience should understand. These two
then b used to determine the content of the communications, as well as the channels u
the communications to the intended-audience. One example is shown in Annex C.

To per

8

re

nication can be carried out by a variety of methods. It can also have a variety of g

form the “communicate® process, the governing body should:

port to external ifiterested parties that the entity practices a level of informs

commensurate with-the nature of its activities and priorities;

id
re

ad

bntify and-prioritize regulatory obligations, interested parties’ expectations, an|
guirements with regard to information security;

visetop management of each ISMS of any matters that require its attention and de

the reasons for communication is to allow entities to be held accountable to intef
5 shareholders. This is becoming more important apd organizations now provide imformation on

status which

ested parties
effectiveness

place, entities
dents to their

ontent. It also
to account, as
actors should
sed to deliver
tion security

d the entity’s

rision;

in

Lot ralavyant tntaractad nartiac o datrilad ohioctivac +0 ha +alran 190 oot o

f information

JtroceTrere

TIC I ce T o to o pPouT tIC o o e tou ot oo ooty Coto— ot tosC I S p poTr O

security priorities;

pr

omote a positive information security culture;

train and communicate with staff and other persons in scope of the ISMS on their responsibilities.

The governing body’s requirements on the ISMS

8.1 Organization and ISMS

The governing body should require the design of one or more ISMSs to support the entity’s objectives.
The objectives of each ISMS can be the same as those of the parent entity, or different, depending on
the size, scale and structure of the entire entity, but they should be aligned. Possible relationships
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between governance of information security and governance of information technology are illustrated
in Annex A.

The governing body should also require the design of each ISMS to be consistent with overall entity
policies and processes, including risk management. It can be appropriate for an ISMS to adopt the same
risk assessment process as that of the governing body, to enable clear communication of risk information.
If the governing body uses a risk assessment process which does not conform to the requirements of
ISO/IEC 27001, then, if the organization wishes to achieve compliance, its ISMS should use a different
risk assessment approach to that used by the entity, and agree on a method for communicating risk-
related information to the governing body in terms which are compatible with the governing body’s
approach. Alternatively, the governing body can choose to alter the entity’s existing risk assessment
process to conform to the requirements of ISO/IEC 27001.

The governing body can mandate use of an ISMS to manage those strategic risks which relate|to the
loss of intelldctual property, damage to reputation, and financial losses associated with-damage to
information’s|confidentiality, integrity or availability.

An ISMS can qupply the governing body with management information relating to:
— risks to the entity;

— effectivenjess of the ISMS.

The governing body should:

— approve the creation of each ISMS;

— define th¢ scope of each ISMS and for certification (these Scopes can differ);

— provide direction to each ISMS including objectives,requirements, roles and resources;

— make dedisions on acceptable levels of residual risk, or appropriate risk treatments;

— provide gach ISMS with communications_ ¢lrannels and the authority to use those changels to
communicate the appropriate information to interested parties and all persons in the sdope of
that ISMS.

8.2 Scenatlios (see Annex B)
Type A: The ISMS organization)is the whole entity

Where the on]ly managemeht system in place is conformant with ISO/IEC 27001, it can be used to supply
risk informatfion and thereby allow an organization to govern information risk. However, different
processes stilll exist to support IT governance, financial governance, operational governance and other
governance a¢tivities.

In the case wherethe ISMS organization applies to the whole entity:

— the governance processes as described in 7.3 are unchanged;

— top management has governance responsibilities in addition to information security governance,
e.g. corporate governance.

Alignment of the organization’s information security objectives with the entity’s overall objectives is
likely to be straightforward, since top management is responsible for setting both. If a single role holds
responsibility for both governance and management of information security, adequate advice should
be provided to ensure that accountability for setting of policy, and for its execution, are adequately
separated from one another.

Type B: The ISMS organization forms a part of a larger entity
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Some ISMS organizations form part of a larger entity. Since governance activities usually apply to a
whole legal entity, corporation, charity, public body or other entity, the governance of that entity
extends in this case beyond the scope of the ISMS. An organization can have multiple ISMSs within
its boundaries. Thus, a governing body can govern multiple ISMSs. The majority of this document is
written to allow for this approach.

The four governance processes as described in 7.3 remain relevant. However, depending on the relationship
between the ISMS organization(s) and the parent entity, one of the following situations can apply.

— Each ISMS organization operates as an autonomous part of the parent entity and therefore has
its own business objectives. In this case, the ISMS organization’s information security objectives
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is also a relationship between the top management of each-ISMS organization and
f the parent entity. The top management team(s) and the governing body can be
ome people in common or can have none in commaon:Figure B.1 should be used
individuals should be assigned to the roles of governing body member and interest]

[: The ISMS organization includes parts of several entities
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Annex A
(informative)

Governance relationship

The relationship between governance of information security and governance of information
technology is illustrated in Figure A.1.
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Annex B
(informative)

Types of ISMS organization

There are three types of relationship between an organization which manages an ISMS, and an entity
which applies an ISMS. These relationships also affect the membership of the top management of
the ISMS_and the gaverning hndy of the entity The list below and F‘ignre B 1 illustrate these types of

relatignship.

— Tylpe A: The entity and the ISMS organization are the same.
The governing body is the same as the top management for the ISMS.

— Tylpe B: The entity contains the ISMS organization (and more than onge ISMS may be¢ in operation
within that entity).

The governing body can share some members with each ISMS({ but the membership isinot identical.
— Tylpe C: One ISMS is shared by multiple entities:

—] if the entities have a direct interest in the ISMS;.the governing body of each ertity can have
membership on the top management of the ISMS;

— ifthe ISMSis being provided as a service byathird party, membership of the top njanagement of
the ISMS is unlikely to include members 6f the governing bodies of the entities shajring the ISMS.

Type A Type B
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