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exchange between systems — MAC/PHY standard for ad hoc
wireless network to support QoS in an industrial work
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3 Terms and definitions, and abbreviations

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.
3.11

Access control

control process to prevent unauthorized use of resources or bandwidth
3.1.2

Ad-hocnetwork
network that is spontaneously formed usually without system installation

NOTE | Such networks are mainly characterized by time and space limitations.

3.1.3
Assoc|ation
servicq used to connect authorized devices in the network

3.14
Authentication
device |verification process allowing devices within the network to eoniiect to one another

3.15
Camellia
128-bits secure block algorithm defined in the ISO/IEC 18033-3 standard

3.1.6
Coverage area
territory over which two devices can achieve acceptable quality and performance while exchanging data

3.1.7
Dissogiation
servicg used in an established network

3.1.8
Frame
format[of bits in a data exchange

3.1.9
K
prefix indicating multiplication by 1024

3.1.10
Kus
unit of 1024 ps

3.1.11
k
prefix indicating multiplication by 1000

3.1.12
Logical Channel
data link channel sitting distinctly above the physical layer

3.1.13

Master
station that manages the network by periodically transmitting a beacon frame

© ISO/IEC 2014 — All rights reserved 2
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3.1.14

MAC Management Protocol data Unit

MMPDU

data unit exchanged between two media access control apparatuses in order to implement the media access
control management protocol

3.1.15

MAC Protocol data Unit

MPDU

data unit exchanged between two media access control apparatuses by means of utilizing the physical layer
services

3.1.16
MAC Service data Unit
MSDU
data unit transmitted between media access control service access points

3.1.17
Mobild Device
device|that utilizes communication networks while in motion

3.1.18
Portablle Device
station|that is normally portable but must be in a fixed location in ofder to link to the communication network

3.1.19
SEED
128-bits secure block algorithm defined in the ISO/IEC 18033-3 standard

3.1.20
Slave
station|in the network other than the master,

3.1.21

Station
device [that can operate according-to-this International Standard

3.2 |list of Abbreviations

AES advanced encryption standard

ARQ automatic repeat request

ARQN automatic repeat request N

ASN.1 abstract symbol notation 1

BER bit error rate

CAP contention access period

CBC cipher block chaining

CBC-MAC cipher block chaining-message authentication code
CCA clear channel assessment
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CCM counter mode encryption and cipher block chaining message authentication code
CDMA code division multiple access

CODEC coder/decoder

CRC cyclic redundancy check

CTS clear to send

DA destination address

DBPSH differential binary phase shift keying
DCE data communication equipment

DLL data link layer

DOQPBK differential offset quadrature phase shift keying
DQPS differential quadrature phase shift keying
FCS frame check sequence

FEC forward error correction

FER frame error rate

HCS header check sequence

IETF internet engineering task force

IDU interface data unit

IP internet protocol

ISM industrial scientific medicine

IWN industrialwireless network

LAN Iocal area network

LFSR linear feedback shift register

LLC logical link control

LM link manager

LME layer management entity

LMP link manager protocol

LSB least significant bit

MAC medium access control

Master network coordinator

MC-CDMA multi-code CDMA

© ISO/IEC 2014 — All rights reserved 4
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MCDU MAC command data unit

MCPDU MAC command protocol data unit
MDF management-defined field

MIB management information base
MIC message integrity code

MLME MAC layer management entity
MPDU MAC protocol data unit

MSB most significant bit

MSC message sequence chart

MSDU MAC service data unit

MTU maximum transmission unit

NID network 1D

PAN personal area network

PAR project authorization request
PDU protocol data unit

PHY physical layer

PIB PAN information base

PLME physical layer management entity
PN pseudo noise

PPDU PHY pfotocol data unit

PPM parts per million

PRNG pseudo random number generator
PSDU PHY service data unit

QAM quadrature amplitude modulation
QoS quality of service

QPSK guadrature phase shift keying
OQPSK offset quadrature phase shift keying
RF radio frequency

RFC request for comments

RSSI received signal strength indication
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RTS

RTX

RX

SAP

SDP

SDU

request to send

response timeout expired
receive or receiver
service access point
service discovery protocol

service data unit
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SEC
SECID
SEQN
SFC
SME
SQ
SRC
SRES
sS
STN
TA
TCM
TDD
TDMA
TX

TXE

WAN

WLAN

WM

security

security identifier

sequential numbering scheme
security frame counter
station management entity
signal quality

short retry count

signed response

station service

station

transmitter address

trellis coded modutation
time division-duplex

time division multiple access
transmit or transmitter
transmit enable

wide area network

wireless local area network

wireless medium
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4 Overview
This section defines the general attributes of the industrial wireless network and describes the attributes of the

physical layer and data link layer. The physical layer is built upon a binary CDMA, and the data link layer is
composed of the media access control (MAC) layer.

4.1 Characteristics

This International Standard is designed for the construction and management of an optimal network for
industrial use applications.

4.1.1 _Ad-hoc netwaork

This Infernational Standard is based upon an ad-hoc network that can be established even without a network
infrastructure. A network is made up of two kinds of devices - a master and a slave, which are differentiated
accord|ng to their functions. All stations can function as a master or a slave and one ‘of them ig selected as a
master| based on the device layout and its capabilities. An independent network ‘structure is f¢asible without
requiring infrastructure.

4.1.2 |[Quality of Service
The nymber of devices participating in an industrial wireless netwgrk-changes vastly over time due to the
channgl conditions and industrial mobile device operation charactéeristics of a wireless enyJironment. The
bandwl|dth allocated to each device and the transmission delay time also have a significant effect, making it
difficulf to support real-time multimedia traffic services that require a certain quality of service.

This dgcument requires one station in the network to be _the master, which allocates and conjrols resources
and thereby manages the connection quality of each network traffic.

4.1.3 |Binary CDMA technology

This International Standard uses Binary-CDMA technology so that it has strong noise resistance, inherent
advantpge of CDMA, and has another goad capability of changing bandwidth finely,

and thgreby has the advantages of noise resistance and finely tuned and flexible resource allocation.
First, Binary-CDMA possesses superior noise resistance that is characteristic of CDMA technolggy, and this is
an outgtanding attribute in a-wireless network environment which, unlike a wire-line network, has a high noise

factor. [In addition, the nature of Binary CDMA makes it possible to adjust the bandwidth by changing the
numbey of codes used,thereby allowing flexible and finely-tuned resource allocation.

4.2 Components of network

The components of a network can be roughly depicted as shown In Figure 1. The primary component is the
station. The first station trying to connect or establish a network becomes the master of the network and helps
other stations to associate with it by periodically transmitting beacons. It also takes responsibilities such as
quality of service and power management. The network is made up of two or more stations operating on the
same wireless frequency channel in an industrial activity area.
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421

The station is the primary component of the network and, is classified as either master or slave
The master assumes full management, and no)more than one can exist in a particulay network. The

its role
master
acquirg
conten

422
Station|
After a
assign

shared
distriby

4.3 H

The mé

Beacon

..................... Data '-----...,...........
SIaD‘:

14

Figure 1- Network

Station

controls slaves by broadcasting beacons. Slaves send or receive data as directed by
time slots for data transfer, slaves make resource allocation requests to the mas
ion period.

Resources

S in the network should acquite time slots from master to perform their aimed job — ex
station acquired rights tg"use some time slots from master, it can transmit frames exd
bd time slots. In this sensg, this International Standard depicts time slots as resources

ted according to requests from slaves at the discretion of the master.

functional overview

pdia’access control layer provides the following services:

depending on

he master. To
ter during the

changing data.
lusively during
which can be

and/or competed among stations in the network. Time slots are supervised by the master and are

- Network synchronization

- Data transmission

- Powe

r management

- Master handover

- Security

- Data transport with quality of service (QoS)

Data transmission and reception between stations are possible under different standards of quality of service.
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Network synchronization

The network is established once the master transmits the beacon frame. The beacon frame contains the
status information of the network, and all slaves in the network use this information to sync with the network.
The superframe is roughly composed of three parts as shown in Figure 2, and each period has a variable

length

a) bea
slav

b) con
fram

c) allog

the

4.3.2

For d

Asynch
guaran
delays
guaran

This In
Each ¢
the de
reques
each o

check

quality
This In
4.3.2.1]

Data t

synch
Sync
async

h

. (The allocation period must be a multiple of the timeslot length.)

Beacon Contention Allocation period

period period

Time slot 1 Time slot 2

Figure 2 - Superframe

con period: the master transmits the beacon frame containing the network status_ infd
bS,

es, resource request/grant frames, and connect request/grant frames in a random acces

fime slot can send synchronous/asynchronous data or command fraimes during that inter

Data transmission

gta transmission, two types of connections — synchronous and asynchronous - &
ronous connections, which have minimal overhead when establishing connections but
teed bandwidth, are primarily used when transmifting general data that is relatively,
Synchronous connections, which carry a largeoverhead when establishing connectig

teed bandwidth, are used to transmit data for real*time services such as audio and video
ternational Standard manages communication quality in three characteristics — delay, d

fined quality parameters to master’te get channel time allocation. Master collects
I from slaves and allocate time slots to streams in order that each stream can be transm
he’s needed communication quality. Afterward a master monitors quality of communicati
Whether it meets initial QoS request. If the communication quality deteriorates below
master changes time slot glfocation to meet initial QoS request.

ernational Standardseovers MAC-to-MAC QoS within 1-hop network that MAC layer can
QoS parameter
ansfers /n‘this International Standard are differentiated as streams which are large|

bnous.stream and asynchronous stream, depending on whether a stream has QoS chara
nolsj)stream has 3 QoS parameter — Period, Data size to transmit per each perig

r

Time slot n

rmation to the

ention period: the slaves and master send command frames such as associate/disgssociate/grant

5 fashion.

ation period: this is divided into multiple time slots, each allotted for ©ne"station. The station receiving

al.

ire  supported.
do not have a
insensitive to
ns but have a

ata rate, BER.

evice defines the communication quality*of data stream to send in these three parameters and sends

ommunication
itted satisfying
bn of stream to
initial request

control.

y divided into
\cteristic or not.
d, BER, while

!IFonous stream have only data size as a parameter.

Synchronous stream in this International Standard manages QoS with the following three parameters.

- Period: the period with which master allocates time slot. Each device is assigned at least a time slot within
this period so that this value is equal to maximum delay.

- Data size to transmit per each period: the size of data that a slave will send during each period. Combined

with p

- BER

eriod, this value decides data rate.

: This value defines quality of communication in Bit Error Rate

Using above QoS parameters, devices can define their communication request with detail characteristics.
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4322 Maintenance of QoS

A master of a network manages communication resource (time slots) centrally. Master collects network
information (usage status of allocated time slots, channel quality of each channel) and communication request
by itself or from slaves and allocates time slots to slaves in order that each communication can meet its QoS
request. After allocating time slots, a master checks whether each communication meets its initial QoS
request. If communication does not meet its QoS requirements, a master makes communication to meet its

initial requirements by using the following actions.

4.3.2.2

.1 Check and estimation of wireless channel environment

Master continuously monitors BER and SNR value of current wireless channel environment. When it detects

the sef
rate ch

4.3.2.2

A masg
commy
allocat
commy
to com

4.3.2.2

When
worse
where
notified
commu

ous change of channel environment, a master takes an action o counterpart the chang
pnge or frequency channel change

2 Dynamic link quality control

ter continuously monitors actual communication status of data streams in a nety
nication quality of a stream goes worse than its pre-determined level//a master cha

ons in order that the communication quality should meet its pre-determined level.

nication quality of a stream, a master decreases data rate of the Stream and allocates T
bensate reduced data rate through resource allocation and change mechanism.

3 Dynamic channel selection and change

h master estimates that the network-wide communication quality of the current frequency
than the acceptable level, it decides to change a fréequency channel. Master notifies th
network will be re-established to slaves, slaves-leave current frequency channel an

new channel. This function provides not, only the ability to maintain the certain
nication quality, but also interoperability tosavoid collision with other kinds of wireless net

b such as data

vork. When a
nges resource
To increase
nore time slots

channel goes
e new channel
i rejoin at the
network-wide
work.

4.3.3 |[Security

[«

This s
regiong

andard use 128-bits secure block algorithms such as ISO/IEC18033-3 encryption
|| regulated secure block algarithms. Security for the network is one of three modes as fg

lgorithms and
lows:
a) Mode 0—open

Lryption) is not
y entry to the

Securit
used K
networ

y membership is not*required and payload protection (both data integrity and data en
y the MAC. The master is allowed to use a list of slaves’ addresses to admit or der
.

b) Mode 1— in¢lusive CCM secure membership and payload protection

Station rk’s resources.
Data s Cryption). Data
integrity is required for most of the frames that are sent in the network through the inclusive CCM security
mode based on secure block algorithms. Non-secure frames shall be used to communicate between a station
using security mode 0 and a station using security mode 1.

S gstablish secure membership with the master before they have access to the netwo

a)

¢) Mode 2—exclusive CCM secure membership and payload protection

A device operating in security mode 2 shall not establish a secure relationship with devices operating in either
security mode 0 or security mode 1. Stations establish secure membership with the master before they have
access to the network’s resources. Data sent in the network is allowed to use payload protection (data
integrity and/or data encryption). When security mode 2 is enabled (the network adopts security mode 2), the
exclusive CCM security mode based on secure block algorithms shall be used to communicate among the
stations using security mode 2.
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When security is enabled, stations that wish to join the network are required to establish secure membership
with the master. The stations are also allowed to establish a secure relationship with other stations for secure
communications. A station has established a secure membership or a secure relationship when it gets a
management key for the security relationship. The process of establishing secure membership or a secure
relationship is outside of the scope of this standard. The master or station that generates and distributes the
key is called the key originator.

The payload protection protocol, as described in 8.5, uses a symmetric key that is generated by the key
originator and is securely distributed to stations that have established secure membership or a secure

relationship with the key originator, as described in 8.4.

4.3.4

Power management

In ordg
presen
frame,

a parti
period

receive
transm

4.3.5

The master can decide whether to appoint another slave as the master based on the informatig

r to support mobile devices, efficient power management is critical. Each station. is
ce and timing of the incoming data during the corresponding superframe by means
land can reduce power consumption by disabling the physical layer when not transmitting
cular superframe, stations that are not transmitting data can be disabled,"until the ne

frames. Stations sending data or making requests are enabled during‘intervals when t
t.

Master handover

notified of the
of the beacon
data. During
xt superframe

Starts. Stations receiving data are enabled only during beacon periods ang. intervals duting which they

here is data to

n it possesses

about gach slave’s capabilities. If a newly connected station/is ‘determined to be better for the master, the
master| role may be handed over. Also, due to the nature oféah‘ad-hoc network, the master may unexpectedly
cease pperating or depart from the established service _area. In such an event, one of the remaining slaves
which is most suitable for the master is selected to manage the network.

4.4 S$ummary of operations

The superframe is divided into the beacon period, contention period, and allocation period, and the stations
operate in different modes depending:en the period.

4.4.1 |Broadcasting during the-beacon period

During[the beacon period the master broadcasts a beacon frame to all slaves. The beacon frame includes

information about the status and resource availability of the network, and the slaves receivi
frame yise this information to verify the correctness of the corresponding superframe as well a
resourges.

ng the beacon
5 the allocated

The masterplaces network status information into the beacon frame and sends it out to all slavgs.

442

Random access during the contention period

During the contention period the slave and master communicate via the CSMA/CA scheme. Slave sends
command frames such as resource allocation requests to the master during this period, and the master sends
back an acknowledgement or response frame.

4.4.3 Exclusive access during the allocation period

During the allocation period, only the stations permitted by the master can communicate using the time slot
and code assigned to them in the beacon frame. The master evaluates the currently available resources and
decides whether or not to grant the slave’s service request and allocate the resources. Data services that use
asynchronous connections receive acknowledgements for the dispatched frames by default, and synchronous
connections receive acknowledgements selectively.
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4.5 Summary of states

A station has the following operational states.

- estab

lishing the network

- associating with the network

- Secur

ity membership and key establishment

- data transfer

- mastér handover

- disas

- termipating the network

451

The m
length
includsg
they wi

4.5.2

Station
beacor
proces
networ

When
capabi
power

information the master may decide\to initiate the process of changing the master.

4.5.3

Securit
admisg
station
relatiorn
service
and es

Gociating from the network

Establishing the network

hster establishes the network by filling a beacon frame with synchronization informatid
of the superframe, contention period, and allocation period,-and sending it out. The
s the network ID as well as synchronization information, enabling the stations to ident
[l connect with.

Associating with the network

S attempting to associate with the network periodically scan each frequency channel t

frame from the master. If the received frame is the beacon frame for the desire
5 of associating with the relevant network’s master is started, and if this succeeds,
K is established.

the station associates with the network, it sends its own capability information to the
ity information contains such infotmation as the physical layer data transfer rate that can
management status, ability~to" function as the master, and size of memory, and

Security membership and key establishment

y mechanisms ‘provided by this standard allow security services to be implemented
ion of stations\into a security relationship between the master and a station or betwee
5 and pratect the information and integrity of communications between stations
ship. This/standard also provides a symmetric cryptography mechanism to assist in prg
s. Addjtional security services need to be provided by the higher layers to ensure prope
ablishment of the symmetric keys used in this standard.

n such as the
beacon frame
fy the network

D listen for the
1 network, the
the link to the

master. This
be supported,
pased on this

to control the
n two ordinary
in a security
viding security
I management

4.5.4

Data transfer

A slave to send data first requests resources for the transmission from the master during the contention
period, and once it is allocated to the resources it uses them to send the data. Data transfer is possible
between any stations — not only between master and slave, but also between slaves themselves. The master
is involved only during the initial resource allocation process, thus enabling the stations to exchange data
freely afterwards.

455 Master handover

The nature of an ad-hoc network entails frequent changes of the master. The following cases are the two most
likely scenarios.
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- The current master is no longer able to service requests. (For example, it cannot meet the decided quality of

service.)
- The master abruptly vanishes from the network. (It loses power or moves out of the network.)

4.5.6 Disassociating from the network

Stations currently associated with the network can disassociate from the network either spontaneously or at

the will of the master.

In the case of spontaneous disassociation, the station sends a disassociate request to the
master wants to disassociate from the network, it first hands over the master role to the most

master. If the
capable slave

among|the stations before disassociating.

If a ceftain slave is having trouble in receiving service due to network conditions, the\mast
disassgciate it by sending a disassociate command.

4.5.7 |Terminating the network

Terminating of the network can be categorized in two ways: normal termination by statio
abnornpal termination due to unexpected events.

Normal termination refers to the case where the master receives the request from a slave, deci
not to ferminate, then broadcasts this decision to all slaves, thereby dissolving the network. T]
also initiate this request.

Abnormal termination of the network refers to cases wheré.the network is dissolved due to situ
a netwprk-wide power outage or exodus out of the industrial coverage area. However, such o
highly tinlikely.

er can forcibly

N request and

les whether or
he master can

ations such as
ccurrences are
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5 Inter-layer interfaces
5.1 Summary

Both the MAC layer and the physical layer conceptually have management entities, called the MAC Layer
Management Entity (MLME) and the Physical Layer Management Entity (PLME) respectively. These entities
provide a service interface for layer management functions.

The physical layer provides an interface between the MAC sublayer and the wireless channel by means of the
PHY firmware and the PHY hardware. The physical layer includes a conceptual management entity called a
PLME. This entity prowdes a serwce mterface by means of Iayer management functlons The PLME maintains
PIB). The Device
Management Entity (DME) is a Iayer mdependent from the other management entities and its [functionality is
beyond the scope of this International Standard. Simply stated, however, it is responsible ‘for| the inter-layer
interfages providing device management functions. The physical layer provides services) through two Service
Accesg Points (SAP). Data services are provided through the PD-SAP and management services are
providgd through the PLME-SAP. In addition, the physical layer provides DME-PLME-SAP intdrface, which is

In ordgr for the MAC to operate correctly, each station must possess a{Device Managemen{ Entity (DME).
DME gxists in each layer and is layer-independent. The functions of DME are beyond the| scope of this
International Standard and vary depending on implementation, but/n-general they carry out [tasks such as
receiving data from a layer or initializing another layer. Generally DME acts under the directipn of a higher-
level mManagement application. Figure 3 shows the relationships hetween the various management entities.

{Adaptation SAP }

Adaptation layer

» Device Management Entity (DME)
A

Media access v
control sublayer MLME
(MAQ)
MLME-PLME SAP
o
<
PHY layer PLME o —>
>
o

Figure 3 - Protocol stack configuration

5.2 General format of management primitives

Each sublayer’s specific management information is organized into the relevant PAN information base (PIB).
Corresponding to the PIB of the PAN, the LAN/MAN contains the management Information Base (MIB) that
operates according to the Simple Network Management Protocol (SNMP). However, since management
within Network is restricted to an individual network (i.e. one network does not interfere in the management of
another) the PIB is used to define the specifications of each sublayer.
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MLME and PLME are assumed to have a PIB for each sublayer, and the management primitives of the PIB
are exchanged by means of management SAPs. The manager can “GET” or “SET” the value of the PIB
attribute via the primitives. The “SET” request primitive can also trigger certain actions within the relevant
layer.

A “GET” or “SET” primitive may be expressed in the form of a request accompanying a confirm primitive.
Such primitives have the prefix MLME or PLME depending on whether the point of exchange is the MAC SAP
or the PD SAP. DME utilizes the services provided by MLME through the MLME SAP.

In Table 1, “XX” stands for “MLME” or “PLME”, and the parameters of the primitives are defined in Table 2.

Table 1 - General management primitive overview

Name Request Confirm
XX-GET Referto 5.2.1 Referto 5.2.2
XX-SET Refer to 5.2.3 Referto 5.2.4

Table 2 - MLME/PLME general management primitive parameters

Name Type Valid range Description
PIBattribute octet string Any PIB attribute PIB attribute name
PIBValue variable PIB value
ResultCode enumeration SUCCESS, Result of MLME or
INVALID_PIB~ATTRIBUTE, PLME request
READONLY_PIB_ATTRIBUTE,
WRITE_ONLY_PIB_ATTRIBUTE

5.2.1 |MLME-GET.request and PLME-~GET.request

These |primitives request information about the relevant MAC PIB or PHY PIB. The semdntics of these
primitijes are as follows.

XX-GHT.request (
PiBattribute

)

The primitive parameters are defined in Table 2.

5.2.1.1 Time of creation

DME and MLME (in the case of a PLME-GET.request) create these primitives to retrieve information from the
MAC or PHY PIB.

5.21.2 Effect

The relevant management entity fetches the requested PIB attribute from the database and returns the value
as the result of XX-GET.confirm.
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5.2.2 MLME-GET.confirm and PLME-GET.confirm

These primitives return the result of an information request to the relevant MAC PIB or PHY PIB. The
semantics of these primitives are as follows.

XX-GET.confirm (
Status,
PIBattribute,
PIBattributevalue

)

The primitive parameters are defined in Table 2.

5.2.2.1] Time of creation

DME ¢r MLME (in the case of a PLME-GET.confirm) create these primitives in response to an XX-
GET.rgquest.

5.2.2.2] Effect
If the sfatus is SUCCESS, these primitives return the value of‘the relevant PIB attribute, otherwise they return
the erfor code in the status field. Valid error status~wvalues include INVALID_PIB_AT[TRIBUTE and
WRITH_ONLY_PIB_ATTRIBUTE.

5.2.3 |[MLME-SET.request and PLME-SET.request

These |primitives attempt to set the value of he relevant MAC PIB or PHY PIB attribute tg the specified
paraméter. The semantics of these primitivesds as follows.

XX-SE[T.request (

PIBattribute,
PIBattributevalue

)

The primitive parameters are defined in Table 2.

5.2.3.1 Time of creation

Th H H'H tael I BPAE MNLAE Lo+l £ Dl AN O
ese TITIMIIVE S ATT UCITALTU VITCTT JIVIL. Ul TVILIVIL \III UIC CAOST Ul T LIVILLT O

MAC/PHY PIB attribute.

T.lcqucot) trtes-te—set the relevant

5.2.3.2 Effect

The relevant management entity tries to alter the value of the PIB attribute in the database. |If the PIB is a
reference to certain actions, this is interpreted as a request to execute the action. The management entity that
receives this command responds by returning the result through a call to XX-SET.confirm.

5.2.4 MLME-SET.confirm and PLME-SET.confirm

These primitives return the result of the attempt to set the MAC PIB or PHY PIB attribute. The semantics of
this primitive are as follows.
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XX-SET.confirm (

The pri

5241

Status,
PIBattribute
)
mitive parameters are defined in Table 2.

Time of creation

DME @
SET.reg

5.24.2

If the 9
Status

r MLME (in the case of PLME-SET.confirm) create these primitives in order to respd
quest.

Effect

btatus is SUCCESS, this means that the PIB attribute was set to the requested value.

repres
INVAL

5.3

In this
do not

The ¥
ACTIO
selecti
MLME

MLME SAP

field shows the error description. If the specified PIB attribute refers-to & certain actio
nts the success or failure of the execution of that action. Passible error status
D_PIB_ATTRIBUTE and READ_ONLY_PIB_ATTRIBUTE.

subclause, the services that MLME provides to DME are defined. These definitions are g
Specify a certain implementation or external interface.

LME SAP primitive generally followssxthe format of an ACTION.confirm in re
N.request. The ACTION.indication is used to inform DME of events from other stations,
rely sends an ACTION.response to the indication. DME uses the services provided by
SAP, and those primitives are outlined in Table 3.

Table 3 - MLME primitive summary

nd to the XX-

Otherwise, the
N, the primitive
values include

onceptual and

bponse to an
hnd the station
MLME through

Name Request Indication Response Confirm
MLME-RESET 5311

MLME-SCAN 5321 5.3.2.2
MLME-START 5331 5.3.3.2
MLME-SYNCH 5341 5.3.4.2
MLME-ATP-EXPIRED 5343

MLME-ASSOCIATE 9.5.0.1 0.5.9.2 0.5.9.9 0.59.9.4
MLME-STN-ASSOCIATION-INFO 5.3.5.5

MLME-DISASSOCIATE 5.3.6.1 5.3.6.2 5.3.6.3
MLME-MASER-HANDOVER 5.3.10.1 5.3.10.2 5.3.10.3 5.3.10.4
MLME-MASTER-INFO 5.3.11.1 5.3.11.2 5.3.11.3 5.3.11.4
MLME-PROBE 5.3.12.1 5.3.12.2 5.3.12.3 5.3.124
MLME-CREATE-STREAM 5.3.13.10 5.3.13.2
MLME-MODIFY-STREAM 5.3.13.3 5.3.134
MLME-TERMINATE-STREAM 5.3.135 5.3.13.6 5.3.13.7
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MLME-CHANNEL-STATUS 53.14.1 5.3.14.2 5.3.14.3 5.3.144
MLME-REMOTE-SCAN 5.3.15.1 5.3.15.2 5.3.15.3 5.3.154
MLME-NETWORK-PARM- 5.3.16.1 5.3.16.2
CHANGE
MLME-TX-POWER-CHANGE 53.17.1 5.3.17.2 5.3.17.3
MLME-SLEEP 5.3.18.1 5.3.18.2 5.3.18.3 5.3.184
5.3.1 Reset
This mlechanism describes the process of resetting the MAC. The parameters of this primitize| are defined in
Table 4.
Table 4 - MLME-RESET primitive parameters
Name Type Valid range Description
SetDefaultPIB | boolean TRUE, FALSE | If TRUE, all PIB attributes are reset to their default
values. If FALSE,thé MAC is reset but all PIB
values remain what they were prior to the execution
of the MLME*RESET.request primitive
ResetTimeout | duration 0 ~ 65535 The time in-which the reset process must be
completed, in msec
5.3.1.1] MLME-RESET.request
This primitive requests a reset of the MAC entity. The semantics are as follows.
MLME{RESET.request (
SetDefaultRIB,
ResetTimeout
)
The primitive parameters are defined in Table 4.
5.3.1.141 Time of creation
DME sgnds'this message to MLME to restore the MAC to its initial state.
5.3.1.1.2 Effect

When the primitive is received, if the station is associated with the current network, MLME sends a
disassociate request command to the master (see 6.5.1.3). In all cases, the slave MLME sets the MAC to its
initial state, and resets all variables but is still consistent with the SetDefaultPIB (see Table 4).

When the master MLME receives this primitive, it behaves the same way as a slave MLME, except for cases
when it has been disassociated from the network after transferring the master role or is performing a
shutdown of network.

If the ResetTimeout occurs while MLME is still executing network disassociations, master handover, or
network shutdown, MLME resets the MAC and cancels the interrupted process.
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5.3.2 Scan

This mechanism determines the existence of the network in the communication channel. The parameters of
this primitive are defined in Table 5.

PiconetDescriptionSet is the set of PiconetDescriptions, and a PiconetDescription is composed of the
elements in Table 6.

Table 5 - MLME-SCAN primitive parameters

Name Type Valid range Description
OpenScan boolean TRUE, FALSE | Whether or not the scan IS open (an open_sdan
refers to search for any beacon frame)
NID integer 0-65535 ID of the specific network to scan
ChannelList Array of 0 — maximum List of channels to search during,a scan
integers channels

supported by

the physical

layer
Channel time 0-65535 The time it takes(for the station to scan one ¢hannel
scanDuration
NumberOfNet | integer 0-255 Number of discovered networks (number of
works Piconetbescriptions in the PiconetDescriptignSet)
PiconetDescri | Network As defined in The/set of all attributes of the discovered nefworks,
ptionSet Description set | Table 6 returned as the result of a scan request
NumberOfCha | integer 0 - maximum Number of channels to scan
nnels channels

supported by

the physical

layer
ChannelRating | Array of 0-~’maximum List of channels sorted by quality (best to wdrst)
List integers channels

supported by

the physical

layer
ResultCode efnumeration SUCCESS, Result of MLME request

INVALID_PAR

AMETERS

Table 6 - PiconetDescription elements
Name Type Valid range Description
MasterSTNAd | MACaddress all MACaddress of the master of the discovered
dress MACaddress network
NID As defined in As defined in NID of the discovered network
Table 5 Table 5

ScannedFram | enumeration BEACON, Type of the discovered frame
eType NON-

BEACON
Channelindex | integer 0-255 Index of frequency channel on which the network

was discovered

SuperframeDu | time 0-65536 Length (msec) of the superframe of the discovered
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ration

network

CPENdTime

integer 0-65525

The end time of the contention period of the
discovered network

5321

This primitive requests a scan of the MAC entity.

MLME-SCAN.request

MLME-SCAN.request

(

The semantics are as follows.

The pr
5.3.2.1

When
this me

5.3.2.1
When
MLME

5.3.2.2

This ptimitive and its parameters are collected during the SCAN and sent back upon the cor

SCAN.

MLME

mitive parameters are defined in Table 5.

OpenScarr,
NID,
ChannelList

Channel scanDuration

)

1 Time of creation

h manual SCAN is initiated for a search of a specified NID or an arbitrary NID of a netwo

ssage to MLME.

2 Effect

MLME receives this primitive from DME, it executes a manual SCAN of the channels
List. When this SCAN is completed, MLME ‘responds to DME with the result of the SCAN th

SCAN.confirm.

MLME-SCAN.confirm

The semantics are as follows.

SCAN.confitm

(

NumberOfNetworks,

PiconetDescriptionSet,

k, DME sends

n the Channel
ough a call to

npletion of the

The primitive parameters are defined in Table 5.

NumberOfChannels,
ChannelRatingList,

ResultCode

)
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This message is sent to DME when MLME completes the requested SCAN or when the parameters of MLME-
request are incorrect.

53.2.2

.2 Effect

DME sends a notification of the result of the SCAN process.

5.3.3 Startup of network

This mechanism supports the process of creating a new network. The parameters used in this primitive are

outlinefl in Table 7.
Table 7 - MLME-START primitive parameters
Narpe Type Valid range Description
NID As defined in As defined in new network NID
Table 5 Table 5
Chgnnellindex As defined in As defined in Index of frequency channel on which to treate
Table 6 Table 6 network
SugerframeDuration | As defined in As defined in As defined'in Table 6
Table 6 Table 6
PiconetMaxTxPower | As defined in As defined in As defined in 6.4.7
6.4.7 6.4.7
RequltCode enumeration SUCCESS, Result of MLME request
ALREADYZSTA
RTED,
NETWORK_DE
TECTED,
INVALID_PARA
METER,
CHANNEL_INT
ERFE-RENCE
5.3.3.1 MLME-START.request
This prymitive requests.the creation of a new network to the MAC entity. The semantics are as fgllows.

MLME

START.request

(

NID,

Channelindex,

SuperframeDuration,

PiconetMaxTXPower

)

The primitive parameters are defined in Table 7.

5.3.3.1.1 Time of creation

This is created when DME requests that a station become the master and startup a new network.
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.2 Effect

MLME begins the creation process described in 7.1, and invokes MLME-START.confirm to report the result.

5.3.3.2

This pr

MLME-START.confirm

imitive reports the result of the network creation.

MLME-START.confirm (

ResultCode

The pr
5.3.3.2
This is
5.3.3.2

DME r
station

)

mitive parameters are defined in Table 7.

1 Time of creation

created as a result of an MLME-START.request from DLME.
2 Effect

bports the result of the creation process of network. A ResultCode of SUCCESS ind
is now the master. If all channels have already been takenyby another Network, the Re

cates that the
sultCode is set
| STARTED. If
is too severe,
ResultCode is

when a station

to NETWORK_DETECTED. If network is already started, ResultCode is set to ALREADY
network cannot be started because the noise on the frequency channel indicated for the startup
the RepultCode is set to CHANNEL_INTERFERENCE. {f there is an error in a parameter, the
set to INVALID_PARAMETERS.
MLME [begins the creation process described in 7.1 then calls MLME-START.confirm to report the result.
5.3.4 |Synchronization
This mechanism is a preparatory step far-a station to network. This primitive also notifies DME
has gope out-of-sync. The primitive parameters are defined in Table 8.
Table 8 - MLME-SYNCH primitive parameters
Name Type Valid range Description
NID As defined in As defined in ID of network to sync
Table 5 Table 5
Channelindex As defined in As defined in The frequency channel on which to sear¢h
Table 6 Table 6 network
Channel scan- As defined in As defined in Time to scan network
Duration Table 5 Table 5
ResultCode enumeration SUCCESS, Result of MLME-SYNCH.request
TIMEOUT,
INVALID_PARA
METER
5341 MLME-SYNCH.request

This primitive initiates the process of synchronizing with a network. The semantics are as follows.

MLME-SYNCH.request

(
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5.34.1
DME ¢
5.34.1
When
specifi
SYNCH
is exce

5.3.4.2

This pr
are as

MLME

The pr
5.3.4.2
MLME
5.3.4.2
DME ig

5.3.4.3
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NID,
Channelindex,
ChannelScanDuration
)

mitive parameters are defined in Table 8.

.1 Time of creation

reates this when Initiating the process of synchronizing with a specific beacon.
2 Effect

MLME receives this primitive from DME, MLME scans until it finds the beacon corres
channel or the channel scan duration time is exceeded. If the desired \beacon is fou

eded the ResultCode is set to TIMEOUT.
MLME-SYNCH.confirm

mitive notifies DME of the success or failure of the requested network synchronization.
follows.

SYNCH.confirm  (
ResultCode
)
mitive parameters are defined in Table 8.
1 Time of creation
creates this when the requested network synchronization task is completed.
2 Effect
notified of the\result of the synchronization task.

MLME-ATP-EXPIRED.indication

This pr

nditive indicates that the station is no longer able to hear the beacon. The semantics are

bonding to the
nd, an MLME-

H.confirm is sent to DME with the ResultCode set to SUCCESS. If the-channel scan durgation time limit

The semantics

as follows.

MLME-ATP-EXPIRED.indication ()

5.34.3

.1 Time of creation

An MLME other than the master creates this when it has been unable to receive a beacon for longer than the
Association Timeout Period (ATP).

5.34.3

.2 Effect

DME receives notice that the ATP has timed out.
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5.3.5 Association

The following primitives support the association of stations to network. The primitive parameters are defined in

Table 9.

Table 9 - MLME-ASSOCIATE.primitive parameters

Name Type Valid range Description

OriglD integer Valid addresses as | The address to associate or the address assigned by
defined in 6.2.1.3 the master

STNAddress MACaddress Valid MACaddress | The MACaddress of the station sending the

associate request

CapabilityField

As defined in 6.4.5

As defined in 6.4.5

The capability of the station sending'th
request to the master

P associate

that the master can manage

Assodiation- duration As defined in Maximum association time ‘as defined ih 6.5.1.1

TimequtPeriod 6.5.1.1

Max-Associations | integer 0-255 Maximum numberof stations that the master can
manage

MaxRRBs integer 0-255 The maximum number of resource reqyiest blocks

TxPowerLevel

As defined in 6.4.7

As defined in 6.4.7

As defined in 6.4.7

STNID integer Valid address as If\the association is successful, the assigned address
defined in 6.2.1.3 of the station, otherwise the assigned gssociation
address
Assodiation-Status | enumeration DISASSOCIATED, | Indication of whether the station is newly associating
ASSOCIATED or disassociating
AssodTimeout time 0-65535 The time in which MLME must receive ja reply to the
associate request
Reas¢nCode integer As defined in The explanation for the reply to the asqociate request
6.5.1.2
ResulfCode enumeration SUCCESS, Indication of whether or not the request was granted
DENIED, or denied, or whether the timeout was ¢xceeded
NEIGHBOR_UNS
UPPORTED,
TIMEOUT
5.3.5.1] MLME-ASSOCIATE.request

This prymitive initiates the association process with a network. The semantics are as follows.

MLME-ASSOCIATE.request (

PiconetType,

CapabilityField,

AssociationTimeoutPerid,

MAXRRBs,

TxPowerlLevel,

Networkservicelnquiry,
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AssocTimeout

)

imitive parameters are defined in Table 9.

5.3.5.1.1 Time of creation

This is

created when DME attempts to associate with network.

5.3.5.1.2 Effect

When
and se

5.3.5.2l MLME-ASSOCIATE.indication

This pmitive reports that an associate request frame has been received.

MLME

The pr

5.3.5.2

This is|created to notify DME that the master MLME has received an associate request frame f
unassdciated station.

5.3.5.212 Effect

When DME réceives this primitive, if the OrigID is the UnassocIlD, DME determines whethe

associate request of the station, and sends back the result via MLME-ASSOCIATE.response t

SAP.

DME receives this primitive through the MLME-SAP, it creates an associate request;cd
nds it to the master MLME.

ASSOCIATE.indication (
OrigID,
STNAddress,
CapabilityField,
AssociationTimeoutPeriod,
MaxAssociations
)

mitive parameters are defined in“Fable 9.

1 Time of creation

mmand frame

om a currently

br to grant the
hrough MLME-

When DME receives this primitive, if OrigID is the STNID that has just been assigned to the station desiring
association, the master is being notified that the station has successfully received the assigned STNID, and
does not reply with MLME-ASSOCIATE.response.

5.3.5.3

MLME-ASSOCIATE.response

This primitive is created as a response to an MLME-ASSOCIATE.indication. The semantics are as follows.

MLME-ASSOCIATE.response (

OriglD,

STNAddress,
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5.35.3

This is
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AssociationTimeoutPeriod,
ReasonCode
)

mitive parameters are defined in Table 9.

.1 Time of creation

created when the master MLME receives an MLME-ASSOCIATE.indication.

5.3.5.3

When
sends

5.3.5.4

This p
carried

MLME

The pr
5354
MLME
5354
The DI

was s
unassd

2 Effect

the master MLME receives this primitive from DME, it creates an associationrespo
t back.

MLME-ASSOCIATE.confirm

imitive informs DME that initiated the association whether the asseciate request wg
out. The semantics are as follows.

ASSOCIATE.confirm (
STNID,
AssociationTimeoutPerigd,
ReasonCode,
ResultCode
)
mitive parameters are defined i Table 9.
1 Time of creation
sends this to DME when the association is completed or the timeout is exceeded.
2 Effect

ME that\initiated the association receives this primitive and determines whether the ass
icceSsfully carried out. If successful, it receives a unique STNID, otherwise it 1

se frame and

s successfully

ociate request
emains in an

ciated state with no unique STNID.

5.355

MLME-STN-ASSOCIATION-INFO.indication

This primitive informs all associated stations in network of the station association information in the beacon.

The se

mantics are as follows.

MLME-STN-ASSOCIATION-INFO.indication (

STNAddress,
STNID,

AssociationStatus
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)

The primitive parameters are defined in Table 9.
5.3.5.5.1 Time of creation
MLME sends this to DME when it receives the beacon containing the association information of other stations.

5.3.5.5.2 Effect

DME collects information about the station that has just been associated or disassociated from network
through this primitive.

5.3.6 |Disassociation

The following primitives are used when a station is disassociated from network or when the master is trying to
disass@ciate a station. The primitive parameters are defined in Table 10.

Table 10 - MLME-DISASSOCIATE primitive parameters

Name Type Valid range Description
TfgtiD integer Valid addresses Address.of/destination station of MLME request
as defined in
6.2.1.3
QrigiD integer Valid addresses Address of station initiating the MLME [request
as defined in
6.2.1.3
DlisassocTimeout | time 0-65535 Time in which the task must be complgted once
the MLME disassociate request is made
ReasonCode integer As(defined in Reason for disassociate request
6.5.1.2
ResultCode enumeration SUCCESS, Result of MLME request
ACK_TIMEOUT

5.3.6.1] MLME-DISASSQOEIATE.request
This pnymitive initiates.the disassociate request. The semantics are as follows.
MLMEDISASSOCIATE.request  (

TrgtlD,

ReasonCode,

DisassocTimeout

)

The primitive parameters are defined in Table 10
5.3.6.1.1 Time of creation

DME sends this to MLME when attempting to start the disassociation process.
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5.3.6.1.2 Effect

When the slave MLME receives this primitive, the slave MLME sends a disassociate request command to the
master DME.

When the master MLME receives this primitive, it sends a disassociate request command to the DME of the
station to disassociate.

5.3.6.2 MLME-DISASSOCIATE.indication

This primitive reports that a disassociate request frame has been received. The semantics are as follows.

MLME{DISASSOCIATE.Indication (

OriglD,

ReasonCode

)

The primitive parameters are defined in Table 10.

5.3.6.211 Time of creation

MLME |sends this to DME when the master or a station receives a disassociate request frame.
5.3.6.22 Effect

The talget DME is notified of the reason for the disassociate request.

5.3.6.3] MLME-DISASSOCIATE.confirm

This pfimitive reports the result of the disassociate request. The master MLME receives notfication of the
station|to disassociate by means of this‘primitive. The semantics are as follows.

MLME{DISASSOCIATE.request (
TrgtlD,
ResultCode,

)

The primitive parameters are defined in Table 10.

5.3.6.3.1 T;IIIC Uf L,lcatiun

After the disassociate request command is sent, once the acknowledgement frame is received or the
acknowledgement timeout is exceeded, MLME sends this to DME. If the MLME initiating the disassociate
process receives the acknowledgement frame, it considers the disassociate process to have been
successfully carried out, and if the acknowledgement time limit has been exceeded, it considers the process
to have failed.

5.3.6.3.2 Effect

The result of the disassociation is reported through this primitive which initiated the disassociation.
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The following primitives are used when a station is requesting and receiving a key from the key originator. The

parameters used for these primitives are defined in Table 11.

Table 11 - MLME-REQUEST-KEY primitive parameters

Name Type Valid range Description
TrgtlD integer Any valid STNID Specifies the STNID of the target of the
as defmned n MEMETeqUESt
6.2.1.3
driglD integer Any valid STNID Specifies the STNID ofthe station that
as deﬁned |n |n|t|ated the MLME I’equest
6.2.1.3
SECID 2 octets As defined in As defined in 6.2¢2.2
6.2.2.2
Key octet String Any valid key as The key to e used as the current payload
defined by the protectionykey for this security rejationship.
symmetric key The MAC/MLME encrypts the key before it is
securit_y placed in the Encrypted Key [field and
operations, decrypts the field before pagsing the
received key to the DME.
KeyRequestTime- | duration 0-65535 The time in milliseconds in which the
ot operation initiated by the MLME request
needs to be completed before responding
with a ResultCode of TIMEOUT.
ResultCode enumeration SWCCESS, Indicates the result of the MLME refjuest.
FAILURE,
TIMEOUT
53.7.1] MLME-REQUEST-KEY.request
This pifimitive requests/the’transmission of a key from the key originator by a station. The semantics are as
follows|
MLME{REQUEST-KEY.request

KeyRequestTimeout

The primitive parameters are defined in Table 11.

5.3.7.1.1 Time of creation

DME generates this for a station to obtain the designated key from the key originator.

53.7.1

.2 Effect

The MLME creates a Request Key command, as described in 6.5.4.1, and sends it to the indicated station.
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5.3.7.2 MLME-REQUEST-KEY.indication
This primitive reports the request of a key from a station. The semantics are as follows.
MLME-REQUEST-KEY.indication (

OrigID,

TrgtID,

ResultCode

)

The primitive parameters are defined in Table 11.

5.3.7.211 Time of creation

The MLME generates this after receiving a Request Key command, as described in 6.5.4.2.(If the integrity
code ig valid, then the ResultCode is set to SUCCESS. Otherwise, the ResultCede is FAILURE.

5.3.7.212 Effect

The DME issues an MLME-REQUEST-KEY.response to the MLME if it receives the MLNME-REQUEST-
KEY.indication with the ResultCode set to SUCCESS.

5.3.7.3] MLME-REQUEST-KEY.response

This pmitive responds to a key request from a station with the requested key by a station. Thel semantics are
as follgws.

MLME{REQUEST-KEY.response (

OrigiD,
SECID,

Key

)

The primitive parameters are defined in Table 11.

5.3.7.3]1 , Time of creation

The DME generates this aiter receiving an MCME-REQUEST-REY.indication primitve with ResultCode equal
to SUCCESS where the OrigID corresponds to a station that has established secure membership or a secure
relationship with the key originator.

5.3.7.3.2 Effect

The MLME generates a Request Key Response command, as described in 6.5.4.2, and sends it to the
specified station. The MLME encrypts the key before transmission.

5.3.74 MLME-REQUEST-KEY.confirm

This primitive reports the results of a key request and, if the response was received, the requested key to the
DME. The semantics are as follows.
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MLME-REQUEST-KEY .confirm (

TrgtID,
SECID,
Key,
ResultCode

)

The pr
5.3.7.4
The M

the key
KeyRe

mitive parameters are defined in Table 11.
1 Time of creation
| ME generates this after receiving a Request Key Response command,, as ‘described i

originator of this relationship or due to a timeout. If there is no responseifrom the key o
juestTimeout, the ResultCode is set to TIMEOUT. If the integrity cade-is not valid, then t

N 6.5.4.2, from
riginator within
he ResultCode

© ISO/IEC 2014 — All rights reserved

is set tp FAILURE. Otherwise, the ResultCode is SUCCESS and the MLME decrypts the key.
5.3.7.42 Effect
The DME is informed of the results of a previously issued key request and, if successfdl, obtains the
requested key. The MLME generates MLME-MEMBERSHIP-UPDATE.request.
5.3.8 [Key distribution
The following primitives are used when a station\is acting as key originator sending a key to gdnother station.
The parameters used for these primitives are.defined in Table 12.
Table 12 - MEME-DISTRIBUTE-KEY primitive parameters
Name Type Valid range Description
TfgtiD ifiteger Any valid STNID Specifies the STNID of the tardet of the
as defined in MLME request.
6.2.1.3
drigiD integer Any valid STNID Specifies the STNID of the station that
as defined in | initiated the MLME request.
6.2.1.3
SECID 2 octets As defined in As defined in 6.2.2.2
65.2.2.2
Key octet string Any valid key as The key to be used as the current payload
defined by the protection key for this security relationship.
symmetric key The MAC/MLME encrypts the key before it is
securit_y placed in the Encrypted Key field and
operations, decrypts the field before passing the
received key to the DME.
DistributeKeyTime | duration 0-65535 The time in milliseconds in which the
-out operation initiated by the MLME request
needs to be completed before responding
with a ResultCode of TIMEOUT.
ResultCode enumeration SUCCESS, Indicates the result of the MLME request.
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FAILURE,
TIMEOUT

5.3.8.1 MLME-DISTRIBUTE-KEY.request

This primitive distribute a key to another station by a station. The semantics are as follows.

MLME-DISTRIBUTE-KEY.request (

TrgtlD,

SECID,
Key,
DistributeKeyTimeout

)
The primitive parameters are defined in Table 12.

5.3.8.111 Time of creation

The DME generates this to distribute a key to a station that"has established secure membership or a secure
relationship with the key originator.

5.3.8.142 Effect

The MLME creates a Distribute Key Request coammand, as described in 6.5.4.3, and sends it tp the indicated
station| The MLME encrypts the key before.transmission.

5.3.8.2] MLME-DISTRIBUTE-KEY .indication

This pmitive reports the receptien-of a key from a key originator. The semantics are as follows,

MLME{DISTRIBUTE-KEY .indication (
OrigID,
SECID,

Key,

RacsultCodea

rreotrroute

The primitive parameters are defined in Table 12.

5.3.8.2.1 Time of creation

The MLME generates this after receiving a Distribute Key Request command, as described in 6.5.4.3. If the
integrity code is not valid, then the ResultCode is set to FAILURE. Otherwise, the ResultCode is SUCCESS
and the MLME decrypts the key.
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5.3.8.2.2 Effect

If the ResultCode is SUCCESS, the DME will save the designated key and generate an MLME-DISTRIBUTE-
KEY.response to acknowledge successful receipt of the key.

5.3.8.3 MLME-DISTRIBUTE-KEY.response

This primitive responds to a key distribution from a key originator with an acknowledgement of successful
receipt of the key by a station. The semantics are as follows.

MLME-DISTRIBUTE-KEY.response (

OriglD,
SECID

)

The primitive parameters are defined in Table 12.
5.3.8.3]11 Time of creation

The DME generates this after receiving an MLME-DISTRIBUTE-KEY_indication primitive from a|peer station. It

is not denerated by the DME as a result of the receipt of an MLME;DISTRIBUTE-KEY .indication primitive from
the malster.

5.3.8.312 Effect

The MLME generates a Distribute Key Responsegcommand, as described in 6.5.4.4, and s$ends it to the
specifi¢d station.

5.3.8.4 MLME-DISTRIBUTE-KEY.confitm
This pnymitive reports the results of a distribute key process with a station. The semantics are ag follows.
MLME{DISTRIBUTE-KEY .confirm

TrgtlD,
SECID,

ResultCode

)

The primitive parameters are defimed 1 T apte 12:
5.3.8.4.1 Time of creation

The MLME generates this after receiving a Distribute Key Response command, as described in 6.5.4.4, from
another station. If there is no response from the station within DistributeKeyTimeout, the ResultCode is set to

TIMEOUT. If the integrity code is not valid, then the ResultCode is set to FAILURE. Otherwise, the
ResultCode is SUCCESS.

5.3.8.4.2 Effect

The DME is informed of the results of a previously issued key distribution.
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5.3.9 Security management

These primitives initialize, update or delete the security information of a membership or key change process or
a security event. Primitives are also provided to transfer security messages. These primitives can be used in
an authentication process.

The parameters used for the MLME-MEMBERSHIP-UPDATE are defined in Table 13 and MLME-SECURITY-
ERROR primitives are defined in Table 14, MLME-SECURITY-MESSAGE primitive are defined in Table 15.

Table 13 - MLME-MEMBERSHIP-UPDATE primitive parameters

e Type vatdTarge Description

SeclD 2 octets As defined in As defined in 6.2.2.2
6.2.2.2

KeyType enumeration MANAGEMENT, Specifies the type of key that is beipg
DATA, GROUP | updated.

TfgtiD integer Any valid STNID The STNID of the target station for this
as defined in relationship.
6.2.1.3 except for
the BestlID, the
McstID or the
UnassocID

MembershipStatus | enumeration MEMBER, Indicates the membership status ofjthe
NON-MEMBER TrgtID for the provided SECID.

KleyOriginator boolean TRUE, FALSE This station is the key originator for|this

relationship.

KeyDelete boolean TRUE, FALSE This key is deleted or installed.

Key octet string Any valid key as | The key used for protecting frames [oetween
defined by the this station and the TrgtID station.
symmetric key
security
operations,

Table 14 - MLME-SECURITY-ERROR primitive parameters

Name Type Valid range Description

Rec&lvedMACHea | octet string Any valid MAC The MAC header of the received frfme that

der header, Figure 5. mduced = faited-security checkorfor which

the station is unable to find the designated
key.

ReceivedFramePa | octet string Any valid Frame The received Frame Payload that induces a

yload Payload, Figure 7 | failed security check or for which the station

is unable to find the designated key.

ReasonCode enumeration INVALID-MODE, | The reason for the security error.
UNAVAILABLE-

KEY, FAILED-
SECURITY-

CHECK, BAD-
TIME-TOKEN,
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REPLAYED-
FRAME

Table 15 - MLME-SECURITY-MESSAGE primitive parameters

Name Type Valid range Description

TrgtlD integer Any valid STNID Specifies the STNID of the target of the
as defined In MCME Tequest.
6.2.1.3

driglD integer Any valid STNID Specifies the STNID of thecoriginatgr of the

as defined in MLME request.
6.2.1.3

Vendoroul As defined in As defined in 6.5.6 | As defined in 65.6

6.5.6

Securitylnformatio | octet string Any valid octet Security infofmation that will be pagsed from

n string one DME 1o another peer DME in the
network:

SecMsgTimeout integer 0-65535 The time in milliseconds in which the
operation initiated by the MLME request
needs to be completed before resppnding
with a ResultCode of TIMEOUT.

ReasonCode enumeration COMRLETED, Indicated if the MAC/MLME was sufcessful

TIMEOUT in sending the security message.
5.3.9.1 MLME-MEMBERSHIP-UPDATE.request

This pfimitive requests the“*membership status, SECID and keying information associated
relationship to be included or updated. The semantics are as follows.

MLME{MEMBERSHIP-UPDATE.request

TrgtlD,

(

I\/Inmhprchian'rn'mQ’

SECID,

KeyType,

KeyOriginator,

KeyDelete,

Key

)
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The primitive parameters are defined in Table 14.

5.3.9.1.1 Time of creation

The DME sends this request to the MLME after completing a membership change or key update process with
the master or a station.

5.3.9.1.2 Effect

This primitive initiates the membership update procedure defined in 8.4.

5.3.9.

MLME-SECURITY-ERRQR.indication

This ptfimitive allows the MLME of any station to indicate a failed security processing operatign to the DME.
The semantics are as follows.

MLME

The pr

SECURITY-ERROR:.indication (
ReceivedMACHeader,
Received FramePayload,
ReasonCode

)

mitive parameters are defined in Table 14.

5.3.9.211 Time of creation

The M

approp

also is
was re

5.3.9.2

When

| ME issues this when it receives a frame, but security mode is not correct or it is un

sued if the time token in the beacon was not within the range of valid time tokens, or
Ceived.

2 Effect

b station receives this primitive, the DME is promptly notified of a security error and the

able to find an

riate key or fails the security check according to the symmetric key security operations. This primitive is

eplayed frame

reason for the

security error and then@nalyze the reason for the security error.
5.3.9.3] MLME<SECURITY-MESSAGE.request
This pmitivessends a security message to a station in the network. The semantics are as follows.
MLME{SECURITY-MESSAGE.request (
TrgtlD,
VendorOUI,
Securitylnformation,
SecMsgTimeout
)
The primitive parameters are defined in Table 15.
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5.3.9.3.1 Time of creation

The DME generates this to send security related information to another station in the network.

5.3.9.3.2 Effect

The MLME creates a Security Message command, as described in 6.5.5.1, and sends it to the appropriate
station.

5.3.9.4 MLME-SECURITY-MESSAGE.indication

This primitive reports the reception of a Security Message command, as described in 6.5.5.1 from a station.
The semantics are as follows.

MLME{SECURITY-MESSAGE.indication (

TrgtlD,

TrgtlD,

OrigID,
VendorOUI,
Securitylnformation
)

The primitive parameters are defined in Table 15.
5.3.9.4/1 Time of creation

The MLME generates this after receiving-a valid Security Message command from a station.

5.3.9.4]2 Effect

The DME receives the security related information. The use of this information is outside of the scope of this
standafd.

5.3.9.5 MLME-SECURITY-MESSAGE.confirm

This primitive reports the result of an attempt send security information to another station. The|semantics are
as follgws.

MLME{SECURITY-MESSAGE.confirm (

ResultCode
)
The primitive parameters are defined in Table 15.
5.3.9.5.1 Time of creation
The MLME generates this after receiving an Imm-ACK for the Security Message command or due to a

timeout. If the Imm-ACK is not received within SecMsgtTimeout, the ResultCode is TIMEOUT. Otherwise, the
ResultCode is COMPLETED.

© ISO/IEC 2014 — All rights reserved 37


https://iecnorm.com/api/?name=5fa46af5ce3ecf12db15729e759d48d3

5.3.9.5.2 Effect

ISO/IEC 24771:2014(E)

The DME is informed of whether the message was successfully sent and ACKed or not.

5.3.10 Master handover

The following primitives are used when the current master transfers its authority to the most capable station
within network. The primitive parameters are defined in Table 16.

Table 16 - MLME-Master-HANDOVER primitive parameters

Pr\m Tyvna
e

cerintion
tt

Tyt

Do
D ESTCTTpPtroT I

STNID of station to which the mastJar wants

beacon loss)-255

MasterCapable- integer Valid STNID as

S|TNID defined in 6.2.1.3 to handover its authority

NumberOfSTNs integer 0-255 Number of stations in network
NmbrHndOvrBcns | integer (1+maximum Number of times that.a beacon confaining

the relevant information blocks musg
broadcasted,prior to the actual han
master autharity

t be
Hover of

HandoverTimeout | time 0-65535 Time limitin which the MLME requégst must
be, actually executed
HandoverStatus enumeration STARTED, Indicates whether the handover of the master
CANCELLED role to another station has been stgrted or
cancelled
ResultCode enumeration SUCCESS, Result of MLME request
TIMEOUT

5.3.10t MLME-MASTER-HANDOVER.reguest

This primitive requests the start of the handover of the master authority to another station. The[semantics are
as follgws.

MLME{MASTER-HANDOVER.request (
MasterCapableSTNID
NmbrHdnOvrBcns,
HandoverStatus,
HandoverTimeout

)

The primitive parameters are defined in Table 16.

5.3.10.1.1 Time of creation

This primitive is sent to MLME when the master DME tries to handover its authority to another station or
cancels the handover operation.

5.3.10.1.2 Effect

When MLME receives this primitive, it sends a master handover command frame to the destination station.
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5.3.10.2 MLME-MASTER-HANDOVER:.indication

This primitive reports that a master handover command frame has been received. The semantics are as
follows.

MLME-MASTER-HANDOVER.indication (
NumberOfSTNSs,
HandoverStatus,

)

The primitive parameters are defined in Table 16.

5.3.10.2.1 Time of creation

When MLME receives the master handover command frame from the master, it\sends this pripitive to DME.
It also gends this primitive to DME the first time it broadcasts the beacon as the new master.

5.3.10.p.2 Effect

If HandoverStatus is STARTED, DME receives notice that MLME has-begun the process of master handover,
and if HandoverStatus is CANCELED, DME learns that the mastershandover process has been cancelled.

5.3.108 MLME-MASTER-HANDOVER.response

This pfimitive initiates the response to an MLME-MASTER-HANDOVER.indication. The semantics are as
follows

MLME{MASTER-HANDOVER.response 0
5.3.10.8.1 Time of creation

Once the master DME receives can” MLME-MASTER-HANDOVER.indication with a HandoverStatus of
SUCCESS and an MLME-MASTER:INFO.confirm, the master DME sends this primitive to MLME.

5.3.10.8.2 Effect

When the new master MLME receives this primitive from DME, it is notified that DME is ready|to take on the
role of aster.

5.3.104 MLME-MASTER-HANDOVER.confirm

This prjmitive notifies the requesting DME that the job is completed. The semantics are as follows.

MLME-MASTER-HANDOVER.confirm (
ResultCode
)
The primitive parameters are defined in Table 16.
5.3.10.4.1 Time of creation
After the master MLME hands over its master function and sends its last beacon, it sets ResultCode to

SUCCESS and sends this primitive to DME. If the master was unable to send the desired data to the
destination station, it sends a primitive to DME with ResultCode set to TIMEOUT.
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5.3.10.4.2 Effect

The master DME is notified of the success or failure of the MLME-MASTER-HANDOVER:.request. If the
master sends the last beacon before the master handover timeout, ResultCode is set to SUCCESS, otherwise
it is set to TIMEOUT.

5.3.11 Datarequest

This mechanism is used when a station requests information from the master about a specific station or all
stations in network. The primitive parameters are defined in Table 17.

Table 17 - MLME-MASTER-INFO primitive parameters

Name Type Valid range Description
QueriedSTNID integer Valid addresses ID of the station about which’information is
as defined in being requested from,the master (iffset to the
6.2.1.3 broadcasting address)this indicates a
request for information about all stgtions)
QrigiD integer Valid addresses ID of stationvinitiating the MLME request
as defined in
6.2.1.3
S|TNInfoSet As defined in As defined in Set of.information about the station|being
6.5.7.2 6.5.7.2 gueried
MasterInfo- time 0-65535 Time in which the task must be conppleted
T|meout once the MLME receives the requegt
ResultCode enumeration SUCCESS; Result of MLME request
TIMEOUT

53.11t MLME-MASTER-INFO.request

This injtiates the process of requesting information concerning a specific station or all stations. [The semantics
are as follows.

MLME{MASTER-INFO.request (
QueriedSTNID,
MasterInfoTimeout

)

The primitive parameters are defined in Table 17.

5.3.11.1.1 Time of creation

This primitive is sent to MLME when DME requests information from the master about a specific station or all
stations.

5.3.11.1.2 Effect
When MLME receives this primitive, it sends the station information request frame to the master.
5.3.11.2 MLME-MASTER-INFO.indication

This primitive indicates that the station information request command frame has been received. The
semantics are as follows.
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MASTER-INFO.indication  (
QueriedSTNID,
OrigID

)

The primitive parameters are defined in Table 17.

5.3.11.2.1 Time of creation

MLME [sends this to DME upon receiving the station information request frame.
5.3.11.p.2 Effect
When DME receives this primitive, it responds to MLME with MLME-MASTER-INE@.response.

5.3.1183 MLME-MASTER-INFO.response

This pn

MLME

The pr

5.3.1183.1 Time of creation
DME sgnds this primitive to MLME as'a response to MLME-MASTER-INFO.indication.

5.3.11.8.2 Effect

When
reques

5.3.11,

This p

mitive initiates a response to MLME-MASTER-INFO.indication. The.semantics are as fol
MASTER-INFO.response  (

OriglD,

STNInfoSet

)

mitive parameters are defined in Table 17.

the master MLME receives this primitive, it sends the station information responssg
fing station.

1 MLME-MASTER-INFO.confirm

[imitive *informs the DME which initiated the station information probe that the proc

ows.

frame to the

ess has been

comple

ted. The semantics are as follows.

MLME-MASTER-INFO.confirm (

The pri

TrgtID,
InfoElementList,

ResultCode

)

mitive parameters are defined in Table 17.
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MLME sends this primitive to DME when the station information response command frame is received or the
time limit has been exceeded.

5.3.11.

4.2 Effect

When the DME requesting the station information receives this primitive, it learns the success or failure of the
station information request it sent to the master. If failure, it retransmits another MLME-MASTER-
INFO.request for the same information. If success, DME receives the information it requested.

5.3.12 Network node data probe

The fo
primitiy

Table 18 - MLME-PROBE primitive parameters

lowing primitives are used when a station requests information about another station”iy
e parameters are defined in Table 18.

network. The

Name Type Valid range Description
TfgtiD integer Valid addresses Address of\destination station of th¢ MLME
as defined in request
6.2.1.3
QrigiD integer Valid addresses Address of station initiating the MLME
as defined in request
6.2.1.3
IffoElementMap 2 octets 0x0000 — OxkREFF | Information request as defined in 65.7.1
InfoElementList Variable length of | - Response to information request ag defined
octet in 6.5.7.2
ProbeTimeout time 0-65535 Time limit in which the task must bg
completed once the MLME has magle the
request
ResultCode enumeration SUCCESS, Result of MLME request
TIMEOUT
5.3.120 MLME-PROBEequest
This pmitive initiates\the process of requesting specific information from a destination station. [The semantics
are as follows.
MLME{PROBEtequest  (
TrgtlD

InfoElementMap,
InfoElementList,

ProbeTimeout

)

The primitive parameters are defined in Table 18.
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5.3.12.1.1 Time of creation

This primitive is sent to MLME when DME requests information about another station in network.

5.3.12.1.2 Effect

When MLME receives this primitive, it sends an information request command frame to the destination station.
5.3.12.2 MLME-PROBE.indication

This primitive reports that there has been a request made for specific information through an information
probe frame. The semantics are as follows.

MLME{PROBE.indication (

OriglD,

InfoElementMap

)

The primitive parameters are defined in Table 18.

5.3.12.2.1 Time of creation

MLME |sends this to DME when it receives the information probe frame.
5.3.12p.2 Effect

When DME receives the MLME-PROBE.indication, it responds to MLME through MLME-PROBE.response.
5.3.123 MLME-PROBE.response

This prymitive initiates a response to MEME-PROBE.indication. The semantics are as follows.
MLME{PROBE.response (

QrigID,

InfoElementMap,

InfoElementList,

ProbeTimeout

)

The primitive parameters are defined in Table 18.

5.3.12.3.1 Time of creation

DME sends this primitive to MLME as a response to MLME-PROBE.indication.
5.3.12.3.2 Effect

When MLME receives this primitive, it sends the information probe command frame to the station that initiated
the information probe.
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5.3.12.4 MLME-PROBE.confirm

This primitive notifies the DME that initiated the information probe that the process has completed. The
semantics are as follows.

MLME-

PROBE.confirm  (
TrgtID,
InfoElementList,

ResultCode

The pr
5.3.12.

MLME
has be

5.3.12,

When

)

mitive parameters are defined in Table 18.
1.1 Time of creation

sends this primitive to DME when it receives the information probé, 'cemmand frame o
en exceeded.

1.2 Effect

the DME that requested the information probe receivés this primitive, it is notified of {

I the time limit

he success or

failure pf the information probe. If failure, another MLME-PROBE.request for the same informption is resent.
If success, DME is notified of the requested information,
5.3.13|Strean creation, modification, termination
This mechanism supports the creation, modifieation, and shutdown processes of the resources allocated for
streamps. The primitive parameters are defingdsin Table 19.
Tablgd 19 - MLME-CREATE-STREAM{MLME-MODIFY-STREAM, MLME-TERMINATE-STREAM primitive
parameters
Name Type Valid range Description
TfgtiD integer Valid addresses Address of destination station of MILME
as defined in request
6.2.1.3
RlequestTimeout time 0-65535 Time limit in which the task must bg
completed once MLME has made the
request
StreamIndex integer 1-255 Index of stream to create, modify, or
terminate
ACKPolicy enumeration IMM_ACK, acknowledgement policy to be used by
NO_ACK, stream
DLY_ACK
RR-DesiredData integer As defined in 6.5.2 | As defined in 6.5.2
RR-Period time As defined in 6.5.2 | As defined in 6.5.2
RR-BER 2 octets As defined in 6.5.2 | As defined in 6.5.2
AllocatedTime integer 0-65535 Length of periodically allocated time slot, in
msec
StreamReq|D integer 0-255 As defined in 6.5.2
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ReasonCode integer As defined in As defined in 6.5.2
6.5.1.2

ResultCode enumeration SUCCESS, Result of MLME request
FAILURE,
ILLEGAL_DENIE
D, TIMEOUT

5.3.13.1 MLME-CREATE-STREAM.request

This primitive is used to request the allocation of resources. The semantics are as follows.

MLME{CREATE-STREAM.request (

TrgtID,
StreamReqID,
ACKPalicy,
Priority,
RR-Period,
RR-DesiredData,
RR-BER

)

The primitive parameters are defined in Table 19.

5.3.13[L.1 Time of creation

This is| created when DME tries-toxinitiate the process of negotiating resource allocation between the slave
and mpster. The purpose of this process is to create a synchronized data stream betwden stations in
network. If streams that aré.multicast or broadcast try to use an acknowledgment other than Njo-ACK, it does
not send a resource allogation request command frame to the master MLME and instead sets |ResultCode to
ILLEGAL_ACK _POLIGY and returns this in a MLME-CREATE-STREAM.confirm.

5.3.13.[1.2 Effect

When |[MLME-<Teceives this primitive through the MLME-SAP, it creates a resource allogation request
commdgnd’ and sends it to the master MLME.

5.3.13.2 MLME-CREATE-STREAM.confirm
This primitive is used to grant or deny a resource allocation request. The semantics are as follows.
MLME-CREATE-STREAM.confirm (

StreamReqID,

StreamlIndex,

AllocatedTime,

ResultCode
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imitive parameters are defined in Table 19.

5.3.13.2.1 Time of creation

The M

LME sends this primitive to DME when one of the following events occurs.

- Timeout exceeded

- Reso

urce allocation response command frame indicating that the request has been denied

4771:2014(E)

- Resoprce allocation response command frame indicating that the request has been granted,
containing the resource allocation information

5.3.13p.2 Effect

When

DME receives this primitive, it learns the success or failure of the stream request.

5.3.138 MLME-MODIFY-STREAM.request

This pmitive is used to modify a stream that currently has allocated resources. The semantics

MLME

The pr

5.3.13.

MODIFY-STREAM.request (
StreamID,
RR-Period,
RR-DesiredBata,
RR-BER
)

mitive parameters are defined in Table 19.

3.1 Time of creation

This pmitive is created.when DME wants to modify current resource allocation for a stream.

5.3.13.

When

3.2 Effect

MLME receives this primitive through the MLME-SAP, it creates a resource allo

commanddand sends to the master MLME.

5.3.13.

and a beacon

hre as follows.

Cation request

4 MLME-MODIFY-STREAM.confirm

This primitive is used to report the granting or denial of a resource allocation modification request. The
semantics are as follows.

MLME-MODIFY-STREAM.confirm (

StreamlIndex,
AllocatedTime,

ResultCode
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)

The primitive parameters are defined in Table 19.

5.3.13.4.1 Time of creation

The MLME sends this primitive to DME when one of the following events occurs.
- Timeout exceeded

- Resource allocation response command frame indicating that the request has been denied

- Resoprce allocation response command frame indicating that the request has been granted,|and a beacon
contgining the modified resource allocation information

5.3.134.2 Effect

When DME receives this primitive, it learns the success or failure of the stream request.
5.3.136 MLME-TERMINATE-STREAM.request

This pmitive is used to request the termination of a stream. The semantics are as follows.
MLME{TERMINATE-STREAM.request (

StreamlIndex,

RequestTimeout

)

The primitive parameters are defined in TableZ19.

5.3.13p.1 Time of creation

This is|created when MLME requests the termination of an existing stream.

5.3.13.p.2 Effect

When the station MLME-receives this primitive, it sets the parameters pertaining to the stream termination and
sends f resource allecation request command.

5.3.13)6 MLME<TERMINATE-STREAM.indication

This pmitive reports to the station that the stream has been terminated. The semantics are as follows.

MLME-TERMINATE-STREAM.indication (
StreamIndex
)
The primitive parameters are defined in Table 19.
5.3.13.6.1 Time of creation
The station MLME sends this to DME after receiving a beacon containing resource allocation information

about a stream with not currently allocated resources. It also sends the primitive to the station when it is
unable to allocate resources for a period exceeding the specified time limit.
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5.3.13.6.2 Effect

DME is notified of the termination of the resource allocation corresponding to the Streamindex by means of
this primitive.

5.3.13.7 MLME-TERMINATE-STREAM.confirm

This primitive is used to report the success or failure of the stream termination request. The semantics are as
follows.

MLME-TERMINATE-STREAM.confirm (

The pr

5.3.13.

StreamIndex,
ResultCode
)

mitive parameters are defined in Table 19.

7.1 Time of creation

This prmitive is sent to DME when the station MLME has received an-acknowledgement frame| for the stream
termination resource allocation request frame, or the request time-limit has been exceeded.
5.3.13J.2 Effect
When PME receives this primitive, it learns the success or failure of the stream termination reqyest.
5.3.14|Channel state
This primitive provides the ability to verify a.frequency channel state. The primitive parameters|are defined in
Table 20.
Table 20 - MEME-CHANNEL-STATUS primitive parameters
Name Type Valid range Description
TfgtlD integer As defined in STNID targeted by the MLME requést
6.2.1.3
QriglD integer As defined in STNID initiating the MLME request
6.2.1.3
MeasurementWin | integer 0-65535 As defined in 6.5.7.4
dpw-Size
Txrlalllccuullt ;IItCUUI C 35535 II'\\O dCflllCd ;II 3.5.7.4
RXFrameCount integer 0-65535 As defined in 6.5.7.4
RXFrameErrorCo | integer 0-65535 As defined in 6.5.7.4
unt
RXFrameLostCou | integer 0-65535 As defined in 6.5.7.4
nt
ChannelStatus- time 0-65535 Time limit for the completion of the response
Timeout to the MLME request, in msec
ResultCode enumeration SUCCESS, Result of MLME request
TIMEOUT
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5.3.141 MLME-CHANNEL-STATUS.request

This primitive initiates the process of verifying the channel between two stations in a network. The semantics
are as follows.

MLME-

CHANNEL-STATUS.request (
TrgtID,

ChannelStatusTimeout

)

The pr
5.3.14.
DME s
5.3.14.

When
station

5.3.14,

This primitive reports that a channel state request command frame has been received. The se

follows

MLME

The pr
5.3.14.
MLME
5.3.14.

When

mitive parameters are defined in Table 20.
1.1 Time of creation
bnds this to MLME when it wants to know the state of the channel betweenitself and the

1.2 Effect

P  MLME-CHANNEL-STATUS.indication

CHANNEL-STATUS.indication (
OrigiD,
)
mitive parameters are defined in Table 20.
P.1 Time of creation
sends this primitive to DME when it receives a channel state request command frame.
P.2 Effect

DMEreceives this primitive, it sends a MLME-CHANNEL-STATUS.response to MLME.

5.3.14.

1 = OLLA [l B o
9 IWVILIVICCOUTTAINNINECLE SO UO.TTCOPJUITTOST

TrgtID station.

MLME receives this primitive from DME, it sends a channel state_request command frame to the TrgtlD

mantics are as

This primitive indicates DME’s response to a MLME-CHANNEL-STATUS.indication. The semantics are as

follows

MLME-CHANNEL-STATUS.response (

OriglD,
MeasurementWindowsSize,
TxFrameCount,

RxFrameCount,
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RxFrameErrorCount,

RxFrameLostCount

)

The primitive parameters are defined in Table 20.

5.3.14.3.1 Time of creation

ISO/IEC 24771:2014(E)

DME responds to MLME with this primitive when it receives a MLME-CHANNEL-STATUS.indication.

5.3.143.2 Effect

MLME

5.3.14,

1 MLME-CHANNEL-STATUS.confirm

creates a channel state response command frame and sends it to the requestingcstation.

This pifimitive reports to the DME initiating the channel state request that the réquest has been completed.
The semantics are as follows.

MLME

The pr
5.3.14,

MLME
limit ha

CHANNEL-STATUS.confirm

1.1 Time-0f Creation

s.béen exceeded.

(

TrgtlD,

MeasurementWindewsSize,

TxFrameCount;
RxFrameCount,
RxFrameErrorCount,
RxFrameLostCount,

ResultCode

)

mitive parameters’are defined in Table 20.

sends)this primitive to DME when it receives the channel state response command frame or the time

5.3.14.

4.2 Effect

The DME that initiated the request learns of the success or failure of the channel state request.

5.3.15

Remote scan

These primitives are used by a master to make a slave to perform channel scan on behalf of it. The primitive
parameters are defined in Table 21.

Table 21 - MLME-REMOTE-SCAN primitive parameters

Name Type

Valid range

Description
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TrgtiD integer As defined in STNID of target STNID
6.2.1.3
ChannelList As defined in As defined in List of channels to be scanned
Table 5 Table 5
Remote scan- time 0-65535 Time limit for responding to the master, in
Timeout msec
NumberOfNetworks integer 0-255 As defined in 6.5.7.7
RemotePiconet- RemotePiconetDe | As defined in Other network information in the response for
DescriptionSet scription Set Table 22 the scan result
NumberQOfChannels As defined in As defined in As defined in Table 5
Table 5 Table 5
ChpnnelRatingList As defined in As defined in As defined in 6.5.7.7
Table 5 Table 5
RepsonCode integer As defined in As defined in 6.5.7,7
6.5.7.7
RepultCode enumeration SUCCESS, Result of MUME request
TIMEOUT
Table 22 - RemotePiconetDescription elements
Name Type Valid range Description
MalsterSTNAddress MACaddress valid MACaddress | Master MACaddress of discovered network
NI integer As defiped in NID of discovered network
Tahle'5
Sc@qnnedFrameType | enumeration BEACON, NON- Discovered frame type
BEACON
Chpnnellndex integer 0-255 Frequency channel of discovered [network
5.3.150 MLME-REMOTE-SCAN.request
This prymitive is used by the master to request the channel scan of a station. The semantics are|as follows.
MLME{REMOTE-SEAN.request (
TrgtlD,
ChannellList,

Remote scanTimeout

)

The primitive parameters are defined in Table 21.
5.3.15.1.1 Time of creation

This primitive is sent to MLME when the master requests the remote channel scan of the TrgtID station.
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5.3.15.1.2 Effect

When MLME receives this primitive, it sends a remote channel scan request command frame to the specified
station.

5.3.15.2 MLME- REMOTE-SCAN.indication

This primitive reports that a remote channel scan request command frame has been received from the master.
The semantics are as follows.

MLME-REMOTE-SCAN.indication (

ChannelList

)

The primitive parameters are defined in Table 21.

5.3.15.2.1 Time of creation

MLME |sends this primitive to DME when it receives a remote scan request.command frame.
5.3.15p.2 Effect

DME gends MLME either a MLME-SCAN.request to execute the requested channel scan} or a MLME-
REMO[TE-SCAN.response with a ResultCode indicating thatthe remote scan could not be execpited.

5.3.1583 MLME- REMOTE-SCAN.response
This primitive is DME’s response to a MLME-REMOTE-SCAN.indication. The semantics are as follows.
MLME{REMOTE-SCAN.response (

NumberOfNetworks,
RemotePiconetDescriptionSet,
NumberOfChannels,
ChannelRatingList,

ReasonCode

)

The pr itive: Pat amreters—are-defimednTabte24:
5.3.15.3.1 Time of creation

This primitive is sent to MLME after either DME denies the MLME-REMOTE-SCAN.request or grants the
request, performs the MLME-SCAN.request, and receives a MLME-SCAN.confirm.

5.3.15.3.2 Effect

When MLME receives this primitive, it sends a remote channel scan response command frame to the
specified station.
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This primitive reports the completion of the request to the master to perform a channel scan of a destination

station

and obtain the results. The semantics are as follows.

MLME-REMOTE-SCAN.confirm (

The pr
5.3.15.

MLME

TrgtID,
NumberOfNetworks,

RemotePiconetDescriptionSet,

NumberOfChannels,
ChannelRatingList,
ReasonCode,
ResultCode

)

mitive parameters are defined in Table 21.

1.1 Time of creation

receivdd or the time limit has been exceeded.

5.3.15,

The D
Result
REQU
scan p

5.3.16

These
Table ?

1.2 Effect

ME initiating the request is notified~of the success of failure of its request. If unsucc
Code is TIMEOUT, the scan ‘fequest is resent to the same station, and if the
ST _DENIED, it is resent tQ a different station. If successful, DME is notified of the result
brformed by the destination station.

Network parameter.modification

primitives enable/the master to modify network attributes. The primitive parameters
3.

Table 23 - MLME-NETWORK-PARM-CHANGE primitive parameters

sends this primitive to DME when the remate)channel scan response command frame has been

pssful and the
ResultCode is
of the channel

are defined in

Name Type Valid range Description
NewChannellndex integer Dependent on the physical | New channel frequency of
layer network
NmbrOfChange- integer 0-255 Number of superframes to repeat
Beacons the information about the network
parameter modification
SuperframelLength time 0-65535 Superframe length, in msec
ChangeType enumeration CHANNEL, SIZE, Indicates what to modify
NID,POWER
NID integer 0-65535 network ID
PiconetMaxTX- As defined in 6.4.7 As defined in 6.4.7 Maximum transmit power allowed
Power within network
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ResultCode enumeration SUCCESS, TIMEOUT, Result of MLME request

INVALID_PARAMETERS

5.3.16.

1 MLME-NETWORK-PARM-CHANGE.request

This primitive is used to initiate the process of changing the frequency channel, superframe length, maximum
network transmit power, or NID. The semantics are as follows.

MLME-NETWORK-PARM-CHANGE.request (

The pr
5.3.16.
This pr

5.3.16.

If ChahgeType is Power, the master MLME sets the maximum transmit power field in

synchr
execut

5.3.16.

This
seman

MLME

ChangeType;
NmbrOfChangeBeacons,
NewChannellndex,
SuperframelLength,
NID,
PiconetMaxTxPower
)
mitive parameters are defined in Table 23.
1.1 Time of creation
mitive is sent to MLME when the master,DME decides to modify a network parameter.
1.2 Effect
bnization information of the heacon to PiconetMaxTXPower. In all other cases the appro
bd depending on the ChangeType parameter.
P MLME-NETWORK-PARM-CHANGE.confirm

rimitive verifies. " that the MLME-NETWORK-PARM-CHANGE.request has been ¢
ics are asfollows.

NETW-ORK-PARM-CHANGE.confirm (

ResultCode

cluded in the
priate action is

xecuted. The

The pri

5.3.16.

)

mitive parameters are defined in Table 23.

2.1 Time of creation

The master MLME sends out a beacon with the modified parameters, and sends this primitive to DME.

5.3.16.

2.2 Effect

The master DME is notified through this primitive that the network parameter modification has been
completed.
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This mechanism supports the ability to increase or decrease the transmission power of the station. The

primitive parameters are defined in Table 24.

Table 24 - MLME-TX-POWER-CHANGE primitive parameters

Name Type Valid range Description
TgrtiD integer As defined in 6.2.1.3 | STNID of destination station
TxPowerChange- integer -127-127 Requested amount of change to
Value transmit power, in dB
TxPowerChange- time 0-65535 Time limit for the response’tp the
Tinmeout MLME request to be ¢ompleted
RepultCode enumeration SUCCESS, Result of MLME, request
TIMEOUT

5.3.170 MLME-TX-POWER-CHANGE.request

This pfimitive requests the increase or decrease in the transmit_power of the destination station. The

semantics are as follows.

MLME

The pr
5.3.17.
This pr
5.3.17.

MLME

1.2 Effect

5.3.17.

TX-POWER-CHANGE.request

1.1 Time of creation

(

TrgtlD,
TxPowerChiangeValue,

TxPowerChangeTimeout

mitive parameters are definedin Table 24.

sendssatransmit power change request command frame to the destination station.

PN\ MLME-TX-POWER-CHANGE.indication

mitive is sent to,MLME when DME wishes to modify the transmit power of the destination station.

This primitive indicates that the transmit power change request command frame has been received. The
semantics are as follows.

MLME-TX-POWER-CHANGE.indication

(

TxPowerChangeValue

The primitive parameters are defined in Table 24.
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5.3.17.2.1 Time of creation

When MLME receives the transmit power change request command frame, it sends this primitive to the
station.

5.3.17.2.2 Effect
DME receives this primitive and depending on the request, either modifies the power or ignores the request.
5.3.17.3 MLME-TX-POWER-CHANGE.confirm

This primitive indicates that the transmit power change request has been completed. The semantics are as
follows

MLME{TX-POWER-CHANGE.confirm (
ResultCode
)

The primitive parameters are defined in Table 24.
5.3.17.8.1 Time of creation

MLME |sends this primitive to DME when it receives an acknewledgement or the acknowledgement time limit
has bepn exceeded.

5.3.17.3.2 Effect
The requesting DME is notified of the success orfailure of the power adjustment request. In dase the power
adjustrment fails, such as in the event that the acknowledgement is not received within the time ljmit, DME may
retrangmit the MLME-TX-POWER-CHANGEequest. If successful, DME receives notification that the power
adjustrent request task was successfully carried out by receiving a primitive with a ResultCode|of SUCCESS.

5.3.18 |Power saving

This mechanism supports a means of saving power by putting a station into sleep state.[ The primitive
parameters are defined in Table 25.

Table 25 - MLME-SLEEP primitive parameters

Name Type Valid range Description
OrigID integer As defined in 6.2.1.3 | STNID making the MLME request
SlgepRetiod time 0-65535 Period of sleep state
SleepReasonCode integer As defined in 6.5.3.2 | As defined in 6.5.3.2
SleepTimeout time 0-65535 Time limit for the completion of the task
once MLME makes the request

ResultCode enumeration SUCCESS, Result of MLME request

TIMEOUT

5.3.18.1 MLME-SLEEP.request
This primitive requests the master to allow a station to go to sleep. The semantics are as follows.

MLME-SLEEP.request (
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SleepPeriod,
SleepTimeout
)
The primitive parameters are defined in Table 25.
5.3.18.1.1 Time of creation

This is created when a station sends a request to the master to go to sleep.

5.3.18.[1.2 Effect
When this primitive is received from DME, MLME sends a sleep state request command frame {o the master.
5.3.18 MLME-SLEEP.indication

This pfimitive indicates that the master DME has received a sleep state- request command frame. The
semantics are as follows.

MLME{SLEEP.indication (

OrigID,

SleepPeriod,

)

The primitive parameters are defined in Table 25«

5.3.18.2.1 Time of creation

This is|created when the master MLME‘feceives a sleep state request command frame.
5.3.18.p.2 Effect

When [MLME receives this\‘primitive, the master DME uses MLME-SLEEP.response to [respond. The
SleepHeriod is then readjusted to be a multiple of the current superframe length.

5.3.183 MLME-SLEEP.response

This pmitive_is'executed by the master as a response to a sleep state request. The semantics are as follows.

MLME{SLEEP.response (

OriglD,
SleepPeriod,
SleepReasonCode
)
The primitive parameters are defined in Table 25.
5.3.18.3.1 Time of creation

This is created when the master DME receives a MLME-SLEEP.indication from MLME.
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5.3.18.3.2 Effect

When MLME receives this primitive, it sends a sleep state request frame to the requesting station.

5.3.18.4 MLME-SLEEP.confirm

This primitive reports the completion of the sleep state request to the requesting DME. The semantics are as

follows

MLME-SLEEP.confirm (

SleepPeriod,

The pr
5.3.18.

MLME
has be

5.3.18.
When

sleep g
of infon

SleepReasonCode,
ResultCode
)
mitive parameters are defined in Table 25.
1.1 Time of creation

sends this primitive to DME when the sleep state requestccommand frame is received @
en exceeded.

4.2 Effect
he DME sending the sleep state request regeives this primitive, it learns the success d

tate request. If TIMEOUT, it retransmits another MLME-SLEEP.request with a request fa
mation.

5.4 MAC management

In ordg
actions
securit
changs

541

r to manage the MAC sublayers of a station, the MAC PIB is composed of managed ob
, and notifications. <The MAC PIB is divided into six groups: master, attributes, assoc
y, and media access list. In the following table, ‘static’ indicates that the parameter gen
, and ‘dynamic’ indicates that when the station is active the parameter may change.

MAC PIB.master group

attributes:

r the time limit

r failure of the
r the same set

ect, attributes,
ation, network
erally does not

urrent network

The MtFC P1B- master group in Table 26 incorporates the station’s master capability and c

Table 26 - MAC PIB master group parameters

Managed object Octets | Definition Type
MACPIB_CFPDuration 2 CFP length dynamic
MACPIB_SuperframeDuration 2 Superframe length dynamic
MACPIB_MasterCapable 1 bit 1 if the station is capable of being master, otherwise 0 | static
MACPIB_MasterDesMode 1 bit 1 if the station desires to be master dynamic
MACPIB_MaxPSSets 1 The maximum number of PS sets supported by master | static
MACPIB_MaxAssociations 2 Maximum number of slaves that can be managed if the | static
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station becomes master

MACPIB_MaxCTBs 2 Maximum number of resource blocks that can be static
managed if the station becomes master
5.4.2 MAC PIB attributes group
The MAC PIB attribute group in Table 27 incorporates the station’s capabilities and attributes.
Table 27 - MAC PIB attribute group parameters
Manmaged object Octets Definition Type
MACPIB_STNAddress 6 MACaddress of station static
MACPIB_STNID 1 station ID dynamic
MACPIB_PowerManagementMode | 1 power management mode of the station. dynamic
0x00: ACTIVE
0x01: PSPS
0x02: SPS
0x03: PSPS and SPS
0x04: HIBERNATE
MACPIB_SleepSupported 1 0x00: does ngt.support sleep mode static
0x01: supperts sleep mode
MACPIB_MaxStreams 1 Maximum number of streams that the station static
can‘manage
MACPIB_PowerSource 2 0x00: wireline power supply dynamic

0x01: battery power supply

543

The MAC PIB authentication graup'in Table 28 incorporates the authentication information of th

current network.

MAC PIB authentication group

Table 28 - MAC PIB authentication group parameters

e station in the

Managed object

Octets

Definition

Type

MACPIB_SecurityOptionImplemented

1

0x00: security mode 0
0x01: security mode 1
0x02: security mode 2

static

MACPIB_AuthenticationResultCode

0x00: SUCCESS
0x01: FAILURE
0x02: TIMEOUT

dynamic

5.4.4 MAC PIB association group

The MAC PIB association group in Table 29 incorporates the association and disassociation information of the

station in the current network.
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Table 29 - MAC PIB association group parameters

Managed object Octets Definition Type

MACPIB_STNServicesBroadcast 1 0x00: station is sending information about its dynamic
own services

0x01: station is not sending information about its
own services

MACPIB_MasterServicesBroadcast 1 0x00: master is sending information about its dynamic
own services

0x01: master is not sending information about its
own services

5.4.5 |[MAC PIB network security group

The MAC PIB network security group in Table 30 incorporates the network security information of the station
in the qurrent network.

Table 30 - MAC PIB network security group parameters

Managed object Octets Definition Type

MACPIB_encAlgorithm 1 0x00: AES-128 static
0x01: Camellia-128
0x02:SEED-128
0xQ3-0xFF:user defined

MACPIB_MasterSTNAddress 6 MAC address of the master dynamic

MACPIB_ManagementSECID 2 current valid security session ID for dynamic
management key

MACPIB_DataSECID 2 current valid security session ID for data key dynamic

MACPIB_ManagementKeylnfo variable Agreed keys to protect command in dynamic
authentication process

MACPIB_DataKeyInfo variable Agreed keys to protect data in authentication dynamic
process

55

The MAC{provides stream and non-stream services to the higher adaptation layer. This sernvice maps the
resour i ] Vi icHi icu .~ Streams provide
the means by which resource allocation can be managed for uplink (slave to master), downlink (master to
slave), and peer-to-peer (slave to slave) data traffic. Resource allocation requests for uplink streams (slave to
master), downlink streams (master to slave) and peer-to-peer streams (slave to slave) can be managed.

A stream can be dynamically created, modified, or terminated. An existing stream may need to be changed
depending on its service type. Asynchronous traffic can also dynamically reserve resources or terminate. For
example, bursty IP services may need to change the resource allocation request.

The MAC SAP is the logical interface between the MAC and the higher adaptation layer. This logical interface
incorporates a set of primitives and their definitions. These primitives and definitions are described
conceptually here, but through this the process of the parameters exchanged between the MAC and
adaptation layer can be understood.
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Table 31 - MAC SAP primitive summary

Name Request Indication Response Confirm
MAC-ASYNC-DATA 55.1 55.3 5.5.2
MAC-ISOCH-DATA 55.4 5.5.6 5.5.5

The primitive parameters are defined in Table 32.

Table 32 - MAC-ASYNC-DATA and MAC-ISOCH-DATA primitive parameters

Name Type Valid range Description
TrgtiD integer Values defined in 6.2.1.3 Target STNID of MAC requgst
OrigID integer Values defined in 6.2.1.3 STNID jinitiating the MAC request
Priprity integer 0-7 Data priority
ACKPolicy enumeration immediate acknowledgement policy of felevant
acknowledgement, no MSDU
acknowledgement, delayed
acknowledgement
Streamindex octet 0-255 Stream to which the data is peing sent
Trgnsmission- | time 0-65535 Time limit for data transfer (jnsec)
Tinl eout
Le||1gth integer 0-2035 MSDU length
Daja variable length octet Data portion of MSDU
RepultCode enumeration SUCCESS, TX_TIMEOUT, | Result of MAC request
DLY ACK_FAILED,
INVALID_ACK_POLICY,
INVALID_STREAM
55.1 |[MAC-ASYNC-DATA:request

This primitive initiates the asynchronous data transfer from one MAC entity to another MAC er
The semantics areas follows.

MAC-ASYNC:DATA.request (

Priority,

ACKPolicy,

TransmissionTimeout,

Length,

Data
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The primitive parameters are defined in Table 32.

5.,5.1.1 Time of creation

)

ISO/IEC 24771:2014(E)

Once the adaptation layer receives the data transfer request from the higher layer, it sends it to the MAC SAP.

55.1.2 Effect

When this primitive is received, the MAC formats the MSDU according to the input parameters and sends it to
the PD-SAP; then the MSDU passes through the wireless media and is sent to the peer MAC entity. If the

acknoy

indicat

5.5.2

MAC-ASYNC-DATA.confirm

ledgement policy Is set to delayed acknowledgement, the MAC does nothing and,rgturns an error
on with MAC-ASYNC-DATA.confirm.

This primitive reports whether the frame has successfully been sent to the adaptation layer or ffailed due to a

timeou

MAC-ASYNC-DATA.confirm

The pr
5.5.2.1

This pj
TX_TIN
been

acknoy

5.5.2.2

Time of creation

Effect

. The semantics are as follows.

(
TrgtlD,
OriglD,
Priority,
ResultCode

)

mitive parameters are defined in Table 32.

rimitive is created when“the MAC successfully completes the frame transfer or fails due to a
WEOUT event or (inithe case of an immediate acknowledgement policy) an acknowledgement has not
received by the(time the maximum retry limit is reached.
ledgement, ResultCode is set to INVALID_ACK_POLICY.

If ACKPolicy is s¢t to delayed

When the adaptation layer receives this primitive it notifies the appropriate higher layer of the transfer result.

5.5.3

This primitive reports to the adaptation layer that it has received an asynchronous MSDU. The semantics are
as follows.

MAC-ASYNC-DATA.indication (
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Length,

Data
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The pri

5531

ISO/IEC 24771:2014(E)

)

mitive parameters are defined in Table 32.

Time of creation

This is created when the asynchronous MSDU received by the MAC has been successfully processed.

5.5.3.2

Effect

When the adaptation layer receives this primitive, it notifies the appropriate higher layer of the received frame.

554

This piimitive initiates the synchronous data transfer from one MAC entity to another MAC e

The se

MAC-I

The pr

554.1

After the adaptation layer receives the\data transfer request from the higher layer and sets t

Strearn]
5.5.4.2
the PD
the st

MAC-I

5.5.5

Whena[his primitive is received, the MAC formats the MSDU according to the input parameters

MAC-ISOCH-DATA.request

mantics are as follows.

SEOCH-DATA. request (
Streamindex,
TransmissionTimeout,
Length,
Data
)

mitive parameters are defined in Table 32«

Time of creation

Index, it sends it to the MACSAP.
Effect

SAP; then the MSDU passes through the wireless media and is sent to the peer MAC €

ion creatingsthe requested stream, MLME does not send the frame, and instead respg

EOCH-DATAconfirm with a ResultCode of INVALID_STREAM.

MAC-ISOCH-DATA.confirm

tity or entities.

he appropriate

and sends it to
ntity. If it is not
nds through a

This pr

T H="~ H + +la faouil £ o £ + H H ot al ry-e ]
MTvE Tmuieatt o 1T oULLT oo UT TATUTT UT LT AT trarioimmooiulT TU NT auapiativiT ia ycr.

are as follows.

MAC-ISOCH-DATA.confirm (

The pri

StreamlIndex,

ResultCode

)

mitive parameters are defined in Table 32.
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5.,5.5.1 Time of creation

This primitive is created when the MAC successfully completes the frame transfer or fails due to a
TX_TIMEOUT event or (in the case of an immediate acknowledgement policy) an acknowledgement has not
been received by the time the maximum retry limit is reached. A delayed acknowledgement may be used, but
if the receiving end does not support this acknowledgement type the ResultCode is set to DLY_ACK_FAILED.

5,55.2 Effect

When the adaptation layer receives this primitive it sends the transmission result to the appropriate higher
layer.

5.5.6 [MAC-ISOCH-DATA.Indication

This primitive reports to the adaptation layer that a synchronous MSDU has been received..The|semantics are
as follgws.

MAC-I$OCH-DATA.indication (

TrgtlD,

OriglD,

Length,

Data

)

The primitive parameters are defined in Table 32.
5.5.6.1] Time of creation

This is|created when the synchronous MSDU received by the MAC has been successfully procgdssed.
5.5.6.2 Effect

When the adaptation layer «eceives this primitive, it notifies the appropriate higher layer of the received frame.

5.6 PRHY speeification

5.6.1 |PD-SAP

entities. Table
33 describes the prlmmves supported by the PD-SAP. Each primitive is descrlbed in the referenced clause.

Table 33 - PD-SAP primitives

PD-SAP Primitive Request Confirm Indication
PD-DATA 5.6.1.1 5.6.1.2 5.6.1.3
PD-CCA-START 5.6.14 5.6.1.5

PD-CCA-END 5.6.1.6 5.6.1.7

PD-CCA 5.6.1.8
PD-TX-START 5.6.1.9 5.6.1.10
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PD-TX-END 5.6.1.11 5.6.1.12
PD-RX-START 5.6.1.13 5.6.1.14 5.6.1.15
PD-RX-END 5.6.1.16 5.6.1.17 5.6.1.18
PD-PS 5.6.1.19 5.6.1.20
Table 34 - PD-SAP parameters
Name Type Valid range Description
psdyLength Unsigned integer | <aMaxPHYFrameSize Number of octets in the PSDU fo pe
transmitted by the physical layer‘gntity
status enumeration SUCCESS, RX_ON, Result of frame transmit feguest
TRX_OFF
LQI octet PHY dependent Link quality index;
Varies accordingto implementatign
ChannelStatus | enumeration BUSY or IDLE Execution‘result of CCA request
TXDptaRate, integer 0,1,2,3 See.constant amplitude coding method in
RXDhtaRate TahleS5
00-= RATEL, 01 = RATEZ2,
02 = RATES, 03 = RATE4
TXLegngth, 2 octets minimum payload length — | MAC frame length
RXLength maximum payload lehgth
TXPpwerLevel | octet Varies according,to PHY Transfer power
TXMACHead, | 2 octets valid MAC header MAC header excluding the sequepce check
RXMACHead
TXAptSelect octet 0-255 Antenna used for transmission
0 is always valid but other values may be used
depending on implementation
RSS octet PHY dependent Receive signal strength
Varies according to implementatign
RXERROR enumeration NO_ERROR, Receive error type
FORMAT_VIOLATION,
CARRIER_LOST,
UNSUPPORTED_RATE
PSLevel integer 0-PHYPIB_NumPSLevels Specifies the powersave mode
PSResul{Code | enumeration SUCCESS, FAILED Result of powersave mode request
UNSUPPORTED_MODE
5.6.1.1 PD-DATA.request

This primitive is sent from the MAC sublayer to the physical layer entity and is used to request transmission of
a MPDU (PSDU).

5.6.1.1.1 Definition of service primitives
The following interface is provided.

PD-DATA. request (

© ISO/IEC 2014 — All rights reserved 65


https://iecnorm.com/api/?name=5fa46af5ce3ecf12db15729e759d48d3

ISO/IEC 24771:2014(E)

psduLength,

)

Table 34 defines the PD-DATA.request primitive parameters.

5.6.1.1.2 Time of generation

This occurs when the MAC sublayer entity requests transmission of a MPDU to the physical layer entity.

5.6.1.1.3 Effect

When

transce
the ph
sSucc
(RX_O
primitiv
5.6.1.2

This is
entity.

5.6.1.2
The fol

PD-DA

Table 3

5.6.1.2

The plpysical layer entity sends this to the MAC sublayer entity as a response to the PD

primitiv
5.6.1.2

The M

it is received by the physical layer entity, it triggers the transmission of the given
iver is activated (TX_ON), the physical layer creates a PPDU including the PSDU_and
ysical layer entity has completed the transmission it sends a PD-DATA.confirm p
ESS indication to the MAC sublayer entity. If the primitive is received when the.'receiv
N) or the transceiver is deactivated (TRX_OFF) the physical layer entity,sends a PD
e with an RX_ON or TRX_OFF status to the MAC sublayer entity.

PD-DATA.confirm

used to confirm that the MAC sublayer entity has sent a MPDU (PSDU) to another

1 Definition of service primitives
owing interface is provided.
TA.confirm (
status
)
4 defines the PD-DATA.confifmr primitive parameters.

2 Time of generation

e when the requested PSDU is transmitted.
3 Effect

\C sublayer completes the data transmission.

PSDU. If the
sends it. Once
imitive with a
er is activated
FDATA.confirm

MAC sublayer

DATA.request

5.6.1.3

D
T

©
9)

The ph
5.6.1.3

The fol

ysical layer reports the MPDU (PSDU) transmission to the MAC sublayer entity.
.1 Definition of service primitives

lowing interface is provided.

PD-DATA.indication (

psduLength,

LQI
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)

Table 34 defines the PD-DATA.indication primitive parameters.
5.6.1.3.2 Time of generation

This takes place when the physical layer sends the received PSDU to the MAC sublayer entity. If the received
psduLength is lower than minimum payload length or greater than maximum payload length nothing happens.

5.6.1.3.3 Effect

The MAC sublayer entity should process received data as a MPDU according to the MAC specification.

5.6.1.4 PD-CCA-START.request

The physical layer requests a clear channel assessment (CCA, 9.6.5).
5.6.1.41 Definition of service primitives

The foljowing interface is provided.

PD-CQA.request ()

This prymitive has no parameters.

5.6.1.4{2 Time of generation

Whengver the CSMA-CA algorithm needs to adjust.the channel, DME generates this and gends it to the
physicl layer.

5.6.1.43 Effect

The regeive channel assessment is executed.
5.6.1.5] PD-CCA-START.confirm

The physical layer informs the MAC layer that the receive channel assessment (CCA, 9.6.5) has been started.
5.6.1.5|1 Definition of service primitives
The following interface"is provided.

PD-CQA.confirm- ()

This pmitive has no parameters.

5.6.1.5.2 Time of generation

Whenever a PD-CCA-START.request is received the physical layer generates and sends this to the MAC
layer.

5.6.1.5.3 Effect
The MAC may proceed to obtain and update the CCA result
5.6.1.6 PD-CCA-END.request

The MAC layer requests termination of the clear channel assessment (CCA, 9.6.5).
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5.6.1.6.1 Definition of service primitives

The fol
PD-CC
This pr

5.6.1.6

lowing interface is provided.
A.request ()
imitive has no parameters.

.2 Time of generation

This is generated when the MAC layer wants the physical layer to terminate the receive channel assessment.

5.6.1.6

The re

5.6.1.7

3 Effect

ceive channel assessment is terminated.

PD-CCA-END.confirm

The pIysicaI layer informs the MAC layer that the receive channel assessment (CCA, 9.

termin
5.6.1.7
The fol
PD-C(Q
This pr
5.6.1.7

This is
once th

5.6.1.7
The M
5.6.1.8
The ph
5.6.1.8

The fol

ted.

1 Definition of service primitives
owing interface is provided.
A.confirm ()

mitive has no parameters.

2 Time of generation

generated by the physical layer as.aresponse to PD-CCA-END.request and sent to
e receive channel assessment is terminated.

3 Effect
\C stops obtaining the CCA result.
PD-CCA.indjcation
ysical layer reports the current channel state to the MAC layer.
1 Definition of service primitives

owing interface is provided.

5.5) has been

the MAC layer

PD-CCA.indication (

Channel Status

)

Table 34 defines the PD-CCA.indication primitive parameters.

5.6.1.8

.2 Time of generation

Whenever the channel state changes from BUSY (IDLE) to IDLE (BUSY) the physical layer reports this to the
MAC layer. The physical layer keeps the channel in a BUSY state until the aCCADetectTime period ends.
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5.6.1.8.3 Effect

The MAC may use the channel status to perform the CSMA/CA algorithm.
5.6.1.9 PD-TX-START.request

The MAC layer requests the start of a MPDU transmission to the physical layer.
5.6.1.9.1 Definition of service primitives

The following interface is provided.

PD-TX}START.request  (

TXDataRate,

TXLength,

TXPowerLevel,

TXAntSelect,

TXMACHead

)

Table 34 defines the PD-TX-START.request primitive parameters.
5.6.1.92 Time of generation

The MAC layer sends this to the physical layer-whenever a MPDU needs to be sent. TXMACHead is sent so
that the physical layer can calculate the sequence check.

5.6.1.93 Effect

The physical layer starts the frame fransmission.

5.6.1.10 PD-TX-START.eaonfirm

The physical layer reports the frame transmission initiation to the MAC layer.
5.6.1.1D.1 Definition of service primitives

The followingjinterface is provided.

PD-TX=STARTconfirmm()
This primitive has no parameters.
5.6.1.10.2 Time of generation

This is triggered by the physical layer when it receives a PD-TX-START.request and is ready to receive data
from the MAC layer.

5.6.1.10.3 Effect

The MAC layer sends data to the physical layer.
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5.6.1.11 PD-TX-END.request

The MAC layer requests the termination of a MPDU transmission to the physical layer.
5.6.1.11.1 Definition of service primitives

The following interface is provided.

PD-TX-END.request ()

This primitive has no parameters.

5.6.1.11.2 Time of generation

This is|generated whenever a PD-DATA.confirm is received from the physical layer.
5.6.1.111.3 Effect

The cufrent transmission is terminated.

5.6.1.1p PD-TX-END.confirm

The physical layer informs the MAC layer of the termination of the frame transmission.
5.6.1.1R.1 Definition of service primitives

The foljowing interface is provided.

PD-TX{END.confirm ()

This prymitive has no parameters.

5.6.1.1R.2 Time of generation

The physical layer generates this aftera PD-TX-END.request is received and all data has been fransmitted.
5.6.1.1p.3 Effect

The MAC can initiate the'next transmit, receiver, or power management operation.
5.6.1.18 PD-RX-START.request

MAC Igyer requests that the physical layer activate the receiver and select the specified antenna.

5.6.1.1B.XPefinition of service primitives

The following interface is provided.
PD-RX-START.request  (
RXAntSelect,

)

Table 34 defines the PD-RX-START.request parameters.
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3.2 Time of generation

The MAC layer sends this to the physical layer whenever it anticipates a transmission of a MPDU to the
current device.

56.1.1

3.3 Effect

The PHY begins PHY preamble acquisition. It subsequently issues a PD-RX-START.confirm to the MAC.

56.1.1

4 PD-RX-START.confirm

The physical layer reports to the MAC layer that the receiver has been activated.

5.6.1.1
The fol
PD-RX
This pn
5.6.1.1

This is
activat

5.6.1.1
The M
5.6.1.1

The p
succes

5.6.1.1
The fol

PD-RX

1.1 Definition of service primitives
owing interface is provided.
-FSTART.confirm ()

mitive has no parameters.

1.2 Time of generation

generated when PD-RX-START.request is received and the physical layer's rece
bd.

4.3 Effect
\C can receive a PD-RX-START.indication primitive.
b PD-RX-START.indication

nhysical layer generates this when“the physical layer header and MAC layer heal
sfully transmitted.

5.1 Definition of serviceprimitives

owing interface is provided.

-START.indicatien (
RXDataRate,
RXLength,

AN (]

ver has been

Her has been

NN
NANVIACUTITAU,
RSSI

)

Table 34 defines the PD-RX-START.indication parameters.

56.1.1

5.2 Time of generation

The physical layer sends this to the MAC layer whenever the physical layer successfully completes a
sequence check at the start of a new PPDU.
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5.6.1.15.3 Effect

The MAC can receive a PD-DATA.indication primitive

5.6.1.16 PD-RX-END.request

The MAC layer requests the deactivation of the receiver to the physical layer.

5.6.1.16.1 Definition of service primitives

The fol

lowing interface is provided.

PD-RX
This pr
5.6.1.1
This is
5.6.1.1
The PH
5.6.1.1
The M
5.6.1.1
The fol
PD-RX]
This pr
5.6.1.1
The ph
5.6.1.1
The M

56.1.1

-END.request ()

mitive has no parameters.

6.2 Time of generation

generated when the MAC layer requests the deactivation of the receiver te' the physical |
6.3 Effect

1Y stops the reception and issues a PD-RX-END.confirm to,the-MAC

7  PD-RX-END.confirm

\C layer is informed that the physical layer receiver has been deactivated.
7.1 Definition of service primitives

owing interface is provided.

LEND.confirm ()

mitive has no parameters.

7.2 Time of generation

ysical layer generates this after receiving a PD-RX-END.request.

7.3 Effect

\C can_initiate the next transmit, receiver or power management operation.

B PD-RX-END.indication

hyer.

The physical layer informs the MAC layer that the MPDU currently being received has been terminated.

5.6.1.18.1 Definition of service primitives

The fol

PD-RX

lowing interface is provided.
-END.indication(
LQI,

RXERROR
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The primitive parameters are defined in Table 34.
5.6.1.18.2 Time of generation

The receive state machine indicates that the reception was completed, regardless of error. At this time,
RXERROR has one of the following values.

NO_ERROR : no error occurred in the processing of received data.
FORMAT_VIOLATION : incorrect format of the received PPDU.

CARRIER_LOST : MPDU processing impossible due to failure of carrier restoration.

UNSUPPORTED_RATE : unsupported data rate detected when receiving the PPDU.
This is|generated when the MAC layer requests to the physical layer that the receiver be deactiyated.
5.6.1.1B.3 Effect

The MAC is provided with a reference time for determining the end of the-received frame dn the local air
interfage.

5.6.1.19 PD-PS.request

The MAC layer requests to the physical layer that the specifiedpowersave mode be instituted.
5.6.1.1P.1 Definition of service primitives

The foljowing interface is provided.

PD-PS}request (

PSLevel

)

The primitive parameters are defined in Table 34.

5.6.1.1p.2 Time of generation

This is|generated by:the MAC layer when a change is needed to the powersave mode in the physical layer.

5.6.1.1P.3 Effect

A charrge to the powersave mode is made if possible, and the result is sent through a PD-PS.confirm
primitives

5.6.1.20 PD-PS.confirm

The physical layer reports the result of the requested powersave mode change to the MAC layer.
5.6.1.20.1 Definition of service primitives

The following interface is provided.

PD-PS.confirm (

PSResultCode
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The primitive parameters are defined in Table 34.

5.6.1.20.2 Time of generation

The physical layer receives the PD-PS.request primitive from the MAC layer and sends the result of the
specific powersave mode change to the MAC layer.

5.6.1.20.3 Effect

The MAC use PSResultCode to the PD-PS.request primitive.

5.6.2 |PLME-SAP

The physical layer management object service access points (PLME-SAP) enable the -Operatfonal language
betwegn MLME and PLME. Additional physical layer management object service access point$ (DME-PLME-
SAP) gnable the operational language between DME and PLME, and this interface is equivalent to the PLME-

SAP interface. Table 35 defines the primitives supported by PLME-SAP.

Table 36 defines the individual parameters.

Table 35 - PLME-SAP primitives

PLME-SAP Primitive Request Confirm Indication
PLME-ED 5.6.2.1 5.6.2.2

PLME-GET 5.6.2.3 5.6.24

PLME-SET 5.6.2.5 5.6.2.6

PLME-RESET 5.6.27 5.6.2.8

PLME-TESTMODE 5:6.2.9 5.6.2.10

Table 36 - PLME-SAP primitive parameters

Name Type Valid range Comments
Edgtatus enumeration SUCCESS, Result of energy detection request
TRX_OFF, or TX_ON
EngrgyLevel integer 0x00-0xff Energy detection level of current channel
PIBAttribute enumeration As defined Table 57 Desired physical layer PIB attribute
PIgStatus enumeration SUCCESS, Result of request for PIB attribute information
INVALID_ATTRIBUTE,
INVALID_VALUE
PIBAttributeValue | Various Attribute specific Desired physical layer PIB attribute value
ResetResultCode | enumeration SUCCESS, FAILED Response to reset request
TEST_ENABLE boolean TRUE, FALSE if true the physical layer test mode is activated
according to the following parameters.
TEST_MODE integer 1,2,3 TEST_MODE is one of the following.

01 = receive mode
02 = continuous transmit mode
03 = 50% efficiency periode mode
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DataRate, integer 0,1,2,3 Refer to constant amplitude coding

Table 55
00 = RATE1, 01 = RATE2,
02 = RATE3, 03 = RATE4

method in

SCRAMBLE_STA | boolean TRUE, FALSE if true the scrambler operational state is

TE activated

TestResultCode enumeration SUCCESS, FAILED, Test mode result

UNSUPPORTED_MOD
E
5.6.2.1] PLME-ED.request
PLME fequests an energy detection measurement
5.6.2.1{1 Definition of service primitives
The foljowing interface is provided.
PLME-ED.request 0
This pmitive has no parameters.
5.6.2.1]12 Time of generation
DME generates this and requests an energy detection measurement to PLME.
5.6.2.143 Effect
If the |receiver is activated (RX_ON) PLME tells the physical layer to perform an eng¢rgy detection
measufement. When PLME completes the-energy detection is generates a PLME-ED.confirm primitive.
5.6.2.2l PLME-ED.confirm
The result of the energy detection-measurement is reported.
5.6.2.211 Definition of service primitives
The foljowing interface.is provided.
PLME-ED.confirm (
EDstatus,
EnergyLevel

)

Table 36 defines the primitive parameters.

56.2.2

.2 Time of generation

PLME generates this as a response to a PLME-ED.request and sends it to DME after the energy detection is
measured. The status value of a successful energy detection measurement is SUCCESS and a failed
measurement due to a faulty transceiver is reported as the current state of the transceiver (TRX_OFF or
TX_ON).
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5.6.2.2.3 Effect

The result of the energy detection measurement is reported to DME.
5.6.2.3 PLME-GET.request

Information about a physical layer PIB attribute is requested.
5.6.2.3.1 Definition of service primitives

The following interface is provided.

PLME-GET.request (

PIBAttribute

)

Table 36 defines the primitive parameters.

5.6.2.312 Time of generation

DME generates this to obtain information from the physical layer PIB.of PLME.
5.6.2.313  Effect

PLME |extracts the requested PIB attribute from the database and sends the results thrqugh a PLME-
GET.confirm primitive.

5.6.2.4 PLME-GET.confirm

The result of the requested information from.the physical layer PIB is reported.
5.6.2.411 Definition of service primitives

The foljowing interface is provided.

PLME-GET.confirm (

RiBstatus,

PIBAttribute,

PIBAttributeValue

)

Table 36 defines the primitive parameters.

5.6.2.4.2 Time of generation

PLME generates this as a response to a PLME-GET.request primitive and sends it to DME.
5.6.2.4.3 Effect

If the state parameter is SUCCESS the requested physical layer PIB value is sent, otherwise an error is
indicated.
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PLME-SET.request

A request is made to set the physical layer PIB attribute to the specified value.

5.6.2.5

The fol

PLME-

.1 Definition of service primitives
lowing interface is provided.
SET.request (

PIBAttribute,

Table 3
5.6.2.5
DME g
5.6.2.5

PLME

PIBAttributeValue
)
6 defines the primitive parameters.
2 Time of generation
enerates this to set the physical layer PIB attribute to the specified\value and sends it to
3 Effect

attempts to store the specified physical layer PIB attribute in the database and rep

through a PLME-SET.confirm primitive.

5.6.2.6

This re

5.6.2.6

The fol

PLME-

Table 3

PLME-SET.confirm

1 Definition of service primitives
owing interface is provided.
SET.confirm (

PIBstatus,
RIBAttribute

)

6 défines the primitive parameters.

ports the result of the attempt to set the physical layer PIB attribute to the specified value]

PLME.

orts the result

5.6.2.6

5 - £ —
4 e ur ycereratturl

PLME sends this to DME as the response to the PLME-SET.request primitive.

5.6.2.6

.3 Effect

If the state value is SUCCESS it means the PIB attribute was set as requested, otherwise an error is indicated

if the P

5.6.2.7

IB attribute was unable to be set for some reason.

PLME-RESET.request

This requests a reset of the physical layer. To prevent accidental data transmission while receiving, the state
must be changed to receive mode.
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This is
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.1 Definition of service primitives
lowing interface is provided.
RESET.request ()

imitive has no parameters.

.2 Time of generation

generated whenever a physical layer reset is requested.

5.6.2.7,
The ph
5.6.2.8

This re
state m

5.6.2.8
The fol

PLME-

Table 3
5.6.2.8
PLME
5.6.2.8
DME o
5.6.2.9

A conV

3 Effect
ysical layer resets all transceiver state machines to their initial states and convertsyto’'rec
PLME-RESET.confirm

quests reset of the physical layer. To prevent accidental data transmission during recq
ust be changed to receive mode.

1 Definition of service primitives
owing interface is provided.
RESET.confirm (

ResetResultCode

)
6 defines the primitive parameters.
2 Time of generation
penerates this as the result of a PLME-RESET.request.
3 Effect
' MLME is notified’of the result of the reset.

PLME-TESTMODE.request

ersjon of the physical layer to test operational mode is requested. The parameters ment

handle

[.as options when implemented.

Pive mode.

iving data, the

oned here are

5.6.2.9

The fol

.1 Definition of service primitives

lowing interface is provided.

PLME-TESTMODE.request (

TEST_ENABLE,
TEST_MODE,
SCRAMBLE_STATE,

DataRate
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Table 36 defines the primitive parameters.

5.6.2.9.2 Time of generation
This is generated whenever a request is made to convert the physical layer to test mode.
5.6.2.9.3 Effect
The physical layer is converted to test mode.
5.6.2.10 PLME-TESTMODE.confirm
This reguests the physical layer to change to test operational. The parameters mentioned here are handled as
optiong when implemented.
5.6.2.10.1 Definition of service primitives
The foljowing interface is provided.
PLME-TESTMODE.confirm (
TestResultCode
)
Table 36 defines the primitive parameters.
5.6.2.10.2 Time of generation
PLME penerates this as the result of a PLME<TESTMODE.request.
5.6.2.1D.3 Effect
DME o MLME is notified of the result of test mode initiation.
5.6.3 |Physical layer enumerated description
Table 37 lists the valid physical layer protocol enumerated values
Table 37 - Physical layer enumerated values
Enumerated value Comments
RLICN .04 biicas hanaali dat dibraal oo A
BUSY 0x6% busy-chanpeHstdeteeteethrotgh-CEA
IDLE 0x02 idle channel is detected through CCA
INVALID_ATTRIBUTE 0x03 Recognition of an unsupported attribute is
requested
INVALID_VALUE 0x04 Invalid value for the setting of the
parameter is requested
RX_ON 0x05 Activation of receiver is requested
SUCCESS 0x06 When a SET/GET, energy detection,
modification of transceiver, or a
synchronous frame transfer succeeds
TRX_OFF 0x07 Transceiver is currently inactive or
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deactivation is requested

TX_ON 0x08 Transceiver is currently active or activation
is requested

NO_ERROR 0x09 No error has occurred

FORMAT_VIOLATION O0x0A Error in format

CARRIER_LOST 0x0B Carrier not found

UNSUPPORTED_RATE 0x0C unsupported data rate
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6 Mac frame format

This chapter describes the format of the MAC frames.

6.1 is an overview of the frames.
6.2 describes the general format of all frames.

6.3 details the format of each frame.

ISO/IEC 24771:2014(E)

6.4 describes the format of information blocks used in the network to convey information.

6.5 degcribes the command blocks carried by command frames.

6.1 Qverview

The MAC frames in the MAC sublayer are described as a sequence of fields(in a specific order.
Clause] 6 depicts the fields as they appear in the MAC frame and in the afder in which they ard
the wirgless medium, from left to right where the left-most bit is transmitted first in time.

Transmission order

\j

All MAE frames are composed of the following elements.

a) fra

Octets : 1 Qctets : 2
Field A Field B
b0-b2 b3-h6 b7 b0-b7 b8-b15
Subfield 1 |Subfield 2 | Subfield 3 Subfield 1 | Subfield 2

Figure 4 - Transmission order

e, ‘header: frame control information needed to exchange data between stat
sourceldestination station ID, frame sequence number, etc. Information located in this port

Each figure in
transmitted in

ons such as
on is used to

distinguish frame types and stafions exchanging frames. Frame reliability can also be enhanced by error-

checking of exchanged frames.

b) frame body: composed of actual payload carrying the data exchanged between stations and FCS to check

for payload errors.

6.2 General format of MAC frames

This International Standard uses the common frame formats shown in Figure 5, and each field is defined in

detail in the following clauses.
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2 2 1 1 1 1 variable 4

network ID Frame Source Destination | streamID Sequence payload FCS
control station ID station ID number

Frame header frame body

Figure 5 - Format of MAC frame

When the SEC bit is set to zero in the Frame Control field, the non-secure MAC frame body shall be formatted

as illustrated in Figure 6.

octet:Ln

4

When

Payload

FCS

Non-secure MAC frame body

Figure 6 - Non-secure MAC frame body format

he SEC bit is set to one in the Frame Control field, the secure MAC ‘frame body shall b
illustraed in Figure 7. The Secure Payload field in the secure MAC framé-body is protected

e formatted as
As indicated in

8.5.

octet:2 2 2 Ln 8 4

SECID SFC Encryption Secure MIC FCS

offset payload
Secure frame header Integrity
code
Payload
Secure MAC frame body
Figure @- Secure MAC frame body format

6.2.1 |Frame header
Frame|header contains information for the transmission or reception of the frame, flow con
checking.
6.2.1.14 NID

The ndtwork ID(is the ID that distinguishes a network. This is a unique value that does not ove
network IDs-and remains as long as the network continues to exist.

6.2.1.2 Frame control

trol, and error

rlap with other

Frame control elements are composed of fields such as frame type, first fragment, last fragment,
acknowledgement policy, delayed acknowledgement request, protocol version, security, etc. Their format is

shown in Figure 8.

bit 0-3 4-5 6 7 8 9-10 11 12-15
frame type | acknowled | First Last delayed Protocol SEC reserved
gement fragment fragment acknowled | version
policy gement
request

© ISO/IEC 2014 — All rights reserved
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6.2.1.2.1 Frame type

The frame type field is 4 bits in length. Table 38 shows the defined frame types and values. Examples of the
usage of these types are shown in 6.3.

Table 38 - Frame types

Value Frame type description
0000 beacon
0001 acknowledgement
U010 command
0011 data (stream or non-stream)
0100 RTS
0101 CTS
0110~1111 reserved

6.2.1.22 Acknowledgement policy

Acknowledgement policy field is 2 bits in length. In the case where,the received frame is an acknhowledgement
frame 1t indicates the type of the acknowledgement frame, otherwise it indicates the acknowledgement policy
of the destination station of the frame.

Delayed acknowledgement policy can only be used for data frames, and multicast or broadcast frames do not
use acknowledgements. (When multicast or broadcast'frames are received, the acknowledgement policy field
is ignofed and the destination station does noti.Send an acknowledgement.) The following are the possible
values |of the acknowledgement method field.

0: no acknowledgement: destination station does not acknowledge the transmitted frame, gnd the source
statjon considers the transmission stecessful regardless of the actual result. This method chn be used for
frames that are transmitted 1:1 or-1:N, which do not require acknowledgement.

1: immjediate acknowledgement:~The station that received the frame sends an acknowledgement frame as a
resgonse to the source station after a short frame interval. This acknowledgement policy can only be used
for 1:1 frame transmissions.

2: delayed acknowledgement: the station receiving the frame sends a delayed acknowledgement frame per
6.3.R.2. This acknowledgement policy can only be used for 1:1 frame transmissions.

3: implicit ;cacknowledgement: This method is used when the receiving station sends jan immediate
ackwowledgement or other data frames as an acknowledgement Th|s acknowledgement policy can only
potlthe contention

6.2.1.2.3 First fragment

The first fragment field is 1 bit in length. ‘1’ indicates that frame is the start of a data or command
(MSDU/MCDU) from a higher layer, while ‘0’ means that it is not the start.

6.2.1.2.4 Last fragment

The last fragment field is 1 bit in length. indicates that frame is the end of a data or command
(MSDU/MCDU) from a higher layer, while ‘0’ means that it is not the end.
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6.2.1.2.5 Delayed acknowledgement request

The delayed acknowledgement request field is 1 bit in length. This is only valid for data frames of streams
using the current delayed acknowledgement policy. This field is set to ‘1’ and sent when the source station of
the stream is requesting that a delayed acknowledgement frame be sent to the destination station.

6.2.1.2.6 Protocol version

Protocol version information is 2 bits in length. The size and location is fixed and independent of the protocol
version of the system. The current value is 0, and is incremented by 1 each time a new version is released.
When a station receives a frame with a version higher than its own, it discards it without notifying the source
station.

6.2.1.217 SEC
The SEC bit shall be set to one when the frame body is protected using the key specified by the security 1D
(SECID). The SEC hit shall be set to zero, otherwise. Frames with the SEC bit set.to\one shall use the secure
frame format for that frame type, as described in 6.3.
6.2.1.3] Station ID

In the MAC frame there are two types of station IDs - the destination‘station ID and source station ID — and
each afe 8 bits in length. The source station ID is the ID of the station/sending the frame, and the destination
station|ID is the ID of the station receiving the frame. Each station ID is assigned by the master when the
station|is associated with network, and the possible values are{as follows.
- 0x00:{used by master of network

- OxFF] used by broadcast frames

- OXFE| used by stations in the process of association which have not yet been assigned an ID hy the master
- OXFD} used by multicast frames

6.2.1.4 Stream ID

This is|composed of 8 bits and is’used to identify data streams. It is only valid for data frameg, and in other
frame types this is set to 0 and ignored.

bit:7 6:4 3.0

Stream type priority stream index

Figure 9 - Format of stream ID field

The fieJd\is.composed of 3 parts.

The stream index field is 4 bits in length. Each station may freely use any value other than ‘0’ (which indicates
non-stream data), but each value must be uniquely assigned by the master.

The priority field is 3 bits in length, and it indicates the stream priority.

The stream type field is 1 bit in length, and ‘1’ means isochronous service, while ‘0’ means asynchronous
service.

Frames that do not belong to an existing stream or which do not need a stream connection are non-stream

type data, and these are sent with a stream ID of 0. The relevant station determines whether to use an
isochronous stream or an asynchronous stream.
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Sequence number

guence number field is 8 bits in length and shows the frame sequence number.

In data frames, a sequence number between 0 and 255 is assigned by means of an incremental counter by
each stream, and once it reaches 255 it wraps back to 0.

For frames that are not data type frames, a sequence number between 0 to 255 is assigned by a counter.

6.2.2

Frame body

The frame body portion is variable length and is composed of the payload and FCS. The payload format may

vary dg
frame.

6.2.2.1

bpending on the frame type of the frame control field, and the FCS Is used to check, fq

Payload

The dgta that is actually exchanged between stations is carried in a variety of formats. In the ca

frame,
6.2.2.2

The frg
key thg

it also includes the required security information and the secure payload.
Secure session ID (SECID)

me body of all secure frames shall include the SECID field)which contains a 2-octet iq
It is used to protect the frame. In the lowest order octet ofithe SECID for all keys exce

group ¢lata key, the STNID of the key originator shall be set. The SECID for the network group

have th
for the|
relatior

6.2.2.3

The fra
ensure

e lowest order octet set to the BcstID, as described-in 6.2.1.3. In the higher order octet,
key associated with the security relationship shall be designated. The key originato
ship selects the SECID for a given key, as described in 8.3.6.

Secure frame counter (SFC)

me body of all secure frames includes,the SFC field, which contains a 2-octet counter
the uniqueness of the nonce in a~secure frame. A station shall not reuse a frame c(

same Ppeacon sequence number, as described in 6.3.1.1, and key, as described in 8.3.6. Thd

initializ
beacor
desired
the SF

6.2.2.4

The En
Payloal
Zero v
of the
MIC.

bd to zero for the first frame- sent and increment it for each successive secure frame s
sequence number, as described in 6.3.1.1, is updated, the station may reset the
or allow the counter torolfover. In the case where the station receives a new key, the s

C to zero. SFC is usedhfor retransmission detect, as described in 8.1.7.

Encryption offset (EO)

cryption Offset field indicates where encryption starts, in octets, relative to the beginning
d, as shown in Figure 7. A value of zero indicates that the entire Secure Payload is eng

alge of this field, the entire Secure Payload, along with other appropriate fields, is authe

r errors in the

\Ise of a secure

entifier for the
pt the network
data key shall
A unique value
Ir in a security

that is used to
unter with the
SFC shall be
ent. When the
SFC to zero if
tation shall set

of the Secure
rypted. A non-

llue in this field indicates that the first EO octets of the Security Payload are not encrypted. Regardless

hticated by the

6.2.2.5

Integrity code

The frame body of all secure frames shall include the integrity code field, which contains an 8-octet encrypted
integrity code that is used to cryptographically protect the integrity of the MAC header and frame payload. The
integrity code is computed as specified in 8.5.3.4.

6.2.2.6

Frame check sequence (FCS)

The Frame Check Sequence (FCS) is 32 bits in length, and is used to verify that the MPDU was received

without error.

G(x) =

It is generated using the following standard generator polynomial of degree 32:

X32+X26+X23+X22+XlG+XlZ+Xll+X10+X8+X7+X5+X4+X2+X+1
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a) The remainder resulting from (x* «(x* +x* +...)) divided (modulo 2) by g(x). The value k is the number of
bits in the calculation field.

b) The remainder resulting from the calculation field contents, treated as a polynomial, multiplied by x3? and
then divided by g(x).

At the transmitter, the initial remainder of the division shall be preset to all ones and is then modified via
division of the calculation fields by the generator polynomial g(x). The 1’s complement of this remainder is the

FCS field.

At the Jreceiver, the initial remainder shall be preset to all ones. The serial incoming bits of
fields and FCS, when divided by g(x) in the absence of transmission errors, results in.a.un

remainder value. The unique remainder value is the polynomial;

LT XHC X+ X+ xC X + X0 X+ xP2 + x X8+ X+ X2 4+ X2+ x B 30 x®

6.3 FKrame formats

A total|of six types of frames are defined, and each frame is coded with different usage codq
Table 39, depending on type.

6.3.1

6.3.1.1

This is|used during the beacon period to broadcast information to stations associated with nety

Table 39 - Usage codés by frame type

Frame type Usage code

beacon network command code
Acknowledgement network command code
Command network command code

data (stream or non:stream)

Variable depending on conditions

RTS

network command code

CTS

network command code

Beacon

Nanssecure beacon frame

secure Peacor frame Structure 1S SHoWTT i |—igure 1U.

8 2 2 2 1 1 Variable 4
Frame beacon superframe | allocation network reserved | beacon FCS
header sequence length period start | standard payload

number time code

network synchronization information

Figure 10 - Non-secure beacon frame format

the calculation
ique non-zero

s as shown in

vork. The non-

The beacon sequence number is used to tag each beacon and synchronize slave operations (such as
modifying frequency or sleep state). It is incremented by 1 on each transmission.
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The superframe length field shows the superframe length in units of usec.

The allocation period start time field shows the start time of the allocation period in the superframe in units of
usec.

The network standard code field is used to show the code rates when a slave sends a command code.

The beacon frame payload holds the information blocks described in Table 40, and each is described in detail
in 6.4.

Table 40 - Beacon frame body

Information block Content When loaded

Station UID 48 hit master IEEE 802 address as-necesgary

network synchronization parameter | Synchronization information needed by the as’'necessary
network stations to synchronize with network

[Transmit power Maximum transmit power within network as necessary

channel modification Information needed when changing«hannels | as necesdary

Resource allocation Present state of current superframe resource | as necessary
distribution

The non-secure beacon frame’s control field is set to valuestas shown in Table 41.

Table 41 - Setting the control field“of the non-secure beacon frame

Subfield Value'when sent Action when rgceived
frame type Value of beacon frame in 6.2.1.2.1 decoded
IAcknowledgement policy 0 ignored

First fragment 0 Ignored

Last fragment 0 Ignored

delayed acknowledgement request 0 Ignored

Protocol version Protocol version decoded

SEC 0 decoded

6.3.1.2 gecure beacon frame

.......... faoraa

e B—frana UTTEP-C TR N 2% H=Y H " 14 Tk P =N B—frana 1
The S O oAt U A TC SOt tUrT 1S STTowWwIT T T igurC I T e STTUTT OTaACUTT ITAn TS TOTT I Tat 1S Sed When the

network is operating in a secure mode.

8 2 2 2 8 Variable 8 4
Frame SECID SFC Encryption | Network Beacon Integrity FCS
header offset synchronization | payload code

information
Secure frame body

Figure 11 - Secure beacon frame format

The secure beacon frame’s control field shall be set and interpreted as described in Table 42.
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Table 42 - Setting the control field of the secure beacon frame

Subfield Value when sent Action when received
frame type Value of beacon frame in 6.2.1.2.1 decoded
Acknowledgement policy 0 ignored

First fragment 0 Ignored

Last fragment 0 Ignored

delayed acknowledgement request 0 Ignored

Protocol version Protocol version decoded

SEC 1 decoded

6.3.2

Acknov
acknoy
acknoy
acknoy

Frame

Acknowledgement

vledgement frames are of two types -
ledgement frames — and are encoded with the network standard,cede rates. While
ledgement frame is composed only of a frame header ‘with a frame body,
ledgement frame contains a payload and is thus composed-of both frame header and frame body.
control fields in an acknowledgement frame are set as in Table-43.

Table 43 - Setting the control field{ef the beacon frame

immediate acknowledgement frames

and delayed
the immediate
the delayed

Subfield Value when sent Action when rgceived
frame type Value of acknowledgement frame as decoded
shown in6:271.2.1
lacknowledgement policy Value'of frame type of acknowledgement | decoded
frame
First fragment 0 Ignored
Last fragment 0 Ignored
delayed acknowledgement request | O Ignored
Protocol version Protocol version decoded

The ad
and thg

The st

6.3.2.1

am\D and stream sequence number are set to 0 and ignored when received.

knowledgement frame’s source station ID field is set to the Destination station ID of the received frame,
Destinatian station ID field is set to the source station ID of the received frame.

Immediate acknowledgement

The immediate acknowledgement frame is composed of only a frame header without a frame body as in
Figure 12, and can be used during any period. It is encoded using the network standard code rates.

2 2 1 1 1 1 4
network ID Frame source Destination streamID Sequence FCS
control station ID station ID number

Frame header

Figure 12 - Immediate acknowledgement frame format
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6.3.2.2 Delayed acknowledgement

When the destination station receives a delayed acknowledgement request in a stream using delayed
acknowledgement, it uses delayed acknowledgement only during the allocation period. The frame format is as
shown in Figure 13, and is encoded using the standard codes.

8 2 7 7 7 4
Frame length Record of Record of Record of FCS
header (=7*m) stream-1 stream-2 stream-m

payload

frame body

Figure 13 - Delayed acknowledgement frame payload format

The stijeam record field is as shown in Figure 14.

octet:1

1

1

2

stream ID

Starting sequence
number

Ending sequence
number

Bitmap of receive
status

Figure 14 - Format of record fofstream-m

The stieam ID field is 2 octets and is used by the data to identify the stream using delayed ackfowledgement.
When B2 or more frames are being acknowledged in the stream, one or more information blocks$ can be used.

The starting sequence number is 2 octets and indicatés-the sequence number of the first frame|corresponding
to the feceive status bitmap. Likewise, the ending.Sequence number is 2 octets and indicateq the sequence
numbey of the last frame corresponding to the recCeive status bitmap.

The regeive status bitmap is 4 octets, and.each bit represents the success or failure of each frane received in
the stieam. The first bit of the recejve, status bitmap corresponds to the frame containirjg the starting
sequerjce number and the rest of the bits correspond in order to the frames with the following humbers. A bit
value gf ‘1’ in the receive status bitmap indicates a successful reception, and ‘0’ indicates that the reception
was urjsuccessful.
6.3.3 [Command
The cgmmand frame. is“used during the contention period for exchanges between master gnd slave, and
during [the allocation:period for exchanges between slaves. It is sent during the relevant stafjon’s assigned
timeslgt or the (contention period, and one frame can hold one or more command blocks. Of describes the
command types.in detail.

6.3.3.1 Non-secure command frame

The non-secure command frame shall be formatted as shown in Figure 15. The command types are described
in 6.5.

octet:8 (1+2+L1) a+2+L2) | ... (1+2+Ln) 4
Frame header Command Command Command FCs
block-1 block-2 block-n
payload
frame body

Figure 15 - Non-secure command frame format
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ISO/IEC 24771:2014(E)

octet:1

2

L

Command type

length

Command payload

Figure 16 - Command block format

The frame header stream ID is set to 0 and ignored when received.

While the command payload is of variable length, the command block is laid out in 2-octet increments in the
frame body. If the command block length is not in 2-octet units when the command payload is created, it is

padde with Q’s to fill the Inngfh and the Iongfh field indicates nnl\/ the Qignifir\:\nf pnrﬁnn
6.3.3.2] Secure command frame
The sgcure command frame shall be formatted as shown in Figure 17. The command-types afe described in
6.5.
octet:8 2 2 2 (1+2+L1) (2+2+L2) 2. (1+2+an 4
Frame SECID SFC Encryption | Command Command Commavhd FCS
header offset block-1 block-2 block-n

secure frame header payload

frame body

Figure 17 - Format of séCure command frame

6.3.4 |Data (stream or non-stream)
This is|used primarily using the allocation perigd to send data, and it may be used during the coptention period
to exchlange data of short length as well.
6.3.4.1] Non-secure data frame

The fofmat of non-secure data frarhe is shown in Figure 18, and is encoded using a variety of c(

octet.8

variable

4

Frame header

Variable length data

FCS

Figure 18 - Non-secure data frame format

des.

6.3.4.2]  Secure data frame
The formatof-securedateframets—strownin F;gwc 18; ancHsencoded uaillg [ val;cty ofcodes.

octet:8 2 2 2 variable 4

Frame header SECID SFC Encryption | Variable length data | FCS

offset
Figure 19 - Secure data frame format
6.3.5 RTS (Request To Send)
The RTS frame format is shown in Figure 20.
octet:2 2 1 1 2 4
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NID Frame source Destination RTS time FCS
control station ID station ID

Figure 20 - RTS frame format
6.3.6 CTS (Clear To Send)

The CTS frame format is shown in Figure 21.

octet:2 2 1 2 4

NID Frame control source station ID | CTS time FCS

Figure 21 - CTS frame format

6.4 Ipformation block
The infprmation block is detailed in Table 44, and each individual part is described in the following clauses.

Table 44 - Information blocks

Information informatien
block ID

station UID

station name

station type

network synchronization

capability

maximum supported time slot

channel modification

power management parameter

maximum transmit power

O1/O | N || D] W|IN|FL|O

resource allocation

[EnY
o

new master notification

[EEN
[ERN

sleep state notification

12-254 reserved

255 vendor specific

The format of the information block is shown in Figure 22. The first octet is the information block ID, and the
second octet is the data length (Ln) in octet units. The next Lnoctets are the data. More than one information
block may be included in a frame and there are no restrictions on the order.

The information block in a frame body is arranged in 2 octets units. When the frame body is made, if the
information block is not in units of 2 octets, 0’s are appended to the end of the data to fill the 2-octet length.
However, the length field of the information block indicates only the significant data length (excluding the
zeroes used for padding). When the frame body is opened and the payload read out, only the actual data is
read based on the field length, and the padded zeroes are ignored.

octet:1 1 Ln
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Information
block ID

length (=Ln)

data

Figure 22 - Information block format

The station UID information block is shown in Figure 23.

octet:1

1

6

Information

length (=6)

Station ID

bloelk 1D (=0)
DTty

Figure 23 - Station UID information block format

The station UID is the 48 bit IEEE 802 address of the source station.

6.4.2

Station name

The station name information block is shown in Figure 24.

octet:1 1 variabte
information length (<256) station name
block ID (=1)

Figure 24 - Station name infermation block format

The station name is the name of the source station recognized by the user, and the maximunp length is 256

octets.

6.4.3

Station type

The station type information block is shown in Figure 25.

The station type-field represents the station type. The 3-octet representation of the station ty

been defined.

6.4.4

octet:l 1 3
information length (=3) station type
block ID (=2)

Figure 25 - Station type information block format

Network synchronization

be has not yet

The network synchronization information block is shown in Figure 26.

octet:1 1 1 1 2
information length (=4) Modification Counter Value to
block ID (=3) information change

Figure 26 - Network synchronization information block format

The modification information field indicates the network synchronization information to be changed in the
future. The value to change will be altered according to this field.
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If this field is 1, it means the superframe length will change, and if 2 it means that the channel in use will

change.

The counter field represents the point at which the modified network synchronization information applies. For
example, if the current beacon sequence number is 3 and the counter field is 2, the modified synchronization
information will take effect after a beacon sequence number of 5 is received.

The value to change field represents the value of the network synchronization information to be modified, and
its meaning varies according to the value of the modification information. If the modification information field is
1, it indicates the new superframe length in usec, and if 2 it indicates the new channel ID.

6.4.5 Capabilities

The cgpability information block is shown in Figure 27, and its fields are laid out in Figure 28.

the capability information block do not change once a station is associated with network u

The values of
ntil the station

disassgciates itself. The master’s capability field value does not change while it remains nfaster|of network.
octet:1 1 2

information length (=2) capability

block ID (=4)

Figure 27 - Capability information block’format

2 octets
bit:b0 b1l b2 b3 b4~b7 b8~b11 b12~b1p
task master real-time Sleep'state | Amount of | Amount of | undefingd
capable stream support available memory
support power

The task bit represents the current station’s role, and if the station is master it is set to ‘1°, othery

Figure 28*- Capability field format

The master capable bit is set to 1%if.the station is capable of becoming master of network, othe

The regltime stream support'hit is set to ‘1’ if the station supports real-time streams, otherwise ‘(.

The sl

master|this bit is always 0.

The available .power field indicates the amount of power left in the station. ‘1111° means tha
being qupplied from a stable source of power.

6.4.6 Maximum supported time slot

The maximum supported time slot information block is shown in Figure 29.

octet:1 1 1
Information length (=1) Maximum number of
block ID (=5) supported time slots

© ISO/IEC 2014 — All rights reserved
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vise ‘0.

'wise ‘0.

ep state support bit is set to ‘1’ if the device uses sleep state for power saving, and in the case of the

the station is
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The maximum supported time slot field indicates the maximum number of supported time slots that can be
allocated to a source station.

6.4.7

Maximum transmit power

The maximum transmit power information block is shown in Figure 30.

octet:1 1 1

information length (=1) Maximum

block ID (=8) transmit
power

The maximum transmit power field shows the maximum transmit power allowed by network’in 2

Figure 30 - Maximum transmit power information block format

s complement

form, in dBm units. For example, +2dBm is encoded as 0x02, and -2dBm is encoded-as OxKE. Also, Ox7F
means|that the master does not restrict the transmit power.

6.4.8 |Resource allocation

The rejsource allocation information block is shown in Figure 31. Due\to restrictions on the| length field a

information block can be a maximum of 256 octets, therefore if needed the master can divid

allocat

togethgr all resource allocation information in the received beacon frame. To facilitate the com

resour¢e allocation information blocks, the master sequences.tliem by the channel time.
octet:1 1 6 6 6
information length resource resource resource
block ID (=n*6) allocation allocation allocation
(=9) block+1 block-2 block-n

Resou
arrang

on information and load it into multiple information blocks«n\the beacon. The destinati

e the resource
bNn station puts
bination of the

Figure 31 - Resource allocation information block format

ce allocation information blocks ‘are made up of many resource allocation blocks, and
bd in the order of the start tinde of the time slot. The resource allocation block is shown in

each block is
Figure 32.

octet:1 1 1 1 1 1

Start of
allocated slot

Destination streamID Allocate

station ID

source station
ID

length of
allocated slot

d code

The so

Figure 32 - Resource allocation block format

urce station ID indicates the station to which resources have been allocated.

The de

stimation station 1D indicates the station to which the solurce station is qpnding the framd

, and if this ID

is the broadcast ID, the source station sends broadcast frames during the time slot.

The start time field is composed of two parts, and the first four bits represent the start time slot index while the
last four bits represent the number of allocated time slots.

The stream ID field indicates the stream that is being used for transmission by means of the resources.

The allocated time slot field represents the starting slot for the allocated time slot. ‘1’ is for the first slot of the
allocation period, and ‘0’ is for the contention period. If this field is set to ‘0’, it means that the station with
destination station ID is waking up during its contention period.

The number of allocated time slots field represents the number of allocated time slots, and this number of time
slots is allocated to the source station from the time slots represented in the start time slot index field.
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The new master notification information block is shown in Figure 33.

octet:1 1 6 1 2
information length (=9) new master | new master | Time limit
block ID station UID ID for handover
(=10)

Figure 33 - New master notification information block format

The new master station UID field represents the unique number of the station to become master.

The new master ID field represents the currently assigned ID of the station to become’master.

The handover time limit field represents the time limit in which the station must become the magter.

6.4.10

The sl¢ep state notification information block, which reports the entry-of a station into sleep

Sleep state notification

wakeup time, is shown in Figure 34.

state and the

octet:1 1 1 1 1 1
information length beacon sleeping beacon sleeping
block ID (=2*N) counter #1 stationID #1 counter #N station 1D
(=11) #N

The begacon counter field represents the number of superframes remaining until the sleeping st
and hegr the beacon. For example, if thiSyvalue is 2, it means that the station wakes up and he

after 2

The sl6

6.4.11

Figure 34 - Sleep state notification information block format

tion can wake
rs the beacon

superframes (including the superframe of this beacon), and if 1 it means that it will rgceive the next
superffame in the contention period:.

eping station ID field tepresents the ID of the station in a sleep state.

Vendor specific

The vephdor specific_IE shall be formatted as illustrated in Figure 35.

octet:1 1 3 Ln
Element ID length (=3+Ln) VendorOUI Vendor specific information
(=255)

Figure 35 - Vendor specific information element format

The vendor specific information field is defined by the vendor identified in the VendorOUI field, which is
specified in IEEE RAC. Its use by a station is outside of the scope of this standard

6.5 Command block

Each command block is composed of a 2-octet command type field, a 2-octet length field, and a variable-
length command payload, as shown in Figure 36.

© ISO/IEC 2014 — All rights reserved
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octet:1 2 Lx

command type length (=Lx) Command
load

type(4 bit) command(4bit) payloa

Figure 36 - Command block format

Commands are roughly divided into four types as shown in Table 45, and each command is described in
detail in the following clauses. The command type field is divided into two subfields — the type subfield and the

command subfield.

Table 45 - Command types

Type

(type subfield: 4 bits)

Command
(command value subfield: 4 bits)

(0x1)

network management

associate request (0x1)

associate response (0x2)

disassociate request, (0x3)

master handover,(0x4)

(0x2)

stream management

resource allotation request(0x1)

resource.allocation response(0x2)

resource allocation modify (0x3)

resource allocation termination (0x4)

delayed transmission verification
resynchronization (0x5)

power management

sleep state request (0x1)

(0x3) sleep state response (0x2)
activation notification (0x3)
transmit power adjustment (0x4)

other station information request (0x1)

(Ox4)

station information response (0x2)

data query (0x3)

channel status request (0x4)

channel status response (0x5)

remote channel scan request (0x6)

remote channel scanresponse (0Ox7)
Lad AY 7

key management
(0x5)

request key (0Ox1)

request key response (0x2)

distribute key request (0x3)

distribute key response (0x4)

(0Ox6)

security management

security message (0x1)

vendor specific
(OxF)

vendor specific command
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6.5.1 Network management
6.5.1.1 Associate request
This is the command block used to associate a new station with the network built by the master.

The acknowledgement policy is set to immediate acknowledgement, and the first fragment, last fragment,
retransmit, and delayed acknowledgement request fields are set to 0 and ignored when received.

The network ID field of an associate request sent by a disassociated station is set to 0, and for an associate
request from a station already registered it is set to the current network ID value.

The soprce station ID is set to ‘'OXFE’ to indicate a station with no assigned ID, and the destinatipn station ID is
set to ‘D’ to indicate the master.

The command block to be carried as the payload is shown in Figure 37.

octet:1 2 6 2 2

Command length Station UID | capability Time limit

type (variable) for

(=0x11) association
(usec)

Figure 37 - Associate request command block format
The station UID field represents the 48 bit IEEE 802 address\of the station requesting associatign.

The capability field indicates the capability of the station requesting association as shown in Figire 28.
The allpcation ID field is set to ‘OxFE’ and ignored when received.
If a regponse to the associate request is notreceived within the time specified by the association time limit

field, the station is disassociated and an attempt is made to associate again. Also if the master does not
receivg a frame from the station during this time, it disassociates the station and waits for pn association

6.5.1.2 Association response
This is|the command block that the master sends as a response to the station requesting the asgsociation.

The agknowledgenient policy is set to immediate acknowledgement, and the first fragment,[last fragment,
retrangmit, and delayed acknowledgement request fields are set to 0 and ignored when receivedl.

The network ID field is set to the current network ID.

The so xFE’.

The command block to be carried in the payload is shown in Figure 38.

octet:1 2 6 1 1
command | length station Allocated reason
type (variable) | UID ID

(=0x12)

Figure 38 - Association response command block format

The station UID field represents the 48 bit unique number of the station requesting association. The master
uses the value in the previously received association request frame to fill this field. When two or more stations
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are awaiting an association response from the master, they use the station UID field of the association
response frame to determine whether the frame is intended for themselves.

The allocated ID field is filled with the ID to be assigned to the station requesting association. The station
begins communicating using the assigned ID, and it is retained until the station is disassociated. If the master
denies the association request, this field is set to ‘OXFE’ and the reason code field is set to the reason for
denial.

Valid reason codes are the following.

- 0: the maximum number of stations handled by network which are already associated

- 1: no [pandwidth exists for a new station
-2: poJ>r channel state

- 3: thgl master is terminating and no alternate master exists in network
- 4: station is attempting to disassociate

- 5: channel is being changed

- 6: master handover is taking place

- 7: stafion authentication is failed

- 8-255: reserved

6.5.1.3] Disassociation request

The master or slave can make a disassociation request, and the command block format in shown in Figure
39.

octet:1 2 6 1
commandtype | length (=7) station UID Reason code
(=0x13)

Figure 39 - Disassociation request payload format
The station UID field tepresents the 48 bit IEEE 802 address of the station requesting disassociftion.

Valid r¢ason codes are the following.

-0: starion status is expired (must associate again)

- 1: poor channel state

- 2: station has exceeded its allotted channel time

- 3: master is terminating and there is no alternate master
- 4: station is attempting to disassociate

- 5-255: reserved
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This command is used when the master hands over its authority to another master-capable station in the
network. The master compares the capabilities of the stations in the network and hands over its authority to
the most eligible station. The capabilities evaluated when selecting the master are laid out in order of

preference in Table 46.

Table 46 - Order of preference when comparing capability

sequence Information comments

1 Station status master state is preferred
2 RTC bit RTC =1 is preferred

3 SEC bit SEC = 1 is preferred

4 PS bit PS =0 is preferred

5 Power availability field Higher value is preferred
6 Memory field Higher valueris preferred
7 Storage type bit Higher value“is preferred
8 Station UID Higherwvalued is preferred

The master handover command block format is shown in Figute 40.

qctet:1 2 2 6 6. 2
dommand type | length Number of master station alternate Handgver time
(FOx14) (=16) stations uiD master station | limit
uiD
Figure 40 - Master handover command block format
The number of stations field is the total-number of stations currently connected to the network.

The master station UID represents the unique ID of the master station.

The alternate master station*UID represents the unique ID of the alternate master station to tak

master;

The h
inform
sent by

Once t

ndover time-limit field represents the interval in which the new master must inher|
tion from.the current master and generate a beacon frame, starting from the most recent
thecurrent master. The unit of time is 8us and the maximum is 524280us.

ha current master sends the station information it no lonaer transmits heacon framaeaes
t t t at —H g E k <H < -

e on the role of

t the relevant
beacon frame

6.5.2 Stream management

6.5.2.1

Resource allocation request

The resource allocation request command block format is shown in Figure 41. The resource allocation request
record format is shown in Figure 42.
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octet:1

2

99


https://iecnorm.com/api/?name=5fa46af5ce3ecf12db15729e759d48d3

ISO/IEC 24771:2014(E)

command type
(=0x21)

length(=n*6)

resource
allocation
request record
for stream-1

resource
allocation
request record
for stream-2

resource
allocation
request record
for stream-n

Figure 41 - Resource allocation request command block format

The st
identifi
transm

The re

The mi
period

octet:1 1 1 1 2
Destination Stream Resource Amount of Required
station 1D request ID allocation data to BER level
period (Kus) transmit each
period
(octet)

terming

The minimum transmitted data per period field indicates the appropriate amount of data to be s

for str

The r

m transmission.

uired BER level field indicates the BER level required by the stream. This field is

1*expgnent).

6.5.2.2

Figure 42 - Resource allocation request record format

eam request ID field is 1 octet and is generated to prevent duplication pf stream conn
ers. This identifier is used with the ID of the requesting station, and is)maintained while
tting or receiving frames later on.

source allocation period field represents the allocation period-ofthe resources allocated t
nimum necessary data per period field represents the minimum amount of data that mus

for stream transmission, and if the resources to belallocated are smaller than this si
tes the stream services.

ection request
the stream is

b the stream.
t be sent each
re, the master

ent per period

divided into a

mantisga (first octet) and an exponent (second octet), and the required BER is calculated by mantissa*10”\(-
Resource allocation response
This frame is sent as a response to a resource allocation request or modification request.
octet:1 2 1 1 1 1 1
command length stream streamID Number of Number of Readon
type (=0x22) (=5) request ID periodically | allocated code
allocated codes
time slots

Figllrn 43 - Resaource allocation response command block format

The stream request ID field is defined in 6.5.2.1.

The stream ID field enables the identification of many streams between source/destination stations. The
highest 4 bits show the media type, and the lowest 4 bits show the sequence number. The combination of
source station ID, destination station ID, and stream ID together identify a stream in network.

The periodic allocation time slot field shows the number of time slots requested by the slave to be allocated in
each period.

The number of allocated codes field indicates the number of codes to be assigned to the slave.

© ISO/IEC 2014 — All rights reserved
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The reason code field shows whether the resource allocation request was successfully executed, and the
values are as follows.

: success

: request from a station not associated with network
: the requested priority is not supported

: stream is terminated by the master

. stream is terminated by the destination station

: inspfficient resources

: degtination station is in powersave mode
: request denied

- 8-255: reserved

6.5.2.3

Resource allocation modification request

The repource allocation modification command block format is shewn in Figure 44. The resoprce allocation
modifidation request record format is shown in Figure 45.

octet:1 2 6 6 6

Command length (n*6) Resource Resource Resourde

type (=0x23) allocation allocation allocation
modification modification modificajtion
record-for record for record fgr
stream-1 stream-2 stream-n

Figure 44 - Resource-allocation modification command block format

The stijeam| D field indicates the ID of the stream requesting the resource allocation modificatio

octet:1 1 1 1 2
Destination StreamID Resource Amount of Required
station |D allocation data to BER level

period (Kus)

transmit per
period (octet)

Figure 45 - Resource allocation modification request record format

=

The reSOUrce alocation period Tield Tepresents the allocation period of the resources altocated T

the stream.

The minimum necessary data per period field represents the minimum amount of data that must be sent each
period for stream transmission, and if the resources to be allocated are smaller than this size, the master

terminates the stream services.

The minimum transmitted data per period field indicates the appropriate amount of data to be sent per period
for stream transmission.

The required BER level field indicates the BER level required by the stream. This field is divided into a
mantissa (first octet) and an exponent (second octet), and the required BER is calculated by mantissa*10”\(-

1*expo
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Resource allocation termination

This frame is sent as a response to a resource allocation request or modification request.

octet:1 2 1 1 1 1
command length Source Destination stream ID Reason
type (=0x24) (=4) station 1D station ID code

Figure 46 - Resource allocation termination command block format

The source station ID field is the ID of the station transmitting on the stream whose resource allocation is

being t

The dg
being t

H +taal
T Tatcur

stination station ID field is the ID of the station receiving on the stream whose resour
erminated.

The stieam ID field is the ID of the stream whose resource allocation is about to bée terminated.

The re
values

hson code field indicates whether the resource allocation termination request was succ
are as follows.

- 0: str¢gam transmit terminated

. strg
. strg

. strg

: deg
: deg
- 8-255
6.5.2.5

Only s
send a

: stream receive terminated

pam transmit abnormally halted
pam received abnormally halted

pam terminated by master

: soyrce station terminated

tination station terminated
tination station is in powersave mode
: reserved
Delayed acknowledgement resynchronization

ations that are sending streams 1:1 to other stations using a delayed acknowledgem
delayed acknowledgement resynchronization. The command block format is shown in Fi

e allocation is

bssful, and the

bnt policy may
gure 47.

2 3 3 3

octat:1

stream-m
record

stream-2
record

stream-1
record

command
type (=0x25)

length
(=3*m)

Figure 47 - Delayed acknowledgement resynchronization command block format

The record format is shown in Figure 48.

octet:1 2

stream ID Resynchronization sequence number

Figure 48 - Delayed acknowledgement resynchronization command record format

© ISO/IEC 2014 — All rights reserved
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The stream ID field is 2 octets and represents the stream to be resynchronized between the source station
and destination station.

The resynchronization sequence number field is 2 octets and represents the sequence number of the first

frame

6.5.3

6.5.3.1

after the command.
Power management

Sleep state request

Stations that wish to go into a sleep state while associated with the network must receive permission from the
master to do so. This command is used to request permission to go to sleep and the format is shown in Figure

49.

The sl

receivq
6.5.3.2

The master can grant or deny a sleep state request, and the-Station can only go to sleep if the

octet:1 2 2

command type (=0x31) length (=2) Sleep period

Figure 49 - Sleep state request command block format

pep period field represents the time from the entry into sleep state until the station
s a beacon.

Sleep state response

wakes up and

master grants

the request.
octet:1 2 2 2 1
command length (=4) sleep<period beacon sequence | reason code
type (=0x32) number at start of
sleep
Figure 50 - Sleep state response command block format
The slgep period field is the perigd” of time until the sleeping station will wake and hear a

master

this fie

The be
state o
next su

denies the sleep requestithis field is set to ‘0’ and the reason code is set to the reason fi
d is not ‘0’ the reason‘code is ignored.

f the station. The station receives a beacon with this sequence number and begins to
perframe.

The reqson.code values as are follows.

-0:no

esources

acon sequence(number at start of sleep is the sequence number of the beacon that §

beacon. If the
pr the denial; if

tarts the sleep
sleep from the

- 1: channel change in progress

- 2: master handover in progress

- 3: unknown reason

- 4-255: reserved
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Activation indication

This command is used by a station in a sleep state or with a granted sleep state request, in order to request
reactivation from the master. After acknowledgement of this command, the master halts buffering for the

station

6.5.3.4

and sends frames to the station.

octet:1 2

command type (=0x33) | length (=0)

Figure 51 - Activation indication command block format

This cd

The transmit power field shows the transmit power adjustment amount requested by the

complg

Trancmit nonaar adinictimant
Fransmi-poweradiustment
mmand is used to adjust transmit power for a station, and the format is shown in Figure
octet:1 2 1
command type (=0x34) length (=1) Transmit power

Figure 52 - Transmit power adjustment command/bleck format

ment format, in dBm. For example +2dBm is encoded as 0x02; and -2dBm is encoded

0x7F npeans that a transmit power adjustment has not been requested.

6.5.4

This se
and be

6.5.4.1

This command requests a payload protection key from the key originator, and the SEC fiel

control

Sharin
of this

6.5.4.2

Key management

t of commands is used to establish the security-and privacy functions between a station
fween stations in the network.

Request key

field shall be set to one.

command is shown in Figure 53.
octet:1 2
Command type length (=0)

Figure 53 - Key request command format

Request key response

) the management key, the requesting station and the key originator protect this commal

b2.

station in 2’s
as OXFE. Also,

and the master

d in the frame

nd. The format

This command sends the requested key in an encrypted format from a key originator to the requesting station,
and the SEC field in the frame control shall be set to one. Sharing the management key between the
requesting station and the key originator, this command shall be protected and the integrity is generated. The

format

of this command is shown in Figure 54.
octet:1 2 2 16
Command type length (=2+16) SECID Encrypted key

Figure 54 - Request key response command format

The SECID is the unique identifier for the security relationship with which the key is associated. The SECID
identifies the type of key and the key originator and is defined in 6.2.2.2.The encrypted key field is defined in
the symmetric key security operations, as described in 8.3.6. The Encryption Offset field shall be set to five.
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6.5.4.3 Distribute key request

This command transmits a key to another station, and the SEC field in the frame control field shall be set to
one. If the source ID is the mastered, this command may have the ACK policy field set to no-ACK. Sharing the
management key between the requesting station and the key originator, this command shall be protected. The
format of this command is shown in Figure 55.

octet:1 2 2 16

command type length (=2+16) SECID Encrypted key

Figure 55 - Request key response command format

The SKECID is the unique identifier for the security relationship with which the key is associatgd. The SECID
identifies the type of key and the key originator and is defined in 6.2.2.2.

The encrypted key field is defined in the symmetric key security operations, as described in 8.3.p.

6.5.4.4] Distribute key response
This command informs the key originator whether or not the key was properly received in g distribute key
protocgl, and the SEC field in the frame control field shall be set toyone. Sharing the management key
betwegn the requesting station and the key originator, this commafd,shall be protected. Thg format of this
command is shown in Figure 56.

octet:1 2 2

SECID

command type length (=2)

Figure 56 - Request key response command format

The SECID is the unique identifier for the secukity relationship with which the key is associatgd. The SECID
identifigs the type of key and the key originater and is defined in 6.2.2.2.
6.5.5 |Security management
6.5.5.1] Security message

This cgmmand sends security related information to another station in the network, and the SEC field in the
frame g¢ontrol field shall be set to zero. The format of this command is shown in Figure 57.

octet:d

1

3

Ln

Element ID

length (=3+Ln)

VendorOUl

Security information

= 7 _\/ Al HH H T 4 'H £ +
Flyulc g vCITTUuUl OlJCbIIIL; OC\.’UIILy mmrouTrTimratiurT TUTTIrat

The security information field includes security related information defined by the vendor identified in the
vendor OUI field. Its use by a station is outside of the scope of this standard.

6.5.6 Vendor specific
6.5.6.1  Vendor specific command

The format of the vendor specific IE is shown in Figure 58.

octet:1 1 3 Ln
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Element ID length (=3+Ln) VendorOUl Vendor specific information

Figure 58 - Vendor specific information element format

The vendor specific information field is defined by the vendor identified in the vendor OUI field, which is
specified in IEEE RAC. Its use by a station is outside of the scope of this standard

6.5.7 Other

6.5.7.1  Station information request

This is|used when a slave requests information about a specific station or stations from the nLaster, and the
formatjis shown in Figure 59.

octet:1 2 1

command type length (=1) ID of target of

(=0x41) information
request

Figure 59 - Station information request command block format
The information request ID field represents the assigned ID of thelstation about whom the slavg is requesting
information from the master. If this field is set to the broadeast™ID, it means that the request concerns all
stations.

6.5.7.2  Station information response

The station information response command blockdfermat used by the master to respond to stat{on information
requests is shown in Figure 60.

octet:1 2 12 12 12

command length stationl station2 . stationl

type (=12*N) station station station

(=0x42) information information information
block block block

Figure 60 - Station information response command block format

The rgquested infarmation about each station currently associated with the network is in¢luded in data
record$, and the fermat is shown in Figure 61.

octet:6 1 1 2 2

station UID station 1D state capability sleep period

Figure 61 - Station information block format
The station UID field represents the 48 bit IEEE address of the station.
The station ID field represents the ID assigned by the master.

If the state field is O it means that the station has been associated but not yet verified, and if 1, it means that
the station has been associated.

The capability field shows the station capability as in Figure 28.

The sleep period represents the sleep period if the station is sleeping.
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6.5.7.3 Data query

The data query command is used to request information from a station or respond to it. This command can be
exchanged between two stations in network. The components of this frame are shown in Figure 62. The
stream ID in the Frame header of the data query command is set to 0 and ignored when received.

octet:1 2 2 variable
command type length data request information block
(=0x43)

Figure 62 - Data query command block format

The ugper 15 bits of the data request field are a bitmap of the requested information. The reguesting station
sets edch bit corresponding to the requested information to 1. The location of bits in the.data fequest field is
equivalent to that of the information block ID in the information block. In other words, the n-th|bit of the data
request field corresponds to the information block with an ID of ‘n’. If all data request\fields afe set to 0, the
station|is requesting no information but reporting its own information to the source Station.

The dgta request field’s MSB determines whether the rest of the bits are a bitmap or a representation of the
request information block ID.

The information block field is a list of information blocks as explained~in 6.4. Each information block can be
flexiblylarranged, and not all information blocks need to be containecktherein.

6.5.7.4] Channel state request

This is|sent to a station to find out its current channel state, ‘and the format is shown in Figure 63.

octet:1 2

command type (=0x44) length (=0)

Figure 63 - Channgl state request command block format
6.5.7.5] Channel state response

This cgmmand is sent as a response to the station requesting the channel state, and the format is shown in
Figure [64.

octet:1 2 2 2 2 2 2
command length(=10) | assessment | number of number of number of number of
type (=0x45) period (kus) | transmitted received erroneous lost frames
frames frames frames
received

l:ignrn 64 - Channel state response commandbhlock format

The assessment period field represents the time for the channel assessment in kus.
The number of transmitted frames represents the total number of frames sent by the station.

The number of received frames represents the total number of frames received by the station, and this
number includes only those frames with the source station ID set to this station.

The number of erroneous frames received represents the total number of erroneous frames received by the

station. Here an erroneous frame means a frame that passed the PHY header error-check but did not pass
the frame error-check.
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The number of lost frames represents the total number of frames whose existence is expected but have not
been received. If a received frame’s sequence number is not one higher than the previously received frame in
the stream, this indicates that a frame has been lost in the interim, and the difference between the consecutive
frames’ sequence numbers minus 1 is the number of lost frames. These differences are summed up across all

streams and placed into the number of lost frames field.

6.5.7.6

Remote channel scan request

Resent frames are excluded from this calculation.

This is used by the master to request a remote channel scan to a slave to find out the channel state of a
different frequency. Only the master can send this command frame, and the format is shown in Figure 65.

The channel bitmap field shows the channels to be scanned in a bitmap<{ormat. The Nth bit

octet:1

2

2

command type
(=0x46)

length (=N)

channel bitmap

Figure 65 - Remote channel scan request command blockformat

orresponds to

the Nth channel, and if the bit is 1 the channel is scanned, otherwise it js\not scanned.
6.5.7.7 Remote channel scan response
This is| sent by a station to the master as a response to a-femote channel scan request, angl the format is
shownlin Figure 66.
ogtet:1 2 1 1 5 5 E
Command | length (=1 Reason Numbet of | Channel Channel Channel
type or 3+5*N) code channels information | information information
=Px47) (“N) record #1 record #2 necord #N

The reg@son code field has the following values.

- 0: sug
- 1:req
-2:inv

- 3-255

cess

uested denied

: reserved

If this f

hlid channelindex was requested

Figure 66 - Remotechannel scan response command block format

eld is Q nao fields follow afterwards _and the Inngth of the command.is ]

The number of channels field represents the number of channels that are scanned and reported.

octet:1 1 2 1
Channel ID Channel Network 1D Scanned
quality frame type

Figure 67 - Channel information block format

The channel ID field represents the ID of the scanned channel.

The channel quality field represents the quality of the scanned channel.
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The network ID field represents the network ID discovered during the scan. If this field is O, it means that no

network was discovered.

The scanned frame type field represents the type of the frame discovered during the scan. This field only has
relevance when the network ID field is not 0.

6.5.7.8  Application specific

This purpose of this command is to allow vendors to perform the enhanced operation that is out of this
standard. For example, by using this command, devices in the network exchange more detailed information

such as queue size or number of collision to provide QoS. The frame format is illustrated below.

octet:1 3 1 variable
command type Vendor Unique | length (=3+N) Vendor defined
(=0x48) ID command

Figure 68 - Application specific command format
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AC feature description

This chapter describes the role of the MAC layer.

7.1 describes how each station establishes or associates itself with the network.

7.2 describes how the stations individually access the media by period.

7.3 describes how the master and slave synchronize with the superframe by means of the beacon frame.

7.4 de
Each §
adjustq

7.5 deg

7.6 dq
transm

7.7 deq

7.8 de
eXxcess

7.9 list

7.1 N

For on
station
otherw
networ
on the
networ

scribes the means by which the quality of service of the streams between the statie
tream is allocated to the resources to satisfy their individual quality of service, and, the
d to support quality of service even if channel conditions change.

cribes the process of fragmentation and defragmentation.

scribes the acknowledgement of a transmitted frame and the€ retransmission
ssions have failed.

cribes the efficient power saving method.

scribes the dynamic channel changing method when,data communication becomes
ive channel noise or too many stations are occupying-one frequency channel.

b the values of the parameters used in the MAC layer.

letwork formation and associatien

b station to communicate with anather, they must first be associated with network. Bas
scans each frequency channel to find a existing network, if one exists it associate
se it appoints itself masterand forms a new network on a specific frequency channel. (
K means periodically transmitting beacon frames on a certain frequency channel.) Howe
station’s capabilities it may simply continue scanning without forming a network, or m
k regardless of whether or not one already exists. In the latter case, if a network already

frequemcy channel, the/formation of a new network may be abandoned.

7.1.1

Each s

Channel scanning

fation. listens passively for a beacon frame from the master in order to discover an existin

The statien”selects a certain frequency channel and waits for a beacon frame for channel sca

Ns is ensured.
resources are

process when

difficult due to

cally, once the
5 itself with it,
Forming a new
er, depending
ay form a new
bXiStS on every

g network.

n time, and if it

hears a beacon from the master during this interval it determines that there exists a network on this frequency
channel, otherwise it determines that no network exists on the frequency channel and moves on to the next
frequency channel to scan.

When DME specifies a NID in its scan request, it ignores all beacons other than the beacon from the specified
network, and in the case of an open scan where no such designation is made, all beacons are received.

Most stations continuously scan each frequency channel to find an existing network, but stations whose DME
has determined not to become the master wake up one per channel scan period and perform one channel

scan in

channel scan time in order to reduce power consumption.
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The master ensures that its newly formed network ID does not overlap with another network. The method of

this generation is beyond the scope of this International Standard.

7.1.3 Association

Stations disassociated with a network may request network association during the contention period, and
when the master receives the request it responds with an associate request acknowledgement. The master
determines whether to grant the station’s network associate request and reports the result in an associate
response frame. If association has been granted, the associate response frame contains the assigned ID, and
when denied the reason for denial is reported. If the station wanting association does not receive an associate

response within the assoclate response time [imit, It retries the assoclate request. The 9

associgte response time limit.

MAC association

Master

Slave

Short Receiv
Interval

Association Request

Acknowledgement

<

Process for
Association Reque

Assgciation Response

Association Response
RestrictedTime

>

Process for
Association Repons

D]

<

Association Re ponse

|
||
1
RestrictedTime |
|
|
|

7.1.4 Disassociation

Figure 69 - Association Process

blave sets the

Stations desiring to disassociate from network send a disassociate request and reason code to the master,
and the master acknowledges this disassociate request with acknowledgement frame.
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7.1.5 Master handover

Since the master must receive resource allocation requests from associated stations and notify other stations
of the resource allocation result through beacon frames, its power consumption is large compared to slaves.
Also, since the capabilities of the whole network depend on the processing capabilities of the master station,
more hardware capabilities is required. Therefore, the station with the highest power capacity or hardware
performance needs to be selected as master of network.

If a station superior to the master exists among the associated stations, the current master may handover its
master role to that station.

7.2 |Media access
cation period —
master uses
e stations use

The superframe is divided into three periods — the beacon period, contention periodjand allo
and each period uses different media access methods. During the beacom period the
broadcpsting to send beacon frames, and during the contention period and allocation period th
CSMAJ|CA and TDMA/CDMA respectively to access the media.

In the s. This means
that in

llocation period, media access is achieved by the pair of two resaurces — time and codg
prder to transmit a frame a station must be allocated a unique time slot and set of codes.

Station
period

7.2.1

The m
the net
assign

Theref
period
master
standa|

There
conditi

interfeffence is high and)channel conditions are poor it improves interference resistance by
for data transfer. When the master assigns codes for a data stream it takes into copsideration the

codes
quality

7.2.2

S use only the network standard code rates set by the master in the beacon period
pf the superframe, and during the allocation period they use the code rates assigned by

Code assignment

hster can specify the codes to be used in network. All frames other than data frame are
bd to streams.

use the network standard code’rates, and in the allocation period several codes al
may be freely exchanged. For data frames to be transmitted during the contention p
(d code rates must be used:

s a trade-off between'bandwidth and interference resistance, so when interference is lo
bns are good the (master maximizes data transfer rate by using as many codes as pd
of service tequested by the stream.

Inter-frame space

nd contention
e master.

encoded with

work standard codes set by the master, and-data frames are encoded with codes that {he master has

bre, frames other than data frames*which are exchanged during the beacon period and contention

ocated by the
eriod, network

W and channel
ssible, while if
reducing the

Three

ypes of frame spaces exist - short inter-frame space (QIIIQ)’ backoff inter-frame spa

te (BIFS), and

retransmission inter-frame space (RIFS). Short inter-frame space is shorter than backoff inter-frame space,
and the actual values of these two are determined by physical layer attributes such as Rx/Tx turn around time
of RF module, frame processing time, etc.

Acknowledgement frames for all frames sent during the allocation period or contention period are sent after a
period of short inter-frame space. Even if an acknowledgement frame is not needed a short inter-frame space
may apply between two consecutive data frames.

BIFS is used during the backoff interval of the contention period. In the contention period, once all slaves have
determined that the media is idle, after BIFS they may decrement the backoff counter or send data.

RIFS is used to retransmit frames during the allocation period. (Retransmission of frames during the
contention period is also described in 7.2.3.)
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7.2.3 Access during the contention period

During the contention period, exclusive access to the media is not ensured through unique allocation of codes
and time from the master, therefore each station uses the competitive CSMA/CA method to access the media.

If the station has a frame to send and the media is idle during the backoff period as calculated in 7.2.3.1, the
frame is sent.
7.2.3.1 Backoff process

When frames other than the immediate acknowledgement frame are sent during the contention period the
following rules apply.

The backoff algorithm uses the following information.

- retry Jcount: 0, 1, 2, 3

- backgff_window(retry_count): [7, 15, 31, 63]

- pBackoffSlot: as defined in 9.1.2

- bw random(retry_count): random integer selected from the normal disgtribution [O.
backoff _window(retry_count)]. There is no statistical correlation bétween one station’s randoin number and
anothef. If a station does not have a random number generator;\the station’s unique MACaddress or other
information can be used with the pseudo-random number generator (PRNG) to generate the ranhdom number.

The PRGN must be retained to maintain the pseudo-random format of numbers to be generated in the future.

It is important to ensure the non-inter-dependency of the.rahdom numbers between the stations
The bgckoff time in the contention period is measured*in the medium and indicates the time for the station to
send the data. Once the station determines that(thie media is idle, before beginning the bacKoff algorithm it
waits for the BIFS time. At the start of the contéention period after the station sends the beacor) frame it waits
during the SIFS time and then starts the hackoff algorithm. If the beacon is divided such that two or more
beacons occur in sequence, after the final‘beacon it waits for the SIFS time and then begins.

The st
maintal
pBackd
counte

pation calculates the backoff seount using the formula backoff count = bw_random(re
ns this using a counter-"The counter is decremented by 1 only when the media
ffSlot. When the frame, is-first sent, the retry _count is set to 0. When a channel is in u
" is suspended. Whenithe backoff counter reaches 0, it starts frame transmission.

ry_count) and
is idle during
5e, the backoff

The backoff counter must be suspended during periods other than the contention period. If must also be

susper
backof

beacorn).

ded during the.contention period when there is not enough time left to send the desir
counter ismaintained independent of the superframe period, which means that it is not
If theltime elapsed after the frame is queued for transmission exceeds the transmit

ed frame. The
reset for each
time limit, the

backoff counteris reset and the frame transmission is aborted.

A
g

After frame needing acknowledgement frame is sent, if no acknowledgement frame isl received, the
retry_count is incremented. However, the retry_count cannot exceed a maximum of 3, so an attempt to
retransmit the failed frame is made up to twice. The backoff_count is recalculated using a new retry_count.

7.2.4 Access during the allocation period

During this period each station has exclusive access to the media during the time slot assigned to itself. The
master distributes time slots in the allocation period to each station. In the assigned time slot each station can
have exclusive access to the media, and during this assigned slot the station can exchange data in a peer-to-
peer with other stations without intervention from the master. The master specifies the start time and length of
each time slot, source/destination station, and codes to be used in the beacon, thereby ensuring exclusive
access to the media for each station to send frames.
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In this period the station uses allocated codes to exchange data with other stations. Since the time slot and
code allocation is broadcasted to all stations by means of the beacon frame, each station can know its own
time for sending or receiving data.

The inter-frame interval in the allocation period uses SIFS as shown in Figure 70, and the frame transmission
must be completed within SIFS + Guard time from the end of the period. The Guard time is calculated as
follows.

Guard time = maximum superframe length * clock drift / 1,000,000 * 2

Allocated Timeslot

Data Frame |« > Ack. - » Data Frame |« > ACR, «—> o>

Frame

Frame

SIFS SIFS SIFS SIFS  Guard

Figure 70 - Inter-frame space in the‘allocated time slots

7.3 $ynchronization

All stafjons participating in a particular network~are synchronized by the beacon frame. In thel beacon frame
transmjtted during the beacon period of eack’/superframe, the synchronization information for the associated
station|is included.

7.3.1 |Superframe synchronization

The superframe is divided into three periods as shown in Figure 71, and slaves synchronize fo the master’s
superfjame by using the infexmation in the beacon frame received from the master. The superframe length is
set to puperframe length. and the beacon is repeated by that time period, and the length of| the allocation
period |is variable or ansmultiple of slot length. The time between a beacon frame and the allogation period is
used fqr the contentien period.

The length of the-contention period must be greater than minimum contention period length.

Superframe Length Superframe Length

1
Allgcatidn Pefiod

Beacon [contention

Period

1 1 1

1 1 1

1 1 1
Beacon | Contention Period Allqcatiqn Pe:riod

o

1 1 1

[
»

> — «—> Time

Variable Variable Slot Length

Figure 71 - Superframe synchronization
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The beacon frame contains the start time of allocation period, and using this start time and the time the
beacon is received, slaves in network can determine start and end time of each superframe.

7.3.2 Beacon generation

The master fills the beacon frame with the allocation period start time and time slot allocation information and
sends it.

7.3.3 Beacon reception

Slave ¢an determine the boundaries of the contention period and allocation period from the allocation period’s
starting offset in the beacon, and determine the start and end time of the time slot allocated, to[them from the
time slpt allocation information.

7.3.4 |Synchronization

All stations in network synchronize by means of receiving beacon frames-from the master.| Disassociated
stationg use manual scanning to hear beacon frames and synchronize:-Therefore, stations wanting to
associgte with network must hear a beacon frame at least once befaré being able to agsociate. If an
associgted station cannot hear a beacon frame, it waits till it hears)the next beacon frame in order to
synchrpnize. If a beacon frame is not heard within connection time.limit, slave determines thaf the network is
terminated and finishes all relevant exchange of network stream.

7.4 Resource allocation

Data transmitted is categorized as synchronous.data and asynchronous data. Synchronous data, which has
QoS requirements, builds stream for transmission, and the master continuously monitors the transmission
status from connection till termination. On thé other hand, for asynchronous data which does|not have QoS
requirgments there is no need of a stream™¢onnection, and resources are requested and allocated as needed
for data transmission. An example algerithm that allocates time slots to meet its QoS requirements is
descrijed in “0. Example scheduler;-and admission control”. However scheduling and admission control
implemnentations are vendor-speeific and beyond the scope of this International Standard.

7.4.1 |Transmission of synchronous data
The following clauses describe stream management, connection, termination, and prioritization. Each station

must qupport the eonnection of at least one stream, and the maximum number of supporfed streams is
dependent on thefnature of the user application.

7.4.1.1 Stream connection

3 $ $ C pcation for the
stream, and the master aIIocates a streamID and resources for that purpose At the start of the stream
creation the streamlID is assigned by the master, but afterwards the sending and receiving stations manage
the stream through a 1:1 communication method. A station receiving or sending a new stream sends a
resource allocation request command to the master, and the connection process is shown in Figure 72. The
master decides the time slot and codes for the stream based on the allocation period, size of data, and
required BER, and periodically allocates resources for the stream until data transfer for that stream
terminates.
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Station A Master Station B

Resource allocation request
- QoS requirements
: allocation period, size of data,
required BER
- the stream request ID is set to an
assigned value in a station

>
Resource allocation response
-number ot time slots per period
-number of codes to use
- assigned stream ID allocation

A

13
Resource allocation through a beacon Cy v

Stream transfer

- data transfer with assigned
stream ID

- policy discussion on receipt
notification, if required

v

Stream transfer
- data transfer with assigned
stream ID

v

Figure 72 - Stream connection process for synchronized data transmission

7.4.1.2] Stream QoS modification

When ¢hanging the:stream’s QoS requirements, the station sending the stream can achieve this by sending a
resour¢e allocation-request command to the master. In such a case, the stream request ID i set to 0, and
the stream ID<js_set to the formerly assigned stream ID. When the master receives a streamm modification
request, it sends the response in a resource allocation response command to the slave.

When thermaster receives a request to change the QoS requirements, if the stream’s allocatediresources can

be modified, the resource allocation changes are put into a resource allocation response command and sent,
and the changes apply from the next superframe. If the master wants to deny this request, it simply sets the
field of the resource to be allocated (number of time slots or codes) to O, populates the reason code with the
reason for denial, and sends the response.

7.4.1.3  Stream terminating

If the station sending the stream or the station receiving the stream wants to terminate it, it sends the master a
resource allocation response command with the reason code set to ‘request denied’. When the master
receives this stream response request, it stops allocating resources for the stream. When the sending and
receiving stream are not allocated resources for more than allocation period*maximum beacon loss, they
interpret this as a sign that the stream has been terminated and abandon service for that stream.
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Prioritization

The scheduler in the master determines the actual prioritization, and that is beyond the scope of this
International Standard, but here the guidelines for prioritization are presented.

The master gives preference to the connected stream in network with the highest priority when allocating

resources.

channel time and codes to streams.

The master remembers the priorities of all currently connected streams, and uses this to allocate

Each station can decide upon its own transfer method within the allocated channel time, but with the exception

of sync

hronous streams with higher priority must be transmitted before lower priority streams.

Asynchronous

streams or streams sent to sleeping stations must be transmitted according to a predetermined schedule, and
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If delayed acknowledgement is used
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There

is no theoretical limit on the fragmentation limit.

implemental considerations to maximum fragment limit.
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7.6 Acknowledgement and retransmission

To receive acknowledgements for data transmitted, there are four methods: no acknowledgement, immediate

acknowledgment, delayed acknowledgement, and implicit acknowledgement.

to be used is recorded in the Frame header.

7.6.1

No acknowledgement

The acknowledgement method

If the acknowledgement policy is no acknowledgement, the source station that sends the frame does not wait
an acknowledgement, and automatically assumes that the data transmission was successful.

7.6.2

Immediate acknowledgement
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after sq
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] acknowledgement request field in the frame header to ‘1°.

Implicit acknowledgement

plicit acknowledgement policy is enly allowed during the allocation period.
ledgement in that the station-sending the data waits immediately for an acknowledgem
the destination station acknowledges by sending a data frame that is not a simple acki
Stations sending implicit*acknowledgements can request acknowledgement for their tr
nethods other than implicit acknowledgement.

Retransmission

the contention period the acknowledgement method described in 7.2.3 is used.
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When

mediate acknowledgements or implicit acknowledgements are used during the allocation period, the
station waits for acknowledgement frames after a short inter-frame space after sending the data.

S v o i o e e s i o

IFS after the

acknowledgement frame it received, and if it does not receive an acknowledgement frame it retransmits the
data after RIFS.

When delayed acknowledgement is used, the source station denies any retransmit request from a destination
station for data that is outside the retransmission window. In such cases, by sending a delayed
acknowledgement resynchronization command the relayed acknowledgement window between source and
destination station is resynchronized.

7.6.5.1 Duplicate frame detection

If the source station does not receive acknowledgement, it may send a duplicate frame to the destination

station even if the data has already been received. Such duplicate frames can be weeded out by using the
stream ID and sequence number in the frame.
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7.7 Power saving

Slaves can know when they transmit or receive frames decoding beacon frames, and can reduce
unnecessary power consumption by only activating their physical layer when needed. To reduce power
consumption even further, sleep mode can be used.

7.7.1 Saving power in a connected state
When there is no frame to transmit, a slave associated with network activates its physical layer and listens for

beacons only during the beacon period. When hearing a beacon frame, if the command or data frame is
intended for itself, it activates its physical layer in its allocated time slot during the contention period or

allocati

on period and receives the frame.

Statio
and if
frame

frame activate the physical layer in their allocation period and send the data frame,

When
frames
notifieg

i

to send a command frame activate the physical layer during the contention period'to’s
ey need a response to the command frame they activate the physical layer and\wait
juring the contention period until the command response time limit runs out. ;Stations

he master has no frame to transmit/receive, it activates the physical. layer and transm
during the beacon period and contention period. When the master has data to send t
them of the time they will receive it (the contention period or allocatieh period), and com

end the frame,
for a response
0 send a data

its or receives
D the slaves, it
municates with

the slayes during the slaves’ waking time.

7.7.2 |Sleep state

When ja slave has no data to send or receive, it can go.to sleep by requesting to do so|and receiving
permisgion from the master. After master and slave exchange sleep state request and response, the period

parameters relating to sleep state are set.

When
during
order t
allocat

Station
by liste
from th
during
wishing

h slave is granted permission to go into sle€p State, it goes to sleep and cannot send or
that time. Also, it wakes up and receives beacons once per period as arranged with
b determine whether there is a data frame to receive. If there is data to receive, it receiv
on period, otherwise it goes back to-sleep.

S that are not sleeping can determine the IDs of the stations that are asleep and their W
ning to beacons. If they needto send data to stations that are asleep, they request reso|
e master, and if successful/ the master allocates resources to the sleeping station via the
ts wakeup period. Thus the sleeping station remains awake during its allocation period,
to transmit will send the data during that period. When data is received, this automat

eceive frames
the master, in
bs it during the

akeup periods
urce allocation
beacon heard
and the station
cally indicates

that the sleeping statiof has been awakened from its sleep.

7.8 [Dynamic channel management

7.8.1

Channel state Ir_\rnhm

Stations in network may also use channel state request commands to find out the channel state between
stations. Channel state request commands and channel state response commands both use an immediate
acknowledgement policy. Stations wanting to access channel quality send a channel state request command
to the destination station, and the receiving station reports the channel state information via a channel state
response command.

7.8.2 Remote Channel state probe

A remote channel state probe occurs when the master requests another slave in network to scan another
frequency channels on behalf of the master and the slave performs the requested channel scan and reports
the result. The master may adjust the maximum transmit power or change channels depending on the result
of this remote Channel state probe.
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The master is unable to scan other frequency channels because of having to periodically generate beacons
and allocate resources; therefore it makes use of capable slaves in network to assess the quality of other
frequency channels. The master may also use this feature to determine the existence of other networks that
are too remotely located to directly communicate with.

The master begins this process by sending a remote channel scan request command to a slave with the
frequency channel list. The slave must obey the master’'s request if possible, but if it cannot perform the
remote channel state scan it denies the request by sending a remote channel scan response command with
the response code set to “request denied”. If the request is denied, the master can send the remote channel
scan request to another slave.

If the slave complies with the master’s request, it scans the requested channel one by one and puts the result
into a femote channel response command and sends It 10 the masier. 1t the slave unexpectqgdly receives a
beacorn from another master, it informs the master that there is an overlap between two networks by sending
information about this received beacon in a remote channel response command.

7.8.3 |Frequency channel change

If the master checks the current channel state through other slaves and determines that there is excessive
interfefence, it notifies the stations of the new frequency channel and the.channel change time limit via a
beacon so that they can migrate to the new frequency channel and start’a new network. If{the beacon is
changipg the channel, the channel change information must be repeated at least maximurp beacon loss
times. |As soon as the slave receives the channel change beacon, ittries to change channels, and when it
receivgs a new beacon on the newly changed channel it means‘the channel change was cqmpleted. If no
beacon is received on the new channel by the specified time“limit, stations form a new n¢twork on that
frequercy channel.

7.9 MAC parameters

Table 47 - MAC layer parameters

name value comment$
Minimum contention period length 1 msec

Command response time lindit 100 msec

Slot usage verification time 250 usec

Slot length 1 msec

Connection tefmination time 400 msec

resource. allacation response time 100msec

Maximum fragmentation 2047 octets

Maximum beacon loss 4

channel scan time =superframe length
channel scan period = 100 * channel scan time
minimum superframe length 5120 usec

maximum superframe length 65535 usec.

Minimum payload length 12 octets

Minimum allocation period start time 2048 usec

Maximum payload length 2047 octets

maximum allocation period start time 5000 usec

Clock drift 25ppm
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8 Security

Wireless networks need to protect data from cracking and eavesdropping, to check information integrity, to
manage key, and to establish a secure network. This standard supports three different modes of security: no
security, inclusive CCM, and exclusive CCM. The standard supports the protection of command, beacon, and
data frames using CCM mode based on block cipher algorithm, and the distribution of keys for command and
data frame protection.

Cryptographic algorithms to be applied to information security mechanism may be subject to the ISO/IEC
standardized encryption algorithms or regional regulations. They should conform to national laws and
regulations, and can be chosen according to specific requirements in different countries and regions. So, AES,
Camellia, SEED is recommended but it is optional.
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Security membership and key establishment

ome a member of a security relationship and to obtain the master key between station
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ship with the MLME-MEMBERSHIP:UPDATE primitive, as described in 8.3.2.
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Data integrity

Data integrity uses an integrity code to protect data from being modified by parties without the cryptographic
key. It provides assurance that data came from a party with the cryptographic key. Integrity may be provided
using a key shared by all stations in the network or using a key shared between only two stations. All secure
data frames that fail integrity checks are passed to the DME using MLME-SECURITY-ERROR:.indicate and no
other action is taken on the frame by the MLME. This standard adopts CBC-MAC mode integrity check with
secure block algorithms.
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8.1.5 Beacon integrity protection

The integrity of beacon may be protected. This provides evidence to all the stations in the network that the
master of the secure network transmitted the beacon. Under normal operations, the integrity check on the
beacon provides evidence that the network is operating properly and that no security changes have occurred.
If the integrity check on the beacon fails, the station is alerted that the station does not have its security state
synchronized with the master.

8.1.6 Command integrity protection

The integrity of commands may be protected just like any other data. Using the master-station management
key, integrity protected commands sent between the master and a station shall be protected. If integrity
checkdTaill, then all secure commands are passed to the DME using MLME-SECURITY-ERROR.indicate and
no othgr action is taken on the frame by the MLME.

8.1.7 |Freshness protection

In the peacon, a strictly-increasing time token is included to prevent replay of jeld messageq. If a received
beacon with a time token less than or equal to the current time token, then a station may regafd it as invalid.
In addition, the time token is included in the CCM nonce, as described jn'\8/5.2, for each sefure frame, as
descried in 8.5.3, so the integrity check will fail if a frame is replayed in a‘different superframe.

A statjon in a secure network maintains time token and seeure frame counter for fleshness. The
CurrentTimeToken is the time token value found in the beacon-for the current superframe and is used to
protectall messages sent and check all messages received during that superframe.

The sdgcure frame counter, which guarantees uniqueness\ithin a superframe with a given key as long as a
station| does not send more than 65536 frames to, a,particular destination within that supérframe. If the
receivgd secure frame counter is less than or equal to the expected secure frame counter, then the station
discard the frame. Secure frame counter is managed for each SECID and it increments for each transmission
including retransmission.

8.2 $ecurity modes
The security mode indicates whether a device is permitted or required to establish a secure rglationship with
anothef device for data‘s communications. The security mode in use is determined by the
MACPIB_SecurityOptionimplemented entry in the MAC PIB.
8.2.1 |[Security mede0

A statipn operatipg in security mode 0 shall use non-secure frames to communicate with other|stations. Such
a statign shall\not establish a secure relationship with any other station.

If a stationreceives a frame with the SEC field set to one the station shall discard the frame and the MLME
shall return an MLME-SECURITY-ERROR.indication to the higher layer with the ReasonCode set to
UNAVAILABLE-KEY.

8.2.2 Security mode 1

A station operating in security mode 1 shall use non-secure frames to communicate with stations operating in
security mode 0. The station shall also use non-secure frames to communicate with stations operating in
security mode 1 with which it does not have secure relationships. Secured frames shall be used between
stations using security mode 1 when the stations establish a secure relationship for secure communications
as given in Figure 7.
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