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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

Internationdl Standards are drafted in accordance with the rules given in the ISO/IEC Directives)Hart 2.

The main tagk of the joint technical committee is to prepare International Standards. Draft Ifiternational
Standards adopted by the joint technical committee are circulated to national bodies' for vpting.
Publication ps an International Standard requires approval by at least 75 % of the-hational bjodies
casting a vofe.

ISO/IEC 200[09-2 was prepared by Joint Technical Committee ISO/IEC JTC 1; Information technplogy,
Subcommittge SC 27, IT Security techniques.

ISO/IEC 200P9 consists of the following parts, under the general title Information technology — Se¢urity
techniques — Anonymous entity authentication:

— Part 1: (eneral
— Part 2: Mechanisms based on signatures using a group public key

Mechanisms |pased on blind signatures and Mechanisms based on weak secrets will form the subjefts of
future Parts|3 and 4, respectively.

Further parts may follow.

iv © ISO/IEC 2013 - All rights reserved
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Anonymous entity authentication is a special type of entity authentication. In an anonymous entity
authentication mechanism, given a message that was generated during the authentication protocol, an
unauthorized entity cannot discover the identifier of the entity being authenticated (the claimant). At
the same time, an authorized verifier can obtain assurance that the claimant is authentic. However, even
an authorized verifier may not be authorized to learn the identifier of the entity being authenticated.

The anonymous entity authentication mechanisms specified in this part of ISO/IEC 20009 are based on
anonymous 51gnatures usmg agroup publlc key, discussed in ISO/IEC 20008 2.An anonymous signature
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he claimant sends a token (and optionally a group-public key certificate) to the verifig

he verifier confirms the validity of the prowided token (and optionally the grou
ertificate).
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ard specifies methods for issuing, linking and opening.
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either free of charge or under reasonable and non-discriminatory terms and conditions with applicants
throughout the world. In this respect, the statements of the holders of these patent rights are registered

with

[SO and IEC. Information may be obtained from:

Electronics and Telecommunications Research Institute (ETRI)
161, Gajeong-dong, Yuseong-gu, Daejeon, 305-700, KOREA

China IWNCOMM Co., LTD.
A201,QinFeng Ge, Xi'an Software Park, No.68 Ke]Ji 2nd Road,
Xi'an Hi-tech Industrial Development Zone, Shaanxi, P.R.China 710075

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights other than those identified above. ISO and IEC shall not be held responsible for identifying

any o

r all such patent rights.
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ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain online databases of patents relevant
to their standards. Users are encouraged to consult the databases for the most up to date information
concerning patents.
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INTERNATIONAL STANDARD ISO/IEC 20009-2:2013(E)

Information technology — Security techniques —
Anonymous entity authentication —

Part 2:
Mechanisms based on signatures using a group public key

1 Scope

This part of ISO/IEC 20009 specifies anonymous entity authentication mechanismsbdsed gn signatures
using a group public key in which a verifier verifies a group signature scheme toauthenticdte the entity
with which it is communicating, without knowing this entity’s identity.

This part of ISO/IEC 20009 provides

— ageneral description of an anonymous entity authentication mechanism based on signatures using
group public key;

jo5)

— avariety of mechanisms of this type.
This part of ISO/IEC 20009 describes

— the group membership issuing processes;

— ]nonymous authentication mechanisms without an online Trusted Third Party (TTP);
— anonymous authentication mechanisms involving an online TTP.
Furthermore, this part of ISO/IEC 20009 also specifies

— the group membership opening process (optional);

—

he group signature linking process (optional).

2 l]loormative reférences

The flollowing doeuments, in whole or in part, are normatively referenced in this docunent and are
indispensable~for its application. For dated references, only the edition cited applies. For undated
refergnces, thelatest edition of the referenced document (including any amendments) appllies.

ISO/IE€/20008-1, Information technology — Security techniques — Anonymous digital signatures —
Part L-General

ISO/IEC 20008-2, Information technology — Security techniques — Anonymous digital signature — Part 2:
Mechanisms using a group public key

ISO/IEC 20009-1, Information technology — Security techniques — Anonymous entity authentication —
Part 1: General

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 20008-1, ISO/IEC 20009-
1, and the following apply.

© ISO/IEC 2013 - All rights reserved 1
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binding-property
property providing assurance for binding between the messages of a communicating entity

3.2

certification authority
entity trusted to create and assign public key certificates

[SOURCE: ISO/IEC 11770-1:2010]

3.3
ephemeral

Key pair

asymmetric
as a tempordg

3.4

group public key certificate

group publig
3.5

group public key certification authority

entity truste

3.6

group public key information

information
static inform
usage, the v3

3.7

key derivat
function thg
mutually kn

[SOURCE: IS

3.8

local linkin
linking capa
by a specific

3.9
message au
string of bitg

[SOURCE: IS

key pair consisting of an ephemeral public key and an ephemeral private key that are
ry key and are unique for each execution of a cryptographic scheme

key information of a group signed by the group public key certificatiomauthority

d to create and assign group public key certificates

containing at least the group’s identifier and group<¢ublic key, but which can include

lidity period, or the involved algorithms

on function
t outputs one or more shared secrets, for use as keys, given shared secrets and
bwn parameters as input

D/IEC 11770-3:2008]

b capability
hility with a feature that two or more signatures from same anonymous user are linkec
group signature finker with linking key, but other entities cannot link the signatures

fhentication-code (MAC)
which_ is the output of a MAC algorithm

D/JEC9797-1:2011]

used

other

ation regarding the group public key certificatiofrauthority, the group, restrictions on key

other

| only

3.10

message authentication code (MAC) algorithm
algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings of
bits satisfying the following two properties:

— for any key and any input string, the function can be computed efficiently;

— forany fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute
the function value on any new input string, even given knowledge of the set of input strings and
corresponding function values, where the value of the i th input string may have been chosen after
observing the value of the firsti - 1 function values

[SOURCE: ISO/IEC 9797-1:2011]
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public key certificate
public key information of an entity signed by the certification authority

[SOURCE: ISO/IEC 11770-1:2010]

3.12

public key information
information containing at least the entity’s distinguishing identifier and public key, but which can include
other static information regarding the certification authority, the entity, restrictions on key usage, the
validity period, or the involved algorithms

-2:2013(E)

ply.

h is hard

bne of group
d m using

[SOURCE: ISO/IEC 11770-1:2010]

4 Symbols and abbreviated terms

For the purposes of this part of ISO/IEC 20009, the following symbols and abbreviations af

A B distinguishing identifier of entity A or B

Certy Certp public key certificate of entity A or B

Certgl group public key certificate of the group G

GG distinguishing identifier of the group G or G’

G cyclic group of order q in which the decisional Diffie-Hellman (DDH) problen

g generator of G

9SSxd(m) anonymous signature using a group public key created by entity X applying
signature mechanisms spegified in ISO/IEC 20008-2 on message-to-be-signg
the group member signature key Sxg

kdf key derivation function

Ig identity of grotp, G which is either G or Certg

Ix identity of.entity X which is either X or Certy

m message-to-be-signed

MAC Message Authentication Code

MAC output value of a MAC algorithm

macg( V) MAC algorithm using the secret key K and an arbitrary data string M

Ny sequence number issued by entity X

Py, Pp public key of entity A or B

Pg group public key of a group G

q prime number

Resy, Resp result of verifying a public key or a public key certificate of entity 4 or B

Resg result of verifying a group public key or a group public key certificate for the group G

Rx random number issued by entity X

© ISO/IEC 2013 - All rights reserved
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Sxe

sSx(m)

TP

TTP

group member signature key associated with entity X where entity X is a member of the

group G

digital signature created by entity X on message m using the private signature key of

entity X
distinguishing identifier of a TTP
Trusted Third Party

time stamp issued by entity X

Data items t

5 Geners3

Clause 5 spe
specified in

An anonymo

the set of integers between [0, g - 1]

Y || Z is used to mean the result of the concatenation of data items Y and Z in‘the ord

a function as part of one of the mechanisms specified in this document;this result s
be composed so that it can be uniquely resolved into its constituent-data strings, i.e
that there is no possibility of ambiguity in interpretation. This latter-property coulc
be achieved in a variety of different ways, depending on the application. For exampl
it could be guaranteed by (a) fixing the length of each of the substrings throughout
domain of use of the mechanism, or (b) encoding the sequérngce of concatenated strij
using a method that guarantees unique decoding, e.g. usifig the distinguished encoc
rules defined in ISO/IEC 8825-1.[1]

hat are optional are shown in square brackets.

il model and requirements

his part of ISO/IEC 20009.

us entity authentication mechanism based on signatures using a group public key iny

a set of gro

also have a?roup opener if it is necessary to allow opening of a group signature that was gene|

during the a
tolinktwo g
anonymity s
authenticati
— Key gen
Anonym

Opening

members. Every group must\ave an associated group membership issuer. A grouy

thentication protocol t¢ reveal its claimant. A group may also have a linker if it is nece
roup signatures that were generated by the same claimant for authentication purpose
trength of the mechanism depends on the number of group members. An anonymous ¢
bn mechanism js defined by the specification of the following processes.

bration process.
ous entity authentication process.

process (if the mechanism supports opening).

er

specified. In cases where the result of concatenating two or more data itemgis inpult to

hall
SO
|
€,
the
1S
ling

cifies the general model and requirements for the anonymous authentication mechanisms

olves

may
rated
ssary
5. The
entity

Linking

process (if the mechanism supports linking).

As defined below, entities of a variety of types can be involved in the mechanisms specified in this
part of ISO/IEC 20009. While some are involved in all mechanisms, others only participate in some
mechanisms. In this part of ISO/IEC 20009, if a mechanism supports opening or linking, then the
operation of the associated processes follows those of the group signature scheme in use, as specified in
ISO/IEC 20008-2.

Claimant: an entity to be authenticated in such a way that the claimant’s identity is not revealed. In

this part of ISO/IEC 20009, a claimant plays the role of a signer in group signature schemes which

are spec

ified in ISO/IEC 20008-2.

© ISO/IEC 2013 - All rights re
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NOTE In some mechanisms, the role of a claimant is split between multiple entities. For
Direct Anonymous Attestation (DAA) mechanisms involve a principal claimant with limited c

-2:2013(E)

example, the
omputational

and storage capability, e.g. a trusted platform module (TPM), and an assistant claimant with more
computational power but less security tolerance, e.g. an ordinary computer platform (namely the Host in

which the TPM is embedded).

— Verifier: an entity verifying the correctness of the claimant, which does notlearn the claimant’s identity.

— Issuer: an entity issuing a group membership credential to a claimant. This entity exi
mechanisms specified in ISO/IEC 20008-2.

sts in all the

— Opener an entlty capable of determlmng the clalmant that created a group 51gnature that was

1
gpener are the same entlty

ms specified

in ISO/IEC 20008-2. In some mechamsms the group membership issuer and the group membership

— Dinker: an entity capable of determining whether or not two group signatures, generated for

duthentication purposes, were created by the same claimant. This entity’exists in
mechanisms specified in ISO/IEC 20008-2. In some mechanisms, the linker is also the
rumber of linkers in an anonymous entity authentication mechanism is not fixed.

some of the
verifier. The

It is rlequired that each entity involved in an anonymous entity autheftication mechanism |s aware of a

common setof group public parameters, which are used to compute@variety of functionsin the

mechanism.

The 24 authentication mechanisms specified in this part of ISO/IEC 20009 have the followjing intended

uses.|If an online TTP is not required or not available, then a’mechanism in Clause 7 shoul
the 16 mechanisms in Clause 7, mechanisms 1-8 do not haye the binding-property, whereas
9-16 dlo have this property. Ifa mechanism using an onlin€ TTP is needed and available, then
in Clquse 8 should be used. Both Clauses 7 and 8 specify mechanisms providing unilatera
authgntication, mutual anonymous authentication’ and unilateral-anonymous mutual au
and dffer options with varying number of passes.

The rfevocation process is used to revoke-asuser and to check whether a user has been rev
of thg process depend on the anonymous digital signature scheme used in creating t
anonymous authentication. A general’'model for the revocation process is specified in ISO/
and the operational processes of individual anonymous signature schemes using a group p
specified in ISO/IEC 20008-2,

6 Key generation-process

The key generation process includes key generation algorithms that create the group
issuing key, the group membership opening key and the group signature linking key (or key
required in théymechanism. Details of the key generation algorithms are outside the scop
of ISQ/IEC.26009.

The Key<generation process also includes a group membership issuing process. The group

1 be used. Of
mechanisms
h mechanism
anonymous
thentication,

bked. Details
he token for
[EC 20008-1,
ublic key are

membership
s) if they are
e of this part

membership

issuing process operates between a group member and an 1ssuer, and 1nvolves the creation of a group

member signature key.

To prevent the group membership credential from being observed by an eavesdropper and to ensure
that the group membership credential is only provided to a legitimate group member, a secure and
authentic channel is required between a group member (as a claimant) and an issuer. This standard does

not specify how the group issuer authenticates a group member.

© ISO/IEC 2013 - All rights reserved
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_______ I
I distinguishing || group group group
| identifier | issuing public public
) (L key parameter key
v

group membership issuer [and group membership requestor]

group membership issuing process ]

b)
group
member
private key

1 membership |

credential Z

é/ i 2 -9//4{/”//4.,/ /

Figure 1 — A group membership issuing process

Key generatjon can be divided into steps a) and b), as shown in Figure 1 and\described below.

a) The groyip membership issuer takes the group issuing key, group puablit key, group public paraeter
and optionally the distinguishing identifier as input. In this step, a‘group membership issuer might
interopgrate with a group member.

b) The groyp membership issuing process outputs a groupsamember signature key.

7 Mechanisms without an online TTP

7.1 Introguction

Clause 7 spdcifies anonymous entity authentication mechanisms without an online TTP. Mechanisms
specified in Llause 7 use the group publi¢c key certificate or some other means to enable the validity of
the group public key to be verified. Extensions of these mechanisms to cover the opening and linking
processes arje specified in Clauses 9'aniid 10 respectively.

The specified entity authentication mechanisms make use of time variant parameters such as| time
stamps, seqence numbers gr random numbers (see Annex B of ISO/IEC 9798-1:2010[3] and Note 1 b¢low).

In this part g

Token = X1 ||

fISO/IEC 20009, tokens sometimes have the following form:

X2 |l i [l gsSxa(Y1 |l Y2 || - || Y))

In a unilatefalkkamonymous mutual authentication, a digital signature sSx(Y1 || Y2 || ... || ¥}) coyld be

substituted terthe group-signature gsSye{¥+ ¥ H—H¥3-

In both a mutual anonymous authentication with the binding-property and a unilateral-anonymous
mutual authentication with the binding-property, a MAC could be additionally concatenated or a MAC

could be substituted for the group signature gsSx(Y1 || Y2 || ... || ¥)).

In this part of ISO/IEC 20009, the term “message-to-be-signed” refers to the string “Y1 || Y2 || ... || ¥}”
used as input to the group signature scheme, and the term “message” refers to the string “X1 || X2 || ...
|| X;". Essential parts of X1 || X2 || ... || X;and Y71 || Y2 || ... || ¥j should be the same; other parts may differ

depending on the group signature schemes and specific applications.

If information contained in the message-to-be-signed of the token can be recovered from the group
signature, then it need not be contained in the message of the token.

6 © ISO/IEC 2013 - All rights reserved
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If information contained in the text field of the message-to-be-signed of the token cannot be recovered
from the group signature, then it shall be contained in the unsigned text field of the token.

If information in the message-to-be-signed of a token sent by the claimant to the verifier is already
known to the verifier (e.g. a random number), then it need not be contained in the message of the token.

All text fields specified in the mechanisms specified in this part of ISO/IEC 20009 are available for use in
applications outside the scope of this part of ISO/IEC 20009 (they may be empty). Their relationship and
contents depend upon the specific application. See Annex A of ISO/IEC 9798-3:1998I4] for information

on the use of text fields.

NOTE 1

Thesecurityissuesassociated with the signing by one entity ofa datablock which has been manipulated

by a spcond entity for some ulterior motive can be mitigated by the first entity including its ownga
in the|data block which it signs. In this case, it is the unpredictability of the random number whic}
signirlg of completely pre-defined data.

NOTH2  As the distribution of group public key certificates is outside the scope of this part of I
the sgnding of group public key certificates is optional in all mechanisms, except théymechanism
onling TTP specified in Clause 8.

7.2 presents unilateral anonymous authentication mechanisms that proyide one entity wi
of the legitimacy of the other entity, but not vice versa. 7.3 presentsimutual anonymous ay
mechianisms that provide both entities with assurance of the legitimacy of the other entity,|
unilateral-anonymous mutual authentication mechanisms thatprovide anonymous entity ay
in ong direction and entity authentication in the other direction.

The fhree-pass authentication and two-pass parallel authentication protocols in 7.3 and

tigate the misbinding attack, 7.5 and-7.6 provide eight mechanisms with the binding
three-pass and two-pass parallel authentication protocols.

Unilateral anonymous authentication

7.2.1] General

hdom number
prevents the

0/IEC 20009,
involving an

th assurance
thentication
7.4 provides
thentication

| 74 may be

t to a misbinding attack (seell1]). When the challénge and Token messages are not boiind together,

roup to send
y is provided

property for

Unilateral anonymouslauthentication means that only one of the two entities, the Claimanft (entity 4 in

theg
is an

foup (), is authenticated by use of the mechanism and that the identity of the authent
nymous to.the other entity, the Verifier (entity B).

7.2.2| Mechanism 1 — One-pass unilateral anonymous authentication

icated entity

In thjssmechanism, entity A in the group G initiates the authentication protocol with ¢

ntity B, and

uniqueness/timeliness is controlled by generating and checking a time stamp or sequence
Annex B of ISO/IEC 9798-1:2010(3]).

The authentication mechanism is illustrated in Figure 2.

B
Verifier

Ain G

a) [Certg] || Tokenas
Claimant

b)

Figure 2 — One-pass unilateral anonymous authentication

The form of the token (Tokenyp), sent by the claimant A to the verifier B is:

© ISO/IEC 2013 - All rights reserved
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Tokenpp = Taor Na || B || [Text2] || 9sSac(Ta or Na || B || [Text1])

The claimant A uses either a time stamp T4 or a sequence number N4 as the time variant parameter. The
choice depends on the technical capabilities of the claimant and the verifier as well as on the environment.
The signature gsSag is a group signature created using one of the group signature mechanisms specified
in ISO/IEC 20008-2. Certg is a group public key certificate for the group public key of a group G.

NOTE1 The inclusion of identifier B in the message-to-be-signed of Tokengp is necessary to prevent the token
from being accepted by anyone other than the intended verifier.

NOTE 2  In general, Text; is not authenticated by this process.

NOTE3  Oreapplication of this mechanism could e RKey diStribution (Se€ Annex A of ISU/TEC 9798-1:20101[3]).
The mechan|sm is performed as follows:

a) A sends [lokengp and optionally Certg to B.

b) On receipt of the message containing Tokengp, B performs the following steps:

1) Iterjsures thatitis in possession of the valid group public key of the group G either by verifying
the group public key certificate of G or by some other means.

2) Itvdrifies Tokengp by verifying the group signature of A contained'in the token, by checking the
tim¢ stamp or sequence number, and by checking that the value’of the identifier field (B) |n the
mesjsage-to-be-signed of Tokenyp is equal to entity B’s identifier.

7.2.3 Mechanism 2 — Two-pass unilateral anonymous aunthentication

In this medhanism, entity A in G is authenticated byJentity B which initiates the procesg and
uniqueness/fimeliness is controlled by generating and’checking a random number Rp (see Annex B of
ISO/IEC 9798-1:20101[3]).

The authentication mechanism is illustrated inEigure 3.

ARp|| [Text1]
AinG [ B

Claimant »| Verifier

b) [Certs] || Tokenas c)

Figure 3*— Two-pass unilateral anonymous authentication

The form of the token-(Tokenyp), sent by the claimant A to the verifier B is:

Tokenap = RA |{Rp| [B] || [Texts] || gsSac(Ra || Re || [B] || [Textz])

The inclusion of identifier B in Tokengp is optional. It depends on the environment in which this
authentication mechanism is used.

NOTE1  The inclusion of the optional identifier B in the message-to-be-signed of Tokengp can prevent the token
from being accepted by anyone other than the intended verifier (e.g. as might occurin a person-in-the-middle attack).

NOTE 2  The inclusion of the random number R4 in the signed part of Tokengp prevents B from obtaining the
group signature of A on data chosen by B prior to the start of the authentication mechanism. This measure may be
required, for example, when the same group public key is used by A for purposes other than entity authentication
or by another group member.

The mechanism is performed as follows:

a) Bsendsarandom number Rpand, optionally, a text field Text; to A.

8 © ISO/IEC 2013 - All rights reserved
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b) A sends Tokenyp and, optionally, Certg to B.

c) Onreceipt of the message containing Tokengp, B performs the following steps:

1) Itensures thatitisin possession of the valid group public key of G either by verifyi

2)

public key certificate of G or by some other means.

-2:2013(E)

ng the group

It verifies Tokenyp by checking the group signature of A contained in the token, by checking that

the random number Rp, sent to A in step a), agrees with the random number contained in the
message-to-be-signed of Tokengp, and by checking that the value of the identifier field (B) in the

message-to-be-signed of Tokengyp, if present, is equal to B’s identifier.

7.3

7.3.1

Mutul
each

Thet
mutu

The 1

Mutual anonymous authentication

General

al anonymous authentication means that the two communicating entities are auth
bther, and that the identities of the two entities are anonymous to each\ether.

wo mechanisms described in 7.2.2 and 7.2.3 are extended in 7.3.2 and 7.3.3, respective
al authentication. This is achieved by transmitting one additieonalmessage.

hechanism specified in 7.3.4 uses four steps which, however; heed not all be sent cons|

arestilt it may be possible to reduce the time taken to perfori the authentication process.

7.3.2

In th

Mechanism 3 — Two-pass mutual anonymous authentication

group G’ and uniqueness/timeliness is controlled by generating and checking time stamps

numh

ers (see Annex B of [SO/IEC 9798-1:2010f31). Entity A knows the identity of the group

The guthentication mechanism is illustrated in Figure 4.

The f
Toker

AinG a) [Certg] || Tokenas BinG’
Claimart/ Claimant/
Vefifier | Verifier
d) c) [Certe] || Tokenga b)

Figure 4 — Two-pass mutual anonymous authentication

brm of the'token (Tokengp), sent by A to B, is:

A= Taor Na || G'|| [Text2] || gsSac(Ta or Na || G’ || [Text1])

enticated to

ly, to achieve

ecutively. As

s mechanism, entity A in the group G initiates the authentication protocol with entity B in the

or sequence
Gl

The form of the token (Tokenpy), sent by B to 4, is:

Tokenpa = Tgor Np || G || [Texta] || gsSpc’ (Ta or Ny || G || [Texts3])

The choice of using either time stamps or sequence numbers in this mechanism depends on the technical
capabilities of the claimant and the verifier as well as on the environment.

NOTE

1  The inclusion of identifiers G and G’ in the message-to-be-signed of Tokenpy and Tokenyp, respectively,
is necessary to prevent the tokens from being accepted by anyone other than a member of intended group.

The mechanism is performed as follows:

a) A sends Tokenyp and, optionally Certg to B.

© ISO/IEC 2013 - All rights reserved
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b) Onreceipt of the message containing Tokengp, B performs the following steps:

1) It ensures that it is in possession of a valid group public key of the group G either by verifying
the group public key certificate of G or by some other means.

2) [Itverifies Tokenyp by verifying the group signature of A contained in the token, by checking the
time stamp or sequence number, and by checking that the value of the identifier field (G’) in the
message-to-be-signed of Tokengp is equal to the identity of G’.

¢) Bsends Tokenpy and, optionally, Certg’ to A.

d) Onreceipt of the message containing Tokenpgy, A performs the following steps:

1) Itensures thatitis in possession of a valid group public key of the group G’ either by yverifying
the group public key certificate of G’ or by some other means.

2) Itvdrifies Tokenpa by verifying the group signature of B contained in the token, bychecking the
tim¢ stamp or sequence number, and by checking that the value of the identifier field (¢) |n the
mesjsage-to-be-signed of Tokenpy is equal to the identity of G.

NOTE2 The two messages of this mechanism are not bound together in any way; other than implicitly by

timeliness; the mechanism involves two independent uses of a slightly modified versign of the mechanism spgcified
in 7.2.2. Further binding together of these messages can be achieved by makingappropriate use of the text fields.

7.3.3 Mechanism 4 — Three-pass mutual anonymous authentication

In this medhanism, entity B in G’ initiates the authentication protocol with entity A in ¢ and
uniqueness/kimeliness is controlled by generating and checking random numbers (see Annex B of
ISO/IEC 9798-1:20101(3]).

The authentication mechanism is illustrated in Figure 5

a) Ral| [Text1]
Ain G > Bin G’
Claimant/ b)D[Certs] || Tokenas Claimant/
¢) Verifier < Verifier 9

d) [Certs] || Tokengpa

Figure 5(— Three-pass mutual anonymous authentication

The tokens gre of the following form:

Tokenap = RA || ReYAG" 1 || [Text3] || gsSac(Ra || Rp [| [G"] || [Textz])

Tokenpa = Ry R4 || [G] || [Texts] || gsSee’ (R || Ra || [G] || [Text4])

NOTE1 The inclusion of the random number R4 in the message-to-be-signed of Tokengp prevents B from
obtaining the group signature of A on data chosen by B prior to the start of the authentication mechanism. This
measure may be required, for example, when the same group public key is used by A for purposes other than
entity authentication or is used by other members of the group G. However, the inclusion of Rp in Tokenga, while
necessary for security reasons which dictate that A should check that it is the same as the value sent in the
first message, may not offer the same protection to B, since Rp is known to A before Ry is chosen. If this type of
protection is required, B can insert an additional random number R’p in the text fields Texts and Texts of Tokenpg.

NOTE 2  Inclusion of the identifier G’ in Tokengp and the identifier G in Tokenpy is optional. The need for the
inclusion of these identifiers depends on the environment in which this authentication mechanism is used.

The mechanism is performed as follows:

a) Bsendsarandom number Rp and, optionally, a text field Text; to A.

10 © ISO/IEC 2013 - All rights reserved
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b) A sends Tokenyp and, optionally, Certg to B.

c) Onreceipt of the message containing Tokengp, B performs the following steps:

1) It ensures that it is in possession of a valid group public key of G either by verifying the group
public key certificate of G or by some other means.

2) [ltverifies Tokenyp by checking the group signature of A contained in the token, by checking that
the random number Rp, sent to A in step a), agrees with the random number contained in the
message-to-be-signed of Tokengp, and by checking that the value of the identifier field (G’) in the
message-to-be-signed of Tokenyp, if present, is equal to the identity of G".

d) sends Tokengy and, optionally, Certg to 4.

e) (nreceiptofthe message containing Tokenpy, A analogously performs steps 1) and 2) lijted under c).
Ih addition, A checks that the random number Rp contained in the message-to-be<sign¢d of Tokenpy
i$ equal to the random number Rp received in step a), and that the randommumber Ry4|contained in
the message-to-be-signed of Tokenpy is equal to the random number R4 sent’in step b).

7.3.4] Mechanism 5 — Two-pass parallel mutual anonymous authentication

In this mechanism, anonymous authentication is carried out in parallel by entity 4 in G and entity B in

G’ angl uniqueness/timeliness is controlled by generating and ¢hecking random numbers (see Annex B

of ISQ/IEC 9798-1:2010[31).

The guthentication mechanism is illustrated in Figure 6.

The t

Toker
Toker

Inclu

of thd

a) Ra|| [Certc|]| [Text1]

b) > =] b)
Ain G ) Bin G’
Rg|| [Certs] || [Text:
Claimant/ ) Re|L{ )e; Gk]’ || [Text:] Claimant/
Verifier €] foKenap »-| Verifier
d) - d)
c’) Tokenga

Figure 6 — Two-pass parallel mutual anonymous authentication

pkens are similar to:those of 7.3.3:
AB=Ra || R || 1&" ] || [Texts] || 9sSac(Ra || Re || [G"] || [Text3])
Ba = Rp | Rxl| [G] || [Texte] || 9sSee’ (R || Ra || [G] || [Texts])

bion ofthe identifier G’in Token4p and the identifier G in Tokenpy is optional. The need for
se/identifiers depends on the environment in which this authentication mechanism is

the inclusion
used.

NOTE 1

The random number Ry is present in Tokengp to prevent B from obtaining the group signature of A

on data chosen by B prior to the start of the authentication mechanism. This prevention may be required, for
example, when the same group signature key is used by A for other purposes in addition to entity authentication
or is used by another member of the group. For similar reasons the random number Rp is present in Tokenpg.
Depending on the relative time of receipt of the messages sent in steps a) and a’), one of the parties may know
the random number of the other party when choosing its random number. If this is undesirable, both parties can
insert an additional random number R4 and R’g in the text fields Text3 and Text4 of Tokengp, and Texts and Textg
of Tokenpy, respectively.

The mechanism is performed as follows:

a) Asends Ry and, optionally, Certg and a text field Text; to B.

a’) Bsends Rp and, optionally, Certs’ and a text field Text; to A.

© ISO/IEC 2013 - All rights reserved

11


https://iecnorm.com/api/?name=dde1ab38104cb7d58ae2793eb72dde2c

ISO/IEC 20009-2:2013(E)

b) A and B ensure that they are in possession of a valid group public key to which the other entity
belongs either by verifying a group public key certificate or by some other means.

c) Asends Tokenypto B.

’

c¢’) B sends Tokenpg to A.

d) Aand B perform the following steps: Each of them verifies the received token by checking the group
signature contained in the token and by checking that the random number, which was previously
sent to the other entity, agrees with the random number contained in the message-to-be-signed of
the token received.

NOTE 2  An alternative to mechanism 7.3.4 is to run mechanism 7.2.3 twice in both directions. The inc‘lusion
of the group public key certificates in the first messages of mechanism 7.3.4 allows for earlier group public key
certificate verification, which may speed up the authentication process.

NOTE3  Thetwomessagesofthismechanismarenotbound togetherinanyway,other thanimplicitlyby timeliness.
7.4 Unilateral-anonymous mutual authentication

7.4.1 Gene¢ral

Unilateral-aponymous mutual authentication means that the two-.-communicating entitie§ are
authenticated to each other, and that the identity of one entity is ananymous to the other entity.

In the mechgnisms, entity A in the group G is authenticated by‘entity B anonymously using one ¢f the
group signature schemes specified in ISO/IEC 20008-2. Entity)B.s authenticated by entity 4 using ¢ne of
the digital signature schemes specified in ISO/IEC 14888 axISO/IEC 9796.

7.4.2 Mechanism 6 — Two-pass unilateral-anonymous mutual authentication

In this mefhanism, entity A in G initiates;<the authentication protocol with entity B| and
uniqueness/timeliness is controlled by generating and checking time stamps or sequence numberf (see
Annex B of IfO/IEC 9798-1:2010(3]).

The authentication mechanism is illustrated in Figure 7.

Ain G a) [Certs] || Tokenas B
Claimant/ Claimant/
d) Verifier C) [CertB] ” TokenBA Verifier b)

Figure 7 — Two-pass unilateral-anonymous mutual authentication

The form of the token (Tokengpg), sent by A in G to B, is:
Tokengp = Ta or Na || B || [Text2] || gsSac(Ta or Na || B || [Text1])
The form of the token (Tokenpy), sent by B to 4, is:

Tokengs = Tgor Ng || G || [Texts] || sSp(Taor N4 || G || [Texts])

The choice of whether to use time stamps or sequence numbers in this mechanism depends on the
technical capabilities of the prover and the verifier as well as on the environment.

NOTE1 The inclusion of identifiers G and B in the message-to-be-signed of Tokengg and Tokengp, respectively,
is necessary to prevent the tokens from being accepted by anyone other than the intended receivers.
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The mechanism is performed as follows:
a) Asends Tokengp and, optionally, Certg to B.
b) On receipt of the message containing Tokengp, B performs the following steps:

1) It ensures that it is in possession of a valid group public key of the group G either by verifying
the group public key certificate of G or by some other means.

2) [Itverifies Tokenyp by verifying the group signature of A contained in the token, by checking the
time stamp or sequence number, and by checking that the value of the identifier field (B) in the
message-to-be-signed of Tokenyp is equal to its identifier.

c) Hsends Tokenpy and, optionally, Certp to A.
d) (nreceipt of the message containing Tokenpy, A performs the following steps:

1) It ensures that it is in possession of a valid public key of B either by-yerifying tle public key
certificate of B or by some other means.

) Itverifies Tokenpy by verifying the signature of B contained inthé token, by checking the time
stamp or sequence number, and by checking that the value of the identifier field (G) in the
message-to-be-signed of Tokenpy is equal to the identity of (!

NOTH2 The two messages of this mechanism are not bound together in any way, other than implicitly by
timeliness; the mechanism involves two independent uses of a slightly modified version of the mechanism specified
in 7.2]2. Further binding together of these messages can be achieved by making appropriate use of the text fields.

7.4.3] Mechanism 7 — Three-pass unilateral-anenymous mutual authentication

In this mechanism, entity A in G initiates, the authentication protocol with enftity B, and
uniqyeness/timeliness is controlled by generating and checking random numbers (see[ Annex B of
ISO/IEC 9798-1:2010(3]).

The guthentication mechanism is illustrated in Figure 8.

a) Ra|| [Text1]
0) AinG | B
Glaimant/ b) [Certs] || Tokenga Claimant/
Verifier »| Verifier e)

d) [Certs] || Tokenas

Figure 8 — Three-pass unilateral-anonymous mutual authentication

The tpkén's are of the following form:

Tokenps = Rp || Ra || [G] || [Text3] || sSe(Rp || Ra || [G] || [Text2])
Tokenap =R || Ry || [B] || [Texts] || gsSac(Ra || Re || [B] || [Texta])

Inclusion of the identifier G in Tokengg and the identifier Bin Tokengpis optional. The need for the inclusion
of these identifiers depends on the environment in which this authentication mechanism is used.

NOTE The inclusion of the random number Rp in the signed part of Tokenpy prevents A from obtaining the
signature of B on data chosen by A prior to the start of the authentication mechanism. This measure may be
required, for example, when the same public key is used by B for purposes other than entity authentication.
However, the inclusion of Ry in Tokenyp, while necessary for security reasons which dictate that B should check
that it is the same as the value sent in the first message, may not offer the same protection to 4, since R4 is known
to B before Rpis chosen. If this type of protection is required, A can insert an additional random number R4 in the
text fields Texty and Texts of Tokenp.

© ISO/IEC 2013 - All rights reserved 13
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The mechanism is performed as follows:

a) Asendsarandom number R4 and, optionally, a text field Text; to B.

b)
c)

d)

7.4.4 Med

In this mech
and uniquen

B sends Tokenpy and, optionally, its public key certificate to A.

On receipt of the message containing Tokenpg, A performs the following steps:

1) It ensures that it is in possession of a valid public key of B either by verifying the public key
certificate of B or by some other means.

2) It verifies Tokenpy by checking the signature of B contained in the token, by checking that

the
mesg
meg|

A sends

On receipt of the message containing Tokengp, B analogously performs the folldwing steps:

1) Ite
pub

2) Itve

the

nunj
sign
valy

dist]

ISO/IEC 979

The authent

sage-to-be-signed of Tokenpgy, and by checking that the value of the identifier field (G)
sage-to-be-signed of Tokenpy, if present, is equal to the identifier of G.

Tokenp and, optionally, its group public key certificate to B.

ic key certificate of G or by some other means.

nguishing identifier.

hanism 8 — Two-pass parallel unilateral-anonymous mutual authentication

B-1:20101(3]).
cation mechanism is illustfated in Figure 9.

a) Ra|| [Certc] || [Text1]

b) > b)
{ -

AinG a’) Rg|| [Certs] || [Textz] B
CGlaimant/ ¢) Token Claimant/
Verifier A P Verifier
d) - d)

c’) Tokenga

The tokens are of the following form:
Tokenap = Ra || Rp || [B] || [Texta] || gsSac(Ra || R || [B] || [Texts])
Tokenpa = Rp || Ra || [G] || [Texte] || sSB(RB || Ra || [G] || [Texts])

14
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Inclusion of identifier B in Tokengp and identifier G in Tokenp, is optional. The need for the inclusion of
these identifiers depends on the environment in which this authentication mechanism is used.

NOTE The random number Ry is present in Tokenyp to prevent B from obtaining the group signature of A on
data chosen by B prior to the start of the authentication mechanism. This feature may be required, for example,
when the same group key is used by A for other purposes in addition to entity authentication or is used by another
member of the group. For similar reasons the random number Rp is present in Tokenp4. Depending on the relative
time of receipt of the messages sent in steps a) and a’), one of the parties may know the random number of the
other party when choosing its random number. If this is undesirable, both parties can insert an additional random
number R’4 and R’p in the text fields Text3 and Texts of Tokenyp, and Texts and Textg of Tokenpy, respectively.

The mechanism is performed as follows:

a) A

a') H

b) Aensuresthatitisin possession ofavalid public key of B either by verifying'B’s public key certificate
{

sends R4 and, optionally, its group public key certificate and a text field Text; to B.

sends Rp and, optionally, its public key certificate and a text field Text; to A.

r by some other means. Similarly B ensures that it is in possession of a valid public key|of the group
b which A belongs either by verifying A’s group public key certificateo¥’by some other means.

c) Asends Tokenypto B.

c¢’) Hsends Tokenpgg to A.

d) A4 and B verify the received token by checking the signature or group signature contained in the
tpken and by checking that the random number, which was previously sent to the jother entity,

dgrees with the random number contained in the thessage-to-be-signed of the token r¢ceived.
7.5 |Mutual anonymous authentication with binding-property

7.5.1] General

Mutupl anonymous authentication with the binding-property means that the two copmunicating
entities are authenticated to each other, and that the identities of the two entities are aflonymous to
each pther while the binding-property is guaranteed.

This |7.5 provides details of_the mutual anonymous authentication mechanisms with fhe binding-
propeérty. In the mechanisms, entity A in the group G and entity B in the group G’ shall uge one of the
group signature schemes:specified in ISO/IEC 20008-2.

NOTH Optionally, i the mechanisms of 7.5, entities A and B can derive a session key from a shpred common
secref for future secure communication between them. This is outside the scope of this part of ISOJ/IEC 20009.

7.5.2| Mechanism 9 — Three-pass sign-later mutual anonymous authentication

In this\three-pass mutual anonymous authentication protocol with the binding-property, the first
message does not contain a group signature. Entity B in G’ initiates the authentication protocol with
entity 4 in G, and uniqueness/timeliness is controlled by generating and checking random numbers (see
Annex B of ISO/IEC 9798-1:2010[3]). The protocol is illustrated in Figure 5.

The mechanism has the following requirement.

— Prior to use of the mechanism entities A and B must agree on the use of a cyclic group G of order g,
and a generator g of G, with respect to which the DDH problem is hard.

The additional information needed is described as follows:
The ephemeral public key Rp is gb for an ephemeral private key b in Zg.

The ephemeral public key Ry is g4 for an ephemeral private key a in Z;.

© ISO/IEC 2013 - All rights reserved 15


https://iecnorm.com/api/?name=dde1ab38104cb7d58ae2793eb72dde2c

ISO/IEC 20009-2:2013(E)

The tokens exchanged in the mechanism are of the following form:

Tokenap = R || [Text3] || gsSac(Ra || Rp || [Textz]) || MACaB

Tokenps = Rp || [Texts] || gsSpe’ (Rp || Ra || [Texta]) || MACpa

where MACyp and MACpy are as follows:

MACap = macyi([Certg] || Ra || [Texts] || gsSac(Ra || Re || [Text2])).

MACBa = macyg([Certe’] || Rp || [Texts] || gsSee’ (Re || Ra || [Texts])).

The mechan

smicnarfarmaod ac follawsc:
> o P o e ot T oo Yo

a) B perfor

b)

d)

16

1y
2)

iy
2)
3)
4)
5)
6)

It ch

It sg

A perfor

It ch
[t cd
[t cg
[t cd
Itco

It sg

ms the following steps:

nds gb and, optionally, a text field Text; to A.

ms the following steps:

mputes gab = (Rp)a.

Iculates a MAC key MK = kdf(gab).

mputes gsSag(Ra || Rp || Textz) using its signaturekey.

mputes MAC4p = macyg([Certg] || Ra || [Text3]dlgsSac(Ra || Re || [Textz])) using the MAC ke

nds Tokenp and, optionally, its group public key certificate Certg to B.

On receipt of the message containing Token 4, B performs the following steps:

1y
2)
3)

4)

5)
6)

It cq
It cq

It er
key

It vd
i)
ii)

mputes gab = (Rg)b.
Iculates the MAC key MK = kdf(gab).

certificate of G or by'some other means.
rifies Tokenyp asfollows:
It verifies¢he group signature of A contained in the token.

It cheeks ephemeral public keys R4 and Rp are included in the group signature.

ooses an ephemeral private key b from Z; and computes ephemeral public kéy, Rp = gi.

ooses an ephemeral private key a from Z; and computes epheni€ral public key R4 = g4.

iii)

iv)

Key Rp sent in step aJ.

It checks the MAC4p value using MK.

It computes gsSgs’ (Rp || R4 || [Text4]) using its signature key.

y MK.

sures that it is in possession of a valid group public key of G by verifying the group public

It.check the ephemeral public key Rp contained in Tokengp is equal to the ephemeral public

It computes MACp4 = macyg([Certg’] || Rp || [Texts] || gsSee’ (R || R4 || [Texts])) using the MAC

key

MK.

B sends Tokenpy and, optionally, its group public key certificate Certg to A.

On receipt of the message containing Tokenpg, A performs the following steps:

1y

It ensures that it is in possession of a valid group public key of G’ by verifying the group public

key

certificate of G’ or by some other means.
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2) Itverifies Tokenpy as follows:

7.5.3

In th|
mess

G and uniqueness/timeliness is controlled by generating and checking random numbers (sg

1S0/1

The rhechanism has the following requirement.

— Hrior to use of the mechanism entities A and B must agree‘en the use of a cyclic group
and a generator g of G, with respect to which the DDH problem is hard.

The grotocol messages and the additional information smeeded are described as follows:

The gphemeral public key\Rp is gb for an ephemeral private key b in Zg.

The gphemeral public Key Ry is g4 for an ephemeral private key a in Zg.

The t
Toker
Toker

wher

i) Itverifies the group signature of B contained in the token.

-2:2013(E)

ii) It checks ephemeral public keys Rp and R4 are included in the group signature.

iii) It checksthat ephemeral public key Rp contained in Tokenpy is equal to the ephemeral public

key Rpreceived in step a).

iv) It checks that the ephemeral public key R4 signed in the group signature of Tokenpy4 is equal

to the ephemeral public key R4 sent in step b).

vi—ttchecks the MACE vatue usimg ME:
Mechanism 10 — Three-pass sign-first mutual anonymous authentication

iis three-pass mutual anonymous authentication protocol with the binding-propel
hge contains a group signature. Entity B in G’ initiates the authenticatipn protocol wit

EC 9798-1:2010[31).

i) [Certe] || Re|| gsSee (RB) || [Text:]
AinG o BinG |9
Claimant/ b) [Cértc] || Tokenas Claimant/
e) Verifier < Verifier
d) Tokenga

Figure 10 — Three-pass sign-first mutual anonymous authentication

pkens exchianged in the mechanism are of the following form:

AB =Rl 9sSac(Ra) || MACap || [Text]

'ty, the first
h entity A in
e Annex B of

G of order g,

BAS'MACRy || [Text3]

e MAC4p and MACp4 are as follows:

MACap = macyk(Ra || gsSac(Ra) || R || gsSe’ (RB) || [Texta]).
MACpa = macmk(Rp || gsSe’ (RB) || Ra || gsSac(Ra) || [Texts]).

The mechanism is performed as follows:

a) B performs the following steps:

1) Itchooses an ephemeral private key b from Z; and computes ephemeral public key

2) It computes gsSps’ (Rp) using its signature key.

© ISO/IEC 2013 - All rights reserved
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3) Itsends gb, gsSp¢’ (Rp) and, optionally, Certs and a text field Text1 to A.
b) A performs the following steps:

1) Itensures thatitis in possession of a valid group public key of G’ by verifying the group public
key certificate of G’ or by some other means.

2) Itverifies the group signature of B.
3) Itchooses an ephemeral private key a from Z; and computes ephemeral public key R4 = g4.

4) It computes gsSag(R4) using its signature key.

5) It cdmputes gab = (Rp)a.

6) Itcdlculates a MAC key MK = kdf(gab).

7) It cdmputes MACap = macyk(Ra || gsSac(Ra) || Re || gsSee’ (RB) || [Texts]) using®hie MAC kely MK.

8) Itsdnds Tokengp and, optionally, its group public key certificate Certg to B,
c) Onreceipt of the message containing Tokengp, B performs the followingsteps:

1) It ensures that it is in possession of a valid group public key of G by verifying the group public
key[certificate of G or by some other means.

2) It vdrifies the group signature of A.
3) It cdmputes gab = (Ry)b.
4) It cdlculates the MAC key MK = kdf(gab).
5) It cdmputes MACgg = macyk(Rp || gsSee’ (RB)Y{} R4 || 95Sag(R4) || [Texts]) using the MAC kely MK.
6) It checks the MAC4p value using MK.
d) Bsends [lokenpy to A.
e) On receipt of the message containing Tokenpy, A checks the MACp4 value using MK.
NOTE In [the above mechanism, to provide stronger binding-property, MAC could be changed to the group
signatures wlich are supporting user-controlled linking capability such as DAA. The stronger binding-property,

called full binding-property, guarantees that all the received messages come from the same claimant (seellLl0] for
further details). This NOTE alsacan be applied to the mechanisms 12, 14 and 16 in the same way.

7.5.4 Mechanism 11— Two-pass parallel sign-later mutual anonymous authentication

In this two-gass parallel mutual anonymous authentication protocol with the binding-property, the first
message dog¢s ot contain a group signature. Anonymous authentication is carried out in parallel by
entity A in G and entity B in G’ and uniqueness/timeliness is controlled by generating and checking
random numbers (see Annex B of ISO/IEC 9798-1:2010(3]). The protocol is illustrated in Figure 6.

The mechanism has the following requirement.

— Prior to use of the mechanism entities A and B must agree on the use of a cyclic group G of order g,
and a generator g of G, with respect to which the DDH problem is hard.

The additional information needed is described as follows:
The ephemeral public key Rp is gb for an ephemeral private key b in Z;.
The ephemeral public key Ry is g for an ephemeral private key a in Zg.

The tokens exchanged in the mechanism of the following form:

18 © ISO/IEC 2013 - All rights reserved
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Tokenap = Ry || [Texta] || gsSac(Ra || R || [Text3]) || MACap

Tokenpa = Rp || [Texte] || gsSpc’ (R || Ra || [Texts]) || MACpa

where MAC4p and MACpg4 are as follows:

MACap = macux([Certg] || Ra || [Texta] || gsSac(Ra || Rg || [Text3])).

MACpa = macyk([Certe] || Rp || [Texts] || gsSee’ (Re || Ra || [Texts])).

The mechanism is performed as follows:

a)

d)

nerformectheo followinag ctong:
POt OO VYT HESte PO

Vs

1) Itchooses an ephemeral private key a from Z; and computes ephemeral public key|Ra = g@.
2) Itsends R and, optionally, Cert; and a text field Text; to B.
B performs the following steps:

1) Itchooses an ephemeral private key b from Z; and computes ephemeral public key|Rp = gP.
2) Itsends Rpand, optionally, Certs’ and a text field Text; to A.

A and B ensure that they are in possession of a valid group-public key that other entify belongs to
ither by verifying the respective group public key certificate or by some other means

D

X

performs the following steps:
It computes gab = (Rp)a.
It calculates a MAC key MK = kdf(gab).

)
)
) It computes gsSag(R4 || Rp || [Text3)) Using its signature key.
) Itcomputes MAC4p=macyg([Cetts] || Ra || [Texta] || gsSac(Ra || Rp || [Text3])) using the(MAC key MK.
)

It sends Tokengp to B.

o B O x SR SO E \S)

performs the followingsteps:

) It computes gab=\(R4)Pb.

) It calculatesa)MAC key MK = kdf(gab).

3) It computes gsSpg’ (Rp || Ra || [Texts]) using its signature key:.
)

It ecemputes MACpg = macyk([Certg’] || Re || [Texte] || 95See’ (Rp || Ra || [Texts])) uding the MAC
key MK.

5] It sends Tokenpga to A.
A and B perform the following steps:
1) They verify Tokensp and Tokenpy as follows:
i) They verify the group signature contained in the token.
ii) They check the ephemeral public keys R4 and Rp are included in the group signatures.

iii) A checks that the ephemeral public key Rp contained in Tokenpy is equal to the ephemeral
public key Rp received in step a’), and R4 signed in the group signature of Tokenpy is equal
to the ephemeral public key R4 sent in step a).
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iv) B checks that the ephemeral public key R4 contained in Tokengp is equal to the ephemeral
public key R4 received in step a), and Rp signed in the group signature of Tokengp is equal to

v)

the ephemeral public key Rp sent in step a’).

They check the MAC4p and MACp4 values using MK.

7.5.5 Mechanism 12 — Two-pass parallel sign-first mutual anonymous authentication

In this two-pass parallel mutual anonymous authentication protocol with the binding-property, the first
message contains a group signature. Anonymous authentication is carried out in parallel by entity A in G
and entity B in G’ and uniqueness/timeliness is controlled by generating and checking random numbers

(see Annex
The mechan

Prior to
and a ge

The protoco

The epheme
The epheme
The tokens €
Tokenap=M
Tokengy = M|

of 1SOAEC9798-1-201013h:
sm has the following requirement.

use of the mechanism entities A and B must agree on the use of a cyclic group-G of or
herator g of G, with respect to which the DDH problem is hard.

messages and the additional information needed are described as follows:

a) Ru|| [Certe] || gsSac(Ra) || [Text1]

b) > > b)
AinG ) Bin G’
Claimant/ a’) Rg|| [Certs’] || gsSre' (Rs) || [Text:] Claimant/

Verifier c) Tokenas » Verifier ,
d) - d)
C') TokenBA

jgure 11 — Two-pass parallel sign-first mutual anonymous authentication

ral public key Rpis gb for an ephemesal private key b in Zg.
ral public key Ry is g4 for an ephemeral private key a in Zg.
xchanged in the mechanism are of the following form:
ACAB || [Texts]

ACBA || [Texty]

where MACyg and MACpy4 are as follows:

MACsp = ma
MACps = ma

Evk(Ra(95S46(R4) || Re || 9sSee’ (RB) || [Texts]).
'vg(Rp 1| 9sSee’ (RB) || Ra || 9sSac(Ra) || [Texte]).

der g,

The mechan
a) A perfor
iy
2)
3)

It se

a') Bperfor

H £ | £-11
SIITIS PCTIUTIIICU 45 TUITUWS.

ms the following steps:

It computes gsSag(R4) using its signature key:.

nds g9, gsSac(R4) and, optionally, Certs and a text field Text; to B.

ms the following steps:

It chooses an ephemeral private key a from Z; and computes ephemeral public key R4 = g4.

1) Itchooses an ephemeral private key b from Z; and computes ephemeral public key Rp = gb.

2)

20

It computes gsSpg’ (Rp) using its signature key.
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3) Itsends gb, gsSpe’ (Rp) and, optionally, Certs and a text field Text to A.

b) A and B ensure that they are in possession of a valid group public key that other entity belongs to
either by verifying the respective group public key certificate or by some other means. Each of them
verifies the received group signature.

c) A performs the following steps:
1) It computes gab = (Rp)a.
2) Itcalculates a MAC key MK = kdf(gab).

I—ttcomputes MACIE=ToeyR R T gsSactRAO T RE T TsSoo (R it fexts P osimg thie MAC key MK.

) Itsends Tokenyp to B.

| ET SN

performs the following steps:

) It computes gab = (Ry)b.

) It calculates a MAC key MK = kdf(gab).

3) It computes MACp4 = macyg(Rp || 9sSee’ (RB) || Ra || 95Sac(Ra)| [Texts]) using the MAC key MK.
)

It sends Tokenpgy to A.

o NN

d) A performs the following steps:

1) Itretrieves the ephemeral public key Rp and gsSge’(Rp) in step a’).

DD

) It computes MACgg = macyk(Rp || 9sSee’ (RB) || Ra || 9sSac(R4) || [Texte]) using the MAC key MK.
3) It checks the validity of MACpy in thefoken of step ¢’) using the computed value at[sub-step 2).
d’) H performs the following steps:

1) Itretrieves the ephemeral ptblic key R4 and gsSag(R4) in step a).

DD

) It computes MACsp = mdcyi(Ra || 9sSag(R4) || Re || gsSeg’ (RB) || [Texts]) using the MAC key MK.

3J) It checks the validity of MACy4p in the token of step c) using the computed value at $ub-step 2).
7.6 |Unilateral-anonymous mutual authentication with binding-property

7.6.1] General

UnilateralFanonymous mutual authentication with the binding-property means that the two
anonymous

This 7.6 provides the details of the unilateral-anonymous mutual authentication mechanisms with the
binding-property. In the mechanisms, entity A in G is authenticated by entity B anonymously using
group signature schemes specified in ISO/IEC 20008-2. Entity Bis authenticated by entity A using digital
signature schemes specified in ISO/IEC 14888 or ISO/IEC 9796.

NOTE Optionally, in the mechanisms of 7.6, entities A and B can derive a session key from shared common
secret for future secure communication between them. This is out of scope of this standard.

7.6.2 Mechanism 13 — Three-pass sign-later unilateral-anonymous mutual authentication

In this three-pass unilateral-anonymous mutual authentication protocol with the binding-property, the
first message does not contain a group signature. Entity A in G initiates the authentication protocol
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with entity B and uniqueness/timeliness is controlled by generating and checking random numbers (see
Annex B of ISO/IEC 9798-1:201013]). The protocol is illustrated in Figure 8.

The mechanism has the following requirement.

— Prior to use of the mechanism entities A and B must agree on the use of a cyclic group G of order g,
and a generator g of G, with respect to which the DDH problem is hard.

The addition

al information needed is described as follows:

The ephemeral public key Ry is g@ for a randomly chosen ephemeral private key a in Z.

The epheme
The tokens €
Tokenpgys = Ry

Tokenap = R/

where MACylg and MACpy are as follows:

MACps = ma
MAC4p = ma
The mechan
a) A perfor
1) Itch
2) Itsd
b) B perfor
1) Itch
2) Itcg
3) Itcd
4) ltcd

5) Itcomputes MAGgy= macyk([Certg] || Rp || [Text3] || sSB(RB || Ra || [Textz])) using the MAC ke

6) Itsd

atpubtickey Rpis g foraramdomty chosemrephemerat private key bimZz:
xchanged in the mechanism are of the following form:

|| [Text3] || sSp(Rp || Ra || [Textz]) || MACpa

|| [Texts] || gsSac(Ra || R || [Texta]) || MACap

'mi([Certp] || Rp || [Texts] || sSp(Rp || Ra || [Textz])).
Fmi([Certa] || Ra || [Texts] || gsSac(Ra || Rp || [Texta])).
sm is performed as follows:

ms the following steps:

nds g2 and, optionally, a text field Text1.£0°B.

ms the following steps:
mputes gab = (Rg)b.
Iculates a MAC key MK =kdf(gab).

mputes sSp(Rp ||(R4 ]| Textz) using its signature key.

nds Tokenp, and, optionally, its public key certificate Certp to A.

c) Onrecei

tofthe message containing Tokenpg, A performs the following steps:

ooses an ephemeral private key a from Z; and)computes ephemeral public key R4 = g4.

ooses an ephemeral private key'b from Z; and computes ephemeral public key Rp = gi.

1) It computes g0 = (Rp)7.

2) It calculates the MAC key MK = kdf(gab).

3) Itensures thatitisin possession of a valid public key of B by verifying the public key certificate

of B

or by some other means.

4) Itverifies Tokenpy as follows:

i)
ii)

[t verifies the signature of B contained in the token.

It checks the ephemeral public keys Rp and R4 are included in the signature.

iii) It checks the ephemeral public key R4 contained in Tokenpy is equal to the ephemeral public

22

key R4 sent in step a).
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iv) It checks the MACpy value using MK.
5) Itcomputes gsSag(Ra || Rp || [Texts]) using its signature key.
6) Itcomputes MACap=macyk([Certg] || Ral| [Texts] || gsSac(Ra || R || [Texts])) using the MAC key MK.
d) A sends Tokenyp and, optionally, its group public key certificate Certg to B.
e) Onreceipt of the message containing Tokengp, B performs the following steps:

1) It ensures that it is in possession of a valid group public key of G by verifying the group public
key certificate of G or by some other means.

2) Itverifies Tokenyp as follows:
i) Itverifies the group signature of A contained in the token.
ii) It checks the ephemeral public keys R4 and Rp are included in the group signature.

iii) It checks that the ephemeral public key R4 contained in Toker4p1s equal to tHe ephemeral
public key R4 received in step a).

iv) It checks thatthe ephemeral public key Rp signed in the'group signature of Tokpngp is equal
to the ephemeral public key Rp sent in step b).

v) It checks the MAC4p value using MK.

7.6.3] Mechanism 14 — Three-pass sign-first unilateral-anonymous mutual authentication

In this three-pass unilateral-anonymous mutual authentication protocol with the binding-property, the
first message contains a group signature. Entity, A'in G initiates the authentication protocdl with entity
B and uniqueness/timeliness is controlled by:generating and checking random numbers (sge Annex B of
ISO/IEC 9798-1:2010(3]).

The mechanism has the following requirement.

— Hrior to use of the mechanisni-entities A and B must agree on the use of a cyclic group|G of order g,
and a generator g of G, with.réspect to which the DDH problem is hard.

The grotocol messages and the additional information needed are described as follows:

a) [Certg] || Ra|| gsSac(Ra) || [Texti]

A AinG |g ™ B
Claimant/ b) [Certg] || Tokenga Claimant/
Verifier > Verifier e)

d) Tokengg

Figure 12 — Three-pass sign-first unilateral-anonymous mutual authentication

The ephemeral public key Ry is g2 for a randomly chosen ephemeral private key a in Zg.
The ephemeral public key Rp is gb for a randomly chosen ephemeral private key b in Z.
The tokens exchanged in the mechanism are of the following form:

Tokenap = MACygp || [Text?]

Tokenpa = Rp || sSp(RB) || MACpa4 || [Text3]

where MAC4p and MACpy are as follows:
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MACsp = macyk(Ra || 9sSac(R4) || Rp || sSp(Rp) || [Texts]).

MACp4 = macuk(Rp || sSB(RB) || Ra || 9sSac(Ra) || [Texts]).

The mechanism is performed as follows:

a) A performs the following steps:
1) Itchooses an ephemeral private key a from Z; and computes ephemeral public key R4 = g.
2) It computes gsSas(R4) using its signature key.

3) Its nde gd acS . (P N and antianally Cortoand 2 tovt fiold Tovi. to B
bl A s LV A G U Bty ] ] Sl J ) i Vel G S g =

b) B performs the following steps:

1) It enjsures that it is in possession of a valid group public key of G by verifying the group public
key [certificate of G or by some other means.

2) Itvgrifies the group signature of A.
3) ItcHooses an ephemeral private key b from Z; and computes ephemefal public key Rg = g.
4) It cdmputes sSp(Rp) using its signature key.
5) It cdmputes gab = (R4)P.
6) Itcdlculates a MAC key MK = kdf(gab).
7) It cqmputes MACgg = macyk(Rp || sSB(RB) || Ra || 9sSa6(R4) || [Texts]) using the MAC key MK.
8) It sdgnds Tokenpy and, optionally, its public key certificate Certp to A.

c) Onreceipt of the message containing Tokenpy, 4 performs the following steps:

1) [Itensures thatitisin possession of a valid public key of B by verifying the public key certificate
of Blor by some other means.

2) It vdrifies the signature of B.

3) It cdmputes gab = (Rp)a.

4) It cqlculates a MAC kéy)MK = kdf(gab).

5) It cdmputes MACap= macyk(Ra || gsSac(Ra) || Re || sSB(RB) || [Texts]) using the MAC key MK.

6) It checks thé MACp4 value using MK.
d) A sends [lokenAp to B.

e) On receipt of the message containing Iokenap, B checks the MACp value using MK.

7.6.4 Mechanism 15 — Two-pass parallel sign-later unilateral-anonymous mutual authentication

In this two-pass parallel unilateral-anonymous mutual authentication protocol with the binding-
property, the first message does not contain a group signature. Anonymous authentication is carried
out in parallel by entity 4 in G and entity B and uniqueness/timeliness is controlled by generating and
checking random numbers (see Annex B of ISO/IEC 9798-1:2010[3]). The protocol isillustrated in Figure 9.

The mechanism has the following requirement.

— Prior to use of the mechanism entities A and B must agree on the use of a cyclic group G of order g,
and a generator g of G, with respect to which the DDH problem is hard.
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The additional information needed is described as follows:

The ephemeral public key Rp is gb for a randomly chosen ephemeral private key b in Zg.

The ephemeral public key Ry is g2 for a randomly chosen ephemeral private key a in Z;.

The tokens exchanged in the mechanism are of the following form:

Tokenap = Ry || [Texta] || gsSac(Ra || R || [Text3]) || MACap

Tokenpa = Rp || [Texte] || sSp(RB || Ra || [Texts]) || MACpa

wherg-MACsand MAC s are as lollgws:

-2:2013(E)

MACAp = macuk([Certg] || Ra || [Texta] || gsSac(Ra || Rp || [Texts])).

MACHs = macyg([Certp] || Rp || [Texte] || sSp(RB || Ra || [Texts])).

The mechanism is performed as follows:

a)

b)

A performs the following steps:

1) It chooses an ephemeral private key a from Z; and computes€phemeral public key
2) Itsends R4 and, optionally, Certg; and a text field Textq to-B:

B performs the following steps:

1) Itchooses an ephemeral private key b from Zgand computes ephemeral public key
) Itsends Rpand, optionally, Certp and a textfield Text; to A.

A ensures thatitis in possession of a validgpublic key of entity B to either by verifying th
dublic key certificate or by some other means. B ensures that it is in possession of 4
fublic key that entity A belongs to either by verifying the respective group public key
Hy some other means.

A

performs the following steps:
It computes gab = (Rg)9.
It calculates a MAC key MK = kdf(gab).

)

)

) It computes'gsSag(Ra || Rp || [Text3]) using its signature key.

) Itcomputes MACap=macyk([Certg] || Ra || [Texts] || gsSac(Ra || Re || [Text3])) using the
)

It-sends Tokengp to B.

Ry =g9.

Rp = gb.

le respective
valid group
certificate or

MAC key MK.

performs the following steps:

1) It computes gab = (Ry)P.
2) Itcalculates a MAC key MK = kdf(gab).
3) Itcomputes sSp(Rp || R4 || [Texts]) using its signature key:.

4) It computes MACps = macyk([Certp] || Rp || [Texts] || sSB(RB || Ra || [Texts])) using the
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nds Tokenpgy to A.

d) A and B perform the following steps:

1) They verify Tokensp and Tokenpy as follows:

i)

They verify the signature or group signature contained in the token.

ii) They check the ephemeral public keys R4 and Rp are included in the signature or group

signature.

iii) A checks that the ephemeral public key Rp contained in Tokenpgy is equal to the ephemeral

iv)

v)
7.6.5 Mec]

In this two
property, th
parallel by e
random numn

The mechan

Prior to
and a ge|

The protoco

Figure

pubtickey RpTeceived T step a ), anmd R Signed i the sigmature of fokenpzg s equat
ephemeral public key R4 sent in step a).

B checks that the ephemeral public key R4 contained in Tokengp is equal to thelephe
public key R4 received in step a), and Rp signed in the group signature of Token/p is eq
the ephemeral public key Rp sent in step a’).

They check the MAC4p and MACp4 values using MK.

hanism 16 — Two-pass parallel sign-first unilateral-anonymous mutual authentic

pass parallel unilateral-anonymous mutual authentication protocol with the bin
e first message contains a group signature. Anonymotis authentication is carried ¢
ntity A in G and entity B and uniqueness/timeliness ig controlled by generating and che
bers (see Annex B of [SO/IEC 9798-1:2010(3]).

sm has the following requirement.

use of the mechanism entities A and B must agree on the use of a cyclic group G of or
nerator g of G, with respect to which the.DDH problem is hard.

messages and the additional information needed are described as follows:

a) Ra|| [Certe] || gsSac(Ra) || [Texti]

b) > b)
AinG R Cortal | sSo(Re) || [Texta] B
Claimant/, g i) Tokl;n ? ? Claimant/
Verifier: A5 » Verifier )
d) 111 < 111 d)
c’) Tokenga

13 — Two-pass parallel sign-first unilateral-anonymous mutual authentication

o the

meral
nal to

ation
ding-
ut in
cking

der g,

The epheme

Fal.public key Rpis gb for a randomly chosen ephemeral private key b in Z,,.

The ephemeral public key Ry is g2 for a randomly chosen ephemeral private key a in Zj.

The tokens exchanged in the mechanism are of the following form:

Tokenap = MACygp || [Text3]

Tokenpg = MACpy || [Texta]

where MACy

g and MACg4 are as follows:

MACsp = macyg(Ra || 9sSac(Ra) || Re || sS(Rp) || [Texts]).
MACpa = macuk(Rp || sSB(RB) || Ra || gsSac(Ra) || [Texte]).
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The mechanism is performed as follows:

a)

b)

d)

d’)

A performs the following steps:

1) Itchooses an ephemeral private key a from Z; and computes ephemeral public key R4 = g@.
2) It computes gsSas(R4) using its signature key.

3) Itsends g9, gsSag(R4) and, optionally, Certg and a text field Textq to B.

B performs the following steps:

B .- B i, .
) It computes sSp(Rp) using its signature key:.
) Itsends gb, sSp(Rp) and, optionally, Certp and a text field Text; to A.

2

3

A ensures thatitis in possession of a valid public key of entity B to eitherbywerifying the respective
fdublic key certificate or by some other means. B ensures that it is i possession of d valid group
dublic key that entity A belongs to either by verifying the respectiye group public key ¢ertificate or
Hy some other means. A verifies the received signature and B verifies the received group signature.
A

performs the following steps:

) It computes gab = (Rp)a.

) It calculates the MAC key MK = kdf(gab).

3) It computes MAC4p = macyk(Ra || gsSac(RA)N| Re || sSe(RB) || [Texts]) using the MAC key MK.

) Itsends Tokengpto B.

performs the following steps:

) It computes gab = (Ry)b.

) It calculates a MAC key MK = kdf(gaPb).

3) It computes MACp4 = macyk(Rp || sSB(RB) || Ra || 9sSac(Ra) || [Texte]) using the MAL key MK.
)

It sends Tokenpgjto A.

o YN

performs the fellowing steps:
1) Itretrieves the ephemeral public key Rp and sSg(Rp) in step a’).

2) Itcamputes MACp4 = macyk(Rp || sSp (RB) || Ra || 9sSaG(R4) || [Texts]) using the MAC key MK.

3) I checks the validity of MACpy4 in the token of step c’) using the computed value at|sub-step 2).

B performs the following steps:
1) Itretrieves the ephemeral public key R4 and gsSag(R4) in step a).
2) It computes MACap = macyk(Ra || 9sSac(Ra) || Re || sSe (RB) || [Texts]) using the MAC key MK.

3) It checks the validity of MAC4p in the token of step c) using the computed value at sub-step 2).
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8 Mechanisms involving an online TTP

8.1 Introduction

Clause 8 specifies anonymous entity authentication mechanisms involving an online TTP.

The anonymous authentication mechanisms in Clause 8 require the two entities A in G and/or B in G’ to
validate each other’s group public keys using an online trusted third party (TP). This trusted third party
shall possess reliable copies of the gorup public keys of G (the group which A belonging to) and G’ (the
group which B belonging to). The entities A and B shall possess a reliable copy of the public key of TP.

Implementa
ISO/IEC 200

8.2 Unila

8.2.1 Geng¢

D8-2.

pral

leral anonymous authentication

TOTS—Of the IMEeCanisms Siall USe One of the group SIgNature SCHemes specitipd in

Unilateral afjlonymous authentication means that only one of the two entitiesds authenticated by lise of

the mechani

8.2.2 Mecd]

In this me
uniqueness/|
ISO/IEC 979

This authent

3-1:2010131).

d)

TP

e) [Texts] || Tokenta

f)

A

Verifier
-t

sm and that the identity of the authenticated entity is anonymegus-to the other entity.

hanism 17 — Four-pass unilateral anonymous authentication (initiated by A)

ication mechanism is illustrated in Figure 14.

¢) Ra|| Ie || [Texta]

a) Ra|| [Text1]

rhanism, entity A initiates the authentication /protocol with entity B in G| and
timeliness is controlled by generating and checking a random number (see AnneX B of

b) Is' || Tokenga

Bin G’
Claimant

Figure 14 — Four-pass unilateral anonymous authentication (initiated by A)

The tokens shall be created as following.

Tokenpa = [Text3] || 9sSpe’(A || Ra || [Textz])

Tokentg = Resg’ || sST(R’a || Resg’ || [Texte])

The values of the fields I, Resg’, Status and Failure shall have the following forms:

G the group which entity B belonging to.

Ig’= G’ or Certg, the identity of G".

28

© ISO/IEC 2013 - All rights reserved


https://iecnorm.com/api/?name=dde1ab38104cb7d58ae2793eb72dde2c

R

ISO/IEC 20009-2:2013(E)

esg’ = (Certg’ || Status), (G’ || Pg’) or Failure

Status = True or False. The value of the field shall be set to False if the certificate is known to have

b

een revoked; otherwise it shall be set to True.

Failure: Resg’ will be set to Failure if neither a public key nor a certificate of G’ can be found by TP.

In the mechanism, if TP knows the mapping between identity G’and Pg, then it shall set I5'= G”; otherwise,
then it shall set I’ = Certg, and G’ shall be set equal to the set of distinguished identity fields in the Certg-.
If either G’ or Certg’ is permitted to be used as an identity, then there should be a pre-arranged means
to allow TP to distinguish the two types of identity indications. The value of Ress’ shall be determined
according to Table 1.

f)

il i e =W

[an)

Table 1 — Value of Resg’

Field Choice 1 Choice 2
Ig G’ Certg’
Resg’ (G’ || Pg’) or Failure (Certg || Status)yor Failure

hechanism is performed as follows:

sends a random number R4 and, optionally, a text field Texty.to B.

sends the token Tokengs and I’ to A.

sends a random number R’4, together with I’ and, optionally, a text field Text4 to TP.

n receipt of the message in step c) from A, TP.performs the following steps. If I’ = &,
¢ If Ig = Certg, TP checks the validity of Certg.

e: the certificate of G’ and its status,the distinguishing identifier of G’ and its pub
ndication of Failure.

n receipt of the message in stepe) from TP, A performs the following steps:

) Verify Tokents by checking the signature of TP contained in the token, and by chec
signed data of Tekenty.
) Verify the validity of G’ by checking Resg-

) Retrieve-the public key of G’ from the message, verify Tokenpg received in step b) by
anonymous signature of B contained in the token and checking that the value of ident

nirmber Ry, sent to B in step a), is the same as the random number R4 contained in T}

TP retrieves

hen TP sends Tokenty and, optionally,.a text field Text; to A. The field Resg’ in Tokents shall

ic key, or an

king that the

random number R4, sént to TP in step c), is the same as the random number R’4 conftained in the

checking the
ifier field (A4)

in-the message-to-be-signed of Tokenp, is equal to identifier of 4, and then check thaf the random

bkenpa.

8.2.3 Mechanism 18 — Four-pass unilateral anonymous authentication (initiated by B)

In this mechanism, entity B initiates the authentication protocol with entity A in ¢ and
uniqueness/timeliness is controlled by generating and checking a random number (see Annex B of
ISO/IEC 9798-1:2010(3]).

This authentication mechanism is illustrated in Figure 15.

© ISO/IEC 2013 - All rights reserved
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d

I

) [Texts] || Tokenta b) Rs|| I¢|| [Text:]

y
a) Rp|| [Textq]
g
AinG B f
Clai t | Verifier
aiman e) I¢|| Tokenas

Figure 15 — Four-pass unilateral anonymous authentication (initiated by B)

The tokens ghall be created as following.

Tokenap|= Resg || sST(Rp || Resg || [Text3]) || gsSac(Rz || B || [Texte])

Tokenta

= Resg || sST(Rp || Resg || [Text3])

The values of the fields I, Resg, Status and Failure shall havethe following forms:

G: the gijoup which entity A belonging to.

Ig = G or|Certg, the identity of G.

Resg = (Qertg || Status), (G || Pg) or Failure

Status =

been reyoked; otherwise it shall be set to True.

Failure:

In the mech3

then it shall

If either G ol
to allow TP {

according to

Resg will be set to Failuré if neither a public key nor a certificate of entity G can be found

set [ = Certg, and.( shall be set equal to the set of distinguished identity fields in the

Table 2;

Table 2 — Value of Resg;

True or False. The value of the(ield shall be set to False if the certificate is known to have

by TP.

nism, if TP knows the'mapping between identity G and Pg, then it shall set I = G; otherjwise,

Certg.

" Certg is permitted to be used as an identity, then there should be a pre-arranged npeans
o distinguish*the two types of identity indications. The value of Res; shall be deterrmined

Field Choice 1 Choice 2
Ig G Certg
Resg (G ]| Pg) or Failure (Certg || Status) or Failure

The mechanism is performed as follows:

a) Bsends
b) A sends

arandom number Rp and, optionally, a text field Text to A.

Rp, I and, optionally, a text field Text, to TP.

c) On receipt of the message in step b) from A, TP performs the following steps. If I = G, TP retrieves
Pg; If I = Certg, TP checks the validity of Certg.

30

© ISO/IEC 2013 - All rights reserved


https://iecnorm.com/api/?name=dde1ab38104cb7d58ae2793eb72dde2c

ISO/IEC 20009-2:2013(E)

d) Then TP sends Tokents and, optionally, a text field Texts to A. The field Resg in Tokenty shall be:
the certificate of G and its status, the distinguishing identifier of G and their public key, or an
indication of Failure.

e) A sends the token Tokenyp and I to B.
f) Onreceipt of the message in step e) from A4, B performs the following steps:

1) Verify the signature of TP in Token4p by checking the signature of TP contained in the token, and
by checking that the random number Rp, sent to 4 in step a), is the same as the random number
Rp contained in the signed data of TP of Tokenyp.

) Verify the validity of G¢” by checking Resg-

3) Retrieve the public key of G from the message, verify Tokengp by checking)the anonymous
signature of A contained in the token and checking that the value of identifier figld (B) in the
message-to-be-signed of Tokengp is equal to identifier of B, and then-chéck that|the random
number Rp, sent to 4 in step a), is the same as the random numberRg)contained in the signed
data of A of Tokengyp.

8.3 |Mutual anonymous authentication

8.3.1/] General

Mutulpl anonymous authentication means that the two_,communicating entities are autlenticated to
each pther, and that the identities of the two entities ar€ anonymous to each other.

8.3.2| Mechanism 19 — Five-pass mutual anonymous authentication (initiated by A4)

In this mechanism, entity A in G initiatesCthe authentication protocol with entity B in G’ and
uniqyeness/timeliness is controlled by generating and checking a random number (seq Annex B of
ISO/IEC 9798-1:2010[3]).

This authentication mechanism is illustrated in Figure 16.

d) TP
A
e) [Textz: | Tokenra c) R’a|| Re|| Is|] I¢' || [Texts]
Y a) Ra|| I || [Texti]
=

AinG |= Bin G’

f) | Claimant b) I¢'|| Tokens, Claimant
/Verifier | /Verifier h)
g) Tokenap

Figure 16 — Five-pass mutual anonymous authentication (initiated by A4)

The tokens shall be created according to one of the following two options.

Option 1:
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Tokenpa = Ra || Rp || [Texts] || gsSee’ (G || Ra || Rp || G || [Textz])
Tokenty = Resg || Resg’ || sST(Ra || Resg’ || [Texte]) || sST(RB || Resg || [Texts])
Tokenyp = [Texto] || Resg || sST(Rp || Resg || [Texts]) || gsSac(Re || Ra || G’ || G || [Textg])

Option 2:

Tokenpa = Ra || Rp || [Text3] || gsSpe’ (G” || Ra || Rp || G || [Text2])

Tokenty = Resg || Res¢’ || sST(R’A || RB || Resg || Resg’ || [Texts])

ate is

Failure: |Res; will be set to Failure if neither a group public-k€y nor a group public key certifichte of
G can b found by TP.

In the mechgnism, if TP knows the mapping between identifier G and group public key Pg, then it shall
set I = G; ofherwise, then it shall set Iz = Certg, andgG shall be set equal to the set of distingujished
identity fields in the Certg. If either G or Certg is permitted to be used as an identity, then there should be
a pre-arranged means to allow TP to distinguish the two types of identity indications. The value of Resg

shall be detgrmined according to Table 3.

The mechan|sm is perfermed as follows:

a)
b)

c)
d)

e)

f)

32

Table 3 — Value of Res;

Field Choice 1 Choice 2
Ic G Certg
Resg (G || Pg) or Failure (Certg || Status) or Failure

A sends p randomnumber Ry, the identity of G I and, optionally, a text field Text; to B.

B sends thétoken Tokenpgy and I to A.

A sends a random number Ry, together with Rp, Ig, Ig’and, optionally, a text field Text4 to TP.

On receipt of the message in step c) from A, TP performs the following steps. If I = G and I’ = G’, TP
retrieves Pg and Pg; If Ig = Certg and Ig’ = Certg, TP checks the validity of Certs and Certg-.

Then TP sends Tokenty and, optionally, a text field Text7 to A. The fields Resg and Resg’ in Tokenty
shall be: the group public key certificates of G and G’and their status, the identifier G and G’and their
group public keys, or an indication of Failure.

On receipt of the message in step €) from TP, A performs the following steps:

1) Verify Tokents by checking the signature of TP contained in the token, and by checking that the
random number R4, sent to TP in step c), is the same as the random number R’4 contained in the
message-to-be-signed of Tokenry.
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2) Retrieve the group publickey of G’ from the message, verify Tokenpg received in step b) by checking
the group signature of B contained in the token and checking that the value of identifier field (G)
in the message-to-be-signed of Tokenp, is equal to identifier of G, and then check that the random
number Ry, sent to B in step a), is the same as the random number R4 contained in Tokenpa.

g) Asends Tokenypto B.

h) Onreceipt of the message in step g) from A4, B performs the following steps:

1) Verify Tokenty by checking the signature of TP contained in the token, and by checking that the
random number Rp, sent to A in step b), is the same as the random number Rp contained in the
message-to-be-signed of Tokenta

sent to A in step b).

8.3.3| Mechanism 20 — Five-pass mutual anonymous authentication (initiated by B)

In this mechanism, entity B in G’ initiates the authentication,\protocol with entity

uniqyeness/timeliness is controlled by generating and checking“a random number (see

ISO/IEC 9798-1:2010(3]).

This authentication mechanism is illustrated in Figure 1%

2) Retrieve the group public key of G from the message, verify Tokengp by checkilllg the group
signature of G contained in the token and checking that the value of identifier fie
message-to-be-signed of Tokengp is equal to identifier of G’, and then check tha]
number Rp contained in the message-to-be-signed of Tokengp is equal tothe random number Rp

d (G’) in the
the random

A in G and
Annex B of

<) TP
A
d) [Texts] || Tokenra b) R4 || Rs|| Is || Ie|| [Texts]
Y < a) Re|| Ie|| [Texti]
AinG »| BinG’
Claimant e) I || Tokenas Claimant
h) | / Verifier / Verifier
g) Tokenga

icura 17 Livo nacc il fual ananyrna e thoantica 1iatad b P »)

The tokens shall be created according to one of the following two options.

Option 1:

Tokenpa = Ra || Rp || [Texto] || gsSpc (G || Ra || Rp || G” || [Textg])

| 3 1on-{init:
LY ‘6“. < L7 LA A lJ(IOO pesacanvyeyy ullully ITIUUI dUuiliitvitvivativisl \llllllub\'“

Tokents = Resg || Resg’ || sST (R'a || Resg’ || [Texta]) || sSt (RB || Resg || [Text3])

_‘yu

Tokenap = [Text7] || Ra || Resc || sS(Rg || Resg || [Texts]) || gsSac(Rs || Ra || G’ 1] G || [Textg])

Option 2:

Tokenps = Ra || Rp || [Texto] || gsSpc’ (Ra || Rp || G || G” || [Textg])

© ISO/IEC 2013 - All rights reserved
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Tokenty = Resg || Res¢’ || sST(R’A || RB || Resg || Resg’ || [Texts])

Tokenap = Ra || [Text7] || Tokenty || gsSa(Rp || Ra || G*|| G || [Texts])

The values of the fields Ig, I, Resg, Resg, Status and Failure shall have the following forms:

Ig =G or Certg
Ig’= G’ or Certg’

Resg = (Certg || Status), (G || Pg) or Failure

’

Resg’ =

Status =

known tlo have been revoked; otherwise it shall be set to True.

Failure: Res; will be set to Failure if neither a group public key nor a group publickey certific
G can bg found by TP.

True or False. The value of the field shall be set to False if the group public key cexrtifidate is

hte of

In the mechgnism, if TP knows the mapping between identifier G and group public key Pg, then it shall

set I = G; oftherwise, then it shall set Iz = Certg, and G shall be set equal/o-the set of disting
identity fields in the Certg. If either G or Certg is permitted to be used as an identity, then there sho
a pre-arran
shall be detgrmined according to Table 4.

The mechanjsm is performed as follows:

a)
b)

<)

d)

f)

g)

34

ed means to allow TP to distinguish the two types of identityindications. The value o

Table 4 — Value of Resg

Field Choice 1 Choice 2
Ig G Certg
Resg (G || Pg) or Failure (Certg || Status) or Failure

B sends p random number Rp, the identity of G’ I and, optionally, a text field Text; to A.
A sends p random number R4, together with Rp, Ig, I’ and, optionally, a text field Text, to TP.

On receipt of the message in‘step b) from A, TP performs the following steps. If I = G and I5' =
retrievep Pg and Pg; If Ig =Certg and I’ = Certg’, TP checks the validity of Certg and Certg-.

Then TH sends Tokengy and, optionally, a text field Texts to A. The fields Resg and Resg’ in To)
shall be{the grouppublic key certificates of G and G’ and their status, the identifiers of G and (
their group public)keys, or an indication of Failure.

A sends the token Tokenyp and I to B.

ished
Id be
[ Resg

G’, TP

kenTa
;’ and

On receiptof thie message i step e) fromr &, B performs the fotftowing steps:

1) Verify the signature of TP in Tokenp by checking the signature of TP contained in the token, and

by checking that the random number Rp, sent to 4 in step a), is the same as the random nu
Rp contained in the message-to-be-signed of TP of Tokengp.

mber

2) Retrieve the group public key of G from the message, verify Tokensp by checking the group
signature of A contained in the token and checking that the value of identifier field (G’) in the
message-to-be-signed of Tokengp is equal to identifier of G’, and then check that the random
number Rp, sent to A in step a), is the same as the random number Rp contained in the message-

to-be-signed of A of Tokenyp.

B sends Tokenpy to A.
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h) Onreceipt of the message in step g) from B, A performs the following steps:

1) Verify Tokent4 by checking the signature of TP contained in the token, and by checking that the
random number R4, sent to TP in step b), is the same as the random number R’4 contained in the
message-to-be-signed of Tokenrty.

2) Retrieve the group public key of G’ from the message, verify Tokenps by checking the group
signature of B contained in the token and checking that the value of identifier field (G) in the
message-to-be-signed of Tokenp, is equal to identifier of G, and then check that the random
number R4 contained in the message-to-be-signed of Tokenp4 is equal to the random number Ry4
sent to B in step e).

8.4 |Unilateral-anonymous mutual authentication

8.4.1] General

Unilateral-anonymous mutual authentication means that the two communicating [entities are
authdnticated to each other, and that the identity of one entity is anonymeusto the other entity.

8.4.2 Mechanism 21 — Five-pass unilateral-anonymous mutual.authentication initiated by 4
who |s anonymous

In this mechanism, entity A in G initiates the authentication protocol with entity B and
uniqyeness/timeliness is controlled by generating and checking a random number (se¢ Annex B of
ISO/IEC 9798-1:2010I[3]).

This authentication mechanism is illustrated in Figtire 18.

| rp
A

e) Text; || Tokenra C) Ral| Rel| Ic|| Iz || [Text4]
y a) Ra|| I¢ || [Text1]

>

AinG |= .B
f) | Claimant b) Iz || Tokensa /Cl\:;urr}?_nt h)
ifi erifier
/ Verifier -
g) Tokenap

Figure 18 — Five-pass unilateral-anonymous mutual authentication initiated by A who is
anonymous
The tokens shall be created according to one of the following two options.
Option 1:
Tokenap = [Texto] || Resg || sST(Rp || Resg || [Texts]) || gsSa(Re |l Ra |l B G || [Textg])
Tokenpa = Ra || Rp || [Text3] || sSp(B || Ra || R || G || [Textz])

Tokents = Resg || Resp || sST(R’a || Resg || [Texte]) || sST(RB || Resg || [Texts])
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Option 2:

Tokenap

= Ry || [Texto] || Tokent || gsSac(Rp || Ra || B| G || [Textg])

Tokenpa = Ra || Rp || [Text3] || sSe(B || Ra || Rp || G || [Textz])

Tokentg = Resg || Resp || sST(R’a || R || Resg || Resp || [Texts])

The values of the fields Ig, Ip, Resg, Resp, Status and Failure shall have the following forms:

G: the group which entity A belonging to.

farfG the identituv of
e

I =G or

Ip = B or

Resg = (Qertg || Status), (G || Pg) or Failure

Resp = ((

Status =
been rey

Failure:

In the mech3
then it shall
If either G ol
to allow TP {
according to

In the mechs
then it shall
If either B o
to allow TP {
according to

lertp || Status), (B || Pp) or Failure

set I = Certg, and G shall be set equal to the set of distinguished identity field in the
" Certg is permitted to be used as an identity, thén"there should be a pre-arranged npeans

set [p = Certp, and B shall be set equalito the set of distinguished identity field in the
" Certp is permitted to be used as‘\an identity, then there should be a pre-arranged means

Certp, the identity of B.

True or False. The value of the field shall be set to False if the certificate is known to
oked; otherwise it shall be set to True.

nism, if TP knows the mapping between identity G and"Pg, then it shall set I = G; other

o distinguish the two types of identity indications. The value of Resg shall be detern
Table 5.

nism, if TP knows the mapping betweenidentity B and Pp, then it shall set Ip = B; other

o distinguish the two types ofddentity indications. The value of Resp shall be detern]
Table 6.

Table 5 — Value of Res;

Field Choice 1 Choice 2
Ig G Certg
Resg (G || Pg) or Failure (Certg || Status) or Failure

Table 6 — Value of Resp

have

Res; will be set to Failure if neither a public key nor a certificate of G can be found by TP.
Resp will be set to Failure if neither a public key nor a certificate efB can be found by TP.

wise,
Certg.

hined

wise,
Certp.

hined

Eield Choice- 1 Choice 2
Ip B Certp
Resp (B || Pp) or Failure (Certp || Status) or Failure

The mechanism is performed as follows:

a) Asends
b) Bsends
c) Asends

arandom number Ry, the identity of G I and, optionally, a text field Text; to B.
the token Tokenpy and Ip to A.

arandom number R4, together with Rp, I, Ip and, optionally, a text field Text4 to TP.

d) On receipt of the message in step c) from A, TP performs the following steps. If I = G and Ip = B, TP
retrieves Pg and Pp; If I = Certg and Ip = Certp, TP checks the validity of Certs and Certp.

36
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e) Then TP sends Tokents and, optionally, a text field Text7 to A. The fields Resg and Resp in Tokenty
shall be: the certificates of ¢ and B and their status, the distinguishing identifiers of G and B and
their public keys, or an indication of Failure.

On receipt of the message in step e) from TP, A performs the following steps:

Verify Tokents by checking the signature of TP contained in the token, and by checking that the

random number R, sentto TP in step c), is the same as the random number R’4 con
signed data of TokenTy.

Verify the validity of B by checking Resp.

tained in the

f)
1)
2)
)
g) 4
h) (
1
2
3)
8.4.3
and
uniqu
This

sends Tokengp to B.

n receipt of the message in step g) from A, B performs the following steps:

is anonymous

In tIis mechanism, entity».A4 initiates the authentication protocol with entity B
eness/timeliness istcontrolled by generating and checking a random number (see
ISO/IEC 9798-1:2010[31);

huthentication niechanism is illustrated in Figure 19.

Retrieve the public key of b from the message, verity Tokenpg received in step b) by
anonymous signature of B contained in the token and checking that the value of id
(G) in the message-to-be-signed of Tokenpy is equal to the distinguishingcidentif
then check that the random number Ry, sent to B in step a), is the same ag§ the ran
R4 contained in Tokenpgg.

Verify Tokenty by checking the signature of TP containedin'‘the token, and by chec
random number Rp, sent to A in step b), is the same as%he random number Rp con
signed data of Tokenty.

Verify the validity of G by checking Resg.

Retrieve the public key of G from the message, verify Tokengp by checking the
signature of G contained in the token and-checking that the value of identifier fig
message-to-be-signed of Tokengp is equal to B’s distinguishing identifier, and th¢
the random number Rp contained in‘the signed data of Tokenyp is equal to the ran
Rp sent to A in step b).

checking the
entifier field
ier of G, and
Hom number

king that the
tained in the

anonymous
1d (B) in the
n check that
dom number

Mechanism 22 — Five-passtinilateral-anonymous mutual authentication initiated by A

in G’ and
Annex B of
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1 rp
A

e) [Text7] || Tokenra C) R’s || Rg || I || I(;” [Text4]
Y a) Ral[ 1a|| [Texti]

L.

A |t Bin G’
f) | Claimant b) I¢'|| Tokenga /Cl;lim?.nt h
ifi erifier
/ Verifier >
g) Tokenyp

it

Figure 19 — Five-pass unilateral-anonymous mutual authentication initiated by 4 and Bjis

anonymous
The tokens ghall be created according to one of the following two optiéns:
Option 1:
Tokenap|= [Texto] || Resa || sST(Rp || Resa || [Texts]) || sSa(RBMl Ra |l G" || A || [Textg])
Tokenpa|= Ra || Rp || [Text3] || gsSpa’(G” || Ra || RB || Al {Text2])
Tokenta = Resa || Resg’ || sST(Ra || Resg’ || [Texts])d'sSt(Rp || Resa || [Texts])
Option 2:
Tokenap|= Ra || [Texto] || Tokenta || sSa(Rp || Ra || G"|| A || [Texts])
Tokenpa|= Ra || Rp || [Text3] || gsSreq&" || Ra || R || A || [Text2])
Tokenta|F Resa || Resg’ || sST(Ra [ Rp || Resa || Resg || [Texts])
The values of the fields I4, I, (Res4, Resg, Status and Failure shall have the following forms:
G the glroup which efitity B belonging to.
I4 = A or|Certy, thejidentity of A.

Ig’ = G’ of Certg, the identity of G

Resy = (Certz 1

Cy Al

+ LD el
Status), (A 4)Or Farure

Resg’ = (Certg’ || Status), (G’ || Pg’) or Failure

Status = True or False. The value of the field shall be set to False if the certificate is known to have
been revoked; otherwise it shall be set to True.

Failure: Res4 will be set to Failure if neither a public key nor a certificate of A can be found by TP.
Resg' will be set to Failure if neither a public key nor a certificate of G’ can be found by TP.

In the mechanism, if TP knows the mapping between identity A and Py, then it shall set I4 = 4; otherwise,
then it shall set I4 = Certy, and A shall be set equal to the set of distinguished identity field in the Cert,.
If either A or Certy is permitted to be used as an identity, then there should be a pre-arranged means
to allow TP to distinguish the two types of identity indications. The value of Resy4 shall be determined
according to Table 7.

38 © ISO/IEC 2013 - All rights reserved


https://iecnorm.com/api/?name=dde1ab38104cb7d58ae2793eb72dde2c

ISO/IEC 20009

-2:2013(E)

In the mechanism, if TP knows the mapping between identity G’and Pg’, then it shall set I5’= G”; otherwise,
then it shall set I’ = Certg,, and G’ shall be set equal to the set of distinguished identity field in the Certg-.
If either G’ or Certg’ is permitted to be used as an identity, then there should be a pre-arranged means
to allow TP to distinguish the two types of identity indications. The value of Ress’ shall be determined
according to Table 8.

Table 7 — Value of Resy

Field Choice 1 Choice 2

I A Certy
D LAallpD Laal ¥al £ LLCe ot A Laal
l\C.)A l.n ” I A) Ul 1'dltur T l.\_JCI LA II sJLClLleJ Ul 1'dllulrcv

Table 8 — Value of Resg’

Field Choice 1 Choice 2
Ig G’ Certgh
Resg’ (G| Pg’) or Failure (Certg || Status) or Failure

The mechanism is performed as follows:

f)

g)
h)

A sends a random number Ry, the A’s identity I4 and, optionally, a text field Text; to B.
B sends the token Tokengs and I’ to A.
A sends a random number R4, together with Rp, I3} I¢’ and, optionally, a text field Texts

On receipt of the message in step c) from A, TR performs the following steps. If I4 = A a1
retrieves P4 and Pg; If 4 = Certg and g’ = Certg, TP checks the validity of Cert4 and Cerf

Then TP sends Tokenty and, optionally\a text field Text7 to A. The fields Resq and Res
shall be: the certificates of A and G'&nd their status, the distinguishing identifiers of
their public keys, or an indication of Failure.

On receipt of the message in-step €) from TP, A performs the following steps:

1) Verify Tokenty by checking the signature of TP contained in the token, and by chec

signed data of TokenTy.
2) Verify thetvalidity of G’ by checking Resg-.

3) Retrieve the public key of G’ from the message, verify Tokenpg received in step b)
the;anonymous signature of B contained in the token and checking that the value
field (4) in the message-to-be-signed of Tokenpy is equal to A’s distinguishing id

to TP.

nd Ig'= G, TP
tG.

;' in TokenTy
4 and G’ and

king that the

random number R},’sent to TP in step c), is the same as the random number R’4 conftained in the

by checking
of identifier
entifier, and

then check that the random number Ry, sent to B in step a), is the same as the ran

dom number

Ry contained in Tokenpy.
A sends Tokengp to B.

On receipt of the message in step g) from A4, B performs the following steps:

1) Verify Tokenty by checking the signature of TP contained in the token, and by checking that the
random number Rp, sent to A in step b), is the same as the random number Rp contained in the

signed data of Tokenty.

2) Verify the validity of A by checking Resg.

3) Retrieve the public key of A from the message, verify Tokengp by checking the anonymous
signature of A contained in the token and checking that the value of identifier field (G’) in the
message-to-be-signed of Tokenyp is equal to the distinguishing identifier of G’, and then check
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that the random number Rp contained in the signed data of Tokenyp is equal to the random
number Rp sent to A in step b).

8.4.4 Mechanism 23 — Five-pass unilateral-anonymous mutual authentication initiated by B
and 4 is anonymous

In this mechanism, entity B initiates the authentication protocol with entity A in G and
uniqueness/timeliness is controlled by generating and checking a random number (see Annex B of
ISO/IEC 9798-1:201013]).

This authentication mechanism is illustrated in Figure 20.

| rp
A
d)|[Texts] || Tokenta b) R’a|| Re|| Ic|| Iz || [Text:]
Y a) Re|| Is || [Texti]
|
AinG > B
Claimant e) Is|| Tokenus Claimant | f)
Verifier / Verifier
h) / |

g) Takénga

[

Figure 20 — Five-pass unilateral-anonymous mutual authentication initiated by B and Alis

anohymous
The tokens ghall be created according te'one of the following two options.
Option 1:
Tokenap|= Ra || [Text7] || Res¢'[| sST(Rp || Resa || [Text3]) || gsSac(Rp || Ra || B || G || [Texts])
Tokenpa|=Ra || Rp || [Texto] || sSB(G || Ra |l Rp || B || [Texts])
Tokenta = Resg || Résp || sST(R'a || Resp || [Texta]) || sST(Rp || Resg || [Texts])

Option 2:

Tokenapl=Ra [l [Text7] I Tokenys | gsSac(Rp | R4 | B G [Toxte])

Tokenpa = Ra || Rp || [Texto] || sSp(Ra || Rp || G || B || [Texts])
Tokenta = Resg || Resp || sST(R'a || Re || Resc || Resg || [Text3])
The values of the fields Ig, Ip, Resg, Resp, Status and Failure shall have the following forms:
G: the group which entity 4 belonging to.
Ig = G or Certg, the identity of G.
Ip = B or Certp, the identity of B.

Resg = (Certg || Status), (G || Pg) or Failure
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