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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

International [Standards are drafted in accordance with the rules given in the ISO/TEC Directives, [Part 2.

The main tasi of the joint technical committee is to prepare International Standards. DraftIaternational
Standards adopted by the joint technical committee are circulated to national bodies for yoting.
Publication af an International Standard requires approval by at least 75 % of thé& wational podies
casting a votd.

Attention is drawn to the possibility that some of the elements of this documént may be the suljject of
patent rights.[ISO shall not be held responsible for identifying any or all such.patent rights.

ISO/IEC 2000p was prepared by Joint Technical Committee ISO/IEC JTCCL Information technology.
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Introduction

Sensor networks have been widely deployed in different application domains including environment
monitoring, transportation, manufacturing, chemical process, healthcare, home and buildings, and
many other domains. Wired/wireless sensor networks can be regarded as an extension of the Internet
interfacing the physical world. Intelligent sensor networks are increasingly attractive in a wide range
of applications to meet challenges from intrinsic environment complexity, large orders of magnitude
network scaling and dynamic application requirements. Intelligent sensor networks are developed to
provide new system capabilities such as environment self-adaptability, dynamic task supporting and
autonomous system maintenance. Collaborative information processing (CIP), which closely integrates
information processing algorithms with collaboration mechanisms, is an essential technology enabling
theintplligent sensor networks to enhance efficiency and to improve quality and reliability ¢finformation
procegsing and its outputs in real application scenarios. This standard specifies services @and interfaces
suppofting CIP in the intelligent sensor networks.

© ISO/IEC 2013 - All rights reserved \%
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INTERNATIONAL STANDARD ISO/IEC 20005:2013(E)

Information technology — Sensor networks — Services
and interfaces supporting collaborative information
processing in intelligent sensor networks

1 Scope

This iptermationat—standard-—specifies—services—and—interfaces—supporting—cotaborative information
procegsing (CIP) in intelligent sensor networks which includes:

— CIP functionalities and CIP functional model
— Cdmmon services supporting CIP

— Cdmmon service interfaces to CIP

2 Normative references

The following referenced documents are indispensable for the.application of this documgnt. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
documjent (including any amendments) applies.

ISO/IHC 7498-1:1994, Information technology — Open-Systems Interconnection — Basic Reference Model:
The Bdsic Model

3 Terms and definitions

For th¢ purposes of this document, thefollowing terms and definitions apply.

31
actuator
device|that provides a physical output in response to a input signal in a predetermined way

[SOURLE: ISO/IEC 29182-2]

3.2
collabjorative information processing
form qf information processing in which multiple sensor network elements collaborate, in order to
enhante efficiency and improve the quality and reliability of the output

[SOUREEISOAEE-29482-2

3.3
data registration
process of transforming different sets of data into one coordinate system

34

data grouping

process of identifying a time interval common among different data sources and grouping data obtained
in the time interval

3.5
event
anything that happens or is contemplated as happening at an instant or over an interval of time

© ISO/IEC 2013 - All rights reserved 1
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3.6

sensor network
system of spatially distributed sensor nodes interacting with each other and, depending on applications,
possibly with otherinfrastructure in order to acquire, process, transfer,and provide information extracted
from its environment with a primary function of information gathering and possible control capability

Note 1 to entry: Distinguishing features of a sensor network caninclude: wide area coverage, use of radio networks,
flexibility of purpose, self-organization, openness and providing data for multiple applications.

[SOURCE: ISO/IEC 29182-2]

3.7

sensor netwerk-applhieation

use case of se

EXAMPLE

in environment.

[SOURCE: ISO
3.8

sensor netwi

set of functio

EXAMPLE
prescribed ran

[SOURCE: ISO

3.9
sensor node
sensor netwo

capabilities and associated data processing capabilities

Note 1 to entry
[SOURCE: ISO

3.10

service set o
group or subg
requirements

4 Abbrev

For the purpg

hsor networks, which provide a set of functions to users to meet defined requirenig

Monitoring forests to detect natural fires; monitoring seismic activity; monitoring pollutio

IEC 29182-2]

rk service
alities offered by individual sensor network elements or the_sensor network

generating an alarm signal if the measurement made at a-Sensor exceeds drops out of
pe; providing average sensor measurements over a given’geographic area.

IEC 29182-2]

rk element that includes at least one serisor and optionally actuators with commun

: It may include additional application capabilities.

IEC 29182-2]

" service subset
roup of services(oyganized to provide common mechanisms or facilities to meet (
from users or applications

ations

ses,ofthis document, the following abbreviations apply.

nts

h levels

certain

cation

ertain

CDE
CIP
CRSE
CS
CSPE
ES

FAR Fa

Capability Declaration Entity

Collaborative Information Processing
Communication Requirement Specification Entity
Core Service

Collaborative Strategy Planning Entity

Enhanced Service

Ise Alarming Rate
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FCR Functional Capability Requirement
GSR Generalized System Requirement
OSI/RM

QoS Quality of Service

SAP Service Access Point

5 General description

5.1

A system composed of a sensor network or sensor networks attempts to fully integ
data/ipformation transmission and processing and information provision{processes
’s application requirements for end users. Figure 1 shows a functional overv

syste
netwo

ISO/IEC 20005:2013(E)

Open Systems Interconnection/Reference Model [ISO 7498-2:1989]

verview

ks system from the layered architectural view.

(B )

rate sensing,
o satisfy the
ew of sensor

P Infoumation Information| |Informatipn
Application Layer Publishing Indexing Processing
High Level
Protocol Layer
(OSI Layer 7)
Service bdyer s Time .
Localization Synchronization Security
Other optional network communication Laye
Low Level . . Network Layer
Protocol Layer Basic Functions Layer

(OSI Layerd76)

Data Link layer

Physical Layer

Figure 1 — Layer overview ol sensor network system architecture

The Basic Functions Layer implements basic functionalities fulfilled by the lower layers in the Open
Systems Interconnection Reference Model (OSI/RM in ISO/IEC 7498-1), including the physical layer,
the data link layer, the network layer, and other optional network communication layers. Above the
basic functions layer, there are the Application Layer and the Service Layer. The application layer
provides services to individual applications and/or users and implements functions such as information
publishing, information indexing and information processing, etc. Between the application layer
and the basic functions layer, the service layer provides generic common services to entities in the
application layer. Typical generic common services in the service layer include localization service, time
synchronization service, security service, and other services.

© ISO/IEC 2013 - All rights reserved
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5.2 Requirements of intelligent sensor networks

Besides the generalized system requirements (GSR) and generalized functional capability requirements
(FCR) of sensor networks, there are additional unique requirements that the intelligent sensor networks
have to meet the challenges from intrinsic environment complexity, large orders of magnitude network
scaling and dynamic application requirements.

— Environmental self-adaptability: An intelligent sensor network shall adapt to obtain required
system performances if the physical environment of the sensor network’s monitoring area changes.
For example, an intelligent sensor network based anti-intrusion system should guarantee consistent
system performances such as detection and false alarming rate (FAR) when the environment in
which the sensor network is deployed changes.

— Dynamid
dynamic
for inforn

— Autonon
system fy
and node

failures.

5.3 Overview of collaborative information processing

The key diffe

systems base
physical wor

Integrated

network app
an indispensd
power (e.g. bg
processing als
node mobility

The aims of (
guarantee sy9

task supporting: An intelligent sensor network shall support dynamic tasking.ingluding
task assignment, dynamic task ordering by prioritization, dynamic service-providioning
nation users/consumers, and dynamic quality of service (QoS) adjustment;

ous system maintenance: An intelligent sensor network shall autgnemously mgintain
nctionalities in case of network scaling, node mobility, new node entrances, nod¢ exits,

Fences between traditional telecommunication infrastyuctures and information gervice
l on sensor networks are that (1) sensor networks.systems collect raw sensory datp from

; and (2) from these data, extract application=specific information in order to |obtain
feature level data, decision level information, and knowledge.about the physical world.

ith metadata such as sensory information description, sensor identificatiop, and
sensory infojmation location, CIP handles efficientresource management to provide the dynamic
tasking to fulfil the requests demanded by information service consumers. Though different sensor
ications normally require application-specific services, the collaborative procesking is

and environmental adaptation ability.

ble requirement for senor network based information service to handle constrajints in
tteries), computing resources, storage, and communication bandwidth. The collab¢rative
o has to deal with technigal challenges such as task dynamics, measurement uncerjtainty,

IP in sensor netwerks are to improve system efficiency, enhance quality of servi¢e, and
tem performancé. It provides efficient mechanisms such as majority-voting fusion, d¢cision

template fusi¢n and statistical/methods for handling incomplete and/or inaccurate information.|It also

provides prot
network scali

CIP can be v
model of CIP.

hg and dytfamic application requirements.

pcols to meét¢challenges from intrinsic environment complexity, large orders of magnitude

ewed #from three distinct viewpoints. Figure 2 shows a three-dimensional condeptual

© ISO/IEC 2013 - All rights reserved


https://iecnorm.com/api/?name=9cbfc17ac5b97858c7e2f315aa028e84

ISO/IEC 20005:2013(E)

Application 1
Anti-intrusion System CIP Processing

1. Detection Levels

2. (Classification

3. Localization

4. Tracking

2 -7 1. Decision Level
3 -1 ———

Application 2 AR 2. Feature Level

Healthcare System —

3. Data level

1.  Body temperature, A
Blood pressure,

Glucose measurement

2. Respiration Inspection

CIP Involved
Entities

Figure 2 — Conceptual model of collaboratiyve information processing

3.  Gait analysis 1. Sensar modalitiep
4. ECG measurement 2. . \Precessing mody
37 “-Nodes
CIP Task 4." Clusters
Components 5. Subnets

les

The first viewpoint is CIP Processing Level viewpoint) I this viewpoint, CIP can be im

lemented on

differgnt processing levels, which includes data, feature and decision processing level§. The second
viewppint is CIP Involved Entity viewpoint. Involved Entities in CIP could be sens¢r modalities,
procegdsing modules, nodes, clusters, and even subnets. CIP can thirdly be viewed from Task Component

viewppint. The task components in this viewpoint depend on the specific applicatio

scenarios of

sensol] networks. In anti-intrusion application system, the task components can be target detection,
localization, classification, and tracking\fer security services. In healthcare system, task components
may include blood pressure/temperdture measurement, respiration inspection, and [gait analysis.
Figure 2 shows that tracking is onejof the main CIP task components in Application 1. Decision-level and
feature-level processing are applied, and both sensor modalities and processing module$ are involved

for CIF in the application. Specific selections and combinations using components fro
viewppints correspond totdifferent application task implementations, or personalized s
senso1 networks.

5.4 Functionalmodel of collaborative information processing

Figurd 3 shows-a functional model of collaborative information processing from a func
point ¢f views. In this model, CIP can be characterized by three distinct entities, which
capability’ declaration entity (CDE), collaborative strategy planning entity (CSPE) and cc

these three
ervices using

[ional entities
are named as
mmunication

inVWelnhY

. . . S o
requirenrentspectrcatomentity {ERSE:
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Information Service User

Information Service Provider

Service
Specification

IHigh Level
Data / Information

-t

R
! |
| Centralized :
| Computing | v ’ )
Capability Collaborative | | Communication (ollabora.tlvc
Declaration - Strategy Planning : : Requirement lnformal‘lon
Entity (CDE) Entity (CSPE) I : Specification Entity PTOC_L‘Sﬂ“S
] i Distributed ! (CRSE) (C1p)
I Computing :
e Q! | T =
Capability Local Measurement | | :
s | & | i
Evaluation - | . . |
Node Properties i Computing Paradigm

Capability De
include not ol
range, remair
etc., but also
One of the re
characteristig
nodes, and st
Capability Ev
requires a pre
node propert}

Collaborative
available info
implemented.
solution to co
can also cong
resulting solu
paradigm. In
centralized c(
is decided by
which may be

CowEevel

Communication and Information Exchange g .
& Data Mnformation

Figure 3 — Functional model of collaborative information processing

flaration Entity (CDE) declares capabilities of sensor nodes in a sensor network. Capa
1ly individual node information such as sensing modality and its configuration, s
ing life on power, location, remaining storage €apacity, and communication band
certain characteristic information of sensory:data collected by individual senso}
bresentative characteristics on sensory data‘dare signal-to-noise ratio (SNR) value
s include signal strength, estimated distance between a target (or targets) and
hite parameter prediction, etc. In other, Words, one sensor node should be qualified
hluation model to be a CIP participant'before any actual CIP procedure is triggere
liminary capability evaluation process which uses information of local measureme
.

Strategy Planning Entity:(CSPE) is probably the most important entity in CIP. CSH
rmation provided by CDEand decides how collaborative information processing
With certain cost functions or utility measures, CSPE tries to find a resource-ef

bilities
ensing
width,
node.
Other
Sensor
by the
d. CDE
nt and

E uses
will be
ficient
mance

laborative strategy:planning problem while the best information processing perfor
urrently be achieved. Two computing paradigms can be used in the implementa
Fion from CSPE =~ One is centralized computing paradigm; the otheris distributed co

dynamic, is also indicated by the CSPE entity.

ion of
uting

distributed_computing paradigm, there are several local computing/fusion centres. In
mputing paradigm, only one central computing/fusion centre exists. The paradigm used
the CSPE entity. Both the spatial and temporal correlation among different local cgntres,

Communication Requirement Specification Entity (CRSE) acts as interface between information service
provider and Communication and Information Exchange. CRSE defines parameters and protocols to
clearly describe requirements on communication and information exchange. For example requirements
such as end-to-end delay, time jitter, bit error, and other QoS parameters should be specified.

5.5 Overvi

ew of services supporting CIP

Genericcommonservicesinthe servicelayer could be divided into differentsubsetsaccordingto the types
of service consumer entities in the application layer. This standard specifies a subset of generic common
services which interface with the CIP entities in the application layer and support implementation of the
corresponding CIP entity functionalities.

Services supporting CIP can be conceptually divided into two classes: core services (CS) and enhanced
services (ES), as shown in Figure 4. Core services include fundamental and essential services which can

© ISO/IEC 2013 - All rights reserved
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be provided directly and individually to the CIP entities. Enhanced services are implemented through
combining services, for example, integrating two or more core services or other generic common
services provided in the service layer.

Application CIP Entities
Layer
———————————————————————————————— C Service Access Points (SAPs) it
:' """""" ﬂ"“A'“'*""ll"'k""Ik'“"““ﬂ'“g;r'v'ic'e's“':
! Supporting !
i | Enhanced pp &
Other i Services | ES1 ” ES2 ” ” ESN| crp i
Sfrvice Generic i i i i
ayer common ! !
services ! !
! | cs1 || cs2 || || CSN| |
I I
i i
e AN !

Figure 4 — Overview of services supportingCIP

5.5.1 | Core services supporting CIP

The cdre services (CS) supporting CIP includes:

Eventservice: This service implements functionalifies concerning the process of even{
registration, cancellation and un-subscriptieni Event may be generated due to ¢

subscription,
nvironmental

pstablishment
e application

Cking. Logical
ng the entities

intervals and
ipating in CIP,
uping service

odes may be
a necessary
ystem. Based

reference coordinate system consistency among participators in CIP.

kdep the spatial

Information description service: This service provides mechanisms to establish ways or methods
to describe information in intelligent sensor network. Information can be the input parameters to
CIP processes, and it can also be the results from CIP processes.

Node-to-node inter-activation service: This service provides mechanisms not only to initiate
the execution of tasks in one sensor node commended by another sensor node, but also to trigger
modules from one sensor node from another sensor node. Dynamic tasking can be supported by this
core service.

Parameter adaptation service: This service provides mechanisms to adapt or reconfigure
parameters for CIP. Parameter adaptation service is one of the essential services to guarantee system
performance in case of dynamic changes in deploying environment and application requirements.

© ISO/IEC 2013 - All rights reserved
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5.5.2 Enhanced services supporting CIP

The enhanced services (ES) supporting CIP includes:

— QoSmanagementservice: This service provides mechanisms to define and update QoS profiles, and
to apply QoS profiles. In intelligent sensor networks, QoS shall be considered from both information
processing perspective and communication processing perspective. The QoS management service
uses the logical grouping service and the parameter adaptation service.

— CIP-driven scheduling service: This service provides functions to control and schedule node
states upon the request of the CIP entities instead of node management entities in intelligent sensor
networks. Thls serv1ce can help to 1mplement appllcatlon orlented networklng and on- demand

task sche
the parar
common

— Adaptive
according
Adaptive
in intellig

descripti¢n service, and other generic common services including sensexeonfiguration serv

6 Corese

rvices and interfaces specifications

6.1 Overview

This clause sp
and parametd
access points

heter adaptatlon service and the node-to-node inter- actlvatlon serv1ce and other
services including neighbour finding service.

sensing service: This service provides mechanisms to adaptively apply’sensing
to different event occurrence and different contexts in intelligent:sensor networks.
sensing service can provide autonomous system maintenance and|system adaptfability
ent sensor network. Adaptive sensing service uses the event Service, the inforfnation

ecifies core services (CS) supporting CIP in intelligent sensor networks. Service prir
rs of primitives are defined for each core, service. Table 1 shows the names of §
(SAPs) through which specific service is‘provided.

Table 1 — Core services and the names of SAPs

Service name SAP name
Fvent service EVENT-SAP
Logical grouping service LG-SAP
Data grouping service DG-SAP
Data registration seryice REG-SAP
nformation description service INFO-SAP
Node-to-ned€ initer-activation service N2ZNACT-SAP
Parameteradaptation service PAR-SAP

g enerlc

rules

ce.

hitives
ervice

Event service is provided through EVENT-SAP. The EVENT-SAP is the logical interface between the
event service entity in the service layer and the CIP entity in the application layer. This logical interface
incorporates a set of primitives and their definitions. These primitives and definitions are described
conceptually here, but through this, the process of the parameters exchanged between the service layer
and the application layer can be understood. Table 2 lists the primitives supported by the EVENT-SAP.

Table 3 outlin

es the primitive parameters.

© ISO/IEC 2013 - All rights reserved
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Name Request | Indication
EVENT-SUB 6.2.1 6.2.2
EVENT-REG 6.2.4
EVENT-UNSUB 6.2.5

Table 3 — EVENT-SAP primitive parameters

Parameter Name Description
EVsSubsourcelD Source node [D of event subscription.
EVSubDestinationID Destination node ID of event subscription.
EVSubModel Event subscription models.
EVSubValue Value for specific event subscription model.
EV Time A time indication for the event occurrence)as provided by
- the service layer. Return from destination node.
EVSubResultCode Result code of event service operation.
6.2.1 | EVENT-SUB.request
This primitive requests the process of event subscriptionfrom the application layer. The
this prjimitive are:
EVENT-SUB.request {
EVSubSourcelD,
EVSubDestinationlD,
EVSubModel,
EVSubValue
}

Table ]

Thisp
Onred

b defines the pardmeters of this primitive.

[imitive is used by the CIP entity to subscribe the event service from the entity of thg
eipt of thi§ primitive, the entity providing the event service implements event subs

EVSub]DestinationID node for the EVSubSourcelD node.

6.2.2

EVENT-SUB.indication

barameters of

service layer.
‘ription in the

This primitive indicates the event subscription from the service layer to CIP entity. The parameters of
this primitive are:

EVENT-SUB.indication {

EVSubSourcelD,
EVSubDestinationID,
EVSubModel,
EVSubValue

}

© ISO/IEC 2013 - All rights reserved
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Table 3 defines the parameters of this primitive. This primitive is used when the service layer indicates
an event subscription to the CIP entity. On receipt of this primitive, the CIP entity is indicated an event

subscription.

6.2.3 EVEN

T-SUB.confirm

This primitive confirms an event subscription from the service layer to the CIP entity. The parameters
of this primitive are:

EVENT-SUB.c

onfirm {

EVSubSourcelD,

EVSubDestinationID,
EVSubResultCode

}

Table 3 defings the parameters of this primitive. This primitive reports a result of the event subscription

request. The
otherwise an

6.2.4 EVEN

This primitiv

of this primitive are:

EVENT-REG.i

Table 3 define

event occurre

may be gener

of events. The

6.2.5 EVEN[-UNSUB.request

EVSubResultCode parameter indicates a success if the event subscription is sucdessful,
error is indicated.

[T-REG.indication

e indicates the event occurrence from the servicedayer to the CIP entity. The parameters

hdication {
EVSubSourcelD,
EVSubDestinationID,
EV_Time
}

5 the parameters of this primitive. This primitive is used when the service layer indicaftes the
nces to the CIP entity: If one or more events occur or are detected, this primitive indjcation
ited more thanonee. On receipt of this primitive, the CIP entity is indicated the occufrrence
time when event occurs or the time when event is detected is provided by EV_Time

This primitiv¢ réquests the cancellation of event subscription from the application layer. The parameters

of this primitive:are:

EVENT-UNSU

10

B.request {
EVSubSourcelD,
EVSubDestinationID,
EVSubmodel,
EVSubValue

}

© ISO/IEC 2013 - All rights reserved


https://iecnorm.com/api/?name=9cbfc17ac5b97858c7e2f315aa028e84

ISO/IEC 20005:2013(E)

Table 3 defines the parameters of this primitive. This primitive is used by the CIP entity to unsubscribe
event service from the entity of the service layer. On receipt of this primitive, the entity providing the
event service cancels event subscription in the EVSubDestinationID node for the EVSubSourcelD node.

6.2.6 EVENT-UNSUB.confirm

This primitive confirms an event subscription cancellation from the service layer to the CIP entity. The
parameters of this primitive are:

EVENT-UNSUB.confirm {

EVSubSourcelD,

Table
subscr
is sucd

6.3 |

}

EVSubDestinationID,
EVSubResultCode

Logical grouping service

B defines the parameters of this primitive. This primitive confirms the cancellation of event
iption. The EVSubResultCode parameter indicates a success if the event subscriptio
essful, otherwise an error is indicated.

h cancellation

Logical grouping service is provided through LG-SAP{The LG-SAP is the logical interfface between

logical
interfd
descri
servic
LG-SA

Table 4 — LG-SAP primitive summary

grouping service entity in the service layer and CIP entity in the application lay¢
ce incorporates a set of primitives and their definitions. These primitives and definitions are
bed conceptually here, but through this the'process of the parameters exchanged
e layer and the application layer can be understood. Table 4 lists the primitives sup
P. Table 5 outlines primitive parameters.

r. This logical

between the
ported by the

Name Request | Indication | Response | Confirm
LG-ESTABLISH 6.3.1 6.3.2 6.3.3
LG-MEMBERIN 6.3.4 6.3.5
LG-MEMBEROUT 6.3.6 6.3.7
LG-DISMISS 6.3.8 6.3.9 6.3.10
LGSQUERY 6.3.11 6.3.12
LG-SET 6.3.13 6.3.14 6.3.15

© ISO/IEC 2013 - All rights reserved
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Table 5 — LG-SAP primitive parameters

Parameter Name Description
LGRequestorID Requestor node ID of logical grouping.
LGCoordinatorID Coordinator node ID of logical group.

LGMaxNum The maximum number of logical group members.
LGMemberINID Member ID that requests joining in a logical group.
LGMemberOUTID Member ID that requests quitting a logical group.
LGAttributeNum The number of logical group attributes.
G [ reoune eovers hom i evoramacarmaer = o ™"
L.GAttributeName The name of specific logical group attributes.
L.GAttributeValue The value of specific logical group attributes.
L.GResultCode Result code of logical grouping service operation.

6.3.1 LG-ESTABLISH.request

This primitive

of this primit
LG-ESTABLIS

Table 5 defin

application 14

LGCoordinatd
logical group.
group membe
LGCoordinatd
be simultaned

6.3.2 LG-ES

This primitiv

e requests the establishment of a logical group from the applieation layer. The para
ve are:

H.request {
LGRequestorID,
LGCoordinatorlID,
LGMaxNum

}

s the parameters of this primiitive. This primitive is used by the CIP entity fr
yer to request the establishment of a logical group. On receipt of this primiti
rID node establishes a(lggical group and declares itself as the coordinator of th
The LGCoordinator][D'is used as the name or identifier of the new logical group. A
rship table with ypiteo'LGMaxNum entries is established and hence maintained wit}
rID node. A node'can only be the coordinator of no more than one logical group, bu
usly a member of multiple logical groups.

TABLISH.indication

e indicates the logical group establishment from the service layer to the local CIP

The syntax of]

this primitive is:

neters

m the
e, the
e new
logical
nin the
L it can

entity.

LG-ESTABLISH.indication {

LGRequestorID,
LGCoordinatorID,
LGMaxNum

}

Table 5 defines the parameters of this primitive. This primitive is used when the service layer indicates
an establishment of a logical group to the CIP entity. On receipt of this primitive, the CIP entity is
indicated the establishment of a logical group and hence attributes of this logical group can be queried.

12
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6.3.3 LG-ESTABLISH.confirm

This primitive confirms a logical group establishment from the service layer to the CIP entity in the
application layer. The parameters of this primitive are:

LG-ESTABLISH.confirm {
LGRequestorID,
LGCoordinatorID,
LGResultCode

}

Table p defines the parameters of this primitive. This primitive reports a result-ofithe|logical group
establ{shment request. The LGResultCode parameter indicates a success if a logical’'group coordinated
by the[LGCoordinatorID node is successful. Otherwise, an error is indicated to-the LGRequestorID node.

6.3.4 | LG-MEMBERIN.request

This primitive requests a membership of a logical group from the application layer. The parameters of
this prjimitive are:

LG-MHMBERIN.request {
LGCoordinatorID,
LGMemberINID

}

Table b defines the parameters of this primitive. This primitive is used by the CIP entity from the
application layer in the LGMemberINID rode to request a membership of a logical group which is
coordinated by the LGCoordinatorID node. On receipt of this primitive, if the current megmber number
is less|than the maximum member number of the logical group, the LGCoordinatorID mode adds the
LGMernhberINID into the membership table of the logical group and the current memler number is
increaped by 1. Otherwise, an{LGResultCode value is generated to indicate an error that the maximum
membegr number is reached.

6.3.5 | LG-MEMBERIN;confirm

This primitive canfirms a result of the request of a membership of a logical group to the CIP entity in the
application layer: The parameters of this primitive are:

LG-MHMBERIN.confirm {

LGCoordinatoriD,
LGMemberINID,
LGResultCode

}

Table 5 defines the parameters of this primitive. This primitive reports a result of the membership
request to a logical group. The LGResultCode indicates a success if the LGMemberINID node successfully
joins a logical group coordinated by the LGCoordinatorID node. Otherwise, an error is indicated.

© ISO/IEC 2013 - All rights reserved 13
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6.3.6 LG-MEMBEROUT.request

This primitive requests a membership cancellation of a logical group from the application layer. The
parameters of this primitive are:

LG-MEMBEROUT.request {
LGCoordinatorID,
LGMemberOUTID

}

Table 5 definps the parameters of this primitive. This primitive is used by the CIP entity fr¢m the
application lajer in the LGMemberOUTID node to request a membership cancellation of a logical group
which is coorfdinated by the LGCoordinatorID node. On receipt of this primitive, the LGCoordinfatorID
node deletes the LGMemberOUTID from the membership table of the logical group. Corréspondingly, the
current member number is decreased by 1.

6.3.7 LG-MEMBEROUT.confirm

This primitiv¢ confirms result of the request of a membership cancellatiomof a logical group to the CIP
entity in the T’plication layer. The parameters of this primitive are:

LG-MEMBERIN.confirm {
LGCoordinatorlID,
LGMemberOUTID,
LGResultCode
}

Table 5 definep the parameters of this primitive: This primitive reports a result of membership cancgllation
request to a lpgical group. The LGResultCode’ parameter indicates a success if the LGMemberINID node
successfully gpitsalogical group coordinated by the LGCoordinatorID node. Otherwise,an errorisindicated.

6.3.8 LG-DISMISS.request

This primitive requests the dismissal of a logical group from the application layer. The paramefters of
this primitivelare:

LG-DISMISS.rgquest {
LGRequestorID,

A ialal 1 4 1IN
LULUOUUIUIIIatur Iy

Table 5 defines the parameters of this primitive. This primitive is used by the CIP entity from the
application layer to request dismissal of a logical group in the LGCoordinatorID node. On receipt of
this primitive, the LGCoordinatorID node frees memory for the membership table and the attribute
variables of current logical group. Once the operation is successful, the LGCoordinatorID node flags
itself as a non-coordinator node and hence can be acted as a new coordinator upon a request of new
group establishment. The memberships of this node to other multiple logical groups are not affected.

6.3.9 LG-DISMISS.indication

This primitive indicates the logical group dismissal from the service layer to the local CIP entity. The
parameters of this primitive are:
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LG-DISMISS.indication {
LGRequestorID,
LGCoordinatorID
}

Table 5 defines the parameters of this primitive. This primitive is used when the service layer indicates
dismissal of a logical group to the CIP entity in the LGCoordinatorID node. On receipt of this primitive,
the CIP entity in the LGCoordinatorID node is indicated the dismissal of a logical group.

6.3.10rEG-DISMISSconfirm

This grimitive confirms a logical group dismissal from the service layer to the CIP|entity in the
LGRequestorID node. The parameters of this primitive are:

LG-DI§MISS.confirm {

LGRequestorID,
LGCoordinatorlID,
LGResultCode

}

Table b defines the parameters of this primitive. This”primitive reports a result of |logical group
dismigsal request. The LGResultCode parameter indicates a success if a logical group cpordinated by
the LGCoordinatorID node has now be successfullydismissed. Otherwise, an error is inflicated to the
LGRequestorID node.

6.3.11 LG-QUERY.request

This primitive queries logical groupattributes by CIP entities in the application layer. THe parameters
of this[primitive are:

LG-QUIERY.request {

LGRequestorID,
L.GCoordinatorID,
LGAttributeNum,

LGAttribute

>

Table 5 definesthe parametersofthis primitive. This primitiveisused by the CIP entity from theapplication
layer in the LGRequestorID node to query an attribute of a logical group which is coordinated by the
LGCoordinatorID node. On receipt of this primitive, the LGCoordinatorID node queries LGAttributeNum
attributes of current logical group. The attribute names and values are structured by LGAttribute.

6.3.12 LG-QUERY.confirm

This primitive returns the results of logical group attributes to the CIP entity in the application layer.
The parameters of this primitive are:

LG-QUERY.confirm {
LGRequestorID,
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LGCoordinatorID,
LGAttributeNum,
LGAttribute,
LGResultCode

}

Table 5 defines the parameters of this primitive. This primitive returns the result of querying attribute
of a logical group coordinated by the LGCoordinatorID node. The LGResultCode indicates a success if

the LGAttrib
error is confi

6.3.13 LG-SE

This primitivd
parameters o

LG-SET.reque

Table 5 defin
application la
entity of the s
If the LGAttril
triesto set thd
be applied to
error code is

6.3.14 LG-SE

This primitiv

attribute valule of a logig¢al group has been received. The parameters of this primitive are:

LG-SET.indic4

teNum attributes are successfully returned in the LGAttribute parameter. Otherwise, an

med.

T.request

e requests to set specific attribute values of a logical group from the application lay|
Fthis primitive are:

5t {
LGRequestorlID,
LGCoordinatorlID,
LGAttributeName,
LGAttributeValue
}

s the parameters of this primitive.fThis primitive is used by the CIP entity fr

ervice layer in the LGCoordinaterID node tries to retrieve the LGAttributeName att
puteName attribute is invalid, an error is generated. Otherwise, the LGCoordinatorl
value of the LGAttributeName attribute with LGAttributeValue. Additional procedu
theck if LGAttributeValue is valid for the LGAttributeName attribute. If not successfi
penerated.

T.indication

b indicates)to the CIP entity in the application layer that the request of setting s

tion\{

br. The

m the

yer to set the value of specific attribute of a logical group. On receipt of this primitive, the

ribute.
D node
e may
111y, an

pecific

LGRequestoriD,
LGCoordinatorID,

LGAttributeName

}

Table 5 defines the parameters of this primitive. This primitive is used when the service layer indicates
the process of setting attribute value of a logical group to the CIP entity in the LGCoordinatorID node.
On receipt of this primitive, the CIP entity is indicated that the request to set LGAttributeName attribute

has been rece

16

ived.
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LG-SET.confirm

This primitive confirms attribute value changes of a logical group from the service layer to the CIP
entity in the application layer. The parameters of this primitive are:

LG-SET.confirm {

LGRequestorID,
LGCoordinatorID,

LGAttributeName,

Table
establ
is set
indica

6.4 |

Data g

grouping service entity in the service layer and the CIP\entity in the application laye
ce incorporates a set of primitives and their definitions. These primitives and definitions are

interfd
descri
servic
DG-SA

LGResultCode
}

b defines the parameters of this primitive. This primitive reports a(result of
shment request. The LGResultCode indicates a success if the value of kGAttributeN
successfully. If the value of LGAttributeName attribute is not set ‘'successfully, ar
ed to the LGRequestorID node.

Data grouping service
rouping service is provided through DG-SAP. The DG+<SAP is the logical interface
bed conceptually here, but through this the process of the parameters exchanged

e layer and the application layer can be understood. Table 6 lists the primitives sup
P. Table 7 outlines primitive parameters.

Table 6 —DG-SAP primitive summary

logical group
Ame attribute
)/d an error is

between data
. This logical

between the
ported by the

Name Request | Indication | Response | Confirm
DG-DGQUERY 6.4.1 6.4.2
DG-DGEXEC 6.4.3 6.4.4 6.4.5

Table 7 — DG-SAP primitive parameters

Parameter Name Description
DGSrcID Source node ID of data grouping service.
DGDstID Destination node ID of data grouping service.

Value of time reference in data grouping process.

6.4.1

DGTimeRef Return from destination node.
DGExecVal Value for data grouping process in destination node.
DGResultCode Result code of data grouping service.

DG-DGQUERY.request

This primitive queries values of reference time for data grouping by CIP entities in the application layer.
The parameters of this primitive are:

DG-DGQUERY.request {

©150/1

DGSrcID,
DGDstID,
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DGTimeRef
}

Table 7 defines the parameters of this primitive. This primitive is used by the CIP entity from the
application layer to query value of reference time from the DGDstID node which is required by data
grouping process in the DGSrcID node. On receipt of this primitive, the DGDstID node gets current
reference time for generating sensory data, which is returned with DGTimeRef.

6.4.2 DG-DGQUERY.confirm

This primitive returns the values of reference time to the CIP entity in the application layer. The

parameters o

DG-DGQUERY

Table 7 define
reference tim
time for genet
error is indica

6.4.3 DG-D

This primitiv
parameters o

DG-DGEXEC.1

Table 7 defin

this primitive are:
confirm {
DGSrcID,
DGDstID,
DGTimeRef,
DGResultCode

}

e from the DGDstID node. The DGResultCode indicates a success if the value of ref]
ating sensory data are successfully returnedin'the DGTimeRef parameter. Otherw
ted.

GEXEC.request

e requests the execution of data grouping by the CIP entity in the application lay
Fthis primitive are:

equest {
DGSrclD,
DGDstID;
DGExecVal
¥

es‘the parameters of this primitive. This primitive is used by the CIP entity frq

Q IARY IRYalnPE AnY

s the parameters of this primitive. This primitivedreturns the result of querying values of

erence
ise, an

br. The

m the

application la_/ ettt thc BG

dait £+l A3 £ Ao+ 3 ia-dlo
JICID TIUUT LU 1 C\.iucol. LIIU TAULCULIVIT Ul Udtld 51 Uul_}llls I UIIC DS 11U

de.On

receipt of this primitive, the DGDstID node executes data grouping process locally, in which DGExecVal
is used to for data grouping in the DGSrcID node.

6.4.4 DG-DGEXEC.indication

This primitive indicates the execution of data grouping process from the service layer to the local CIP

entity. The pa

rameters of this primitive are:

DG-DGEXEC.indication {

18

DGSrclD,
DGDstID,
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DGExecVal
}

Table 7 defines the parameters of this primitive. This primitive is used when the service layer indicates
the execution of data grouping process to the CIP entity. On receipt of this primitive, the CIP entity is
indicated the execution of data grouping process.

6.4.5

DG-DGEXEC.confirm

This primitive confirms the execution of data grouping from the service layer to the CIP entity. The

param

eters of this primitive are:

DG-DG

Table }
proces
senso|
node.

6.5 1

Datar
datar
interf4
descri
servic
REG-S

EXEC.confirm {
DGSrclID,
DGDstID,
DGResultCode
}

[ defines the parameters of this primitive. This primitive reports execution result of

data grouping

s to the CIP entity. The DGResultCode indicates a sugcess if the reference time for generating

y data in the DGDstID node is successfully synchrofized with the reference time i
Dtherwise, an error is indicated to the DGSrcID nade.

Data registration service

bgistration service is provided through\REG-SAP. The REG-SAP is the logical intej
boistration entity in the service layér and the CIP entity in the application laye

h the DGSrcID

face between
. This logical

ce incorporates a set of primitives-and their definitions. These primitives and definitions are

bed conceptually here, but threugh this the process of the parameters exchanged
b layer and the application layetr can be understood. Table 8 lists the primitives sup
AP. Table 9 outlines primitive parameters.

Table 8 — REG-SAP primitive summary

between the
ported by the

Name Request | Indication | Response | Confirm
REG-REGQUERY 6.5.1 6.5.2
REG-REGEXEC 6.5.3 6.5.4 6.5.5

Table 9 — REG-SAP primitive parameters

Parameter Name Description

REGSrcID Source node ID of data registration service.

REGDstID Destination node ID of data registration service.
Data structure of name and value of specific reference

REGRef attribute in data registration process. Return from destina-
tion node.

REGRefDimension The dimensions of REGRef data for data registration pro-
cess.

REGExecVal Multll-dlr.nensmnal data for data registration process in
destination node.

REGResultCode Result code of data registration service.

© ISO/IEC 2013 - All rights reserved
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6.5.1 REG-REGQUERY.request

This primitive queries reference attributes for data registration process by CIP entities in the application

layer. The par
REG-REGQUE

ameters of this primitive are:
RY.request {
REGSrcID,
REGDstID,
REGRef

}

Table 9 definps the parameters of this primitive. This primitive is used by the CIP entity frq
application layer to query value of the REGRef attribute from the REGDstID node which-is'required by
dataregistratlion process in the REGSrcID node. On receipt of this primitive, the REGSr¢ID node re
the value of the REGRef attribute in the REGDstID node.

6.5.2 REG-REGQUERY.confirm

This primitivj
application la

e returns a result of querying value of the REGRef attribute to the CIP entity
yer. The parameters of this primitive are:

REG-REGQUERY.confirm {

Table 9 defing

REGSrcID,
REGDstID,
REGRef,
REGResultCode
}

s the parameters of this primitive. This primitive returns the result of querying K

attribute value in the REGDstID node."The REGResultCode parameter indicates a success if the v

the REGRef at

6.5.3 REG-REGEXEC.request

This primitivg
parameters o

e requests.the execution of data registration by the CIP entity in the application lay|
this prinfitive are:

REG-REGEXE

C.fequest {

m the

quests

in the

' EGRef
hlue of

tribute is successfullyreturned in the REGRef parameter. Otherwise, an error is indjicated.

br. The

REGSrcID,
REGDstID,
REGRefDimension,
REGExecVal

}

Table 9 defines the parameters of this primitive. This primitive is used by the CIP entity from the
application layer in the REGSrcID node to request the execution of data registration in the REGDstID
node. On receipt of this primitive, the REGDstID node executes data registration process locally, in
which REGExecVal is used to perform data registration. The dimension of REGExecVal is specified by
REGRefDimension.

20
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REG-REGEXEC.indication

This primitive indicates the execution of data registration process from the service layer to the local CIP

entity.

The parameters of this primitive are:

REG-REGEXEC.indication {

REGSrcID,
REGDstID

}

Table 9 defines the parameters of this primitive. This primitive is used when the service

the ex
primit|

6.5.5
This p

bcution of data registration process to the CIP entity in the REGDstID node.. Onj
ive, the CIP entity in the REGDstID node is indicated the execution of data registrat

REG-REGEXEC.confirm

Fimitive confirms the execution of data registration from the serwvice layer to the (

paramjeters of this primitive are:

REG-R

Table

registi
the da
indica

6.6 |

Inforn
betwe
layer. ]
definit
betwe
suppo

EGEXEC.confirm {
REGSrcID,
REGDstID,
REGResultCode

}

D defines the parameters of this p&imitive. This primitive reports execution i
ation process to the CIP entity inithe REGSrcID node. The REGResultCode indicat
[a registration process is successfully executed within the REGDstID node. Otherw
ed to the REGSrcID node.

nformation description service

ation description-service is provided through INFO-SAP. The INFO-SAP is the log
b1 information(description service entity in the service layer and the CIP entity in t
[his logical interface incorporates a set of primitives and their definitions. These
ions are described conceptually here, but through this the process of the parametse
bn the service layer and the application layer can be understood. Table 10 lists
ted/bythe INFO-SAP. Table 11 outlines primitive parameters.

hyer indicates
eceipt of this
ion process.

IP entity. The

esult of data
bs a success if
Se, an erroris

rical interface
he application
rimitives and
brs exchanged
he primitives

Tdblt: 10 —_ I‘V'FG'SAF P1 illli.LiVl:! SUIIIIIAIy
Name Request | Indication | Response | Confirm
INFO-LEVELGET 6.6.1 6.6.2
INFO-LEVELSET 6.6.3 6.6.4 6.6.5
INFO-DATA 6.6.6 6.6.7 6.6.8
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Table 11 — INFO-SAP primitive parameters

Parameter Name Description
InfoSrcID Source node ID of information description service.
InfoDstID Destination node ID of information description service.
LevelVal Difference information description levels.

InfoDataDimension The dimensions of InfoData.

Multi-dimensional data which are transferred between

InfoData source node and destination node.

InfoResultCode Result code of information description primitives.

6.6.1 INFO{LEVELGET.request

This primitive requests information description levels by CIP entities in the application layg¢r. The
parameters of this primitive are:

INFO-LEVEL(ET.request {
InfoSrcID,
InfoDstID,
LevelVal

}

Table 11 defiphes the parameters of this primitive. This primitive is used by the CIP entity fr¢m the
application layer to query information description level‘@f the InfoDstID node which is required|by the
InfoSrcID nodp. On receipt of this primitive, the InfoDstID node gets current information descriptiop level.

6.6.2 INFO{LEVELGET.confirm

This primitive returns information desctription level to the CIP entity in the application layg¢r. The
parameters of this primitive are:

INFO-LEVEL(ET.confirm {

InfoSycIPp;
InfePstID,
LevelVal,
InfoResultCode

}

Table 11 defines the parameters of this primitive. This primitive returns the result of querying
information description level to the InfoSrcID node. The InfoResultCode parameter indicates a success
if the information description level of the InfoDstID node is successfully returned in the LevelVal
parameter. Otherwise, an error is indicated.

6.6.3 INFO-LEVELSET.request

This primitive sets the information description level by the CIP entity in the application layer. The
parameters of this primitive are:

INFO-LEVELSET.request {
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InfoSrcID,
InfoDstID,
LevelVal

}

Table 11 defines the parameters of this primitive. This primitive is used by the CIP entity from the
application layer in the InfoSrcID node to set the information description level of the InfoDstID node
to LevelVal. On receipt of this primitive, the InfoDstID node sets the information description level.
Information description levels conceptually correspond to phases of information processing. Different

levels feature differenttypes structuresandlength of information Oncenewinformatign description

level iy set successfully, correspondent information processing procedures or algorithnisynay be trigger
or be dpplied. A node may simultaneously support more than one information descriptior] levels.

6.6.4 | INFO-LEVELSET.indication

This primitive indicates the set operation of information description level$ from the servige layer to the
local QIP entity. The parameters of this primitive are:

INFO-LEVELSET.indication {
InfoSrcID,
InfoDstID,
LevelVal

}

Table 11 defines the parameters of this primitive. This primitive is used when the service lpyer indicates
the set operation of information description levels to the CIP entity in the InfoDstID nogle. On receipt
of thig primitive, the CIP entity in the-InfoDstID node is indicated the set operation df information
description levels in the service layer,

6.6.5 | INFO-LEVELSET.confirm

This primitive confirms the'set of information description levels from the service layer to the CIP entity.
The pgqrameters of this primitive are:

INFO-LEVELSET.cenfirm {
InfoSrcID,
InfoDstID,

LCevelval,
InfoResultCode
}

Table 11 defines the parameters of this primitive. This primitive reports the result of setting information
description levels to the CIP entity in the InfoSrcID node. The InfoResultCode indicates a success if the
information description level in the InfoDstID node is successfully set to LevelVal. Otherwise, an error is
indicated to the InfoSrcID node.

6.6.6 INFO-DATA.request

This primitive requests the transferring of information of specific information description levels by the
CIP entity in the application layer. The parameters of this primitive are:
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INFO-DATA.request {
InfoSrcID,
InfoDstID,
LevelVal,
InfoDataDimension,
InfoData

}

Table 11 defihes the parameters of this primitive. This primitive is used by the CIP entity fri—‘m the
application lajyer in the InfoSrcID node to request the transfer of information of specifig information
description lejvel of the InfoDstID node. On receipt of this primitive, the entity of the seryicée’layet in the
InfoSrcID node sends the InfoData in LevelVal information description level to the-péegér entity| of the
service layer In the InfoDstID node. InfoDataDimension specifies the dimension of InfeData.

6.6.7 INFO-{DATA.indication

This primitive¢ indicates to the CIP entity in the application layer that data-unit of specific information
description leyvel has been received. The parameters of this primitive.are:

INFO-DATA.injdication {

InfoSrcID,
InfoDstID,

LevelVal,
InfoDataDimension,
InfoData

}

Table 11 defines the parameters ofithis primitive. This primitive is used when the service layer inglicates
the reception pf data unit of spetific information description level to the CIP entity in the InfoDstII) node.
On receipt of this primitive, the CIP entity in the InfoDstID node is indicated that data unit of L¢velVal
information description level*has been received. InfoDataDimension specifies the dimension of InfoData.

6.6.8 INFO-DATA.confirm

This primitive.€onfirms the transfer of data unit of specific information description level fr¢m the
service layer to-the-€HPentt re-parametersot-thisprimttiveare

INFO-DATA.confirm {

InfoSrcID,

InfoDstID,
LevelVal,
InfoResultCode

}

Table 11 definesthe parameters ofthis primitive. This primitivereportstheresultoftransferringdata unit
of the LevelVal information description level to the CIP entity in the InfoSrcID node. The InfoResultCode
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indicates a success if a data unit of the LevelVal information description level is successfully transferred
from the InfoSrcID node to the InfoDstID node. Otherwise, an error is indicated to the InfoSrcID node.

6.7 Node-to-node inter-activation service

Node-to-node inter-activation is provided through N2NACT-SAP. The N2NACT-SAP is the logical
interface between node-to-node inter-activation service entity in the service layer and the CIP entity
in the application layer. This logical interface incorporates a set of primitives and their definitions.
These primitives and definitions are described conceptually here, but through this the process of the
parameters exchanged between the service layer and the application layer can be understood. Table 12
lists the primitives supported by the N2NACT-SAP. Table 13 outlines primitive parameters.

Table 12 — N2NACT-SAP primitive summary

Name Request | Indication | Response | Ceonfirm
N2NACT 6.7.1 6.7.2

Table 13 — N2NACT-SAP primitive parameters

Parameter Name Description
N2NSrcID Sour_ce node ID of node-to-node inter-activation
service.
N2NDstID Dest_lnatlon nodelD of node-to-node inter-activatior
service.
N2NACTMode Difference node-to-node inter-activation modes.

The number of attributes used in node-to-node

N2NACTDataAttributeNum |. ) .
inter=activation process.

Data structure of attribute values for node-to-node

N2NACTDataAttribute ( N
ihter-activation process.

Result code of node-to-node inter-activation pro-
cess.

N2NResultCode

6.7.1 | N2NACT.request

This primitive implements the inter-activation process between two nodes which can berequested by
the CIF entity in the application layer. The parameters of this primitive are:

N2NA(T.request{
N2NSrcID,

N2NDstID,

N2NACTMode,
N2NACTDataAttributeNum,
N2NACTDataAttribute

}

Table 13 defines the parameters of this primitive. This primitive is used by the CIP entity from the
application layer to request activation in the N2NDstID node from the N2NSrcID node. On receipt of this
primitive, the entity of the service layer in the N2NSrcID node sends the activation request to the peer
entity of the service layer in the N2NDstID node. If the N2NDstID node receives the request successfully,
the activation process is executed in the N2ANACTMode mode. Different modes could be supported in

© ISO/IEC 2013 - All rights reserved 25


https://iecnorm.com/api/?name=9cbfc17ac5b97858c7e2f315aa028e84

ISO/IEC 20005:2013(E)

this service. The context data for activation process is given by N2NACTDataAttribute in the primitive.
N2NACTDataAttributeNum specifies the number of attribute in N2NACTDataAttribute.

6.7.2 N2NACT.confirm

This primitive confirms the result of node-to-node inter-activation process from the service layer to the
CIP entity. The parameters of this primitive are:

N2NACT.confirm {
N2NSrcID,

NZNDstID;
N2NACTMode,
N2NResultCode

}

Table 13 defipes the parameters of this primitive. This primitive reports the-result of node-tp-node
inter-activatign process to the CIP entity in the N2NSrcID node. The N2ZNResultCode indicates a juccess
if the N2NDstID node is successfully activated by the N2NSrcID node-with the N2NACTMode|mode.
Otherwise, ar] error is indicated.

6.8 Paramgpter adaptation service

Parameter adpptation serviceis provided through PAR-SAP. The PAR-SAP is the logical interface bgtween
parameter adpptation service entity in the service layer and the CIP entity in the application laydr. This
logical interfdce incorporates a set of primitives and their definitions. These primitives and definitions
are described|conceptually here, but through this the process of the parameters exchanged betwgen the
service layer gnd the application layer can be understood. Table 14 lists the primitives supported|by the
PAR-SAP. Table 15 outlines primitive parameters:

Table 14 ——PAR-SAP primitive summary

Name Request | Indication | Response | Confirm
PAR 6.8.1 6.8.2 6.8.3

Table 15 — PAR-SAP primitive parameters

Parameter Name Description
PARSTCID Source node ID of parameter adaptation service.
PARDstID Destination node ID of parameter adaptation service.
PARParameterName Parameter name in adaptation or query process.
PARParameterLength Length of PARParameter in parameter adaptation pro-

cess.

Value for PARParameterName in parameter adaptation
process.

PARParameter

PARResultCode Result code of parameter adaptation service.

6.8.1 PAR.request

This primitive requests the parameter adaptation process by the CIP entity in the application layer. The
parameters of this primitive are:

PAR.request {
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PARSrcID,

PARDstID,
PARParameterName,
PARParameterLength,

PARParameter

}

Table 15 defines the parameters of this primitive. This primitive is used by the CIP entity from the

application layer in the PARSrcID node to request the parameter adaptation in the PARDstID node. On
receipf of this primitive, the entity of the service layer in the PARDstID node tries to\retrieve its local

paramleter with the PARParameterName name. If the node successfully finds the BARPafameterName
paramieter, the value of this parameter is updated with PARParameter. PARPardmeterLehgth specifies
the lenjgth of PARParameter. Otherwise, an error code is generated.
6.8.2 | PAR.indication
This primitive indicates to the CIP entity in the application layer thatthe request of parametfer adaptation
has bepn received. The parameters of this primitive are:
PAR.indication {

PARSrcID,

PARDstID,

PARParameterName,

}
Table 15 defines the parameters of this\primitive. This primitive is used when the service lpyer indicates
the parameter adaptation process to the CIP entity in the PARDstID node. On receipt of this|primitive, the
CIP entity is indicated that the request of PARParameterName parameter adaptation has lpeen received.
6.8.3 | PAR.confirm
This primitive confirmsthe result of parameter adaptation from the service layer to the (IP entity. The
paramjeters of this primitive are:
PAR.cgnfirm {

PARSrcID,

PARParameterName,

PARResultCode

}

Table 15 defines the parameters of this primitive. This primitive reports the result of parameter
adaptation process to the CIP entity in the PARSrcID node. The PARResultCode indicates a success if the
PARParameterName parameter in the PARDstID node is successfully updated. Otherwise, an error is
indicated to the InfoSrcID node.
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7 Enhanced services and interfaces specifications

7.1 Overview

This clause specifies enhanced services (ES) supporting CIP in intelligent sensor networks. Service
primitives and parameters of primitives are defined for each enhanced service. In Table 16, the names
of service access points (SAPs) through which specific service is provided are listed.

Table 16 — Enhanced services and the names of SAPs

Service name SAP name

DoS management service QoS-SAP

CIP-driven scheduling service SCHEDULING-SAP

\daptive sensing service ADSENSING-SAP

7.2 QoS management service

This service |
management
relationship a
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QoS managen]
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ent service is provided through QoS-SAP. The QoS-SAP is the logical interface betwe
bntity in the serviee layer and the CIP entity in the application layer. This logical inf
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here, but through this the process of the parameters exchanged between the servic
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TFable 17—QoS-SAP primitive stinmary
Name Request | Indication | Response | Confirm
QoS-PROFILE-ESTABLISH 721 7.2.2 7.2.3
QoS-PROFILE-UPDATE 72.4 7.2.5
QoS-PROFILE-APPLY 72.6 7.2.7
QoS-PROFILE-DELETE 7.2.8 729 7.2.10
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Table 18 — QoS-SAP primitive parameters

Parameter Name Description

QoSRequestorID Node ID of QoS management service requestor.

QoSProfileManagerID Node ID of QoS profile manager.

7.2.1

This p
layer. ]

QoS-P]

Table

applic
QoSPr
QoSm
the est

7.2.2

Thisp
The p4

QoS-P]

QoSProfilelD Profile ID for QoS management service.

QoSProfileUpdateMode The profile updating mode for QoS management ser-
vice.

QoSProfileLGlist Node ID list of coordinator for Logical groups in a QoS
profile.

QoSProfilePARlist Parameter name and value list for logical groups in a
QoS profile.

QoSResultCode Result code of QoS management service.

QoS-PROFILE-ESTABLISH.request

'he parameters of this primitive are:
ROFILE-ESTABLISH.request {
QoSRequestorID,
QoSProfileManagerlID,
QoSProfilelD

}

|8 defines the parameters of this pyimitive. This primitive is used by the CIP er
htion layer in the QoSRequestorld node to request the establishment of a QoS

bfileManagerID node. On receipt of this primitive, the QoSProfileManagerID node
hnagement service is supported by the node itself. If supported, a new record is cre
ablishment of a new QoS profile. The new QoS profile will be identified by QoSProf

QoS-PROFILE-ESTABLISH.indication

[imitive indicates'the establishment of a QoS profile from the service layer to the apy
rameters ofithis primitive are:

ROFILE-ESTABLISH.indication {

QoSRequestorlD,

rimitive requests the establishment of a QoS Profile for QoS mandgement from the application

tity from the
profile in the
first checks if
hted to record
leID.

lication layer.

QoSProfileManagerlID,
QoSProfilelD

}

Table 18 defines the parameters of this primitive. This primitive is used by the QoS management service
entity to indicate an establishment of a QoS profile to the CIP entity in the QoSProfileManagerID node.
On receipt of this primitive, the CIP entity in QoSProfileManagerID node is indicated the establishment
of a new QoS profile identified by QoSProfilelD.

7.2.3

QoS-PROFILE-ESTABLISH.confirm

This primitive confirms a new QoS profile establishment from the service layer to the CIP entity in the
application layer. The parameters of this primitive are:
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QoS-PROFILE

Table 18 defi

-ESTABLISH.confirm {
QoSRequestorlD,
QoSProfileManagerlID,
QoSProfilelD,
QoSResultCode
}

nes the parameters of this primitive. This primitive reports a result of a QoS

profile

establishment

QoSProfilelD
indicated to t

7.24 QoS-H

This primitivi
parameters o

QoS-PROFILE

Table 18 defi
application 14
QoSProfileID
node is reque
QoSProfileUp

7.2.5 QoS-F

request. The QoSResultCode indicates a success if a new QoS profile identi
in the QoSProfileManagerID node is successfully established. Otherwise, ah. €
he QoSRequestorID node.

ROFILE-UPDATE.request

e requests to update a QoS Profile for QoS management from the application lay
[ this primitive are:

LUPDATE.request {
QoSRequestorID,
QoSProfileManagerlID,
QoSProfilelD,
QoSProfileUpdateMode,
QoSProfileLGlist,
QoSProfilePARIlist

}

yer in the QoSReduestorID node to request to update a QoS profile identif
in the QoSProfileManagerID node. On receipt of this primitive, the QoSProfileMan|
sted to update the QoS profile identified by QosProfilelD. The updating mode is defi
HateMode.

ROFILE-UPDATE.confirm

This primitiv

e cdonfirms the result of updating a QoS Profile to the application layer. The paramse

ied by
‘ror is

br. The

hes the parameters of this primitive. This primitive is used by the CIP entity fr¢m the

ed by
hgerlD
hed by

ters of

this primitiv

QoS-PROFILE-

30

dltT.

UPDATE.confirm {
QoSRequestorID,
QoSProfileManagerlID,
QoSProfilelD,
QoSProfileUpdateMode,
QoSResultCode

}
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Table 18 defines the parameters of this primitive. This primitive is used by the QoS management
service from the service layer to confirm the result of updating a QoS profile identified by QoSProfilelD
using QoSProfileUpdateMode mode in the QoSProfileManagerID node. On receipt of this primitive, the
QoSRequestorIDnodeisconfirmedtheresultofupdating QoSProfilelD profileinthe QoSProfileManagerID
node. The QoSResultCode indicates if the profile updating is successful. Otherwise, an error is indicated
to the QoSRequestorID node.

7.2.6 QoS-PROFILE-APPLY.request

This primitive requests to apply a QoS Profile for QoS management from the application layer. The
parameters of this primitive are:

QoS-PROFILE-APPLY.request {
QoSRequestorID,
QoSProfileManagerlID,
QoSProfilelD

}

Table [18 defines the parameters of this primitive. This primitive-is used by the CIP entity from the
application layer in the QoSRequestorID node to request to apply a QoS profile identified by|QoSProfilelD.
On regeipt of this primitive, the QoSProfileManagerID node is requested to apply the QoS profile
identiffied by QosProfileID. When a QoS profile is applied;:the QoSProfileManagerID triggers a series of
procegses using logical grouping service and parametet ‘adaptation service. All logical gfroups defined
by QoYProfileLGlist updates defined parameters with:defined values specified by QoSProfilePARlist.

7.2.7 | QoS-PROFILE-APPLY.confirm

This primitive confirms the result of applying a QoS Profile to the application layer. The parameters of
this prjimitive are:

QoS-PROFILE-APPLY.confirm {
QoSRequestorID,
QoSProfileManagerlD,
QoSProfilelD,
QoSResultCode

}

Table 18\d€fines the parameters of this primitive. This primitive is used by the QoS management service
from the service layer to confirm the result of applying a QoS profile identified by QoSProfileID in the
QoSProfileManagerID node. On receipt of this primitive, the QoSRequestorID node is confirmed the result
of applying QoSProfilelD profile. The QoSResultCode parameter indicates a success if the profile is applied
successfully. Otherwise, an error is indicated by QoS management service entities in the service layer.

7.2.8 QoS-PROFILE-DELETE.request

This primitive requests to delete a QoS Profile for QoS management from the application layer. The
parameters of this primitive are:

QoS-PROFILE-DELETE.request {
QoSRequestorID,
QoSProfileManagerlID,
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QoSProfilelD
}

Table 18 defines the parameters of this primitive. This primitive is used by the CIP entity from
the application layer in the QoSRequestorID node to request deletion of a QoS profile in the
QoSProfileManagerID node. On receipt of this primitive, the QoSProfileManagerID node first tries to
find a QoS profile record identified by QoSProfilelD. If the QoSProfilelD profile is found successfully, the
QoS profile record is then deleted and the memory is released.

7.2.9 QoS-PROFILE-DELETE.indication

This primitivg
parameters o

QoS-PROFILE

Table 18 defin
entity to indig
of this primit
identified by

7.2.10 QoS-F

This primitive
layer. The par

QoS-PROFILE

p indicates the deletion of a QoS profile from the service layer to the application lay
Fthis primitive are:

LDELETE.indication {
QoSRequestorlD,
QoSProfileManagerlID,
QoSProfilelD

}

es the parameters of this primitive. This primitive iSused by the QoS management §
ate a deletion of a QoS profile to the CIP entity in the QoSProfileManagerID node. On
ve, the CIP entity in QoSProfileManagerID node‘is indicated the deletion of a QoS
DoSProfilelD.

ROFILE-DELETE.confirm

e confirms a QoS profile deletion frem the service layer to the CIP entity in the appl
ameters of this primitive are:

LDELETE.confirm {
QoSRequestorlD,
QoSProfileManagerID,
QoSPRrofilelD,
QoSResultCode

}

br. The

ervice
receipt
profile

cation

Table 18 defi

eletion
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request. The QoSResultCode parameter indicates a success if the QoS profile identified by QoSProfileID
in the QoSProfileManagerID node is successfully deleted. Otherwise, an error is indicated to the
QoSRequestorID node.

7.3 CIP-driven scheduling service

This service provides functions to control and schedule node states upon the request of CIP entities
instead of node management entities in intelligent sensor networks. CIP-driven scheduling service uses
event service, logical grouping service, parameter adaptation service and node-to-node inter-activation
service, and other generic common services including neighbour finding service. Figure 6 shows the
relationship among CIP-driven scheduling service and other services.
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Figure 6 — Relationship among CIP-driven scheduling service and other ser

vices

CIP-drfivenschedulingserviceis provided through SCHEDULING-SAP. The SCHEDULING-SAJP is the logical
interfdce between CIP-driven scheduling service in the service layer and the CIR entity in t
layer. This logical interface incorporates a set of primitives and their definitions. These f
definitions are described conceptually here, but through this the process ofthe parametse
betwegn the service layer and the application layer can be understood. Table 19 lists t
supported by the SCHEDULING-SAP. Table 20 outlines primitive parameéters.

Table 19 — SCHEDULING-SAP primitive summary

he application
rimitives and
brs exchanged
he primitives

Name Request Indication Response Confirm
SCHEQULING-SCHEME-ESTABLISH 731 7.3.2 7.3.3
SCHEDQULING-SCHEME-UPDATE 7.3.4, 7.3.5
SCHEQULING-SCHEME-APPLY 1.3 7.3.7
SCHEDQULING-SCHEME-DELETE 7:3.8 7.39 7.3.10

Table 20 — SCHEDULING-SAP primitive parameters

Parameter, Name Description

SCHEDULINGReque<toriD Node ID of CIP-driven scheduling service
requestor.

SCHEDULINGSchemeManagerID Node ID of scheme manager.

SCHEDULINGSchemelD Scheme ID for CIP-driven scheduling service.

SCHBPULINGMode The schgdulmg mode for CIP-driven schedul-
ing service.

SchemeEVSubNodelist Event subscription node ID list for CIP-driven
scheduling service.

X EVenttype Hstfor eacit event Subscription

SchemeEVSubTypelist nodes.

SchemePARlist ParameFer name and value list for CIP-driven
scheduling service.

SCHEDULINGResultCode Result code of CIP-driven scheduling service.

7.3.1 SCHEDULING-SCHEME-ESTABLISH.request

This primitive requests the establishment of a scheme for CIP-driven scheduling service from the
application layer. The parameters of this primitive are:

SCHEDULING-SCHEME-ESTABLISH.request {

SCHEDULINGRequestorlID,
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SCHEDULINGSchemeManagerID,
SCHEDULINGSchemelD

}

Table 20 defines the parameters of this primitive. This primitive is used by the CIP entity from the
application layer in the SCHEDULINGRequestorID node to request an establishment of a scheme in the
SCHEDULINGSchemeManagerID node. On receipt of this primitive, the SCHEDULINGSchemeManagerID
node first checks if CIP-driven scheduling service is supported by the node itself. If supported, a new
record is created to record the establishment of a new scheduling scheme. The new scheme will be
identified by SCHEDULINGSchemelD.

7.3.2 SCHEPULING-SCHEME-ESTABLISH.indication

This primitiv| m the

service layer {

e indicates the establishment of a scheme for CIP-driven scheduling servicCe frq
o the application layer. The parameters of this primitive are:

SCHEDULING}SCHEME-ESTABLISH.indication {
SCHEDULINGRequestorlID,
SCHEDULINGSchemeManagerID,

SCHEDULINGSchemelD
}

Table20defin
entity to indig
node. On rece

bstheparametersofthisprimitive. Thisprimitiveisusedbythe CIP-drivenschedulingg
ate an establishment of a scheme to the CIP entity in the SCHEDULINGSchemeMan
pt of this primitive, the CIP entity in theeSSEHEDULINGSchemeManagerID node is ind

ervice
hgerlD
icated

the establishipent of a new scheme identified by SCHEDULINGSchemelD.

7.3.3 SCHEPULING-SCHEME-ESTABLISH.confirm

This primitiv to the

CIP entity in ]

b confirms a new scheme.for*CIP-driven scheduling service from the service layer
he application layer. The parameters of this primitive are:

SCHEDULING] SCHEME-ESTABLISH.confirm {
SCHEDULINGRequestorID,
SCHEDULINGSchemeManagerID,

SCHEDULINGSchemelD,

SCHEDULINGResultCode
}

Table 20 defines the parameters of this primitive. This primitive reports a result of a scheme
establishment request. The SCHEDULINGResultCode parameter indicates a success if a new scheme
identified by SCHEDULINGSchemelD in the SCHEDULINGSchemeManagerID node is successfully
established. Otherwise, an error is indicated to the SCHEDULINGRequestorID node.

7.3.4 SCHEDULING-SCHEME-UPDATE.request

This primitive requests to update a scheme for CIP-driven scheduling service from the application layer.
The parameters of this primitive are:

SCHEDULING-SCHEME-UPDATE.request {
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SCHEDULINGRequestorID,
SCHEDULINGSchemeManagerID,

P entity from
ke a scheme
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the scheme
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ion node list,

Imeters of this

dulingservice
GSchemelD in

estorID node
meManagerID
] successfully.

SCHEDULINGSchemelD,

SCHEDULINGMode,

SchemeEVSubNodelist,

SchemeEVSubTypelist,

SchemePARlist

}
Table R0 defines the parameters of this primitive. This primitive is used by-the CI]
the application layer in the SCHEDULINGRequestorID node to request™to upda
identified by SCHEDULINGSchemelID in the SCHEDULINGSchemeManagerID node
of this primitive, the SCHEDULINGSchemeManagerID node is requested to update
identified by SCHEDULINGSchemelID. SCHEDULINGMode defines a mode of CIP-drive
SchemieEVSubNodelist, SchemeEVSubTypelist and SchemePARIlist define event subscrip
event fype list and parameter list in the scheme.
7.3.5 | SCHEDULING-SCHEME-UPDATE.confirm
This primitive confirms the result of updating a scheme to the application layer. The para
primitjve are:
SCHENJULING-SCHEME-UPDATE.confirm {

SCHEDULINGRequestoriD,

SCHEDULINGScheneManagerID,

SCHEDULINGS¢chemelD,

SCHEDULINGResultCode

}
Table 20 definesthe parametersofthis primitive. This primitiveisused by the CIP-drivensche
from the service layerto confirm the result of updating a scheme identified by SCHEDULIN
the SCHEDULINGSehemeManagerID node. Onreceipt of this primitive, the SCHEDULINGReq|
is confjrmed theresult of updating SCHEDULINGSchemelD scheme in the SCHEDULINGSche
node. The SCHEDULINGResultCode parameter indicates a success if the scheme is update
Otheryise, an error is indicated to the SCHEDULINGRequestorID node.
7.3.6 SCHEDULING-SCHEME-APPLY.request

This primitive requests to apply a scheme for CIP-driven scheduling service from the application layer.
The parameters of this primitive are:

SCHEDULING-SCHEME-APPLY.request {

©150/1

SCHEDULINGRequestorlID,
SCHEDULINGSchemeManagerID,
SCHEDULINGSchemelD

}
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