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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) APPLICATION MODEL -

Part 3-31: Protocol of energy management agents for demand-response

1)

2)

3)

4)

5)

6)

7)

8)

9)

ISQ/IEC 15067-331 has been prepared by subcommittee 25: Interconnection of informa

tec

Intg¢rnational Standard.

The text of this International Standard is based on the following documents:

from all interested IEC and ISO National bodies.

energy management and interactions among these agents

FOREWORD

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)

orm the specialized system for worldwide standardization. National bodies that are members of ISO or

IEC

articipate in the development of International Standards through technical committees established by
espective organization to deal with particular fields of technical activity. ISO and IEC technical commit
ollaborate in fields of mutual interest. Other international organizations, governmental and non-governme
in liaison with ISO and IEC, also take part in the work.

[he formal decisions or agreements of IEC and ISO on technical matters express, as nearly)as"possible
international consensus of opinion on the relevant subjects since each technical committee~has’representd

EC and ISO documents have the form of recommendations for international use and-.are accepted by IEC
SO National bodies in that sense. While all reasonable efforts are made to ensure that'the technical conte
EC and ISO documents is accurate, IEC and ISO cannot be held responsible for the way in which they are
r for any misinterpretation by any end user.

n order to promote international uniformity, IEC and ISO National bodieS/undertake to apply IEC and
ocuments transparently to the maximum extent possible in their national and regional publications.
ivergence between any IEC and ISO document and the corresponding national or regional publication sha
learly indicated in the latter.

EC and ISO do not provide any attestation of conformity. Independent certification bodies provide confor
ssessment services and, in some areas, access to IEC and’JSO marks of conformity. IEC and ISO are]
esponsible for any services carried out by independent certification bodies.

NI users should ensure that they have the latest edition of\this document.

No liability shall attach to IEC and ISO or their directors, employees, servants or agents including indivi
bxperts and members of its technical committees_and IEC and ISO National bodies for any personal in
roperty damage or other damage of any natureswhatsoever, whether direct or indirect, or for costs (inclu
legal fees) and expenses arising out of the publication, use of, or reliance upon, this ISO/IEC document or
ther IEC and ISO documents.

\tention is drawn to the Normative references cited in this document. Use of the referenced publicatior
indispensable for the correct application of this document.

EC and ISO draw attention to the possibility that the implementation of this document may involve the use o
atent(s). IEC and ISO take no. position concerning the evidence, validity or applicability of any claimed p3
ights in respect thereof. As of the date of publication of this document, IEC and ISO had not received notid
]a) patent(s), which may be required to implement this document. However, implementers are cautioned that|
nay not represent the ¢latest information, which may be obtained from the patent database availabl
ttps://patents.iec.ch andi\www.iso.org/patents. IEC and ISO shall not be held responsible for identifying an
Il such patent rights.

hnology equipment, of ISO/IEC joint technical committee 1: Information technology. It ig

the
ees
htal,

, an
tion

and
ht of
sed

ISO
Any
| be

mity
not

dual
ury,
Hing
any

s is

f (a)
tent
e of
this
b at
y or

ion
an

Draft Report on voting

JTC1-SC25/3205/FDIS JTC1-SC25/3219/RVD

Full information on the voting for its approval can be found in the report on voting indicated in

the

above table.

The language used for the development of this International Standard is English.


https://iecnorm.com/api/?name=f2a519622ab27063d255e541b246b686

-6 - ISO/IEC 15067-3-31:2024
© ISO/IEC 2024

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1, and the ISO/IEC Directives, JTC 1 Supplement
available at www.iec.ch/members_experts/refdocs and www.iso.org/directives.

A list of all parts of the ISO/IEC 15067 series, published under the general title Information

technology — Home Electronic System (HES) application model, can be found on the IEC and
ISO websites.

IMPORTANT - The "colour inside" logo on the cover page of this document indicat
thpt it contains colours which are considered to be useful for the correct understanding
of|its contents. Users should therefore print this document using a colour printer.

114
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INTRODUCTION

This document specifies a protocol to facilitate communications among interacting energy
management agents (EMAs) for energy management applications. This document specifies a
message format and sequences of message exchanges in a protocol called the EMA protocol
(EMAP) to enable logical interactions among EMAs.

EMAP includes messages that enable demand response (DR) in community housing such as
an apartment building or a campus of houses or apartment buildings, as introduced in
ISO/IEC 15067-3-3. ISO/IEC 15067-3-3 was created because utilities throughout the world are
investing—heavityimsmartgrid-infrastructurestoensurearetiabte—suppty of etectricityamg to
acgommodate DR technologies for residential homes and apartment buildings. DR programipes
are|being offered to residential consumers for energy conservation and for energy managenient
to aplign demand for power with available supplies according to customer preferences|for
appliance usage and budget constraints. An interacting EMA extends the capability*of a sirjgle
EMA to allocate energy among houses efficiently in a community and among apgliances within
hoyses, and to accommodate a choice of external energy sources or local‘energy sourceg or
both linked to an EMA. External sources can be public utilities or distributed energy resourfes
(DERs) in other homes, possibly purchased using transactive energy. Local'sources can inclfide
renewable power generators and storage devices at the customer premises linked to an EMA.
Comnsumer devices linked to an EMA can participate in energy management programmes slich
as DR and can interconnect logically via an EMA with local DER‘equipment such as generafors
(wind and solar) and energy storage devices.

This document facilitates utility-based DR programmes, but does not mandate slch
programmes. Consumers may choose to provide electricity using DER locally with a house] an
apdrtment complex, a community, or a microgrid without any connection to a public utility. This
dodqument also applies to non-utility DR programimes that are based within the apartment
complex operating as a microgrid.

Typical smart energy services can includentegrated energy management for multiple endrgy
systems, energy sharing and trading within'the community, energy information sharing for more
efficient energy usage, etc. Thesepenergy services offer benefits in electrical endrgy
maphagement in a house, a residentiall\community or a building consisting of multiple apartmgnts.

The intent of EMAP is to accommodate flexible and efficient energy management systems qver
a broad range of EMA deployments. This document has been developed to promfote
intdroperability among products from different manufacturers. EMAP enables automgted
dermmand-response services in a house, a residential community or a building consisting of
multiple apartments for;co-ordinating and allocating energy consumption and generation ampng
multiple EMAs in different locations. The co-ordination among EMAs offers improved endrgy
maphagement and .overall efficiency. Each EMA enables the allocation of energy ampng
appliances and switching energy sources from grid to local generation or storage according to
corjsumer preferences.

This document specifies message formats for DR, pricing, and DER communications to mangage
customier energy r r including | neration. and stor in a hom ilding and
apartment complex. Communication messages specified in this document for the DR command
set support direct load control, time-of-use (TOU), critical-peak-pricing (CPP), real-time pricing
(RTP), peak time rebates, various types of block rates, transactive energy, and a range of opt-
in, opt-out and service modifications. This document can interact with IEC 62746-10-1, which
specifies message and application-layer protocol profiles relevant for systems connected to an
external DR service provider. Unlike IEC 62746-10-1, EMAP can support bi-directional
exchange of DR events between EMAs for co-operative energy management according to the
customer’s budget by using the opt commands in a hierarchical or point-to-point architecture.

If a logical hierarchical tree structure has been installed, EMAP messages (e.g. report, opt) may
be transferred with aggregation or disaggregation through intermediate EMAs. In addition, the
messages (e.g. DR command, report) specified in this document may be relayed across
intermediate EMAs. The aggregation/disaggregation or relay mode is optionally provided.
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HOME ELECTRONIC SYSTEM (HES) APPLICATION MODEL -

Part 3-31: Protocol of energy management agents for demand-response
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Conpumers can choose to provide electricity using DERlocally with a house, an apartment complex, a commu
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management system or an EMA for schedulifg, forecasting functions, etc. to optimize energy consumptio
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Thg following documents are referred to in the text in such a way that some or all of their con
constitutes requirements of this document. For dated references, only the edition cited appl
Forl undated references, the latest edition of the referenced document (including

am

ISQ/IEC 15067-3:2012, Information technology — Home Electronic System (HES) applica

mo

energy management and interactions among these agents

Scope

5 document specifies a protocol for energy management agents (EMAs) to)facili
imunications among these agents for demand response (DR) energy managen
lications. The EMA protocol (EMAP) provides a logical connection among EMASY
nmunity housing such as an apartment building or a campus of houses’ or apartm
dings. This document also specifies interaction procedures and message formats for
rgy management as introduced in ISO/IEC 15067-3-3. The EMAR ‘supports interacti
bng EMAs at OSI (Open System Interconnection) layer 7 with a meéssage transfer proto

sumer products. The choice of interconnection depends onthe system and the netw
blogy, which can be arranged in a mesh or hierarchical tree“sfructure. An intermediate E
relay messages sent between EMAs.

E 1 The application message set that uses the EMAP OSI layer 7-is not part of the protocol specification in
ment. It is part of the EMA above OSI layer 7. The application‘message set can use the ISO/IEC 14543 se
IEC 10192-3, the IEC 62541 series and the ISO/IEC 30118)sefies.

E 2 This document facilitates utility-based DR programmes, but does not mandate such programn
microgrid without any connection to a public utility

E 3 In a residential microgrid, data such_as DR messages and price signals can be issued by an en

bration without relying on a public utility.
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ISQ/IEC 15067-3-3:2019, Information technology — Home Electronic System (HES) applica

ion

model — Part 3-3: Model of a system of interacting energy management agents (EMAs) for
demand-response energy management

IETF RFC 7252, The Constrained Application Protocol (CoAP), edited by Z. Shelby et al., June
2014, available at: https://tools.ietf.org/rfc/rfc7252.txt [viewed 2023-05-31]
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3

3.1

Terms, definitions and abbreviated terms

Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 15067-3:2012,
ISO/IEC 15067-3-3:2019 and the following apply.

ISO and IEC maintain terminology databases for use in standardization at the following
addresses:

IEC Electropedia: available at https://www.electropedia.org/

ISO Online browsing platform: available at https://www.iso.org/obp

3.11

clignt EMA

cEMA

engrgy management agent (EMA) that acts as a client to another EMA
[SQURCE ISO/IEC 15067-3-3:2019, 3.1.1]

3.1|2

EMA protocol

EMAP

protocol to facilitate communications among interacting energy’ management agents (EMAs) for
engrgy management applications

3.1(3

tranpsaction

smtllest unit of a work process consisting of an.exchange between two or more participant$ or
sysftems

[SQURCE ISO 15489-1:2016, 3.18]

3.1{4

seriver EMA

sEMA

engrgy management agent(EMA) that acts as a server to other EMAs
[SQURCE ISO/IEC 15067-3-3:2019, 3.1.7]

3.2 Abbreviated terms

cEMA client EMA

CoAP constrained application protocol

DER distributed energy resources

DR demand response

DTLS datagram transport layer security

EMA energy management agent

EMAP EMA protocol

HAN home area network

HTTP hypertext transfer protocol

JSON javascript object notation

(O]} open system interconnection

sEMA server EMA

UDP user datagram protocol
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4 Conformance

Implementations of a protocol among EMAs shall conform to protocol procedures and message
formats specified in Clauses 6 and 7.

5 Energy management agent architecture for home or residential community

5.1 Overview

shows—an—exampte —physicat-ene ragement-system—in—a—comm hat
includes multiple prlvate reS|dent|aI homes and common spaces. The conflguratlon show1 in
Fighre 1 consists of multiple interacting EMAs in the home, which are specCified| in
ISQ/IEC 15067-3-3.

In $ome cases, one or more EMAs may be physically located in a home. For an apartnent
complex, there may be an EMA in each apartment, in the common area of’each building, &and
in the management office of the complex. An EMA may be embedded (in-devices such as a
thefmostat, a smart appliance, or other consumer products.

|_I [ N |

Residential community domains:

Refrigerator
EMA Dishwasher
Thermostat ¥ =
:
Smart i i il
. i Dl e 1| [
meter X2/ R T L i
— ! afis
Ga)Ed &7 5 -
Stationary Fuel cell
battery Alrcondltloner
or heat pump

Home 1

Dishwasher Refrigerator

Thermostat

. T “F\ r. o

( J;ta, sss :ﬂ' ’i‘

battery Air conditioner ~ Fuel cell —ﬁ
or heat pump

Home n

IEC

NOTE 1 Adapted from Figure 1 of ISO/IEC 15067-3-3:2019 to clarify the functions of the EMAs.

NOTE 2 The home area networks (HANs) are shown with dashed line in black and the power line is shown in solid
green.

NOTE 3 The shapes are explained in 5.2 of ISO/IEC 15067-3-3:2019.

Figure 1 — Example of an energy management system in a residential area


https://iecnorm.com/api/?name=f2a519622ab27063d255e541b246b686

ISO/IEC 15067-3-31:2024 -1 -
© ISO/IEC 2024

The EMA applies complex algorithms to exchange energy-related data among EMAs and
devices. Such energy-related data may include energy consumption targets, cost of energy,
usage data, energy allocation to appliances, distributed energy resources (DERs), and EMA
locations and rolls within the community.

The EMAP supports interactions among EMAs at OSI layer 7 including application messages
and data. The interactions provide the capability of a system with a single EMA to allocate
energy among houses efficiently in a community and among appliances within houses, and to
accommodate a choice of external energy sources or local energy sources or both linked to the
EMA. External sources may be public utilities or other suppliers. Local sources may include

|OC’\I nowaer-agenaratore-and-ctaoraaao daovicac bnlkad o tha EMA _ Conciimnar dAavicac manannd
T TtoToarto—o CC—tO—rc— TOTTooTe
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ISO
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5.2
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Fig
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P ovZWwoTgoeTcTato A= oo gt otV IO T o it OtoO =TV O TYVTCC oo ag Ty

EMA can also participate in energy management programmes such as DR and
rconnect with the EMA including DERSs, local generators (wind and solar) and eng
age devices.

E The application message data and encoding for exchange can use the ISQ7IEC 14543 se
IEC 10192-3, the IEC 62541 series and the ISO/IEC 30118 series.

hierarchical tree topology is chosen for the interconnection among EMAs, the EM
5sages may be transferred without modification through an intermediate EMA. In addit
lication layer messages as specified in the ISO/IEC 14543 .s€éries, ISO/IEC 10192-3,
62541 series and the ISO/IEC 30118 series may be passedyacross intermediate EMAs
vice integration.

EMA protocol

EMAP shall provide a logical interaction_among EMAs. The EMAP enables ene
hagement applications that co-operate and co-ordinate among EMAs. The EMAP speci
ppplication-layer protocol that includes protocol procedures and message formats speci
Llause 6. The EMAP specifies the protoeol syntax, semantics, message formats, mess
uences, etc. to ensure interoperability~over a broad range of EMA deployments show
ire 2 to Figure 4. It also specifies asxcommunication mechanism through which applica
Esages may be passed among EMAS. Figure 2 shows a hierarchical EMAP application mq
residential area. Figure 3 shows a point-to-point EMAP application model. Figure 4 show

vell as a cEMA. In Figure.2,Figure 3 and Figure 4, arrows are logical connections and

arrgpws indicate HAN netwarks.

To

support DR load(control in a hierarchical situation, the sEMA shall send DR event or p

signals to the cEMAS. If a cEMA accepts the DR event, then it subscribes to the DR ev

Mo
per
ene

eover, the cEMA adjusts the DR event within the available range to avoid penalties w
forming the:DR event. The cEMA can update the DR event if the cEMA is unable to limit
rgy consumption under the subscribed control.

by
Can
rgy

ies,

logical network arrangement of EMAs shall consist of a mesh or hierarchical tree structjre.

AP
on,
the
for

rgy
fies
fied
hge
N in
ion
del
s a

rid EMAP application model nthese figures a product designed as an EMA can be an sgMA

red

ice
bnt.
nile
the

EMA
(cEMA)

EMA
(SEMA)

Figure 2 — A hierarchical EMAP application model in a residential area
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Figure 3 — A point-to-point EMAP application model in a residential area

5 document specifies the protocol between EMAs in the point-to-point and hierarchical H
figurations. Alternative configurations of an EMA framework architecture could
sidered in a different standard.

. Residential area

EMA-1 EMAP
(sEMA)

Figure 4 — A hybrid EMAP application model in a residential area

se 6 specifies a set'of message exchanges for performing various functions and operatig

Chanisms rely,_upon RFC 7252 "Constrained Application Protocol (CoAP)" and RFC 7
vaScript abject notation (JSON) Data Interchange format".

\P is-aspecialized Internet application protocol for devices with limited processing capab
specified in RFC 7252. It enables EMA devices to communicate with the Internet ug

MA
be

ns.

se 7 containssaset of transport mechanisms for implementing the services. The transport

159

lity,
ing

sim

ilarprotocols. CoAP is designed for use between devices on the same constrained netw

ork

(e.g. low-power wireless home networks), between devices and general nodes on the Internet,
and between devices on different constrained networks both joined by an internet.

JSON is a public file format as specified in RFC 7159 that uses human-readable text to transmit
data objects consisting of attribute—value pairs and array data types (or any other serializable
value). It is a very common data format used for asynchronous browser—server communication.
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Clause 6 specifies the following services:

1) RegisterParty: This service identifies a SEMA and a cEMA in advance of interactions using

2)

3)

registration procedures.

Event: This service is used to call for service parameters and event information under a
transaction. The service parameters and event information distinguish different types of
events: reliability events, emergency events, price events, regulation events and possibly
other types in the future.

Report: The report service enables feedback to the server in order to provide periodic or

one-time information on the state of a resource.

4)

6

6.1

Clause 6 specifies protocol procedures and message formats to ensure interoperability am
ous implementations of EMAs. The application message set4@nd data model (or schema)

var
will
EM
Re
reg

is Used to call for event information, the state of a resolrce, and changes in events, respectiv

Opt: The opt-in service and opt-out service enable the creation and termination of DR €evg
generated by the service provider. The opt-change service overrides the availab
schedule and addresses short-term changes in availability.

EMAP service procedure and message format

Overview

be specified in other standards. Figure 5 illustrates a two=step service procedure in
P, which consists of the RegisterParty service and the event or report or opt service. ]
isterParty service identifies an sEMA and a cEMA NN advance of interactions us
stration procedures. After completion of party registration, the event or report or opt ser

nts
lity

bng

the
[he
ing
ice
ely.

In the service procedure the sEMA and cEMA shall communicate using CoAP, as defined in

ET]

moge (the cEMA requests information from thé sEMA to begin a series of message exchang

The
the
can
dia

The
and
inte
to H
sp§

The
me

F RFC 7252, in either push mode (where‘thé sEMA initiates communication) or in a

sequence diagrams shown in Clause 6 are for a push interaction pattern. In a pull m
cEMA shall periodically poll thelsEMA using Poll to provide the sEMA an opportunity
cel the registration or request(the cEMA to reregister. Refer to 6.6 for sample seque
grams of the pull interaction pattern.

se services use the COAP connect process and subscription process between the sE
the cEMA. CoAP js'a service layer protocol that is intended for use in resource-constrai
rnet devices, suchyas wireless sensor network nodes. CoAP is designed to translate ed
ypertext transferprotocol (HTTP) for simplified integration with the web, while also mee
cialized requirements such as multicast support, very low overhead, and simplicity.

chanism are specified in Clause 7.

bull
ES).

bde
to
hce

MA
ned
Sily
ing

details:of how these interactions are performed within the context of a specific transport

All

application-level error conditions shall be conveyed through the status code element Ot

CoAP response payload. Refer to 7.1.6 for error conditions.

the
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sEMA cEMA

Step 1. RegisterParty

Step 2. Event or Report or Opt

The
exd
pro

Nofe that the application message sets used in this document.are'specified in the JSON schg

file

The

6.2
6.2

RegisterParty service uses in-band registration of cEMAs with sEMA. The following registra

pro

1)
2)

3)

4)

A ¢
all
by

N V

IEC
Figure 5 — Two-step service procedures of EMAP

procedures shall employ JSON messaging over the CoAP transport-mechanisms, with
mple shown in Annex B. The message format is specified according to each protg
cedure between the sEMA and the cEMA in Clause 6.

The schema file will be specified in other standards.
signal types and parameters for DERs are extended in both the event and report servid

RegisterParty

1 Overview

cedures are supported:

Query registration: a process*o’request registration information related to a DR event.

Create registration: a process to proceed with the actual registration to create the sesg
for the communication based on the information from the query registration procedure.

Cancel registration:ta process to terminate the registration that was created by the cre¢
registration procedure.

Request reregistration: a process to request registration again when registration informa
is lost under-unexpected circumstances.

EMA initiates the query registration procedure to request registration information includ
he profiles and transport names related to a DR event. Then, active registration is cred
he.cEMA with the create registration procedure. The sEMA or cEMA can cancel an ac

an
col

ma

es.

on

ion

ate

ion

ing
ted
ive

ion

reg

eh-ahr\n un{'h +|‘\ﬁ t\anr\al ragueh'ahr\n prnr\anlnr'a {'hai- W-aS t\rnafnrl 'Frnm H‘\a create ranueh‘a

procedure. If the sEMA registration information changes, the sEMA can request reglstratlon
again using request reregistration procedure when registration information is lost under
unexpected circumstances.
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6.2.2 Query registration

The query registration procedure begins with the cEMA requesting registration information
related to a DR event (see 6.2.6.1) as shown in Figure 6. This query operation can be
implemented using any of the supported transports. However, the cEMA shall be configured
out-of-band with the address of the sEMA in order to initiate the query. The response to the
query is the emapCreatedPartyRegistration (see 6.2.6.2). This payload contains information on
all the profiles and transports supported by the sEMA in addition to any supported extensions
to the profile. The information received by the cEMA can be used to determine the best

con

figuration to use when formally registering as defined in the schema file.

NOT
disc]

6.2

Act
6.2
em
IDs

payload is used for subsequent operations:pertaining to this registration instance. Based on
rmation including profiles and transport names, the cEMA has decided to create the sesqgi

infd
for

E Out-of-band configuration can be done by pre-programming or manual insertion during setup or_H
bvery protocol.

sEMA cEMA

1. emapQueryRegistration

2. emapCreatedPartyRegistration

IEC
Figure 6 — Interaction diagram: Query_registration

3 Create registration

ve registration shall be initiated by the cEMA with the emapCreatePartyRegistration (
6.3) including registrationID as shown in ‘Figure 7. The sEMA responds with
bpCreatedPartyRegistration containing all the'profiles and transports supported by the sHE
, and other registration-related information (see 6.2.6.2). The registrationID in its respo

communicating with the sEMA, in-addition to other registration-related information.

y a

If the cEMA registration information already exists, the cEMA can override the registratiop at

any

time using the emapCreateRPartyRegistration payload referencing the current registratior

sEMA cEMA

1. emapCreatePartyRegistration

2. emapCreatedPartyRegistration

IEC

ID.

Figure 7 — Interaction diagram: Create registration

6.2.4 Cancel registration

The sEMA or cEMA shall cancel an active registration using the emapCancelPartyRegistration
payload, referencing the registrationID. The other party responds with
emapCanceledPartyRegistration payload. This use case, depicted in Figure 8, shows how one
party can perform cancel registration from the other party.

The same registrationID will be maintained until one of the parties cancels the registration.

an
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sEMA cEMA sEMA cEMA

1. emapCancelPartyRegistration 1. emapCancelPartyRegistration

2. emapCanceledPartyRegistration 2. emapCanceledPartyRegistration

IEC

Figure 8 — Interaction diagram: Cancel registration

6.2

5 Request reregistration

If the sEMA registration information changes, the sEMA shall request registrationjagain w

reg
chg
to

asy

If th

stration information is lost under unexpected circumstances. The sEMA ‘fequests
nge using the emapRequestReregistration (see 6.2.6.6) as shown in Figure‘9y The respo
his request is an emapResponse (see 6.2.6.7) as acknowledgement "followed by
nchronous create registration request from the cEMA.

e cEMA registration information changes, the cEMA shall reregiSter the change at any t

using the emapCreatePartyRegistration referencing the current registrationID as describe

6.2
can

6.2
6.2
Fig

em

3. The same registrationID will be maintained across re-registrations until one of the par
cels the registration.

sEMA cEMA

1. emapRequestReregistration

2. emdpResponse

IEC
Figure 9 — Interaction diagram: Request reregistration — Push operation

6 Message formats for RegisterParty

6.1 emapQueryRegistration

ire 10 describésithe message format of emapQueryRegistration sent from the cEMA to
sEMA for requesting what profiles, transports, and extensions the sEMA may support. ]
bpQueryRegistration payload has the following components:

schemaVersion: the version of EMAP data model schema used in this message;
requestID: an identifier used to match up a logical transaction request and response.

hen
his
nse
an

me
i in
ies

the
[he

emapQueryRegistration Object{
“schemaVersion”: String [Enum],
“requestID": String

}

IEC

Figure 10 — emapQueryRegistration simplified message format

6.2.6.2 emapCreatedPartyRegistration

Figure 11 describes the message format of 6.2.6.2 emapCreatedPartyRegistration sent from
cEMA to the sEMA to report that the connection is successful. The
emapCreatedPartyRegistration payload has the following components:

the


https://iecnorm.com/api/?name=f2a519622ab27063d255e541b246b686

ISO/IEC 15067-3-31:2024 -17 -
© ISO/IEC 2024

schemaVersion: the version of EMAP data model schema used in this message;

eiResponse: object that contains response status information whether received request is

acceptable;

registrationID: identifier for registration transaction;

cEMAID: the ID of the cEMA;

sEMAID: the ID of the sEMA;

emapProfiles: profiles supported by the implementation;
emapRequestedEmapPollFreq: object to identify polling frequency

NOT
#de

6.2
Fig
tot

The

emapServiceSpecificInfo: service specific registration information;

emapExtensions: an extension information for registration.

emapCreatedPartyRegistration Object{
“schemaVersion”: String [Enum],
“eiResponse” : Object [#definitions/eiResponse],
“registrationID” : String,
“cEMAID” : String,
“sEMAID” : String,
“emapProfiles” : Object [#definitions/emapProfiles],
“‘emapRequestedEmapPollFreq” : Object [#definitions/DuratieriPropType],
“emapServiceSpecificlnfo” : Object [#definitions/emapSerueeSpecificinfo],
“‘emapExtensions” : Object [#definitions/emapExtensions]

IEC
Figure 11 — emapCreatedPartyRegistration simplified message format

E #definitions/eiResponse, #definitions/emapProfilesy/#definitions/DurationPropType,
initions/emapServiceSpecificlnfo, #definitions/emapExtensions are defined in a schema file.

6.3 emapCreatePartyRegistration

Lire 12 describes the message format of emapCreatePartyRegistration sent from the cH
he sEMA to create the session‘for the communication.

emapCreatePartyRegistration payload has the following components:

schemaVersion: the\version of schema used in this message;

requestID: an identifier used to match up a logical transaction request and response;
registration]Ds an identifier for registration transaction;

cEMAID:the ID of the cEMA;

sEMAID: the ID of the sEMA;

emapProfileName: the name of the profile to be used in the transaction;

MA

emap IransportiName: the transport name, such as coap;,
emapTransportAddress: transport address used to communicate with other party;
emapReportOnly: a flag value to indicate report only device;

emapCEMAName: the name of cEMA;

emapPullModel: Boolean to indicate whether the implementation uses the pull exchange

model;
optChangeable: Boolean to indicate the implementation uses the opt-change mode.
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emapCreatePartyRegistration Object{
“schemaVersion”: String [Enum],
“requestlD” :String,
“registrationID” : String,
“cEMAID” : String,
“sEMAID” : String,
“emapProfileName” : String [Enum],
“‘emapTransportName” : String [Enum],
“‘emapTransportAddress” :String,
“‘emapReportOnly” : Boolean,
“‘emapCEMAName” : String,
“‘emapPullModel” : Boolean

“optChangeable” : Boolean

IEC
Figure 12 — emapCreatePartyRegistration simplified message format

6.4 emapCancelPartyRegistration

ire 13 describes the message format of emapCancelPartyRegistration sent from the cH
he sEMA to cancel the registration. The payload has the following’components:
schemaVersion: the version of schema used in this message;

requestID: an identifier used to match up a logical transaction request and response;
registrationID: an identifier for registration transaction;

cEMAID: the ID of the cEMA.

emapCancelPartyRegistration Object{
“schemaVersion” : String [Enum]/
“requestID” :String,
“registrationID” : String,
“cEMAID” : String

}

IEC
Figure 13 — emapCancelPartyRegistration simplified message format

6.5 emapCanceledPartyRegistration

ire 14 describes the message format of emapCanceledPartyRegistration sent from

cEMA to the sEMA to cancel the registration. The payload has the following components:

schemaVersion: the version of schema used in this message;
eiResponse: object that contains response status information whether received reques

acceptable;

registrationID: an identifier for registration transaction;
cEMAID: the ID of the cEMA.

emapCanceledPartyRegistration Object{
“schemaVersion” : String [Enum],
“eiResponse” : Object [#definitions/eiResponse],
“registrationID” : String,
“cEMAID” : String

IEC

Figure 14 — emapCanceledPartyRegistration simplified message format

MA

the

t is
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NOT

6.2.

E #definitions/eiResponse is defined in a schema file.

6.6 emapRequestReregistration

Figure 15 describes the message format sent from the cEMA to the sEMA to register the cEMA.

The

payload has the following components:

— schemaVersion: the version of schema used in this message;
— cEMAID: the ID of the cEMA.

ject{

6.2

Fig
res

NOT

“schemaVersion” : String [Enum],
“cEMAID” : String

}

6.7 emapResponse

bond the registration. The payload has the following compongents:

schemaVersion: the version of schema used in this message;

acceptable;
cEMAID: the ID of the cEMA.

IEC

Figure 15 — emapRequestReregistration simplified messageformat

Lire 16 describes the message format of emapResponse sent from‘the sEMA to the cEM4

eiResponse: object that contains response status information whether received reques

emapResponse Object{
“schemaVersion” : String [Enund];
“eiResponse” : Object [#definitions/eiResponse],
“cEMAID” : String

}

Figure 16 — emapResponse message format

E #definitions/eiResponse is defined in a schema file.

IEC

\ to

tis
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Event

1 Overview

The event process uses the payloads below to subscribe events.

Events are generated by the sEMA and sent to the cEMA using the emapDistributeEvent. This
payload contains all events applicable to the cEMA. Some events require a response and others
do not, as indicated by the response Required element in the event description. If a response
is required, the cEMA acknowledges its opt-in or opt-out disposition by responding with an

em

pCreatedEvent. This pavload contains eventResponse elements matching each even

f

no
pay

Wh
tot
it n
con
pro

Eith

to fhe cEMA using an emapDistributeEvent payload. In pull mode, the emapDistributeEV
Il be sent from the sEMA to the cEMA as response to a-Poll (refer to 6.6). In addition to

shg
per

sEMA in order to acquire events from the sEMA. If an application-level response is requit

the

The
DE

6.3

Fig
the
Co
sug
an

dis
an

response is required, the cEMA shall not reply with emapCreatedEvent (or emapCreate(

loads for this event.

EN an event requires a response, an initial emapCreatedEvent is always sent from the cE|
he sEMA. If a given programme allows a cEMA to later change its opt stateduring an ev
hay do so by issuing a subsequent emapCreatedEvent (or emapCreateOpt) mess
taining the new state for a given event. Detailed descriptions of sEMA 'and cEMA eV
Cessing are given in 6.3.2 to 6.3.4.

er a push or pull interaction operation may be used. For push, the-sEMA shall deliver evs

odically sending Poll, a cEMA may also send one-time emapRequestEvent payloads to

cEMA asynchronously sends an emapCreatedEventback to the sEMA in a second mess3

emapDistributeEvent payload contains additiohal signal type and values relevant to

RS.
2 Push
Lire 17 illustrates push-based DRevent subscription procedure, which has been issued

event request using the emapDistributeEvent from the sEMA. The cEMA responds
AP 2.04. The CoAP 2.04 is a“payload-free response to a CoAP PUT request indica
cessful reception of the COAP message according to the CoAP specification (RFC 7252
event response is required, the cEMA asynchronously acknowledges its opt-in or opt{
position by responding.with an emapCreatedEvent to the sEMA. The sEMA responds v
emapResponse astacknowledgement of the emapCreatedEvent.

sEMA cEMA

1. emapDistributeEvent

2. CoAP 2.04

pt)

MA
bnt,
hge
ent

nts
ent

the
ed,
ge.

the

by
vith
ing

f
out
vith

3-emapCreatedEvent
N Ll

4. emapResponse

IEC

Figure 17 — Event interaction diagram — Push operation
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6.3.3 Pull

Figure 18 illustrates pull-based DR event subscription procedure, which has been issued by the
one-time request using emapRequestEvent or the periodic poll using emapPoll from the cEMA.
sEMA responds to the event request using the emapDistributeEvent. If a response is required,
the cEMA asynchronously acknowledges its opt-in or opt-out disposition by responding with an
emapCreatedEvent to the sEMA. The sEMA responds with an emapResponse as
acknowledgement.

sEMA cEMA

1. emapRequestEvent or emapPoll

2. emapDistributeEvent

3. emapCreatedEvent

4. emapResponse

IEC
Figure 18 — Event interaction diagram — Pullkopeéeration

6.3/4 Message formats for event

6.3{4.1 General

Forl both push and pull operations, an emapDistributeEvent payload shall contain all evgnts
applicable to the cEMA it is communicating with.

In |push mode, the cEMA's response,.4o emapDistributeEvent is a transport Igvel
ackinowledgement if required (2.04 response code).

6.3/4.2 emapRequestEvent

Fighre 19 describes the RequestEvent message format sent from the cEMA to the sEMA in
order to acquire events. The payload has the following components:

— |[schemaVersion: the version of schema used in this message;

— |eiRequestEventTequest event from a sEMA in pull mode.

emapRequestEvent Object{
“schemaVersion”: String [Enum],
“eiRequestEvent” : Object [#definitions/eiRequestEvent]

}

IEC

Figure 19 — emapRequestEvent simplified message format

NOTE #definitions/eiRequestEvent is defined in a schema file.
6.3.4.3 emapPoll

emapPoll is a service-independent polling mechanism used by cEMAs in a pull mode to request
pending service operations to the sEMA. The cEMA queries the poll endpoint and the sEMA
responds with the same message that it would have "pushed" had it been a push cEMA. If there
are multiple messages pending a "push," the cEMA will continue to query the poll endpoint until
there are no new messages and the sEMA responds with an emapResponse as
acknowledgement. Figure 20 describes the message format of emapPoll message. The payload
has the following components:
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schemaVersion: the version of schema used in this message;
cEMAID: the ID of the cEMA.

emapPoll Object{
“schemaVersion” : String [Enum],
“cEMAID” : String,

}

IEC

6.3

Fig
to g
or 1

The

SsEMA using any scheme desired, including using.the same value in every request if its us

not

evgnt responses. The payload has the following components:

NOT

6.3

Eigure 20 — emapPoll simplified message format

4.4 emapDistributeEvent

ire 21 describes the emapDistributeEvent message format sent from the sEMA to the cH|
istribute the DR event. Events are conveyed in the emapDistributeEvent payload using
hore event elements. The emapDistributeEvent payload has the following,components:
schemaVersion: the version of schema used in this message;

eiResponse: object that contains response status information whether received reques
acceptable;

requestID: an identifier used to match up a logical transaction request and response;
SEMAID: the ID of the sEMA;

emapEvent: a set of objects containing a DR event,

requestID uniquely identifies the request and any/contained events. Its value is set by

needed by the sEMA. The receiving cEMA shall use this requestID in the emapCreatedEV

emapDistributeEvent Object{
“schemaVersion” : String [Enum],
“eiResponse” : Object [#definitions/eiResponse],
“requestID” : String,
“sEMAID” : Stfing,
“emapEvent’ s Array [#definitions/emapEvent]

IEC

Figure 21 — emapDistributeEvent simplified message format

E #definitions/eiResponse, #definitions/emapEvent are defined in a schema file.

4.5 emapCreatedEvent

MA
bne

tis

the

B s
ent

Fig

ure 22 describes the message tormat sent from the CEMA 1o the SEMA 10 report that

event was created based on the distributed DR event from the sEMA.

the

When one or more received events require a response, the cEMA creates and populates an
emapCreatedEvent element and posts it to the sEMA. The "response" element contains an
application level responseCode and responseDescription and a requestlD. The optType may
have a value of "optIn" or "optOut" to indicate the cEMAs disposition for a given event. An
eventlD contains a unique ID for this event. A modificationNumber contains a sequence that
starts at zero and is incremented by one each time the sEMA modifies the event. The payload
has the following components:

schemaVersion: the version of schema used in this message;

eiCreatedEvent: a response to a DR event with optin or optOut.
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emapCreatedEvent Object{
“schemaVersion” : String [Enum],
“eiCreatedEvent” : Object [#definitions/eiCreatedEvent]

}

IEC

Figure 22 — emapCreatedEvent simplified message format

NOTE #definitions/eiCreatedEvent is defined in a schema file.

nse.

An jnitial pmaln(‘rnnfnrﬂ:\/nnt response shall be sent for each event rpnllliring an nmqunQpn

Subsequent emapCreatedEvent messages may also be sent to change the opt state of a ¢E
when this is allowed for a given marketContext.

6.3|4.6 emapResponse
Seg¢ 6.2.6.7.

6.4 Report
6.4{1 Overview

The reporting service supports the exchange of reports between the cEMA and the sEMA,
vicg versa. All report interactions between the cEMA and\the sEMA shall be built upon
follpwing core operations:

— |register report: a process to send its reporting capabilities;

— |request report: a process to request a report.that corresponds to its reporting capabilitie
— Isend report: a process to send a report withyactual data elements;
— |cancel report: a process to cancel ongoing (i.e. periodic) reports.

Fighre 23 to Figure 26 show the logical payload exchanges that support each of th
opgrations.

6.4|2 Register report

Register report process is performed after completion of party registration, both from the sE

MA

and
the

MA

to the cEMA and from the'cEMA to the sEMA. In addition, any party may send register report

at gny time after thesinitial registration.

In the push case;'depicted in Figure 23, the source party sends its reporting capabilities to
target party.-khe source party's reporting capabilities are specified using a special well-kng
repprt profile-called the METADATA report, which is exchanged using the same schema as
other report.

the
wn
BNy

1) The source party first sends its reporting capabilities to the target party by using
emapRegisterReport payload.

the

2) The target party responds with the emapRegisteredReport payload. The target party's

response may contain an emapReportRequest object requesting which reports the sou

rce

party should generate. If there are reports that the target party knows that it wants to receive

from the source party, then it should make those requests as part of this step. This is sim
to requesting a report using emapCreateReport as specified in 6.4.6.3.

ilar

3) If the target party requests that the source party create any reports as part of step 2), then

the source party responds with the emapCreatedReport payload.

4) The sEMA responds with an emapResponse as acknowledgement of
emapCreatedReport.

the
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In essence, steps 2) and 3) are equivalent to, and use the same data structures as, the
interaction in which the target party requests reports from the source party using
emapCreateReport, as specified in 6.4.6.3.

6.4

Thi
par|

The

sEMA cEMA sEMA cEMA
1. emapRegisterReport 1. emapRegisterReport
2. emapRegisteredReport 2. emapRegisteredReport
(optional emapReportRequest) (optional emapReportRequest)
3. emapCreatedReport 3. emapCreatedReport
(if report requested) (if report requested)
4. emapResponse 4. emapResponse

IEQ
Figure 23 — Interaction diagram: Register report — Push aperation

3 Request report

.

payload. That payload contains a set of reportSpecifierlDs that correspond to report capabili

in {
em

The

6.4
Thi

he report that was previously sent by the target party as part of the previously descri
bpRegisterReport interaction (refer to 6.4.2).

response to the emapCreateReport payload is the emapCreatedReport payload.

sEMA cEMA sEMA cEMA

1. emapCreateReport 1. emapCreateReport

2. emapCreatedReport 2. emapCreatedReport

IEC
Figure 24 - Interaction diagram: Request report — Push operation

4 Send report

5 use case, depicted in Figure 24, shows how one party can\create reports from the other

source party requests a report from the target party by using the emapCreateReport

ies
bed

5Us€ case defines how the actual reports can be exchanged with data elements.

Figure 25 depicts the source party consistently sending a report to report the status to the target
party. The source party sends emapUpdateReport to deliver the report. The target party replies
with the emapUpdatedReport payload to acknowledge receipt of the report. As part of the
emapUpdatedReport response, the target party may cancel the sending of any future reports
using the optional emapCancelReport object, which contains a list of reportRequestIDs.

This operation can be performed by the source party only after a previous report request
interaction is performed by the target party.

This operation uses the same report object as the report registration operation did, but is used
to exchange a report with actual data elements as opposed to the report used in the registration
procedure.
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sEMA cEMA sEMA cEMA
1. emapUpdateReport 1. emapUpdateReport
2. emapUpdatedReport 2. emapUpdatedReport
(optional emapCancelReport) (optional emapCancelReport)

IEC

Figure 25 — Interaction diagram: Send report — Push operation

6.4
Thi

The
the
Thi
rep

6.4
6.4

In ¢
eXxe
rep

As

in ubsequent)operations on this report request. The payload has the following components:

5 Cancel report

5 use case defines how the actual reports can be stopped.

source party sends emapCancelReport request to cancel ongoing (i.e. pefiodic) report
target party. The target party replies with emapCanceledReport as déscribed in 6.4.
5 interaction depicted in Figure 26 is used by the source party to cancehongoing (i.e. periq
brts that are being generated by the target party.

sEMA cEMA sEMA cEMA

1. emapCancelReport 1. emapCancelReport

2. emapCanceledReport 2. emapCanceledReport

IEC
Figure 26 — Interaction diagram: Cancel report — Push operation

6 Message formats for report
6.1 emapRegisterReport

eneral, the emapRegisterReport payload is the same as the emapUpdateReport payl
ept that it contains a report. The source party sends the special well-known report using
brt schema as deseribed in Figure 27.

bart of the reportrequest, the source party specifies a set of reportRequestiDs that are u

schemaVersion: the version of schema used in this message;
requestID: an identifier used to match up a logical transaction request and response;

5 to
5.9.
dic)

bad
the

emapReporta fistof Tesources avaitabte for report;
cEMAID: the ID of the cEMA;
reportRequestlID: an identifier of a particular report request.
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emapRegisterReport Object{
“schemaVersion” : String [Enum],
“requestID” :String,
“emapReport” : Array[#definitions/emapReport],
“cEMAID” : String,
“reportRequestlD” : String

IEC

Figure 27 — emapRegisterReport simplified message format

NOTE #definitions/emapReport is defined in a schema file.

6.4/6.2 emapRegisteredReport

Fighre 28 describes the emapRegisteredReport message format sent from the sEMA to
cEMA as notification that report registration was successful. The payloadihas the follow
components:

NOT

The
ME
ME
"MH

6.4

Fig

schemaVersion: the version of schema used in this message;

eiResponse: object that contains response status information/whether received reques
acceptable;

emapReportRequest: the object used for the report request;
cEMAID: the ID of the cEMA.

emapRegisteredReport Object{
“schemaVersion” : String [Enum],
“eiResponse” : Object [#definitions/eiResponse],
“emapReportRequest”: Array [#definitions/emapReportRequest],
“cEMAID” : String

IEC

Figure 28 — emapRegisteredReport simplified message format

E #definitions/eiResponsef#definitions/emapReportRequest are defined in a schema file.

source party can ‘enly send the emapCreateReport after the target party has sent
TADATA report as\part of the reporting registration procedure. The exception to this is
TADATA repoft,)which can be requested at any time by using the well-known st
ETADATA" as\the reportSpecifierID.

6.3 emapCreateReport

Lire/29 describes the emapCreateReport message format sent from the cEMA to the sH

the
ing

tis

its
the
ing

MA

to

reate repnort_The navicad has the followina components:
Lad L J ~J Lud

schemaVersion: the version of schema used in this message;

requestID: an identifier used to match up a logical transaction request and response;
emapReportRequest: object used for the report request;

cEMAID: the ID of the cEMA.
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emapCreateReport Object{
“schemaVersion” : String [Enum],
“requestID” : String,
“emapReportRequest”: Array [#definitions/emapReportRequest],
“cEMAID” : String

IEC

Figure 29 — emapCreateReport simplified message format

NO

6.4

Seg 6.2.6.7.

6.4

Fig
rep

NOT

6.4

Fig

The

E #definitions/emapReportRequest I1s defined In a schema file.

6.4 emapResponse

6.5 emapCreatedReport

Lire 30 describes the message format sent from the sEMA to the cEMA as notification {
brt creation was successful. The payload has the following components:
schemaVersion: the version of schema used in this message;

eiResponse: object that contains response status informatien whether received reques
acceptable;

emapPendingReports: the object contains a list of pending reports;
cEMAID: the ID of the cEMA.

emapCreatedReport Object{
“schemaVersion” : String [Enum],
“eiResponse” : Object [#definitians/eiResponse],
“emapPendingReports” : Object [#definitions/emapPendingReports],
“cEMAID” : String

}

IEC

Figure 30 — emapCreatedReport simplified message format

E #definitions/eiResponse, #definitions/emapPendingReports are defined in a schema file.
6.6 emapUpdateReport

Lire 31 describes the message format sent from the cEMA to the sEMA to report the sta
payload-has the following components:

schemaVersion: the version of schema used in this message;
reguestID: an identifier used to match up a logical transaction request and response;

hat

tis

us.

emapReport: a recorded measurement stream on request;
cEMAID: the ID of the cEMA.

emapUpdateReport Object{
“schemaVersion” : String [Enum],
“requestID” :String,
“emapReport” : Array[#definitions/emapReport],
“cEMAID” : String

IEC

Figure 31 — emapUpdateReport simplified message format

NOTE #definitions/emapReport is defined in a schema file.
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6.7 emapUpdatedReport

Figure 32 describes the message format sent from the sEMA to the cEMA to report the status
of the cEMA updated successfully. The payload has the following components:

schemaVersion: the version of schema used in this message;

acceptable;

emapCancelReport: information of the report to be cancelled;
cEMAID: the ID of the cEMA

NOT

6.4

Fighre 33 describes the message format sent from the{cEMA to the sEMA to cancel a rep|

The

emapUpdatedReport Object{
“schemaVersion” : String [Enum],
“eiResponse” : Object [#definitions/eiResponse],
“emapCancelReport” :Object [#definitions/emapCancelReport],
“cEMAID” : String

IEC
Figure 32 — emapUpdatedReport simplified message format

E #definitions/eiResponse, #definitions/emapCancelReport are defined in‘a schema file.

6.8 emapCancelReport

payload has the following components:

— |schemaVersion: the version of schema used in this message;

requestID: an identifier used to match up'a logical transaction request and response.
reportRequestID: an identifier of a particular report request;
reportToFollow: Boolean to indicate-if report (in the form of UpdateReport) is to be retur

following cancellation of report;

cEMAID: the ID of the cEMA.

emapCancelReport Object{
“schemaVersion” : String [Enum],
“requestID” : String,
“reportRequestID” : Array [#definitions/reportRequestiD],
“reportToFollow” : Boolean,
“cEMAID” : String

}

IEC

Figure 33 — emapCancelReport simplified message format

eiResponse: object that contains response status information whether received request is

ned

NOTE #definitions/reportRequestID is defined in a schema file.

6.4.6.9 emapCanceledReport

Figure 34 describes the message format sent from the sEMA to the cEMA as notification that

the

report cancellation was successful. The payload has the following components:

schemaVersion: the version of schema used in this message;

eiResponse: object that contains response status information whether received request is

acceptable;
emapPendingReports: the object contains a list of pending reports;
cEMAID: the ID of the cEMA.
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emapCanceledReport Object{
“schemaVersion” : String [Enum],
“eiResponse” : Object [#definitions/eiResponse],
“emapPendingReports” : Object [#definitions/emapPendingReports],
“cEMAID” : String

}

IEC

Figure 34 — emapCanceledReport simplified message format

NO
6.5
6.5
Thd

E #defmltlons/elResponse, #deflnltlons/emapPendngeports are defined In a schema ftile.
Opt
1 Overview

opt service creates and communicates opt-in and opt-out schedules from.the cEMA to

wit
pic

The
obj

6.5

The
to 1

SC

SETA. These schedules specify temporary changes in the availability, andymay be combi

palﬂload that includes an optID, which can be used in subsequent operations to reference

longer term availability schedules and the marketContext requirements to give a comp
ure of the willingness of the cEMA to respond to events received by.the cEMA.

cEMA uses the emapCreateOpt payload (see Figure 35) to accomplish one of the follow
bctives:

to communicate to the sEMA a period of temporary availability for a specific set of targs
to communicate to the sEMA a period of temporary.unh-availability for a specific set of targ

to optln, optOut or optChange of a previously/acknowledged event for a specific se
targets.

2 Create opt

emapCreateOpt payload includes an optlD, which can be used in subsequent operati
eference this schedule. The sEMA' response to emapCreateOpt is an emapCreated

edule.

sEMA cEMA

1. emapCreateOpt

2. emapCreatedOpt

IEC

the
ned
ete

ng

ets,

of

bNsS
Dpt
his

Figure 35 — Interaction diagram: Create opt

6.5.3 Cancel opt

The cEMA may at any time cancel a temporary availability schedule by using
emapCancelOpt with an optID referencing the schedule to be cancelled (see Figure 36). The
sEMA sends emapCanceledOpt including an optID from sEMA to cEMA to respond to the
emapCancelOpt.

the
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sEMA cEMA

1. emapCancelOpt

2. emapCanceledOpt

IEC

Figure 36 — Interaction diagram: Cancel opt

4 Message formats for opt
4.1 emapCreateOpt

Lire 37 describes the message format sent from the cEMA to the sEMA to_ report availg

schiedule and opt state changes. The payload has the following components;

Ac

wh

schemaVersion: the version of schema used in this message;

optlD: an identifier for an opt interaction;

optType: an indicator to identify the selected opt mode (opt-ins.0pt-out or opt-change);
optValue: object to identify the proposed value to change;

optReason: an enumerated value for the opt reason;

marketContext: a URI identifying a DR programme;

cEMAID: the ID of the cEMA,;

vavailability: a value of schedule reflecting dewvice availability for participating in DR eve
createdDateTime: the dateTime the payload-was created,;

requestID: an identifier used to match*up'a logical transaction request and response;
qualifiedEventID: a fully qualified event ID;

eiTarget: an object that identifies the resources associated with the logical cEMA interf3

emapDeviceClass: a Devicg Class target.

FMA shall request a change to an ongoing event by setting the optType value to optChan

witl an example shown in, Annex A. The proposed value is passed to the sEMA via optVa

re the response to:the proposal is communicated via the emapCreatedOpt message.

emapCreateOpt Object{
“schemaVersion” : String [Enum],
“optID” : String,
“optType” : String [Enum], //opt in, opt out, opt Change
“optValue” : Object [#definitions/currentValueType],

ble

nts;

ge,
ue,

“optReason” : String [Enum],

“I 1 Ial Ir\CtCUI Itcl\t” - Stl L IB,

“cEMAID” : String,

“vavailability” : Object [#definitions/vavailability],
“createdDateTime” : String,

“requestID” : String,

“qualifiedEventID” : Object [#definitions/qualifiedEventID],
“eiTarget” : Object [#definitions/eiTarget],
“emapDeviceClass”: Object [#definitions/EiTargetType]

IEC

Figure 37 — emapCreateOpt simplified message format

NOTE #definitions/currentValueType, #definitions/vavailability, #definitions/qualifiedEventID, #definitions/eiTarget,
#definitions/EiTargetType are defined in a schema file.
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6.5.

4.2 emapCreatedOpt

Figure 38 describes the message format sent from the sEMA to the cEMA in response to the
emapCreateOpt. The payload has the following components:

schemaVersion: the version of schema used in this message;

eiResponse: object that contains response status information whether received request is

acceptable;
optID: an identifier for an opt interaction.

NOT
6.5

Fig
em

6.5

Fig

emapCreatedOpt Object{
“schemaVersion” : String [Enum],
“eiResponse” : Object [#definitions/eiResponse],
“optID” : String

}

IEC

Figure 38 — emapCreatedOpt simplified message format

E #definitions/eiResponse is defined in a schema file.
4.3 emapCancelOpt

ire 39 describes the message format sent from thekcEMA to the sEMA to cancel
bpCancelOpt. The payload has the following components:

schemaVersion: the version of schema used in¢this message;

requestID: an identifier used to match up a legical transaction request and response;
optID: an identifier for an opt interaction;

cEMAID: the ID of the cEMA.

emapCancelOpt Object{
“schemaVersion” »String [Enum],
“requestID” : String,
“optID” : String,
“cEMAID”(: String

}

IEC
Figure 39 — emapCancelOpt simplified message format

4.4 emapCanceledOpt

the

the

ire 40 describes the message format sent from the cEMA to the sEMA to respond to

em

pCanceledOpt. The pavload has the following components:

schemaVersion: the version of schema used in this message;

eiResponse: object that contains response status information whether received request is

acceptable;
optID: an identifier for an opt interaction.
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emapCanceledOpt Object{
“schemaVersion” : String [Enum],
“eiResponse” :Object [#definitions/eiResponse],
“optID” : String

}

IEC

Figure 40 — emapCanceledOpt simplified message format

NOTE #definitions/eiResponse is defined in a schema file.

6.6
As

wh

mo
mo
end

Poll

new services are added, there is a need for pull-only cEMAs to poll the sEMA periodic

thn a sEMA might want to send some information, particularly for sEMA-initiated use capes

re the information is not necessarily periodic and the cEMA cannot predict. In the p
e, this is a non-issue because the sEMA can initiate the operations. However, in the
e, this requires the cEMA to poll the sEMA periodically, possibly at multiple different ser
points, to retrieve all the information that the sEMA might want to,provide. Poll providg

soluition that allows the pull cEMA to emulate the push message exehange pattern from sE

to ¢

Pol
per
res
are
the

The
shg

The

EMA.

is a service-independent polling mechanism used by cEMAs in a pull mode to requ
ding service operations to the sEMA. The cEMA queries the poll endpoint and the sH

ally

ish
bull
ice
s a
MA

est
MA

bonds with the same message that it would have pushed had it been a push cEMA. If there

multiple messages pending a push, the cEMA wil.€ontinue to query the poll endpoint U
e are no new messages and the sEMA responds'with a response payload.

allowed response payloads sent by the SEMA in response to an emapPoll request
wn in Figure 41 to Figure 48:
emapResponse (see Figure 41);
emapCancelPartyRegistration (see Figure 42);
emapRequestReregistration (see Figure 43);
emapDistributeEvent (seeFigure 44 and 6.3.3);
emapRegisterReport (see Figure 45);
emapCreateReporti(see Figure 46);
emapUpdateReport (see Figure 47);

emapCangélReport (see Figure 48).

rules forrwhich payloads are valid and how those payloads are delivered are the samg

if the sEMA had initiated the operations and pushed the payloads to the cEMA. Only

ope

ration payload may be sent by the sEMA in response to the emapPoll message.

ntil

as
bne

If a logical response is required by the sEMA to the received operational payload, the cEMA
shall send that logical response asynchronously via a transport request. The seMA should

ack

nowledge this logical response with an emapResponse payload.

The sEMA can optionally ignore an emapPoll if it has not received an expected logical response
to a payload delivered as a response to a previous emapPoll. The sEMA should be coded such
that after some timeout it gives up waiting for the expected response and resumes responding
to emapPoll.

The sequence diagrams in Figure 41 to Figure 48 illustrate typical patterns using pull-based
procedures. The cEMA queries the poll endpoint and the sEMA responds with the same
message.
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sEMA

— 33 -

1. emapPoll

cEMA

2. emapResponse

Figure 41 — Interaction diagram: Poll (nothing in queue)

IEC

Fighre 41 illustrates that the sEMA receives an emapPoll message and responds~with| an
emapResponse message when there are no more messages to send.

sEMA

1. emapPoll

cEMA

2. emapCancelPartyRegistration

3. emapCanceledPartyRegistration

4. emapResponse

Figure 42 - Interaction diagram: Poll (¢émapCancelPartyRegistration reply)

IEC

Fighre 42 illustrates pull-based cancel redistration procedure, which describes how one party
can cancel an active registration. This hag been issued by the periodic poll using emapPoll ffom
the|cEMA. sEMA responds to the request using the emapCancelPartyRegistration. Then |the
soyrce party responds with the emapCanceledPartyRegistration payload. The sEMA respopds

with an emapResponse as acknowledgement of the emapCanceledPartyRegistration.

sEMA

1. emapPoll

cEMA

2. emapRequestReregistration

3. emapResponse

4. CoAP 2.04

IEC

Figure 43 - Interaction diagram: Poll (emapRequestReregistration reply)

Figure 43 illustrates pull-based request reregistration procedure, which describes how an sEMA
can request reregistration. This has been issued by the periodic poll using emapPoll from the
cEMA. sEMA responds to the request using the emapRequestReregistration. Then the source
party responds with the emapResponse payload. The sEMA responds with a CoAP 2.04 as
acknowledgement of the emapResponse.
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sEMA cEMA

1. emapPoll

2. emapDistributeEvent

3. emapCreatedEvent

4. emapResponse

IEC

Figure 44 — Interaction diagram: Poll (emapDistributeEvent reply)

Lire 44 illustrates pull-based DR event subscription procedure, which has been issued by
odic poll using emapPoll from the cEMA. sEMA responds to the event requiest using
ppDistributeEvent. Then the source party responds with the emapCreatedEvent payld

IEC

Figure 45 - Interaction diagram: Poll (emapRegisterReport reply)

Lire 45 illustrates pull-based register report procedure, which describes how one party
ster a report from the other,_party. This has been issued by the periodic poll using emap

ly responds with the emapRegisteredReport payload. If the emapReportRequest contd
emapRegisteredReport message, the sEMA responds with an emapCreatedReport. If
hpRegisteredReporimessage does not contain an emapReportRequest, the sEMA respo

sEMA cEMA

1. emapPoll

sEMA responds with an emapResponse as acknowledgement of the emapCreatedEvent.
sEMA cEMA sEMA cEMA
1. emapPoll IvemapPoll
2. emapRegisterReport 2..emapRegisterReport
3. emapRegisteredReport 3. emapRegisteredReport
(not contain emapReportRequest) (contain emapReportRequest)
4. emapResponse 4. emapCreatedReport

the
the
ad.

Can
Poll

h the cEMA. sEMA respondsto the request using the emapRegisterReport. Then the soyrce

ins
the
hds

2. emapCreateReport

3. emapCreatedReport

4. emapResponse

IEC

Figure 46 — Interaction diagram: Poll (emapCreateReport reply)
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Figure 46 illustrates pull-based emapCreateReport procedure, which describes how one party
can create report from the other party. This has been issued by the periodic poll using emapPoll
from the cEMA. sEMA responds to the event request using the emapCreateReport. Then the
source party responds with the emapCreatedReport payload. The sEMA responds with an
emapResponse as acknowledgement of the emapCreatedReport.

Fighre 47 illustrates pull-based send report procedure, which~describes how one party
recgive periodic reports from the other party. This has beenzissued by the periodic poll ug
emapPoll from the cEMA. An sEMA responds to the request'with the emapUpdateReport. T

source party responds with the emapUpdatedReport_payload. If the emapUpdatedReport
t. If

the

me$sage contains an emapCancelReport, the sEMA responds with an emapCanceledRepot
emapUpdatedReport message does not containran’emapCancelReport, the sEMA respopds
with an emapResponse.

the

Fig
can
em

sEMA cEMA sEMA cEMA
1. emapPoll 1. emapPoll
2. emapUpdateReport 2. emapUpdateReport
3. emapUpdatedReport 3. emapUpdatedReport
(not contain emapCancelReport) (contain emapCancelReport)
4. emapResponse 4. emapCanceledReport

IEC

Figure 47 - Interaction diagram: Poll (emapUpdateReport reply)

sEMA cEMA

1. emapPoll

2. emapCancelReport

3. emapCanceledReport

4. emapResponse

IEC
Figure 48 — Interaction diagram: Poll (emapCancelReport reply)

Lire 48-illustrates pull-based cancel report procedure, which describes how one party
cel periodic reports from the other party. This has been issued by the periodic poll ug
bpRoll from the cEMA. sEMA responds to the request using the emapCancelReport. T

Can

ing

nen

Can
ing
nen

the

source party responds with the emapCanceledreport payload. Ihe SENMA responds with

emapResponse as acknowledgement of the emapCanceledReport.

an
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7 Transport protocol

7.1 CoAP
711 General

CoAP in this document refers to a CoAP implementation that uses CoAP PUT to propagate the
payloads. Each request is carried in a confirmable (CON) message. If the server is able to
process the request (from a CON message) immediately, the request can be acknowledged by
the response within the Acknowledgement (ACK) message. Otherwise, it sends an empty ACK
with-the response codes (CoAP status) If the server receives a CON message but is not gble

to process it, a Reset message (RST) is transmitted back to the client, instead of an ACK:

The CoAP layer specifies the messaging, including the four types of request methods (GET,
PUT, POST and DELETE) and the response codes (Success 2.xx, Client Error 4xx and Sefver
Errpr 5.xx).

The CoAP servers allow the discovery feature to provide services by, €xposing the URIg of
respurces in the namespace of the servers. Resource discovery queries.must always be made
dirgctly to the servers that offer services. This can be done directly if a client knows the default
seryer URI, or alternatively by using multicast CoAP addresses to find all CoAP servers on a
netivork. The discovery service should be offered through a default known port (5683, or 5684
for secured communication).

7.1|2 Push and pull implementation
7.1121 Push definition

In push mode, messages may be sent from the >sEMA to the cEMA (pushed). In order to pse
pugh, the cEMA shall expose CoAP URI endpoints (a CoAP server) to which the sEMA may
sernd requests such as DistributeEvent. While this is the most efficient way to execute [the
communication over CoAP, it presents technical difficulties (e.g. port forwarding) as the cEMA
can reside behind a gateway.

7.112.2 Pull definition

In gull mode, all operations are initiated by the cEMA to the sEMA. This can be thought of gs a
"polling" mode, where the cEMA periodically asks for updates to the sEMA. The pull mpde
removes the requirement for a CoAP server on the cEMA, avoiding the technical limitafion
pregented by the "Rass-Through" mode of a gateway in front of a cEMA. However, the pull
mogle has limitations, namely latency (due to limited polling frequency) and increased bandw|dth
requirements.

The pull moade can involve a two-phase execution to complete some operations. This is du¢ to
the|nature of the cEMA initiating the CoAP request. In a push mode, the sEMA can notify a

cEI‘ﬁA of a new event via the DistributeEvent operation. The sEMA would send a request with
an emapbDisiributeEvent payload, to whiC €c responds wi 0 . olfowed by an

asynchronous CreatedEvent.

However, in the pull mode, the cEMA requests events from the sEMA using Poll, to which a
emapDistributeEvent payload is sent in the response. After parsing the response, the cEMA still
needs to acknowledge the creation of any new events by making a second request using the
CreatedEvent operation on the cEMA.

7.1.3 Service endpoint URIs

The endpoint address will be of the URI form:

coap://<hostname>(:port)/(prefix/)EMAP/1.0/<service>
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— "hostname" is the endpoint name or IP address and "port" is an optional.

— "prefix" is an optional URI path prefix that can be used to separate EMAP services from
other services that can reside on the same CoAP server.

— "service" is the name of the service (e.g. "emapRequestEvent", "emapCreateReport",

"emapCancelOpt", "emapQueryRegistration", "emapPoll").

The "service" portion is defined by the JSON payload sent in a request.

The information from cEMA to sEMA should flow through the service endpoints. The same
well-defined service endpoints are used by CoAP when communicating in the opposite directjon.
The emapCreatePartyRegistraion:TransportAddress element should contain the IP address
(e.g. 129.6.252.49) for the cEMA, such as "coap://129.6.252.49:5683/prefix/". When-sending
infgrmation to the cEMA, the sEMA should concatenate the IP address to the well-known-seryice
endpoints to form a complete endpoint address such as coap://129:6.252]49:
5643/prefix’EMAP/1.0/emapRegisterReport.

Imglementations that expose both a cEMA and sEMA (such as an aggregator) shall use diffefent
UR| endpoints for the sEMA and cEMA interfaces, for example:

e |coap://mycompany.com/mysEMA/EMAP/1.0/emapRegisterReport
e |coap://mycompany.com/mycEMA/EMAP/1.0/emapRegisterReport

The "service" portion of an endpoint URI can be specified by'the JSON payload sent in a reqyest,
for example, an emapRegisterReport payload specifies the‘register report operation.

7114 CoAP methods

All )Imessages shall be sent using the confirmable CoAP PUT method. This helps to ayjoid
caghing and allows all operations to contain a,payload in the CoAP request body.

7.115 Failure conditions
Thg following failures can occur fora given operation:

— |UDP (or below) fails;

— |Datagram Transport Layer Security (DTLS) negotiation fails;
— |CoAP fails (CoAP grror code);

— |application acknewledgement fails (application error code);

— [response failure (timeout or application error code).

The proper(action for each failure condition depends upon the application and the opera
being attempted. Since all operations are idempotent, it is safe to retry any operation.

on

In thexcase of UDP fajlure it s alwnyc recommended to rntry the nlnnrntinn

7.1.6 CoAP response codes

The following CoAP status codes, defined in IETF RFC 7252, are used in this document:

2.04 Changed — any response that the endpoint was able to handle completely and send a valid
response payload. This includes responses that can indicate an error at the application level
(e.g. "You gave me an invalid event ID"). Errors that indicate a failure at the transport level are
handled by transport-level CoAP error codes.

4.04 Not Found — the cEMA or sEMA does not support the requested operation. The requestor
shall not re-send the request.
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4.06 Not Acceptable — if a payload is sent that does not validate against the schema, or if a
request content-type is unsupported. The requestor shall not re-send the request without first
modifying it.

5.01 Not Implemented — if any request is made with an unsupported CoAP method. The
requestor shall not re-send the request without fixing the CoAP method.

5.03 Service Unavailable — indicates that the server is temporarily unavailable, possibly due to
inability to handle the current request load. This error in particular shall indicate to the requestor
that it shall pause the procedure in order to not put further strain on the server. The requestor
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D Internal Server Error — undefined or unexpected server error. The requestor can)retry
uest after a preparation period.

all error (non-2.04) codes, the content body of the response is undefingdsThe server
ose to send some informational message in the response, but the requéstor is not obligd
arse or understand it.

application-level error conditions are conveyed through the status-code element of respo
load.

Security

CoAP messages shall be sent as datagram transport layer security (DTLS) [IETF RFC 63
plication data". For matching an ACK or Reset message (RST) to a confirmable messg
matching a response to a request, the DTLS session shall be the same and the epoch s
the same. The response to a DTLS secured request shall always be DTLS secured ug
same security session and epoch.

| S defines four security options: ndAe (NoSec); pre-shared keys that determine authori
r-to-peer communication at the node level (PreSharedKey); public keys that autho

lic keys to sign message-content (Certificate).
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munication to a set of nodes (RawPublicKey); and certificates that can be used instead of
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