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Foreword

ISO (the Inte
International Electrotechnical Commission) form the specialized system for
worldwide standlardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical
committees esthblished by the respective organization to deal with particular
fields of technigal activity. ISO and IEC technical committees collaborate in
fields of mutuallinterest. Other international organizations, governmental and
non-governmerital, in liaison with 1ISO and IEC, also take part in the work.

In the field of ipformation technology, ISO and IEC have established a joint
technical comnittee, ISO/IEC JTC 1. Draft International Standards adopted
by the joint technical committee are circulated to national bodies for voting.
Publication as gn International Standard requires approval by at least 75 % of
the national bodies casting a vote.

International Standard ISO/IEC 11770-1 was prepared by Joint Technical
Committee ISOfIEC JTC 1, Information technology, Subcommittee, SC/27, IT
Security techniques.

ISO/IEC 1177Q consists of the following parts, under the.-general title
Information technology — Security techniques — Key management:

— Part 1: Framework
— Part 2: Mechanisms using symmetric techniques.
- Part 3: Mec:[anisms using asymmetric techniques
Further parts mpy follow.

Annexes A to E| of this part of ISO/IEC 11770 are for information only.
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Introduction

In Information Technology there is an ever increasingl need to use
cryptographic mechanisms for the protection of datatagainst unauthorised
disclosure or manipulation, for entity authentication, and for |non-repudiation
functions. The security and reliability of such. mechanisms are directly
dependent on the management and protection afforded to a security
parameter, the key. The secure management\of these keysl|is critical to the
integration of cryptographic functions intona"system, since|even the most
elaborate security concept will be ineffective if the key management is weak.
The purpose of key management.is’ to provide procedurps for handling
cryptographic keying material to~be used in symmetric |or asymmetric
cryptographic mechanisms.

The fundamental problem ,is. to establish keying materiaj whose origin,
integrity, timeliness and (in the case of secret keys) confidentiality can be
guaranteed to both difect and indirect users. Key management includes
functions such as the.genheration, storage, distribution, deleti¢n and archiving
of keying material intaccordance with a security policy (ISO 7498-2).

This part of 11770 has a special relationship to the frameworks for Open
System Security (ISO/IEC 10181). All the frameworks, including this one,
identify the™basic concepts and characteristics of mechanisms covering
different a@spects of security. This part of ISO/IEC 11770 intfoduces general
models-for key management that are fundamental for |[symmetric and
asymmetric cryptographic mechanisms.
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Information technology — Security techniques — Key

management —
Part 1:
Framework
As with other security services, key management can
1 $Scope only be provided within the contey

This par] of ISO/IEC 11770:
1. identifies the objective of key management;

2. desqribes a general model on which key
manpgement mechanisms are based;

3. defines the basic concepts of key management
common to all the parts of this multi-part standard;

4. defines key management services;

5. identifies the characteristics of key management
mechanisms;

6. spegifies requirements for the management of
keying material during its life cycle; and

7. desdribes a framework for the management of
keyipg material during its life cycle.

mework defines a general model of key

properties, for example, properties of
ric algorithms.

by othe¢r parts of ISO/IEC 11770. Symmetric
mechanisms are addressed ifn jypart 2 (ISO/IEC
11770-2| Information techriology @~ —  Security
technigles — Key management — Part 2:
Mechanisms using symmetric techniques).
Asymmgtric mechanisms’ are addressed in part 3
(ISO/IEG 11770-3, Information technology — Security
technigyes — ~Key management — Part 3:

Mechan|sms using asymmetric techniques). This part
of ISO/IEC 11770 contains the material required for a
basic understanding of parts 2 and 3. Examples of the
use of key-maragement-mechanisms—areinecluded-in
ISO 8732 and I1SO 11166. If non-repudiation is
required for key management, ISO/IEC 13888 should
be used.

This part of ISO/IEC 11770 addresses both the
automated and manual aspects of key management,
including outlines of data elements and sequences of
operations that are used to obtain key management
services. However it does not specify details of
protocol exchanges that may be needed.

security policy. The definition of\-5€eq
outside the scope of this multi-paft’sta

2 Normative References

The following standards contain pr
through reference- in this text, constitu
this part of ISQ/IEC 11770. At the tim
the editions_‘indicated were valid. Al
subject to-revision, and parties to ag
on this “part of ISO/IEC 11770 are
investigate the possibility of applying
edition” of the standards indicated bel
IEC" and ISO maintain registers of
International Standards

ISO 7498-2: 1989, Information proces
Open Systems Interconnection — H
Model — Part 2: Security Architecture.

ISO/IEC 9798-1: 1991, Information
Security  techniques —  Entity
mechanisms — Part 1: General mode

ISO/IEC 10181-1: 1996, Information
Open  Systems Interconnection
frameworks for open systems: Overvig

3 Definitions

The following terms are used as define
data integrity

data origin authentication

digital signature

t of a defined
urity policies is
ndard.

pvisions which,
te provisions of
e of publication,
standards are
eements based
encouraged to
the most recent
pw. Members of
currently valid

sing systems —
Basic Reference

technology —
authentication

technology —
—  Security
w.

H in 1ISO 7498-2:

The following term is used as defined in ISO/IEC

9798-1:

entity authentication

The following terms are used as defined in ISO/IEC

10181-1:

security authority
security domain

trusted third party (TTP)
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For the purposes of ISO/IEC 11770, the following
definitions apply.

3.1 asymmetric cryptographic technique: A
cryptographic technique that uses two related
transformations, a public transformation (defined by
the public key) and a private transformation (defined
by the private key). The two transformations have the
property that, given the public transformation, it is
computationally infeasible to derive the private

© ISO/IEC

3.14 public key: That key of an entity’'s asymmetric
key pair which can be made public.

3.15 public key certificate: The public key
information of an entity signed by the certification
authority and thereby rendered unforgeable.

3.16 public key information: information specific to a
single entity which contains at least the entity's
distinguishing identifier and at least one public key for
this entity. There may be other information regarding

transformation.

3.2 certificati0||| authority (CA): A centre trusted to
create and assign public key certificates. Optionally,
the certification jauthority may create and assign keys
to the entities.

3.3 deciphermént: The reversal of a corresponding
encipherment.

3.4 enciphermeént: The (reversible) transformation of
data by a cfyptographic algorithm to produce
ciphertext, i.e., fo hide the information content of the
data.

3.5 key: A sequence of symbols that controls the
operation of al cryptographic transformation (e.g.,

encipherment,
function
signature verific

computation,

decipherment, cryptographic check
signature  generation, or
ation).

3.6 key agreement: The process of establishing a

shared secret k

by between entities in such a way that

neither of then] can predetermine the value of that

key.

3.7 key confirmation: The assurance for ore entity
that another id¢ntified entity is in possession of the

correct key.

3.8 key contro
parameters use

3.9 key distrib
to generate or
that each share

: The ability to choose the key, or the
i in the key computation.

tion centre (KDC): An entity trusted
cquire, and.distribute keys to entities
a key with'the KDC.

3.10 keying
initialisation v
maintain crypto

material: The data (e.g., keys,
lues) necessary to establish and

3.11 key management: the administration and use of

the generation,

deregistration,

certification,
installation, storage,

registration,
distribution,

archiving, revocation, derivation and destruction of
keying material in accordance with a security policy.

3.12 key translation centre (KTC): An entity trusted
to translate keys between entities that each share a
key with the KTC.

3.13 private key: That key of an entity’s asymmetric
key pair which should only be used by that entity.

NOTE: A private key shall not normally be disclosed.

the certification authority, the entity, and the-pliblic key
included in the public key information, sueh as the
validity period of the public key, the validity period of
the associated private key, or the identifief of the
involved algorithms.

3.17 random number: A time variant parameter
whose value is unpredictable.

3.18 secret key: A ‘key used with symmeétric
cryptographic technigués and usable only by|a set of
specified entities.

3.19 sequence“number: A time variant parameter
whose value is)taken from a specified sequeng¢e which
is non-repeating within a certain time period.

3.20. “symmetric cryptographic technique: A
cryptographic technique that uses the same s¢cret key
forr both the originator's and the rgcipient's
transformation. Without knowledge of the secret key, it
is computationally infeasible to compute either the
originator's or the recipient's transformation.

3.21 time stamp: A time variant parametg¢r which
denotes a point in time with respect to a common time
reference.

3.22 time variant parameter: A data item used by an
entity to verify that a message is not a replay,[such as
a random number, a sequence number, of a time
stamp.

4 General Discussion of Key Management

Key management is the administration and uge of the
services of generation, registration, cerification,

i fom, iStribution, 1 fom, — storage,
archiving, revocation, derivation and destruction of
keying material.

The objective of key management is the secure
administration and use of these key management
services and therefore the protection of keys is
extremely important.

Key management procedures depend on the
underlying cryptographic mechanisms, the intended
use of the key and the security policy in use. Key
management also includes those functions that are
executed in cryptographic equipment.


https://iecnorm.com/api/?name=41517674b20624bfeb315b7faddd09b7

© ISO/IEC

4.1 Protection of Keys

Keys are a critical part of any security system that
relies on cryptographic techniques. The appropriate
protection of keys depends on a number of factors,
such as the type of application for which the keys are
used, the threats they face, the different states the
keys may assume, etc. Primarily, depending upon the
cryptographic technique, they have to be protected
against disclosure, modification, destruction and
replay. i i
in Annex A. The validity of a key shall be limited in

rotection by Cryptographic Techniques

Some threats to keying material can be countered
i ryptographic  techniques. For example:
counters key disclosure and
ised use; data integrity mechanisms counter
modification; data origin authentication mechanisms,
digital [signatures, and entity authentication
mechanisms counter masquerade.

Cryptographic  separation mechanisms  counter
misuse. [Such separation of functional use may be
accomplfshed by binding information to thekey. For
example} binding control information to the key
assures [that specific keys are used for specific tasks
(e.g. key encipherment, data integrity); key control is
required| for non-repudiation (" ISing  symmetric
techniqups.

4.1.2 Protection by non-Cryptographic
Techniques

Time stgmps may-b€e-used to restrict the use of keys
to certaip valid time periods. Together with sequence
numberq, they:also protect against the replay of
recordeq key agreement information.

ISO/IEC 11770-1 : 1996 (E

e to interact with cryptographic  algorithms
implemented in separate smart security facilities
(for example, smart cards, memory cards), or

e to store keying material off-line (for example, on
diskette).

Secure areas typically are protected by physical
security mechanisms.

4.1.4 Protection by Organisational Means

One means of protecting keys is to.@rganise them into
key hierarchies. Except at theDlowgst level of the
hierarchy, keys in one level of ‘a hiefarchy are used
solely to protect keys in the next level
in the lowest level of the‘hierarchy are|used directly to

provide data security\ Services. T
approach allows the use of each ke
thus limiting exposure and making atta
example, the compromise of a single
limited to compromising only the inforn
by that key.

The use of secure areas addresses th
disclostire, modification and deletion
entities. However, the threat remai

is hierarchical
y to be limited,
cks difficult. For
session key is
hation protected

e threats of key
Dby unauthorised
ns that system

administrators, authorised to p

rform certain

management functions on componepts of the key
management service, may misuse thg special access

privileges they possess. In particular,

obtain a master key (a top level
hierarchy). Disclosure of a master ke
enable the possessor to discover of
other keys protected by it (i.e. all oth
particular key hierarchy). It is therefq
minimise access to this key, perhaps b
no single user has access to its

requirement can be met by dividing

hey might try to
key in a key
y will potentially
manipulate all
er keys in that
re desirable to
y arranging that
value. Such a
the key (dual

control or even n-times control) or yising dedicated

cryptographic schemes (Secret Sharin

4.2 Generic Key Life Cycle Model

A cryptographic key will progress thrg
states that define its life cycle. The
states are:

g Schemes).

ugh a series of
three principal

D

4.1.3 Protection by Physical Means

Each cryptographic device within a secure system
usually needs to protect the keying material it uses
against the threats of modification, deletion and,
except for public keys, disclosure. The device typically
provides a secure area for key storage, key use and
cryptographic  algorithm implementation. It may
provide the means

¢ to load keying material from a separate secure key
storage device,

r

use.

: ive state, a key
has been generated, but has not been activated for

Active: In the Active state, the key is used to process

information cryptographically.

Post Active: In this state, the key shall only be used

for decipherment or verification.
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Reactivation allows a Post Active key to be
used again for cryptographic operations.

Destruction ends a key's life cycle. It covers
logical destruction of the key and may also
involve its physical destruction.

Transitions may be triggered by events such as the
need for new keys, the compromise of a key, the
expiration of a key, and the completion of the key life
cycle. All these transitions include a number of

reactgvation deactiation

destryction

Post
Active

Figure 1 — Key Life Cycle

NOTE: The user pf a Post Active key shall be assured that
the data had begn cryptographically processed before the
key became Pogt Active. This assurance is commonly
provided by a trugted time variant parameter.

A key that is kngwn to be compromised shall become
Post Active inmmediately and may require special
handling. A key| is said to be compromised when its
unauthorised usg is known or suspected.

Figure 1 showq these states and the corresponding
transitions.

Figure 1 represents a generic life cycle model..Qther
life cycle models may have additional details that may
be substates ¢f the three states preséntéd. The
majority of life qycles require an archival\activity. This
activity may bg associated with any of the states,
depending on the particular details,of:the life cycle.

4.2.1 Transitions between Key States

When a key prpgresses from one state to another it
undergoes one|of thexfollowing transitions as also
depicted in figurg 1;

Generationlis'the process of generating a

services for key managemeni. The relalionships
between the transitions and the services aré’shown in
Table 1. These services are explained in-Clausge 5.

Any particular cryptographic approach, will only require
a subset of the services offered in Table 1.

4.2.2 Transitions, Services and Keys

Keys for particular cryptographic techniques|will use
different combinations."of services during {heir life
cycles. Two examples are given below.

For symmetric<cryptographic techniques, following the
generationrof'a key, the transition from Pending Active
to Activeyincludes key installation and may also
include/ key registration and distribution. Ih some
cases; installation may involve the derivatipn of a
specific key. The lifetime of a key should be I|mited to
& fixed period. Deactivation ends the Active state,
usually upon expiration. If compromise of a key in the
Active state is suspected or known, revocafion also
causes it to enter the Post Active state. A Post Active
key may be archived. If an archived key is| needed
again, it will be reactivated and may neefl to be
installed or distributed again before it is fully active.
Otherwise, following deactivation, the key [may be
deregistered and destroyed.

For asymmetric cryptographic techniques, g pair of
keys (public and private) is generated and bpth keys
enter the Pending Active state. Note that the life cycles
of the two keys are related but not identical. Before it
enters the Active state, a private key may optipnally be
registered, may optionally be distributed to its {iser and
is always installed. The transitions between the Active

key. Key Generation should be performed
according to prescribed key generation
rules; the process may involve a test
procedure to verify whether these rules
have been followed..

Activation makes a key valid for
cryptographic operations.

Deactivation limits a key’s use. This might
occur because the key has expired or has
been revoked.

and the Post Active states for a private key, including
deactivation, reactivation, and destruction, are similar
to those described above for symmetric keys. When a
public key is certified, commonly a certificate
containing the public key is created by the CA, to
assure the validity and ownership of the public key.
This public key ceitificate may be placed in a directory
or other similar service for distribution, or may be
passed back to the owner for distribution. When the
owner sends out information signed with his private
key he may add his certificate. The key pair becomes
active when the public key is certified. When a key
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Table 1 — Transitions and Services

Transition Service Notes

Generation generate-key mandatory
register-key optional either here or activation
create-key-certificate optional
distribute-key optional
store-key optional

Activation create-key-certificate optional
distribute-key optional
derive-key optional
install-key mandatory
store-key optional

register-key

optional either hereor,generation

Deactivation store-key optional
archive-key optional eitherhere or destruction
revoke-key optional
Reactivation create-key-certificate optional
distribute-key optional
derive-key optional
install-key mandatory
store-key optional
Destruction deregister-key. mandatory, if registered

destroy=key

mandatory

archive-key

optional either here or deactivation

pair is ysed for digital signature purposes the public
key may remain in thé\Active or Post Active state for
an indefjnite time after its related private key has been
deactivgted or .destroyed. Access to the public key
may be| necessary to verify digital signatures made
before theloriginal expiration date of the associated
private ke i i
encipherment and the key used for encipherment has
been deactivated or destroyed, the corresponding key
of the pair may remain in the Active or Post Active
state for later decipherment.

The use or application of a key may determine the
services for that key. For example, a system may
decide not to register session keys, since the
registration process may last longer than their lifetime.
By contrast, it is necessary to register a secret key
when symmetric techniques are used for digital
signature.

5 Concepts of Key Managemept

5.1 Key Management Services
This Clause describes a general sfructure for key
management g of the key
management—s gether and how

they are supported.

Key management relies on the basic services of
generation, registration, certification, distribution,
installation, storage, derivation, archiving, revocation,
deregistration and destruction. These services may be
part of a key management system or be provided by
other service providers. Depending on the kind of
service, the service provider must fulfii certain
minimum  security requirements (e.g., secure
exchange) to be trusted by all entities invoived. For
example, the service provider may be a trusted third
party. Figure 2 shows that the key management


https://iecnorm.com/api/?name=41517674b20624bfeb315b7faddd09b7

ISO/IEC 11770-1 : 1996 (E)

Generate- Register- cKeI eate-
Kev Kev . ¥
B 7 Certificate

© ISO/IEC
Distribute- . . . Destroy-
Key Key

|
|
User

services are posftioned at the same level and may be
used by a varipty of different users (persons or
processes). These users may utilise different key
management fagilities within different applications,
making use of dervices specific to their needs. The
key managemen{ services are listed in Table 1.

5.1.1 Generat

Generate-Key is [a service that is invoked to generate
keys in a securg way for a particular cryptographic
algorithm. This implies that the key generation cannot
be manipulated gnd, that the keys are generated in_an
unpredictable way and according to a prescriped
distribution. Thig distribution is imposed ~by the
cryptographic algorithm for which it will be used and
the required level of cryptographic protection. The
generation of some keys, e.g., masterikeys, demands
special care bechuse knowledge of-these keys offers
access to all relajed or derived keys:

-Key

5.1.2 RegistertKey

The service Register-Key—associates a key with an
entity. It is provided by,a registration authority, and is
usually applied| .‘when symmetric cryptographic
techniques are - f i
register a key it has to contact the registration
authority. Key registration involves a request for
registration and a confirmation of that registration.

A registration authority maintains a register of keys
and related information in a suitably secure manner.
Annex B offers details of key management
information.

Operations provided by a key registration authority
are registration and deregistration.

Figure 2 — Key Management Services

E
x

5.1.3 Create-Key:Certificate

The service ~Create-Key-Certificate assurgs the
association,of a public key with an entity [and is
provided‘by a certification authority. When a fequest
for key< certification is accepted, the certffication
autherity creates a key certificate. Public key
certificates are discussed in more detail in IBO/IEC
19770-3.

5.1.4 Distribute-Key

Key distribution is a set of procedures to provide key
management information objects (see example in
Annex B) securely to authorised entities. A ppecific
case of key distribution is key translation| where
keying material is established between entities using a
key translation centre (see Subclause 6.2). ISO/IEC
11770-2 offers different mechanisms to establish keys
between entities. ISO/IEC  11770-3 ipcludes
mechanisms for key agreement of secret kegys and
transport mechanisms for secret and public keys.

5.1.5

The service Install-Key is always needed befpre the
- i i ans the
establishment of the key within a key management
facility in a manner that protects it from compromise.

Install-Key

5.1.6 Store-Key

The service Store-Key provides secure storage of
keys intended for current or near-term use or for back-
up. It is usually advantageous to provide physically
separate key storage. For example, it ensures
confidentiality and integrity for keying material or
integrity for public keys. Storage may occur in all key
states (i.e. Pending Active, Active and Post Active) of
a key’s life cycle. Depending on the importance of the
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keys, they can be protected using one of the following
mechanisms:

e physical security (e.g., by storing them within a
tamper-resistant device or by external means such
as diskette or memory card),

e encipherment with keys that are themselves
protected by physical security, or

* protecting the access to them by password or PIN.

derivatign key, non-secret variable data and a
ation process (which also need not be
secret). [The result of this process is the derived key.
The defivation key needs special protection. The
derivatign process should be non-reversible and non-
predictable to ensure that the compromise of a derived
key doeg not disclose the derivation key or any other
derived key.

5.1.8 Archive-Key

Key archiving provides a process for the secure, long-
term storage of keys after normal use. It may use the
service |of key storage but allows for a different
implemgntation such as off-line storage. Archived keys
may negd to be retrieved at a much later date to‘prove
or dispfove certain claims after normal\use is
discontinued.

5.1.9

When the compromise of a key is*suspected or known
the service Revoke-Key, ‘assures the secure
deactivation of the key. This service is necessary for
keys haying reached thé€irexpiration date. Revocation
of keys| will also take.-place when a key owner’s
circumsfances change. After a key is revoked it may
only be Jused for_ decipherment and verification. The
service |[Revoke-Key is not appropriate to certificate
based sfhemes, where key life is controlled by expiry
of the cartificate.

evoke-Key

ISO/IEC 11770-1 : 1996 (L

5.1.11 Destroy-Key

The service Destroy-Key provides a process for the
secure destruction of keys that are no longer needed.
Destroying a key means eliminating all records of this
key management information object, such that no
information remaining after the destruction provides
any means of recovering the destroyed key. This is
taken to include the destruction of all archived copies.
However, before archived keys are destroyed a check
i at no archived
material protected by these keys willever be needed
again.
NOTE: Some keys may be stored outside an electronic
device or system. Destruction. of thode keys requires
additional administrative measures.

5.2 Support Services.
Other services (may be needed fo support key
management:
5.2.1 Key Management Facility Services

Key management services may make use of other
sefvices that are security related. [These services
include:

access control

audit

authentication

cryptographic services

This service
ensure that
a key manag
can be acq
authorised

authorised nf

The trackin
relevant acti
in a key
system. Aud
identify sec
security leak

This service
to establish
authorised

security dom

These servi

may be used to
he resources of
gement system
essed only by
entities in an
anner.

g of security-
bns that appear

management
t trails may help
irity  risks  and

3

D.

should be used
an entity as an
member of a
ain.

ces should be

used by kg

y management

NOTE: Some applications use the term delete-key for this
service

5.1.10 Deregister-Key

The service Deregister-Key is a procedure provided by
a key registration authority that removes the
association of a key with an entity. It is part of the
destruction process (see 5.1.11 Destroy-Key). When
an entity wishes to deregister a key, the registration
authority is contacted.

time service

services o provide integrity,
confidentiality, authentication
and non-repudiation.

This service
generating

is necessary for
time  variant

parameters such as validity

durations.

5.2.2 User-oriented Services

Cryptographic systems and devices may require other
services that are necessary for adequate functionality,
e.g., user registration services. These services are
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implementation specific and beyond the scope of this
part of ISO/IEC 11770.

6 Conceptual Models for Key Distribution

The distribution of keys between entities can be
complex. It is influenced by the nature of the
communications links, the trust relationships involved
and the cryptographic techniques used. The entities
may either communicate directly or indirectly, may

© ISO/IEC

e For data integrity or data origin authentication, the
recipient requires the sender's corresponding
public key certificate.

¢ For confidentiality the sender requires a valid public
key certificate of the recipient.

e For authentication, confidentiality, and integrity,
each partner requires the public key certificate of
the other. This provides the means for mutual non-
repudiation.

belong to the same or different security domains, and
may or may not lise the services of a trusted authority.
The following cgnceptual models illustrate how these
different cases |nfluence the distribution of keys and
information.

6.1 Key Distrjbution between Communicating
Entities

Communication [between entities is influenced by the
link between th¢se entities, the trust between these
entities and the ¢ryptographic techniques used.

There exists a gonnection between entities A and B,
who wish to exchange information using cryptographic
techniques. THis communication connection is
illustrated in Figlire 3. Generally, key distribution must
take place oveI a secure channel that is logically
different from the traffic channel.

Entity A Entity B

mmunications Link between Two
Entities

Figure3—C

Cases where |[direct communicating entities are
involved are kgy agreement; key control and key
confirmation. Further details)of‘these cases are within
Part 2 (ISO/IEQ 11770-2;\Information technology —
Security techniques —>Keéy management — Part 2:
Mechanisms using .symmetric techniques) and Part 3
(ISO/IEC 1177013, nformation technology — Security

Each entity may need to contact its authority. tp get an
appropriate public key certificate. If the commynicating
partners trust each other and ,can” mutually
authenticate their public key certificates, then no
authority is needed.

NOTE: There exist cryptographié applications where no
authority is involved. In that situation the commpnicating
partners may only securely “exchange specific public
information instead of theijr public key certificates.

When symmetric cryptography is in use betwgen two
such partners, key 'generation is initiated in ong of two
ways:

1. By one entity generating the key and sending it to a
Key Translation Centre (KTC);

2. By one entity asking a Key Distribution Centre to
génerate a key for subsequent distribution.

[f,)key generation is carried out by one of the [entities,
secure distribution of the key can be handled by a Key
Translation Centre, as illustrated in Figure|4. The
numbers represent the steps of the exchanfe. The
KTC receives the enciphered key from entity A (1),
deciphers it and re-enciphers it using the keyl shared
between itself and entity B. Then it may

o either forward the enciphered key to entity B (2), or

e send it back to entity A (3), who forwards it {o entity
B (4).

techniques —
Mechanisms using asymmetric techniques) of ISO/IEC
11770.

6.2 Key Distribution within One Domain

The following model is based on the concept of a
security domain with a security authority according to
ISO/IEC 10181-1. This authority may offer key
management services such as the translation of keys.
When the entities use an asymmetric technique for the
secure exchange of information, the following cases
can be distinguished:

Key
—»|  Translation
Centre (2
M Q)
drll J.
Entity A —_— Entity B
4)

Figure 4 — Key Translation Centre

If key generation is carried out by a trusted third party,
there are two options for subsequent distribution of the
key to the communicating partners; these cases are
illustrated in Figure 5 — Conceptual Model of a Key
Distribution Centre — and Figure 6 — Key Distribution
by Forwarding a Key from Entity A to Entity B.
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Figure 5 llustrates the case in which the Key
Distribution Centre is able to communicate securely
with both entities. In this case, once a key has been
generated at the request of one of the entities, the Key
Distribution Centre is responsible for securely
distributing the key to both entities. The request of the
shared key is represented by (1) and the distribution of
the key to the communicating partners by (2a) and
(2b).

ISO/IEC 11770-1 : 1996 (E;

Two cases can be distinguished for key establishment
between A and B:

e the obtaining of the public key certificate of B
(when applicable), and

¢ the establishment of a shared secret key between
A and B.

Different key relationships are possible between these
components. These key relationships reflect the

Key
> Distribution
Centre (2b)

(1) (2a)

Entity A Entity B

Figure § — Conceptual model of a Key Distribution
Centre.

When only entity A asks for a secret key to be shared
between| entities A and B, the authority may act in two
different|ways. If it can securely communicate to both
entities if may distribute the secret key to both of them
as desg¢ribed above. If the authority can only
commurficate with entity A, entity A is responsible for
distributing the key to entity B. Figure 6 illustrates this
kind of ey distribution. The request for a sharted key
is repredented by (1) and the distribution to ‘entity A by
(2).The |forwarding of this key from<A to B is
represerfjted by (3).

Key
> Distribution
Centre

M 2

3

Entity A —()—b Entity B

nature of the trust between the components.

When the entities use an asymmetric t

pchnique for the

exchange of information and do\not have access to a

common directory service that® offers
certificates, each shall contact its resy

the public key
ective authority

to get its partner's public key certificate (see Figure 7

(1)). The authorities.of A and B exch
key certificates of entities A and B

them to A and, B’ (38). Then A and
communicate'securely and directly (4).

A differenthapproach for the exchan

ange the public
2) and forward
B are able to

e of public key

certificates is cross-certification (see also Annex D).

When the entities communicate usilg a symmetric
fechnique each entity also has to contdct its respective
authority securely (1) to receive a pecret key that
allows them to communicate. The autHorities agree on
a common secret key (2) to be used|by the entities.
One authority distributes the secret key to both entities
using the other authority as a distribufion centre. The
latter authority may also provide key|translation ((2)
and (3)).

When only the entity A asks for a|secret key for
communication with entity B, the authprity may act in
two ways. If it can communicate to both entities it may
distribute the secret key to both of thgm as described
above. If the authority can only commuynicate with one
entity, the entity receiving the key is|responsible for
forwarding the key to the other entity.

_____________

]
)
1
> Authority of A | <——— | Authoritfot B <
)
1
]

M

Figure 6 — Key Distribution by Forwarding a Key
from an Entity A to Entity B

6.3 Key Distribution between Domains

The model here involves two entities named A and B
belonging to two different security domains which
share at least one cryptographic technique (i.e.
symmetric or asymmetric). Each security domain has
its own security authority: one trusted by A and one
trusted by B. If A and B either trust each other or each
trusts the authority of the other's domain, then keys
are distributed according to Subclause 6.1 or 6.2.

@)
(1) ‘ ® :

! EntityA | — — — —+~ — — —Pp| Entiys

Domain A Domain B

Figure 7 — Key Distribution between two Domains

Sometimes the authorities of A and B will have neither
a mutual trust relationship nor a direct
communications path. Then they shall involve an
authority, X, whom they both trust as illustrated in
Figure 8 (see arrows (2a) and (2b)). Authority X may
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generate a key

and distribute it to the authorities of A

and B (see arrows (3a) and (3b) in Figure 8).

Alternatively, A

uthority X may forward a received

secret key or public key certificate (for example (2a))
from the authority of A to the authority of B (3b). The

authorities then
their respective
who may then

have to forward the received key to
entities (see (4a) and (4b) in Figure 8)
exchange information securely (5). It

may be necessary to seek successive authorities until

a chain of trust i

s established.

© ISO/IEC

________

| Authority X

Authg

Entity A |

A
: (1a) I (42)
|

Figure 8 — G

7 Specifi

Some of the se
requires may
providers. Poss

. a Key
. a Ke
ISO/IH
. a Ke
ISO/IH

(4b) | (1b)

Domain B

hain of Trust between Authorities

t Service Providers

rvices that a key management system
be provided by external service
ble entities for services are;

Registration or Certification)Authority,

Distribution Centrexas defined in
C 8732,

Translation« Centre as defined in
C 8732.

10
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Key management IS SUScCeplibie 10 a humper Of tThreals. Tnese Inciude the Toliowing.

Disclosute of the keying material: Either the keying material is in plaintext, is not protected and-can

Annex A
(informative)

Threats to Key Management

ISO/IEC 11770-1 : 1996 (E)

is enciphered and can be deciphered.

Modificafion of keying material: Changing the keying material so that it does not operate as intended

Unautholised deletion of keying material: Removal of the key or key related data.

Incomplgte destruction of keying material: This may lead to the compromise of current or future keys.

Unauthotised revocation: The direct or indirect removal of a valid key or keying'material.

Masquerade: The impersonation of an authorised user or entity.

Delay in executing key management functions: This may result in a failure to generate, distribute, re

a key, a failure to update the key repository in a timely manner, in a-failure to maintain a user’s auth
and so dn. The delay threat may result from any of the previously mentioned threats or from physig
key related equipment.

Misuse qf keys

g¢ncipherment.

g¢ncipherment or decipherment of data.
The use of a key after it has expired.
Excessive use of a key.

Provision of keys to an unauthorised recipient.

be accessed, or

voke or register

orisation levels,

tal failure of the

The use of a key for a purpose for which it is not authorised, e.g., the use of a key enciphefing key for data

The use of a key management facility for a purpose for which it is not authorised, e.g., tihe unauthorised

11
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Annex B
(informative)

Key Management Information Objects

SO/IEC

A key management information object consists of a key or keys, together with, optionally, other information that

controls how th

conventions cof
asymmetric cip
decipherment.).

The control info

the type of ¢
valid operat
the allowed
the environr

other aspe
information

For the purposd
the key generat

A particular exa

signed by a certjfication authority:

the keying n
the identity
the operatio
the period o
the identity

The following A
information obje

12

e kev(s) mav be used. The control information may.rather than haing avplir\it, ha im
J N7 J

trolling the use of the key management information object. (For example, the use of oné-K
ner pair is controlled by the agreed use of the other, one for encipherment and-the

mation may control the following:

bject the key may protect (e.g., data or key management information object);
ons (e.g., encipherment, decipherment);

user;

nent in which the key may be used;

'ts particular to the specific control technique or application that uses the key man
pbject.

on process.

mple of a key management information object isya key certificate. It contains at least the

haterial;

pf the user who is able to use the corresponding key management information object;

ns which the corresponding key management information object performs (may be implicit);
f validity;

bf the certification authority.

S5N.1-definition is an example of a key management information object, although key man
cts may contain other, implementation specific parameters:

plied by
ey of an
bther for

ngement

s of optimization the key management information qbjéct may be partially or wholly creat@¢d within

ollowing

hgement
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Key = PROTECTED {KeyContents, protectionType};
KeyContents = SEQUENCE {
keylD [0] Key_ldentity,
keyValue [1] Key_Value,
checkValue [2] Check_Value,
cryptoMethod [3] Cryptographic_Method,
timeStamp [4] Time_Stamp,
generAuthority [5] Generating_Authority,
certiAuthority [6] Certification_Authority,
issuer [7] Issuer,
validity [8] Validity_of_Keys};

It consigts of the parameters Key_ldentity (unambiguous identity), Key Value (the value of
alue (a check sum to ensure integrity of the key) where only the KeyValue is mandatory. The parameters

Check_M
Cryptogr
for a lim
optional.
of a key’s

hphic_Method, Issuer and Validity_of_Key control the use of thé key in restricting it to spq
ted time and a specific user. These parameters are important for the control of a key

ISO/IEC 11770-1 : 1996 (E,

the key) and

cific algorithms
s use, but are

[The parameters Generating_Authority, Certification_Authority and Time_Stamp are important for the proof
origin and its age, but are also optional. For a key certificate the parameter Issuer is mandatory.

13
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Annex C

(informative)

Classes of Cryptographic Applications

The common classification of cryptographic systems is
defined by the two principal cryptographic techniques

code (MAC) with a
symmetric algorithm.

used, i.e. symmetric and asymmetric Because key
management must cater for both techniques another
approach is negded. Therefore the following section
classifies cryptpgraphic systems according to the
functionality proyided by the technique.

in general, a cryptographic system offers two different
types of cryptographic service: authentication services
and enciphermgnt services. Encipherment services
are used to cryptographically protect information; i.e.,
they provide |data confidentiality. Authentication
services are prjmarily used for entity authentication,
data origin authentication, data integrity and non-
repudiation. The types of cryptographic systems and
the correspondjng operations are demonstrated in
Figure C-1.

Cryptographic
Services

T

Authentication Encipherment
Services Services

D @D

Figure C-1|— Cryptographic Services and
Corfesponding Mechanisms

N\

Ci Authentication Services and Keys

sign a data unit which involves.te gene-
ration of a digital signa-
ture for,“data| origin
authentication, data inte-
grity ~and/or nop-repud-

iation:

verify a sealed data unit , which involves [calcula-
ting a cryptpgraphic
check value of the data
and comparing it|with the
referenced check value
(proof of data intggrity).

verify a signed data unit  which involve$ the
verification of g digital
signature to d¢termine
whether it was produced
by the claimed driginator
and/or the proof|of data
integrity.

Within the authentication service the signing|and the
sealing processes use information which is either
private (i.e. unique and confidential) to the originator or
secret and only known by the originator pnd the
recipient; the verifying process uses either prdcedures
and information that are publicly available tut from
which the originator's private information cgnnot be
deduced or the shared secret of the originatorjand the
recipient. The essential characteristic of signirlg is that
the signature can only be produced uding the
originator's private information, his private key. Thus
when the signature is verified by using the originator's
public key, it can subsequently be proven tg a third
party (e.g., a notarisation authority) that ¢nly the
unique holder of the private information codlld have

nroduced the sianatura
progdHced+l 1GREHH-S-

Authentication serviCes provide for the authentication
of communicating entities (entity authentication), for
the authentication of the source of data (data origin
authentication), for non-repudiation, and for data
integrity. This service may make use of the following
mechanisms:

seal a data unit which involves the
production of a
cryptographic check
value of the data for data
integrity, e.g., generate a
message authentication

14

An authentication service uses two out of three types
of keys:

sealing key a shared, secret key.

signature key a unique, private key that
is associated with the

originator.

verification key either a public key or a

secret key.

For symmetric techniques an authentication service
uses a sealing key and a verification key which are
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represented by the same secret key, for asymmetric
techniques it uses the signature key and the
verification key which are represented by a key pair
consisting of a public and a private key.

C.2 Encipherment Services and Keys

Encipherment services primarily provide confidentiality
of information but also data integrity. Depending on
the technique used security services such as
authenticat farth i }
It makes use of two basic mechanisms:

which produces ciphertext from
the data it is given;

which produces plaintext from
the corresponding ciphertext.

y (shared secret key). When using
ic techniques the operations encipher and
decipher|are handled by two distinct but related keys,
i.e., the public and the private key.

ISO/IEC 11770-1 : 1996 (E;

15
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Annex D
(informative)

Certificate Lifecycle Management

This informative Annex describes the requirements
and prooedures as th“‘,’ apply to-the mnnagnmnnf of

the public key cJarvt‘ificate lifecycle.

D.1

D.1.1 The CA's Asymmetric Key Pair

The Certification Authority

The CA is "trudted" by its subscribers. Such trust is

based on

thg use of adequate cryptographic

mechanisms and equipment, and on professional
management ar|d control practices. This trust shall be
confirmed by an independent audit function (internal,
external or both) which shall make the audit results
available to subgcribers.

The CA shall be|responsible for:

1.

One CA can certify another

Identifying the entities whose public key informa-
tion is presented for certification.

Ensuring the quality of the asymmetric key pair
used to prodquce public key certificates.

Securing th¢ certification process and the private
key used to [sign the public key information.

Managing the system-specific data that are to be
included intp the public key information, such-as
public key frertificate serial number, certification
authority idgntification, etc.

Assigning apd checking of validity periods.

Advising thg entity identified inythe public key
information that a public key eetrtificate has been
issued. Theg means used to ;eonvey this advice
ependent of\ the method used to
convey the public key information to the CA.

Ensuring that twe'_different entities are not
assigned the same identity, so that they can be
properly disfinguished.

Maintaining

Logging all steps involved in the public key
certificate generation process.

CA's public key

information to provide a public key certificate. Hence,
authentication may involve a chain of public key
certificates. The first public key certificate in such a
chain shall be obtained and authenticated by some
means other than with public key certificates.

16

The CA shall have a secure key management facility

that is able to generate the asymmetric)key
use by that CA. The generation processshal
the unpredictability of the keying  matetial.

pair

for

ensure

No

opponent shall gain any advantage by know|edge of

the generation process.

The CA's private key is used\to sign the entity's public
key information. Since jts_possession would epable an
opponent to masquetdde as the CA and generate
forged public key certificates, it shall be givep a high

level of protectiohH)Thus, the CA's private key|shall

be

well protected‘when used inside the key manIgement

facility. It shall enter or leave the key man

gement

facility in-a‘protected way and under the contrpl of the

CA itself.
Thevintegrity of the CA's public verification

key is

essential to the security of the public key certificate
system. If the CA's public key is not contained in a
public key certificate, then special precautions|shall be

taken to ensure its authenticated distributior]. At
user sites provision shall be taken to engure

the
the

authenticity of the stored copy of the CA's public key.

The CA's public verification key is used to validate

the

public key certificates of other users. Before gach use

of the CA's public key, the user shall assure|that
verification key is currently valid.

D.2 The Certification Process

the

This Clause describes requirements and prdcedures

as they apply to the certification process.

D.2.1 Model for Public Key Certification

for
certification of public keys. The model separates
main functions into logical entities (see Figure D-1):

the
the

1. Certification authority (CA): the entity responsible
for certifying the public key information of a user

entity.

2. Directory (DIR): the entity responsible for making

the public key certificates available online
ready use by the user entities.

3. Key Generator (KG): the entity responsible for
generation of an asymmetric key pair.

for

the
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