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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FIELD DEVICE INTEGRATION (FDI®) -
Part 3: Server

FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization, comyj
alllnational electrotechnical committees (IEC National Committees). The object of IEC is to promote’jnterna
coloperation on all questions concerning standardization in the electrical and electronic fields. o this er]
in pddition to other activities, IEC publishes International Standards, Technical Specifications, Technical Rq
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”).

rising
tional
d and
ports,
Their

préparation is entrusted to technical committees; any IEC National Committee interested in the subject dedlt with

may participate in this preparatory work. International, governmental and non-governmental organizations |
with the IEC also participate in this preparation. IEC collaborates closely with the Intérhational Organizat
Standardization (ISO) in accordance with conditions determined by agreement between the two organizati

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an interna
copsensus of opinion on the relevant subjects since each technical committee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for international\use and are accepted by IEC N3
Cdmmittees in that sense. While all reasonable efforts are made to’ensure that the technical content
Pyblications is accurate, IEC cannot be held responsible for,the<“way in which they are used or fdg
miginterpretation by any end user.

In|order to promote international uniformity, IEC Nationak Committees undertake to apply IEC Publig
tragnsparently to the maximum extent possible in their national and regional publications. Any divergence be
anl IEC Publication and the corresponding national or fegional publication shall be clearly indicated in the

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf|
aspessment services and, in some areas, access to0 IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certificationbodies.

Alllusers should ensure that they have the latést edition of this publication.

Nd liability shall attach to IEC or its directors, employees, servants or agents including individual exper
megmbers of its technical committees and’|IEC National Committees for any personal injury, property dam
othher damage of any nature whatsgever, whether direct or indirect, or for costs (including legal feeg
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othg
Pdblications.

At{ention is drawn to the Normative references cited in this publication. Use of the referenced publicati
indispensable for the cortect application of this publication.

At{ention is drawn to(the possibility that some of the elements of this IEC Publication may be the subject of
rights. IEC shall nét be held responsible for identifying any or all such patent rights.
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IEC 62769-3 has been prepared by subcommittee 65E: Devices and integration in enterprise
systems, of IEC technical committee 65: Industrial-process measurement, control and
automation. It is an International Standard.

This third edition cancels and replaces the second edition published in 2021. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) added interactive transfer to device.

The Ilext of this International Standard is based on the following documents:

Draft Report on voting

65E/856/CDV 65E/913/RVC

Full information on the voting for its approval can be found in the report)on voting indicated in
the apove table.

The llanguage used for the development of this International Standard is English.

This [document was drafted in accordance with ISO/IEC Directives, Part 2, and developgd in
accofdance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, avalilable
at wyvw.iec.ch/members_experts/refdocs. The main/document types developed by IECQ are
descfibed in greater detail at www.iec.ch/standardsdev/publications.

A list of all parts in the IEC 62769 series{published under the general title Field dgvice
integfation (FDI®), can be found on the IEC website.

The ¢ommittee has decided that the contents of this document will remain unchanged unfil the
stability date indicated on the IEC 'website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

—

g¢confirmed,
e withdrawn,

—

gplaced by a revised edition, or

e amended.

IMPODRTANT — The "colour inside” logo on the cover page of this document indicates that it
contains colours which are considered to be useful for the correct understanding of its
contents. Users should therefore print this document using a colour printer.
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FIELD DEVICE INTEGRATION (FDI®) —

Part 3: Server

1 Scope
This part of IEC 627 ifies the FDI®! Server. The overall EDI® architecture is illustrated in
Figude 1. The architectural components that are within the scope of this document have peen
highlfghted in this figure. Annex A provides a functional description of the FDI® Server.
User Interface £
Description L FDI Package
FDI Package
FDI Client DD_ev_ic_;e Intzifearce Busin_ess Intzifearce
efinition S Logic, E
Description Plug-in
uiD
Interpreter \ T \\ 7
FDI Server 1 / X
uip

| 3 25

[Q [}

g § i s Logic )

o User Interface R sssor

= Plug-in 8' < OPCUA b

Z F

2 [a}

Business

Logic

Business Logic
Interface

OPC UAjservices

User Interface Services

Platform Ul Services
(Drawing, Input Devices) |

OPC UA Client K OPC UA

System Services |

OPC UA]
Services]

OPC UA

Services

System

Communication Communication
) Hardware - Server
|:| Bpecified by this part of this document ~ Data 1
- : ) 1 Store /A
|:| Specified by.other parts of this series ‘\:/'
|:| Not specifiéd by this document |- IEC

Figure 1 — FDI® architecture diagram

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.

T FDI® isa registered trademark of the non-profit organization Fieldbus Foundation, Inc. This information is given
for the convenience of users of this document and does not constitute an endorsement by IEC of the trademark
holder or any of its products. Compliance does not require use of the trade name. Use of the trade name requires
permission of the trade name holder.
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For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 61804-3, Devices and integration in enterprise systems — Function blocks (FB) for process
control and electronic device description language (EDDL) - Part 3: EDDL syntax and
semantics

IEC $1804-4, Devices and integration in enterprise systems — Function blocks (FB)\for prqcess
contnol and electronic device description language (EDDL) — Part 4: EDD interpretation

IEC $1804-5, Devices and integration in enterprise systems — Function blocks (FB) for prqcess
contnol and electronic device description language (EDDL) — Part 5: ERDD Builtin library

IEC §2541-4, OPC unified architecture — Part 4: Services

IEC 62541-7, OPC unified architecture — Part 7: Profiles

IEC 62769-1, Field Device Integration (FDI®) — Part 17Qverview

IEC 62769-2, Field Device Integration (FDI®) — Part2: -EFDI-Client

IEC 62769-4, Field Device Integration (FDI®)\= Part 4: FDI® Packages

IEC 62769-5, Field Device Integration (FDI®) — Part 5: FDI® Information Model

IEC 62769-7, Field Device Integration (FDI®) — Part 7: Communication Devices

3 Terms, definitions, abbreviated terms and-conventions acronyms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 62769-1 as well as
the following@pply.

ISO and,HEC maintain terminology databases for use in standardization at the follgwing
addresses:

e |EC Electropedia: available at https://www.electropedia.org/

e |SO Online browsing platform: available at https://www.iso.org/obp

3.11

Actions Proxy

internal FDI® Server entity that encapsulates all the EDD Methods specified in an EDD Action
definition

3.1.2

Connection Point

logical representation of a connection of a communication end point to a communication
network
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3.2 Abbreviated terms and acronyms

For the purposes of this document, the abbreviated terms and acronyms given in IEC 62769-1
apply.

3.3 Conventions

Capitalization of the first letter of words is used in the IEC 62769 series to emphasize an FDI®
defined term.

4 (Qverview
The gtructure for an FDI® Server is shown in Figure 1.

FDI®[Servers that support connectivity with third-party FDI® Clients shall support OPC UA. A
vendpr can provide both an FDI® Server and one or more FDI® Client§nn this case, the |[FDI®
Clients can communicate with the FDI® Server through proprietary protocols.

An ADI® Server communicates with devices via Native Communication (see 7.2.1) apd/or
Compnunication Devices (see IEC 62769-7).

An KDI® Server provides information to FDI® Clients through an Information Model
(see [EC 62769-5) as follows.

e The Information Model includes information about Device Types and Device Instances| The
ifformation for a Device Instance includes @ffline data (engineering data), as well as gdnline
dpta (values from the physical device).

e The Information Model is created using information from FDI® Packages. However, npt all
of the information in an FDI® Package is reflected in the Information Model.

. eferential integrity of the Information Model is maintained using information from [FDI®

beific
tocol

Each
ation

Bvice

ormation

FDI® Packages contain digital signatures that allow an FDI® Server to authenticate their
contents (see IEC 62769-4).

An FDI® Server shall verify the FDI® Technology Version (see |IEC 62769-1) of any FDI®
Package it uses to ensure the FDI® Package is compatible with the FDI® Server.

T ina funct  an FL : i A
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5 Information Model

5.1 General

The FDI® Server shall use the Device Definition of an FDI® Package to maintain the Information
Model.

The Device Definition can contain conditional expressions. Conditional expressions are used
when a certain aspect of the Device Definition is not static but rather is dependent on the state
of the device. Whenever the online or offline values of a Device Instance are modified, the FDI®
Server shall re-evaluate the relevant conditional expressions and modify the Information Model
accofdingly.

The gevaluation of conditional expressions can invalidate variables in the Information Miodel.
The FDI® Server shall change the AccessLevel attribute of invalidated variables such thaf they
are rleither readable nor writable and the status of these variables shall besset to bad. Read
and Write service requests for invalidated variables shall return a failure.

The [Device Definition can specify relationships between variables’ in a device. These
relationships can impact the value of variables in the Information Model.

The |FDI® Server shall generate DataChange Notificationsi/to any FDI® Clients that are
subscribing to Information Model elements that have changed.

FDI®[Packages provide Business Logic that is used by.the FDI® Server to maintain the intggrity
of the¢ Information Model. The Business Logic specified in an FDI® Package can invoke built-in
functjons that shall be implemented by the FDI®Server. The built-in functions that shall be
implgmented by the FDI® Server are specified in1EC 61804-5.

5.2 | Online/Offline
5.2.1 Overview

The Information Model maintained- by the FDI® Server contains online and offline values| The
onling values reflect values ,inja“physical component/device. The offline values reflect values
store[d in a configuration database.

The offline values are updated through write service requests from an FDI® Client or Bus|ness
Logi¢ executed by the FDI® Server. The offline values are not updated when the FDI® Sgrver
read$ data from the device or writes data to the device.

The pnline_atues in the Information Model are not updated through write service requests.
Successfulywrite service requests through the Information Model result in value changes ip the
phys|caldevices. The online values in the Information Model will then be updated as a resFJIt of
read service Tequests or subscriptions:

FDI® Servers can provide a server-specific mechanism for creating Device Instances without
the presence of physical hardware. The FDI® Server creates these instances using information
in FDI® Packages. All read/write requests for online values for Device Instances with no physical
device shall return an error.

The transfer of information between the offline values and the physical device is supported
through the TransferToDevice, TransferFromDevice-metheds in the Information Model, and the
INTERACTIVE_TRANSFER_TO_DEVICE_ACTION implementing the transfer including user
interaction. These Methods shall implement the download and upload procedures, respectively,
as specified in IEC 61804-4. When no implementation is provided based on IEC 61804-4, then
these Methods shall return Bad_NotSupported, as per IEC 62541-4.
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The Device shall have been locked prior to invoking these methods, as specified in
IEC 62769-5.

5.2.2 Transfer to device

The TransferToDevice method shall implement the download procedure as specified in
IEC 61804-4. This transfers the offline values to the physical device.

As a general rule, the FDI® Server should not change the Online variable node when writing a
value to the device. The Online variable node should be updated only in the process of read
operations or subscriptions. Notwithstanding, as specified in IEC 62769-5, the FDI® Server will
resefl any cached Value for the target Nodes in the Information Model so that they will\be re-
read [next time they are requested.

The $tatus information returned for each variable included in the write service request is Jused
to compose the TransferResult, as specified in IEC 62769-5.

5.2.3 Transfer from device

The [TransferFromDevice method shall implement the upload procedure as specifigd in
IEC $1804-4. This transfers the values from the physical device to‘the offline values.

If any read operations from the device fail during upload, the ‘corresponding offline value|shall
not be modified.

The s$tatus information returned for each variable included in the read service request is Jused
to compose the TransferResult, as specified in IEC.62769-5.

5.2.4 Interactive Transfer to device

The FDI® Server implements the Interagtive Transfer to Device as specified in IEC 618Dp4-4.
This [transfers the offline values to 4the physical device. In contrast to the non-intergctive
dowrlload performed with the TransférToDevice method, the interactive download may irfjvoke
user linteraction just before the diownload starts and after the download has been performed.
The | Interactive Transfersatb device is started by an invocation of | the
INTERACTIVE_TRANSFERATO_DEVICE_ACTION by the FDI® Client using the InvokeAction
servife.

As algeneral rule, the)FDI® Server should not change the Online variable node when wriffing a
valug to the device.*The Online variable node should be updated only in the process of|read
operations or_subscriptions. Notwithstanding, as specified in IEC 62769-5, the FDI® Servdr will
resefl any cathed Value for the target Nodes in the Information Model so that they will be re-
read [nexftime they are requested.

5.3 Accessprivileges

Systems implement security and access policies based on a number of characteristics such as
user role and plant area. FDI® Servers use these policies, along with information in FDI®
Packages, to determine the access privileges granted to the user.

The elements of an FDI® Package can be associated with one or more usage attributes. The
FDI® Server uses these attributes to set the UserAccessLevel attribute of Variables and the
UserExecutable attribute of Methods. The usage attributes in an FDI® Package are simply hints
to be used by the FDI® Server, i.e., they may be disregarded or overridden by the FDI® Server.
See also Annex B.
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5.4

Private Parameters

The Parameters and Actions specified in an FDI® Package-may can be declared private. Private
Parameters and Actions shall not be browsable; they shall only be accessible through
references from other elements of an FDI® Package.

More specifically, the FDI® Server shall support private Parameters and Actions as follows.

An example of private parameters is parameters that should only be‘modified through an A
Thes|

5.5
The FDI® Server provides locking services to grant:EDI® Clients exclusive access to Devic

Network elements in the Information Model. The\locking services consist of a set of Me
and gtatus information. The methods, and theirrbehaviour, are specified in IEC 62769-5.

The following behaviour shall be implemented by the FDI® Server to support locks.

Internal use of/the locking mechanism for maintaining the Information Model integrity is
Server vendar specific.

FigurIe 2/llustrates a locking sequence with multiple service invocations during the locked {

The FDI® Server shall create nodes in the Information Model for the private Parameters and

Actions.

The FDI® Server shall not include information about private Parameters and Actions in a

-

gsponse to a Browse, BrowseNext, QueryFirst, or QueryNext service request.

a private Parameter or Action is passed to TranslateBrowsePathsToNodelds,

he FDI® Server shall process a read/write service request for a private Parameter i
bme way as it does for public (browsable) Parameters (see 5.7 and 5.8).

4 o4 oo

he FDI® Server shall execute private Actions in the same way as it dog’s public (brows
Actions (see 5.12).

Locking

bcking applies to both online and offline nodes.

L

Qnce locked by one FDI® Client, any attempt to write to a Parameter or to execute an A
by another FDI® Client shallkbe rejected.
L
P

bcking is not required for read services.

—

g¢ad requests on a Parameter that is locked are not rejected.

arameters that are\tocked by one FDI® Client can still be read by other FDI® Clients) i

he FDI® Server shall return the Nodelds of private Parameters and Actions whenthée name

n the

able)

ttion.

e parameters should not be visible to FDI® Clients to prevent direct access. FDI® Clients
invoKe Actions to access these private parameters.

and
hods

ction

FDI®

tate.
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FDIClient FDIServer

U

InitLock()

[ froess Somice Reqmmobo oo~ T

Process Service Requests fo Device
Service Request

|
Optional H Process Service Request I

2023

' IEC

Figure 2 — Locking services

A seilvice request that requires locking shall fail either partially or completely if no lock has

acq
rele

ase the lock via ExitLock after all service requests have been completed.

been

ulred by the FDI® Client via InitLock prior to requesting the service. The FDI® Client hjas to

NOTE| A write operation will partially fail, i.e., it will return a status code for each~variable in the set of varialjles to
be wriften since some-may can belong to devices that are locked and some to/devices that are not locked.

FDI®
comg

standard behaviour required of an FDI® Server.

5.6
5.6.
The

EditContext
1 Concept and usage model

FDI® Server provides the EditContext model to interact with Clients during their e

task.[The concept is closely related toUIDs and fulfills the needs for Server-driven Ul di

bas

efd on EDDL rules.

An EditContext can be used to.make changes to Variable Values visible to the Server wi

app

lying them to the online ar offline representation of a Device. The Server will apply bus

logic|associated to the edited Variable which — in some cases — causes changes to
Varigble Values (e.g. ifsan engineering unit is changed) or the UID (e.g. a Variable bec
invisible). Thus, the €lient can use an EditContext to modify (edit) Parameters like engine

unit
cha

s| ranges andwmore, verify any side effects, and re-adjust the settings before applyin
npes.

An FDI® Server may implement different EditContext strategies:

¢ Alsingle EditContext instance for all dialogues of an FDI® Client;

Servers may queue InitLock requests until a service for'Wwhich a lock has been created
letes and the lock has been released. However, such an optimization is not part gf the

liting
hlogs

fhout
ness
other
bmes
ering
g the

Multiple EditContext instances;

Hierarchical EditContext instances.
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Figure 3< EditContext models
Figune 3 shows two possible Server strategies and how the Client can adapt. In the lower
scengrio, the Server provides.assingle EditContext instance for all dialogs. Here, the (lient
groups all dialogs and exposes' a single set of buttons to Apply and Cancel, because it always
concerns all edits.
child

In thg¢ upper scenario, the Server provides multiple EditContext instances, one of them as

of anjother one. Each’instance can be addressed separately. If the changes in a child insfance

are gdpplied, they are transferred to the parent. If the changes in a root instance are ap
they pre transferred to the Device.

blied,

The pafent-child dependencies are defined in+EC-61804-4-2020Clause-8 IEC 618044 in

claudeSession management

5.6.2 Services

A set of Services is provided to the FDI® Client to maintain EditContext instances (see
IEC 62769-5 for a detailed description of these Services):

GetContext — This Service is used to request an EditContext instance. The Client specifies
certain characteristics for the Server to decide which EditContext instance to return.
Depending on its internal strategy, the Server returns the same instance or new instances.

RegisterNodes — The FDI® Client has to register all Nodes of the Information Model that
shall be maintained in an EditContext. It is possible to register Nodes of the online and of
the offline representation of a Device. The result is new Nodelds that the Client shall use
when calling Services to read, write, subscribe to Variables or to invoke Actions.
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e Apply — Transfer the modified (edited) Variable Values to the parent (either a parent
EditContext instance or the Device). If the same Variable has been edited in the parent
instance, it will be overwritten with a call of the Apply Service for the child.

e Reset — Clears all modifications. A Reset of already applied modifications is not possible.

o Discard — Deletes an EditContext instance (and its children). Edited Values that have not
been applied are discarded. Once deleted, all registered Nodelds will be invalid. If such
Nodelds are still subscribed, the Client is notified with proper StatusCodes.

The Client first calls GetEditContext to acquire an EditContext instance. It will then register the
Nodes it wants to be part of it. The registration returns new Nodelds which can then be used

for r adina writina orcsubseribina \ariahlas and far callina Mathade
gaeR gV HHR g St SeHuiR g aHautes—ahRa—+o—canih S BRAAASAIRACAC Ao

The Client can call GetEditContext multiple times, for instance when it opens an addjtionhall edit
windpw or for a completely separate dialog (diagnosis in parallel to configuration). It is bp to
the $erver strategy whether it returns a new instance or the same instance. [The Clignt is
expefted to adapt its user interface to the EditContext strategy of the Server.)|See Figure|3 for
how Clients-may can position the Apply and Cancel buttons so that the User ¢learly undersfands
whiclh changes s/he applies or discards.

5.6.3 Nodelds

RegisterNode returns two Nodelds for each registered Node: a ContextNodeld apd a
DeviceNodeld. The Client uses these Nodelds when calling OPC UA Services to read, |write
and gubscribe or call a Method.

Using the ContextNodeld addresses the Value “in the EditContext instance. Using the
Devi¢eNodeld addresses the Value in the Device.

5.6.4 Reading

Reading or subscribing a Variable with the ContextNodeld will return the edited Value from the
EditGontext instance. If no edited Value exists, the Value from the parent instance or the Device
(onlime or offline) will be returned.

The PtatusCode indicates whether the Value originates from the Device (StatusCode (5ood
defined in IEC 62541-4) or-from an EditContext instance (StatusCode Good_Edited defined in
IEC 62769-5).

Reading or subscribing a Variable with the DeviceNodeld will return the Value from the Device
(online or offline):

5.6.5| Writing

Writing.lo a Variable with the ContextNodeld modifies the Value in the EditContext instange.

Writing to a Variable with the DeviceNodeld modifies the Value in the Device (online or offline).
Any edited Values for this Variable in the addressed EditContext instance or its parents will be
reset.

5.6.6 Writing dominant and dependent Variables

In some cases, the value of a Variable depends on the value of another Variable. IEC 61804-4
specifies how these dependencies are evaluated.

When such Variables are edited, the FDI® Server shall follow the state diagrams specified in
Figure 4 for "Online" and Figure 5 for "Offline". These diagrams specify the states and
transitions during the editing process of this kind of Variables. Status is the StatusCode that
FDI® Clients will receive with the Value when monitoring or reading these Variables with the
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ContextNodeld. For dependent Variables, any Good or Uncertain StatusCode transfers to an
Uncertain_DominantValueChanged and a Bad StatusCeode-to Bad_DominantValueChanged.
For dominant Variables, a Good StatusCede-transfers into Good_DependentValueChanged, an
Uncertain StatusCede—into Uncertain_DependentValueChanged and a Bad-StatusCede to
Bad_DependentValueChanged.

Initial (empty EditContext)
Status:
DOM = <device status>
DEP = <device status>

Edit DEP

DOM = Dominant Variable
DEP = Dependent Variable

Edit DOM

T

Status
DOM 7
DEP

Good_Edited

{Uncertain/Bad}_DominantValueChanged

Apply

Status
DOM 7
DEP

<device status>
<device status>

If bo
for t
enfo

Status:
DEP = Good_Edited

DOM = {Good/Uncertain/Bad}_DependentValueChanged

Also

Also edit DOM

edit DEP

Status:
DOM = Good_Edited
DEP = GoodrEdited

DOM is
upddted in
depice

DOM cleard
in EditContgxt

o

Apply

Apply _ Status:

—» DOM = <device status>
DEP = <device status>

Figure 4 — Online EditContext state diagram for dominant and dependent Variablé¢s

IEC

h the dominant and the depéendent Variable are to be changed, it is highly recommended
e online case to make\these changes in subsequent editing sessions. Systems|may

ce this.
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Initial (empty EditContext) DOM = Dominant Variable
Status: DEP = Dependent Variable

DOM = <offline device status>
DEP = <offline device status>

Edit DEP
Edit DOM
Status:
DEP = Good_Edited
Status: DOM = {Good/Uncertain/Bad}_DependentValueChanged
DOM = Good_Edited
DEP—=—{bneertain/Baci—Deominantvaiuechansed L \
Also
Also edit DOM
edit DEP
Apply
Apply
Status: ‘ Apply Status:
Statps: ) i DOM = Good_Edited — DOM = <offline device stTus>
DO = <ofﬂ.|ne dev.|ce SEiE> DEP = Good_Edited DEP = <offline device stafus>
DEF = <offline device status>
IEC
Figure 5 — Offline EditContext state diagram fopr dominant and dependent Variables
5.6.7 Actions (EDD METHODS)
Before invoking Actions, the Client has to register the ActionSet Node of the Device. The N¢deld
of this Node has to be specified when calling InvokeAction.
Calling InvokeAction with the ContextiNodeld of the ActionSet Node associates it with the pfoper
EditGontext instance. The Serverwill implicitly create an EditContext instance for the invioked
Action. This is illustrated in Figure 6.
FDI Client (25 Button invokes Action | FDI Server
T 0 | ______ Business Logic
- _r,/—(ﬂ EditContext for UID Processor
\0_ mm
3 Busin_ess
N Parameter 1 | 100.0 °C | el
- @ QO option 1 \L
|_ O optn2 ‘L\ ) _ _ _(3)?erver craesTEEit_Comext
— Wext for Action ABC is used and executes Action
4] Dialog Tor Action ABCT:
IEC

Figure 6 — EditContext for EDD Methods

The EDD METHOD represented by the Action uses builtins to modify Values in the EditContext
or the Device, to synchronize changes with the underlying cache or to discard them.

If the Action execution fails, the EditContext for the Action is discarded.

5.6.8

UIDs

The UID Interpreter in the Client calls GetEditContext before it calls up a top-level UID.
Additional EditContexts for dialogs may be instantiated by the Server and passed to the Client
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inside each UID document. See IEC 62769-2 for the UID Schema and the handling of an

EditContext in the UID Interpreter.

A UID may be displayed in a read-only mode as described in Annex D. When implement

ing a

read-only mode UID, an FDI® Client shall show an indication of the current mode of the UID

View in the UID View frame.

5.6.9 Synchronization

A Lock has to be created before the first Value is written to an EditContext.

Lock|ng is also required when writing directly to the Device.

5.7 | Reading
5.7.1 General

The Read service specified in IEC 62541-4 can be used to read a single value or multiple v
fromJa single device or multiple devices. If a Read service request spedifies multiple value
to belread, the values are read in the order they appear in the service request.

All values that are returned to the FDI® Client as result of a,Read service request shd
unscaled.

A failure encountered while reading a single value shall‘not abort the read process; all v
shall|be read. Each value returned contains a status ‘indicating success or failure. Star
OPC|UA service status information is returned by.the FDI® Server as a result of the sg
calls|as specified in 6.2.

An FDI® Package can define read actions, that are executed by the FDI® Server during
service requests. These actions shall net require user interaction; they are strictly intend
be uged for Business Logic processing.\Any read action that eventually requires user intera
will not perform the built-in but will. teturn an error if possible. The following read actions
can hye defined in an FDI® Package:

e pre-read actions;

e ppst-read actions.

The FDI® Server inviokes pre-read and post-read actions during the processing of read se
¢sts of onling\values only; they are not invoked when reading offline values.

In addition_to-read actions, an FDI® Package can define refresh actions that are executg
the ADI®Server during read service requests. These actions shall not require user intera
they [are’ strictly intended to be used for Business Logic processing. Any refresh action

hlues
S are

Il be

hlues
dard
rvice

read
ed to
ction

-may

rvice

ed by
ction;
that

eventta O Cl acto W O D O - Ay wiv Cl c

possible.

The FDI® Server invokes refresh actions during the processing of read service requests of
offline and online values.

The refresh actions mentioned in 5.7.1 are not to be mixed up with refresh relations.

NOTE Refresh actions are defined by means of the EDDL REFRESH_ACTIONS construct inside an
VARIABLE construct. On the other hand, refresh relations are defined by means of the EDDL REFRESH con
The handling of refresh relations is included in the generic event “Process Conditionals/Relations” that appear

ror if

both

EDDL
struct.
in the

sequence diagrams for read, write and subscription services. The explanations that follow the diagrams include
refresh relations in the general term “EDDL relations”. See IEC 61804-3 for more details on both refresh actions and

refresh relations.
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Reading offline variables

The sequence diagram in Figure 7 shows the behaviour of the FDI® Server when an offline

value

|
| Loop for all nodes in the|service request

is read.

EDIClient EDIServer EDDL :BusinesslLogic

i Read Parameters |

[ Select Refresh Action()

|

|

! T

Optional Execute Refresh Action() |
|

If a
actio

If the

The
This
Logid

5.7.3

The
timeg
FDI®
cach
exce
Othe

Read

-

|
|
|
> Process Conditionals/Relations :
|
|

Figure 7 — Offline variable read

s regardless of MaxAge.

FDI® Server evaluates conditionals-and relations after the refresh actions are exec]
provides an opportunity for the re<gvaluation of conditional expressions in EDDL Bus
and the processing of EDDL relations.

Reading online variables

FDI® Server can caché the online values read from a device. The FDI® Server maint3
tamp for each online value that indicates when the value was read from the device
Server uses the'MaxAge argument of a Read service request to determine whethg
bd value cambe’returned. If the difference between the timestamp and the current
bds the MaxAge argument, the FDI® Server shall read the value from the dg
rwise, theyeached value can be returned.

actions are only executed when the variable is read from the device.

refresh actions fail, the status returned for, that variable shall indicate the read failed.

IEC

ariable has refresh actions associated with it,the' FDI® Server always executes those

uted.
ness

ins a
The
r the
time
vice.

The sequence diagram in Figure 8 shows the behaviour of the FDI® Server when an online
value is read.
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EDIClient

| Read Parameters

EDIServer

DevicePkg:BL

J

|
Loop for all nodes in the service request

TLJ

Select PreRead Action()

Optional

Execute PreRead Action()

Execute Builtin()

i)

P Select Builtin()

N

Communicate to Device: T

> Select PostRead Action()

I____

Optional

Execute PostRead Action()

Execute Builtin()

> Select Builtin()

I
.

> Select Refresh Action()

Optional

Execute Refresh Action()

> Precess Conditionals/Relations

If a
the

the

If a
var

The |

pro

Figure 8 — Online variable read

and the-processing of EDDI relations

5.8
5.8

FDI®Server evaluates conditionals and relations after post-read actions are executed,
vide§ an opportunity for the re-evaluation of conditional expressions in EDDL Business

IEC

vpriable has pre-read actionSjassociated with it, these actions are executed prior to reading
vhariable from the device.(Ifja variable has post-read actions associated with it, these ad
are ejxecuted after reading the variable from the device. If the pre-read or post-read action
status returned for_that variable shall indicate the read failed.

tions
5 fail,

ariable has refrésh actions associated with it, these actions are handled as in the offline
iaple read case (see 5.7.2).

This
L ogic

Writing

| General

The Write service specified in IEC 62541-4 can be used to write a single value or multiple values
to a single device or multiple devices. If a Write service request specifies multiple values are to
be written, the values are written in the order they appear in the service request.

A failure encountered while writing a single value shall not abort the write process; all values
shall be written. A status is returned indicating success or failure of each value included in the
service request. Standard OPC UA service status information is returned by the FDI® Server as
a result of the service calls as specified in 6.2.


https://iecnorm.com/api/?name=0dd743eec6f8349994884c960922b984

- 22 - IEC 62769-3:2023 RLV © IEC 2023

Unlike the read operation, write failures when multiple variables are specified-may can leave
the device in an indeterminate state with some variables modified and others left unmodified. It
is up to the FDI® Client to handle partial failures.

FDI® Clients need to lock the device for exclusive access prior to writing. The lock request-may
can be issued immediately before the write service request or it—may can be issued
independently across multiple write service requests (see 5.5).

The FDI® Server performs data validation during write service requests of online and offline
values.

An FDI® Package can define write actions that are executed by the FDI® Server during write
service requests. These actions shall not require user interaction; they are strictly jntendged to
be uged for Business Logic processing. Any write action that eventually requires user’interdction
will not perform the built-in but will return an error if possible. The following write -actionsFmay
can hye defined in an FDI® Package:

° re-write Actions;

©

° bst-write Actions.

©

The kDI® Server invokes those actions during the processing of write service requests of gnline
valugs only; they are not invoked when writing offline values.

5.8.2 Write offline variables

The sequence diagram in Figure 9 shows the behaviour of the FDI® Server when an offline
valug is written.

EDIClient EDiServer

| InitLock |

L »L

J U

| Write Parameéters |

I U

Loop for all nodes in the se‘ivice request

Evaluate Lock State

Optional Perform Data Validation

Process Conditionals/Relations

-
—

ExitLock

: k

IEC

Figure 9 — Offline variable write immediate

As a starting point for writing a variable, the FDI® Server verifies if the device is locked by the
FDI® Client. If it is not locked, the status returned for that variable shall indicate the write failed.

If the device is locked by the FDI® Client, the FDI® Server performs data validation. The
validation consists basically of range and type check based on EDDL information. If the type
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validation fails, the status returned for that variable shall indicate the write failed. If the range
validation fails, the status returned for that variable shall indicate the write succeeded but the
status information of the variable value in the Information Model shall indicate that it is bad,
out-of-range.

If the validation process succeeds, the FDI® Server writes to the offline value of the variable in
the Information Model.

After writing the variable value, the FDI® Server evaluates conditionals and relations. This
provides an opportunity for the re-evaluation of conditional expressions in EDDL Business Logic

and the processing of EDDL relations.

5.8.3

The
value

is written.

Writing online variables

EDIClient

| InitLock

EDIServer

| Write Parameters

sequence diagram in Figure 10 shows the behaviour of the FDI® Server wheh an o
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Execute Builtin()
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Figure 10 — Online variable write immediate

IEC
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When writing an online variable, the FDI® Server verifies if the device is locked by the FDI®
Client and performs data validation as described in 5.8.2.

If the validation process succeeds, the FDI® Server writes the variable to the physical device.

If a variable has pre-write actions associated with it, these actions are executed prior to writing
the variable to the device. If the pre-write actions fail, the status returned for the variable shall
indicate the write failed and write operation terminates without writing to the device.

If a variable has post-write actions associated with it, these actions are executed after writing
the vatiable-to-the-device—f-the pr\ef write-actions foil, the-status—returned-forthe-variable-shall
not indicate the write failed, since the value has already been written to the device. The\status
returped shall be Good_ PostActionFailed.

The FDI® Server evaluates conditionals and relations after post-write actions are.executed| This
provides an opportunity for the evaluation of conditional expressions in EDDL Business lLogic
and the processing of EDDL relations.

5.8.4  Writing to an EditContext

The EditContext is specified in 5.6.

The §equence diagram in Figure 11 shows the general behaviour of an EditContext when Values
are edited and applied.
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EDIClient EDIServer DevicePkg:BL

| GetEditContext() |

u InitLock u
u Write Parameters ’u

Loop for all nodes in the }ser\//ce request }

Optional 1 I—m Perform Data Validation

s — . — — — — c— _‘_ — — — — — c—— _+_ — — — —

—_
If EditContext to apply is a child instance |
- Transfer Values to parent instanee

Else If Value refers to offline representation of Device |
- transfer data to databasé.

Else — Value refers to online, representation of Device (see 5.8.3) |
- Execute Pre-Write’Action

- Communicate te-Dévice

- Execute Post-Write Action |

I
| | Edited Values that have been successfully
I transferred are cleared from the
EditContext.

ExitLock

U U

Figure 11 — Write with EditContext

When writing Variables to an EditContext, the FDI® Server performs data validation as ip the
normial writes to online or offline data. It also processes Conditionals/Relations. Changgs to
othen Variables resulting from this process are also written to the EditContext.

When calling Apply, the modified Variables are transferred to the parent. If the parent ip the
Devi¢e and avariable has pre-write actions associated with it, these actions are executed|prior
to wrjting-the variable to the Device. If the pre-write actions fail, the status returned for Apply
shallfindicate the error.

If the parent is the Device and a variable has post-write actions associated with it, these actions
are executed after writing the variable to the Device. If the post-write actions fail, the status
returned for the variable shall not indicate the write failed, since the value has already been
written to the device. The status returned shall be Good_PostActionFailed.

5.9 Subscription
5.9.1 General

The Subscription service specified in IEC 62541-4 can be used to initiate the monitoring of a
single variable or multiple variables from a single device or multiple devices.

A failure related to a single variable while establishing a subscription to multiple variables shall
not abort the subscription process; all variables shall be monitored. Each variable returned
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contains a status indicating success or failure. Standard OPC UA service status information is
returned by the FDI® Server as a result of the service calls as specified in 6.2.

An FDI® Package can define read actions that are executed by the FDI® Server during the
monitoring process of a subscription. These actions shall not require user interaction; they are
strictly intended to be used for Business Logic processing. Any read action that eventually
requires user interaction will not perform the built-in but will return an error if possible. The
following read actions-may can be defined in an FDI® Package:

e Pre-read Actions;

e Post-read Actions

The FDI® Server invokes these actions during the monitoring of online variables only; they are
not invoked when monitoring offline variables.

In addition to read actions, an FDI® Package can define refresh actions thatyare executed by
the ADI® Server during the monitoring process. The FDI® Server invokes thesé€ refresh adtions
durinlg the monitoring of both offline and online variables. These actions-shall not require|user
interaction; they are strictly intended to be used for Business Logicipfocessing. Any refresh
actiop that eventually requires user interaction will not perform thé)built-in but will retufrn an
error|if possible.

The sampling interval requested by the FDI® Client and established by the FDI® Server defines
a time interval that is used to periodically check for changes in the variables value or status.
Each| time interval the actions are invoked and the valde and status are compared with the
previpus value and status. A change in the value”ov status will result in the FDI® Sgrver
preparing a notification of the new value and status.

5.9.2 Subscription of offline variables
The $equence diagram in Figure 12 shows the behaviour of the FDI® Server when an offline
valug is being monitored.
EDIClient EDIServer DevicePkg:BL
: Subscribe : :
il |
; T |
0 o Tt el e it
I Logp for all subscribed|nodes each sampling interval Select Refresh Action() | |
| |
I Optional | Execute Refresh Action() | |
I >
| | T
f T I
| |
| T |
| [ n | |
l Ch Lk \/alua and Stoti o for oh l
| [ S |
| |
| |
| | > Process Conditionals/Relations | |
| |
I On Change | DataChanged Notification | I
* |
| ] i
f f
| | I

IEC

Figure 12 — Offline variable subscription
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If a variable has refresh actions associated with it, the FDI® Server executes those actions each
time interval.

The FDI® Server evaluates conditionals and relations after the refresh actions are executed.

5.9.3 Subscription of online variables

The sequence diagram in Figure 13 shows the behaviour of the FDI® Server when an online
variable is being monitored.

FHtCtrent FBtServer Bevic Bt
\' Subscribe i :
. > |
4 — e —— — et o A — L
| ‘ T | |
Lapp for all subscribed|nodes each sampling interval Select PreRead Action() |
| |
I Optional } Execute PreRead Action() I |
| } Execute Builtin() P Select Builtin() |
I u |
|
I ‘ .
| J |
| | | |
I | |
I } : Communicate to Device: | |
|
| | |
| | a | |
| > SelectRostRead Action() |
\ Il
I Sl | Execute PostRead Action() i |
‘ ==
| | . Execute Builtin() Select Builtin() |
|
| L
| ‘ J | |
! |
| \ [ | |
I L |
| | Select Refresh Action() | |
|
Optional | Execute Refresh Action() :
| ‘ ~ |
| 1
! |
| | i | |
I | |
| \ 4 I |
} > Check Value and Status for Change |
|
| ! | |
! |
| | Process Conditionals/Relations | |
; T
| On Change | DataChanged Notification | |
i |
|
I | |
| | | |
—_— e il e e —_—_——_——_——

Figure 13 — Online variable subscription
The variable is read from the device each time interval.

If a variable has pre-read actions associated with it, these actions are executed prior to reading
the variable from the device.

If a variable has post-read actions associated with it, these actions are executed after reading
the variable from the device.
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If a variable has refresh actions associated with it, the FDI® Server executes those actions after
the post-read actions.

The FDI® Server evaluates conditionals and relations after any associated actions are executed.

If the actions fail or the device read fails, the status of the variable shall indicate the failure.

5.10 Device topology

5.10.1 General

lodel

The FDI® Server maintains Device Instances in the Information Model. The Information\M
tains

maintained by the FDI® Server reflects the structure of the system; the FDI® Server.main
devide information in the context of the Device Topology.

The Device Topology includes devices, connecting communication networks,cand the elements
to communicate via these networks. The Device Topology is defined in IEG.62769-5; Objects,
Refefences and the AddressSpace organization required to create the prapér Information Model
are defined as part of the Information Model specification.

5.10.2 Connection Points

ollowing non-normative Figure 14 illustrates the topology-within the Information Mod
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Figure 14 — Topology with Network objects (non-normative)

tions
Point

The FDI® Server uses the information in the FDI® Package to create both the type defin

for t
elements. The mapping between the FDI® Package definition and the Information Model

elements is defined in IEC 62769-5.

Network types for the protocols that are supported by Native Communication devices are
provided by the FDI® Server. Network types for non-native protocols are provided through FDI®

Package definitions provided for the communication server.

Device definitions contain one or more Connection Point definitions for a device. Each
Connection Point maintains a reference to a protocol element that specifies the protocol for the
Connection Point. A device-may can be capable of providing or using multiple protocols; each
protocol provided or supported will have a unique Connection Point. The network objects
contain a reference to a protocol definition element that defines the protocol utilized by the

network object.
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The Device and Connection Point type definitions are used to create Device and Connection
Point instances. The network type definitions are used to create instances of networks in the
system. The network types are specified in the protocol specific annexes in IEC 62769-4, and
are provided by the FDI® Server as an integral component. The FDI® Server, or FDI® Clients
interacting with the FDI® Server to create the topology, locates devices, communication devices,
connection points, and networks using standard OPC UA entry points for browsing:

e DeviceSet — references Device Instances in the FDI® Server;
e CommunicationSet — references instances of communication devices in the FDI® Server;

e NetworkSet — references instances of networks in the FDI® Server.

references between instances of a device, an associated Connection Point, and a network
elemgent (see Figure 14). The FDI® Server validates that the protocol associated with the
Conrlection Point and the protocol associated with the network are of the same protocol fype.
If a device defines multiple Connection Points, the FDI® Server will use the Connection Pojint of
the device that matches the network protocol.

The kDI® Server, or FDI® Clients interacting with the FDI® Server to create the topology, crIates

Eachl network object shall be associated with at least one Communication Device.| The
assogiation between the communication device and the network element shall be done bgfore
devides can be associated with the network element. Once~a“~Communication Devige is
assogiated with a network element, Business Logic in the Communication Device will be jused
for ngtwork management.

The mpetwork element definition specifies the number of*Connection Points that can be added to
the network.

The feferences established between devices, Connection Points, and networks do not affect
the reference established for the standard browse entry points. Devices remain reference¢d by
Devig¢eSet regardless of whether the device has a reference to a Connection Point or|to a
netwprk.

5.10.3 Topology management
5.10.3.1 General

FDI®[Server vendors have two options to provide trusted FDI® Clients with the ability to manage
the topology:

a) they may providevendor specific functionality;

b) they may implement the OPC UA NodeManagement Service Set.
If th¢ FDI®“Server vendor chooses the second option, i.e., implementing the OPQ UA

NodgManagement Service Set, the topology management shall be implemented as specified in
5.10 .

In order to prevent simultaneous access from different agents that are trying to modify the
topology, the elements involved in the topology modification are locked. The scope of the lock
for Modular Devices and networks is specified in IEC 62769-5.

The FDI® Package for the Communication Device includes definitions that are used by the FDI®
Server to manage and validate the topology, including the optional action ValidateNetwork
(see IEC 62769-7). Those definitions are used by the FDI® Server during topology
management.

5.10.3.2 Add Device to Network

The sequence diagram in Figure 15 shows the behaviour of the FDI® Server when a device is
added to a network.
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EDIClient EDIServer CommbDevicePkg:BL
: InitLock() : |
I
;
Optional i |
EnterditMode() _ Create Working Copy: }
|
I |
AddReferences() | :
1
j I
: 1
Loop for all nodes in the service request Validate Connectivity() }
|
| Select ValidateNetwork Action() ‘
Ogptional : Execute ValidateNetwork Action() |
1
| -
| . Object Reference() Select/Builtin()
: LI Object Reference (child)
: Pefform Validatipn()
| ValidateNetwork = OK
| e - — - — — — — —
I T
: ' ’
obtional | ExitEditMode() | §
u > Update Server Information(lviedél() ‘
I
~ . |
|
Leop for all nodes in thg Working Copy | Working, Copy deleted: ﬁ }
| : Notification Message(event) I
¢ I
| i) | |
I
— 1] ‘
I
I
I
I
I

IEC
Figure 45 — Add Device to topology

The AddReferences service specified in IEC 62541-4 is used to add devices to the topdlogy.
The AddReferences service.dan be used to establish a single or multiple references. |If an
AddReferences service request specifies multiple references are to be added, the refergnces
are gdded in the ordepthey appear in the service request.

A failure encountered while adding a single reference shall not abort the entire procesp; all
references shall-be processed. A status is returned indicating success or failure for [each
reference included in the service request. Standard OPC UA service status informatipn is
returhed by~the FDI® Server as a result of the service calls as specified in 6.2.

Wher-adding-a—reference—the-associationof-a—device s—ConnrectenPeinrt-with-a—retwork'shall
be validated by the FDI® Server; this applies to both FDI® Server vendor specific topology
management as well as the OPC UA AddNode method.

The FDI® Server performs an initial validation of the connectivity, which includes for instance
verifying that the protocol specified by the Connection Point and the network are the same and
the number of connections supported by the network have not been exceeded. That validation
is based on information provided with the FDI® Communication Package of the involved
elements. If the initial validation succeeds, the ValidateNetwork Action provided by the
Communication Device is invoked by the FDI® Server. See IEC 62769-7 for more details.

In a first pass, all requested references are added regardless of the validation process
succeeding or failing. After adding all references, a second validation pass is done. If the
validation process fails for any reference, that reference shall not be added and the status
returned for that reference shall indicate the reference failed to be added.
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Because of this two-step validation process performed by the FDI® Server, the result of adding
multiple references at a time can be different from the result of adding one reference at a time.

5.10.3.3 Remove Device from Network

The sequence diagram in Figure 16 shows the behaviour of the FDI® Server when a device is
removed from a network.

: ExitLock()

EDIClient EDIServer CommbDevicePkg:BL
I InitLock() I [
| | |
}
Optional |
EnterEditMode() _ Create Working Copy: }
| I
T T
DeleteReferences() | |
T |
I T
Lopp for all nodes in the :service request Select ValidateNetwork Action() l
dptionar : Execute ValidateNetwork Action() ;
: ) Object Reference() > Select Bitin()
' u‘ Object Reference (child)
. AL R e —
| > Perform Validatipn()
|
| ValidateNetwork'= OK
| e L = — — L)
I I T
dptional : ExitEditMode() : }
u > Update Server Information Model() :
| |
- r—-— - - o T AT~ |
| loop for all nodes in thlrra Working Copy | Working Copy deleted: ﬁ }
| ! P Notification Message(event) | }
I I \
I | [
_—e—) = ——— _— e e - - A — o — —— I
I
I
I
I
I
I

IEC
Figure 16 — Remove Device from topology

The PeleteReferences service specified in IEC 62541-4 is used to remove devices from the
topolpgy.-The DeleteReferences service can be used to remove a single reference or myltiple

references’ If a DeleteReferences service request specifies multiple references are fo be
remolved, the references are removed in the order they appear in the service request. |

A failure encountered while removing a single reference shall not abort the entire process; all
references shall be processed. A status is returned indicating success or failure for each
reference included in the service request. Standard OPC UA service status information is
returned by the FDI® Server as a result of the service calls as specified in 6.2.

The removal of a device from a network requires the FDI® Server to validate the network. The
FDI® Server invokes the ValidateNetwork Action provided by the Communication Device after
removal of the device from the network.

In a first pass, all requested references are removed regardless of the validation process
succeeding or failing. After removing all references, a second validation pass is done. If the
validation process fails for any reference, that reference shall not be removed and the status
returned for that reference shall indicate the reference failed to be removed.
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Because of this two-step validation process performed by the FDI® Server, the result of adding
multiple references at a time can be different from the result of adding one reference at a time.

5.10.4 Topology scanning

The sequence diagram in Figure 17 shows the behaviour of the FDI® Server when the topology
is scanned.

FDIClient FDIServer DevicePkg:BL (Interface)

| Invoke Method (scan) :

Execute SCAN Action()

|
|
|
|
> Select SCAN Action() |
|
|

r Perform Access Calls as negged

: > Select Builtin()

Execute Builtin (send_command/send.value)

| .
| > Create SCANLIST()
| L |

> Get SCANLISTwariable()

|
|
|
|
|
Generate scan list XML() |
|
|
|
|
|

Invoke Method (scan)

IEC
Figure 17 — Scan topology

Scanping of a network for connected devices is provided via the Scan Service associated with
Communication Dgvices. This service is described in IEC 62769-7.

For rjodes representing Native Communication devices, the FDI® Server provides the sgrvice
implgmentation.

For Gomimunication Devices that are not native to the FDI® Server, the FDI® Server invokes the
SCAN Action provided by the Communication Device (see IEC 62769-7). The SCAN action
invokes built-ins provided by the FDI® Server to send commands to the Communication Device.
The SCAN action processes the responses to the commands to create a scan list.

The scan list created by the SCAN Action is stored in a DDLIST variable referenced through
the SCAN_LIST variable. The DDLIST contains the definition for the devices detected by the
communication device.

The Information Model specified in IEC 62769-5 provides protocol independent definitions for
devices. The protocol independent device definitions contain references to nodes containing
protocol specific identification for a device.

The DDLIST variable resulting from the scan is composed of variable definitions. The DDLIST
will contain variables whose name matches the properties and attributes defined in IEC 62769-5
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for the protocol independent device definition. These protocol independent definitions allow the
FDI® Server to formulate protocol independent information to an FDI® Client about the devices
in the network.

The SCAN Action may not fully identify a device; variables providing protocol independent
information may be missing from the DDLIST. The FDI® Server through vendor specific
functions performs additional parameter read and write actions to the device to complete the
identification. This functionality is both FDI® Server vendor specific as well as protocol specific
and is not standardized.

The DDLIST also contains network addressing information for the devices identified in the
netwprk. The network addressing will be protocol specific but match the protocol specific
Conrlection Point properties and attributes specified in IEC 62769-5.

The PDLIST may also contain additional variables that are protocol specific?) Fhe pratocol
specffic variables are standardized by the foundations defining the network) protocol| see
protgcol specific annexes in IEC 62769-4.

The EDI® Server is responsible for the creation of the XML data set retdrned by the Scan Selrvice
using the information provided by the DDLIST variable.

5.10/5 Use of SCAN function

The $CAN function can be used by the FDI® Server as part.of topology management. The|FDI®
Server vendor specific functions for topology management may perform network SCANS to
define the Device Instances to create and to initializ&th'e Information Model topology.

The $CAN function is provided by communication devices; a device definition does not have to
exist|in the Information Model for the SCAN.function to succeed. The information provided by
the $CAN function may be used by FDI® Server vendor specific functionality to create the
Devige Topology. FDI® Server vendor specific functionality is responsible for matching the
devides identified by the SCAN functien*to device types in the Information Model.

The FDI® Server, through vendoer:specific implementation, uses the SCAN function as part of
commissioning a network. The FDI® Server vendor specific implementation allows the [FDI®
Server to match and validate’the offline created topology against the physical network|(see
5.10.6).

The lise of the SCAN.function for topology creation and topology validation is not standarglized

lodel
e for

The FDI® Server can rely on standard functions such as SCAN to identify the devices physically
connected and determine whether there is a match with the offline defined topology. The FDI®
Server may also use protocol specific commands to identify devices.

The FDI® Server shall validate that the physical device is of the same type as the Device
Instance in the Information Model. FDI® Server vendor specific implementations can allow
connectivity to devices of different revisions or require an exact match. FDI® Server vendor
specific functionality provides the device matching.
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5.11 User Interface Elements
5.11.1 User Interface Descriptions

User Interface Descriptions (UIDs) are descriptive user interfaces that are rendered by an FDI®
Client. They appear in the Information Model as UlDescriptionType nodes (see
IEC 62769-5).

FDI® Clients retrieve UIDs by reading the Value attribute of a UlDescriptionType node in the
Information Model. The Value attribute of a UlDescriptionType node contains the UID in the
form of an XML string (see IEC 62769-2).

Any yalues that the FDI® Server provides to the FDI® Client through the UID shall be unscaled,
inclugling, for instance, current variable values, ranges and initial values.

FDI®|Servers shall evaluate any conditional behaviour present in a UID befofe)providing it to
the ADI® Client. The FDI® Client shall simply render the UID provided by the-FDI® Server.

This [example assumes the UID is based on EDDL. If the PATH attfibute of an IMAGE is
condjtional (i.e., dependent on the value of a parameter in the device), the FDI® Server|shall
evalyate the conditional to determine which image is to be. used and then provide the
appropriate BrowseName to the FDI® Client via the XML string/ The FDI® Client will simply
rende¢r the appropriate image. All other EDDL conditionals shallbe evaluated by the FDI® Server
in a gimilar fashion.

An FDI® Package can define actions that are associated with UIDs. The following actions-may
can ke defined in an FDI® Package:
e[ Pre-edit Actions;

¢ Post-edit Actions;

¢| Init Actions;

¢| Refresh Actions;

o| Exit Actions.

Thosk actions are executed by the FDI® Server, but their execution is driven by the FDI® Client.

In order to allow the\EDI® Client to drive the execution of actions, the FDI® Server cre¢ates
Actions Proxies (see-5.12.3) and makes the Action Proxies names available to the FDI® Client
by mieans of thetbkistOfActions element type defined in the XML schema (IEC 62769-2)| The
FDI®[Server thifs maintains the Actions Proxies names in the XML string of the UID.

As th|e FDI® Client retrieves UIDs, it retrieves the Actions Proxies names associated to the1m as
well.

Even though a single EDD Actions definition-may can specify more than one EDD Method, the
FDI® Server does not provide individual references to each EDD Method that is specified, but
it provides a single Actions Proxy name to refer to all EDD Methods specified in the EDD Actions
clause. As a consequence, the list of actions specified in the XML schema will always have a
single entry.

As the FDI® Client processes a UID, it can start the execution of actions by calling the
InvokeAction service and passing the corresponding Actions Proxy name as argument (see
5.12.3).
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5.11.2 User Interface Plug-ins

User Interface Plug-ins (UIPs) are programmatic user interfaces that are executed by an FDI®
Client. They appear in the Information Model as UIPluginType nodes (see IEC 62769-5).

FDI® Clients retrieve UIPs by reading the Value attribute of a UIPluginType node in the
Information Model. The Value attribute of a UIPluginType node is a byte array containing a
binary executable component (see IEC 62769-5).

FDI® Packages can provide multiple variants of the same UIP (see IEC 62769-4). FDI® Clients
browse through the available UIP Variants and select the variant that is most appropriate.

Unlike UIDs, UIPs are not processed by an FDI® Server in any way; they are imported.from the
FDI®|Package and simply provided to the FDI® Client upon request.

FDI®|Device Packages can reference a UIP in a separate FDI® UIP Package (see’IEC 62769-4).
FDI®|Servers shall resolve these references. Any references that cannot befesolved shall fesult
in a Bad_NodeldUnknown status code when the UIP is read by an FDI® Client.

5.12| Actions
5.121 FDI® Server — FDI® Client interaction

FDI®|Clients invoke Actions by calling the InvokeAction method (see IEC 62769-5).

When an Action is invoked, the FDI® Server creates /a'state machine that is maintained while
the Action is executing. The state may change inyresponse to the built-in functions that are
invoKed by the Action, as well as in response to“interactions with the FDI® Client.

The FDI® Server then creates a transient, non-browsable Variable in the Information ModEgl for
the el)xchange of information between the ,FDI® Server and the FDI® Client, henceforth referred
to as|the exchange variable. The Nodeld of the exchange variable is returned to the FDI® (lient
as an output argument of the InvokéAction method (see IEC 62769-5).

Oncd the state machine has/been created, the exchange variables have been created, and the
Action has started to execute, the InvokeAction method terminates, i.e., it does not remain
active during the execution of the Action.

The FDI® Server sends user interface requests to the FDI® Client via the exchange variable,
and the FDI® Client sends user interface responses to the FDI® Server via the exchiange
variaple. The~value of the exchange variable is an XML string (see IEC 62769-2). It contains
the current _state of the Action, as well as a user interface request or response.

The subscription service specified in IEC 62541-4 is used to allow the FDI® Server to send|user
interface requests to the FDI® Client via the exchange variable. The FDI® Client subscribes to
the exchange variable to receive user interface requests from the FDI® Server. If a request is
transitional, the FDI® Client-may can miss the request. The request will be held in the exchange
variable until the FDI® Client creates a subscription. Once the subscription is established, the
FDI® Server will respond with the current state and the pending request.

NOTE 1 TimeDelay with a short duration is an example of a transitional request.

The FDI® Server can implement a server-defined time-out for user interface requests. Failure
of the FDI® Client to respond to a user interface request before the time-out expires can cause
the FDI® Server to abort the Action.

NOTE 2 The time-out is expected to be on the order of 20 min to 30 min similar to a session time-out of a web page.
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The FDI® Server retains the current state and the last request in the exchange variable even
after the Action completes. The exchange variable retains its value until the FDI® Client
terminates the subscription.

An Action can be aborted by the FDI® Client or by the Action itself.

The sequence diagram shown in Figure 18 shows the client/server interaction of an Action.
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Figure 18 — Action execution
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5.12.2 Action state machine
5.12.2.1 States

The Action state machine is shown in Figure 19.

TimeDelay WaitingForFeedback

TimeDelayA

(WaitingForFeedbackA

Completed

Aborted

IEC
Figure 19 — Action state machine
The s$tates of the“Action state machine are specified in Table 1.
Table 1 — Action states
State Description
Created The initial state when the state machine instance is created by the FDI® Server.
Running The normal execution state.
TimeDelay The state where the normal execution is suspended a certain amount of time.
WaitingForFeedback The state where the normal execution is suspended because a user interaction is
needed.
Aborting The state where the normal execution has been aborted and abort processing is
carried out.
TimeDelayA The state where the abort processing is suspended a certain amount of time.
WaitingForFeedbackA The state where the abort processing is suspended because a user interaction is
needed.
Completed The state where the normal execution is completed.
Aborted The state where the abort processing is completed.
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State transitions

The state transitions of the Action state machine are defined in Table 2.

Table 2 — Action state transitions

Source state Event Destination state
Start State FDI® Server created a state machine for the Created
Action.
Created Execution of the Action has started. Running
Runfing EXecution of the Action has completed. Completed
Running Built-in function has been encountered that TimeDelay
requires a time delay.
Running Built-in function has been encountered that WaitingForFeedback
requires user feedback.
Runnjing Abnormal termination of the Action has been | Aborting
initiated by either the FDI® Server or the
FDI® Client.
TimgDelay FDI® Server has decided to send time delay TimeDelay
remaining to FDI® Client.
TimgDelay FDI® Server has calculated a new time delay-| TimeDelay
to be sent to FDI® Client.
TimgDelay Abnormal termination of the Action,has)been | Aborting
initiated by the FDI® Client.
TimgDelay Delay time has expired. Running

Wait|ngForFeedback

FDI® Server has decided to.send an updated
feedback request to the FDI® Client.

WaitingForFeedback

Wait|ngForFeedback FDI® Server has recé€ivéd feedback from Running
FDI® Client.

Wait|ngForFeedback Abnormal termination of the Action has been | Aborting
initiated by either the FDI® Server or the
FDI® Client)

Wait|ngForFeedback FDI® Server timeout period has expired with Aborting
novresponse from FDI® Client.

Aborting Built-in function has been encountered that TimeDelayA
requires a time delay.

Aborfing Built-in function has been encountered that WaitingForFeedbackA
requires user feedback.

Aborting Execution of the Action has completed. Aborted

TimgDelayA Delay time has expired. Aborting

Wait|ngForFeedbackA

FDI® Server has decided to send an updated
feedback request to the FDI® Client.

WaitingForFeedbackA

machine for the Action.

WaitimgForFeedbackA FBt*-ServertrasTeceivedfeedbackfrom Abortitg
FDI® Client.

Aborted FDI® Server has destroyed the state Finish State
machine for the Action.

Completed FDI® Server has destroyed the state Finish State

5.12.3 Actions Proxies

EDD Actions specify EDD Methods that shall be executed at specific moments during the
processing of variable values or during user interaction. In many cases, the FDI® Server
implicitly executes the EDD Actions, but in some specific cases, as specified in 5.12.4, the

execution of EDD Actions is driven by the FDI® Client.
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In order to allow the FDI® Client to drive the execution of EDD Actions, the FDI® Server creates
Actions Proxies. An Actions Proxy is an internal entity created by the FDI® Server to encapsulate
the EDD Methods specified in the EDD Action definition. An Actions Proxy thus corresponds to
a single "*_ACTIONS" clause in EDDL and therefore to the entire set of EDD Methods specified
in it.

The FDI® Server assigns a name to the Actions Proxy. The Actions Proxy name is an
unambiguous identifier, i.e., it uniquely identifies the Actions Proxy in the scope of a single
device instance.

The EDI® Server makes the Actions Proxy name available to the FDI® Client via the XML
descfiptions associated to UID nodes (see 5.11.1). The FDI® Client can thus drive the exedution
of an|Actions Proxy when necessary by calling the InvokeAction method and passing the Agtions
Proxy name as argument.

NOTE| The second argument of the InvokeAction method ("MethodArguments") is empty, sinee EDD Actiong have
no arguments.

When processing an InvokeAction call with an Actions Proxy name @as)argument, the [FDI®
Server executes the entire set of EDD Methods associated to that Actions Proxy. As spetified
in IEC 61804-3, the FDI® Server executes those EDD Methods in the‘order they appear ip the
EDD|Action definition, and if an EDD Method exits for an unplanned reason, the following|EDD
Methpds are not executed.

Takinjg as reference the state transitions defined in Table 2; it means that:

o the state machine transitions from the state "Created" to the state "Running" when the
ekecution of the first EDD Method in the Actions Proxy definition starts;

e irl the meantime between the execution of two EDD Methods, the state machine remains in
the state "Running";

e the state machine only transitions from the state "Running" to the state "Completed" when
the execution of the last EDD Method in the Actions Proxy definition completes, or if any
EDD Method exits for an unplanfed reason.

All ofher state transitions remaifsthe same.

5.124 INTERACTIVE_TRANSFER_TO_DEVICE Action

The FDI® Server exposes the INTERACTIVE_TRANSFER_TO_DEVICE_ACTION to implement
the ifpteractive tramsfer to device. For this action, the FDI® Server creates an Action Proxy as
speclfied in 5.12.8"

The FDI®Server shall assign the name "INTERACTIVE_TRANSFER_TO_DEVICE_ACTION" to
the Actions Proxy. The FDI® Client can start the interactive download to device calling the
InvoKeAttion service with the predefined Actions Proxy name as argument. As specified in
IEC 61804-3, the FDI® Server executes the INIT_ACTION on the
interactive_download_to_device _root_menu, the download itself and the EXIT_ACTION. If an
action exits for an unplanned reason, the following steps are not executed. Taking as reference
the state transitions defined in Table 2, it means that:

e the state machine transitions from the state "Created" to the state "Running" when the
execution of the INIT_ACTION starts;

e in the meantime between the execution of the INIT_ACTION, the download itself and the
EXIT_ACTION, the state machine remains in the state "Running";

e the state machine only transitions from the state "Running" to the state "Completed" when
the execution of the EXIT_ACTION completes.

All other state transitions remain the same.
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5.12.5 Actions, EDD Actions and Actions Proxies

Actions are a provision of the FDI® Server to allow FDI® Clients to execute both EDD Methods
in general and EDD Actions in particular. EDD Methods in general, with the exception of abort
and action methods, are exposed in the Information Model as nodes under the ActionSet Object
of the corresponding device or block node (see IEC 62769-5). EDD Actions on the other hand
are not exposed in the Information Model. EDD Actions are made available to the FDI® Client
by putting the names of their corresponding Actions Proxies in the ListOfActions element in the
XML description of the UID nodes (see 5.11.1).

The EDD Action types and the EDD constructs that use them are shown in Table 3 (see
IEC ¢1t864=37):

Table 3 — EDD Action types and the EDD constructs that use them

EDDO Action type EDD construct uip
VARIABLE MENU EDIT_DISPLAY WAVEFORM SOURCE

Pre-fead Actions | |

Posttread Actions | |

Pre-yrite Actions | |

Posttwrite Actions | |

Pre-g¢dit Actions E =
Posttedit Actions E H
Init Actions E E E =
Exit Actions E E E =
Refrésh Actions E E E H

As Thble 3 indicates, in some cases the FDI® Server implicitly executes the EDD Actions (l),
whilg in other cases the execution.of EDD Actions is driven by the FDI® Client, i.e., the|FDI®
Client needs to explicitly start the execution of the EDD Actions in the FDI® Server (E).

The [FDI® Server implicitly executes the following types of EDD Actions:

Pre-read, post-read; pre-write and post-write actions, both for variables and menus;

types ofactions shall not require user interaction; they are strictly intended to be used
for Business:Logic processing. Any action of one of those types that eventually requires|user

The ' ] - ; - T ' when
the FDI® Client reads online variables (see 5.7.3). Similarly, the FDI® Server implicitly handles
pre-write and post-write actions for variables when the FDI® Client writes online variables, either
in an immediate fashion (see 5.8.3) or in edit mode (see 5.8.4).

The pre-read, post-read, pre-write and post-write actions for menus are only used by the upload
and download menus (see IEC 61804-4 and IEC 62769-2). The FDI® Server implicitly handles
pre-write and post-write actions for menus when the FDI® Client transfers data to the device
(5.2.2). Similarly, the FDI® Server implicitly handles pre-read and post-read actions for menus
when the FDI® Client transfers data from the device (5.2.3).

The FDI® Client explicitly starts the execution of the following types of EDD Actions:

o Pre-edit and post-edit actions for variables, menus, edit-displays and UIDs;



https://iecnorm.com/api/?name=0dd743eec6f8349994884c960922b984

—-42 - IEC 62769-3:2023 RLV © IEC 2023

e Init, exit and refresh actions for menus, waveforms, sources and UIDs.

When those actions contain user interactions (see IEC 61804-4), they will require interaction
between the FDI® Server and the FDI® Client. This is achieved by using Actions, as specified
in 5.12.1. The FDI® Client explicitly starts the execution of those types of actions in the FDI®
Server by calling the InvokeAction method and passing the name of the corresponding Actions
Proxy as argument.

6 OPC UA services

6.1 OPEUYAprofites

The $et of services specified for OPC UA are grouped into standardized profiles as~definged in
IEC 62541-7. FDI® Servers shall conform to the FDI® Server Profile, which is spegified as

=

. cluding OPC UA "Standard Server";

cluding OPC UA "DataAccess Server Facet";
cluding OPC UA "Node Management Server Facet";
cluding OPC UA "Method Server Facet";

cluding OPC UA "Event Subscription Server Facet";
e irlcluding OPC UA "Auditing Server Facet";

cluding FDI® "FDI® Information Model".

=

[ ] [ ]
= =

L]
=

=

6.2 Service error information
6.2.1 Overview

FDI®|Servers provide service operations that'are invoked through OPC UA services. Starndard
OPC|UA service status information is returned by the FDI® Server as a result of the service
calls

The PPC UA specification defines. all services as having a standard response that includes a
response header containing\.general and service specific response codes accordirlg to
IEC 62541-4. The response code structure contains diagnostic information that returns both an
error|code as well as localized text for the error. FDI® Servers shall fill in the diagnostic re¢ords
inclugling localized text-for the reported errors.

The OPC UA diagnostic record allows Servers to include "inner" status information. [FDI®
Servers will provide technology binding specific errors in the "inner" status record.

6.2.2 OPC UA services and their response

Whe h tha ENI® OClinnt cnlhaite A QAampnn raciinct Macoann 0 tha ENIE® QAapvay 1f rHce IS
e T ot oCTt—ouo it o o CTvIicCTtOut ot 1Ivicooage ot C—T &1 OCT VeIt Tvil

supported and executed, the FDI® Server generates a success/failure code that it includes in a
positive response Message along with any data that is to be returned. Each Service request
has a RequestHeader and each Service response has a ResponseHeader.

The ResponseHeader is a structure that has data members used to convey EDDL diagnostics
information, the serviceResult and the diagnosticlnfo.

The serviceResult is the standard, OPC UA-defined result of the Service invocation. The
serviceResult type is StatusCode, which defines a standard numerical value that is used to
report the outcome of an operation performed by an FDI® Server. This code-may can have
associated diagnostic information that describes the status in more detail.
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The diagnosticinfo is a structure that is intended to return vendor-specific diagnostic
information.

6.2.3 Mappings of EDDL response codes to OPC UA service response

When FDI® Clients use OPC UA services to read and write the Attributes of Parameters, they
receive back as part of the FDI® Server response a ResponseHeader with success/failure code
and diagnostics information.

The FDI® Server uses the serviceResult and the diagnosticinfo data members of the
ResponseHeader to return error and diagnostics information related to failure of execution of
EDDL variable actions, including PRE_READ, POST_READ, PRE_WRITE and POST_WRITE
actiops.

The ptatusCode returned in the serviceResult data member of the ResponseHeader is| also
used|to handle the EDDL VALIDITY attribute. Any attempt to access an invalid. variable will be
repofted to the FDI® Client as the result of a service call. The service returng @"Bad Failufe" in
the $everity bit of the StatusCode. In addition, the diagnosticinfo .data member of the
ResponseHeader can be used to provide detailed diagnostics on the,failure. The FDI® Server
shalllalso deal with the fact that VALIDITY can be the result of the ®valuation of a condifional
exprgssion. In that case, FDI® Clients rely on the FDI® Server notification capabilities wheh the
modegl dynamically changes due to a conditional evaluation.

The serviceResult and the diagnosticinfo data members afythe ResponseHeader are usgd to
returp error and diagnostics information related to EDDL response codes. EDDL response
codep specify values that a device-may can return as.the result of an operation. Each EDDL
variaple, record or value array can define its own associated set of response codes.

The gerviceResult is used to return a status that.corresponds to the EDDL response code TYPE
attribute. The Severity bits of the StatusCode are set based on the response code TYPE
accofding to Table 4.

Table 4 — OPC UA severity bits and EDDL response codes TYPE

OP|C UA Severity EDDL Response Codes Type
Good Success SUCCESS
Uncgrtain Warning MISCL WARNING, DATA_ENTRY_WARNING
Bad Failure DATA_ENTRY_ERROR, MODE_ERROR, PROCESS_ERROR, MISC_ERROR

The |symbolicldindex, localizedTextindex and the additionalinfo data members off the
diagnosticlnfo are used to return the response code and the text description gotten from BEDDL
respgnse, codes definitions. It is the FDI® Server’'s responsibility to translate the infeger

respopse caoda inta e ~rarrnconanAdina tavt Anceorintian Aand fill in thn Aia~an~ctinlnf
ponse-codeinto-ilscorresponding-text-deseriphon-and-filbinthe-diagnosticinfo-

The symbolicldindex data member is used to return the numeric response code from the EDDL
RESPONSE_CODE. The numeric code shall be converted into a string in the stringTable. The
symbolicldIndex contains the index into the stringTable.

The localizedTextlndex data member is used to return the DESCRIPTION attribute from the
EDDL RESPONSE_CODE. The DESCRIPTION string is conveyed to the FDI® Client in the
stringTable data member of the ResponseHeader parameter. The localizedTextIndex contains
the index into the stringTable.

The additionallnfo data member is used to return the HELP attribute from the EDDL
RESPONSE_CODE.
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In addition to the response codes described via EDDL, standard response codes defined by the
underlying communication protocols may also be returned.

6.3 Parameter value update during write service request

The FDI® Server maintains an Information Model that contains Online variables that cache the
value of the device variables. The specified behaviour for OPC UA is for the Server to only store
in the Online Variables those values that the Server has read from the device.

The FDI® Server is not allowed, according to OPC UA specified behaviour, to write a value both
to the device and to the Online variable.

6.4 Localization

The |nformation Model defined for FDI®, IEC 62769-5, is based on OPC UA~The OPC UA
specification defines descriptive attributes and properties of elements to be_localized strings.
The FDI® Server provides localized information for the OPC UA specified-localized attributes
and properties in the Device Type and Device Instance nodes.

The FDI® Server uses information provided by the descriptive compdnent in the FDI® Padkage
for a device type to create localized strings. FDI® Packages. support the specification of
locallzed strings for descriptive information. If the device vendoer\provides such information, the
FDI®|Server uses the appropriate localized string as the value’for device type attributeg and
propg¢rties when responding to an FDI® Client.

If thel descriptive element in the FDI® Package does siot/provide localized information, either no
infor:l:wation or no information for the requested locale, the FDI® Server will return the Erlglish
defallt string.

Multiple clients connecting at the same time-may can eventually request the FDI® Server to
returp localized attributes and propertiessin' different languages. The FDI® Server shall support
multiple languages simultaneously when the clients requesting different languages connegct to
diffelent Device Type or Device Instance nodes.

When clients requesting different' languages connect at the same time to the same Device [Type
or Dgvice Instance node, the-support to multiple languages is optional. If the FDI® Server|does
not sjupport multiple languages in that situation, then it shall implement a "first wins" soldtion,
i.e., it will use the language requested by the first client that connected to the Device Type or
Devi¢e Instance nade“when returning localized attributes and properties to all subsequent
clients.

6.5 | Audit.events

FDI®|Servers shall provide support for vendor specific audit trail functionality. The suppart for
auditing'in the FDI® Server is specified in IEC 62769-5

7 Communication

71 Notation

Clause 7 describing communication contains diagrams showing the Information Model,
IEC 62769-5. The notation used in these figures uses the standards defined by OPC UA. These
standards are summarized in IEC 62769-5.
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7.2 General
7.21 Concepts

The FDI® Server is responsible for managing communications. The FDI® Server can support
three types of communication infrastructure components:

e System communication hardware (see Figure 1);

e FDI® Communication Server;

e Communication gateways (Nested Communication).

Server interacts with the driver of the system communication hardware through proprigtary
interflaces to process fieldbus communication. System specific communication managem
not in the FDI® specification scope.

The }DI® Server can support system specific communication hardware (see Figure 1). The‘FDI®

nt is

Figune 20 shows a possible architecture example of system communicatiomyintegration.

( A)
System Communication FDI Server %1/
~
Information Model
Communication Services , | . | , NetworkType:
o * *« Network_B
Hardware Dylver (;' —¢& -
. tonpectlonPomtType: DeviceType:
. TPB1 ... ,‘,) FI B101
PHY -
v CohpectionPointType: DeviceType:
Network B CP_B2 | FIB102

FIB101

Comnitnication
Relation

IEC
Figure 20 — System communication integration example

The FDI® Server-can implement access to physical networks through FDI® Communication
Servérs (seelFigure 1) (IEC 62769-7). The FDI® Communication Server implements the agcess
to the¢ physSical network. The interface between the FDI® Server and the FDI® Communidation
Serverds'based on OPC UA. The FDI® Communication Server implements the OPC UA Sgrver
functjon’The FDI® Server implements the OPC UA Client function. The FDI® Communidation
Server implemented Information Model enables the access to the communication services.

An FDI® Communication Server integration example is shown in Figure 21.
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In tefms of the Information Model structure, the system communication hardware and the

Communication Server represent root communication devices.

FDI®[supports Nested Communication. The term "Nested Communication" stands for the 3
of a gystem to process communication across protocol boundaries in heterogeneous netw
nsertion of additional-communication gateway devices into the topology as shoy
Figune 22 enables the~handling of heterogeneous networks. These communication gat
devides implement thebridging functionally between different networks (gateway firmware)
gateway firmware implemented bridging functionality is also implemented in the Business
provided with 4he FDI® Package describing the communication gateway. The FDI® S

The

Figure 21 — FDI® Communication Server integration example
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interacts only with this Business Logic of the communication gateway to process the Ng¢sted

Communication function.

A communication gateway integration example is shown in Figure 22
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Figure 22 — Gateway integration example
7.2.2 Ferms
The following contains a list of terms used in 7.3:

e A Connection Point is an instance of a ConnectionPointType (IEC 62769-5).

e A Device is an instance of a DeviceType.

e A Connection Point associated to a Device is called Device Connection Point.

e A Connection Point associated to a Communication Device is called Communication Device

Connection Point.

e A Network is an instance of NetworkType (IEC 62769-5).
e FDI® Communication Server (IEC 62769-7).
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7.3 Communication Service processing
7.3.1 Communication Service invocation

IEC 62769-7 specifies that both Gateways and FDI® Communication Servers implement the
communication services. Those services are specified in IEC 62769-7.

In order to allow the flexibility that is necessary to represent a variety of different scenarios
involving communication between the communication server and the physical devices,
IEC 62769-7 specifies that some communication services are provided through a
communication service provider. While the communication service provider allows multitasking
and erhances—the—communicat: cormmurieatt device—itreeuires—parallel
execption in the server. The details about communication service proyjders
(SeryerCommunicationServiceType and GatewayCommunicationServiceType) are specified in
IEC 62769-7. The requirements for parallel execution in the service are described through the
rules|stated in Clause 8.

The dlifference between a Gateway and an FDI® Communication Server is‘about how or where
thesg services shall be invoked:

a) Iffthe communication device is an FDI® Communication Server; the FDI® Server invokes a
cpmmunication service directly at the FDI® Communication Sgrver using an OPC UA Mgthod
brvice Call specified in IEC 62541-4. This call will end up ifvactual fieldbus communication.

2]

a) If| the communication device is part of a Gateway, the FDI® Server invokey the
cpmmunication service in terms of invoking an Action implemented by the Business Logic
of the specific Gateway. The behaviour (reaction)* of the Gateway Business Logic is
described in IEC 62769-7.

7.3.20 Analyze communication path

The |nformation Model defined in IEC 627695 supports a hierarchical topology. As shown in
Figune 22, the topology reflects the physical network topology. The communication |path
analysis function allows the FDI® Server'to determine how communication messages negd to
be propagated from the Device that-triggered a communication request to the Communication
Devige implementing the network access (root communication device) and Wwhich
communication relations need.to'be activated before. Subsequent text will only considgr the
root gommunication device Based on the FDI® Communication Server.

The [FDI® Server identifies the communication path between a Device and an [FDI®
Communication Seryer-according to the following rules:

a) Tppology iteration starts from the node representing the Device passing the elements
Device Connection Point, Network, Communication Device Connection Point tq the
Communication Device within the same Network hierarchy. In this way, the FDI® Server
determines the local communication relation. A Communication Device that is assocjated
nextito the Device implements the communication service provider for this Device| this
means the FDI® Server shall propagate the communication service request between the
Device and Communication Service Provider.

b) The FDI® Server identifies a communication gateway along its Information Model structure
as demonstrated in Figure 22. The key indicators are the Communication Device organized
below a Device using the "has Component" relation. This specific device is called Gateway
Head Station, which is connected to a different Network via a Connection Point. From here,
the iteration continues as described in a).

c) The topology iteration procedure ends with finding the communication root device. The FDI®
Server identifies an FDI® Communication Server (communication root device) because it
has no association to other networks than the network for which the FDI® Communication
Server implements the communication service provider.

NOTE How the FDI® Server determines System Communication Device is out of the scope of this document.
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7.3.3 Manage communication relations

Prior to any data exchange related transfers, the FDI® Server needs to establish or activate the
communication relation between the Device representations in the Information Model and the
physical network connected device. The invocation sequence of the communication service
Connect on any of the Communication Devices along the communication path shall begin with
the root communication device. The communication service Connect is specified in
IEC 62769-7.

The Device Connection Point contains the address information to be used for the Connect
service. The Information Model element FunctionalGroupType:ldentification contains optionally
requiredprotocotspecific device type idemntificationm dataThe Commectserviceargumentmames
shalllmatch with the browse names of the Information Model elements that hold related-values
(browse name matching).

The |successful execution of service Connect activates the local communication rellation
between a Device and a Communication Device associated to the same network.| The
successful execution of service Connect on a network higher in a hierarchy.s a prerequisjte to
a sugcessful execution of the service Connect on a network lower in the-hierarchy. The regason
for this is the Gateway Business Logic that can invoke other communication services requiring
an agtivated communication relation.

The FDI® Server manages a CommunicationRelationld according to IEC 62769-7.

A cdnnection abort indication or the invocation oflservice Disconnect as describgd in
IEC $2769-7 deactivates the local communication retation and any of the local communication
relations in networks lower in the hierarchy.

7.3.4 Communication service request mapping
The FDI® Server receives communication'service requests from Devices or Gateways through:

a) the Online Variable Read;
b) the Online Variable Write;

c) the Business Logic invoking:the communication related EDDL Built-In function, for exafnple,
send, send_all_values, send_command, send _command_trans, send_trans, send_vjalue,
WRITE_COMMAND, READ_COMMAND, and so on.

Like the Device, all 6f these communication service requests related source events apply to the
EDDL PROFILE_(IEC 61804-3). The FDI® Server shall handle the communication service
requests according to EDDL defined PROFILEs.

VARIABLE Such COMMAND descrlptlons contam communlcahon service arguments and
instructions about how to create the data payload of a communication service.

If no COMMAND Description is present, the VARIABLE identifier (Name) and the VARIABLE
value are the only communication service Transfer arguments.

Once the FDI® Server has determined the communication service arguments from EDD, it can
map it to the communication service Transfer (IEC 62769-7) arguments based on name
matching. Transfer arguments shall have the same names, data types and semantics as
described for a protocol specific COMMAND definition.
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The COMMAND description contains the attributes SLOT, INDEX, REQUEST, REPLY. The
protocol specific signature of the Transfer service shall envision:

T

ransfer (
[in] String communicationRelationId,
[out] Integer serviceError,
[in] unsigned char SLOT,
[in] unsigned char INDEX,
[in] char[] REQUEST,
roocy T ] [ 2 A g m e

NOTE]
7.3.5
Subc

The arguments communicationRelationId and serviceError are described in IEC 62769:7
Communication service request propagation

lause 7.3.5 describes how the FDI® Server manages the communiCation mesg

sage

propagation along the communication path. The following Figure 23 repfésents an example

scen
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CP_G2 ‘ FI G142

NOTE

9
=
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Figure 23 — Message propagation example scenario

1 The numbers in brackets (1) to (8) used in the following description refer to elements in Figure 23.

IEC

The FDI® Server detects a communication request because of an FDI® Client (1) invoking an
Action (2). The processing of that Action (METHOD Download) invokes the communication
request related EDDL Built-In such as WRITE_COMMAND that has been mapped to Transfer
service arguments as described in 7.3.4.
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The FDI® Server processes the message propagation related iterations upwards through the
hierarchy of the topology.

The FDI® Server shall always determine the next Communication Service Provider along the
communication path (3) and (5) (see 7.3.2) and invoke the service Transfer there.

If the Communication Service Provider processing the Transfer service is in an FDI®
Communication Server, the Transfer service needs to be invoked using the OPC UA service
Call (6).

NOTE 2__The Communication Service Provider in the FDI® Communication Server sends the protocol specific
messdge to the physical network (7).

If thg Communication Service Provider processing the Transfer service is in a Gateway, the
procgssing of that related Business Logic will cause other communication request related EDDL
Built{ln invocations, for example, send_command (4). The iteration procedure-enters the| next
recursion determining the next Communication Service Provider along the communication|path
(5) (dee 7.3.2) and invokes the service Transfer there.

NOTE|3 The gateway implementation of service Transfer is device specific. The Transfer logic wraps the incoming
Transfer argument values and creates another message to be sent out calling a communication request related|[EDDL
Built-1p, see IEC 61804-5.

The [fransfer logic can invoke multiple communication requests as this might be needg¢d to
manage the protocol bridge function. The physical gateway, device unwraps and forwardp the
mesgage (4) to the physical device (8).

The FDI® Server managed communication propagation process is a recursive process in Which
the Business Logic execution of one Device can’invoke the Business Logic execution|of a
differfent Device. This FDI® Server needs to maintain an invocation stack.

7.3.6] Communication error handling

The FDI® Server is responsible forchandling communication errors. The FDI® Server ddtects
errorp either from the Communication Service Provider returned service invocation results as
specified in IEC 62769-7 or through EDDL built-ins for abort processing.

The FDI® Server aborts all communication Actions waiting for a response if a communidation
error|or abort is receiyed.

The FDI® Server.will return a failure to the originating service if a communication error or pbort
is regeived.

7.4 | FDI® Communication Server specific handling

7.4.1 —Discovery

IEC 62769-7 describes the FDI® Communication Server implemented discovery support in
terms of:

a) VARIABLE definitions describing the FDI® Communication Server’s identification data that
are represented in the FDI® Server hosted Information Model;

b) FDI® Communication Server implemented usage of IEC 62541-4 specified discovery
services.

The FDI® Server uses the services FindServers and the GetEndpoint IEC 62541-4 specified
discovery service set to determine the FDI® Communication Server. The FDI® Server shall
match the FDI® Communication Server’s defined identification data with values returned from
the functions FindServers and GetEndpoints.
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The FDI® Server implements the IEC 62541-4 specified Discovery Server.

7.4.2

Information Model synchronization

2023

According to IEC 62769-7, the FDI® Communication Package contains an EDD element
describing the VARIABLES and Business Logic mapped in to the Information Model.
IEC 62769-7 also describes the overlap between the FDI® Communication Server hosted
Information Model and the FDI® Server hosted Information Model. This overlap represents the
shared Information Model.

The FDI® Server synchronizes the shared Information Model:

b) T
p
c) A
c
d) A
M
S
8 H

8.1

Withi
desc

ny access to an offline node of the Information Model is locally handled throug
formation Model.

he FDI® Server handles a write access to an online node of the Informatioh Mod
brforming the same write access in FDI® Communication Server hosted Information M

ny read of an online node of the Information Model results in a read ‘operation o
brresponding node of the FDI® Communication Server hosted Information Model.

ny configuration changes affecting the modular structure represented in the Inform
odel are copied from the FDI® Server hosted Information Modélto'the FDI® Communic
erver hosted Information Model.

Parallel Execution within the FDI® Server

Motivation

n the EDDL concept, each device is descfibed by a set of parameters and an ED[
ibes and handles relations between the parameters and their attributes. Each combin

of thg¢ EDD and the respective set of parameters builds an entity describing a device insf

(calle
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until
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exec
force]
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d EDD Entity hereafter). EDDL allows only synchronous operation with such an §
ut any parallel execution. Therefore, when the EDD Entity is performing an action
ng a variable value, executing a-method, etc.), any other action request shall be postp
the action execution is finished:

ited independently and subsequent action requests can be queued without any ri
a deadlock.

on as relations between EDD Entities have to be handled, the FDI® Server has to cq
xecution within the EDD Entities in a way that deadlock scenarios or parallel exec
h one EDD Entity are prohibited.

pd(communication is a concept based on interaction between EDD Entities. When han

n the

el by
odel.
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ation
ation
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parallel. To prevent deadlock scenarios, the FDI® Server has to follow well defined execution

rules
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8.2

Internal structure of the EDD interpreter

A core component of an FDI® Server is the EDD interpreter (see Clause A.1). The EDD
interpreter can be seen as a component that consists of EDD entities. Each EDD entity itself
consists of the following parts:

8.3

An associated EDD for a device or a component of a modular device.

A set of data representing the state of the EDD entity and containing data that the interpreter
requires to run the EDD associated with the data set. This data for example might contain
the offline data set for the associated device and cached data of the connected device. It
also contains additional information the interpreter needs for EDD specific calculations.

The interpreter logic that is triggered from outside and when triggered interprets the
performing subsequent activities, changes the state and delivers calculation results,

Rules for running an EDD entity

EDD,

As mlentioned in 8.2, an activity at EDD entities is initiated always by a trigger. There ar¢ two
kindq of triggers:

a)

b)

Al trigger from the EDD entity itself that the interpreter logic requires for a correct
ekecution. An example for such triggers is periodic updates of dymwamic variables.

trigger that is a consequence of a service request from outside the FDI® Server.

A

Fpr example:
1) service requests from an FDI® Client;
2

service requests from an OPC-UA client.

The ¢xecution of an activity at an EDD entity-shathhas to follow the rules given below:

a)
b)
c)
d)

f)

g)

Aln activity at an EDD entity is always a.consequence of a trigger.
Aln activity at an EDD entity cannot belinterrupted.

Ah activity runs until the activity is-finished or aborted.

Ah EDD entity can only execute.one activity at a time.

brspective of the EDDL\logic. Such processes are for example:
calculation of EDDobjects;

reading a variable from a device;

editing-alvariable;

p

1

2

3) writing a variable to a device;

4

5) anysaetivity that is embraced with pre- and post actions;
6

executing an EDD method.

EDD

Al activity executed by aniEDD entity always performs a non-interruptible process from the

An active EDD entity—may can initiate sub-activities. While a sub-activity is ongoing, the

current activity at the EDD entity is paused. There are two kinds of sub-activities:

1) the active EDD entity calls another EDD entity (e.g. nested communication or calls using

cross-block and cross-module references);

2) the active EDD entity requests another external service (e.g. communication, request

for user interaction).

While an activity is paused, re-entrance for activities is possible for those activities that are
a consequence of the paused activity. Activities started by other triggers have to be blocked

until the paused activity at the entity is finished.
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h) When an activity chain of a trigger is blocked, there exists a blocking relation to another
trigger and its activity chain. If this activity chain is blocked too, there is again a blocking
relation to another trigger. Such series of blocking relations have to be monitored for
recursion each time an activity chain has to be blocked. Recursion in the series of blocking
dependencies indicates a deadlock scenario.

i) The server can resolve deadlock scenarios by aborting one of the involved activity chains.

Annex C provides examples of parallel execution of activities within the FDI® Server.
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Annex A
(informative)

FDI® Server functional structure

A.1  FDI® functional elements

The normative definition of an FDI® Server is as shown in Figure 1. A non-normative view of an
FDI® Server shows the functional components that comprise the FDI® Server and is shown in

Figune-A-d-

FDI Server

EDD Interpreter
(IEC 61804
Processing)

Builtins

(\
A

KR
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A

IM Management
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etc)
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I Specific Specific
| Device Object

¢ » Device Object

Communication

OPC UA Services

Management

N

I
I Device Object
I

e

System Services |<

OPC UA
Services

OPC UA

Services

System
Communication
Hardware

Communication
Server

IEC

Figure A.1 — Functional components of an FDI® Server

The EDI® Server functionally contains an EDD interpreter that conforms to IEC 61804-3] The
EDD interpreter provides descriptive information that is exposed in the Information Model, for
example, device variables and standard menus. The EDD interpreter also provides the method
execution functionality for IEC 61804-3.

Although IEC 61804-3 defines a standard EDD language, there are protocol specific differences
between EDDs. The FDI® Server implements protocol specific components. The protocol
specific components are used both as part of the EDD interpretation as well as for formatting

communication.


https://iecnorm.com/api/?name=0dd743eec6f8349994884c960922b984

- 56 — IEC 62769-3:2023 RLV © IEC 2023

The FDI® Server contains node management functionality that provides the support for the
Information Model. The Information Management component maintains the Information Model,
handles multi-user requests, including lock management, and executes methods. The
functionality provided by the Information Model management component is not restricted to
FDI® functionality. The IM management component may also provide general OPC UA
functionality unrelated to FDI®.

Service requests that result in physical read and write operations are passed to a
communication manager. The communication manager provides the functionality required for
communication including state management of the communication requests. The
communication manager contains the information to interact with system communication
devides.

The ¢ommunication manager interacts with protocol specific components to creatédhe gctual
mesgages transmitted on the fieldbus. The protocol specific components interact with the(EDD
interpreter to retrieve information from the EDD to create the protocol specific méssages| The
mesdages-may can be commands as in HART or the messages-may can be service requests
as in|FF. The actual message is created by the protocol specific component:

The pommunication manager is responsible for managing the Nested Communication| The
communication manager initiates the communication chain through the creation of prdtocol
specffic messages. The communication manager then passes-the message through the ¢hain
of communication devices in the topology until a top level devicé+s reached. The communication
mangger then interacts with the communication drivers for the top level device. The interaction
may an be proprietary if the communication is throughi,a system device. The communication
may fan also be standardized through OPC UA to apn EDI® Communication Server.

A.2 | FDI® Server extension

An FDI® Server can be extended to supportifuture descriptive and protocol technologies through
the a[ddition of new interpreters and profocol handlers as illustrated in Figure A.2.
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Figure A.2 — FDIY Server extensions

These extensions, just like the support for FF, HART, and PNO, are specific tq the
implgmentation provided by the vendor of the FDI® Server.
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Annex B
(informative)

Access privileges and user roles

B.1 User roles and usage case

The specification for the Device Definition of an FDI® Package contains a CLASS attribute in
some elements The CLASS attrlbute is supplled by the device vendor in the FDI® Package and
definesthe-ntendedusage-ofthetnfermation-Modetelemen Hsage
categories avallable to the system so user access and V|S|b|I|ty to Informat|on Model ele
can ke controlled by the system, possibly through the enforcement of system policies) The|FDI®
Server reacts to the system defined policies to independently enforce the read/write acces$ and
publig/private visibility of Information Model elements made available to users.

Figune B.1 depicts the relationship between the FDI® Package, FDI® Server, FDI® Client,
systgm, and user.

T apaa | /
FDI Server Access | | FDIGlient
Visibility
- S ™ Filter” .
/Full Information Model | /User’s View of the
FDI Package h
Information Model
/‘ [~ CLASS attribute
@7 PRIVATE attribute
Oevice Description _ CLASS attribute “other attribute” | 2 e
/ CLASS attribute * Read \i’ \
_ P2 {—— PRIVATE atrifiite "\ ea | ]
“Px” | PRIVATE attribute ' vother attribute? - Write -

— CLASS Stwibute - Public ‘ (Read/Wiite )<=
\_ “other attribute” F T PRIVATEattribute - Private
' “other aftribute”

o
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Py { PRIVATE attribute User
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\ \
< manages >
System Policies — part of system

(SRR ————C . O
| Legend | pe
1
: Y } Role Based Policy | Operations Based Policy < managed by >
| j Denotes IM content exposed to user due |
| N to System Policy and CLASS attfibute | - Ve ~
| | | User Based Policy | | License Based Policy J
| D Denotes IM content exposed to user in the i > < >

. - |
| FDI Client due to[PRIVATE attribute ! [ Location Based Policy | “other system policy” )
i AN AN
(P . AP

IEC

Figure B.1 — User roles and access privileges

The ﬁollnwing rnla’rinnehipe are noted:

The FDI® Device Package identifies attributes associated with each element in the device
description. These attributes become part of the Information Model that is managed by the FDI®
Server.

The CLASS attribute is made available to the system through the Information Model. It is an
attribute for identifying the use cases, or usage scenarios, that are applicable to the Information
Model element. The FDI® host can use the CLASS attribute — in particular the value
SPECIALIST - to determine whether the user of the FDI® Client has access to the Information
Model element and what level of access is allowed. The mechanism for making this
determination is part of the system policy model that is internal to the system and outside of
the scope of the FDI®.
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The system shall convey the access level for each Information Model element to the FDI® Server
so it can enforce the access model of the Information Model element for the user. The FDI®
Server is only the enforcer of the access rules, it does not decide "who" or "why". The system
makes all of the "who" and "why" decisions, using both the CLASS attribute provided in the
FDI® Package and the system policies managed by the system. Some potential system policies
may can include, but are not limited to the following:

e Role Based Policy;

e U

ser Based Policy;

e Location Based Policy;

e O
e L
e O

B.2

perations Based Policy;
cense Based Policy;

ther system Policies.

Private data usage

Among the attributes that have been prescribed by the FDI® specification is an attribute for

ident

fying whether an Information Model element, including data and, Actions, is private t

elem
Figu
durin

ents in the FDI® Device Package. This attribute, referred to’ as PRIVATE attriby
e B.1, determines whether an element in the Information’Model is visible to FDI® C
browse operations on the Information Model. The EDI® Package elements have

p the
te in
ients
prior

knowlledge of private data and Actions in the Information Model and are able to access these

priva

Acce
limitd

e elements in accordance with access rules defineddby CLASS attribute and system p

5s and visibility are independent attributes. For example, a private Action—-may cg
d to user access during online usage scenarios.

Systeém policy shall not be allowed to override the PRIVATE attribute in the Information M

For 4
PRIV

xample, the system policy cannotomake private data public or public data private
ATE attribute is internally managed by device vendors.

blicy.

n be

odel.
The
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Annex C
(informative)

Parallel execution within the FDI® Server — Examples

C.1 Simple example for a synchronous execution

The generic examples in Clause C.1 are intended to visualize, for a better clarification, the rules
given in 8.3.

Figuie C.1 schematically shows the simplest example of a synchronous execution—of two
triggéred activities. Both activities can be executed independently, because different |EDD
entities are involved.

Trigger T2

Trigger T1

EDD Interpreter

EDD Entity
E1

EDD Entity
E2

IEC

Figure C.1 — Synchronous execution of two triggers

C.2 | Example for a concurrent’execution

Figune C.2 shows a use casg where two synchronous triggers try to access one and the same
activlty. While the activity of trigger T1 is executed, trigger T2 is blocked.

Trigger T2

Trigger T1

EDD Interpreter

LN

_/ _/

EDD Entity EDD Entity
E1 E2

IEC
Figure C.2 — Concurrent execution of two triggers (step1)

In Figure C.3, the activity of T1 is paused in EDD Entity E1 to execute a sub activity in E2. The
activity of T2 is blocked until the activity of T1 is finished.
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Figure C.3 — Concurrent execution of two triggers (step 2)

gure C.4, the sub activity in E2 initiates another sub activity back again, in E1. Thi
is allowed, because it is a direct consequence within the activity chainiinitiated by tr|
hile activities of trigger T2 continue to be blocked.

Trigger T2

Trigger T1

EDD Interpreter

EDD Entity EDD Entity
E1 E2

IEC

Figure C.4 — Concurrent execution of two triggers (step 3)

5 call
gger

ity of

e C.5 shows that the activity of trigger T1 is finished in EDD Entity E1. Now the actiV|
r T2 can be started:
Trigger T2
Trigger T1 I
<EDDMY
/ EDD Entity EDD Entity
E1 E2

IEC

Figure C.5 — Concurrent execution of two triggers (step 4)
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Deadlock detection in concurrent execution

2023

A deadlock situation is shown in Figure C.6. The activity of trigger T1 wants to access EDD
Entity E2 as a sub activity of an activity in EDD Entity E1 and trigger T2 wants to access E1 as
a sub activity of an activity in E2 at the same time. Both activity chains deadlock one another.

Trigger T2

Trigger T1

EDD Interpreter

In fa
versa

that much more complex deadlock scenarios occur that\isually have a couple of more ad

chain

Inde;iendently from the complexity of a deadlock scenario, there exists a simple rule to d

dead
T(n)
scen
not &
blocK

Usually it can be expected thatthe reason for a deadlock scenario is found in an involved d

pack
refer

Neve
Serv
chain

EDD Entity EDD Entity
E1 E2

IEC
Figure C.6 — Concurrent execution of two_triggers

Ct, the activity chain of trigger T1 is blocked by the activity chain of trigger T2 and
. The above example is one of the simplest deadlock)scenarios, probably it will ha

s involved.

ocks by monitoring blocking dependencies of activity chains. If activity chain of tr|
s blocked by activity chain of trigger T(n+1) and T(n+1) is blocked by T(n+2), a dea
ario is reached when this relation circles back and a trigger T(m) is blocked by T(n)
deadlock scenario as long as the series of blocking dependencies ends up in a
ed activity chain.

hge. Therefore, device.package developers should use cross-block and cross-m
bnces only with care.and caution.

rtheless, the EDI® Server is responsible for detecting deadlock scenarios. If the
br has detected'a deadlock scenario, it can break it by aborting one of the involved ag
s and even-recall the aborted trigger at a later time.
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D.1

Annex D
(informative)

Read-Only mode for UID Views

Definition

In larger plant installations it can be desirable to have UID Views rendered by an FDI® Client in
read-only mode. This is important for giving access to device data for specific user classes, like

Moniterirger-Metrterancepersona—without-alewhgfordateehanges- Q
A redd-only mode for an UID View is defined by the following set of features: Qy
o htvigation through menus allowed; Q(l:b
e Buttons for window/dialog access are enabled; 0;1/
e Plrameter values are shown, but no change is allowed; Q’
e U[IP startup button visible, but disabled. No startup of User Interfa‘t\i/} Plugins (UIPs) allg
e Method buttons are visible, but disabled. No method executi lowed;
e Tpbles and grids are displayed; \Q/
e (Jraph, Charts and Waveforms are displayed,; 6\
e Eiting of Graphs is not allowed; Q<<
e Zpom and pan in a graph is allowed; \\Q
e Injit and Exit Actions are executed; S\Q
e Pre- and Post-Edit Actions are not allow@
¢ Refresh actions are executed. &
Q\
xO
o~

wed;
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IEC 62769-3/has been prepared by subcommittee 65E: Devices and integration in enter
systgms, of\1EC technical committee 65: Industrial-process measurement, control
automation.'It is an International Standard.

INTERNATIONAL ELECTROTECHNICAL COMMISSION

FIELD DEVICE INTEGRATION (FDI®) -
Part 3: Server

FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization, comyj
alllnational electrotechnical committees (IEC National Committees). The object of IEC is to promote’jnterna
coloperation on all questions concerning standardization in the electrical and electronic fields. o this er]
in pddition to other activities, IEC publishes International Standards, Technical Specifications, Technical Rq
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”).
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Standardization (ISO) in accordance with conditions determined by agreement between the two organizati

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an interna
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interested IEC National Committees.

IEC Publications have the form of recommendations for international\use and are accepted by IEC N3
Cdmmittees in that sense. While all reasonable efforts are made to’ensure that the technical content
Pyblications is accurate, IEC cannot be held responsible for,the<“way in which they are used or fd
miginterpretation by any end user.

In|order to promote international uniformity, IEC NationakCommittees undertake to apply IEC Publig
tragnsparently to the maximum extent possible in their national and regional publications. Any divergence be
anl IEC Publication and the corresponding national or fegional publication shall be clearly indicated in the

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf|
aspessment services and, in some areas, access t0 IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certificationbodies.

Alllusers should ensure that they have the latést edition of this publication.
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At{ention is drawn to(the possibility that some of the elements of this IEC Publication may be the subject of
rights. IEC shall nét be held responsible for identifying any or all such patent rights.
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This third edition cancels and replaces the second edition published in 2021. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) added interactive transfer to device.
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[d
FDI Package

o

FDI Package
Client Device ez Business ez
L Interface p Interface
Definition S Logic, E
Description Plug-in
uiD
Interpreter T \ 7
FDI Server 1 / X
4 !l foryhation Model M t
; nforynation Model Mana en
o Services . ggn
8] X T . N\
> § Business Logic
o User Interface £ Processor
= Plug-in ) i OPC UA . b
= S~¢ 3 Device Object %
3 Q
(] a s | 23
B \ & - - o8 Business
g Device Object | g g Logic
N
Device Object
User Interface Services © | |
-

| System Services

System
Communication
Hardware

OPC UA

Services

Communication
Server

OPC UA]
Services]

Figure 1 — FDI® architecture diagram

2 Normative references

IEC

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.

T FDI® isa registered trademark of the non-profit organization Fieldbus Foundation, Inc. This information is given
for the convenience of users of this document and does not constitute an endorsement by IEC of the trademark
holder or any of its products. Compliance does not require use of the trade name. Use of the trade name requires
permission of the trade name holder.
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For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 61804-3, Devices and integration in enterprise systems — Function blocks (FB) for process
control and electronic device description language (EDDL) - Part 3: EDDL syntax and
semantics

IEC 61804-4, Devices and integration in enterprise systems — Function blocks (FB) for process
control and electronic device description language (EDDL) - Part 4: EDD interpretation

Hhaction blocks B)forproCcess
- Part 5: EDDL Builtin library

IEC 62541-7, OPC unified architecture — Part 7: Profiles

IEC 62769-1, Field Device Integration (FDI®) — Part 1: Overview

IEC 62769-2, Field Device Integration (FDI®) — Part 2: Client

IEC 62769-4, Field Device Integration (FDI®) — Part 4: FDI®Packages

IEC 62769-5, Field Device Integration (FDI®) — Part 5{FDI® Information Model

IEC 62769-7, Field Device Integration (FDI®) — Part 7: Communication Devices

3 Terms, definitions, abbreviated terms and acronyms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 62769-1 as we¢ll as
the following apply.

ISO and IEC maintainsterminology databases for use in standardization at the follgwing
addregsses:

o |EC Electropedia: available at https://www.electropedia.org/
e 130 Online)browsing platform: available at https://www.iso.org/obp
3.1.1

Actions.Proxy
internal FDI® Server entity that encapsulates all the EDD Methods specified in an EDD Action
definition

3.1.2

Connection Point

logical representation of a connection of a communication end point to a communication
network

3.2 Abbreviated terms and acronyms

For the purposes of this document, the abbreviated terms and acronyms given in IEC 62769-1
apply.
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3.3 Conventions

Capitalization of the first letter of words is used in the IEC 62769 series to emphasize an FDI®
defined term.

4 Overview
The structure for an FDI® Server is shown in Figure 1.

FDI® Servers that support connectivity with third-party FDI® Clients shall support OPC UA. A
vendFr can provide both an FDI® Server and one or more FDI® Clients. In this case, the|FDI®
Clients can communicate with the FDI® Server through proprietary protocols.

An HADI® Server communicates with devices via Native Communication (see~7.2.1) and/or
Compnunication Devices (see IEC 62769-7).

An FDI® Server provides information to FDI® Clients through an.Ihformation Model
(see |[EC 62769-5) as follows.

e The Information Model includes information about Device Types_and Device Instances| The
infformation for a Device Instance includes offline data (engineering data), as well as dnline
dpta (values from the physical device).

e The Information Model is created using information from FDI® Packages. However, npt all
of the information in an FDI® Package is reflected in.the Information Model.

¢ Referential integrity of the Information Model.is{maintained using information from |[FDI®
ackages.

T

e FPI® Packages can contain Attachments that contain device manuals and protocol spgcific
infformation (see IEC 62769-4). Those Attachments, including device manuals and prdtocol
becific support files, are exposed vialthe Information Model.

DI® Device Packages contain information about device types (see IEC 62769-4). Each
bvice type defined in a package.s mapped to a distinct DeviceType node in the Informjation
odel.

ackage does not exist (see IEC 62769-4).

ultiple revisions ef\an FDI® Package generate distinct DeviceType nodes in the Informfation

s
F

d

M

e FPI® Profile Packages arg used to provide interaction with devices for which an FDI® Device
P

M

Model (see IEC 62769-4).

FDI®| Packages)contain digital signatures that allow an FDI® Server to authenticate |their
contents (se€ 1EC 62769-4).

An HDI®"Server shall verify the FDI® Technology Version (see IEC 62769-1) of any [FDI®
Packihge’it uses to ensure the FDI® Package is compatible with the FDI® Server

5 Information Model

5.1 General

The FDI® Server shall use the Device Definition of an FDI® Package to maintain the Information
Model.

The Device Definition can contain conditional expressions. Conditional expressions are used
when a certain aspect of the Device Definition is not static but rather is dependent on the state
of the device. Whenever the online or offline values of a Device Instance are modified, the FDI®
Server shall re-evaluate the relevant conditional expressions and modify the Information Model
accordingly.
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The evaluation of conditional expressions can invalidate variables in the Information Model.
The FDI® Server shall change the AccessLevel attribute of invalidated variables such that they
are neither readable nor writable and the status of these variables shall be set to bad. Read
and write service requests for invalidated variables shall return a failure.

The Device Definition can specify relationships between variables in a device. These
relationships can impact the value of variables in the Information Model.

The FDI® Server shall generate DataChange Notifications to any FDI® Clients that are
subscribing to Information Model elements that have changed.

FDI®[Packages provide Business Logic that is used by the FDI® Server to maintain the intigrity
of the¢ Information Model. The Business Logic specified in an FDI® Package can inveke built-in
functjons that shall be implemented by the FDI® Server. The built-in functions that shall be
implgmented by the FDI® Server are specified in IEC 61804-5.

5.2 | Online/Offline
5.2.1 Overview

The Information Model maintained by the FDI® Server contains online and offline values| The
onling values reflect values in a physical component/device. The offline values reflect values
store(d in a configuration database.

The o¢ffline values are updated through write service reqUests from an FDI® Client or Bus|ness
Logid executed by the FDI® Server. The offline valuésvare not updated when the FDI® Sgrver
read$ data from the device or writes data to the device.

The pnline values in the Information Model afé not updated through write service requests.
Successful write service requests through the Information Model result in value changes ir the
phys|cal devices. The online values in the-Ihformation Model will then be updated as a resjult of
read [service requests or subscriptions!

FDI®|Servers can provide a server-specific mechanism for creating Device Instances without
the presence of physical hardware. The FDI® Server creates these instances using informfation
in FOI® Packages. All read/write requests for online values for Device Instances with no physical
devide shall return an error.

The fransfer of information between the offline values and the physical device is suppprted
through the TransferToDevice, TransferFromDevice in the Information Model, and the
INTERACTIVEXTRANSFER_TO_DEVICE_ACTION implementing the transfer including|user
interaction. These Methods shall implement the download and upload procedures, respect|vely,
as specified-in IEC 61804-4. When no implementation is provided based on IEC 61804-4,[then
these Methods shall return Bad_NotSupported, as per IEC 62541-4.

The Device shall have been locked prior to invoking these methods, as specified in
IEC 62769-5.

5.2.2 Transfer to device

The TransferToDevice method shall implement the download procedure as specified in
IEC 61804-4. This transfers the offline values to the physical device.

As a general rule, the FDI® Server should not change the Online variable node when writing a
value to the device. The Online variable node should be updated only in the process of read
operations or subscriptions. Notwithstanding, as specified in IEC 62769-5, the FDI® Server will
reset any cached Value for the target Nodes in the Information Model so that they will be re-
read next time they are requested.
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The status information returned for each variable included in the write service request is used
to compose the TransferResult, as specified in IEC 62769-5.

5.2.3 Transfer from device

The TransferFromDevice method shall implement the upload procedure as specified in
IEC 61804-4. This transfers the values from the physical device to the offline values.

If any read operations from the device fail during upload, the corresponding offline value shall
not be modified.

The $tatus information returned for each variable included in the read service request_is jused
to compose the TransferResult, as specified in IEC 62769-5.

5.2.4 Interactive Transfer to device

The FDI® Server implements the Interactive Transfer to Device as specified”in IEC 618D4-4.
This [transfers the offline values to the physical device. In contrast ¢e”the non-intergctive
dowrlload performed with the TransferToDevice method, the interactive)download may invoke
user finteraction just before the download starts and after the download has been performed.
The | Interactive Transfer to device is started by. Yan invocation of | the
INTERACTIVE_TRANSFER_TO_DEVICE_ACTION by the FDI®.Client using the InvokeAction
servige.

As algeneral rule, the FDI® Server should not change thé Online variable node when writing a
valug to the device. The Online variable node should“be updated only in the process of|read
operations or subscriptions. Notwithstanding, as specified in IEC 62769-5, the FDI® Servdr will
resefl any cached Value for the target Nodes inkthe Information Model so that they will be re-
read [next time they are requested.

5.3 | Access privileges

Systems implement security and aceess policies based on a number of characteristics su¢h as
user [role and plant area. FDI® Servers use these policies, along with information in |FDI®
Packpges, to determine the access privileges granted to the user.

The ¢lements of an FDI® Package can be associated with one or more usage attributes| The
FDI®[Server uses thesevattributes to set the UserAccessLevel attribute of Variables anfl the
UserExecutable attribute of Methods. The usage attributes in an FDI® Package are simply |hints
to belused by the EDI® Server, i.e., they may be disregarded or overridden by the FDI® Sqrver.
See also Annex)B.

5.4 Private Parameters

The Parameters and Actions specified in an FDI® Package can be declared private. Piivate
Parameters and Actions shall not be browsable; they shall only be accessible through
references from other elements of an FDI® Package.

More specifically, the FDI® Server shall support private Parameters and Actions as follows.
e The FDI® Server shall create nodes in the Information Model for the private Parameters and
Actions.

e The FDI® Server shall not include information about private Parameters and Actions in a
response to a Browse, BrowseNext, QueryFirst, or QueryNext service request.

e The FDI® Server shall return the Nodelds of private Parameters and Actions when the name
of a private Parameter or Action is passed to TranslateBrowsePathsToNodelds.

e The FDI® Server shall process a read/write service request for a private Parameter in the
same way as it does for public (browsable) Parameters (see 5.7 and 5.8).
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e The FDI® Server shall execute private Actions in the same way as it does public (browsable)
Actions (see 5.12).

An example of private parameters is parameters that should only be modified through an Action.
These parameters should not be visible to FDI® Clients to prevent direct access. FDI® Clients
invoke Actions to access these private parameters.

5.5 Locking

The FDI® Server provides locking services to grant FDI® Clients exclusive access to Device and
Network elements in the Information Model. The locking services consist of a set of Methods
and i fom: ; i f ifrecH =5,

ollowing behaviour shall be implemented by the FDI® Server to support locks.

bcking applies to both online and offline nodes.

L

Qnce locked by one FDI® Client, any attempt to write to a Parameter or to’eXxecute an Action
by another FDI® Client shall be rejected.
L
P

bcking is not required for read services.

arameters that are locked by one FDI® Client can still be read_by other FDI® Clients] i.e.,
read requests on a Parameter that is locked are not rejected.

Internal use of the locking mechanism for maintaining the Information Model integrity is|FDI®
Server vendor specific.

Figurde 2 illustrates a locking sequence with multiple service invocations during the locked state.

EDIClient EDIServer

| Initlock() |

i i
ro_. . — —\— - - - — T — — — — — —

Process Service Requests o Deviog |
| | Service Request | |
| Optional H Process Service Request |
—_— N = = = = — — —_ — — — —

IEC

Figure 2 — Locking services

A sernvice’request that requires locking shall fail either partially or completely if no lock has peen
acquired by the FDI® Client via InitLock prior to requesting the service. The FDI® Client has to
release the lock via ExitLock after all service requests have been completed.

NOTE A write operation will partially fail, i.e., it will return a status code for each variable in the set of variables to
be written since some can belong to devices that are locked and some to devices that are not locked.

FDI® Servers may queue InitLock requests until a service for which a lock has been created
completes and the lock has been released. However, such an optimization is not part of the
standard behaviour required of an FDI® Server.
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5.6 EditContext
5.6.1 Concept and usage model

The FDI® Server provides the EditContext model to interact with Clients during their editing
task. The concept is closely related to UIDs and fulfills the needs for Server-driven Ul dialogs

based on EDDL rules.

An EditContext can be used to make changes to Variable Values visible to the Server without
applying them to the online or offline representation of a Device. The Server will apply business
logic associated to the edited Variable which — in some cases — causes changes to other

ore—v-artesS -”’G""G -‘ i3 a1 get O re—HD ‘GGvGGG‘G"
invisible). Thus, the Client can use an EditContext to modify (edit) Parameters like enginegring
units| ranges and more, verify any side effects, and re-adjust the settings before applying the
chanpes.

An FDI® Server may implement different EditContext strategies:

e Alsingle EditContext instance for all dialogues of an FDI® Client;
o Multiple EditContext instances;
e Hierarchical EditContext instances.

FD
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Figure 3 — EditContext models

Figure 3 shows two possible Server strategies and how the Client can adapt. In the lower
scenario, the Server provides a single EditContext instance for all dialogs. Here, the Client
groups all dialogs and exposes a single set of buttons to Apply and Cancel, because it always
concerns all edits.
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In the upper scenario, the Server provides multiple EditContext instances, one of them as child
of another one. Each instance can be addressed separately. If the changes in a child instance
are applied, they are transferred to the parent. If the changes in a root instance are applied,
they are transferred to the Device.

The parent-child dependencies are defined in IEC 61804-4 in clause Session management.

5.6.2 Services

A set of Services is provided to the FDI® Client to maintain EditContext instances (see
IEC 62769-5 for a detailed description of these Services):

. etContext — This Service is used to request an EditContext instance. The Client, specifies
certain characteristics for the Server to decide which EditContext instancelAo” return.
epending on its internal strategy, the Server returns the same instance or néw instances.

egisterNodes — The FDI® Client has to register all Nodes of the Information Mode| that
shall be maintained in an EditContext. It is possible to register Nodesof the online apd of
the offline representation of a Device. The result is new Nodelds that/the Client shall use
hen calling Services to read, write, subscribe to Variables or to jp\oKe Actions.

. ply — Transfer the modified (edited) Variable Values to the/parent (either a pprent
ElditContext instance or the Device). If the same Variable fias been edited in the parent
instance, it will be overwritten with a call of the Apply Seryice for the child.

o eset — Clears all modifications. A Reset of already applied modifications is not possiple.

iscard — Deletes an EditContext instance (and its\¢hildren). Edited Values that havge not
ben applied are discarded. Once deleted, all registered Nodelds will be invalid. If |such
odelds are still subscribed, the Client is notified with proper StatusCodes.

2o 0

The Client first calls GetEditContext to acquirezan EditContext instance. It will then registar the
Nodds it wants to be part of it. The registration returns new Nodelds which can then be [used
for rgading, writing or subscribing Variablés and for calling Methods.

The Client can call GetEditContext multiple times, for instance when it opens an additiona)l edit
windpw or for a completely separatée dialog (diagnosis in parallel to configuration). It is up to
the $erver strategy whether .jt'returns a new instance or the same instance. The Clignt is
expefted to adapt its user interface to the EditContext strategy of the Server. See Figure|3 for
how [Clients can position . the Apply and Cancel buttons so that the User clearly undersfands
which changes s/he applies or discards.

5.6.3 Nodelds

RegisterNodé yreturns two Nodelds for each registered Node: a ContextNodeld apd a
DeviceNodeld. The Client uses these Nodelds when calling OPC UA Services to read, |write
and subscribe or call a Method.

Using the ContextNodeld addresses the Value in the EditContext instance. Using the
DeviceNodeld addresses the Value in the Device.

5.6.4 Reading

Reading or subscribing a Variable with the ContextNodeld will return the edited Value from the
EditContext instance. If no edited Value exists, the Value from the parent instance or the Device
(online or offline) will be returned.

The StatusCode indicates whether the Value originates from the Device (StatusCode Good
defined in IEC 62541-4) or from an EditContext instance (StatusCode Good_Edited defined in
IEC 62769-5).
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Reading or subscribing a Variable with the DeviceNodeld will return the Value from the Device
(online or offline).

5.6.5  Writing

Writing to a Variable with the ContextNodeld modifies the Value in the EditContext instance.

Writing to a Variable with the DeviceNodeld modifies the Value in the Device (online or offline).
Any edited Values for this Variable in the addressed EditContext instance or its parents will be
reset.

5.6. Writing dominant and dependent Variables

In some cases, the value of a Variable depends on the value of another Variable. IEC"61804-4
spec|fies how these dependencies are evaluated.

When such Variables are edited, the FDI® Server shall follow the state diagrams specified in
Figune 4 for "Online" and Figure 5 for "Offline". These diagrams specify the states| and
transftions during the editing process of this kind of Variables. Status\(s the StatusCodg that
FDI®|Clients will receive with the Value when monitoring or reading these Variables with the
ContextNodeld. For dependent Variables, any Good or Uncertain‘StatusCode transfers fo an
Uncertain_DominantValueChanged and a Bad to Bad_DominantValueChanged. For domfinant
Varigbles, a Good transfers into Good_DependentValue€hanged, an Uncertain| into
Uncertain_DependentValueChanged and a Bad to Bad_DependentValueChanged.

Initial (empty EditContext) DOM = Dominant Variable

Status: DEP=  Dependent Variable
DOM = <device status>

DEP = <device status>

Edit DEP

Edit DOM

Status:

DEP = Good_Edited

Status DOM = {Good/Uncertain/Bad}_DependentValueChanged
DOM 4 Good_Edited

DEP H{Uncertain/Bad}_DominantValueChanged

DOM is
upddted in
depice
Also
/?\Iso edit DOM DOM cleargd
Apply edit DEP in EditContgxt
Apply
¢ *— 3
Status: Apply Status:
Status: ) DOM = Good_Edited —» DOM = <device status>
DOM = <device status> DEP = Good_Edited DEP =<device status>
DEP =<device status>

IEC
Figure 4 — Online EditContext state diagram for dominant and dependent Variables

If both the dominant and the dependent Variable are to be changed, it is highly recommended
for the online case to make these changes in subsequent editing sessions. Systems may
enforce this.
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Initial (empty EditContext) DOM = Dominant Variable
Status: DEP = Dependent Variable

DOM = <offline device status>
DEP = <offline device status>

Edit DEP
Edit DOM
Status:
DEP = Good_Edited
Status: DOM = {Good/Uncertain/Bad}_DependentValueChanged
DOM = Good_Edited
DEP—=—{bneertain/Baci—Deominantvaiuechansed L \
Also
Also edit DOM
edit DEP
Apply
Apply
Status: ‘ Apply Status:
Statps: ) i DOM = Good_Edited — DOM = <offline device stTus>
DOW! = <offline device status> DEP = Good_Edited DEP = <offline device stafus>
DEF = <offline device status>
IEC
Figure 5 — Offline EditContext state diagram fopr dominant and dependent Variables
5.6.7 Actions (EDD METHODS)
Before invoking Actions, the Client has to register the ActionSet Node of the Device. The N¢deld
of this Node has to be specified when calling InvokeAction.
Calling InvokeAction with the ContextiNodeld of the ActionSet Node associates it with the pfoper
EditGontext instance. The Server.will implicitly create an EditContext instance for the invioked
Action. This is illustrated in Figure 6.
FDI Client (25 Button invokes Action | FDI Server
) | ______ Business Logic
- _r,/—(ﬂ EditContext for UID Processor
\0_ mm
3 Busin_ess
N Parameter 1 | 100.0 °C | el
- @ QO option 1 \L
|_ O optn2 ‘L\ ) _ _ _(3)?erver craesTEEit_Comext
— Wext for Action ABC is used and executes Action
4] Dialog Tor Action ABCT:
IEC

Figure 6 — EditContext for EDD Methods

The EDD METHOD represented by the Action uses builtins to modify Values in the EditContext
or the Device, to synchronize changes with the underlying cache or to discard them.

If the Action execution fails, the EditContext for the Action is discarded.

5.6.8

UIDs

The UID Interpreter in the Client calls GetEditContext before it calls up a top-level UID.
Additional EditContexts for dialogs may be instantiated by the Server and passed to the Client
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inside each UID document. See IEC 62769-2 for the UID Schema and the handling of an

EditContext in the UID Interpreter.

A UID may be displayed in a read-only mode as described in Annex D. When implement

ing a

read-only mode UID, an FDI® Client shall show an indication of the current mode of the UID

View in the UID View frame.

5.6.9 Synchronization

A Lock has to be created before the first Value is written to an EditContext.

Lock|ng is also required when writing directly to the Device.

5.7 | Reading
5.7.1 General

The Read service specified in IEC 62541-4 can be used to read a single value or multiple v
fromJa single device or multiple devices. If a Read service request spedifies multiple value
to belread, the values are read in the order they appear in the service request.

All values that are returned to the FDI® Client as result of a,Read service request shd
unscaled.

A failure encountered while reading a single value shall‘not abort the read process; all v
shall|be read. Each value returned contains a status ‘indicating success or failure. Star
OPC|UA service status information is returned by.the FDI® Server as a result of the sg
calls|as specified in 6.2.

An FDI® Package can define read actions, that are executed by the FDI® Server during
service requests. These actions shall net require user interaction; they are strictly intend
be uged for Business Logic processing.\Any read action that eventually requires user intera
will not perform the built-in but willreturn an error if possible. The following read actions
be d¢fined in an FDI® Package:

e pre-read actions;

e ppst-read actions.

The FDI® Server inviokes pre-read and post-read actions during the processing of read se
¢sts of online\walues only; they are not invoked when reading offline values.

hlues
S are

Il be

hlues
dard
rvice

read
ed to
ction
5 can

rvice

they |are’ strictly intended to be used for Business Logic processing. Any refresh action
eventdgarmy ‘i-“ OS€ “;‘i‘ W O e oM B i- H ot W St —ah—¢e
possible.

The FDI® Server invokes refresh actions during the processing of read service requests of
offline and online values.

The refresh actions mentioned in 5.7.1 are not to be mixed up with refresh relations.

NOTE Refresh actions are defined by means of the EDDL REFRESH_ACTIONS construct inside an

both

EDDL

VARIABLE construct. On the other hand, refresh relations are defined by means of the EDDL REFRESH construct.

The handling of refresh relations is included in the generic event “Process Conditionals/Relations” that appear

in the

sequence diagrams for read, write and subscription services. The explanations that follow the diagrams include
refresh relations in the general term “EDDL relations”. See IEC 61804-3 for more details on both refresh actions and

refresh relations.
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Reading offline variables

The sequence diagram in Figure 7 shows the behaviour of the FDI® Server when an offline
value is read.

|
| Loop for all nodes in the|service request

EDIClient EDIServer EDDL :BusinesslLogic

i Read Parameters |

[ Select Refresh Action()

|

|

! T

Optional Execute Refresh Action() |
|

If a
actio

If the

The
This
Logid

5.7.3

The
timeg
FDI®
cach
exce
Othe

Read

-

|
|
|
|
| |
| |
| |
: > Process Conditionals/Relations :
| |
| |
|
|
|

Figure 7 — Offline variable read

s regardless of MaxAge.

=DI® Server evaluates conditionals -and relations after the refresh actions are exec
provides an opportunity for the resgvaluation of conditional expressions in EDDL Bus
and the processing of EDDL relations.

Reading online variables

FDI® Server can caché the online values read from a device. The FDI® Server maintg
tamp for each online value that indicates when the value was read from the device
Server uses the\MaxAge argument of a Read service request to determine whethg
bd value cambe’returned. If the difference between the timestamp and the current
bds the MaxAge argument, the FDI® Server shall read the value from the de
rwise, theyeached value can be returned.

actions are only executed when the variable is read from the device.

refresh actions fail, the status returned for, that variable shall indicate the read failed.

IEC

ariable has refresh actions associated with it,the' FDI® Server always executes those

uted.
ness

ins a
The
r the
time
vice.

The sequence diagram in Figure 8 shows the behaviour of the FDI® Server when an online
value is read.
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EDIClient EDIServer DevicePkg:BL
| Read Parameters | |
\ > |
u |
|
| | |
Loop for all nodes in the service request ] . |
| Select PreRead Action() |
Optional | Execute PreRead Action() |
| |
: ~ Execute Builtin() P Select Builtin()
| u‘
|
| . \ |
| | Communicate to Device: |
| | |
| 1 |
: > Select PostRead Action() }
Optional | Execute PostRead Action() |
| 1
| Exectte Builin() ) SelectBuitin
| <
| T
| LA
| J |
| | |
| 1 |
: > Select Refresh Action() l
Optional | Execute Refresh Action() |
| >
| 1]
1
| |
| T |
| i |
: > Precess Conditionals/Relations }
| |
| L |
I I
| |

Figure 8 — Online variable read

IEC

If a vpriable has pre-read actionS)associated with it, these actions are executed prior to reading

the vpariable from the device.(Ifja variable has post-read actions associated with it, these ag
are ejxecuted after reading the variable from the device. If the pre-read or post-read action
the status returned for_that variable shall indicate the read failed.

If a

variaple read case (see 5.7.2).

The FDI®Server evaluates conditionals and relations after post-read actions are executed,
provides an opportunity for the re-evaluation of conditional expressions in EDDL Business

and the-processing of EDDI relations

tions
5 fail,

ariable has refrésh actions associated with it, these actions are handled as in the offfline

This
L ogic

5.8  Writing

5.8.1 General

The Write service specified in IEC 62541-4 can be used to write a single value or multiple values
to a single device or multiple devices. If a Write service request specifies multiple values are to
be written, the values are written in the order they appear in the service request.

A failure encountered while writing a single value shall not abort the write process; all values
shall be written. A status is returned indicating success or failure of each value included in the
service request. Standard OPC UA service status information is returned by the FDI® Server as
a result of the service calls as specified in 6.2.
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Unlike the read operation, write failures when multiple variables are specified can leave the
device in an indeterminate state with some variables modified and others left unmodified. It is
up to the FDI® Client to handle partial failures.

FDI® Clients need to lock the device for exclusive access prior to writing. The lock request can
be issued immediately before the write service request or it can be issued independently across
multiple write service requests (see 5.5).

The FDI® Server performs data validation during write service requests of online and offline
values.

An FDI® Package can define write actions that are executed by the FDI® Server during [write
service requests. These actions shall not require user interaction; they are strictly jntendged to
be uged for Business Logic processing. Any write action that eventually requires user’interdction
will not perform the built-in but will return an error if possible. The following write-actions can
be d¢fined in an FDI® Package:

° re-write Actions;

©

. bst-write Actions.

©

The FDI® Server invokes those actions during the processing of write service requests of gnline
valugs only; they are not invoked when writing offline values.

5.8.2 Write offline variables

The gequence diagram in Figure 9 shows the behayiour of the FDI® Server when an offline
valug is written.

EDIClient EDiServer

| InitLock |

L »L

J U

| Write Parameéters |

I U

Loop for all nodes in the se‘fvice request

Evaluate Lock State

Optional Perform Data Validation

Process Conditionals/Relations

-
—

ExitLock

: k

IEC

Figure 9 — Offline variable write immediate

As a starting point for writing a variable, the FDI® Server verifies if the device is locked by the
FDI® Client. If it is not locked, the status returned for that variable shall indicate the write failed.

If the device is locked by the FDI® Client, the FDI® Server performs data validation. The
validation consists basically of range and type check based on EDDL information. If the type
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validation fails, the status returned for that variable shall indicate the write failed. If the range
validation fails, the status returned for that variable shall indicate the write succeeded but the
status information of the variable value in the Information Model shall indicate that it is bad,
out-of-range.

If the validation process succeeds, the FDI® Server writes to the offline value of the variable in
the Information Model.

After writing the variable value, the FDI® Server evaluates conditionals and relations. This
provides an opportunity for the re-evaluation of conditional expressions in EDDL Business Logic

and the processing of EDDL relations.

5.8.3

The
value

is written.

Writing online variables

EDIClient

| InitLock

EDIServer

| Write Parameters

sequence diagram in Figure 10 shows the behaviour of the FDI® Server wheh an o
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Figure 10 — Online variable write immediate

IEC


https://iecnorm.com/api/?name=0dd743eec6f8349994884c960922b984

- 22 - IEC 62769-3:2023 © |EC 2023

When writing an online variable, the FDI® Server verifies if the device is locked by the FDI®
Client and performs data validation as described in 5.8.2.

If the validation process succeeds, the FDI® Server writes the variable to the physical device.

If a variable has pre-write actions associated with it, these actions are executed prior to writing
the variable to the device. If the pre-write actions fail, the status returned for the variable shall
indicate the write failed and write operation terminates without writing to the device.

If a variable has post-write actions associated with it, these actions are executed after writing
the vatiable-to-the-device—f-the pnef write-actions fQ“, the-status—returned-forthe-variable-shall
not indicate the write failed, since the value has already been written to the device. The\status
returped shall be Good PostActionFailed.

The FDI® Server evaluates conditionals and relations after post-write actions are.executed| This
provides an opportunity for the evaluation of conditional expressions in EDDL Business Logic
and the processing of EDDL relations.

5.8.4  Writing to an EditContext

The EditContext is specified in 5.6.

The gequence diagram in Figure 11 shows the general behaviour of an EditContext when Values
are gdited and applied.
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EDIClient EDIServer DevicePkg:BL

| GetEditContext() |

u InitLock u
u Write Parameters ’u

Loop for all nodes in the }ser\//ce request }

Optional 1 I—m Perform Data Validation

s — . — — — — c— _‘_ — — — — — c—— _+_ — — — —

—_
If EditContext to apply is a child instance |
- Transfer Values to parent instanee

Else If Value refers to offline representation of Device |
- transfer data to databasé.

Else — Value refers to online, representation of Device (see 5.8.3) |
- Execute Pre-Write’Action

- Communicate te-Dévice

- Execute Post-Write Action |

I
| | Edited Values that have been successfully
I transferred are cleared from the
EditContext.

ExitLock

U U

Figure 11 — Write with EditContext

When writing Variables to an EditContext, the FDI® Server performs data validation as ip the
normial writes to online or offline data. It also processes Conditionals/Relations. Changgs to
other Variables resulting from this process are also written to the EditContext.

When calling Apply, the modified Variables are transferred to the parent. If the parent ip the
Devi¢e and avariable has pre-write actions associated with it, these actions are executed|prior
to wrjting-the variable to the Device. If the pre-write actions fail, the status returned for Apply
shallfindicate the error.

If the parent is the Device and a variable has post-write actions associated with it, these actions
are executed after writing the variable to the Device. If the post-write actions fail, the status
returned for the variable shall not indicate the write failed, since the value has already been
written to the device. The status returned shall be Good_PostActionFailed.

5.9 Subscription
5.9.1 General

The Subscription service specified in IEC 62541-4 can be used to initiate the monitoring of a
single variable or multiple variables from a single device or multiple devices.

A failure related to a single variable while establishing a subscription to multiple variables shall
not abort the subscription process; all variables shall be monitored. Each variable returned
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contains a status indicating success or failure. Standard OPC UA service status information is
returned by the FDI® Server as a result of the service calls as specified in 6.2.

An FDI® Package can define read actions that are executed by the FDI® Server during the
monitoring process of a subscription. These actions shall not require user interaction; they are
strictly intended to be used for Business Logic processing. Any read action that eventually
requires user interaction will not perform the built-in but will return an error if possible. The
following read actions can be defined in an FDI® Package:

e Pre-read Actions;

e Post-read Actions

The FDI® Server invokes these actions during the monitoring of online variables only; they are
not invoked when monitoring offline variables.

In addition to read actions, an FDI® Package can define refresh actions thatyare executed by
the ADI® Server during the monitoring process. The FDI® Server invokes thes€ refresh adtions
during the monitoring of both offline and online variables. These actions-shall not require{user
interaction; they are strictly intended to be used for Business Logiciprocessing. Any refresh
actiop that eventually requires user interaction will not perform thé)built-in but will return an
error|if possible.

The $ampling interval requested by the FDI® Client and established by the FDI® Server defines
a time interval that is used to periodically check for changes in the variables value or status.
Each| time interval the actions are invoked and the valde and status are compared with the
previpus value and status. A change in the value”ov status will result in the FDI® Sgrver
preparing a notification of the new value and status.

5.9.2 Subscription of offline variables

The $equence diagram in Figure 12 shows the behaviour of the FDI® Server when an offline
valug is being monitored.

EDIClient FDIServer DevicePkg:BL
: Subscribe : :
> [
| |
e
| 1 | -1
I Log¢p for all subscribed|node§ each sampling interval Select Refresh Action() | I
| |
I Optional | Execute Refresh Action() | |
I >l
| l ]
f T
| | I
| | T |
| n | |
I | Check\/alue-and-Status-forch |
| |
| | I
| | |
| > Process Conditionals/Relations | |
| |
I On Change | DataChanged Notification | I
¢ |
i |
I | |
|

IEC

Figure 12 — Offline variable subscription
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If a variable has refresh actions associated with it, the FDI® Server executes those actions each
time interval.

The FDI® Server evaluates conditionals and relations after the refresh actions are executed.

5.9.3 Subscription of online variables

The sequence diagram in Figure 13 shows the behaviour of the FDI® Server when an online
variable is being monitored.

FHtCtrent FBtServer Bevic Bt
\' Subscribe i :
. > |
4 — e —— — et o A — L
| ‘ T | |
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I u |
|
I ‘ .
| J |
| | | |
I | |
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Figure 13 — Online variable subscription
The variable is read from the device each time interval.

If a variable has pre-read actions associated with it, these actions are executed prior to reading
the variable from the device.

If a variable has post-read actions associated with it, these actions are executed after reading
the variable from the device.
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If a variable has refresh actions associated with it, the FDI® Server executes those actions after

the post-read actions.

The FDI® Server evaluates conditionals and relations after any associated actions are executed.

If the actions fail or the device read fails, the status of the variable shall indicate the failure.

5.10 Device topology

5.10.1 General

lodel

The FDI® Server maintains Device Instances in the Information Model. The Information\M
tains

maintained by the FDI® Server reflects the structure of the system; the FDI® Server_main
devide information in the context of the Device Topology.

The Device Topology includes devices, connecting communication networks,cand the elements
to communicate via these networks. The Device Topology is defined in IEC.62769-5; Objects,
Refefences and the AddressSpace organization required to create the praopér Information Model

are defined as part of the Information Model specification.

5.10.2 Connection Points

ollowing non-normative Figure 14 illustrates the topology-within the Information Mod
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Figure 14 — Topology with Network objects (non-normative)

The FDI® Server uses the information in the FDI® Package to create both the type defin

for t
elements. The mapping between the FDI® Package definition and the Information Model

elements is defined in IEC 62769-5.

Network types for the protocols that are supported by Native Communication devices are
provided by the FDI® Server. Network types for non-native protocols are provided through FDI®

Package definitions provided for the communication server.

Device definitions contain one or more Connection Point definitions for a device. Each
Connection Point maintains a reference to a protocol element that specifies the protocol for the
Connection Point. A device can be capable of providing or using multiple protocols; each
protocol provided or supported will have a unique Connection Point. The network objects
contain a reference to a protocol definition element that defines the protocol utilized by the

network object.

tions
Point
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The Device and Connection Point type definitions are used to create Device and Connection
Point instances. The network type definitions are used to create instances of networks in the
system. The network types are specified in the protocol specific annexes in IEC 62769-4, and
are provided by the FDI® Server as an integral component. The FDI® Server, or FDI® Clients
interacting with the FDI® Server to create the topology, locates devices, communication devices,
connection points, and networks using standard OPC UA entry points for browsing:

e DeviceSet — references Device Instances in the FDI® Server;
e CommunicationSet — references instances of communication devices in the FDI® Server;

e NetworkSet — references instances of networks in the FDI® Server.

references between instances of a device, an associated Connection Point, and a network
element (see Figure 14). The FDI® Server validates that the protocol associated with the
Conrlection Point and the protocol associated with the network are of the same-protocol fype.
If a device defines multiple Connection Points, the FDI® Server will use the Connection Pafint of
the device that matches the network protocol.

The EDI® Server, or FDI® Clients interacting with the FDI® Server to create the topology, crIates

Eachl network object shall be associated with at least one Communication Device.| The
assogiation between the communication device and the network element shall be done bgfore
devides can be associated with the network element. Once~a“~Communication Devige is
assogiated with a network element, Business Logic in the Communication Device will be jused
for ngtwork management.

The mpetwork element definition specifies the number of-Connection Points that can be added to
the network.

The feferences established between devices, Connection Points, and networks do not affect
the reference established for the standard brewse entry points. Devices remain referenced by
Devig¢eSet regardless of whether the device has a reference to a Connection Point or|to a
netwoprk.

5.10.3 Topology management
5.10.3.1 General

FDI®|Server vendors have two options to provide trusted FDI® Clients with the ability to majhage
the topology:

a) they may provide-vendor specific functionality;

b) they may implement the OPC UA NodeManagement Service Set.
If th¢ FDI® Server vendor chooses the second option, i.e., implementing the OPQ UA

NodgManagement Service Set, the topology management shall be implemented as specified in
5.10 .

In order to prevent simultaneous access from different agents that are trying to modify the
topology, the elements involved in the topology modification are locked. The scope of the lock
for Modular Devices and networks is specified in IEC 62769-5.

The FDI® Package for the Communication Device includes definitions that are used by the FDI®
Server to manage and validate the topology, including the optional action ValidateNetwork
(see IEC 62769-7). Those definitions are used by the FDI® Server during topology
management.

5.10.3.2 Add Device to Network

The sequence diagram in Figure 15 shows the behaviour of the FDI® Server when a device is
added to a network.
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Figure 45 — Add Device to topology

The AddReferences service specified in IEC 62541-4 is used to add devices to the topdlogy.
The AddReferences service.dan be used to establish a single or multiple references. |If an
AddReferences service request specifies multiple references are to be added, the refergnces
are gdded in the ordepthey appear in the service request.

A failure encountered while adding a single reference shall not abort the entire procesp; all
references shall-be processed. A status is returned indicating success or failure for [each
reference in¢luded in the service request. Standard OPC UA service status informatipn is
returhed by-the FDI® Server as a result of the service calls as specified in 6.2.

Wher-adding-a—reference—the-associationof-a—device s—ConnrectenPeinrt-with-a—retwork'shall
be validated by the FDI® Server; this applies to both FDI® Server vendor specific topology
management as well as the OPC UA AddNode method.

The FDI® Server performs an initial validation of the connectivity, which includes for instance
verifying that the protocol specified by the Connection Point and the network are the same and
the number of connections supported by the network have not been exceeded. That validation
is based on information provided with the FDI® Communication Package of the involved
elements. If the initial validation succeeds, the ValidateNetwork Action provided by the
Communication Device is invoked by the FDI® Server. See IEC 62769-7 for more details.

In a first pass, all requested references are added regardless of the validation process
succeeding or failing. After adding all references, a second validation pass is done. If the
validation process fails for any reference, that reference shall not be added and the status
returned for that reference shall indicate the reference failed to be added.
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Because of this two-step validation process performed by the FDI® Server, the result of adding
multiple references at a time can be different from the result of adding one reference at a time.

5.10.3.3 Remove Device from Network

The sequence diagram in Figure 16 shows the behaviour of the FDI® Server when a device is
removed from a network.

: ExitLock()

EDIClient EDIServer CommbDevicePkg:BL
I InitLock() I [
| | |
}
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EnterEditMode() _ Create Working Copy: }
| I
T T
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T |
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Figure 16 — Remove Device from topology

The PeleteReferences service specified in IEC 62541-4 is used to remove devices from the
topolpgy.-The DeleteReferences service can be used to remove a single reference or myltiple

references? If a DeleteReferences service request specifies multiple references are fo be
remolved, the references are removed in the order they appear in the service request. |

A failure encountered while removing a single reference shall not abort the entire process; all
references shall be processed. A status is returned indicating success or failure for each
reference included in the service request. Standard OPC UA service status information is
returned by the FDI® Server as a result of the service calls as specified in 6.2.

The removal of a device from a network requires the FDI® Server to validate the network. The
FDI® Server invokes the ValidateNetwork Action provided by the Communication Device after
removal of the device from the network.

In a first pass, all requested references are removed regardless of the validation process
succeeding or failing. After removing all references, a second validation pass is done. If the
validation process fails for any reference, that reference shall not be removed and the status
returned for that reference shall indicate the reference failed to be removed.
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Because of this two-step validation process performed by the FDI® Server, the result of adding
multiple references at a time can be different from the result of adding one reference at a time.

5.10.4 Topology scanning

The sequence diagram in Figure 17 shows the behaviour of the FDI® Server when the topology
is scanned.

FDIClient FDIServer DevicePkg:BL (Interface)

| Invoke Method (scan) :

Execute SCAN Action()

|
|
|
|
> Select SCAN Action() |
|
|

r Perform Access Calls as negged

: > Select Builtin()

Execute Builtin (send_command/send.value)

| .
| > Create SCANLIST()
| L |

> Get SCANLISTwariable()

|
|
|
|
|
Generate scan list XML() |
|
|
|
|
|

Invoke Method (scan)

IEC
Figure 17 — Scan topology

Scanping of a network for connected devices is provided via the Scan Service associated with
Communication Dgvices. This service is described in IEC 62769-7.

For rjodes representing Native Communication devices, the FDI® Server provides the sgrvice
implgmentation.

For Gomimunication Devices that are not native to the FDI® Server, the FDI® Server invokes the
SCAN Action provided by the Communication Device (see IEC 62769-7). The SCAN action
invokes built-ins provided by the FDI® Server to send commands to the Communication Device.
The SCAN action processes the responses to the commands to create a scan list.

The scan list created by the SCAN Action is stored in a DDLIST variable referenced through
the SCAN_LIST variable. The DDLIST contains the definition for the devices detected by the
communication device.

The Information Model specified in IEC 62769-5 provides protocol independent definitions for
devices. The protocol independent device definitions contain references to nodes containing
protocol specific identification for a device.

The DDLIST variable resulting from the scan is composed of variable definitions. The DDLIST
will contain variables whose name matches the properties and attributes defined in IEC 62769-5
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for the protocol independent device definition. These protocol independent definitions allow the
FDI® Server to formulate protocol independent information to an FDI® Client about the devices
in the network.

The SCAN Action may not fully identify a device; variables providing protocol independent
information may be missing from the DDLIST. The FDI® Server through vendor specific
functions performs additional parameter read and write actions to the device to complete the
identification. This functionality is both FDI® Server vendor specific as well as protocol specific
and is not standardized.

The DDLIST also contains network addressing information for the devices identified in the
netwprk. The network addressing will be protocol specific but match the protocol specific
Conrlection Point properties and attributes specified in IEC 62769-5.

The PDLIST may also contain additional variables that are protocol specific?) Fhe pratocol
specffic variables are standardized by the foundations defining the network) protocol| see
protgcol specific annexes in IEC 62769-4.

The EDI® Server is responsible for the creation of the XML data set retdrned by the Scan Selrvice
using the information provided by the DDLIST variable.

5.10/5 Use of SCAN function

The $CAN function can be used by the FDI® Server as part-of topology management. The|FDI®
Server vendor specific functions for topology management may perform network SCANS to
define the Device Instances to create and to initializ&th'e Information Model topology.

The $CAN function is provided by communication devices; a device definition does not have to
exist|in the Information Model for the SCAN.function to succeed. The information provided by
the $CAN function may be used by FDI® Server vendor specific functionality to create the
Devi¢ge Topology. FDI® Server vendor specific functionality is responsible for matching the
devides identified by the SCAN functien*to device types in the Information Model.

The FDI® Server, through vendor:specific implementation, uses the SCAN function as part of
commissioning a network. The FDI® Server vendor specific implementation allows the [FDI®
Server to match and validate’the offline created topology against the physical network|(see
5.10.6).

The lise of the SCAN.function for topology creation and topology validation is not standarglized

lodel
e for

The FDI® Server can rely on standard functions such as SCAN to identify the devices physically
connected and determine whether there is a match with the offline defined topology. The FDI®
Server may also use protocol specific commands to identify devices.

The FDI® Server shall validate that the physical device is of the same type as the Device
Instance in the Information Model. FDI® Server vendor specific implementations can allow
connectivity to devices of different revisions or require an exact match. FDI® Server vendor
specific functionality provides the device matching.
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5.11 User Interface Elements
5.11.1 User Interface Descriptions

User Interface Descriptions (UIDs) are descriptive user interfaces that are rendered by an FDI®
Client. They appear in the Information Model as UlDescriptionType nodes (see
IEC 62769-5).

FDI® Clients retrieve UIDs by reading the Value attribute of a UlDescriptionType node in the
Information Model. The Value attribute of a UlDescriptionType node contains the UID in the
form of an XML string (see IEC 62769-2).

Any yalues that the FDI® Server provides to the FDI® Client through the UID shall be unsdaled,
inclugling, for instance, current variable values, ranges and initial values.

FDI®|Servers shall evaluate any conditional behaviour present in a UID befofé)providing it to
the ADI® Client. The FDI® Client shall simply render the UID provided by the-FDI® Server.

This [example assumes the UID is based on EDDL. If the PATH attfibute of an IMAGE is
cond|tional (i.e., dependent on the value of a parameter in the device), the FDI® Server|shall
evalyate the conditional to determine which image is to be. used and then provide the
appropriate BrowseName to the FDI® Client via the XML string/ The FDI® Client will simply
rende¢r the appropriate image. All other EDDL conditionals shallbe evaluated by the FDI® Server
in a gimilar fashion.

An FPI® Package can define actions that are associated with UIDs. The following actiong can
be defined in an FDI® Package:
e[ Pre-edit Actions;

¢ Post-edit Actions;

o[ Init Actions;

o[ Refresh Actions;

o[ Exit Actions.

Thosk actions are executed by the FDI® Server, but their execution is driven by the FDI® Cllient.

In order to allow the'EDI® Client to drive the execution of actions, the FDI® Server crg¢ates
Actions Proxies (see-5.12.3) and makes the Action Proxies names available to the FDI® (lient
by mieans of thetbhistOfActions element type defined in the XML schema (IEC 62769-2)| The
FDI®[Server thi's maintains the Actions Proxies names in the XML string of the UID.

As thle FDI® Client retrieves UIDs, it retrieves the Actions Proxies names associated to the1m as
well.

Even though a single EDD Actions definition can specify more than one EDD Method, the FDI®
Server does not provide individual references to each EDD Method that is specified, but it
provides a single Actions Proxy name to refer to all EDD Methods specified in the EDD Actions
clause. As a consequence, the list of actions specified in the XML schema will always have a
single entry.

As the FDI® Client processes a UID, it can start the execution of actions by calling the
InvokeAction service and passing the corresponding Actions Proxy name as argument (see
5.12.3).
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5.11.2 User Interface Plug-ins

User Interface Plug-ins (UIPs) are programmatic user interfaces that are executed by an FDI®
Client. They appear in the Information Model as UIPluginType nodes (see IEC 62769-5).

FDI® Clients retrieve UIPs by reading the Value attribute of a UIPluginType node in the
Information Model. The Value attribute of a UIPluginType node is a byte array containing a
binary executable component (see IEC 62769-5).

FDI® Packages can provide multiple variants of the same UIP (see IEC 62769-4). FDI® Clients
browse through the available UIP Variants and select the variant that is most appropriate.

Unlike UIDs, UIPs are not processed by an FDI® Server in any way; they are imported.from the
FDI®|Package and simply provided to the FDI® Client upon request.

FDI®|Device Packages can reference a UIP in a separate FDI® UIP Package (see’IEC 62769-4).
FDI®|Servers shall resolve these references. Any references that cannot befesolved shall fesult
in a Bad_NodeldUnknown status code when the UIP is read by an FDI® Client.

5.12| Actions
5.121 FDI® Server — FDI® Client interaction

FDI®|Clients invoke Actions by calling the InvokeAction method (see IEC 62769-5).

When an Action is invoked, the FDI® Server creates/avstate machine that is maintained while
the Action is executing. The state may change inxresponse to the built-in functions that are
invoKed by the Action, as well as in response to“interactions with the FDI® Client.

The FDI® Server then creates a transient, non-browsable Variable in the Information ModEgl for
the el)xchange of information between the ,FDI® Server and the FDI® Client, henceforth referred
to as|the exchange variable. The Nodeld of the exchange variable is returned to the FDI® (lient
as an output argument of the InvokéAction method (see IEC 62769-5).

Oncd the state machine has/been created, the exchange variables have been created, and the
Action has started to execute, the InvokeAction method terminates, i.e., it does not remain
active during the execution of the Action.

The FDI® Server sends user interface requests to the FDI® Client via the exchange variable,
and the FDI® Client sends user interface responses to the FDI® Server via the exchange
variaple. The~value of the exchange variable is an XML string (see IEC 62769-2). It contains
the current _state of the Action, as well as a user interface request or response.

The gubscription service specified in IEC 62541-4 is used to allow the FDI® Server to send|luser
interface requesis to the FDI® Client via the exchange variable. The FDI® Client subscribes to
the exchange variable to receive user interface requests from the FDI® Server. If a request is
transitional, the FDI® Client can miss the request. The request will be held in the exchange
variable until the FDI® Client creates a subscription. Once the subscription is established, the
FDI® Server will respond with the current state and the pending request.

NOTE 1 TimeDelay with a short duration is an example of a transitional request.

The FDI® Server can implement a server-defined time-out for user interface requests. Failure
of the FDI® Client to respond to a user interface request before the time-out expires can cause
the FDI® Server to abort the Action.

NOTE 2 The time-out is expected to be on the order of 20 min to 30 min similar to a session time-out of a web page.
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The FDI® Server retains the current state and the last request in the exchange variable even
after the Action completes. The exchange variable retains its value until the FDI® Client
terminates the subscription.

An Action can be aborted by the FDI® Client or by the Action itself.

The sequence diagram shown in Figure 18 shows the client/server interaction of an Action.
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5.12.2 Action state machine
5.12.2.1 States

The Action state machine is shown in Figure 19.

TimeDelay WaitingForFeedback

TimeDelayA

(WaitingForFeedbackA

Completed

Aborted

IEC
Figure 19 — Action state machine
The s$tates of the“Action state machine are specified in Table 1.
Table 1 — Action states
State Description
Created The initial state when the state machine instance is created by the FDI® Server.
Running The normal execution state.
TimeDelay The state where the normal execution is suspended a certain amount of time.
WaitingForFeedback The state where the normal execution is suspended because a user interaction is
needed.
Aborting The state where the normal execution has been aborted and abort processing is
carried out.
TimeDelayA The state where the abort processing is suspended a certain amount of time.
WaitingForFeedbackA The state where the abort processing is suspended because a user interaction is
needed.
Completed The state where the normal execution is completed.
Aborted The state where the abort processing is completed.
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5.12.2.2

37—

State transitions

The state transitions of the Action state machine are defined in Table 2.

Table 2 — Action state transitions

Source state Event Destination state
Start State FDI® Server created a state machine for the Created
Action.
Created Execution of the Action has started. Running
Runfing EXecution of the Action has completed. Completed
Running Built-in function has been encountered that TimeDelay
requires a time delay.
Running Built-in function has been encountered that WaitingForFeedback
requires user feedback.
Runnjing Abnormal termination of the Action has been | Aborting
initiated by either the FDI® Server or the
FDI® Client.
TimgDelay FDI® Server has decided to send time delay TimeDelay
remaining to FDI® Client.
TimgDelay FDI® Server has calculated a new time delay-| TimeDelay
to be sent to FDI® Client.
TimgDelay Abnormal termination of the Action,has)been | Aborting
initiated by the FDI® Client.
TimgDelay Delay time has expired. Running

Wait|ngForFeedback

FDI® Server has decided to.send an updated
feedback request to the FDI® Client.

WaitingForFeedback

Wait|ngForFeedback FDI® Server has recégivéd feedback from Running
FDI® Client.

Wait|ngForFeedback Abnormal termination of the Action has been | Aborting
initiated by either the FDI® Server or the
FDI® Client)

Wait|ngForFeedback FDI®Server timeout period has expired with Aborting
novresponse from FDI® Client.

Aborting Built-in function has been encountered that TimeDelayA
requires a time delay.

Aborfing Built-in function has been encountered that WaitingForFeedbackA
requires user feedback.

Aborting Execution of the Action has completed. Aborted

TimgDelayA Delay time has expired. Aborting

Wait|ngForFeedbackA

FDI® Server has decided to send an updated
feedback request to the FDI® Client.

WaitingForFeedbackA

machine for the Action.

WaitimgForFeedbackA FBt*-ServertrasTeceivedfeedbackfrom Abortitg
FDI® Client.

Aborted FDI® Server has destroyed the state Finish State
machine for the Action.

Completed FDI® Server has destroyed the state Finish State

5.12.3 Actions Proxies

EDD Actions specify EDD Methods that shall be executed at specific moments during the
processing of variable values or during user interaction. In many cases, the FDI® Server
implicitly executes the EDD Actions, but in some specific cases, as specified in 5.12.4, the

execution of EDD Actions is driven by the FDI® Client.
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In order to allow the FDI® Client to drive the execution of EDD Actions, the FDI® Server creates
Actions Proxies. An Actions Proxy is an internal entity created by the FDI® Server to encapsulate
the EDD Methods specified in the EDD Action definition. An Actions Proxy thus corresponds to
a single "*_ACTIONS" clause in EDDL and therefore to the entire set of EDD Methods specified
in it.

The FDI® Server assigns a name to the Actions Proxy. The Actions Proxy name is an
unambiguous identifier, i.e., it uniquely identifies the Actions Proxy in the scope of a single
device instance.

The EDI® Server makes the Actions Proxy name available to the FDI® Client via the XML
descfiptions associated to UID nodes (see 5.11.1). The FDI® Client can thus drive the exedution
of an|Actions Proxy when necessary by calling the InvokeAction method and passing the Agtions
Proxy name as argument.

NOTE| The second argument of the InvokeAction method ("MethodArguments") is empty, sinee EDD Actiong have
no arguments.

When processing an InvokeAction call with an Actions Proxy name @s)argument, the [FDI®
Server executes the entire set of EDD Methods associated to that Actions Proxy. As spetified
in IEC 61804-3, the FDI® Server executes those EDD Methods in the‘order they appear ip the
EDD|Action definition, and if an EDD Method exits for an unplanned reason, the following|EDD
Methpds are not executed.

Takinjg as reference the state transitions defined in Table 2] it means that:

o the state machine transitions from the state "Created" to the state "Running" when the
ekecution of the first EDD Method in the Actions Proxy definition starts;

e irl the meantime between the execution of two EDD Methods, the state machine remains in
the state "Running";

o the state machine only transitions from the state "Running" to the state "Completed" when
the execution of the last EDD Methoed in the Actions Proxy definition completes, or if any
EDD Method exits for an unplanfed reason.

All ofher state transitions remaifuthe same.

5.124 INTERACTIVE_TRANSFER_TO_DEVICE Action

The FDI® Server exposes the INTERACTIVE_TRANSFER_TO _DEVICE_ACTION to implement
the interactive transfer to device. For this action, the FDI® Server creates an Action Proxy as
specified in 5.12.3:

The FDI®Server shall assign the name "INTERACTIVE_TRANSFER_TO_DEVICE_ACTION" to
the Actions Proxy. The FDI® Client can start the interactive download to device calling the
InvoKeAction service with the predefined Actions Proxy name as argument. As specified in
IEC 61804-3, the FDI® Server executes the INIT_ACTION on the
interactive_download_to_device _root_menu, the download itself and the EXIT_ACTION. If an
action exits for an unplanned reason, the following steps are not executed. Taking as reference
the state transitions defined in Table 2, it means that:

o the state machine transitions from the state "Created" to the state "Running" when the
execution of the INIT_ACTION starts;

e in the meantime between the execution of the INIT_ACTION, the download itself and the
EXIT_ACTION, the state machine remains in the state "Running";

o the state machine only transitions from the state "Running" to the state "Completed" when
the execution of the EXIT_ACTION completes.

All other state transitions remain the same.
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5.12.5 Actions, EDD Actions and Actions Proxies

Actions are a provision of the FDI® Server to allow FDI® Clients to execute both EDD Methods
in general and EDD Actions in particular. EDD Methods in general, with the exception of abort
and action methods, are exposed in the Information Model as nodes under the ActionSet Object
of the corresponding device or block node (see IEC 62769-5). EDD Actions on the other hand
are not exposed in the Information Model. EDD Actions are made available to the FDI® Client
by putting the names of their corresponding Actions Proxies in the ListOfActions element in the
XML description of the UID nodes (see 5.11.1).

The EDD Action types and the EDD constructs that use them are shown in Table 3 (see
IEC ¢1t864=37):

Table 3 — EDD Action types and the EDD constructs that use them

EDDO Action type EDD construct uip
VARIABLE MENU EDIT_DISPLAY WAVEFORM SOURCE

Pre-fead Actions | |

Posttread Actions | |

Pre-yrite Actions | |

Posttwrite Actions | |

Pre-g¢dit Actions E =
Posttedit Actions E H
Init Actions E E E =
Exit Actions E E E =
Refrésh Actions E E E H

As Thble 3 indicates, in some cases the FDI® Server implicitly executes the EDD Actions (I),
whilg in other cases the execution.of EDD Actions is driven by the FDI® Client, i.e., the|FDI®
Client needs to explicitly start the execution of the EDD Actions in the FDI® Server (E).

The [DI® Server implicitly executes the following types of EDD Actions:

e Pre-read, post-read; pre-write and post-write actions, both for variables and menus;
¢ Refresh actions for variables.
Thosg types ofvactions shall not require user interaction; they are strictly intended to be jused

for Business:Logic processing. Any action of one of those types that eventually requires|user
interaction will not perform the built-in but will return an error if possible.

The FDt®Serverimpticitty trandtes pre-read, postreadand Tefrestractions for variabteswhen
the FDI® Client reads online variables (see 5.7.3). Similarly, the FDI® Server implicitly handles
pre-write and post-write actions for variables when the FDI® Client writes online variables, either
in an immediate fashion (see 5.8.3) or in edit mode (see 5.8.4).

The pre-read, post-read, pre-write and post-write actions for menus are only used by the upload
and download menus (see IEC 61804-4 and IEC 62769-2). The FDI® Server implicitly handles
pre-write and post-write actions for menus when the FDI® Client transfers data to the device
(5.2.2). Similarly, the FDI® Server implicitly handles pre-read and post-read actions for menus
when the FDI® Client transfers data from the device (5.2.3).

The FDI® Client explicitly starts the execution of the following types of EDD Actions:

o Pre-edit and post-edit actions for variables, menus, edit-displays and UIDs;
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e Init, exit and refresh actions for menus, waveforms, sources and UlIDs.

When those actions contain user interactions (see IEC 61804-4), they will require interaction
between the FDI® Server and the FDI® Client. This is achieved by using Actions, as specified
in 5.12.1. The FDI® Client explicitly starts the execution of those types of actions in the FDI®
Server by calling the InvokeAction method and passing the name of the corresponding Actions
Proxy as argument.

6 OPC UA services

6.1 —OPE€UYAprofites

The $et of services specified for OPC UA are grouped into standardized profiles as~defined in
IEC 6$2541-7. FDI® Servers shall conform to the FDI® Server Profile, which is spegified as

=

. cluding OPC UA "Standard Server";

cluding OPC UA "DataAccess Server Facet";
cluding OPC UA "Node Management Server Facet";
cluding OPC UA "Method Server Facet";

cluding OPC UA "Event Subscription Server Facet";
e irlcluding OPC UA "Auditing Server Facet";

cluding FDI® "FDI® Information Model".

=

[ ] [ ]
= =

L]
=

=

6.2 Service error information
6.2.1 Overview

FDI®|Servers provide service operations that'are invoked through OPC UA services. Starndard
OPC|UA service status information is returned by the FDI® Server as a result of the service
calls

The PPC UA specification defines. all services as having a standard response that includes a
respgonse header containings;general and service specific response codes accordirlg to
IEC $2541-4. The response ‘code structure contains diagnostic information that returns both an
error|code as well as localized text for the error. FDI® Servers shall fill in the diagnostic re¢ords
inclugling localized text-for the reported errors.

The OPC UA diagnostic record allows Servers to include "inner" status information. [FDI®
Servers will provide technology binding specific errors in the "inner" status record.

6.2.2 OPC UA services and their response

When-the-FDI® Clig j jceoreguest Message o-the-FDI® Server—ifthe-servce is
supported and executed, the FDI® Server generates a success/failure code that it includes in a
positive response Message along with any data that is to be returned. Each Service request
has a RequestHeader and each Service response has a ResponseHeader.

The ResponseHeader is a structure that has data members used to convey EDDL diagnostics
information, the serviceResult and the diagnosticinfo.

The serviceResult is the standard, OPC UA-defined result of the Service invocation. The
serviceResult type is StatusCode, which defines a standard numerical value that is used to
report the outcome of an operation performed by an FDI® Server. This code can have associated
diagnostic information that describes the status in more detail.


https://iecnorm.com/api/?name=0dd743eec6f8349994884c960922b984

IEC 62769-3:2023 © |IEC 2023 -41 -

The diagnosticinfo is a structure that is intended to return vendor-specific diagnostic
information.

6.2.3 Mappings of EDDL response codes to OPC UA service response

When FDI® Clients use OPC UA services to read and write the Attributes of Parameters, they
receive back as part of the FDI® Server response a ResponseHeader with success/failure code
and diagnostics information.

The FDI® Server uses the serviceResult and the diagnosticinfo data members of the
ResponseHeader to return error and diagnostics information related to failure of execution of
EDDL variable actions, including PRE_READ, POST_READ, PRE_WRITE and POST_WRITE
actiops.

The ptatusCode returned in the serviceResult data member of the ResponseHeader is| also
used|to handle the EDDL VALIDITY attribute. Any attempt to access an invalid. variable will be
repoited to the FDI® Client as the result of a service call. The service returns a"Bad Failufe" in
the $everity bit of the StatusCode. In addition, the diagnosticinfo .data member of the
ResponseHeader can be used to provide detailed diagnostics on the,failure. The FDI® Sgerver
shalllalso deal with the fact that VALIDITY can be the result of the ®valuation of a condifional
exprgssion. In that case, FDI® Clients rely on the FDI® Server notification capabilities wheh the
modegl dynamically changes due to a conditional evaluation.

The serviceResult and the diagnosticinfo data members afythe ResponseHeader are usgd to
returp error and diagnostics information related to EDDL response codes. EDDL response
codep specify values that a device can return as the result of an operation. Each EDDL varijable,
recond or value array can define its own associated set of response codes.

The gerviceResult is used to return a status that.corresponds to the EDDL response code TYPE
attribute. The Severity bits of the StatusCode are set based on the response code TYPE
accofding to Table 4.

Table 4 — OPC UA severity bits and EDDL response codes TYPE

OP|C UA Severity EDDL Response Codes Type
Good Success SUCCESS
Uncgrtain Warning MISCL WARNING, DATA_ENTRY_WARNING
Bad Failure DATA_ENTRY_ERROR, MODE_ERROR, PROCESS_ERROR, MISC_ERROR

The |symbolicldindex, localizedTextindex and the additionalinfo data members off the
diagnosticlnfo are used to return the response code and the text description gotten from BEDDL
respgnse, codes definitions. It is the FDI® Server’'s responsibility to translate the infeger

respopse caoda inta e ~rarrnconanAdina tavt Anceorintian AanAd fill in thn Aia~anActinlnfA
ponse-codeinto-ilscorresponding-text-deseriphon-and-filbinthe-diagnostcinfo-

The symbolicldindex data member is used to return the numeric response code from the EDDL
RESPONSE_CODE. The numeric code shall be converted into a string in the stringTable. The
symbolicldindex contains the index into the stringTable.

The localizedTextIndex data member is used to return the DESCRIPTION attribute from the
EDDL RESPONSE_CODE. The DESCRIPTION string is conveyed to the FDI® Client in the
stringTable data member of the ResponseHeader parameter. The localizedTextIndex contains
the index into the stringTable.

The additionallnfo data member is used to return the HELP attribute from the EDDL
RESPONSE_CODE.
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In addition to the response codes described via EDDL, standard response codes defined by the
underlying communication protocols may also be returned.

6.3 Parameter value update during write service request

The FDI® Server maintains an Information Model that contains Online variables that cache the
value of the device variables. The specified behaviour for OPC UA is for the Server to only store
in the Online Variables those values that the Server has read from the device.

The FDI® Server is not allowed, according to OPC UA specified behaviour, to write a value both
to the device and to the Online variable.

6.4 Localization

The |nformation Model defined for FDI®, IEC 62769-5, is based on OPC UA~The OPC UA
specification defines descriptive attributes and properties of elements to be_localized strings.
The FDI® Server provides localized information for the OPC UA specified-localized attributes
and properties in the Device Type and Device Instance nodes.

The FDI® Server uses information provided by the descriptive compdnent in the FDI® Padkage
for a device type to create localized strings. FDI® Packages. support the specification of
locallzed strings for descriptive information. If the device vendoer\provides such information, the
FDI®|Server uses the appropriate localized string as the value’for device type attributeg and
propg¢rties when responding to an FDI® Client.

If the] descriptive element in the FDI® Package does not/provide localized information, either no
infor:l:wation or no information for the requested locale, the FDI® Server will return the Er{glish
defallt string.

Multiple clients connecting at the same time-can eventually request the FDI® Server to return
locallzed attributes and properties in different languages. The FDI® Server shall support myltiple
langyages simultaneously when the clients requesting different languages connect to different
Devi¢e Type or Device Instance nodes.

When clients requesting different' languages connect at the same time to the same Device [Type
or Dgvice Instance node, the-support to multiple languages is optional. If the FDI® Server|does
not support multiple languages in that situation, then it shall implement a "first wins" soldtion,
i.e., it will use the language requested by the first client that connected to the Device Type or
Devi¢e Instance nade“when returning localized attributes and properties to all subsequent
clients.

6.5 | Audit.events

FDI®|Servers shall provide support for vendor specific audit trail functionality. The suppart for
auditing'in the FDI® Server is specified in IEC 62769-5

7 Communication

71 Notation

Clause 7 describing communication contains diagrams showing the Information Model,
IEC 62769-5. The notation used in these figures uses the standards defined by OPC UA. These
standards are summarized in IEC 62769-5.
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7.2 General
7.21 Concepts

The FDI® Server is responsible for managing communications. The FDI® Server can support
three types of communication infrastructure components:

e System communication hardware (see Figure 1);
e FDI® Communication Server;

e Communication gateways (Nested Communication).

Server interacts with the driver of the system communication hardware through proprigtary
interflaces to process fieldbus communication. System specific communication managem
not in the FDI® specification scope.

The }DI® Server can support system specific communication hardware (see Figure 1). The‘FDI®

nt is

Figune 20 shows a possible architecture example of system communicatiomyintegration.

A)
System Communication FDI Server 61/
Pnd
Information Model
Communication Services , | . | , NetworkType:
o * *« Network_B
Hardware Dylver (;' —& -
. tonpectlonPomtType: DeviceType:
. TPB1 ... ,‘,) FI B101
PHY -
v CohpectionPointType: DeviceType:
Network B CP_B2 | FIB102

FIB101

Commtnication
Relation

IEC
Figure 20 — System communication integration example

The FDI® Server:can implement access to physical networks through FDI® Communication
Servers (seelFigure 1) (IEC 62769-7). The FDI® Communication Server implements the adcess
to the physSical network. The interface between the FDI® Server and the FDI® Communidation
Serverjs‘based on OPC UA. The FDI® Communication Server implements the OPC UA Sgrver
functjonThe FDI® Server implements the OPC UA Client function. The FDI® Communidation
Server implemented Information Model enables the access to the communication services.

An FDI® Communication Server integration example is shown in Figure 21.
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In tems of the Information Model structure, the system communication hardware and the

Communication Server represent root communication devices.

FDI®|supports Nested Commuiigation. The term "Nested Communication" stands for the g
of a gystem to process communication across protocol boundaries in heterogeneous netw
nsertion of additional-communication gateway devices into the topology as shoy
Figune 22 enables the~handling of heterogeneous networks. These communication gat
devides implement thebridging functionally between different networks (gateway firmware)
gateway firmware implemented bridging functionality is also implemented in the Business
provided with the FDI® Package describing the communication gateway. The FDI® S

The

Figure 21 — FDI® Communication Server integration example

IEC

FDI®
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interacts only with this Business Logic of the communication gateway to process the Ng¢sted

Communication function.

A commuinication gateway integration example is shown in Figure 22
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Figure 22 — Gateway integration example
7.2.2 Ferms

The following contains a list of terms used in 7.3:

e A Connection Point is an instance of a ConnectionPointType (IEC 62769-5).

e A Device is an instance of a DeviceType.
e A Connection Point associated to a Device is called Device Connection Point.

e A Connection Point associated to a Communication Device is called Communication Device

Connection Point.

e A Network is an instance of NetworkType (IEC 62769-5).
e FDI® Communication Server (IEC 62769-7).
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7.3 Communication Service processing
7.3.1 Communication Service invocation

IEC 62769-7 specifies that both Gateways and FDI® Communication Servers implement the
communication services. Those services are specified in IEC 62769-7.

In order to allow the flexibility that is necessary to represent a variety of different scenarios
involving communication between the communication server and the physical devices,
IEC 62769-7 specifies that some communication services are provided through a
communication service provider. While the communication service provider allows multitasking
execption in the server. The details about communication service praoyjders
(SeryerCommunicationServiceType and GatewayCommunicationServiceType) are specified in
IEC 62769-7. The requirements for parallel execution in the service are described through the
rules|stated in Clause 8.

6 arab ofa—€o gHer—aev - erd parallel

The difference between a Gateway and an FDI® Communication Server is‘about how or where
thesg services shall be invoked:

a) Iffthe communication device is an FDI® Communication Server; the FDI® Server invokes a
cpmmunication service directly at the FDI® Communication Sgrver using an OPC UA Mgthod
brvice Call specified in IEC 62541-4. This call will end up ifvactual fieldbus communication.

2]

b) If] the communication device is part of a Gateway, the FDI® Server invokeg the
cpmmunication service in terms of invoking an Action implemented by the Business Logic
of the specific Gateway. The behaviour (reaction)' of the Gateway Business Logic is
described in IEC 62769-7.

7.3.20 Analyze communication path

The |nformation Model defined in IEC 62769~5 supports a hierarchical topology. As shown in
Figune 22, the topology reflects the physical network topology. The communication |path
analysis function allows the FDI® Server'to determine how communication messages negd to
be propagated from the Device that-triggered a communication request to the Communication
Devige implementing the network access (root communication device) and Wwhich
communication relations need.to'be activated before. Subsequent text will only considgr the
root gommunication device Based on the FDI® Communication Server.

The [FDI® Server identifies the communication path between a Device and an [FDI®
Communication Seryer-according to the following rules:

a) Tppology iteration starts from the node representing the Device passing the elements
Device Connection Point, Network, Communication Device Connection Point tgq the
Communication Device within the same Network hierarchy. In this way, the FDI® Sgrver
determines the local communication relation. A Communication Device that is assocjated
nextito the Device implements the communication service provider for this Device| this
means the FDI® Server shall propagate the communication service request between the
Device and Communication Service Provider.

b) The FDI® Server identifies a communication gateway along its Information Model structure
as demonstrated in Figure 22. The key indicators are the Communication Device organized
below a Device using the "has Component" relation. This specific device is called Gateway
Head Station, which is connected to a different Network via a Connection Point. From here,
the iteration continues as described in a).

c) The topology iteration procedure ends with finding the communication root device. The FDI®
Server identifies an FDI® Communication Server (communication root device) because it
has no association to other networks than the network for which the FDI® Communication
Server implements the communication service provider.

NOTE How the FDI® Server determines System Communication Device is out of the scope of this document.
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7.3.3 Manage communication relations

Prior to any data exchange related transfers, the FDI® Server needs to establish or activate the
communication relation between the Device representations in the Information Model and the
physical network connected device. The invocation sequence of the communication service
Connect on any of the Communication Devices along the communication path shall begin with
the root communication device. The communication service Connect is specified in
IEC 62769-7.

The Device Connection Point contains the address information to be used for the Connect
service. The Information Model element FunctionalGroupType:ldentification contains optionally
requiredprotocotspecific device type identificatiom dataTheConmectserviceargumentmames
shalllmatch with the browse names of the Information Model elements that hold related-values
(browse name matching).

The |successful execution of service Connect activates the local communication rellation
between a Device and a Communication Device associated to the same network.| The
successful execution of service Connect on a network higher in a hierarchy.s a prerequisjte to
a sugcessful execution of the service Connect on a network lower in the-hierarchy. The regason
for this is the Gateway Business Logic that can invoke other communication services reqdiring
an agtivated communication relation.

The FDI® Server manages a CommunicationRelationld according to IEC 62769-7.

A cdnnection abort indication or the invocation oflservice Disconnect as describgd in
IEC $2769-7 deactivates the local communication retation and any of the local communication
relations in networks lower in the hierarchy.

7.3.4 Communication service request mapping
The FDI® Server receives communication.service requests from Devices or Gateways through:

a) the Online Variable Read;
b) the Online Variable Write;

c) the Business Logic invoking:the communication related EDDL Built-In function, for exafnple,
send, send_all_values, send_command, send _command_trans, send_trans, send_vjalue,
WRITE_COMMAND, READ_COMMAND, and so on.

Like the Device, all 6f these communication service requests related source events apply to the
EDDL PROFILE_{IEC 61804-3). The FDI® Server shall handle the communication service
requests according to EDDL defined PROFILEs.

VARIABLE Such COMMAND descrlptlons contam commumcahon service arguments and
instructions about how to create the data payload of a communication service.

If no COMMAND Description is present, the VARIABLE identifier (Name) and the VARIABLE
value are the only communication service Transfer arguments.

Once the FDI® Server has determined the communication service arguments from EDD, it can
map it to the communication service Transfer (IEC 62769-7) arguments based on name
matching. Transfer arguments shall have the same names, data types and semantics as
described for a protocol specific COMMAND definition.
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The COMMAND description contains the attributes SLOT, INDEX, REQUEST, REPLY. The
protocol specific signature of the Transfer service shall envision:

Transfer (

[in] String communicationRelationId,

[out] Integer serviceError,

[in] unsigned char SLOT,

[in] unsigned char INDEX,

[in] char[] REQUEST,

Fotrtet—etlrar1 REPHY
NOTE| The arguments communicationRelationId and serviceError are described in IEC 627697
7.3.5 Communication service request propagation
Subcdlause 7.3.5 describes how the FDI® Server manages the communiCation mes

sage

propagation along the communication path. The following Figure 23 repfésents an example
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Figure 23 — Message propagation example scenario

NOTE 1

The numbers in brackets (1) to (8) used in the following description refer to elements in Figure 23.

IEC

The FDI® Server detects a communication request because of an FDI® Client (1) invoking an
Action (2). The processing of that Action (METHOD Download) invokes the communication
request related EDDL Built-In such as WRITE_COMMAND that has been mapped to Transfer
service arguments as described in 7.3.4.
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The FDI® Server processes the message propagation related iterations upwards through the
hierarchy of the topology.

The FDI® Server shall always determine the next Communication Service Provider along the
communication path (3) and (5) (see 7.3.2) and invoke the service Transfer there.

If the Communication Service Provider processing the Transfer service is in an FDI®
Communication Server, the Transfer service needs to be invoked using the OPC UA service
Call (6).

NOTE 2__The Communication Service Provider in the FDI® Communication Server sends the protocol specific
messdge to the physical network (7).

If thg Communication Service Provider processing the Transfer service is in a Gateway, the
procgssing of that related Business Logic will cause other communication request related EDDL
Built{ln invocations, for example, send_command (4). The iteration procedure-enters the| next
recursion determining the next Communication Service Provider along the communication|path
(5) (dee 7.3.2) and invokes the service Transfer there.

NOTE|3 The gateway implementation of service Transfer is device specific. The Transfer logic wraps the incoming
Transfer argument values and creates another message to be sent out calling a communication request related|[EDDL
Built-1p, see IEC 61804-5.

The [fransfer logic can invoke multiple communication requests as this might be needg¢d to
manage the protocol bridge function. The physical gateway, device unwraps and forwardp the
mesgage (4) to the physical device (8).

The FDI® Server managed communication propagation process is a recursive process in Which
the Business Logic execution of one Device can’invoke the Business Logic execution|of a
different Device. This FDI® Server needs to maintain an invocation stack.

7.3.6] Communication error handling
The FDI® Server is responsible forchandling communication errors. The FDI® Server ddtects

errorp either from the Communication Service Provider returned service invocation results as
specified in IEC 62769-7 or through EDDL built-ins for abort processing.

The FDI® Server aborts all communication Actions waiting for a response if a communidation
error|or abort is receiyed.

The FDI® Server.will return a failure to the originating service if a communication error or abort
is regeived.

7.4 | FDI® Communication Server specific handling

7.4.1 —Discovery

IEC 62769-7 describes the FDI® Communication Server implemented discovery support in
terms of:

a) VARIABLE definitions describing the FDI® Communication Server’s identification data that
are represented in the FDI® Server hosted Information Model;

b) FDI® Communication Server implemented usage of IEC 62541-4 specified discovery
services.

The FDI® Server uses the services FindServers and the GetEndpoint IEC 62541-4 specified
discovery service set to determine the FDI® Communication Server. The FDI® Server shall
match the FDI® Communication Server’'s defined identification data with values returned from
the functions FindServers and GetEndpoints.
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The FDI® Server implements the IEC 62541-4 specified Discovery Server.

7.4.2

Information Model synchronization

2023

According to IEC 62769-7, the FDI® Communication Package contains an EDD element
describing the VARIABLES and Business Logic mapped in to the Information Model.
IEC 62769-7 also describes the overlap between the FDI® Communication Server hosted
Information Model and the FDI® Server hosted Information Model. This overlap represents the
shared Information Model.

The FDI® Server synchronizes the shared Information Model:

b) T
p
c) A
c
d) A
M
S
8 H

8.1

Withi
desc

ny access to an offline node of the Information Model is locally handled throug
formation Model.

he FDI® Server handles a write access to an online node of the Information Mod
brforming the same write access in FDI® Communication Server hosted Ipformation M

ny read of an online node of the Information Model results in a read ‘operation o
brresponding node of the FDI® Communication Server hosted Information Model.

ny configuration changes affecting the modular structure represented in the Inform
odel are copied from the FDI® Server hosted Information Modélto'the FDI® Communic
erver hosted Information Model.

Parallel Execution within the FDI® Server

Motivation

n the EDDL concept, each device is descfibed by a set of parameters and an ED[O
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parallel. To prevent deadlock scenarios, the FDI® Server has to follow well defined execution

rules
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8.2

Internal structure of the EDD interpreter

A core component of an FDI® Server is the EDD interpreter (see Clause A.1). The EDD
interpreter can be seen as a component that consists of EDD entities. Each EDD entity itself
consists of the following parts:

8.3
As

kindq of triggers:

a)

b)

The ¢xecution of an activity at an EDD entity has.to follow the rules given below:

a)
b)
c)
d)

f)

An associated EDD for a device or a component of a modular device.

A set of data representing the state of the EDD entity and containing data that the interpreter
requires to run the EDD associated with the data set. This data for example might contain
the offline data set for the associated device and cached data of the connected device. It
also contains additional information the interpreter needs for EDD specific calculations.

The interpreter logic that is triggered from outside and when triggered interprets the EDD,
performing subsequent activities, changes the state and delivers calculation results,

Rules for running an EDD entity

mlentioned in 8.2, an activity at EDD entities is initiated always by a trigger. There ar¢ two

Al trigger from the EDD entity itself that the interpreter logic requires for a correct |EDD
ekecution. An example for such triggers is periodic updates of dymamic variables.

Altrigger that is a consequence of a service request from outside the FDI® Server.
Fpr example:

1) service requests from an FDI® Client;

2) service requests from an OPC-UA client.

Aln activity at an EDD entity is always a.cOnsequence of a trigger.
Aln activity at an EDD entity cannot belinterrupted.

Ah activity runs until the activity is-finished or aborted.

Ah EDD entity can only executée.one activity at a time.

Aln activity executed by aniEDD entity always performs a non-interruptible process from the
rspective of the EDDL\logic. Such processes are for example:

calculation of EDDobjects;

reading a variable from a device;

editing-alvariable;

p

1

2

3) writing a variable to a device;

4

5) any=activity that is embraced with pre- and post actions;
6

executing an EDD method.

An active EDD entity can initiate sub-activities. While a sub-aclivily is ongoing, the current
activity at the EDD entity is paused. There are two kinds of sub-activities:

1) the active EDD entity calls another EDD entity (e.g. nested communication or calls using
cross-block and cross-module references);

2) the active EDD entity requests another external service (e.g. communication, request
for user interaction).

While an activity is paused, re-entrance for activities is possible for those activities that are
a consequence of the paused activity. Activities started by other triggers have to be blocked
until the paused activity at the entity is finished.
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h) When an activity chain of a trigger is blocked, there exists a blocking relation to another
trigger and its activity chain. If this activity chain is blocked too, there is again a blocking
relation to another trigger. Such series of blocking relations have to be monitored for
recursion each time an activity chain has to be blocked. Recursion in the series of blocking
dependencies indicates a deadlock scenario.

i) The server can resolve deadlock scenarios by aborting one of the involved activity chains.

Annex C provides examples of parallel execution of activities within the FDI® Server.
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Annex A
(informative)

FDI® Server functional structure

A1

FDI® functional elements

The normative definition of an FDI® Server is as shown in Figure 1. A non-normative view of an
FDI® Server shows the functional components that comprise the FDI® Server and is shown in

Figune-A-d-

FDI Server

«—

OPC UA Services

N

I
| Device Object

Device Object
Device Object

e

IM Management
(locks, methods,
etc)

EDD Interpreter
(IEC 61804
Processing)

Builtins

(\
A

KR
Specific

A

HART PNO
Specific Specific

Communication
Management

System Services

The EDI® Server functionally contains an EDD interpreter that conforms to IEC 61804-3

System
Communication
Hardware

Data
Store

OPC UA
Services

OPC UA

Services

Communication
Server

s
AN

Figure A.1 — Functional components of an FDI® Server

IEC

The

EDD interpreter provides descriptive information that is exposed in the Information Model, for
example, device variables and standard menus. The EDD interpreter also provides the method
execution functionality for IEC 61804-3.

Although IEC 61804-3 defines a standard EDD language, there are protocol specific differences
between EDDs. The FDI® Server implements protocol specific components. The protocol
specific components are used both as part of the EDD interpretation as well as for formatting

communication.
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The FDI® Server contains node management functionality that provides the support for the
Information Model. The Information Management component maintains the Information Model,
handles multi-user requests, including lock management, and executes methods. The
functionality provided by the Information Model management component is not restricted to
FDI® functionality. The IM management component may also provide general OPC UA
functionality unrelated to FDI®.

Service requests that result in physical read and write operations are passed to a
communication manager. The communication manager provides the functionality required for
communication including state management of the communication requests. The
communication manager contains the information to interact with system communication
devides.

The ¢ommunication manager interacts with protocol specific components to creatédhe gctual
mesgages transmitted on the fieldbus. The protocol specific components interact,with the(EDD
interpreter to retrieve information from the EDD to create the protocol specific méssages| The
mes{ages can be commands as in HART or the messages can be service requests as in FF.
The @ctual message is created by the protocol specific component.

The fommunication manager is responsible for managing the Nested Communication| The
communication manager initiates the communication chain through the creation of prdtocol
spec|fic messages. The communication manager then passes-the message through the ¢hain
of communication devices in the topology until a top level deyicé+s reached. The communication
mangdger then interacts with the communication drivers for the top level device. The interaction
can be proprietary if the communication is through a system device. The communication can
also pe standardized through OPC UA to an FDI® Communication Server.

A.2 | FDI® Server extension

An FDI® Server can be extended to supportifuture descriptive and protocol technologies through
the a[ddition of new interpreters and profocol handlers as illustrated in Figure A.2.
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Figure A.2 — FDI® Server extensions

These extensions, just like the support for FF, HART, and PNO, are specific tq the
implgmentation provided by the vendor of the FDI® Server.
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Annex B
(informative)

Access privileges and user roles

B.1 User roles and usage case

The specification for the Device Definition of an FDI® Package contains a CLASS attribute in
some elements The CLASS attrlbute is supplled by the device vendor in the FDI® Package and
definesthe-ntendedusage-ofthetnfermation-Modetelemen Hsage
categories avallable to the system so user access and V|S|b|I|ty to Informat|on Model ele
can ke controlled by the system, possibly through the enforcement of system policies) The|FDI®
Server reacts to the system defined policies to independently enforce the read/write acces$ and
publig/private visibility of Information Model elements made available to users.

Figune B.1 depicts the relationship between the FDI® Package, FDI® Server, FDI® Client,
systgm, and user.

T apaa | /
FDI Server Access | | FDIGlient
Visibility
- S ™ Filter” .
/Full Information Model | /User’s View of the
FDI Package h
Information Model
/‘ [~ CLASS attribute
@7 PRIVATE attribute
Oevice Description _ CLASS attribute “other attribute” | 2 e
/ CLASS attribute * Read \i’ \
_ P2 {—— PRIVATE atrifiite "\ ea | ]
“Px” | PRIVATE attribute ' vother attribute? - Write -

— CLASS Stwibute - Public ‘ (Read/Wiite )<=
\_ “other attribute” F T PRIVATEattribute - Private
' “other aftribute”

o
o CLASS attribute
Py { PRIVATE attribute User
-~ “other attribute”
\ \
< manages >
System Policies — part of system

(SRR ————C . O
| Legend | pe
1
: Y } Role Based Policy | Operations Based Policy < managed by >
| j Denotes IM content exposed to user due |
| N to System Policy and CLASS attfibute | - Ve ~
| | | User Based Policy | | License Based Policy J
| D Denotes IM content exposed to user in the i > < >

. - |
| FDI Client due to[PRIVATE attribute ! [ Location Based Policy | “other system policy” )
i AN AN
(P . AP

IEC

Figure B.1 — User roles and access privileges

The ﬁollnwing rnla’rinnehipe are noted:

The FDI® Device Package identifies attributes associated with each element in the device
description. These attributes become part of the Information Model that is managed by the FDI®
Server.

The CLASS attribute is made available to the system through the Information Model. It is an
attribute for identifying the use cases, or usage scenarios, that are applicable to the Information
Model element. The FDI® host can use the CLASS attribute — in particular the value
SPECIALIST - to determine whether the user of the FDI® Client has access to the Information
Model element and what level of access is allowed. The mechanism for making this
determination is part of the system policy model that is internal to the system and outside of
the scope of the FDI®.
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The system shall convey the access level for each Information Model element to the FDI® Server
so it can enforce the access model of the Information Model element for the user. The FDI®
Server is only the enforcer of the access rules, it does not decide "who" or "why". The system
makes all of the "who" and "why" decisions, using both the CLASS attribute provided in the
FDI® Package and the system policies managed by the system. Some potential system policies
can include, but are not limited to the following:

e Role Based Policy;
e User Based Policy;

e Location Based Policy;

e (perations Based Policy;
e L|cense Based Policy;

e (ther system Policies.
B.2 | Private data usage

Among the attributes that have been prescribed by the FDI® specification is an attribufe for
identjfying whether an Information Model element, including data and,Actions, is private tp the
elempnts in the FDI® Device Package. This attribute, referred te’ as PRIVATE attribdte in
Figune B.1, determines whether an element in the Information”’Medel is visible to FDI® Clients
durinig browse operations on the Information Model. The EDI® Package elements have |prior
knowlledge of private data and Actions in the Information Model and are able to access these
private elements in accordance with access rules defineddby CLASS attribute and system pplicy.

Acceps and visibility are independent attributes. Forexample, a private Action can be limited to
user faccess during online usage scenarios.

Systeém policy shall not be allowed to override the PRIVATE attribute in the Information Mlodel.
For g¢xample, the system policy cannotsimake private data public or public data private| The
PRIVMATE attribute is internally managed by device vendors.
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Annex C
(informative)

Parallel execution within the FDI® Server — Examples

C.1 Simple example for a synchronous execution

The generic examples in Clause C.1 are intended to visualize, for a better clarification, the rules
given in 8.3.

Figuie C.1 schematically shows the simplest example of a synchronous execution—of two
triggéred activities. Both activities can be executed independently, because different |EDD
entities are involved.

Trigger T2

Trigger T1

EDD Interpreter

EDD Entity
E1

EDD Entity
E2

IEC

Figure C.1 — Synchronous execution of two triggers

C.2 | Example for a concurrent’execution

Figune C.2 shows a use casg where two synchronous triggers try to access one and the same
activlty. While the activity of trigger T1 is executed, trigger T2 is blocked.

Trigger T2

Trigger T1

EDD Interpreter

LN

_/ _/

EDD Entity EDD Entity
E1 E2

IEC
Figure C.2 — Concurrent execution of two triggers (step1)

In Figure C.3, the activity of T1 is paused in EDD Entity E1 to execute a sub activity in E2. The
activity of T2 is blocked until the activity of T1 is finished.
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Trigger T1
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Figure C.3 — Concurrent execution of two triggers (step 2)

gure C.4, the sub activity in E2 initiates another sub activity back again, in E1. Thi
is allowed, because it is a direct consequence within the activity chain’initiated by tr|
hile activities of trigger T2 continue to be blocked.

Trigger T2

Trigger T1

EDD Interpreter

EDD Entity EDD Entity
E1 E2

IEC

Figure C.4 — Concurrent execution of two triggers (step 3)
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ity of

e C.5 shows that the activity of trigger T1 is finished in EDD Entity E1. Now the actiV|
r T2 can be started:
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<EDDMY
/ EDD Entity EDD Entity
E1 E2

IEC

Figure C.5 — Concurrent execution of two triggers (step 4)
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Deadlock detection in concurrent execution

2023

A deadlock situation is shown in Figure C.6. The activity of trigger T1 wants to access EDD
Entity E2 as a sub activity of an activity in EDD Entity E1 and trigger T2 wants to access E1 as
a sub activity of an activity in E2 at the same time. Both activity chains deadlock one another.

Trigger T2

Trigger T1

EDD Interpreter

In fa
versa

that much more complex deadlock scenarios occur that\isually have a couple of more ad

chain

Inde;iendently from the complexity of a deadlock scenario, there exists a simple rule to d

dead
T(n)
scen
not &
blocK

Usually it can be expected thatthe reason for a deadlock scenario is found in an involved d

pack
refer

Neve
Serv
chain

EDD Entity EDD Entity
E1 E2

IEC
Figure C.6 — Concurrent execution of two_triggers

Ct, the activity chain of trigger T1 is blocked by the activity chain of trigger T2 and
. The above example is one of the simplest deadlock)scenarios, probably it will ha

s involved.

ocks by monitoring blocking dependencies of activity chains. If activity chain of tr|
s blocked by activity chain of trigger T(n+1) and T(n+1) is blocked by T(n+2), a dea
ario is reached when this relation circles back and a trigger T(m) is blocked by T(n)
deadlock scenario as long as the series of blocking dependencies ends up in a
ed activity chain.

hge. Therefore, device.package developers should use cross-block and cross-m
bnces only with care.and caution.

rtheless, the EDI® Server is responsible for detecting deadlock scenarios. If the
br has detected'a deadlock scenario, it can break it by aborting one of the involved ag
s and even-recall the aborted trigger at a later time.
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D.1

Annex D
(informative)

Read-Only mode for UID Views

Definition

In larger plant installations it can be desirable to have UID Views rendered by an FDI® Client in
read- onIy mode. Th|s is important for giving access to deV|ce data for specific user classes, like

M nnnnnn Maointananoa oaaraaon o l PIE 3 28 Halloarin daota ohbao
Onl oy~ ol wretteRahee rJUI\JUIIUI WHROHT ulluvvllly |u| oata UIIUIIHU\J

A redd-only mode for an UID View is defined by the following set of features:

avigation through menus allowed;
;Lttons for window/dialog access are enabled;
Plarameter values are shown, but no change is allowed;
UIP startup button visible, but disabled. No startup of User Interface Plugins (UIPs) allg
Method buttons are visible, but disabled. No method executien allowed;
Thbles and grids are displayed;
Qraph, Charts and Waveforms are displayed;
Elditing of Graphs is not allowed;
Zpom and pan in a graph is allowed;

Init and Exit Actions are executed;

T

re- and Post-Edit Actions are not allowed;

Rlefresh actions are executed.

wed;
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INTEGRATION DES APPAREILS DE TERRAIN (FDI®) -

Partie 3: Serveur

Domaine d'application

La présente partie de I''EC 62769 spécifie le Serveur FDI®. L'architecture FDI® compléte est

repré
du p
desc

iption fonctionnelle du Serveur FDI®.
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sentée a la Figure 1. Les composants architecturaux qui relévent du domaine d'apphc
résent document ont été mis en évidence dans cette figure. L'Annex A fournit
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Figure 1 — Diagramme de I'architecture FDI®

2 Références normatives

Les documents suivants sont cités dans le texte de sorte qu'ils constituent, pour tout ou partie
de leur contenu, des exigences du présent document. Pour les références datées, seule
I'édition citée s'applique. Pour les références non datées, la derniére édition du document de
référence s'applique (y compris les éventuels amendements).

IEC 61804-3, Les dispositifs et leur intégration dans les systemes de [l'entreprise — Blocs
fonctionnels (FB) pour les procédés industriels et le langage de description électronique de
produits (EDDL) — Partie 3: Sémantique et syntaxe EDDL
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IEC 61804-4, Les dispositifs et leur intégration dans les systémes de [l'entreprise — Blocs
fonctionnels (FB) pour les procédés industriels et le langage de description électronique de
produit (EDDL) — Partie 4: Interprétation EDD

IEC 61804-5, Les dispositifs et leur intégration dans les systéemes de [l'entreprise — Blocs
fonctionnels (FB) pour les procédés industriels et le langage de description électronique de
produit (EDDL) — Partie 5: Bibliotheque de Builtin EDDL

IEC 62541-4, Architecture unifiée OPC — Partie 4: Services

IEC 62544-7 Architectureunifiee OPC — Partie 7- Profils

IEC 62769-1, Intégration des appareils de terrain (FDI®) — Partie 1: Vue d'ensemble
IEC 62769-2, Intégration des appareils de terrain (FDI®) — Partie 2: Client

IEC 62769-4, Intégration des appareils de terrain (FDI®) — Partie 4: Paquetages FDI®
IEC 62769-5, Intégration des appareils de terrain (FDI®) — Partie 5:‘Modele d'Information |[FDI®

IEC 62769-7, Intégration des appareils de terrain (FDI®) — Partie’ 7: Appareils de communidation

3 Termes, définitions, abréviations et acronymes

3.1 Termes et définitions

Pour|les besoins du présent document, les termes et définitions de I'|EC 62769-1 ainsi que les
suivgnts s'appliquent.

L'ISQ et I'IEC tiennent a jour des bases*de données terminologiques destinées a étre util[sées
en ngrmalisation, consultables aux.adresses suivantes:

o |EC Electropedia: disponible-a I'adresse https://www.electropedia.org/

e 13$0 Online browsing platform: disponible a I'adresse https://www.iso.org/obp

Proxly d'Actions

une

bt un

réseau de communication

3.2 Abréviations et acronymes

Pour les besoins du présent document, les abréviations et acronymes de I'lEC 62769-1
s'appliquent.

3.3 Conventions

La mise en majuscules de la premiere lettre des mots est utilisée dans la série IEC 62769 pour
souligner un terme défini spécifique a la FDI®.
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4 Vue d'ensemble
La structure d'un Serveur FDI® est représentée a la Figure 1.

Les Serveurs FDI® qui prennent en charge la connectivité avec des Clients FDI® tiers doivent
prendre en charge I'OPC UA. Un fournisseur peut fournir aussi bien un Serveur FDI® qu'un ou
plusieurs Clients FDI®. Dans ce cas, les Clients FDI® peuvent communiquer avec le Serveur
FDI® par des protocoles propriétaires.

Un Serveur FDI® communique avec des appareils par une Communication native (voir 7.2.1)

t/ —aarllintaroa S Aot AAnnaralla o C aomraaieationtluvaiellEC 82760 7\
et/oy P T tCT o UTraT o O 7T PP arcimS Ut oUTT o moatUTT (VU T TE O OZT OJI T )7

Un Serveur FDI® fournit des informations aux Clients FDI® par l'intermédiaire diUnvModéle
d'Infgrmation (voir I'EC 62769-5) comme suit.

—

. e Modéle d'Information inclut des informations relatives aux Types d'Appareils e{ aux
nistances d'Appareils. Les informations relatives a une Instance d'Appareil comprearlment
des données hors-ligne (données d'ingénierie) ainsi que des données en ligne (valeurs

sues de I'appareil physique).

T

b Modéle d'Information est créé en utilisant des informations isstes de Paquetages FDI®.
putefois, toutes les informations d'un Paquetage FDI® ne sont)pas reflétées dans le Modéle
Information.

o -

[ ]
—

intégrité référentielle du Modele d'Information est gérée en utilisant des informdtions
gsues de Paquetages FDI®.

bs Paquetages FDI® peuvent contenir des Piéces jointes qui contiennent des manuels
appareils et des informations spécifiques a un‘protocole (voir I'lEC 62769-4). Ces P|éces
intes, y compris les manuels d'appareils et\les fichiers de prise en charge spécifiqyes a
h protocole, sont exposées par l'intermédiaire du Modeéle d'Information.

bs Paquetages d'Appareils FDI® .contiennent des informations relatives aux {ypes
appareils (voir I'lEC 62769-4). Chaque type d'appareil défini dans un paquetag¢ est
appé sur un nceud DeviceType-distinct dans le Modéle d'Information.

JOor—- c'xarr

e Des Paquetages de Profils EDI® sont utilisés pour assurer l'interaction avec les appareils
ppur lesquels il n'existe pas.de Paquetage d'Appareil FDI® (voir I'lEC 62769-4).

e Lps multiples révisions d'un Paquetage FDI® générent des nceuds DeviceType distincts
dpns le Modéle d'Information (voir I'lEC 62769-4).

Les FPaquetages FDI® contiennent des signatures numériques qui permettent a un Serveur|FDI®
d'authentifier leur.contenu (voir I'EC 62769-4).

Un ServeurnFDI® doit vérifier la Version de Technologie FDI® (voir I'lEC 62769-1) de| tout
Paquetage FDI® qui l'utilise pour assurer que ce Paquetage FDI® est bien compatible aviec le
ServeurFDI®.

5 Modéle d'Information

5.1 Généralités

Le Serveur FDI® doit utiliser la Définition d'Appareil d'un Paquetage FDI® pour gérer le Modéle
d'Information.

La Définition d'Appareil peut contenir des expressions conditionnelles. Des expressions
conditionnelles sont utilisées lorsqu'un certain aspect de la Définition d'Appareil n'est pas
statique, mais dépend plutét de I'état de l'appareil. Chaque fois que les valeurs en ligne
("online") ou hors-ligne ("offline") d'une Instance d'Appareil sont modifiées, le Serveur FDI® doit
réévaluer les expressions conditionnelles pertinentes et modifier le Modéle d'Information en
conséquence.
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L'évaluation des expressions conditionnelles peut invalider des variables dans le Modéle
d'Information. Le Serveur FDI® doit modifier I'attribut AccessLevel des variables invalidées afin
qu'elles ne soient plus lisibles ou inscriptibles et le statut de ces variables doit étre défini sur
"bad" (mauvais). Les demandes de services Read (Lecture) et Write (Ecriture) relatives a des
variables invalidées ne doivent pas aboutir (échec).

La Définition d'Appareil peut spécifier des relations entre variables dans un appareil. Ces
relations peuvent influer sur la valeur des variables dans le Modéle d'Information.

Le Serveur FDI® doit générer des Notifications de DataChange (Modification de données) a
I'intention de tous les Clients FDI® qui s'abonnent a des éléments du Modéle d'Information qui
ont vgrié.

Les Paquetages FDI® fournissent une Logique Applicative qui est utilisée par le Serveur|FDI®
pour |maintenir I'intégrité du Modéle d'Information. La Logique Applicative spécifiee dans un
Paquetage FDI® peut appeler des fonctions intégrées (builtins) qui doivent étre'mises en cguvre
par |¢ Serveur FDI®. Les fonctions builtin qui doivent étre mises en ceuvrecparie Serveur|FDI®
sont gpécifiées dans I'lEC 61804-5.

5.2 | En ligne/Hors-ligne
5.2.1 Vue d'ensemble

Le Modéle d'Information géré par le Serveur FDI® contientdes valeurs en ligne et hors-ligne.
Les VYaleurs en ligne reflétent les valeurs dans un appareil/composant physique. Les valeurs
horsligne reflétent les valeurs stockées dans une base/de données de configuration.

Les Jaleurs hors-ligne sont mises a jour par l'intermédiaire de demandes de service d'écfiture
issugs d'un Client FDI® ou d'une Logique Appli¢ative exécutée par le Serveur FDI®. Les valleurs
hors{igne ne sont pas mises a jour lorsque le Serveur FDI® lit des données provenant de
I'appfreil ou écrit des données dans l'appareil.

Les valeurs en ligne dans le Modele d'Information ne sont pas mises a jour par l'intermédiaire
des femandes de service d'écriture. Les demandes de service d'écriture abouties daps le
Modéle d'Information conduisent’a des modifications des valeurs dans les appareils physiques.
Les valeurs en ligne dans le_Modele d'Information sont ensuite mises a jour en réponse aux
demgndes de service deqecture ou d'abonnements.

Les Berveurs FDI®(pelvent fournir un mécanisme spécifique a un serveur pour créef des
Instapces d'Appateils sans la présence de matériel physique. Le Serveur FDI® créq ces
instahces en dfilisant des informations dans le Paquetage FDI®. Toutes les demandgs de
lecture/écriture) pour des valeurs en ligne dans le cas d'Instances d'Appareils sans appareil
phys|que daivent retourner une erreur.

Le transfert d'informations-entre les valeurs hors-ligne et 'appareil physique est pris encharge
par l'intermédiaire des méthodes TransferToDevice et TransferFromDevice dans le Modéle
d'Information, et de I'action INTERACTIVE_TRANSFER_TO_DEVICE_ACTION qui met en
ceuvre le transfert, y compris les interactions de I'utilisateur. Ces Méthodes doivent
respectivement mettre en oceuvre les procédures de téléchargement descendant et
téléchargement montant, telles que spécifiées dans I''EC 61804-4. Lorsqu'aucune mise en
ceuvre n'est assurée selon I'lEC 61804-4, ces Méthodes doivent retourner Bad_NotSupported,
conformément a I'lEC 62541-4.

L'Appareil doit avoir été verrouillé avant d'appeler ces méthodes comme cela est spécifié dans
I'EC 62769-5.
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5.2.2 Transfert vers I'appareil

La méthode TransferToDevice doit mettre en ceuvre la procédure de téléchargement
descendant, comme cela est spécifié dans I'|EC 61804-4. Cette procédure permet de transférer
les valeurs hors-ligne vers I'appareil physique.

En régle générale, il convient que le Serveur FDI® ne modifie pas le nceud variable Online lors
de I'écriture d'une valeur dans l'appareil. Il convient que le nceud variable Online soit mis a jour
seulement dans le processus d'opérations d'écriture ou d'abonnements. Néanmoins, comme
cela est spécifié dans I'lEC 62769-5, le Serveur FDI® réinitialise toutes les éventuelles Valeurs
placées en cache pour les Nceuds cibles dans le Modele d'Information de fagon a pouvoir les
reliregratademmmandesuivante:

Les informations de statut retournées pour chaque variable incluse dans les deftmandgs de
servite d'écriture sont utilisées pour composer le TransferResult, comme cela est'spécifié |dans
I'EC|62769-5.

5.2.3 Transfert a partir de I'appareil

La méthode TransferFromDevice doit mettre en ceuvre la procédure de téIéchargeLnent
montant, comme cela est spécifié dans I'lEC 61804-4. Cette procéduré permet de transférer les
valeyrs de I'appareil physique vers les valeurs hors-ligne.

,_..
)

Si I'une quelconque des opérations de lecture dans l'appareil échoue pendar
téléchargement montant, la valeur hors-ligne correspondante ne doit pas étre modifiée.

Les ipformations de statut retournées pour chaquewariable incluse dans la demande de s€rvice
de lIgcture sont utilisées pour composer le TransferResult, comme cela est spécifié [dans
I'EC|62769-5.

5.2.4 Transfert interactif vers I'appareil

Le Serveur FDI® met en ceuvre le transfert interactif vers I'appareil, comme cela est spgcifié
dans|I'lEC 61804-4. Cette procédure permet de transférer les valeurs hors-ligne vers l'appareil
physlque. Par rapport au téléchargement non interactif effectué a l'aide de la méthode
TrangferToDevice, le téléchargement interactif peut appeler une interaction utilisateur avant le
démgrrage et a l'issue du téléchargement. Le transfert interactif vers I'appareil est engagg par
un appel de l'action INFERACTIVE_TRANSFER_TO_DEVICE_ACTION par le Client FDI® a
I'aidg du service InvekeAction.

En rggle générale; il convient que le Serveur FDI® ne modifie pas le nceud variable Onling lors
de I'4criture d'une valeur dans l'appareil. Il convient que le nceud variable Online soit mis & jour
seulgmentsdans le processus d'opérations d'écriture ou d'abonnements. Néanmoins, comme
cela pst spécifié dans I'lEC 62769-5, le Serveur FDI® réinitialise toutes les éventuelles Valeurs
placdes en cache pour les Nceuds cibles dans le Modele d'Information de fagon a pouvajr les
relire a la demande suivante.

5.3 Priviléges d'acceés

Les systémes mettent en ceuvre des politiques de sécurité et d'acces fondées sur un certain
nombre de caractéristiques telles que le réle de l'utilisateur et la zone dans l'installation. Les
Serveurs FDI® utilisent ces politiques, conjointement avec les informations dans les
Paquetages FDI®, pour déterminer les priviléeges d'accés accordés a l'utilisateur.

Les éléments d'un Paquetage FDI® peuvent étre associés a un ou plusieurs attributs
d'utilisation. Le Serveur FDI® utilise ces attributs pour définir I'attribut UserAccessLevel des
Variables et l'attribut UserExecutable des Méthodes. Les attributs d'utilisation dans un
Paquetage FDI® sont simplement des conseils a utiliser par le Serveur FDI®, c'est-a-dire qu'ils
peuvent étre rejetés ou ignorés par le Serveur FDI®. Voir également I'Annex B.
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5.4 Parameétres privés

Les Parameétres et les Actions spécifiés dans un Paquetage FDI® peuvent étre déclarés comme
étant privés. Les Paramétres et Actions privés ne doivent pas étre consultables; ils ne doivent
étre accessibles qu'au moyen de références partant d'autres éléments d'un Paquetage FDI®.

Plus spécifiquement, le Serveur FDI® doit prendre en charge les Paramétres et Actions privés
comme suit.

e Le Serveur FDI® doit créer des nceuds dans le Modéle d'Information pour les Paramétres et
Actions privés.

e Lg Serveur FDI® ne doit pas inclure d'informations relatives a des Parameétres et Adtions
pfivés dans une réponse a une demande de service Browse (Consulter), BrewsgNext
(Consulter le suivant), QueryFirst (Interroger le premier) ou QueryNext (Interrogger le
Jivant).

b Serveur FDI® doit retourner les Nodelds des Paramétres et Actions privés-lorsque legf nom
un Paramétre ou d'une Action privé(e) est transmis a TranslateBrowsePathsToNode|ds.

s
L

d

Le Serveur FDI® doit traiter une demande de service de lecture/écriture pour un Paramétre
pfivé de la méme maniere qu'il le fait pour des Paramétres publiCs, (consultables) (vo|r 5.7
ef 5.8).

L

A

b Serveur FDI® doit exécuter les Actions privées de la m@me maniére qu'il le fait podr les
ctions publiques (consultables) (voir 5.12).

Par gxemple, des parameétres privés sont des parametrés qu'il convient de ne modifier que par
une Action. Il convient que ces paramétres ne sejent pas visibles des Clients FDI§ afin
d'empécher un accés direct. Les Clients FDI® appellent des Actions pour accéder g ces
parafnétres privés.

5.5 | Verrouillage

Le Serveur FDI® fournit des services décverrouillage pour accorder a des Clients FDI® I'gcces
exclysif a des éléments Appareils et Réseaux dans le Modéle d'Information. Les servicgs de
verrauillage sont constitués d'un jettde Méthodes et d'informations de statut. Les Méthodgs, et
leur gomportement, sont spécifiées dans I'lEC 62769-5.

Le camportement ci-aprés ‘doit étre mis en ceuvre par le Serveur FDI® pour prendre en charge
des Verrous.

b verrouillage s'applique aux nceuds en ligne et hors-ligne.

L
e Aprés mise/en-place du verrou par un Client FDI®, toute tentative d'écriture d'un Paramétre
ol d'exécution d'une Action par un autre Client FDI® doit étre rejetée.

L

e vefrouillage n'est pas exigé pour les services de lecture.

e Lgs\Parameétres qui sont verrouillés par un Client FDI® peuvent toujours étre lus par d'autres
Clients FDI®, c'est-a-dire que les demandes de lecture sur un Parametre qui est verrouillé
ne sont pas rejetées.

L'utilisation interne du mécanisme de verrouillage pour assurer l'intégrité du Modéle
d'Information est spécifique a un fournisseur de Serveur FDI®.

La Figure 2 représente une séquence de verrouillage avec plusieurs appels de services
pendant I'état verrouillé.
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Traiter les demandes de sgrvice a I'appareil
Demande de service

Facultatif Traiter la demande

de service

IEC

Figure 2 — Services de verrouillage

U n'a été acquis par le Client FDI® au moyen d'InitLock avant la demande du servic

jemande de service qui exige le verrouillage doit échouer en partie ou en totalité si aucun

e. Le

Client FDI® doit libérer le verrou au moyen d'ExitLock aprés I'exécution de'toutes les demandes

de sé

NOTE|
variab|
qui so

Les
servi

une telle optimisation ne fait pas partie du comportement normalisé exigé d'un Serveur F

5.6
5.6.1

Le S
tachg
dialo

Un B

visibles au Serveur sans-les appliquer a la représentation en ligne ou hors-ligne d'un App

Le S
cas,

utilis
les @
d'apq

rvice.

Les opérations d'écriture échouent en partie, c'est-a-dire qu'elles retournent un code de statut pour ¢
e qui appartient au jeu de variables a écrire, car certaines d'entre €glles peuvent appartenir a des apj
ht verrouillés et d'autres a des appareils qui ne sont pas verrouillés.

Berveurs FDI® peuvent placer en file d'attente de§’demandes InitLock jusqu'a ce
Ce pour lequel un verrou a été créé s'achéve et'que le verrou ait été libéré. Cepen

EditContext
Concept et modéle d'utilisation
brveur FDI® fournit le modeéle EditContext pour interagir avec les Clients au cours de

de modification. Le concept:est étroitement lié aux UID et répond aux besoins
gues Ul pilotés par un Seryeur selon les régles de I'EDDL.

ditContext peut étre utilisé pour apporter des modifications a des Valeurs de Vari
brveur applique-lalogique applicative associée a la Variable modifiée qui, dans cef
br un Edit€ontext pour modifier ("éditer") des Paramétres comme les unités techni

lages, etc., vérifier les éventuels effets secondaires, et réajuster les réglages
liquér,tes modifications.

haque
areils

ju'un
dant,
DI®,

leur
des

hbles
areil.
tains

nduit des modifications d'autres Valeurs de Variables (par exemple, si une unité technpique
est modifiée) outde I'UID (par exemple, une Variable devient invisible). Ainsi, le Client

!

peut
ues,
vant

Un S

p

erveur FDT® peut metire en ceuvre differentes strategies d editContext:

une seule instance d'EditContext pour tous les dialogues d'un Client FDI®;

lusieurs instances d'EditContext;

des instances hiérarchiques d'EditContext.
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Figure 3;.-Modéles d'EditContext
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La Figure 3 représente deux stratégies possibles du Serveur, ainsi que la fagon dont le Client
peut|s'adapter. Dans le scénario'du bas, le Serveur fournit une seule instance d'EditColntext
pour [tous les dialogues. Dafs)le cas présent, le Client regroupe tous les dialogues et expose
un se¢ul jeu de boutons pour Apply (Appliquer) et Cancel (Annuler), car il concerne toufjours

toutels les modificationss

Dan

I'enfgnt d'unennautre. Chaque

le scénariotdu haut, le Serveur fournit plusieurs instances d'EditContext, I'une
instance peut étre adressée séparément.

gtant

Lorsqug les

modifications” dans une instance enfant sont appliquées, elles sont transférées au pdrent.
Lorsque les-modifications dans une instance racine sont appliquées, elles sont transférees a

I'Applreih

Les dépendances parent-enfant sont définies a I'article Gestion de session de I'lEC 61804-4.

5.6.2 Services

Un jeu de Services est fourni au Client FDI® pour gérer des instances d'EditContext (voir
I'"EC 62769-5 pour une description détaillée de ces Services):

e GetContext — Ce Service est utilisé pour demander une instance d'EditContext. Le Client
spécifie certaines caractéristiques pour que le Serveur décide de l'instance d'EditContext a
retourner. Selon sa stratégie interne, le Serveur retourne la méme instance ou de nouvelles

instances.

RegisterNodes — Le Client FDI® doit enregistrer tous les Nodes (Nceuds) du Modele

d'Information qui doivent étre gérés dans un EditContext. Il est possible d'enregistrer les
Noeuds de la représentation en ligne et hors-ligne d'un Appareil. Le résultat est constitué
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des nouveaux Nodelds que le Client doit utiliser pour appeler des Services pour lire ou
écrire des Variables ou s'y abonner ou pour appeler des Actions.

e Apply — Transférer les Valeurs de Variables modifiées au parent (une instance EditContext
parente ou I'Appareil). Si la méme Variable a été modifiée dans l'instance parente, elle est
écrasée en écriture avec un appel du Service Apply pour I'enfant.

e Reset — Efface toutes les modifications. Une Reset (Réinitialisation) de modifications déja
appliquées n'est pas possible.

e Discard — Supprime une instance d'EditContext (et ses enfants). Les Valeurs modifiées qui
n'ont pas été appliquées sont rejetées. Aprés suppression, tous les Nodeld enregistrés sont
non valides. Si de tels Nodeld font encore I'objet d'un abonnement, le Client recgoit une

ptification avec les StatusCode corrects.

>

Le Client appelle tout d'abord GetEditContext pour acquérir une instance d'EditContgxt. I
enregistre ensuite les Nceuds qu'il souhaite y insérer. L'enregistrement retourne fes nouvieaux
Nod%d qui peuvent alors étre utilisés pour lire ou écrire des Variables ou s'y@abenner et{pour
appejer des Méthodes.

Le Client peut appeler GetEditContext plusieurs fois, par exemple lorsqu'il ouvre une fepétre
d'édifion supplémentaire, ou pour un dialogue totalement distinct (diagnostic en parallélg a la
configuration). ll reléve de la stratégie du Serveur de décider de retourner une nouvelle insfance
ou |lg méme instance. Le Client est réputé adapter son intefface utilisateur a la stra£égie

d'EditContext du Serveur. Voir la fagon dont les Clients peuvent positionner les boutons Apply
et Cgncel afin que I'Utilisateur comprenne clairement quelles modifications sont appliquég¢s ou
rejetees a la Figure 3.

5.6.3 Nodeld

RegisterNode retourne deux Nodeld pour chaque Noeud enregistré: un ContextNodeld et un
DeviceNodeld. Le Client utilise ces Nodeldpour appeler des Services OPC UA afin dd lire,
écrire ou s'abonner ou pour appeler une Méthode.

L'utilisation de ContextNodeld adressé'la Valeur dans l'instance d'EditContext. L'utilisatign de
Devi¢eNodeld adresse la Valeur dans |'Appareil.

5.6.4 Lecture

La Idcture d'une Variable*ou I'abonnement a une Variable avec ContextNodeld retourpe la
Vale:tr modifiée provenant de l'instance d'EditContext. Si aucune Valeur modifiée n'existe, la
Valelir provenant delinstance parente ou de I'Appareil (en ligne ou hors-ligne) est retourpée.

Le StatusCode“indique si la Valeur provient de I'Appareil (StatusCode Good défini [dans
I'lEC[62544-4) ou d'une instance d'EditContext (StatusCode Good_ Edited défini [dans
I'EC|62769-5).

La lecture d'une Variable ou I'abonnement a une Variable avec DeviceNodeld retourne la Valeur
issue de I'Appareil (en ligne ou hors-ligne).

5.6.5 Ecriture

L'écriture dans une Variable avec ContextNodeld modifie la Valeur dans l'instance
d'EditContext.

L'écriture dans une Variable avec DeviceNodeld modifie la Valeur dans I'Appareil (en ligne ou
hors-ligne). Toute Valeur modifiée pour cette Variable dans l'instance d'EditContext adressée
ou ses parents est réinitialisée.
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5.6.6 Ecriture de Variables dominantes et dépendantes

Dans certains cas, la valeur d'une Variable dépend de la valeur d'une autre Variable.
L'I[EC 61804-4 spécifie comment sont évaluées ces dépendances.

Lorsque de telles Variables sont éditées, le Serveur FDI® doit suivre les diagrammes d'états
spécifiés a la Figure 4 pour "Online" (En ligne) et a la Figure 5 pour "Offline" (Hors-ligne). Ces
diagrammes spécifient les états et les transitions au cours du processus d'édition de ce type
de Variables. Le statut est le StatusCode que les Clients FDI® regoivent avec la Valeur lorsqu'ils
surveillent ou lisent ces Variables avec ContextNodeld. Pour les Variables dépendantes, tout
StatusCode Good (Correct) ou Uncertain (Incertain) est converti en
Uncertaim—BDomimamtVatueChanged——et—tout——Status€Code—Bad———=est——Tonverti] en
Bad_|DominantValueChanged. Pour les Variables dominantes, les StatusCode Good [sont
convertis en Good_DependentValueChanged, les StatusCode Uncertain sont coenvertis en
Uncertain_DependentValueChanged et les StatusCode Bad sont convertis| en
Bad_|DependentValueChanged.

Initial (EditContext vide) DOM =Variable dominante

Statut: DEP=Variable dépendante

DOM = <Statut d’Appareil>
DEP = <Statut d’Appareil>

Editer DEP

Editer DOM

Statut;

DEPW= Good_Edited

Statut DOM = {Good/Uncertain/Bad}_DependentValueChanged
DOM # Good_Edited

DEP 3 {Uncertain/Bad}_DominantValueChanged

DOM
est mip a jour
dans I'gppareil

Editer
également DOM

Editer
également DEP

DOM est effacé
dans EditCorftext

Appliquer
Appliquer
Statut: Appliquer  |Statut:
Statut ¢ ) DOM = Good_Edited » DOM = <Statut d’Appareil>
DOM 1 <Statut d'Appareil> DEP = Good_Edited DEP = <Statut d’Appareil>
DEP =kStatut d’Appareil>

IFC

Figure 4 — Diagramme d'états EditContext Online
pour les Variables dominantes et dépendantes

Si les Variables dominantes et dépendantes doivent étre modifiées, il est fortement
recommandé, dans le cas de modifications en ligne, d'effectuer ces modifications lors de
sessions de modification successives. Les systémes peuvent appliquer ce type de sessions.
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Statut:

Initial (EditContext vide)

DOM = <offline Statut d’Appareil>
DEP = <offline Statut d’Appareil>

Editer DOM

Statut:
DOM = Good_Edited

DOM = Variable dominante
DEP = Variable dépendante

Editer DEP

Statut:

DEP = Good_Edited
DOM = {Good/Uncertain/Bad}_DependentValueChanged

/ \

DE w1 PRI 1 RO L B = B ol ool Al
P Tohtertamy ot Dommeantyartecnanges

Editer

Appliquer

Statut:
DO = <offline Statut d’Appareil>
DEP| = <offline Statut d’Appareil>

5.6.7

Avant d'appeler des Actions, le Client dait enregistrer le Noeud ActionSet de I'Appare
Noddgld de ce Nceud doit étre spécifié_lors de I'appel d'InvokeAction.

L'appgel d'InvokeAction avec

également DEP

Actions (METHODES EDD)

Editer
également DOM

Statut:
DOM = Good_Edited
DEP = Good_Edited

Figure 5 — Diagramme d'états ’EditContext Offline
pour les Variables dominantes et dépendantes

le..ContextNodeld du Nosud ActionSet

Appliquer

Statut:
DOM = <offline Statut d’Apppreil>
DEP = <offline Statut d’Appdreil>

Appliquer

IEC

Le

I'associe a l'insfance

correlcte d'EditContext. Le Serveur crée implicitement une instance d'EditContext pour I'Action
appejée. Cela est représenté_a la Figure 6.

Client FDI

Parametre 1 | 100.0

I QO option 1
O option 2

| ’
(2) Le bouton invoque Serveur FDI

I'Action. ——

—_—— e — — .
X BpnaueT | | AnneT

\(4) Dialogue pour I'Action ABC

Processeur de la
ogique Applicative

= R
(3) Le Serveur crée I'EditContext
of exé ‘Action Action ABC

IEC

Figure 6 — EditContext pour les Méthodes EDD

La METHODE EDD représentée par I'Action utilise des builtins pour modifier les Valeurs dans
I'EditContext ou I'Appareil, pour synchroniser les modifications avec le cache sous-jacent ou

pour les rejeter.

Si I'exécution de I'Action échoue, I'EditContext pour I'Action est rejeté.
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5.6.8 uiD

L'Interprete d'UID dans le Client appelle GetEditContext avant d'appeler un UID de niveau
supérieur. Des EditContext supplémentaires pour des dialogues peuvent étre instanciés par le
Serveur et transmis au Client a l'intérieur de chaque document d'UID. Voir I'lEC 62769-2 pour
le Schéma des UID et le traitement d'un EditContext dans I'Interpréte d'UID.

Un UID peut étre affiché en mode lecture seule, comme cela est décrit a I'Annex D. Lors de la
mise en ceuvre d'un mode UID en mode lecture seule, un Client FDI® doit indiquer le mode
actuel de la Vue d'UID dans le cadre de la Vue d'UID.

5.6.9 Synchronisation

Un Lock (verrou) doit étre créé avant que la premiére Valeur ne soit écrite dans un EditContext.
Le vérrouillage est également exigé pour écrire directement dans I'Appareil.

5.7 Lecture
5.7.1 Généralités

Le sérvice Read spécifié dans I'lEC 62541-4 peut étre utilisé(pour lire une seule valelir ou
plusigeurs valeurs dans un seul appareil ou dans plusieurs appareils. Si une demande de seTrvice
Read spécifie que plusieurs valeurs doivent étre lues, les valeurs sont lues dans l'ordre d¢ leur
apparition dans la demande de service.

Toutgs les valeurs qui sont retournées au ClientFDI® consécutivement a une demande de
service Read ne doivent pas étre échelonnées.

Un éfhec qui se produit au cours de la lecture d'une seule valeur ne doit pas abandonrier le
procgssus de lecture; toutes les valeurs doivent étre lues. Chaque valeur retournée contient un
statuf indiquant le succés ou I'échec. Les’/informations de statut normalisées des services|OPC
UA spnt retournées par le Serveur EDI® en réponse aux appels de service, comme celp est
spéclfié en 6.2.

Un Ppquetage FDI® peut définir des actions de lecture qui sont exécutées par le Serveur|FDI®
au cqurs des demandes de service de lecture. Ces actions ne doivent pas exiger d'interdction
de I'(tilisateur; elles sont*strictement destinées a étre utilisées pour le traitement de Logique
Applicative. Une action de lecture qui exige finalement une interaction de l'utilisatedr ne
procgéde pas a l'intégration, mais retourne une erreur si possible. Les actions de legture
suivgntes peuventétre définies dans un Paquetage FDI®:

e aftions<avant la lecture;

e aftions’apreés la lecture.

Le Serveur FDI® appelle des actions avant la lecture et aprés la lecture au cours du traitement
des demandes de service de lecture relatives aux valeurs en ligne seulement. Ces actions ne
sont pas appelées pendant la lecture de valeurs hors-ligne.

Outre les actions de lecture, un Paquetage FDI® peut définir des actions de rafraichissement
qui sont exécutées par le Serveur FDI® au cours des demandes de service de lecture. Ces
actions ne doivent pas exiger d'interaction de I'utilisateur; elles sont strictement destinées a
étre utilisées pour le traitement de Logique Applicative. Une action de rafraichissement qui
exige finalement une interaction de I'utilisateur ne procéde pas a l'intégration, mais retourne
une erreur si possible.

Le Serveur FDI® appelle des actions de rafraichissement au cours du traitement des demandes
de service de lecture relatives aux valeurs tant hors-ligne qu'en ligne.
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Les actions de rafraichissement mentionnées en 5.7.1 ne doivent pas étre confondues avec les
relations de rafraichissement.

NOTE Les actions de rafraichissement sont définies au moyen de la construction REFRESH_ACTIONS de I'EDDL
a l'intérieur d'une construction VARIABLE de I'EDDL. En revanche, les relations de rafraichissement sont définies
au moyen de la construction REFRESH de I'EDDL. Le traitement des relations de rafraichissement est inclus dans
I'’événement générique "Process Conditionals/Relations" qui apparait dans les diagrammes de séquences pour les
services read (lecture), write (écriture) et subscription (abonnement). Les explications qui suivent les diagrammes
comprennent des relations de rafraichissement dans le terme général "EDDL relations" (relations EDDL). Voir
I'lEC 61804-3 pour de plus amples informations relatives aux actions de rafraichissement et aux relations de
rafraichissement.

5.7.2 Lecture de variables hors-ligne

Le dlagramme de séquences de la Figure 7 représente le comportement du Serveur|FDI®
lorsgu'une valeur hors-ligne est lue.

Client FDI Serveur FDI Logique Applicative de//EDDL

T
| Lire les Parametres |

-t —— —— = - - - - — Y\ — - - — /', 00 —/ —/ —/
| Bqucler pour tous les nopuds dans la demande de service 7 L ) Lo —l

| Sélectionner I'Action,"Refresh" (Rafra|%>h|ssement) |
| Facultatif | Exécuter I'Actiop-Refresh” (Rafraichidsement)

| >l

| U |
| .

[ [ |
| I T I

| | | |
| : > Traiter les conditionnelles/relations :

[ [ |
| I L I
P e S P

| ! |

| | |

IEC

Figure 7 — Variable hors-ligne lue

Si une variable a des actions de rafraichissement qui lui sont associées, le Serveur [FDI®
exéclpte toujours ces actions indépendamment de la valeur MaxAge.

Si leg actions de rafraichissement échouent, le statut retourné pour la variable en question doit
indiguer que lalecture a échoué.

Le Serveur, FDI® évalue les expressions conditionnelles et les relations apres I'exécution des
actiohside rafraichissement. Cette évaluation permet de réaliser la réévaluation d'expressions
condlicnnelies danstatoaiaue S , s ot

5.7.3 Lecture de variables en ligne

Le Serveur FDI® peut placer en cache les valeurs en ligne lues a partir d'un appareil. Le Serveur
FDI® gére un horodatage pour chaque valeur en ligne qui indique le moment auquel la valeur a
été lue dans Il'appareil. Le Serveur FDI® utilise I'argument MaxAge d'une demande de service
Read pour déterminer si la valeur placée en cache peut étre retournée. Si la différence entre
I'horodatage et I'heure actuelle est supérieure a I'argument MaxAge, le Serveur FDI® doit lire
la valeur dans l'appareil. Sinon, la valeur placée en cache peut étre retournée.

Les actions de lecture ne sont exécutées que lorsque la valeur est lue dans l'appareil.

Le diagramme de séquences de la Figure 8 représente le comportement du Serveur FDI®
lorsqu'une valeur en ligne est lue.
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Figure 8 — Lecture de variables en ligne

Si unje variable a des actions avant la lecture qui lui sont associées, ces actions sont exéclitées
avani la lecture de la variable dans 'appareil. Si une variable a des actions apreés la lectune qui
lui sgnt associées, ces actions sont exécutées apres la lecture de la variable dans l'appgreil.
Si leg actions avant la_lecture ou apres la lecture échouent, le statut retourné pour la vaiiable
en question doit indjguer que la lecture a échoué.

Si une variable)a"des actions de rafraichissement qui lui sont associées, ces actions|sont
traitéles comme dans le cas de la lecture d'une variable hors-ligne (voir 5.7.2).

Le Serveur FDI® évalue les expressions conditionnelles et les relations aprés I'exécution des
actio wmmmwwmwmmmmml : i 2ali 2 & i ! ions

conditionnelles dans la Logique Applicative de I'EDDL et le traitement des relations EDDL.

5.8 Ecriture
5.8.1 Généralités

Le service Write spécifié dans I'lEC 62541-4 peut étre utilisé pour écrire une seule valeur ou
plusieurs valeurs dans un seul appareil ou dans plusieurs appareils. Si une demande de service
Write spécifie que plusieurs valeurs doivent étre écrites, les valeurs sont écrites dans |'ordre
de leur apparition dans la demande de service.
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Un échec qui se produit au cours de I'écriture d'une valeur unique ne doit pas abandonner le
processus d'écriture; toutes les valeurs doivent étre écrites. Un statut est retourné indiquant le
succes ou l'échec de chaque valeur incluse dans la demande de service. Les informations de
statut normalisées des services OPC UA sont retournées par le Serveur FDI® en réponse aux

appe

Is de service, comme cela est spécifié en 6.2.

Contrairement a l'opération de lecture, les échecs d'écriture au cours desquels plusieurs
variables sont spécifiées peuvent laisser l'appareil dans un état indéfini, avec certaines
variables modifiées et d'autres laissées intactes. Il incombe au Client FDI® de gérer les échecs
partiels.

Il estlnécessaire que les Clients FDI® verrouillent I'appareil pour I'accés exclusif avant éer
La dgmande de verrou peut étre émise immédiatement avant la demande de service d'ec

ou el
(voir

Le S
d'écr]

Un P
au c(
de I'y
Appli
pas

peuv

o A
o A

Le S¢rveur FDI® appelle ces actions au cours-du traitement des demandes de service de le

relati
de v{

5.8.2
Le d

lorsqu'une valeur hors-ligne-est écrite.

e peut étre émise de maniéere indépendante sur plusieurs demandes de service d'éc
5.5).

ture relatives aux valeurs en ligne et hors-ligne.

Aquetage FDI® peut définir des actions d'écriture qui sont exgcutées par le Serveur
urs des demandes de service d'écriture. Ces actions ne doivent pas exiger d'intera

cative. Une action d'écriture qui exige finalement une interaction de I'utilisateur ne pr
b l'intégration, mais retourne une erreur si possible) Les actions d'écriture suiv
ent étre définies dans un Paquetage FDI®:

ctions avant I'écriture;

ctions aprés I'écriture.

ves aux valeurs en ligne seulement;~Ces actions ne sont pas appelées pendant I'éc
leurs hors-ligne.

Ecriture de variables hors-ligne

agramme de séquences’ de la Figure 9 représente le comportement du Serveur
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} ExitLock }
! ! IEC
Figure 9 — Ecriture immédiate de variables hors-ligne
Comme point de départ de I'écriture d'une variablé{ le Serveur FDI® vérifie si I'appare|l est
verrduillé par le Client FDI®. S'il n'est pas verrouillé, le statut retourné pour la variable en
question doit indiquer que I'écriture a échoué.
Si I'appareil est verrouillé par le Client FDI®, le Serveur FDI® effectue la validation des données.
La validation consiste fondamentalemernt,en une vérification de la plage et du type en fonction
d'infgrmations EDDL. Si la validation~de type échoue, le statut retourné pour la variable en
queslion doit indiquer que I'écriture’ a échoué. Si la validation de plage échoue, le statut
retourné pour la variable en question doit indiquer que I'écriture a réussi, mais les informaftions
de sfatut de la valeur de la-variable dans le Modéle d'Information doivent indiquer qu'jl est
mauyais (bad) ou hors plage-(out-of-range).
Si le| processus de validation réussit, le Serveur FDI® écrit dans la valeur hors-ligne fle la
variaple dans le Modéle d'Information.
Apres écriture“de la valeur de la variable, le Serveur FDI® évalue les expresgions
cond|tionnelles et les relations. Cette évaluation permet de réaliser la réévalufation
d'exgressions conditionnelles dans la Logique Applicative de I'EDDL et le traitemen{ des
relations EDDL.

5.8.3

Ecriture de variables en ligne

Le diagramme de séquences de la Figure 10 représente le comportement du Serveur FDI®

lorsq

u'une valeur en ligne est écrite.
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Figure 10 — Ecriture immédiate de variables hors-ligne

le Client’FDI® et accomplit une validation de données telle que décrite en 5.8.2.

de’)'écriture d'une variable en ligne, le Serveur FDI® vérifie si I'appareil est verrouill

IEC

B par

Si le processus de validation réussit, le Serveur FDI® écrit la variable dans I'appareil physique.

Si une variable a des actions avant I'écriture qui lui sont associées, ces actions sont exécutées
avant I'écriture de la variable dans l'appareil. Si les actions avant I'écriture échouent, le statut
retourné pour la variable en question doit indiquer que I'écriture a échoué et I'opération
d'écriture se termine sans écriture dans |'appareil.

Si une variable a des actions aprés |'écriture qui lui sont associées, ces actions sont exécutées
aprés l'écriture de la variable dans l'appareil. Si les actions aprés I'écriture échouent, le statut
retourné pour la variable ne doit pas indiquer que I'écriture a échoué, car la valeur a déja été
écrite dans l'appareil. Le statut retourné doit étre Good PostActionFailed.
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Le Serveur FDI® évalue les expressions conditionnelles et les relations aprés exécution des
actions aprés I'écriture. Cette évaluation permet de réaliser [|'évaluation d'expressions
conditionnelles dans la Logique Applicative de I'EDDL et le traitement des relations EDDL.

5.8.4 Ecriture dans un EditContext

L'EditContext est spécifié en 5.6.

Le diagramme de séquences de la Figure 11 représente le comportement général d'un
EditContext lorsque des Valeurs sont modifiées et appliquées.

Client FDI Serveur FDI Paquetage d'appareil: BL

GetEditContext()

InitLock

I

|
|

|
> |
U \
|
> |
|
Ecrire les Paramétres f
> |
{
|

_____ll:‘___________.

|
[
|
|
|
|
|
|
|
|
|
|
|
|
|

|
I
|
N

| Bo\ucler pour tous les nabuds dans la demande de service

Facultatif

|
|
—— |

[‘_____|'_____,___________*_____'ﬁ
Bougler pour toutes les valeurs modifiées I

|

| |
! Si I'EditContext a appliquer est une instance enfant

! - Transférer les valeurs a l'instance parente

! Sinon, si la valeur renvoie a une représentation hors ligne de I'appareil |
I'| > transférer les données a la base de données

| Sinon, si la valeur renvoie a une représentation en ligne de I'appareil (voir 5.8.3) |
I'l > Exécuter I'Action "Pre-Write" ("avant I'écriture")

: - Communiquer a |'appareil
|

|

- Exécuter I'Action "Post-Write" ("aprés I'écriture") |

r————

Les valeurs modifiées qui ont été
transférées avec succeés sont effacées
de I'EditContext

SRR 1 S gy gy

ExitLock

I U

Figure 11 — Ecriture avec EditContext

Lors de I'écriture de Variables dans un EditContext, le Serveur FDI® effectue la validation des
données comme dans le cas des écritures normales dans des données en ligne ou hors-ligne.
Il traite également les Expressions Conditionnelles/Relations. Les modifications apportées aux
autres Variables en raison de ce traitement sont également écrites dans I'EditContext.

Lors de l'appel "Apply", les Variables modifiées sont transférées au parent. Si le parent est
I'Appareil et si une variable a des actions avant écriture qui lui sont associées, ces actions sont
exécutées avant I'écriture de la variable dans I'Appareil. Si les actions avant I'écriture échouent,
le statut retourné pour Apply doit indiquer I'erreur.

Si le parent est I'Appareil et si une variable a des actions apres I'écriture qui lui sont associées,
ces actions sont exécutées apres I'écriture de la variable dans I'Appareil. Si les actions apres
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I'écriture échouent, le statut retourné pour la variable ne doit pas indiquer que I'écriture a
échoué, car la valeur a déja été écrite dans l'appareil. Le statut retourné doit étre
Good_PostActionFailed.

5.9 Abonnement
5.9.1 Généralités

Le service Subscription spécifié dans I'lEC 62541-4 peut étre utilisé pour lancer la surveillance
d'une seule variable ou de plusieurs variables a partir d'un seul appareil ou de plusieurs
appareils.

Un échec relatif a une seule variable lors de I'établissement d'un abonnement a plusjeurs
variaples ne doit pas abandonner le processus d'abonnement; toutes les variables dgivent étre
survgillées. Chaque variable retournée contient un statut indiquant le succés au’iéchec| Les
informations de statut normalisées des services OPC UA sont retournées parce/Serveur|FDI®
en réponse aux appels de service, comme cela est spécifié en 6.2.

Un Ppaquetage FDI® peut définir des actions de lecture qui sont exécutées par le Serveur|FDI®
au cours du processus de surveillance d'un abonnement. Ces actions ne doivent pas exiger
d'intgraction de I'utilisateur; elles sont strictement destinées a étrécutilisées pour le traitegment
de Logique Applicative. Une action de lecture qui exige ,finalement une interaction de
l'utiligateur ne procéde pas a l'intégration, mais retourne une«efreur si possible. Les actions de
lectufe suivantes peuvent étre définies dans un Paquetage-FDI®:

e Alctions avant la lecture;

e Aktions aprés la lecture.

Le Serveur FDI® appelle ces actions au cours de la surveillance des variables en [ligne
seulgment; ces actions ne sont pas appelées lors de la surveillance de variables hors-ligne.

Outre¢ les actions de lecture, un Paquéetage FDI® peut définir des actions de rafraichissement
qui spnt exécutées par le Serveur FDI®au cours du processus de surveillance. Le Serveur|FDI®
appelle ces actions de rafraichissement au cours de la surveillance des variables tant hors-
ligne[ qu'en ligne. Ces actions (ne doivent pas exiger d'interaction de I'utilisateur; elles|sont
strictement destinées a étre(utilisées pour le traitement de Logique Applicative. Une actign de
rafralchissement qui exige finalement une interaction de I'utilisateur ne procéde pps a
l'intégration, mais retourne une erreur si possible.

L'intgrvalle d'échantifonnage demandé par le Client FDI® et établi par le Serveur FDI® définit
un ingtervalle de<temps qui est utilisé pour rechercher périodiquement des modifications
apportées a lawvaleur ou au statut des variables. Les actions sont appelées a chaque intefvalle
de tgmps, puis la valeur et le statut sont comparés a la valeur et au statut précédents| Une
modification de la valeur ou du statut améne le Serveur FDI® a préparer une notification |de la
nouvelle valeur et du nouveau statut.

5.9.2 Abonnement aux variables hors-ligne

Le diagramme de séquences de la Figure 12 représente le comportement du Serveur FDI®
lorsqu'une valeur hors-ligne est surveillée.
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Figure 12 — Abonnement aux variables hors-ligne

Si une variable a des actions de rafraichissement-qui lui sont associées, le Serveur

exec

Le S
actio

ite ces actions a chaque intervalle de temps,

ns de rafraichissement.

5.9.3] Abonnement aux variables_en’ligne

Le d
lorsq

agramme de séquences de la Figure 13 représente le comportement du Serveur
L'une variable en ligne est(surveillée.
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Figure 13 — Abonnement aux variables en ligne
La vgriable esf{ue dans l'appareil a chaque intervalle de temps.

Si unle vdriable a des actions avant la lecture qui lui sont associées, ces actions sont exéclitées
avant {allecture de la variable dans I'appareil.

Si une variable a des actions apres la lecture qui lui sont associées, ces actions sont exécutées
aprés la lecture de la variable dans I'appareil.

Si une variable a des actions de rafraichissement qui lui sont associées, le Serveur FDI®
exécute ces actions a l'issue des actions aprées la lecture.

Le Serveur FDI® évalue les expressions conditionnelles et les relations aprés I'exécution de
toutes les actions associées.

Si les actions échouent ou la lecture de I'appareil échoue, le statut de la variable doit indiquer
I'échec.
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