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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FIELD DEVICE INTEGRATION (FDI) -
Part 3:-ED| Server

FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization_comprising

allnational electrotechnical committees (IEC National Committees). The object of IEC is to promote“interngtional
cofoperation on all questions concerning standardization in the electrical and electronic fields. ,To this er|]d and
in pddition to other activities, IEC publishes International Standards, Technical Specifications, Fechnical Rgports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)").| Their
preparation is entrusted to technical committees; any IEC National Committee interested i the subject deqlt with
may participate in this preparatory work. International, governmental and non-governmental organizations lifaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organizatfon for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizatipns.

The formal decisions or agreements of IEC on technical matters express, as néearly as possible, an interngtional
copsensus of opinion on the relevant subjects since each technical commitiee has representation from all

rested IEC National Committees.

IEC Publications have the form of recommendations for internationahtUsé and are accepted by IEC National
Cdmmittees in that sense. While all reasonable efforts are made to‘ensure that the technical content ¢f IEC
Publications is accurate, IEC cannot be held responsible for,the-way in which they are used or fqr any

miginterpretation by any end user.

In|order to promote international uniformity, IEC Nationak Committees undertake to apply IEC Publications
trgnsparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the(latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide confprmity
aspessment services and, in some areas, access {0 IEC marks of conformity. IEC is not responsible fpr any

sefvices carried out by independent certification‘bodies.

Alllusers should ensure that they have the lateést edition of this publication.

Nd liability shall attach to IEC or its directors, employees, servants or agents including individual experfs and
megmbers of its technical committees and’IEC National Committees for any personal injury, property damage or
other damage of any nature whatseever, whether direct or indirect, or for costs (including legal feeg) and
expenses arising out of the publieation, use of, or reliance upon, this IEC Publication or any othgr IEC

Publications.

At{ention is drawn to the Normative references cited in this publication. Use of the referenced publicatipns is

indispensable for the correct application of this publication.

At{ention is drawn to(thepossibility that some of the elements of this IEC Publication may be the subject of patent

rights. IEC shall net be held responsible for identifying any or all such patent rights.

This|redline’version of the official IEC Standard allows the user to identify the chahges

madé¢ to the previous edition IEC 62769-3:2015. A vertical bar appears in the mTrgin

has been made. Additions are in green text, deletions are
4

in
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International Standard |IEC 62769-3 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

This second edition cancels and replaces the first edition published in 2015. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) modification of the edit context concept to harmonize the IEC 61804 and the IEC 62769
series.

The fext of this International Standard is based on the following documents:

FDIS Report on voting
65E/760/FDIS 65E/770/RVD

Full information on the voting for the approval of this International Standard can be found in the
repoft on voting indicated in the above table.

This document has been drafted in accordance with the ISO/NEC Directives, Part 2.

A lisf of all parts in the IEC 62769 series, published\under the general title Field Dgvice
Integyration (FDI), can be found on the IEC website.

The ¢ommittee has decided that the contents ofthis document will remain unchanged unfil the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the doctiment will be

¢confirmed,

—

e withdrawn,

—

gplaced by a revised edition,or

e amended.

IMPIORTANT —<Thé 'colour inside' logo on the cover page of this publication indicates
thaf it contains-colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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The IEC 62769 series has the general title Field Device Integration (FDI) and the following

parts:

Part 1: Overview

Part 2: FDI Client
Part 3: FDI Server

Part 4: FDI Packages

Part 5: FDI Information Model

Part 6: FDI Technology Mapping

Part 7: FDI Communication Devices
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Part 100: Profiles — Generic Protocol Extensions

Part 101-1:
Part 101-2:

Part 103-1

Part 103-4:
Part 109-1:
Part 115-2:
Part 150-1:

Profiles — Foundation Fieldbus H1

Profiles — Foundation Fieldbus HSE

: Profiles — PROFIBUS

Profiles — PROFINET

Profiles — HART and WirelessHART

Profiles — Protocol-specific Definitions for Modbus RTU
Profiles — ISA 100.11a
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FIELD DEVICE INTEGRATION (FDI) -

Part 3:-ED| Server

1 Scope

This part of IEC 62769 specifies the FDI Server. The overall FDI architecture is illustrated in
Figude 1. The architectural components that are within the scope of this document have peen

highlfghted in this figure.
User Interface £ FDT package
description P 9
FDI package
FDI Elient Device - ez Business - ez
o interface . interface
definition S logi¢ .
description plug-in
uiD
interpreter \ T \ 7
FDI server / X
!Infor ation model management )
2]
[Q
% 4 Business logic )
9 User interface 1 procgssor
> y
S
12
(=}
C

Business

logic

OPC UA(services
Business logic
interface

User interface services

Platform Ul services
(drawing, input devices) |

OPC UA client K OPC UA

System services |

OPC UA

OPC UA]
Services]

Services

Communication

System
communication
hardware

Bpecified by this'part of this International Standard
Specified by ethef parts of this International Standard ,
Not spécified by this International Standard L

I
|
l

Dy

IEC

Figure 1 — FDI architecture diagram

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 61804 (all parts), Function blocks (FB) for process control and electronic device description
language (EDDL)
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IEC 61804-3%,_F . « (EB) £ ! - o Devi 5 "y

IEC_61804-42, . . . -
: £D g‘!"‘”ege” b[.‘_ege‘g‘sg (FB)orprocess—control-and-Eloctronic—Device-Description

IEC 61804-4:2020, Function blocks (FB) for process control and electronic device description
language (EDDL) — Part 4: EDD interpretation

IEC 625 " OPC unifi "

IEC 42541-4, OPC unified architecture — Part 4: Services
IEC 62541-7, OPC unified architecture — Part 7: Profiles
IEC 62769-1, Field Device Integration (FDI) — Part 1: Overview

IEC 62769-2, Field Device Integration (FDI) — Part 2: FDI Client

IEC 62769-4, Field Device Integration (FDI) — Part 4: FBJ) Packages

IEC 62769-5, Field Device Integration (FDI) — Part 5: FDI Information Model

IEC 62769-7, Field Device Integration(FDI) — Part 7.-EB{ Communication Devices

3 Terms, definitions, abbreviated terms and-acronyms conventions

3.1 Terms and definitions

For the purposgstof this document, the terms and definitions given in IEC 62769-1 as w¢ll as
the followingapply.

ISO and NEC maintain terminological databases for use in standardization at the follqwing
addrisses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.11

Actions Proxy

internal FDI Server entity that encapsulates all the EDD Methods specified in an EDD Action
definition
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3.2

Abbreviated terms-and-acronyms

For the purposes of this document, the abbreviated terms-and-acronyms given in IEC 62769-1
apply.

3.3

For

4

Conventions

the purposes of this document, the conventions given in IEC 62769-1 apply.

Overview

The $tructure for an FDI Server is shown in Figure 1.

FDI
ven

Servers that support connectivity with third-party FDI Clients shall support*OPC U
dpr can provide both an FDI Server and one or more FDI Clients. In this\case, thd

Clients can communicate with the FDI Server through proprietary protocols,

An

ADI Server communicates with devices via Native Communication (see 7.2.1) a

Compnunication Devices (see IEC 62769-7).

An

ADI Server provides information to FDI Clients through—an Information Model

IEC $2769-5) as follows.

FDI

The Information Model includes information about Dévice Types and Device Instances
ifformation for a Device Instance includes offline-data (engineering data), as well as o
dpta (values from the physical device).

The Information Model is created using information from FDI Packages. However, not
the information in an FDI Package is reflectéed in the Information Model.

eferential integrity of the Information Model is maintained using information fromj

I Device Package’s contain information about device types
IEC 62769-4). Each.device type defined in a package is mapped to a distinct Device
npde in the Information Model.

| Profile Pagkages are used to provide interaction with devices for which an FDI D
Plackage does:hot exist (see IEC 62769-4).

ultiplerevisions of an FDI Package generate distinct DeviceType nodes in the Inform
odel~(see IEC 62769-4).

AL A
FDI

nd/or

(see

The
nline

all of
FDI
bcific
(see
Type
bvice

ation

acKages contain digital signatures that allow an FDI Server to authenticate their conftents

(see IEC 62769-4). An FDI Server shall not use an FDI Package if the digital signature provided
by the FDI Package is invalid.

An FDI Server shall verify the FDI Technology Version (see IEC 62769-1) of any FDI Package
it uses to ensure the FDI Package is compatible with the FDI Server.

The resulting functional structure of an FDI server is described in Annex A.
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5 Information Model

5.1 General

The FDI Server shall use the Device Definition of an FDI Package to maintain the Information
Model.

The Device Definition can contain conditional expressions. Conditional expressions are used
when a certain aspect of the Device Definition is not static but rather is dependent on the state
of the device. Whenever the online or offline values of a Device Instance are modified, the FDI
Server shall re-evaluate the relevant conditional expressions and modify the Information Model
accofdingly.

The gevaluation of conditional expressions can invalidate variables in the Information Miodel.
The FDI Server shall change the AccesslLevel attribute of invalidated variables(such that|they
are rleither readable nor writable and the status of these variables shall besset to bad. Read
and Write service requests for invalidated variables shall return a failure.

The [Device Definition can specify relationships between variables’ in a device. These
relationships can impact the value of variables in the Information Model.

The kDI Server shall generate DataChange Notifications to any/EDI Clients that are subscijibing
to Information Model elements that have changed.

FDI Packages provide Business Logic that is used hy.the FDI Server to maintain the integrity
of th¢ Information Model. The Business Logic specified in an FDI Package can invoke Huiltin
functjons that shall be implemented by the FDI\Server. The builtin functions that shgll be
implgmented by the FDI Server are specified in, [EC 61804-5.

5.2 Online/Offline
5.2.1 Overview

The |nformation Model maintained by the FDI Server contains online and offline values| The
onling values reflect values ,inja’physical component/device. The offline values reflect values
store(d in a configuration database.

The o¢ffline values are updated through write service requests from an FDI Client or Bus|ness
Logig executed by thée FDI Server. The offline values are not updated when the FDI Sgrver
reads data from the device or writes data to the device.

The pnline_vatues in the Information Model are not updated through write service requests.
Successfulywrite service requests through the Information Model result in value changes ip the
phys|cal devices. The online values in the Information Model will then be updated as a resjlt of
read service Tequests or subscriptions:

FDI Servers can provide a server-specific mechanism for creating Device Instances without the
presence of physical hardware. The FDI Server creates these instances using information in
FDI Packages. All read/write requests for online values for Device Instances with no physical
device shall return an error.

The transfer of information between the offline values and the physical device is supported
through the TransferToDevice and TransferFromDevice methods in the Information Model.
These Methods shall implement the download and upload procedures, respectively, as specified
in IEC 61804-4. When no implementation is provided based on IEC 61804-4, then these
Methods shall return Bad_NotSupported, as per IEC 62541-4.
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The Device shall have been locked prior to invoking these methods, as specified in IEC 62769-

5.

5.2.2 Transfer to device

The TransferToDevice method shall implement the download procedure as specified in

IEC 61804-4. This transfers the offline values to the physical device.

As a general rule, the FDI Server should not change the Online variable node when writ
value to the device. The Online variable node should be updated only in the process of

ing a
read

operations or subscriptions. Notwithstanding, as specified in IEC 62769-5, the FDI Server will

resefl any cached Value for the target Nodes in the Information Model so that they will\b
read jnext time they are requested.

The $tatus information returned for each variable included in the write service request is
to compose the TransferResult, as specified in IEC 62769-5.

5.2.3 Transfer from device

The |TransferFromDevice method shall implement the upload procedure as specifig
IEC $1804-4. This transfers the values from the physical device to‘the offline values.

If any read operations from the device fail during upload, the ‘corresponding offline value
not ble modified.

The status information returned for each variable included in the read service request is
to compose the TransferResult, as specified in IEC.62769-5.

5.3 | Access privileges

Systéms implement security and access policies based on a number of characteristics su
user |role and plant area. FDI Servers use these policies, along with information in
Packpges, to determine the access (privileges granted to the user.

The ¢lements of an FDI Package can be associated with one or more usage attributes. Thg
Server uses these attributes to set the UserAccesslLevel attribute of Variables ang
UserExecutable attribute‘ef Methods. The usage attributes in an FDI Package are simply
to be used by the FDI Server, i.e., they may be disregarded or overridden by the FDI Se
See also Annex B.

5.4 Private-Rarameters

The Parameters and Actions specified in an FDI Package may be declared private. Pr
Paraeters and Actions shall not be browsable; they shall only be accessible thr

e re-

used

d in

shall

used

th as
FDI

b FDI

the
hints
rver.

ivate
ough

More specifically, the FDI Server shall support private Parameters and Actions as follows.

e The FDI Server shall create nodes in the Information Model for the private Parameters and

Actions.

e The FDI Server shall not include information about private Parameters and Actions
response to a Browse, BrowseNext, QueryFirst, or QueryNext service request.

in a

e The FDI Server shall return the Nodelds of private Parameters and Actions when the name

of a private Parameter or Action is passed to TranslateBrowsePathsToNodelds.

e The FDI Server shall process a read/write service request for a private Parameter in the

same way as it does for public (browsable) Parameters (see 5.7 and 5.8).
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e The FDI Server shall execute private Actions in the same way as it does public (browsable)
Actions (see 5.12).

An example of private parameters is parameters that should only be modified through an Action.
These parameters should not be visible to FDI Clients to prevent direct access. FDI Clients
invoke Actions to access these private parameters.

5.5 Locking

The FDI Server provides locking services to grant FDI Clients exclusive access to Device and
Network elements in the Information Model. The locking services consist of a set of Methods
and i fom: ; f foT; ifred =5

ollowing behavior shall be implemented by the FDI Server to support locks.

bcking applies to both online and offline nodes.

L

Once locked by one FDI Client, any attempt to write to a Parameter or ta.eXecute an Action
by another FDI Client shall be rejected.
L
P

bcking is not required for read services.

arameters that are locked by one FDI Client can still be read)by other FDI Clients] i.e.,
read requests on a Parameter that is locked are not rejected.

Interpal use of the locking mechanism for maintaining theinformation Model integrity i3 FDI
Server vendor-specific.

Figune 2 illustrates a locking sequence with multiple service invocations during the locked gtate.

EDIClient EDIServer

| Initkock() |

i U
ro o .- —\l-—— - - - — T— — — — — — —

Process Service Requests fo Deviog |
| | Service Request | |
| Optional H Process Service Request |
—_— = N = = = = — — —_ — — — —

IEC

Figure 2 — Locking services

A service request that requires locking shall fail either partially or completely if no lock has been
acquired by the FDI Client via InitLock prior to requesting the service. The FDI Client has to
release the lock via ExitLock after all service requests have been completed.

NOTE A write operation will partially fail, i.e., it will return a status code for each variable in the
set of variables to be written since some may belong to devices that are locked and some to
devices that are not locked.

FDI Servers may queue InitLock requests until a service for which a lock has been created
completes and the lock has been released. However, such an optimization is not part of the
standard behavior required of an FDI Server.
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5.6 EditContext
5.6.1 Concept and usage model

The FDI Server provides the EditContext model to interact with Clients during their editing task.
The concept is closely related to UIDs and fulfills the needs for Server-driven Ul dialogs based
on EDDL rules.

An EditContext can be used to make changes to Variable Values visible to the Server without
applying them to the online or offline representation of a Device. The Server will apply business
logic associated to the edited Variable, which — in some cases — causes changes to other

PDTe—VvV-arteS e ait—eRohee ROt S—Eranget O Fre—HD ‘iivGSG’G”
invisible). Thus, the Client can use an EditContext to modify (edit) Parameters sudh as
enginjeering units, ranges and more, verify any side effects, and re-adjust the settings’ before
applying the changes.

An FDI Server may implement different EditContext strategies:

o Alsingle EditContext instance for all dialogues of an FDI Client.

<

. ultiple EditContext instances.

e Hierarchical EditContext instances.

FDl|Client FDI Server
= — — — — =
Parameter 1 | 100.0 °c EditContext Management \ ( Business Logic
/—’—_—\ Processor
(O option 1 8 |
O opron / g EditContext A |
! @ B
g ] Business
| ‘"E:IM’" | Min o mm OPC UA ‘ g EditContext B | Logic
I = ?i" Max 2000 mm - O
| a 2
L —— _ ro/ EditContext B.1
Pty
ftT——————+— ]
| M i _\ Min: [0 Jmm | Device Cache |
a 3
|| "@ | Max |20 fnm |
g _— _ =
L — _ [ v —l
A\
@ Parameter 1 | 100 0, G, |/
l (O optea.i |
()’ option 2 | il
L= N,
FQI Client FDI Server
I NS — _| 1| 7 EditContext Management | ( Business Logic )
| Parameter 1 fo09, | / - | Processor
. I 8 | EditContext A
| ) Option 1 ) > |
() Option 2 l d & | Business
| ption . opcua | :
____________ | % Logic
IRA === 1 o .
| = ~ 1
| |_ 5 | Min 0 mm | _/ | I-..
l N@ Max  [2000 | mm I_—‘ R AN /
== }
- — — J_ _______ | | Device Cache
(T S

IEC

Figure 3 — EditContext models

Figure 3 shows two possible Server strategies and how the Client can adapt. In the lower
scenario, the Server provides a single EditContext instance for all dialogs. Here, the Client
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groups all dialogs and exposes a single set of buttons to Apply and Cancel, because it always
concerns all edits.

In the upper scenario, the Server provides multiple EditContext instances, one of them as child
of another one. Each instance can be addressed separately. If the changes in a child instance
are applied, they are transferred to the parent. If the changes in a root instance are applied,
they are transferred to the Device.

The parent-child dependencies are defined in IEC 61804-4:2020, Clause 8.

5.6.2 Services

t of Services is provided to the FDI Client to maintain EdiiContext instances |(see

etContext — This Service is used to request an EditContext instance. The Client spegifies
certain characteristics for the Server to decide which* EditContext instance to return.
epending on its internal strategy, the Server returns’the same instance or new instances.

egisterNodes — The FDI Client has to register all’/Nodes of the Information Model that(shall
bg maintained in an EditContext. It is possibleito register Nodes of the online and df the
offline representation of a Device. The resultiis’' new Nodelds that the Client shall use when
calling Services to read, write, subscribe toVariables or to invoke Actions.

ply — Transfer the modified (edited) Variable Values to the parent (either a pprent
itContext instance or the Device)Jlf the same Variable has been edited in the pprent
instance it will be overwritten with™a call of the Apply Service for the child.

eset — Clears all modifications” A Reset of already applied modifications is not possiple.

iscard — Deletes an Edit€Context instance (and its children). Edited Values that havge not
ben applied are discarded. Once deleted, all registered Nodelds will be invalid. If |such
odelds are still subseribed, the Client is notified with proper StatusCodes.

b
N

The Client first calls'GetEditContext to acquire an EditContext instance. It will then registar the
Nodgs it wants to'be part of it. The registration returns new Nodelds which can then be Jused
for rgading, writing or subscribing Variables and for calling Methods.

The Client can call GetEditContext multiple times, for instance when it opens an additional edit
windpw_.or for a completely separate dialog (diagnosis in parallel to configuration). It is up to
the Server strategy whether it returns a new instance or the same instance—The Client is
expected to adapt its user interface to the EditContext strategy of the Server. See Figure 3 for
how Clients may position the Apply and Cancel buttons so that the User clearly understands

which changes-sthe-appliesordiscards are applied or discarded.

5.6.3 Nodelds

RegisterNode returns two Nodelds for each registered Node: a ContextNodeld and a
DeviceNodeld. The Client uses these Nodelds when calling OPC UA Services to read, write
and subscribe or call a Method.

Using the ContextNodeld addresses the Value in the EditContext instance. Using the
DeviceNodeld addresses the Value in the Device.
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5.6.4

Reading

Reading or subscribing a Variable with the ContextNodeld will return the edited Value from the
EditContext instance. If no edited Value exists, the Value from the parent instance or the Device
(online or offline) will be returned.

The StatusCode indicates whether the Value originates from the Device (StatusCode Good
defined in IEC 62541) or from an EditContext instance (StatusCode Good_Edited defined in

IEC 62769-5).
Reading or subscribing a Variable with the DeviceNodeld will return the Value from the Device
(online or offline).
5.6.5 Writing
Writing to a Variable with the ContextNodeld modifies the Value in the EditConatext instange.
Writipg to a Variable with the DeviceNodeld modifies the Value in the Device (online or offfine).
Any eédited Values for this Variable in the addressed EditContext instanCe or its parents will be
resef.
5.6.6f Writing dominant and dependent Variables
Cosdndoneioe bobnon deomlnontond dosondont i oonble s sen cnlbe v liodoc el o liin e o
tro—afrtin ot de o ne i tnoEai Can o Tihe fellonine culos cnnn e L B Clinnte oo edding
ith Lueh \ariables. i EditC :
4
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dependencies are evaluated is specified in IEC 61804-4.

Figude 4 for "Online" and Figure 5 for "Offline". Thes
transftions during the editing process of this kind of Vari
FDI Clients will receive with the Value when monito&

g/
In some cases, the value of a Variable depends on the value of anoﬂ{(@ Variable. How these

4

When such Variables are edited, the FDI Server shall follo@g state diagrams specifipd in
grams specify the states| and
es. Status is the StatusCodg that

:Qi@

or reading

these Variables with the

ContextNodeld. For dependent Variables, any GooQo Uncertain StatusCode transfers fo an
Uncgrtain_DominantValueChanged and a Bad@usCode to Bad_DominantValueChanged.

For dominant Variables, a Good StatusCode tra

rs into Good_DependentValueChange(d, an

Uncgrtain StatusCode into Uncertain_Dep ntValueChanged and a Bad StatusCode to

Bad_|DependentValueChanged.

N

%)

Initial (e&}tv EditContext)
Status:

DOM = <devi ss&sﬂ

DEP = <deyice Status>

.

oY

Edit DEP

DOM = Dominant Variable
DEP = Dependent Variable

Status:

Status]

e DEP =Good_Edited
DOM = {Good/Uncertain/Bad}_DependentValueChanged

DOM Good_EuliQE

DEP {Uncer‘téa }_DominantValueChanged
C.

| N\

/

DOM is
updatgd in

device
Also ¥
I_\ISD edit DOM DOM cleared
Apply edit DEP in EditContext
Apply
: Status: Apply | Status:
Status: ) DOM = Good_Edited —» DOM = <device status>
DOM = <device status> DEP = Good_Edited DEP = <device status>
DEP =<device status>
IEC

Figure 4 — Online EditContext state diagram for dominant and dependent Variables
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If both the dominant and the dependent Variable are to be changed, it is highly recommended
for the online case to make these changes in subsequent editing sessions. Systems may
enforce this.

Initial (empty EditContext) DOM = Dominant Variable

Status: DEP=  Dependent Variable
DOM = <offline device status>

DEP = <offline device status>

Edit DEP

Edit DOM

~x
/ Status:

DEP = Good_Edited

Statuk: DOM = {Good/Uncertain/Bad}_DependentValueChanged
DOM|= Good_Edited

DEP ={Unce?tain/Bad}_DominantVaIueChanged
Also
Also edit DOM
edit DEP
Apply
Apply

: Status: Apply Status:
Statu: DOM = Good_Edited ‘ DOM = <offline device statfis>

\ 4

DOM|= <offline device status> DEP = Good_Edited DEP = <offline device statfis>
DEP |= <offline device status>

IEC

Figure 5 — Offline EditContext state"diagram for dominant and dependent Variables

5.6.71 Actions (EDD METHODS)

Befofe invoking Actions, the ‘Client has to register the ActionSet Node of the Device. The Nodeld
of this Node has to be specified when calling InvokeAction.

Calling InvokeAction with the ContextNodeld of the ActionSet Node associates it with the pfoper
EditGontext instance. The Server will implicitly create an EditContext instance for the invjoked
Action. This isdllustrated in Figure 6.

i |
| Clier{ (2) Button invokes Action | FD| Sewer
&= == === | T T e .
== = _———(1) EditContext for UID Ed'tC°”t5ﬂManaQem8ﬂl | Bu;lness Logic

ot T T
|| Max 2000 mm | 2

m

- === A
!_ === F = \ QOPC U,
-lj Parameter 1 | 100 | *C |
(O option 1
(O option 2 ‘L —_—— ——
(3) Server creates EditContext

— 5) EditContext for Action ABC is used and executes Action
(4) Dialog for Action ABC:

IEC

Figure 6 — EditContext for EDD Methods
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The EDD METHOD represented by the Action uses builtins to modify Values in the EditContext
or the Device, to synchronize changes with the underlying cache or to discard them.

If the

5.6.8

Action execution fails, the EditContext for the Action is discarded.

UIDs

The UID Interpreter in the Client calls GetEditContext before it calls up a top-level UID.
Additional EditContexts for dialogs may be instantiated by the Server and passed to the Client
inside each UID document. See IEC 62769-2 for the UID Schema and the handling of an
EditContext in the UID Interpreter.

5.6.9
A Lo

Lock

5.7
5.7.1

The K
from
to be

All v
unsc

Synchronization

ck has to be created before the first Value is written to an EditContext.
ng is also required when writing directly to the Device.

Reading
General

Read service specified in IEC 62541-4 can be used to read'd single value or multiple v
a single device or multiple devices. If a Read service request specifies multiple value

hlues
S are

read, the values are read in the order they appeariin the service request.
blues that are returned to the FDI Client asitesult of a Read service request shall be
bled.

A failure encountered while reading a single-value shall not abort the read process; all v
be read. Each value returned contains a status indicating success or failure. Standard

shall
OPC
as sy

UA service status information is returned by the FDI Server as a result of the service
ecified in 6.2.

hlues

calls

DI Package can define read actions that are executed by the FDI Server during read service

¢sts. These actions shal-not require user interaction; they are strictly intended to be

used

siness Logic processing. Any read action that eventually requires user interaction wifll not

fined

rvice

In addition to read actions, an FDI Package can define refresh actions that are executed by the
FDI Server during read service requests. These actions shall not require user interaction; they
are strictly intended to be used for Business Logic processing. Any refresh action that eventually

requi

res user interaction will not perform the builtin but will return an error if possible.

The FDI Server invokes refresh actions during the processing of read service requests of both
offline and online values.

The refresh actions mentioned in 5.7.1 are not to be mixed up with refresh relations.

NOTE Refresh actions are defined by means of the EDDL REFRESH_ACTIONS construct inside an EDDL
VARIABLE construct. On the other hand, refresh relations are defined by means of the EDDL REFRESH construct.
The handling of refresh relations is included in the generic event "Process Conditionals/Relations" that appear in the
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sequence diagrams for read, write and subscription services. The explanations that follow the diagrams include
refresh relations in the general term "EDDL relations". See IEC 61804-3 for more details on both refresh actions and
refresh relations.

5.7.2

Reading offline variables

The sequence diagram in Figure 7 shows the behavior of the FDI Server when an offline value
is read.

EDIClient

EDIServer

EDDL :Businessl ogic

Ifav
regaf

If the

The |
provi

Read Parameters

u

|
op for all nodes in the|service request

_1[

Select Refresh Action()

Optional

Execute Refresh Action()

Figure 7 — Offline variable read

and the processing of/EDDL relations.

5.7.3

The
times

oo

o

tha

Reading online variables

+ of

a

RDoand cnye

roaoutiact

priable has refresh actions associated with it, the FDI Server always executes those ag
dless of MaxAge.

refresh actions fail, the_status returned for that variable shall indicate the read failed.

FDI Server evaluates'conditionals and relations after the refresh actions are executed
des an opportunity for the re-evaluation of conditional expressions in EDDL Business

DI Server can cache the online values read from a device. The FDI Server mainta

tamp for each online value that indicates when the value was read from the device
Mo Aao—_ara

o Aatarnain

IEC

tions

This
L ogic

ins a
The

FDI Doapvn Han V1PN avvhat
OTTVC T OSCotnCivioATgC—argumot OTao ot SCrvicCTCOoUC ST to— Ut T w iotiT

cached value can be returned. If the difference between the timestamp and the current time
exceeds the MaxAge argument, the FDI Server shall read the value from the device. Otherwise,
the cached value can be returned.

r the

Read actions are only executed when the variable is read from the device.-Read-actions-are
mebosrosnindnon enonoc e lioe cen potuen ol

The sequence diagram in Figure 8 shows the behavior of the FDI Server when an online value
is read.
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EDIClient EDIServer DevicePkg:BL

| Read Parameters |

—

|
Loop for all nodes in thg service request .

| Select PreRead Action()

Optional I Execute PreRead Action()
|
: Execute Builtin() Select Builtin()
| u‘
|
| ] N |
I I I
| | Communicate to Device: |
| | |
| i |
: > Select PostRead Action() :

Optional | Execute PostRead Action() |
| 1
| Exeare Builtin() | oelectBuitin)
| <
| T
f T
| J |
| | |
| A |
: > Select Refresh Action() :

Optional | Execute Refresh Action() |
| > L
|
Il
| |
| T |
| i |
: > Process Conditionals/Relations :
| |
| L |
1 I
| |

IEC

Figure 8 — Online variable read

If a variable has pre-read actions associated with it, these actions are executed prior to reading
the variable from the device. If a variable has post-read actions associated with it, these agtions
are eixecuted after reading the variable from the device. If the pre-read or post-read actions fail,
the sfatus returned for that variable shall indicate the read failed.

If a viariable has refresh actions associated with it, these actions are handled as in the offfline
variaple read.Case (see 5.7.2).

The EDI*Server evaluates conditionals and relations after post-read actions are executed. This
provides an opportunity for the re-evaluation of conditional expressions in EDDL Business Logic
and the processing of EDDL relations.

5.8 Writing
5.8.1 General

The Write service specified in IEC 62541-4 can be used to write a single value or multiple values
to a single device or multiple devices. If a Write service request specifies multiple values are to
be written, the values are written in the order they appear in the service request.
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A failure encountered while writing a single value shall not abort the write process; all values
shall be written. A status is returned indicating success or failure of each value included in the
service request. Standard OPC UA service status information is returned by the FDI Server as
a result of the service calls as specified in 6.2.

Unlike the read operation, write failures when multiple variables are specified may leave the
device in an indeterminate state with some variables modified and others left unmodified. It is

up to

the FDI Client to handle partial failures.

FDI Clients need to lock the device for exclusive access prior to writing. The lock request may
be issued immediately before the write service request or it may be issued independently across

multi

The

An F
servi
be ug
will n

be d¢fined in an FDI Package:

ble write service requests (see 5.5).

DI Package can define write actions that are executed by the FDI‘Sgerver during
Ce requests. These actions shall not require user interaction; they.are strictly intend

ot perform the builtin but will return an error if possible. The~following write actions

FDI Server performs data validation during write service requests of online and offline
valugs.

write
ed to

ed for Business Logic processing. Any write action that eventually\requires user interdction

may

e Pre-write Actions
e Ppst-write Actions
The FDI Server invokes those actions during the processing of write service requests of gnline
valugs only; they are not invoked when writing offline values.
5.8.2 Write offline variables
The $equence diagram in Figure 9 shows the behavior of the FDI Server when an offline yalue
is written.
EDIClient EDIServer

I InitLock |

D Write Parameters D

| |

! Evaluate Lock State

Loop

for all notles<in the se{vice request

Optional Perform Data Validation

> Process Conditionals/Relations

ExitLock

: k

Figure 9 — Offline variable write immediate

IEC
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As a starting point for writing a variable, the FDI Server verifies if the device is locked by the
FDI Client. If it is not locked, the status returned for that variable shall indicate the write failed.

If the device is locked by the FDI Client, the FDI Server performs data validation. The validation
consists basically of range and type check based on EDDL information. If the type validation
fails, the status returned for that variable shall indicate the write failed. If the range validation
fails, the status returned for that variable shall indicate the write succeeded, but the status
information of the variable value in the Information Model shall indicate that it is bad, out-of-
range.

If the validation process succeeds, the FDI Server writes to the offline value of the variable in
the Ipformation Model.

After| writing the variable value, the FDI Server evaluates conditionals and relations.| This
provides an opportunity for the re-evaluation of conditional expressions in EDDL Business Logic
and the processing of EDDL relations.

5.8.3 Writing online variables

The gequence diagram in Figure 10 shows the behavior of the FDI Server when an online yalue
is written.
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EDIClient

EDIServer DevicePkg:BL
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Write Parameters
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Loop for all nodes in the service request
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—D Evaluate Lock State

Optional

Perform Data Validation

> Select PreWrite Action()
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Execute PreWrite Action()

Execute Builtin()

Select Builtin()
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SelectPostWriteMethod
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Exeeute PostWrite Action()

Execute Builtin()
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P Select Builtin()
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:P Process Conditionals/Relations()

ExitLock

:
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Figure 10 — Online variable write immediate

IEC

When writing an online variable, the FDI Server verifies if the device is locked by the FDI Client
and performs data validation as described in 5.8.2.

If the validation process succeeds, the FDI Server writes the variable to the physical device.

If a variable has pre-write actions associated with it, these actions are executed prior to writing
the variable to the device. If the pre-write actions fail, the status returned for the variable shall
indicate the write failed and write operation terminates without writing to the device.

If a variable has post-write actions associated with it, these actions are executed after writing
the variable to the device. If the post-write actions fail, the status returned for the variable shall
not indicate the write failed, since the value has already been written to the device. The status
returned shall be Good_ PostActionFailed.
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The FDI Server evaluates conditionals and relations after post-write actions are executed. This
provides an opportunity for the evaluation of conditional expressions in EDDL Business Logic
and the processing of EDDL relations.

5.8.4  Writing to an EditContext

The EditContext is specified in 5.6.

The sequence diagram in Figure 11 shows the general behavior of an EditContext when Values
are edited and applied.

EDIClient EDIServer DevicePkg:BL
|
| . |
| GetEditContext() | |
> |
|
InitLock |
> |
|
Write Parameters {
> |
{
—_—— — — — — — — — —_———_—— — e\ — — — -
Lodgp for all nodes in thelservice request : | ]
[ | » ]
(Optional | Perform Data Validation | |
| | '
| | ' |
| i |
| Process$ Conditionals/Relations() : |
|
| | '
____l_______'_______I______J
| | '
| Apply() [ :
| i
|
|
-+ — — 7T — — — — =\ — — — — — — 4= — — — —1 /
rLoo for all edited values | |
| : : If EditContext to apply is a child instance |
| -> Transfer Values to parent instance
| | Else If Value refers to offline representation of Device |
| | - transfer data to database
| I'| Else — Value refers to online representation of Device (see 5.8.3) |
| | I'l > Execute Pre-Write Action
I I'1 > Communicate to Device
| : : > Execute Post-Write Action |
| | :
- - ]
| |
| | Edited Values that have been successfully I
! | transferred are cleared from the I
EditContext.
ExitLock
i 1

Figure 11 — Write with EditContext

When writing Variables to an EditContext, the FDI Server performs data validation as in the
normal writes to online or offline data. It also processes Conditionals/Relations. Changes to
other Variables resulting from this process are also written to the EditContext.

When calling Apply, the modified Variables are transferred to the parent. If the parent is the
Device and a variable has pre-write actions associated with it, these actions are executed prior
to writing the variable to the Device. If the pre-write actions fail, the status returned for Apply
shall indicate the error.
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If the parent is the Device and a variable has post-write actions associated with it, these actions
are executed after writing the variable to the Device. If the post-write actions fail, the status
returned for the variable shall not indicate the write failed, since the value has already been
written to the device. The status returned shall be Good PostActionFailed.

5.9

5.9.1

Subscription

General

The Subscription service specified in IEC 62541-4 can be used to initiate the monitoring of a
single variable or multiple variables from a single device or multiple devices.
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EDIClient EDIServer DevicePkg:BL
: Subscribe : :
il |
] i |
[
| 0 | -
| Loop for all subscribed|nodes each sampling interval Select Refresh Action() | |
| |
| Optional | Execute Refresh Action() | |
| ~i
| l 1]
I T |
| |
| T |
| | | | |
| : > Check Value and Status for change :
| | |
| |
| | > Process Conditionals/Relations | |
| |
| bn Change | DataChanged Notification | |
¢ |
| ) i
I 1
| | | |
I Y - A W
| | |
| | |
IEC
Figure 12 — Offline variable"subscription
If a Mariable has refresh actions associated with it;"the FDI Server executes those actions at
each|time interval.
The FDI Server evaluates conditionals andirelations after the refresh actions are executedg.
5.9.3 Subscription of online variables
The pequence diagram in Figure 13 shows the behavior of the FDI Server when an agnline

varia

ple is being monitored.
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EDIClient FDIServer DevicePkg:BL
i Subscribe i :
” [
_— - --n—--—_-—- - — — S
L |
| Loop for all subscribedInodes each sampling interval Select PreRead Action() |
| I
| Optional : Execute PreRead Action() I |
| : B Execute Builtin() J> Select Builtin() |
| u
| ' . |
' ’ |
| T T | |
| | |
| : : Communicate to Device: | |
|
| | |
| | L | |
| > Select PostRead Action() |
| |
| Optional | Execute PostRead Action() i |
I .
| [ . Execute Builtin() Select Builtin() |
|
| L[
| [ J | |
' |
| | [ | |
| L |
| | Select Refresh Action() | |
|
Optional | Execute Refresh Action() :
| >
| | T] |
' |
| ' L] | |
| [ |
| [ L l |
: > Check Value and Status for Change |
|
| | . |
' |
| | Process Conditionals/Relations | |
t
I
On Change I DataChanged Notification |
| i l |
|
! |
| | i | |
— e s e —_ —_——_——_——
| | |
| [ |
IEC
Figure 13 — Online variable subscription
The yariable'is read from the device at each time interval.
riable-haspre-read-actions—associated-with-t—these-actionsareexecuted-priortoreadi
If a vartableth pre-t A 4 ol th + th n ol P 4 dlng

the variable from the device.

If a variable has post-read actions associated with it, these actions are executed after reading
the variable from the device.

If a variable has refresh actions associated with it, the FDI Server executes those actions after
the post-read actions.

The FDI Server evaluates conditionals and relations after any associated actions are executed.

If the actions fail or the device read fails, the status of the variable shall indicate the failure.
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5.10 Device topology
5.10.1 General

The FDI Server maintains Device Instances in the Information Model. The Information Model
maintained by the FDI Server reflects the structure of the system; the FDI Server maintains
device information in the context of the Device Topology.

The Device Topology includes devices, connecting communication networks, and the elements
to communicate via these networks. The Device Topology is defined in IEC 62769-5; Objects,
References and the AddressSpace organization required to create the proper Information Model

- atian-Alada =

5.10.2 Connection Points

1%

The following non-normative Figure 14 illustrates the topology within the Information Mod
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Figure 14 — Topology with Network objects (non-normative)

The FDI Server uses the information in the FDI Package to create both the type definitions for
the devices and Communication Devices as well as their respective Connection Point elemjents.
The happing between the FDI Package definition and the Information Model elements is deffined
in IEC 62769-5

Network (types for the protocols that are supported by Native Communication devices are

provided by the FDI Server. Network types for non-native protocols are provided through FDI
Package—d%r&errs—p%d—&e&he—eemﬁmea%ﬁ—eewef—*l' i i ieat -

Device definitions contain one or more Connection Point definitions for a device. Each
Connection Point maintains a reference to a protocol element that specifies the protocol for the
Connection Point. A device may be capable of providing or using multiple protocols; each
protocol provided or supported will have a unique Connection Point. The network objects
contain a reference to a protocol definition element that defines the protocol utilized by the
network object.



https://iecnorm.com/api/?name=469705db7833f4c4652e84f7ee166e92

IEC 62769-3:2021 RLV © IEC 2021 -31-

The Device and Connection Point type definitions are used to create Device and Connection
Point instances. The network type definitions are used to create instances of networks in the
system. The network types are specified in the protocol-specific annexes in
IEC 62769-4, and are provided by the FDI Server as an integral component. The FDI Server,
or FDI Clients interacting with the FDI Server to create the topology, locates devices,
communication devices, connection points, and networks using standard OPC UA entry points
for browsing:

e DeviceSet — references Device Instances in the FDI Server;
e CommunicationSet — references instances of communication devices in the FDI Server;
e N

The FDI Server, or FDI Clients interacting with the FDI Server to create the topology, cre¢ates
references between instances of a device, an associated Connection Point, and¥a nefwork
element (see Figure 14). The FDI Server validates that the protocol associated with the
Conrlection Point and the protocol associated with the network are of the same) protocol type.
If a (tvice defines multiple Connection Points, the FDI Server will use the £onnhection Pojnt of
the device that matches the network protocol.

Eachl network object shall be associated with at least one Communication Device.| The
assogiation between the communication device and the network-element shall be done bgfore
devides can be associated with the network element. Once-a Communication Devige is
assogiated with a network element, Business Logic in the CGomimunication Device will be [used
for ngtwork management.

The mpetwork element definition specifies the numberef*Connection Points that can be added to
the nletwork.

The feferences established between devices;“Connection Points, and networks do not affect
the reference established for the standard\browse entry points. Devices remain referenced by
Devi¢eSet regardless of whether the .device has a reference to a Connection Point or|to a
netwprk.

5.10.3 Topology management
5.10.3.1 General

FDI $erver vendors have'two options to provide trusted FDI Clients with the ability to manhage
the tppology:

a) they may provide vendor-specific functionality;
b) they may.implement the OPC UA NodeManagement Service Set.

If the £EDI Server vendor chooses the second option, i.e. implementing the OPQ UA
NoddManhagement Service Set, the topology management shall be implemented as specified in
5.10.3.

In order to prevent simultaneous access from different agents that are trying to modify the
topology, the elements involved in the topology modification are locked. The scope of the lock
for Modular Devices and networks is specified in IEC 62769-5.

The FDI Package for the Communication Device includes definitions that are used by the FDI
Server to manage and validate the topology, including the optional action ValidateNetwork (see
IEC 62769-7). Those definitions are used by the FDI Server during topology management.

5.10.3.2 Add Device to Network

The sequence diagram in Figure 15 shows the behavior of the FDI Server when a device is
added to a network.
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EDIClient EDIServer CommbDevicePkg:BL

InitLock() |

Optional
EnterEditMode()

_ Create Working Copy: ﬁ

|
}
AddReferences() |
1

|
Loop for all nodes in the service request Validate Connectivity()
|
| Select ValidateNetwork Action()
Optional : Execute ValidateNetwork Action()
| "
| . Object Reference() SelectBuiltin()
: LI Object Reference (child)
: Refform Validatidn()
| ValidateNetwork = OK
| e - - — —— — — — —
T T
I 1
Optional | ExitEditMode() |
u > Update Server Information Model()
~

~

~

dgop for all nodes in the Working Copy |

I |

e L

~ v a

Working‘Copy deleted: ﬁ

IEC

Figure 15 — Add Device to topology

The AddReferences service specified in IEC 62541-4 is used to add devices to the topdglogy.
The AddReferences service can be used to establish a single or multiple references. |If an
AddReferences seryice/request specifies multiple references are to be added, the refergnces
are ddded in the order they appear in the service request.

A failure encountered while adding a single reference shall not abort the entire procesp; all
referencestshall be processed. A status is returned indicating success or failure for [each
reference-included in the service request. Standard OPC UA service status informatipn is
returped-by the FDI Server as a result of the service calls, as specified in 6.2.

When adding a reference, the association of a device's Connection Point with a network shall
be validated by the FDI Server; this applies to both FDI Server vendor-specific topology
management as well as the OPC UA AddNode method.

The FDI Server performs an initial validation of the connectivity, which includes, for instance,
verifying that the protocol specified by the Connection Point and the network are the same and
the number of connections supported by the network have not been exceeded. That validation
is based on information provided with the FDI Communication Package of the involved
elements. If the initial validation succeeds, the ValidateNetwork Action provided by the
Communication Device is invoked by the FDI Server. See IEC 62769-7 for more details.

In a first pass, all requested references are added regardless of the validation process
succeeding or failing. After adding all references, a second validation pass is done. If the
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validation process fails for any reference, that reference shall not be added, and the status
returned for that reference shall indicate the reference failed to be added.

Because of this two-step validation process performed by the FDI Server, the result of adding
multiple references at a time can be different from the result of adding one reference at a time.

5.10.3.3 Remove Device from Network

The sequence diagram in Figure 16 shows the behavior of the FDI Server when a device is
removed from a network.

EDIClient EDIServer CommbDevicePkg:BL
I InitLock() [ I
| | |
}
Optlonal |
EnterEditMode() _ Create Working Copy: :
| |
T T
DeleteReferences() | |
T |
T T
Lodp for all nodes in the :service request Select ValidateNetwork Action() :
obtiona : Execute ValidateNetworK Action() :
: . Object Referenhce() Select Builtin()
' u‘ Object Reférence (child)
rm AL e e e _ —
| > Perform Validatign()
|
| ValidateNetwork = OK
I e — e —
I T
Optional : ExitEditMode() :
u > Update Server Information Model()

| s

—f---- S ———————— % =7 -
|
|
|
|

Working Copy deleted: ﬁ

(R [ — —_— e e —_— —_——_— —_——_—— o — —

IEC

Figure 16 — Remove device from topology

The DeleteReferences service specified in IEC 62541-4 is used to remove devices from the
topology. The DeleteReferences service can be used to remove a single reference or multiple
references. If a DeleteReferences service request specifies multiple references are to be
removed, the references are removed in the order they appear in the service request.

A failure encountered while removing a single reference shall not abort the entire process; all
references shall be processed. A status is returned indicating success or failure for each
reference included in the service request. Standard OPC UA service status information is
returned by the FDI Server as a result of the service calls, as specified in 6.2.

The removal of a device from a network requires the FDI Server to validate the network. The
FDI Server invokes the ValidateNetwork Action provided by the Communication Device after
removal of the device from the network.
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In a first pass, all requested references are removed regardless of the validation process
succeeding or failing. After removing all references, a second validation pass is done. If the
validation process fails for any reference, that reference shall not be removed, and the status
returned for that reference shall indicate the reference failed to be removed.

Because of this two-step validation process performed by the FDI Server, the result of adding
multiple references at a time can be different from the result of adding one reference at a time.

5.10.4 Topology scanning

The sequence diagram in Figure 17 shows the behavior of the FDI Server when the topology is
scanped.

FDIClient FDIServer DevicePkg:BL (Interfacg)

| Invoke Method (scan) :

|
I
n
|
> Select SCAN Action() !
|
I

Execute SCAN Action()

' Perform Access Calls as negdg

d
: > Select Builtin()

Execute Builtin (send\eommand/send_value)

Create SCANLIST(

— e —— e —— — — ——

> Get SCANLIST variable()

|

|

|

|

|

Invoke Method (scan) Generate scan list XML() |
|
|
|
|
|

IEC

Figure 17 — Scan topology

Scanhing of a network for connected devices is provided via the Scan Service associated with

Communication Devices. This service is described in IEC 62769-5.

For nodes representing Native Communication devices, the FDI Server provides the service
implementation.

For Communication Devices that are not native to the FDI Server, the FDI Server invokes the
SCAN Action provided by the Communication Device (see IEC 62769-4). The SCAN action
invokes builtins provided by the FDI Server to send commands to the Communication Device.
The SCAN action processes the responses to the commands to create a scan list.

The scan list created by the SCAN Action is stored in a DDLIST variable referenced through
the SCAN_LIST variable. The DDLIST contains the definition for the devices detected by the
communication device.
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The Information Model specified in IEC 62769-5 provides protocol independent definitions for
devices. The protocol independent device definitions contain references to nodes containing
protocol-specific identification for a device.

The DDLIST variable resulting from the scan is composed of variable definitions. The DDLIST
will contain variables whose name matches the properties and attributes defined in IEC 62769-
5 for the protocol independent device definition. These protocol-independent definitions allow
the FDI Server to formulate protocol-independent information to an FDI Client about the devices
in the network.

The SCAN Action _may not fully identify a device; variables providing protocol-independent
inforfnation may be missing from the DDLIST. The FDI Server through vendor-specific fungtions
perfdrms additional parameter read and write actions to the device to completd the
identjfication. This functionality is both FDI Server vendor-specific as well as protoeol-specific
and i not standardized.

The PDLIST also contains network addressing information for the devices."identified in the
netwprk. The network addressing will be protocol-specific but matchhthé protocol-specific
Conrlection Point properties and attributes specified in IEC 62769-5.

The PDLIST may also contain additional variables that are protocol-specific. The protocol-
specffic variables are standardized by the foundations defining the network protocol) see
protgcol-specific annexes in IEC 62769-4.

The kDI Server is responsible for the creation of the XMk 'data set returned by the Scan S¢rvice
using the information provided by the DDLIST variable.

5.10/5 Use of SCAN function

The BCAN function can be used by the FDI"Server as part of topology management. The FDI
Server vendor-specific functions for topology management may perform network SCANS to
define the Device Instances to create-and to initialize the Information Model topology.

The $CAN function is provided by-communication devices; a device definition does not have to
exist|in the Information Model\for the SCAN function to succeed. The information provided by
the JCAN function may be used by FDI Server vendor-specific functionality to create the Device
Topology. FDI Server yendor-specific functionality is responsible for matching the deyices
identjfied by the SCANfunction to device types in the Information Model.

The FDI Server,sthrough vendor-specific implementation, uses the SCAN function as part of
comrissioning:a hetwork. The FDI Server vendor-specific implementation allows the FDI Sgerver
to match and\validate the offline created topology against the physical network (see 5.10.6).

The yise.of the SCAN function for topology creation and topology validation is not standarglized
and isan FDT Server vendor-speciiic functionality.

5.10.6 Validation of defined topology

The FDI Server shall validate that the defined Device Instance in the Information Model matches
the physical device. The FDI Server vendor-specific functionality is responsible for validating
the Information Model against the physical devices connected in the system.

The FDI Server can rely on standard functions such as SCAN to identify the devices physically
connected and determine whether there is a match with the offline defined topology. The FDI
Server may also use protocol-specific commands to identify devices.

The FDI Server shall validate that the physical device is of the same type as the Device Instance
in the Information Model. The FDI Server vendor-specific implementations can allow
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connectivity to devices of different revisions or require an exact match. FDI Server vendor-
specific functionality provides the device matching.

5.11 User Interface Elements
5.11.1 User Interface Descriptions

User Interface Descriptions (UIDs) are descriptive user interfaces that are rendered by an FDI
Client. They appear in the Information Model as UlDescriptionType nodes (see
IEC 62769-5).

FDI CTienis refrieve UIDs by reading the Value atiribute of a UlDescriptionType node, ih the
Infornation Model. The Value attribute of a UlDescriptionType node contains the UID-ip the
form |of an XML string (see |IEC 62769-2).

Any values that the FDI Server provides to the FDI Client through the UID shall*be unscaled,
inclugling, for instance, current variable values, ranges and initial values.

FDI $ervers shall evaluate any conditional behavior present in a UlD.béfore providing it tp the
FDI Client. The FDI Client shall simply render the UID provided by _the'FDI Server.

This [example assumes the UID is based on EDDL. If the £ATH attribute of an IMAGE is

cond|tional (i.e., dependent on the value of a parameter in. the device), the FDI Server|shall

evalate the conditional to determine which image is ©0 be used and then provide the

appr{priate Browse Name to the FDI Client via the XML=string. The FDI Client will simply render
I

the dppropriate image. All other EDDL conditionals¢shall be evaluated by the FDI Server in a
similar fashion.

An FPI Package can define actions that are associated with UIDs. The following actions| may
be d¢fined in an FDI Package:

e Pre-edit Actions;

e Plost-edit Actions;

e |nit Actions;
¢ Refresh Actions;

e Ekit Actions.

Thosg actions are.executed by the FDI Server, but their execution is driven by the FDI Client.

In ordler to allow-the FDI Client to drive the execution of actions, the FDI Server creates Adtions
Proxies (see*5.12.3) and makes the Action Proxies names available to the FDI Client by mleans
of the ListOfActions element type defined in the XML schema (IEC 62769-2). The FDI Sgrver
thus mdintains the Actions Proxies names in the XML string of the UID.

As the FDI Client retrieves UIDs, it retrieves the Actions Proxies names associated to them as
well.

Even though a single EDD Actions definition may specify more than one EDD Method, the FDI
Server does not provide individual references to each EDD Method that is specified, but it
provides a single Actions Proxy name to refer to all EDD Methods specified in the EDD Actions
clause. As a consequence, the list of actions specified in the XML schema will always have a
single entry.

As the FDI Client processes a UID, it can start the execution of actions by calling the
InvokeAction service and passing the corresponding Actions Proxy name as argument (see
5.12.3).
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5.11.2 User Interface Plug-ins

User Interface Plug-ins (UIPs) are programmatic user interfaces that are executed by an FDI
Client. They appear in the Information Model as UIPluginType nodes (see |IEC 62769-5).

FDI Clients retrieve UIPs by reading the Value attribute of a UIPluginType node in the
Information Model. The Value attribute of a UIPluginType node is a byte array containing a
binary executable component (see IEC 62769-5).

FDI Packages can provide multiple variants of the same UIP (see IEC 62769-4). FDI Clients
browse through the available UIP Variants and select the variant that is most appropriate.

Unlike UIDs, UIPs are not processed by an FDI Server in any way; they are importedi\from the
FDI FPackage and simply provided to the FDI Client upon request.

FDI |Device Packages can reference a UIP in a separate FDI UIP)-Package |(see
IEC 62769-4). FDI Servers shall resolve these references. Any references that canngt be
resolved shall result in a Bad_NodeldUnknown status code when the UIP is read by an FDI
Client.

5.12| Actions
5.12,1 FDI Server — FDI Client interaction

FDI Clients invoke Actions by calling the InvokeAction.méthod (see IEC 62769-5).

When an Action is invoked the FDI Server creates a.state machine that is maintained while the
Action is executing. The state may change in response to the builtin functions that are invoked
by the Action, as well as in response to interaétions with the FDI Client.

The FDI Server then creates a transient;;non-browsable Variable in the Information Modgl for
the exchange of information between the FDI Server and the FDI Client, henceforth referred to
as thp exchange variable. The Nodégld of the exchange variable is returned to the FDI Clignt as
an output argument of the InvokeAction method (see IEC 62769-5).

Oncd the state machine has been created, the exchange variables have been created, and the
Action has started to execute, the InvokeAction method terminates, i.e. it does not remain gctive
durinjg the execution of'the Action.

The kDI Server-sends user interface requests to the FDI Client via the exchange variable} and
the FDI Client-seénds user interface responses to the FDI Server via the exchange variable| The
valug of the‘exchange variable is an XML string (see IEC 62769-2). It contains the current [state
of thg Action, as well as a user interface request or response.

The subscription service specified in TEC 62541-4 is used to allow the FDI Server to send user
interface requests to the FDI Client via the exchange variable. The FDI Client subscribes to the
exchange variable to receive user interface requests from the FDI Server. If a request is
transitional the FDI Client may miss the request. The request will be held in the exchange
variable until the FDI Client creates a subscription. Once the subscription is established, the
FDI Server will respond with the current state and the pending request.

NOTE 1 TimeDelay with a short duration is an example of a transitional request.

The FDI Server can implement a server-defined time-out for user interface requests. Failure of
the FDI Client to respond to a user interface request before the time-out expires can cause the
FDI Server to abort the Action.

NOTE 2 The time-out is expected to be on the order of 20 min to 30 min similar to a session time-out of a web page.
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The FDI Server retains the current state and the last request in the exchange variable even
after the Action completes. The exchange variable retains its value until the FDI Client
terminates the subscription.

An Action can be aborted by the FDI Client or by the Action itself.

The sequence diagram shown in Figure 18 shows the client/server interaction of an Action.
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Figure 18 — Action execution
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5.12.2 Action state machine
5.12.2.1 States

The Action state machine is shown in Figure 19.

WaitingForFeedback

TimeDelay

TimeDelayA

(Waiting ForFeedbackA

Completed

Figure 19 — Action state machine

The gtates oOf the Action state machine are specified in Table 1.

Table 1 — Action states

State Description

Created The initial state when the state machine instance is created by the FDI Server.

Running The normal execution state.

TimeDelay The state where the normal execution is suspended for a certain amount of time.

WaitingForFeedback The state where the normal execution is suspended because a user interaction is
needed.

Aborting The state where the normal execution has been aborted and abort processing is
carried out.

TimeDelayA The state where the abort processing is suspended for a certain amount of time.

WaitingForFeedbackA Thedstgte where the abort processing is suspended because a user interaction is
needed.
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State Description
Completed The state where the normal execution is completed.
Aborted The state where the abort processing is completed.
5.12.2.2 State transitions

The state transitions of the Action state machine are defined in Table 2.

Table 2 — Action state transitions

Source state Event Destination state
Starf State FDI Server created a state machine for the Created
Action.
Creajted Execution of the Action has started. Running
Running Execution of the Action has completed. Completed
Running Builtin function has been encountered that TimeDelay
requires a time delay.
Running Builtin function has been encountered that WaitingForFeedback
requires user feedback.
Runnjing Abnormal termination of the Action has_.been | Aborting
initiated by either the FDI Server or the\FDI
Client.
TimgDelay FDI Server has decided to sepd time delay TimeDelay
remaining to FDI Client.
TimgDelay FDI Server has calculated\a'new time delay TimeDelay
to be sent to FDI Client;
TimgDelay Abnormal termination*of the Action has been | Aborting
initiated by the ED} Client.
TimgDelay Delay time has expired. Running

Wait|ngForFeedback

FDI Server‘has decided to send an updated
feedback request to the FDI Client.

WaitingForFeedback

Wait|ngForFeedback FDNServer has received feedback from FDI Running
Client.

Wait|ngForFeedback Abnormal termination of the Action has been | Aborting
initiated by either the FDI Server or the FDI
Client.

Wait|ngForFeedbatk FDI Server timeout period has expired with Aborting
no response from FDI Client.

Aborting Builtin function has been encountered that TimeDelayA
requires a time delay.

Aborting Builtin function has been encountered that WaitingForFeedbackA
requiTes user feedback:

Aborting Execution of the Action has completed. Aborted

TimeDelayA Delay time has expired. Aborting

WaitingForFeedbackA

FDI Server has decided to send an updated
feedback request to the FDI Client.

WaitingForFeedbackA

for the Action.

WaitingForFeedbackA FDI Server has received feedback from FDI Aborting
Client.

Aborted FDI Server has destroyed the state machine Finish State
for the Action.

Completed FDI Server has destroyed the state machine Finish State
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5.12.3 Actions Proxies

EDD Actions specify EDD Methods that shall be executed at specific moments during the
processing of variable values or during user interaction. In many cases, the FDI Server implicitly
executes the EDD Actions, but in some specific cases, as specified in 5.12.4, the execution of
EDD Actions is driven by the FDI Client.

In order to allow the FDI Client to drive the execution of EDD Actions, the FDI Server creates
Actions Proxies. An Actions Proxy is an internal entity created by the FDI Server to encapsulate
the EDD Methods specified in the EDD Action definition. An Actions Proxy thus corresponds to
a single "*_ACTIONS" clause in EDDL and therefore to the entire set of EDD Methods specified
in it.

The |FDI Server assigns a name to the Actions Proxy. The Actions Proxy name is an
unanmbiguous identifier, i.e. it uniquely identifies the Actions Proxy in the scope.of a dingle
devide instance.

The [FDI Server makes the Actions Proxy name available to the FDI, Client via the [ XML
descfiptions associated to UID nodes (see 5.11.1). The FDI Client can thus drive the execution
of an|Actions Proxy when necessary by calling the InvokeAction methodiand passing the Adtions
Proxy name as argument.

NOTE| The second argument of the InvokeAction method ("MethodArguments") is empty, since EDD Actiong have
no arguments.

When processing an InvokeAction call with an Actions®roxy name as argument, the FDI Sgrver
execlites the entire set of EDD Methods associated to that Actions Proxy. As specified in
IEC-414804-3 a, the FDI Server executes those EDD Methods in the order they appear in the
EDD|Action definition, and if an EDD Method exits’for an unplanned reason, the following|EDD
Methpds are not executed.

Taking as reference the state transitions’defined in Table 2, it means that:
e the state machine transitions {ffom the state "Created" to the state "Running" when the
ekecution of the first EDD Method in the Actions Proxy definition starts;

e irl the meantime betweenthe execution of two EDD Methods, the state machine remains in
the state "Running";

the state machinesonly transitions from the state "Running" to the state "Completed" when
the execution ofthe last EDD Method in the Actions Proxy definition completes, or if any
EDD Method_exits for an unplanned reason.

All ofher statétransitions remain the same.

5.12.4 / Actions, EDD Actions and Actions Proxies

Actions are a provision of the FDI Server to allow FDI Clients to execute both EDD Methods in
general and EDD Actions in particular. EDD Methods in general, with the exception of abort and
action methods, are exposed in the Information Model as nodes under the ActionSet Object of
the corresponding device or block node (see IEC 62769-5). EDD Actions on the other hand are
not exposed in the Information Model. EDD Actions are made available to the FDI Client by
putting the names of their corresponding Actions Proxies in the ListOfActions element in the
XML description of the UID nodes (see 5.11.1).

The EDD Action types and the EDD constructs that use them are shown in Table 3 (see
IEC 61804-3).
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Table 3 — EDD Action types and the EDD constructs that use them

EDD construct

EDD Action type | VARIABLE MENU EDIT_DISPLAY WAVEFORM SOURCE uiD
Pre-read Actions | |

Post-read Actions | |

Pre-write Actions | |

Post-write Actions | |

Pre-edit Actions E E E E
Posttedit Actions E E E H
Init Actions E E E =
Exit Actions E E H
Refrgsh Actions E E =

As Thble 3 indicates, in some cases, the FDI Server implicitly executées the EDD Actions (I),

whilég

Client needs to explicitly start the execution of the EDD Actions,in the FDI Server (E).

The

0

, in other cases, the execution of EDD Actions is driven by the FDI Client, i.e. thd

-DI Server implicitly executes the following types of EDD "Actions:

re-read, post-read, pre-write and post-write actionsj\both for variables and menus;

Thos|

for Business Logic processing. Any action of*one of those types that eventually requires

efresh actions for variables.

FDI

types of actions shall not require user interaction; they are strictly intended to be [used

user

interaction will not perform the builtin but will'return an error if possible.
The FDI Server implicitly handles pre=read, post-read and refresh actions for variables when
the ADI Client reads online variabtes (see 5.7.3). Similarly, the FDI Server implicitly handles

pre-w
in an

The pre-read, post-reads-pre-write and post-write actions for menus are only used by the uj
lownload menus\(see IEC 61804-4 and |IEC 62769-2). The FDI Server implicitly handles
rite and post-write actions for menus when the FDI Client transfers data to the dgvice
P). Similarlys:the FDI Server implicitly handles pre-read and post-read actions for menus

and
pre-v
(5.2.
wher

The

immediate fashion (see-5.8.3) or in edit mode (see 5.8.4).

the FDJ}-Client transfers data from the device (5.2.3).

DI} Client explicitly starts the execution of the following types of EDD Actions:

re-edit and post-edit actions 1or variables, menus, edit-displays and UIDs;

e Init, exit and refresh actions for menus, waveforms, sources and UIDs.

rite and post-write actions far variables when the FDI Client writes online variables, gither

bload

When those actions contain user interactions (see IEC 61804-4), they will require interaction
between the FDI Server and the FDI Client. This is achieved by using Actions, as specified in
5.12.1. The FDI Client explicitly starts the execution of those types of actions in the FDI Server
by calling the InvokeAction method and passing the name of the corresponding Actions Proxy

as ar

gument.
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6 OPC UA services

6.1 OPC UA profiles

The set of services specified for OPC UA are grouped into standardized profiles as defined in
IEC 62541-7. FDI Servers shall conform to the FDI Server Profile, which is specified as:
e including OPC UA "Standard Server";

e including OPC UA "DataAccess Server Facet";

e including OPC UA "Node Management Server Facet";

including OPC UA "Method Server Facet";

ifcluding OPC UA "Event Subscription Server Facet";

ifcluding OPC UA "Auditing Server Facet";

e including FDI "FDI Information Model".

6.2 Service error information
6.2.1 Overview

FDI $ervers provide service operations that are invoked through)OPC UA services. Starndard
OPCJ|UA service status information is returned by the FDI Servér‘as a result of the service galls.

The PPC UA specification defines all services as having a standard response that includes a
response header containing general and service-specific response codes in accordance with
IEC $2541-4. The response code structure contains diagnostic information that returns both an
error[code as well as localized text for the error¢EDI Servers shall fill in the diagnostic re¢ords
inclugling localized text for the reported errors;

The OPC UA diagnostic record allows Serviers to include "inner" status information. FDI Sefvers
will provide technology binding specificefrors in the "inner" status record.

6.2.2 OPC UA services and their response

When the FDI Client submits ja Service request Message to the FDI Server, if the service is
suppprted and executedthe FDI Server generates a success/failure code that it includesg in a
positlve response Message along with any data that is to be returned. Each Service request
has a RequestHeaderrand each Service response has a ResponseHeader.

The Responseteader is a structure that has data members used to convey EDDL diagngstics
information, the 'serviceResult and the diagnosticlnfo.

The perviceResult is the standard, OPC UA-defined result of the Service invocation.| The
serviceResult hlpn is Qfohlef‘nrln which—defines—a—standardnumericalvalue—that-is—used to

oo oo oo

report the outcome of an opera’uon performed by an FDI Server. This code may have associated
diagnostic information that describes the status in more detail.

The diagnosticlnfo is a structure that is intended to return vendor-specific diagnostic
information.

6.2.3 Mappings of EDDL response codes to OPC UA service response

When FDI Clients use OPC UA services to read and write the Attributes of Parameters, they
receive back as part of the FDI Server response a ResponseHeader with success/failure code
and diagnostics information.

The FDI Server uses the serviceResult and the diagnosticinfo data members of the
ResponseHeader to return error and diagnostics information related to failure of execution of
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EDDL variable actions, including PRE_READ, POST_READ, PRE_WRITE and POST_WRITE
actions.

The StatusCode returned in the serviceResult data member of the ResponseHeader is also
used to handle the EDDL VALIDITY attribute. Any attempt to access an invalid variable will be
reported to the FDI Client as the result of a service call. The service returns a "Bad Failure" in
the Severity bit of the StatusCode. In addition, the diagnosticinfo data member of the
ResponseHeader can be used to provide detailed diagnostics on the failure. The FDI Server
shall also deal with the fact that VALIDITY can be the result of the evaluation of a conditional
expression. In that case, FDI Clients rely on the FDI Server notification capabilities when the
model dynamically changes-due owing to a conditional evaluation.

The serviceResult and the diagnosticinfo data members of the ResponseHeader are usged to
returp error and diagnostics information related to EDDL response codes. EDDI{response
codep specify values that a device may return as the result of an operation. Each EDDL varijable,
recond or value array can define its own associated set of response codes.

The gerviceResult is used to return a status that corresponds to the EDDyresponse code TYPE
attribute. The Severity bits of the StatusCode are set based on thée(réesponse code TYPE
accofding to Table 4.

Table 4 — OPC UA severity bits and EDDL response codes TYPE

OP|C UA Severity EDDL Response.Codes Type
Goodl Success SUCCESS
Uncgrtain Warning MISC_WARNING, DATA_ENTRY_WARNING
Bad Failure DATA_ENTRY_ERROR, MODE_ERROR, PROCESS_ERROR, MISC_ERROR

The |symbolicldindex, localizedTextindex and the additionalinfo data members off the
diagnosticinfo are used to return the response code and the text description gotten from EDDL
respgnse codes definitions. It is the EDI Server's responsibility to translate the integer response
code|into its corresponding text description and fill in the diagnosticinfo.

The $ymbolicldindex data meémber is used to return the numeric response code from the EDDL
RESIPONSE_CODE. Thetnumeric code shall be converted into a string in the stringTable| The
symbolicldIndex contains the index into the stringTable.

The |ocalizedTextlndex data member is used to return the DESCRIPTION attribute from the
EDDL RESPONSE_CODE. The DESCRIPTION string is conveyed to the FDI Client in the
stringTable_data member of the ResponseHeader parameter. The localizedTextIndex contains
the index(into the stringTable.

The additionallnfo data member is used to return the HELP attribute from the EDDL
RESPONSE_CODE.

In addition to the response codes described via EDDL, standard response codes defined by the
underlying communication protocols may also be returned.

6.3 Parameter value update during write service request

The FDI Server maintains an Information Model that contains Online variables that cache the
value of the device variables. The specified behavior for OPC UA is for the Server to only store
in the Online Variables those values that the Server has read from the device.

The FDI Server is not allowed, according to OPC UA specified behavior, to write a value both
to the device and to the Online variable.
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6.4 Localization

The Information Model defined for FDI, IEC 62769-5, is based on OPC UA. The OPC UA
specification defines descriptive attributes and properties of elements to be localized strings.
The FDI Server provides localized information for the OPC UA specified localized attributes and
properties in the Device Type and Device Instance nodes.

The FDI Server uses information provided by the descriptive component in the FDI Package for
a device type to create localized strings. FDI Packages support the specification of localized
strings for descriptive information. If the device vendor provides such information, the FDI
Server uses the appropriate localized string as the value for device type attributes and

propertieswherr respondingtoam F D Ctient:

If thel descriptive element in the FDI Package does not provide localized informatiofiy-€ithgr no
inforTation or no information for the requested locale, the FDI Server will returnsthe English
default string.

Multiple clients connecting at the same time may eventually request thg,FDI Server to return
locallzed attributes and properties in different languages. The FDI Seryershall support mdltiple
langyages simultaneously when the clients requesting different languages connect to different
Devige Type or Device Instance nodes.

When clients requesting different languages connect at the sani€ time to the same Device [Type
or Dgvice Instance node, the support to multiple languages)is optional. If the FDI Server |does
not support multiple languages in that situation, then it’shall implement a "first wins" soldtion,
i.e. iff will use the language requested by the first client that connected to the Device Type or
Devig¢e Instance node when returning localized .attributes and properties to all subsequent
clients.

6.5 | Audit events
FDI $ervers shall provide support for wendor-specific audit trail functionality. The suppoft for
auditjng in the FDI Server is specified in IEC 62769-5.

7 Communication

71 Notation

Clause 7, describing communication, contains diagrams showing the Information Model,
IEC $2769-5. The-notation used in these figures uses the standards defined by OPC UA. Tlhese
standards are-sUmmarized in IEC 62769-5.

7.2 | General
7.2.1—Concepts

The FDI Server is responsible for managing communications. The FDI Server can support three
types of communication infrastructure components:

e System communication hardware (see Figure 1);
e FDI Communication Server;

e Communication gateways (Nested Communication).

The FDI Server can support system-specific communication hardware (see Figure 1). The FDI
Server interacts with the driver of the system communication hardware through proprietary
interfaces to process fieldbus communication. System-specific communication management is
not in the FDI specification's scope.
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Figure 20 shows a possible architecture example of system communication integration.

System Communication FDI Server

Information Model
Communication Serviceg |, |, NetworkType:
e » Network_B
Hardware Driver (A. — ;
M ConpectionPointType: DeviceType:
E CRB1, . . ‘,) FI B101
PHY
: \ ConnectionPointType: DeviceType:
Network B CP_B2 | FIB102

[ |
Communication
Relation

FIB101

Figure 20 — System communication integration example

IEC

The [FDI Server can implement access to physical nétworks through FDI Communication
Servers (see Figure 1) (IEC 62769-7). The FDI Communication Server implements the agcess
to thg physical network. The interface between the ‘FDI Server and the FDI Communication
Server is based on OPC UA. The FDI Communication Server implements the OPC UA Sgrver
on. The FDI Server implements the ORE UA Client function. The FDI Communication

funct

Server implemented Information Model enables the access to the communication serviceg.

An FPI Communication Server integration example is shown in Figure 21.
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Figure 21 — FDI Commuhication Server integration example

EC

ms of the Information Mode] structure, the system communication hardware and th¢ FDI
munication Server represent root communication devices.

upports Nested Communication. The term "Nested Communication" stands for the gbility
ystem to process-Gommunication across protocol boundaries in heterogeneous netwjorks.
hsertion of addjtional communication gateway devices into the topology as shown in F
hables the handling of heterogeneous networks. These communication gateway deyices
ment the~bridging functionally between different networks (gateway firmware).
vay firmware implemented bridging functionality is also implemented in the Business
ded with.the FDI Package describing the communication gateway. The FDI Server integracts
with jthis Business Logic of the communication gateway to process the Ngsted

gure

The
L ogic

A communication gateway integration example is shown in Figure 22.
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Figure 22 — Gateway integration example
7.2.2 Terms

The following contains a list of terms used in 7.3:

1) A Connection Point is an instance of a ConnectionPointType (see IEC 62769-5).

2) A Device is an instance of a DeviceType.

3) A Connection Point associated to a Device is called Device Connection Point.

4) A Connection Point associated to a Communication Device is called Communication Device

Connection Point.

5) A Network is an instance of NetworkType (see IEC 62769-5).
6) FDI Communication Server (see IEC 62769-7).
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7.3 Communication Service processing
7.3.1 Communication Service invocation

IEC 62769-7 specifies that both Gateways and FDI Communication Servers implement the
communication services. Those services are specified in IEC 62769-7.

In order to allow the flexibility that is necessary to represent a variety of different scenarios
involving communication between the communication server and the physical devices,
IEC 62769-7 specifies that some communication services are provided through a
communication service provider. While the communication service provider allows multitasking
and enhances—the—ecommunicatt Hittes—of-a—ecommunication—deviee—t—reauires—parallel
execpition in the server. The details about communication service praoyjders
(SeryerCommunicationServiceType and GatewayCommunicationServiceType) are specified in
IEC $2769-7. The requirements for parallel execution in the service are described through the
rules|stated in Clause 8.

The difference between a Gateway and an FDI Communication Server is ‘about how or where
these services shall be invoked:

a) Iff the communication device is an FDI Communication Server, the FDI Server invokes a
bmmunication service directly at the FDI Communication Server using an OPC UA Mgthod
ervice Call specified in [IEC 62541-4. This call will end up _ifvactual fieldbus communication.

[k e)]

b)

flthe communication device is part of a Gateway, the FDIServer invokes the communication
service in terms of invoking an Action implemented’by-the Business Logic of the spgcific
Qateway. The behavior (reaction) of the Gateway Business Logic is described in IEC 63769-
7

7.3.2 Analyze communication path

The |nformation Model defined in IEC 627695 supports a hierarchical topology. As shown in
Figune 22, the topology reflects the physical network topology. The communication |path
analysis function allows the FDI Serverto determine how communication messages need fo be
propagated from the Device that triggered a communication request to the Communiciation
Devige implementing the network access (root communication device) and which
comrunication relations need.to'be activated before. Subsequent text will only consider the
root communication device based on the FDI Communication Server.

The EDI Server identifiesithe communication path between a Device and an FDI Communiciation
Server according tocthe’following rules:

a) Tlopology iteration starts from the node representing the Device passing the elements
Qevice Connection Point, Network, Communication Device Connection Point tg the
Jommunication Device within the same Network hierarchy. In this way, the FDI Server
determines the local communication relation. A Communication Device that is assocjated
nextto the Device implements the communication service provider for this Device| this
means the FDI Server shall propagate the communication service request between the
Device and Communication Service Provider.

b) The FDI Server identifies a communication gateway along its Information Model structure
as demonstrated in Figure 22. The key indicators are the Communication Device organized
below a Device using the "has Component" relation. This specific device is called Gateway
Head Station, which is connected to a different Network via a Connection Point. From here,
the iteration continues as described in a).

c) The topology iteration procedure ends with finding the communication root device. The FDI
Server identifies an FDI Communication Server (communication root device) because it has
no association to other networks than the network for which the FDI Communication Server
implements the communication service provider.

NOTE How the FDI Server determines System Communication Device is out of the scope of this document.
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7.3.3 Manage communication relations

Prior to any data exchange related transfers, the FDI Server needs to establish or activate the
communication relation between the Device representations in the Information Model and the
physical network connected device. The invocation sequence of the communication service
Connect on any of the Communication Devices along the communication path shall begin with
the root communication device. The communication service Connect is specified in IEC 62769-
7.

The Device Connection Point contains the address information to be used for the Connect
service. The Informatlon Model eIement FunctlonaIGroupType Ident|f|cat|on contains optionally
requi
shalllmatch with the browse names of the Information Model elements that hold related-values
(browse name matching).

The |successful execution of service Connect activates the local communication relation
betwgen a Device and a Communication Device associated to the same network.| The
successful execution of service Connect on a network higher in a hierarchy.s a prerequisjte to
a sugcessful execution of the service Connect on a network lower in the-hierarchy. The rgason
for this is the Gateway Business Logic that can invoke other communication services requiring
an agtivated communication relation.

The FDI Server manages a CommunicationRelationld in accotdance with IEC 62769-7.

A cdnnection abort indication or the invocation oflservice Disconnect as describgd in
IEC 62769-7 deactivates the local communication relation and any of the local communication
relatijons in networks lower in the hierarchy.

7.3.4 Communication service request mapping

The FDI Server receives communication service requests from Devices or Gateways throtigh:

—

a) the Online Variable Read;
b) the Online Variable Write;

c) the Business Logic invoking-the communication related EDDL Builtin function, for example,
send, send_all_values, send_command, send_command_trans, send_trans, send_vjalue,
WRITE_COMMAND, READ COMMAND, and so on.

Like the Device, all of these communication service requests related source events apply to the
EDDL PROFILE_(IEC 61804-3). The FDI Server shall handle the communication service
requests in aceordance with EDDL-defined PROFILEs.

Sincg¢ the"EDDs shipped with the FDI Packages can describe relations between VARIABLE

VARIABLE Such COMMAND descr|pt|ons contam commumcatlon service arguments and
instructions about how to create the data payload of a communication service.

If no COMMAND Description is present, the VARIABLE identifier (Name) and the VARIABLE
value are the only communication service Transfer arguments.

Once the FDI Server has determined the communication service arguments from EDD, it can
map it to the communication service Transfer (IEC 62769-7) arguments based on name
matching. Transfer arguments shall have the same names, data types and semantics as
described for a protocol-specific COMMAND definition.
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EXAMPLE The COMMAND description contains the attributes SLOT, INDEX, REQUEST, REPLY. The protocol-
specific signature of the Transfer service shall envision:

Transfer (
[in] String communicationRelationId,
[out] Integer serviceError,
[in] unsigned char SLOT,
[in] unsigned char INDEX,
[in] char[] REQUEST,
[out] char[] REPLY)

NOTE The arguments communicationRelationId and serviceError are described in IEC 62769-7.

7.3.5 Communication service request propagation

Subcjause 7.3.5 describes how the FDI Server manages the communication \megsage
propagation along the communication path. The following Figure 23 represents an~eéxample
scengrio derived from Figure 22.
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Figure 23 — Message propagation example scenario

NOTE 1 The numbers in brackets (1) to (8) used in the the following description refer to elements in Figure 23.

The FDI Server detects a communication request because of an FDI Client (1) invoking an
Action (2). The processing of that Action (METHOD Download) invokes the communication
request-related EDDL Builtin such as WRITE_COMMAND that has been mapped to Transfer
service arguments, as described in 7.3.4.

The FDI Server processes the message propagation related iterations upwards through the
hierarchy of the topology.
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The FDI Server shall always determine the next Communication Service Provider along the
communication path (3) and (5) (see 7.3.2) and invoke the service Transfer there.

If the Communication Service Provider processing the Transfer service is in an FDI
Communication Server, the Transfer service needs to be invoked using the OPC UA service
Call (6).

NOTE 2 The Communication Service Provider in the FDI Communication Server sends the protocol-specific
message to the physical network (7).

If the Communication Service Provider processing the Transfer service is in a Gateway, the
:"'ii Ta etatedBustress sere-wieatseothercommurieatiorredaes etated5DDL
Builtin invocations, for example, send_command (4). The iteration procedure enters the| next
recursion determining the next Communication Service Provider along the communication| path
(5) (4dee 7.3.2) and invokes the service Transfer there.

NOTE|3 The gateway implementation of service Transfer is device-specific. The Transfer lodic wraps the indqoming
Transfer argument values and creates another message to be sent out calling a communication request related|EDDL
Builtin| (see IEC 61804-5).

The [fransfer logic can invoke multiple communication requests as, this might be needg¢d to
manage the protocol bridge function. The physical gateway deviceyunhwraps and forwardp the
mesgage (4) to the physical device (8).

The FDI Server managed communication propagation progess is a recursive process in which
the Business Logic execution of one Device can invoke the Business Logic execution|of a
diffenent Device. This FDI Server needs to maintain an.invocation stack.

7.3.6] Communication error handling

The EDI Server is responsible for handling cammunication errors. The FDI Server detects grrors
eithef from the Communication Service Provider returned service invocation results as spegified
in IEC 62769-7 or through EDDL builtinscfor abort processing.

The FDI Server aborts all communication Actions waiting for a response if a communication
error|or abort is received.

The FDI Server will return_a failure to the originating service if a communication error or gbort
is regeived.

7.4 | FDI Communication Server specific handling

7.4.1 Discovery

IEC T2769-7 describes the FDI Communication Server implemented discovery support in tlerms
of:

a) VARIABLE definitions describing the FDI Communication Server's identification data that
are represented in the FDI Server hosted Information Model;

b) FDI Communication Server implemented usage of IEC 62541-4 specified discovery
services.

The FDI Server uses the services FindServers and the GetEndpoint IEC 62541-4 specified
discovery service set to determine the FDI Communication Server. The FDI Server shall match
the FDI Communication Server's defined identification data with values returned from the
functions FindServers and GetEndpoints.

The FDI Server implements the IEC 62541-4 specified Discovery Server.


https://iecnorm.com/api/?name=469705db7833f4c4652e84f7ee166e92

- 54 — IEC 62769-3:2021 RLV © IEC 2021

7.4.2 Information Model synchronization

In accordance with IEC 62769-7, the FDI Communication Package contains an EDD element
describing the VARIABLES and Business Logic mapped into the Information Model. IEC 62769-
7 also describes the overlap between the FDI Communication Server-hosted Information Model
and the FDI Server-hosted Information Model. This overlap represents the shared Information
Model.

The FDI Server synchronizes the shared Information Model:

a) Any access to an offline node of the Information Model is locally handled through the

I £ EH Maodal
mIUI nmratuvuIrt IvivoucTr.

b) The FDI Server handles a write access to an online node of the Information Modgl by
erforming the same write access in FDI Communication Server-hosted Information Mjodel.

c) Aphy read of an online node of the Information Model results in a read opération on the

brresponding node of the FDI Communication Server-hosted InformationnModel.

odel are copied from the FDI Server-hosted Information Model to the FDI Communidation

p

A

c

d) Aphy configuration changes affecting the modular structure representeddih the Informjation
M

Server-hosted Information Model.

8 Parallel Execution within the FDI Server

8.1 Motivation

Within the EDDL concept, each device is described-by/a set of parameters and an EDDO that
descfibes and handles relations between the parameters and their attributes. Each combinjation
of thg¢ EDD and the respective set of parameters builds an entity describing a device insfance
(callgd EDD Entity hereafter). EDDL allows only synchronous operation with such an entity
withdut any parallel execution. Therefore, when the EDD Entity is performing an action|(e.g.
reading a variable value, executing a methgd, etc.), any other action request shall be postpjoned
until the action execution is finished.

As lopg as there is no relation between EDD Entities the action for EDD Entities can be exe¢uted
independently and subsequentcaction requests can be queued without any risk to fofce a
dead|ock.

As s¢on as relations between EDD Entities have to be handled, the FDI Server has to control
the gxecution within-the EDD Entities in a way that deadlock scenarios or parallel execution
within one EDD Entity are prohibited.

Nesteéd communication is a concept based on interaction between EDD Entities. When handling
multiple communications at once, the FDI Server has to handle actions in the FDI systegm in
parallel:, Te prevent deadlock scenarios, the FDI Server has to follow well-defined exedution
rules

8.2 Internal structure of the EDD interpreter

A core component of an FDI Server is the EDD interpreter (see Clause A.1). The EDD interpreter
can be seen as a component that consists of EDD entities. Each EDD entity itself consists of
the following parts:

e An associated EDD for a device or a component of a modular device.

e A setof data representing the state of the EDD entity and containing data that the interpreter
requires to run the EDD associated with the data set. This data for example might contain
the offline data set for the associated device and cached data of the connected device. It
also contains additional information the interpreter needs for EDD-specific calculations.

e The interpreter logic that is triggered from outside and when triggered interprets the EDD,
performing subsequent activities, changes the state and delivers calculation results.
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8.3

Rules for running an EDD entity

As mentioned in 8.2, an activity at EDD entities is initiated always by a trigger. There are two
kinds of triggers:

a) A trigger from the EDD entity itself that the interpreter logic requires for a correct EDD
execution. An example for such triggers is periodic updates of dynamic variables.

b) A

trigger that is a consequence of a service request from outside the FDI Server.

For example:

1

) service requests from an FDI Client;

2

The ¢xecution of an activity at an EDD entity-has-te shall follow the rules given belaw:

c) A

N

W
a
u
W

tr

service requests from an OPC-UA client.

n activity at an EDD entity is always a consequence of a trigger.
h activity at an EDD entity cannot be interrupted.

h activity runs until the activity is finished or aborted.

n EDD entity can only execute one activity at a time.

brspective of the EDDL logic. Such processes are for example:
calculation of EDD objects,
reading a variable from a device,
writing a variable to a device,
editing a variable,
any activity that is embraced with pre- and post actions,
executing an EDD method.

n active EDD entity may initiate sub:activities. While a sub-activity is ongoing the cU
Ctivity at the EDD entity is paused? There are two kinds of sub-activities:

the active EDD entity callsianother EDD entity (e.g. nested communication or calls
cross-block and cross-module references),

for user interactioh).

hile an activity.is_paused re-entrance for activities is possible for those activities thsg
consequence of-the paused activity. Activities started by other triggers have to be blg
ntil the paused activity at the entity is finished.

hen an(activity chain of a trigger is blocked, there exists a blocking relation to an
ggersand its activity chain. If this activity chain is blocked too, there is again a blo

—

r

1Iation to another trigger. Such series of blocking relations have to be monitore

n activity executed by an EDD entity always performs a non-interruptible process from the

rrent

Lising

the active EDD entity-requests another external service (e.g. communication, request

t are
cked

bther
cking
d for

Cursion each time an activity chain has to be blocked. Recursion in the series of blo

cking

dependencies indicates a deadlock scenario.

k) The server can resolve deadlock scenarios by aborting one of the involved activity chains.

For illustration, some examples on how to run an EDD entity in the FDI Server are described in
Annex C.
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Annex A
(informative)

FDI Server functional structure

A.1 FDI functional elements

The normative definition of an FDI Server is as shown in Figure 1. A non-normative view of an
FDI Server shows the functional components that comprise the FDI Server and is shown in
Figure-A--

FDI Server

EDD Interpreter
(IEC 61804
Processing)

Builtins

Yy

[ { Information Model \ HART RE PNO
| Specific Specific Specific
» | IM Management
@
g | Device Object | (locks, methods,
@ etc) A
D | g |
< Device Object
> | | \/
E C ication
5 | (Device Object) | &':::ég';aem
! |
N - e =
System Services |-1 :
3 OPC UA
£ Services
o |
I I | System
N Communication < Communication
t ' Hardware Server i
# Store /

IEC

Figure A.1 — Functional components of an FDI Server

The FDI Server functionally contains an EDD interpreter that conforms to IEC 61804-3. The
EDD interpreter provides descriptive information that is exposed in the Information Model, for
example, device variables and standard menus. The EDD interpreter also provides the method
execution functionality for IEC 61804-3.

Although IEC 61804-3 defines a standard EDD language, there are protocol-specific differences
between EDDs. The FDI Server implements protocol-specific components. The protocol-
specific components are used both as part of the EDD interpretation as well as for formatting
communication.
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The FDI Server contains node management functionality that provides the support for the
Information Model. The Information Management component maintains the Information Model,
handles multi-user requests, including lock management, and executes methods. The
functionality provided by the Information Model management component is not restricted to FDI
functionality. The IM management component may also provide general OPC UA functionality
unrelated to FDI.

Service requests that result in physical read and write operations are passed to a
communication manager. The communication manager provides the functionality required for
communication, including state management of the communication requests. The
communication manager contains the information to interact with system communication
devides.

The ¢ommunication manager interacts with protocol-specific components to creatédhe actual
mesgages transmitted on the fieldbus. The protocol-specific components interact with the|EDD
interpreter to retrieve information from the EDD to create the protocol-specific méssages| The
mes{ages may be commands as in HART or the messages may be service requests as ip FF.
The actual message is created by the protocol-specific component.

The fommunication manager is responsible for managing the Nested Communication| The
communication manager initiates the communication chain through the creation of protocol-
spec|fic messages. The communication manager then passes-the message through the ¢hain
of cpmmunication devices in the topology until a top=level device is reached.| The
comrhunication manager then interacts with the communication drivers for the top-level dqvice.
The jnteraction may be proprietary if the communication is through a system device| The
communication may also be standardized through ORE UA to an FDI Communication Seryer.

A.2 | FDI Server extension

An FDI Server can be extended to supportfuture descriptive and protocol technologies through
the alddition of new interpreters and profocol handlers as illustrated in Figure A.2.
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mentation provided by the.wendor of the FDI Server.
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e extensions, just like thé- support for FF, HART, and PNO, are specific tg

the
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Annex B
(informative)

Access privileges and user roles

B.1 User roles and usage case

The specification for the Device Definition of an FDI Package contains a CLASS attribute in
some elements The CLASS attnbute is supplled by the device vendor in the FDI Package and
defin
cated
can ke controlled by the system, possibly through the enforcement of system policies \JFh¢ FDI

Server reacts to the system defined policies to independently enforce the read/write acces$ and
publig/private visibility of Information Model elements made available to users.
Figune B.1 depicts the relationship between the FDI Package, FDI Server, FDI Client, system,
and dser.
FDI Server A EDIClient
Visibility (
// FDI Package x‘«\\ "Full Information Model Ry il f :..rl;z:;:;::::‘v ;::1; A
AT CLASS attribute
i ~ (P1 ) PRivaTE atribute ; 5
[ |Pevice Description CLASS attribute - ‘ :::::r:::u (b1 (Read e [,
[ P2 PRIVATE andbuip V| ~ Read ™ A ‘
“px PRIVATE attribute N " ~other attributé® -Write J
Vool [ CLASShgbute -public | | | |7 x| ( Readmme‘j*""l‘
“other attribute™ E +— PRWATEttribute - Private ’ =l —
4 ! ' “othexattribute”
Py XN Frmare somne Yser
“other attribure”
/ y
< manages >
System Policies — part of system
Legend N A < managed by >
7 Denotes IM content exposed 10 USET due Role Based Policy /] ‘.\ Operations Based Policy /J -~
Y to System Policy and CLASS attribute ——— ~
User Based Policy : \‘ License Based Policy ‘
:l Denotes IM contentlexposed to user in the p _\ 'Z.Z'i
FDI Client due t¢ PRIVATE attribute | Location Based Policy ; | “other system policy” ‘
7777777777777777777777777777777777777 IEC
Figure B.1 — User roles and access privileges

The following relationships are noted:

The FDI Device Package identifies attributes associated with each element in the device
description. These attributes become part of the Information Model that is managed by the FDI
Server.

The CLASS attribute is made available to the system through the Information Model. It is an
attribute for identifying the use cases, or usage scenarios, that are applicable to the Information
Model element. The FDI host can use the CLASS attribute — in particular the value SPECIALIST
— to determine whether the user of the FDI Client has access to the Information Model element
and what level of access is allowed. The mechanism for making this determination is part of the
system policy model that is internal to the system and outside of the scope of the FDI.
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The system shall convey the access level for each Information Model element to the FDI Server
so it can enforce the access model of the Information Model element for the user. The FDI
Server is only the enforcer of the access rules, it does not decide "who" or "why". The system
makes all of the "who" and "why" decisions, using both the CLASS attribute provided in the FDI
Package and the system policies managed by the system. Some potential system policies may
include, but are not limited to the following:

e R
e U

ole-Based Policy,

ser-Based Policy,

e Location-Based Policy,

e O
e L
e O

B.2

perations-Based Policy,
cense-Based Policy,

ther Policies.

Private data usage

Among the attributes that have been prescribed by the FDI specification is an attribute for

ident
elem
B.1,

brow
of pr
elem

Acce
to us

Systeém policy shall not be allowed to override the PRIVATE attribute in the Information M

For 4
PRIV

fying whether an Information Model element, including data and, Actions, is private t
ents in the FDI Device Package. This attribute, referred to as PRIVATE attribute in F

5e operations on the Information Model. The FDI Package‘elements have prior knowl
vate data and Actions in the Information Model and)are able to access these p
ents in accordance with access rules defined by CLASS attribute and system policy.

Hetermines whether an element in the Information Model is“visible to FDI Clients d’Fring

er access during online usage scenarios.

xample, the system policy cannotomake private data public or public data private
ATE attribute is internally managed by device vendors.

p the
gure

dge
ivate

5s and visibility are independent attributes. For example, a private Action may be limited

odel.
The



https://iecnorm.com/api/?name=469705db7833f4c4652e84f7ee166e92

IEC 62769-3:2021 RLV © IEC 2021 - 61—

CcA

Annex C
(informative)

Parallel execution within the FDI Server — Examples

Simple example for a synchronous execution

The generic examples in Clause C.1 are intended to visualize, for a better clarification, the rules
given in 8.3.

trigg
entiti

C.2

Figuie C.1 schematically shows the simplest example of a synchronous execution-o

red activities. Both activities can be executed independently, because different
Ees are involved.

Trigger.J2

Trigger T1

EDD Interpreter

EDD Entity
E1

EDD Entity
E2

IEC

Figure C.1 — Synchronous execution of two triggers

Example for a congcuirrent execution

Figune C.2 shows a use.case where two synchronous triggers try to access one and the

activ

ty. While the activity of trigger T1 is executed, trigger T2 is blocked.

Trigger T2

Trigger T1

EDD Interpreter

two
EDD

bame

EDD Entity EDD Entity
E1 E2

IEC

Figure C.2 — Concurrent execution of two triggers (step 1)
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In Figure C.3 the activity of T1 is paused in EDD Entity E1 to execute a sub activity in E2. The
activity of T2 is blocked until the activity of T1 is finished.

In Fi
back
T1w

Figu

Trigger T2

Trigger T1

EDD Interpreter

7 n_____/
EDD Entity EDD Entity
E1 E2

IEC

Figure C.3 — Concurrent execution of two triggers \(step 2)

jure C.4, the sub activity in E2 initiates another sub activity back again in E1. Thi
is allowed, because it is a direct consequence within theactivity chain initiated by tr
nile activities of trigger T2 continue to be blocked.

Trigger T2

Trigger T1

EDD Interpreter

EDD Entity EDD Entity
E1 E2

IEC

Figure C.4 — Concurrent execution of two triggers (step 3)

e £.5/shows that the activity of trigger T1 is finished in EDD Entity E1. Now the actiyj

5 call
gger

ity of

triggg¢rI2 can be started.
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Trigger T1

! Trigger T2

EDD Interpreter

EDD Entity EDD Entity
E1 E2

C.3

A depdlock situation is shown in Figure C.6. The activity of trigger T1 wants to access

Entit
a sull

In fagt, theyactivity chain of trigger T1 is blocked by the activity chain of trigger T2 and

versd

that m

IEC

Figure C.5 — Concurrent execution of two triggers (step 4)

Deadlock detection in concurrent execution

EDD

E2 as a sub activity of an activity in EDD Entity E1 andtrigger T2 wants to access k1 as

activity of an activity in E2 at the same time. Both activity chains deadlock one anof

Trigger T2

Trigger T1

EDD Interpreter

EDD!Entity
E1

EDD Entity
E2

IEC

Figure C.6 — Concurrent execution of two triggers

~Ihe above example is one of the simplest deadlock scenarios, probably it will ha

e atro at1o O Cl cl oS oatTy cl

chains involved.

her.

Independently from the complexity of a deadlock scenario, there exists a simple rule to detect
deadlocks by monitoring blocking dependencies of activity chains. If activity chain of trigger
T(n) is blocked by activity chain of trigger T(n + 1), and T(rn + 1) is blocked by T(n + 2), a
deadlock scenario is reached when this relation circles back and a trigger T(m) is blocked by
T(n). It is not a deadlock scenario as long as the series of blocking dependencies ends up in a
non-blocked activity chain.

Usually, it can be expected that the reason for a deadlock scenario is found in an involved
device package. Therefore, device package developers should use cross-block and cross-
module references only with care and caution.
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Nevertheless, the FDI Server is responsible for detecting deadlock scenarios. If the FDI Server
has detected a deadlock scenario, it can break it by aborting one of the involved activity chains
and even recall the aborted trigger at a later time.
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Interpational Standard |IEC 62769-3 has been prepared by subcommittee 65E: Devices
integration” in enterprise systems, of IEC technical committee 65: Industrial-prd
meagurement, control and automation

INTERNATIONAL ELECTROTECHNICAL COMMISSION

FIELD DEVICE INTEGRATION (FDI) -
Part 3: Server

FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization_comy
national electrotechnical committees (IEC National Committees). The object of IEC is")to/pr

end and in addition to other activities, IEC publishes International Standards, Technical Specific
Telchnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as
Publication(s)"). Their preparation is entrusted to technical committees; any IEC National'Committee inte
in [the subject dealt with may participate in this preparatory work. International, ‘governmental and
gojernmental organizations liaising with the IEC also participate in this preparationy{EC collaborates d
with the International Organization for Standardization (ISO) in accordance withyconditions determin
agfeement between the two organizations.

Thie formal decisions or agreements of IEC on technical matters express, as ngarly as possible, an interng
cohsensus of opinion on the relevant subjects since each technical cdmmittee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC N
Cdmmittees in that sense. While all reasonable efforts are made to’ensure that the technical content
Publications is accurate, IEC cannot be held responsible for’the way in which they are used or fg
miginterpretation by any end user.

In|order to promote international uniformity, IEC National Committees undertake to apply IEC Publig
trgnsparently to the maximum extent possible in theirynational and regional publications. Any diver
befween any IEC Publication and the corresponding pational or regional publication shall be clearly indicg
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf]
aspessment services and, in some areas, aecess to |IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certification bodies.

Alllusers should ensure that they have,the latest edition of this publication.

Nd liability shall attach to IEC or its\directors, employees, servants or agents including individual exper
mgmbers of its technical committees’ and IEC National Committees for any personal injury, property dam
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othe
Publications.

At{ention is drawn to-the/Normative references cited in this publication. Use of the referenced publicati
indispensable for the.correct application of this publication.

Atfention is drawn-to the possibility that some of the elements of this IEC Publication may be the sub
pafent rights..IEC-shall not be held responsible for identifying any or all such patent rights.
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This second edition cancels and replaces the first edition published in 2015. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) modification of the edit context concept to harmonize the IEC 61804 and the IEC 62769

series.
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INTRODUCTION

The |IEC 62769 series has the general title Field Device Integration (FDI) and the following
parts:

— Part 1: Overview

— Part 2: FDI Client

— Part 3: FDI Server

— Part 4: FDI Packages

Pert-5—FBtinformatiomvtodet

Plart 6: FDI Technology Mapping

Plart 7: FDI Communication Devices

Plart 100: Profiles — Generic Protocol Extensions

Plart 101-1: Profiles — Foundation Fieldbus H1

— Pprt 101-2: Profiles — Foundation Fieldbus HSE

Plart 103-1: Profiles — PROFIBUS

Plart 103-4: Profiles — PROFINET
Plart 109-1: Profiles — HART and WirelessHART
Plart 115-2: Profiles — Protocol-specific Definitions for Modbus RTU
Plart 150-1: Profiles — ISA 100.11a
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FIELD DEVICE INTEGRATION (FDI) -

Part 3: Server

1 Scope

This part of IEC 62769 specifies the FDI Server. The overall FDI architecture is illustrated in
Figude 1. The architectural components that are within the scope of this document have peen

highlfghted in this figure.
User Interface £ FDT package
description P 9
FDI package
FDI Elient Device inttéifearce Business inttéifearce
definition - logi¢ .
description plug-in
uiD
interpreter \\ T \ 7
FDI server / X
4 !Infor ation model management )
2]
[Q
% i Businer logic )
9 User interface procgssor
o y
S
12
(=}
C

Business

logic

Business logic
interface

User interface services

Platform Ul services
(drawing, input devices) |

OPC UA client K OPC UA

OPC UA(services

System services |

OPC UA

OPC UA]
Services]

Services

Communication

System
communication
hardware

Bpecified by this'part of this International Standard
Specified by ethef parts of this International Standard ,
Not spécified by this International Standard L

I
|
l

Dy

IEC

Figure 1 — FDI architecture diagram

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 61804 (all parts), Function blocks (FB) for process control and electronic device
description language (EDDL)
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IEC 61804-4:2020, Function blocks (FB) for process control and electronic device description
language (EDDL) — Part 4: EDD interpretation

IEC 62541-4, OPC unified architecture — Part 4: Services
IEC 62541-7, OPC unified architecture — Part 7: Profiles
IEC 62769-1, Field Device Integration (FDI) — Part 1: Overview

IEC 62769-2, Field Device Integration (FDI) — Part 2: FDI Client

IEC €2769-4, Field Device Integration (FDI) — Part 4: FDI Packages
IEC 62769-5, Field Device Integration (FDI) — Part 5: FDI Information Model

IEC 62769-7, Field Device Integration (FDI) — Part 7: Communication Devices

3 Terms, definitions, abbreviated terms and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitians given in IEC 62769-1 as we¢ll as
the following apply.

ISO and IEC maintain terminological databasesfer use in standardization at the follqwing
addresses:

e |EC Electropedia: available at http://www.electropedia.org/
e 130 Online browsing platform: available at http://www.iso.org/obp
3.1.1

Actigns Proxy
intermal FDI Server entity that:encapsulates all the EDD Methods specified in an EDD Action
definjtion

3.2 Abbreviated terms

For the purposes_of this document, the abbreviated terms given in IEC 62769-1 apply.

3.3 Conventions

For the{purposes of this document, the conventions given in IEC 62769-1 apply.

4 Overview
The structure for an FDI Server is shown in Figure 1.

FDI Servers that support connectivity with third-party FDI Clients shall support OPC UA. A
vendor can provide both an FDI Server and one or more FDI Clients. In this case, the FDI
Clients can communicate with the FDI Server through proprietary protocols.

An FDI Server communicates with devices via Native Communication (see 7.2.1) and/or
Communication Devices (see IEC 62769-7).
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An FDI Server provides information to FDI Clients through an Information Model (see
IEC 62769-5) as follows.

FDI
con

The Information Model includes information about Device Types and Device Instances.
The information for a Device Instance includes offline data (engineering data), as well as

online data (values from the physical device).

The Information Model is created using information from FDI Packages. However, not all

of the information in an FDI Package is reflected in the Information Model.

Referential integrity of the Information Model is maintained using information from FDI

Packages.

Tl

I Packages can contain Attachments that contain device manuals and protocol-sp
information (see IEC 62769-4). Those Attachments, including device manuals
pfotocol-specific support files, are exposed via the Information Model.

FpI Device Packages contain information about device types
IEC 62769-4). Each device type defined in a package is mapped to a distinct Device)
npde in the Information Model.

FPI Profile Packages are used to provide interaction with devices foriwhich an FDI D
Plackage does not exist (see IEC 62769-4).
M

ultiple revisions of an FDI Package generate distinct ‘DeviceType nodes in
Information Model (see IEC 62769-4).

Packages contain digital signatures that allow an~EDI Server to authenticate
tants (see IEC 62769-4). An FDI Server shall nat use an FDI Package if the d

signdture provided by the FDI Package is invalid.

An

FDPI Server shall verify the FDI Technology Version (see IEC 62769-1) of any FDI Pag

it usgs to ensure the FDI Package is compatible with the FDI Server.

The fesulting functional structure of an EDFserver is described in Annex A.

5

5.1

Information Model

General

The FDI Server shall use\sthe Device Definition of an FDI Package to maintain the Inform

Model.

The Device Definition can contain conditional expressions. Conditional expressions are
whern a certdin“aspect of the Device Definition is not static but rather is dependent o
state| of the-device. Whenever the online or offline values of a Device Instance are mod

the

FDI \Server shall re-evaluate the relevant conditional expressions and modify

bcific
and

(see
Type

bvice

the

their
igital

kage

ation

used
h the
ified,

the

Inforation Model accordingly.

The evaluation of conditional expressions can invalidate variables in the Information Model.
The FDI Server shall change the AccesslLevel attribute of invalidated variables such that they
are neither readable nor writable and the status of these variables shall be set to bad. Read
and write service requests for invalidated variables shall return a failure.

The Device Definition can specify relationships between variables in a device. These
relationships can impact the value of variables in the Information Model.

The FDI Server shall generate DataChange Notifications to any FDI Clients that are
subscribing to Information Model elements that have changed.
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FDI Packages provide Business Logic that is used by the FDI Server to maintain the integrity
of the Information Model. The Business Logic specified in an FDI Package can invoke builtin
functions that shall be implemented by the FDI Server. The builtin functions that shall be
implemented by the FDI Server are specified in IEC 61804-5.

5.2 Online/Offline
5.2.1 Overview

The Information Model maintained by the FDI Server contains online and offline values. The
online values reflect values in a physical component/device. The offline values reflect values

S‘tor’e‘:ll ;II [} Uullf;yulat;ull dqtabqoc.

The ¢ffline values are updated through write service requests from an FDI Client gr-Bus|ness
Logig executed by the FDI Server. The offline values are not updated when the FDI Sgrver
read$ data from the device or writes data to the device.

The pnline values in the Information Model are not updated through write’ service requests.
Successful write service requests through the Information Model result-in value changgs in
the ghysical devices. The online values in the Information Model will then be updated|as a
result of read service requests or subscriptions.

the presence of physical hardware. The FDI Server createsythese instances using informjation
in FIpI Packages. All read/write requests for online values for Device Instances with no
physjcal device shall return an error.

FDI $ervers can provide a server-specific mechanism for creating Device Instances wi‘Lhout

The fransfer of information between the offliné<values and the physical device is suppprted
through the TransferToDevice and TransferEromDevice methods in the Information Model.
These Methods shall implement the download and upload procedures, respectively, as
specffied in IEC 61804-4. When no implémentation is provided based on IEC 61804-4,|then
thesg¢ Methods shall return Bad_NotSupported, as per IEC 62541-4.

The [Device shall have beenlocked prior to invoking these methods, as specifigd in
IEC 62769-5.

5.2.2 Transfer to device

The |TransferToDevice” method shall implement the download procedure as specified in
IEC $1804-4. Thismtransfers the offline values to the physical device.

As al|generalirule, the FDI Server should not change the Online variable node when writing a
valug to the device. The Online variable node should be updated only in the process of|read

operations’or subscriptions. Notwithstanding, as specified in IEC 62769-5, the FDI Servegr will
reseia.n;;cached Value for the target Nodes in the Information Model so that they will be re-

read next time they are requested.

The status information returned for each variable included in the write service request is used
to compose the TransferResult, as specified in IEC 62769-5.

5.2.3 Transfer from device

The TransferFromDevice method shall implement the upload procedure as specified in
IEC 61804-4. This transfers the values from the physical device to the offline values.

If any read operations from the device fail during upload, the corresponding offline value shall
not be modified.
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The status information returned for each variable included in the read service request is used
to compose the TransferResult, as specified in IEC 62769-5.

5.3 Access privileges

Systems implement security and access policies based on a number of characteristics such
as user role and plant area. FDI Servers use these policies, along with information in FDI
Packages, to determine the access privileges granted to the user.

The elements of an FDI Package can be associated with one or more usage attributes. The
FDI Server uses these attributes to set the UserAccesslLevel attribute of Variables and the
Use;[xecutable attribute of Methods. The usage attributes in an FDI Package are simply |hints

to be used by the FDI Server, i.e., they may be disregarded or overridden by the FDI Sgrver.
See also Annex B.

5.4 Private Parameters

The Parameters and Actions specified in an FDI Package may be declared private. Private
Parapmeters and Actions shall not be browsable; they shall only, (bé€’ accessible through
references from other elements of an FDI Package.

More| specifically, the FDI Server shall support private Parameters and Actions as follows

e The FDI Server shall create nodes in the Information Model for the private Parametersg and
Alctions.

e The FDI Server shall not include information about private Parameters and Actions| in a
response to a Browse, BrowseNext, QueryFirst,»or QueryNext service request.

he FDI Server shall return the Nodelds,of private Parameters and Actions when the
hme of a private Parameter or Action is\passed to TranslateBrowsePathsToNodelds.

T
n
e The FDI Server shall process a read/write service request for a private Parameter ip the
same way as it does for public (browsable) Parameters (see 5.7 and 5.8).

T

he FDI Server shall executé)private Actions in the same way as it does public
(browsable) Actions (see 5.12)-

Action. These parameters should not be visible to FDI Clients to prevent direct access| FDI

An fEample of private parameters is parameters that should only be modified through an
0
Clients invoke Actions-toraccess these private parameters.

5.5 | Locking

The FDI Server provides locking services to grant FDI Clients exclusive access to Device and
Network elements in the Information Model. The locking services consist of a set of Methods
and gtatus-information. The methods, and their behavior, are specified in IEC 62769-5.

The following behavior shall be implemented by the FDI Server to support locks.

e Locking applies to both online and offline nodes.

e Once locked by one FDI Client, any attempt to write to a Parameter or to execute an
Action by another FDI Client shall be rejected.

e Locking is not required for read services.

e Parameters that are locked by one FDI Client can still be read by other FDI Clients, i.e.,
read requests on a Parameter that is locked are not rejected.

Internal use of the locking mechanism for maintaining the Information Model integrity is FDI
Server vendor-specific.
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Figure 2 illustrates a locking sequence with multiple service invocations during the locked

state.

EDIClient EDIServer
| InitLock() |
i i
ro—_ - —— —|\— — — — — — T — — - — T =
Process Service Requests fo Device |
| | Service Request | |
| Optional U Process Service Request |
I

IEC

Figure 2 — Locking services

A sefvice request that requires locking shall fail either partially or completely if no loch
been| acquired by the FDI Client via InitLock prior to requesting the service. The FDI (
has tp release the lock via ExitLock after all service requests have been completed.

has
Client

A write operation will partially fail, i.e., it will return alstatus code for each variable in the set

of vgriables to be written since some may belong\d{o devices that are locked and son
devides that are not locked.

he to

FDI Bervers may queue InitLock requests .tintil a service for which a lock has been cr¢ated

completes and the lock has been released. However, such an optimization is not part g
standard behavior required of an FDI Sérver.

5.6 | EditContext
5.6.1 Concept and usage model

The FDI Server provides\the EditContext model to interact with Clients during their e
task.[The concept is closely related to UIDs and fulfills the needs for Server-driven Ul di
basef on EDDL rules.

f the

liting
hlogs

An EditContext<«an be used to make changes to Variable Values visible to the Server without

applying them to the online or offline representation of a Device. The Server will

busirjess(logic associated to the edited Variable, which — in some cases — causes chang
othen Vdriable Values (e.g. if an engineering unit is changed) or the UID (e.g. a Va
becokresimvisible—This—th VI " ;
as engineering units,
before applying the changes.

V v,

An FDI Server may implement different EditContext strategies:

e A ssingle EditContext instance for all dialogues of an FDI Client.
e Multiple EditContext instances.

e Hierarchical EditContext instances.

apply
es to
iable

ranges and more, verify any side effects, and re-adjust the settings
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Figure 3 — EditContext models

Figune 3 shows two possible:Server strategies and how the Client can adapt. In the lower
scengrio, the Server provides ‘a single EditContext instance for all dialogs. Here, the Client
groups all dialogs and exposes a single set of buttons to Apply and Cancel, because it always
concerns all edits.

In the upper scenario, the Server provides multiple EditContext instances, one of them as
child|of another-one. Each instance can be addressed separately. If the changes in a|child
instahce are(applied, they are transferred to the parent. If the changes in a root instance are
applied, they*are transferred to the Device.

5.6.2 Services

A set of Services is provided to the FDI Client to maintain EditContext instances (see
IEC 62769-5 for a detailed description of these Services):

e GetContext — This Service is used to request an EditContext instance. The Client specifies
certain characteristics for the Server to decide which EditContext instance to return.
Depending on its internal strategy, the Server returns the same instance or new instances.

e RegisterNodes — The FDI Client has to register all Nodes of the Information Model that
shall be maintained in an EditContext. It is possible to register Nodes of the online and of
the offline representation of a Device. The result is new Nodelds that the Client shall use
when calling Services to read, write, subscribe to Variables or to invoke Actions.
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Apply — Transfer the modified (edited) Variable Values to the parent (either a parent
EditContext instance or the Device). If the same Variable has been edited in the parent
instance it will be overwritten with a call of the Apply Service for the child.

Reset — Clears all modifications. A Reset of already applied modifications is not possible.

Discard — Deletes an EditContext instance (and its children). Edited Values that have not
been applied are discarded. Once deleted, all registered Nodelds will be invalid. If such

Nodelds are still subscribed, the Client is notified with proper StatusCodes.

The Client first calls GetEditContext to acquire an EditContext instance. It will then register
the Nodes it wants to be part of it. The registration returns new Nodelds which can then be

used for readina writina or stihseorihina \/ariahlgs and far callina Magthaods
o8| g—WHHRg-o—SHBSeHBH g aHab+ HG—+O—G= g+ethioas-

The [lient can call GetEditContext multiple times, for instance when it opens anJaddifional

edit window or for a completely separate dialog (diagnosis in parallel to configuration). It
to the Server strategy whether it returns a new instance or the same instance. The Clig
expefted to adapt its user interface to the EditContext strategy of the Server.)See Figure

is up
ent is
3 for

how Clients may position the Apply and Cancel buttons so that the User‘clearly undersfands

whiclh changes are applied or discarded.

5.6.3 Nodelds

RegisterNode returns two Nodelds for each registered Node: a ContextNodeld a
Devi¢ceNodeld. The Client uses these Nodelds when calling OPC UA Services to read,
and gubscribe or call a Method.

hd a
write

Using the ContextNodeld addresses the Value “in the EditContext instance. Using the
DeviceNodeld addresses the Value in the Device.

5.6.4 Reading

Reading or subscribing a Variable withzthe ContextNodeld will return the edited Value|from
the HditContext instance. If no edited~-Value exists, the Value from the parent instance gr the
Devige (online or offline) will be retdrned.

The PtatusCode indicates whether the Value originates from the Device (StatusCode (Good
defined in IEC 62541) or from an EditContext instance (StatusCode Good_Edited defingd in
IEC 62769-5).

Reading or subscribing a Variable with the DeviceNodeld will return the Value from the Device

(online or offline):

5.6.5| Writing

Ce.

Writing.to' a Variable with the ContextNodeld modifies the Value in the EditContext instan

Writing to a Variable with the DeviceNodeld modifies the Value in the Device (online or
offline). Any edited Values for this Variable in the addressed EditContext instance or its

parents will be reset.

5.6.6 Writing dominant and dependent Variables

In some cases, the value of a Variable depends on the value of another Variable. How these

dependencies are evaluated is specified in IEC 61804-4.
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When such Variables are edited, the FDI Server shall follow the state diagrams specified in
Figure 4 for "Online" and Figure 5 for "Offline". These diagrams specify the states and
transitions during the editing process of this kind of Variables. Status is the StatusCode that
FDI Clients will receive with the Value when monitoring or reading these Variables with the
ContextNodeld. For dependent Variables, any Good or Uncertain StatusCode transfers to an
Uncertain_DominantValueChanged and a Bad StatusCode to Bad_DominantValueChanged.
For dominant Variables, a Good StatusCode transfers into Good_DependentValueChanged,

an Uncertain StatusCode into Uncertain_DependentValueChanged and a Bad StatusCode to
Bad_DependentValueChanged.

Initial (empty EditContext) DOM = Dominant Variable
SLdtUST

DEP = Dependent Variable
DOM = <device status>
DEP = <device status>

Edit DEP
Edit DOM
Status:

DEP =Good_Edited
DOM = {Good/Uncertain/Bad} \DependentValueChanged

Status|
DOM # Good_Edited

DEP # {Uncertain/Bad}_DominantValueChanged
DOM is
updatgd in
device
Also )
Also edit DOM DOM cleare(
Apply edit DEP in EditContext
Apply

Status: Apply  Status: ‘

Status|
DOM # <device status>
DEP 3 <device status>

'D@M = Good_Edited P DOM = <device status>
+\DEP = Good_Edited

DEP = <device status>

IEC

Figure 4 — Online EditContext state diagram for dominant and dependent Variablé¢s

If both the dominant.and the dependent Variable are to be changed, it is highly recommended

for the online case to make these changes in subsequent editing sessions. Systems| may
enforlce this.
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Initial (empty EditContext) DOM= Dominant Variable
Status: DEP=  Dependent Variable
DOM = <offline device status>
DEP = <offline device status>

Edit DEP
Edit DOM
Status:

DEP = Good_Edited
Status: DOM = {Good/Uncertain/Bad}_DependentValueChanged
DOM = Good_Edited

DEP —{tincertain/Bact—BomimmtiatreChanged = -
Also
Also edit DOM
edit DEP
Apply
Aphly
: Status: Apply Status:

Statub: ) i DOM = Good_Edited P DOM = <offline device statfis>
DOM|= <offline device status> DEP = Good_Edited DEP = <offline device stat{is>
DEP |= <offline device status>

IEC

Figure 5 — Offline EditContext state diagram for dominant and dependent Variables

5.6.71 Actions (EDD METHODS)

Befofe invoking Actions, the Client has’to register the ActionSet Node of the Device| The
Noddgld of this Node has to be specified when calling InvokeAction.

Calling InvokeAction with the.ContextNodeld of the ActionSet Node associates it with the
proper EditContext instance._The Server will implicitly create an EditContext instance fdr the
invoKed Action. This is illustrated in Figure 6.

FIpI Client

(2) Button invokes Action | FD| Server

L ~ Edi = B Logi
) usiness Logic
I - n _T_————_(H EditContext for UID Processor

‘ Max 2000 mm |
= = = = = = =/|<{ OPCUA Business
.

Parameter 1 | 100.0 “C |

WV Oonuom \L

I_ (3) Server creates EditContext | Action ABC
______ (5) EdnContext for Action ABC is used and executes Action
/,/725 -

(4) Dialog for Action ABC:

EC

Figure 6 — EditContext for EDD Methods

The EDD METHOD represented by the Action uses builtins to modify Values in the
EditContext or the Device, to synchronize changes with the underlying cache or to discard
them.

If the Action execution fails, the EditContext for the Action is discarded.
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The UID Interpreter in the Client calls GetEditContext before it calls up a top-level UID.
Additional EditContexts for dialogs may be instantiated by the Server and passed to the Client
inside each UID document. See IEC 62769-2 for the UID Schema and the handling of an
EditContext in the UID Interpreter.

5.6.9

Synchronization

A Lock has to be created before the first Value is written to an EditContext.

Lock

5.7
5.7.1

The
value
value

All v
unsc

A failure encountered while reading a single value shallnot abort the read process; all v

shall
OPC
calls

An F
servi
be u

interaction will not perform the builtin but will return an error if possible. The following

actio

e P
e P

The

requésts of onlinewalues only; they are not invoked when reading offline values.

In ad
the R
they

ng Is also required when writing directly to the Device.

Reading
General

Read service specified in IEC 62541-4 can be used to read a single value or my
s from a single device or multiple devices. If a Read service reguest specifies mu
s are to be read, the values are read in the order they appear in' the service request

plues that are returned to the FDI Client as result of a, Read service request sha
bled.

be read. Each value returned contains a status\indicating success or failure. Star
UA service status information is returned by the FDI Server as a result of the se
as specified in 6.2.

DI Package can define read actions that are executed by the FDI Server during
Ce requests. These actions shall notirequire user interaction; they are strictly intend
sed for Business Logic processing. Any read action that eventually requires

Ns may be defined in an FDJ Package:

re-read Actions

ost-read Actions

FDI Server invokes pre-read and post-read actions during the processing of read se

dition t6_read actions, an FDI Package can define refresh actions that are executg
DI Server during read service requests. These actions shall not require user intera
are, strictly intended to be used for Business Logic processing. Any refresh action

Itiple
Itiple

Il be

hlues
dard
rvice

read
ed to
user
read

rvice

d by
ttion;
that

even

ually requires user interaction will not perform the builtin but will return an er

ror if

possible.

The FDI Server invokes refresh actions during the processing of read service requests of both
offline and online values.

The refresh actions mentioned in 5.7.1 are not to be mixed up with refresh relations.

NOTE Refresh actions are defined by means of the EDDL REFRESH_ACTIONS construct inside an EDDL
VARIABLE construct. On the other hand, refresh relations are defined by means of the EDDL REFRESH construct.
The handling of refresh relations is included in the generic event "Process Conditionals/Relations" that appear in
the sequence diagrams for read, write and subscription services. The explanations that follow the diagrams include
refresh relations in the general term "EDDL relations". See IEC 61804-3 for more details on both refresh actions
and refresh relations.
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5.7.2

Reading offline variables

The sequence diagram in Figure 7 shows the behavior of the FDI Server when an offline value
is read.

EDIClient EDIServer EDDL :Businessl ogic

i Read Parameters i

If a
actio

If the

The
This

Busigess Logic and the processing of EDDL relations.

5.7.3

The
timeg
FDI
cach
exce

|
op for all nodes in the|service request

| Select Refresh Action()

Optional Execute Refresh Action()

|
|
|
|
|
|
|
: > Process Conditionals/Relations
|
|
|
|
|

Figure 7 — Offline variable read

s regardless of MaxAge.

FDI| Server evaluates conditionals and relations after the refresh actions are exec
provides an opportunityxfor the re-evaluation of conditional expressions in B

Reading onlinge variables

FDI Server can‘cache the online values read from a device. The FDI Server mainta
tamp for €ach online value that indicates when the value was read from the device

ed valué can be returned. If the difference between the timestamp and the current
pds, the MaxAge argument, the FDI Server shall read the value from the dsg

Othe

refresh actions fail, the status retuirned for that variable shall indicate the read failed.

Il - — — — —

IEC

ariable has refresh actions associated with it, the FDI Server always executes those

uted.
FDDL

ins a
The

Berver uses the MaxAge argument of a Read service request to determine whether the

time
vice.

rwise, the cached value can be returned

Read actions are only executed when the variable is read from the device.

The sequence diagram in Figure 8 shows the behavior of the FDI Server when an online value
is read.
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EDIClient EDIServer DevicePkg:BL
| Read Parameters | |
. o |
|
i 1] |
| | |
Loop for all nodes in thg service request ] . |
| Select PreRead Action() |
Optional I Execute PreRead Action() I
| |
: Execute Builtin() Select Builtin()
|
| i)
| ] N |
| | |
| | Communicate to Device: T |
| | |
| 1 [
: > Select PostRead Action() :
Optional | Execute PostRead Action() |
| 1
| Execute Builtin() > Select Builtin()
| <
' L
t T
I J I
| | |
| 1 |
: > Select Refresh Action() :
Optional | Execute Refresh Action() |
| ~n
|
]
| |
| T |
| o I
: > Process Conditionals/Relations :
| |
| L |
i I I
| | |
IEC
Figure 8 — Online variable read
If a yariable has pre-read actions associated with it, these actions are executed pripr to
reading the variable frem“the device. If a variable has post-read actions associated with it,
thesg¢ actions are executed after reading the variable from the device. If the pre-read or post-
read |[actions fail, the.status returned for that variable shall indicate the read failed.
If a viariable has refresh actions associated with it, these actions are handled as in the offfline
variaple read.Case (see 5.7.2).
The EDJV Server evaluates conditionals and relations after post-read actions are executed.

This provides an opportunity for the re-evaluation of conditional expressions in EDDL
Business Logic and the processing of EDDL relations.

5.8
5.8.1

Writing

General

The Write service specified in IEC 62541-4 can be used to write a single value or multiple
values to a single device or multiple devices. If a Write service request specifies multiple
values are to be written, the values are written in the order they appear in the service request.
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A failure encountered while writing a single value shall not abort the write process; all v

alues

shall be written. A status is returned indicating success or failure of each value included in the
service request. Standard OPC UA service status information is returned by the FDI Server as

a result of the service calls as specified in 6.2.

Unlike the read operation, write failures when multiple variables are specified may leav
device in an indeterminate state with some variables modified and others left unmodified
up to the FDI Client to handle partial failures.

e the
Cltis

FDI Clients need to lock the device for exclusive access prior to writing. The lock request may
be issued immediately before the write service request or it may be issued independently

acrogs multiple write service requests (see 5.5).

The FDI Server performs data validation during write service requests of online and offline

valuds.

An FDI Package can define write actions that are executed by the FDI‘Sgrver during
servite requests. These actions shall not require user interaction; they.are strictly intend
be used for Business Logic processing. Any write action that €yventually requires
interaction will not perform the builtin but will return an error if pgssible. The following
actions may be defined in an FDI Package:

e Pre-write Actions

e Plost-write Actions

write
ed to
user
write

The [FDI Server invokes those actions during thel{processing of write service requesfts of

onling values only; they are not invoked when wrifiig offline values.

5.8.2 Write offline variables

The $equence diagram in Figure 9 shows the behavior of the FDI Server when an offline
is written.

EDIClient EDIServer

| InitLock |

L »

J

| Write Parameters

y

alue

I

Evaluate Lock State
Loopjfor all notes<in the se)[wce request

|

e e

|

Optional Perform Data Validation

> Process Conditionals/Relations

ExitLock

|
|
|
Il
|
|
|
|
|
f f
I I
| I
| > |
I I

Figure 9 — Offline variable write immediate

IEC
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As a starting point for writing a variable, the FDI Server verifies if the device is locked by the
FDI Client. If it is not locked, the status returned for that variable shall indicate the write
failed.

If the device is locked by the FDI Client, the FDI Server performs data validation. The
validation consists basically of range and type check based on EDDL information. If the type
validation fails, the status returned for that variable shall indicate the write failed. If the range
validation fails, the status returned for that variable shall indicate the write succeeded, but the
status information of the variable value in the Information Model shall indicate that it is bad,
out-of-range.

If the validation process succeeds, the FDI Server writes to the offline value of the variable in
the Information Model.

After| writing the variable value, the FDI Server evaluates conditionals and elations.| This
provides an opportunity for the re-evaluation of conditional expressions inyEDDL Bus|ness
Logig and the processing of EDDL relations.

5.8.3 Writing online variables

The pequence diagram in Figure 10 shows the behavior of the FDI Server when an gnline
valug is written.
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EDIClient

EDIServer DevicePkg:BL

InitLock |
1

y

Write Parameters

:
s

Loop for all nodes in the service request

!

—D Evaluate Lock State

Optional

Perform Data Validation

> Select PreWrite Action()

Optional

Execute PreWrite Action()

Execute Builtin()

Select Builtin()

I
;

Communicate to Dewice: ﬁ

SelectPostWriteMethod

Optional

Exeeute PostWrite Action()

Execute Builtin()

<&

%)

P Select Builtin()

3

:P Process Conditionals/Relations()

ExitLock

:

I:j

Figure 10 — Online variable write immediate

IEC

When writing an online variable, the FDI Server verifies if the device is locked by the FDI
Client and performs data validation as described in 5.8.2.

If the validation process succeeds, the FDI Server writes the variable to the physical device.

If a variable has pre-write actions associated with it, these actions are executed prior to
writing the variable to the device. If the pre-write actions fail, the status returned for the
variable shall indicate the write failed and write operation terminates without writing to the

device.

If a variable has post-write actions associated with it, these actions are executed after writing
the variable to the device. If the post-write actions fail, the status returned for the variable
shall not indicate the write failed, since the value has already been written to the device. The
status returned shall be Good PostActionFailed.


https://iecnorm.com/api/?name=469705db7833f4c4652e84f7ee166e92

- 24 — IEC 62769-3:2021 © IEC 2021

The FDI Server evaluates conditionals and relations after post-write actions are executed.
This provides an opportunity for the evaluation of conditional expressions in EDDL Business
Logic and the processing of EDDL relations.

5.8.4  Writing to an EditContext

The EditContext is specified in 5.6.

The sequence diagram in Figure 11 shows the general behavior of an EditContext when
Values are edited and applied.

EDIClient EDIServer DevicePkg:BL
|
| . |
| GetEditContext() | |
> |
|
InitLock |
> |
|
Write Parameters {
> |
{
—_—— — — — — — — — —_———_—— — e\ — — — -
Lodgp for all nodes in thelservice request : | ]
[ | » ]
(Optional | Perform Data Validation | |
| | '
| | ' |
| i |
| Process$ Conditionals/Relations() : |
|
| | '
____l_______'_______I______J
| | '
| Apply() [ :
| i
|
|
-+ — — 7T — — — — =\ — — — — — — 4= — — — —1 /
rLoo for all edited values | |
| : : If EditContext to apply is a child instance |
| -> Transfer Values to parent instance
| | Else If Value refers to offline representation of Device |
| | - transfer data to database
| I'| Else — Value refers to online representation of Device (see 5.8.3) |
| | I'l > Execute Pre-Write Action
I I'1 > Communicate to Device
| : : > Execute Post-Write Action |
| | :
- - ]
| |
| | Edited Values that have been successfully I
! | transferred are cleared from the I
EditContext.
ExitLock
i 1

Figure 11 — Write with EditContext

When writing Variables to an EditContext, the FDI Server performs data validation as in the
normal writes to online or offline data. It also processes Conditionals/Relations. Changes to
other Variables resulting from this process are also written to the EditContext.

When calling Apply, the modified Variables are transferred to the parent. If the parent is the
Device and a variable has pre-write actions associated with it, these actions are executed
prior to writing the variable to the Device. If the pre-write actions fail, the status returned for
Apply shall indicate the error.
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If the parent is the Device and a variable has post-write actions associated with it, these
actions are executed after writing the variable to the Device. If the post-write actions fail, the
status returned for the variable shall not indicate the write failed, since the value has already

been written to the device. The status returned shall be Good_PostActionFailed.

5.9 Subscription

5.9.1 General

The Subscription service specified in IEC 62541-4 can be used to initiate the monitoring of a

single variable or multiple variables from a single device or multiple devices.

A faijure related to a single variable while establishing a subscription to multiple vari
shall[ not abort the subscription process; all variables shall be monitored. Each-va
returped contains a status indicating success or failure. Standard OPC UA service s
information is returned by the FDI Server as a result of the service calls, as specified in 6

An FDI Package can define read actions that are executed by the EDI-Server durin
monitoring process of a subscription. These actions shall not require userinteraction; the
strict]y intended to be used for Business Logic processing. Any read action that even
requires user interaction will not perform the builtin but will retutn'an error if possible

hbles
iable
atus
2.

y the
y are
ually
The

y are

d by

the ADI Server during the monitoring process. The FDI Server invokes these refresh adtions

user

interaction; they are strictly intended to be used for Business Logic processing. Any refresh

actiop that eventually requires user interaction will not perform the builtin but will retu
error|if possible.

n an

The $ampling interval requested by the FDI Client and established by the FDI Server defines
a time interval that is used to periodically check for changes in the variables' value or status.

At edch time interval; the actions are invoked, and the value and status are compared wit
previpus value and;status. A change in the value or status will result in the FDI S
preparing a nofification of the new value and status.

5.9.2 Stubscription of offline variables

h the
Brver

The pequence diagram in Figure 12 shows the behavior of the FDI Server when an offline

value is being monitored.
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EDIClient EDIServer DevicePkg:BL
: Subscribe : :
il |
] i |
[
| 0 | -
| Loop for all subscribed|nodes each sampling interval Select Refresh Action() | |
| |
| Optional | Execute Refresh Action() | |
| ~i
| l 1]
I T |
| |
| T |
| | | | |
| : > Check Value and Status for change :
| | |
| |
| | > Process Conditionals/Relations | |
| |
| bn Change | DataChanged Notification | |
¢ |
| ) i
I 1
I L] I |
I Y - A W
| | |
| | |
IEC
Figure 12 — Offline variable"subscription
If a Mariable has refresh actions associated with it;*the FDI Server executes those actions at
each|time interval.
The FDI Server evaluates conditionals andirelations after the refresh actions are executedg.
5.9.3 Subscription of online variables
The pequence diagram in Figure 13 shows the behavior of the FDI Server when an gnline

varia

pble is being monitored.
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EDIClient FDIServer DevicePkg:BL
i Subscribe i :
” [
—_——— 0 — — — — — 1 — — — — — — — S —
i |
| Loop for all subscribedInodes each sampling interval Select PreRead Action() |
| I
| Optional : Execute PreRead Action() I |
| : B Execute Builtin() J> Select Builtin() |
| u
| ' . |
' ’ |
| T T | |
| | |
| : : Communicate to Device: | |
|
| | |
| I o | |
| > Select PostRead Action() |
| |
| Optional | Execute PostRead Action() i |
I .
| I B Execute Builtin() Select Builtin() |
|
| [
| [ J | |
' |
| | [ | |
| L |
| | Select Refresh Action() | |
|
Optional | Execute Refresh Action() :
| >
| | T] |
' |
| ' L] | |
| | |
| [ L l |
: > Check Value and Status for Change |
|
| | | |
' |
| | Process Conditionals/Relations | |
t
I
On Change I DataChanged Notification |
| T l |
|
! |
| | i | |
— e s e —_ —_——_——_——
| | |
| | |
IEC
Figure 13 — Online variable subscription
The yariable’is read from the device at each time interval.
If a vatiable—has pre reat—actions—associated—with—it—these—actions—are—executed pi’: r to

reading the variable from the device.

If a variable has post-read actions associated with it, these actions are executed after reading

the variable from the device.

If a variable has refresh actions associated with it, the FDI Server executes those actions

after the post-read actions.

The FDI Server evaluates conditionals and relations after any associated actions are

executed.

If the actions fail or the device read fails, the status of the variable shall indicate the failure.
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5.10 Device topology
5.10.1 General

The FDI Server maintains Device Instances in the Information Model. The Information Model
maintained by the FDI Server reflects the structure of the system; the FDI Server maintains
device information in the context of the Device Topology.

The Device Topology includes devices, connecting communication networks, and the
elements to communicate via these networks. The Device Topology is defined in IEC 62769-5;
Objects, References and the AddressSpace organization required to create the proper
Informatieniede e—defired-as—p ef-thetrfermat seeHreation

atian-Alada =

5.10.2 Connection Points

1%

The following non-normative Figure 14 illustrates the topology within the Information Mod

ConnectionPoint
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Figure 14 — Topology with Network objects (non-normative)

The FDI Server uses the information in the FDI Package to create both the type definitions for
the ¢evices and Communication Devices as well as their respective Connection Point
elements. The mapping between the FDI Package definition and the Information Model
elempnts is defihed in IEC 62769-5.

Network (types for the protocols that are supported by Native Communication devices are

provided by the FDI Server. Network types for non-native protocols are provided through FDI
Package—de{«ﬁ-meﬁe—pfewded—hﬁ-he—eemmumeaﬂeﬁ—eewef—}l' i i icat -

Device definitions contain one or more Connection Point definitions for a device. Each
Connection Point maintains a reference to a protocol element that specifies the protocol for
the Connection Point. A device may be capable of providing or using multiple protocols; each
protocol provided or supported will have a unique Connection Point. The network objects
contain a reference to a protocol definition element that defines the protocol utilized by the
network object.
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The Device and Connection Point type definitions are used to create Device and Connection
Point instances. The network type definitions are used to create instances of networks in the
system. The network types are specified in the protocol-specific annexes in
IEC 62769-4, and are provided by the FDI Server as an integral component. The FDI Server,
or FDI Clients interacting with the FDI Server to create the topology, locates devices,
communication devices, connection points, and networks using standard OPC UA entry points
for browsing:

e DeviceSet — references Device Instances in the FDI Server;
¢ CommunicationSet — references instances of communication devices in the FDI Server;
e N

The FDI Server, or FDI Clients interacting with the FDI Server to create the topology, cre¢ates
references between instances of a device, an associated Connection Point, and“a nefwork
element (see Figure 14). The FDI Server validates that the protocol associated with the
Conrlection Point and the protocol associated with the network are of the same) protocol ftype.
If a (tvice defines multiple Connection Points, the FDI Server will use the £onhection Pojnt of
the device that matches the network protocol.

Each| network object shall be associated with at least one Communication Device.| The
assogiation between the communication device and the network-element shall be done bgfore
devides can be associated with the network element. Onge~-a Communication Devige is
assogiated with a network element, Business Logic in the Communication Device will be [used
for ngtwork management.

The petwork element definition specifies the numbel’ of Connection Points that can be added
to the network.

The feferences established between devices;“Connection Points, and networks do not affect
the reference established for the standard\browse entry points. Devices remain referenced by
Devi¢eSet regardless of whether the .device has a reference to a Connection Point or|to a
netwprk.

5.10.3 Topology management
5.10.3.1 General

FDI $erver vendors have'two options to provide trusted FDI Clients with the ability to mahage
the tppology:

a) they may provide vendor-specific functionality;

b) they may.implement the OPC UA NodeManagement Service Set.
If the £EDI Server vendor chooses the second option, i.e. implementing the OPQ UA

NoddManagement Service Set, the topology management shall be implemented as spegified
in 5.10.3.

In order to prevent simultaneous access from different agents that are trying to modify the
topology, the elements involved in the topology modification are locked. The scope of the lock
for Modular Devices and networks is specified in IEC 62769-5.

The FDI Package for the Communication Device includes definitions that are used by the FDI
Server to manage and validate the topology, including the optional action ValidateNetwork
(see |EC 62769-7). Those definitions are used by the FDI Server during topology
management.
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The sequence diagram in Figure 15 shows the behavior of the FDI Server when a device is

added to a network.
EDIClient EDIServer CommbDevicePkg:BL
: InitLock() : |
|
t
Optional i |
EnterEditMode() _ Create Working Copy: :
|
I L
AddReferences() | :
1
|
: 1
Logp for all nodes in the service request Validate Connectivity() :
|
| Select ValidateNetwork Action() :
Optional : Execute ValidateNetwork Action() |
|
| —
| . Object Reference() Select Builtin()
: LI Object Reference (child)
: Perform Validatidn()
| ValidateNetwork = QK
| e — — — — — — — — — A ————
T T
I 1
Optional | ExitEditMode() |
u > Update, Server Information Model()
~
=~

~

g

The
The
AddR

are g

Figure 15 — Add Device to topology

dded in the order they appear in the service request.

AddReferences service specified in IEC 62541-4 is used to add devices to the topo
AddReferences service can be used to establish a single or multiple references.
eferences service request specifies multiple references are to be added, the refersg

IEC

logy.
If an
nces

A failure encountered while adding a single reference shall not abort the entire process; all
references shall be processed. A status is returned indicating success or failure for each
reference included in the service request. Standard OPC UA service status information is

returned by the FDI Server as a result of the service calls, as specified in 6.2.

When adding a reference, the association of a device's Connection Point with a network shall
be validated by the FDI Server; this applies to both FDI Server vendor-specific topology
management as well as the OPC UA AddNode method.
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The FDI Server performs an initial validation of the connectivity, which includes, for instance,
verifying that the protocol specified by the Connection Point and the network are the same
and the number of connections supported by the network have not been exceeded. That
validation is based on information provided with the FDI Communication Package of the
involved elements. If the initial validation succeeds, the ValidateNetwork Action provided by
the Communication Device is invoked by the FDI Server. See IEC 62769-7 for more details.

In a first pass, all requested references are added regardless of the validation process
succeeding or failing. After adding all references, a second validation pass is done. If the
validation process fails for any reference, that reference shall not be added, and the status
returned for that reference shall indicate the reference failed to be added.

Because of this two-step validation process performed by the FDI Server, the result of aLding
multiple references at a time can be different from the result of adding one reférence| at a
time.

5.10.3.3 Remove Device from Network

The gequence diagram in Figure 16 shows the behavior of the FDI Server when a device is
removed from a network.

EDIClient EDIServer CommbDevicePkg:BL
I InitLock() [ I
| | |
}
Optlonal |
EnterEditMode() _ Create Working Copy: :
| |
T T
DeleteReferences() | |
T |
T T
Lodp for all nodes in the :service request Select ValidateNetwork Action() :
obtiona : Execute ValidateNetwork Action() :
: P Object Reference() Select Builtin()
' u‘ Object Reference (child)
| | S —
| > Perform Validatign()
|
| ValidateNetwork = OK
} -
I T
Optional : ExitEditMode() :
u > Update Server Information Model()
I ~

| Lpop forgatl hedes in tth Working Copy

Working Copy deleted: ﬁ
|

Notification Message(event)

= F - = <3 S————————— - =7 -
l
|
|
|

IEC

Figure 16 — Remove device from topology
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The DeleteReferences service specified in IEC 62541-4 is used to remove devices from the
topology. The DeleteReferences service can be used to remove a single reference or multiple
references. If a DeleteReferences service request specifies multiple references are to be
removed, the references are removed in the order they appear in the service request.

A failure encountered while removing a single reference shall not abort the entire process; all
references shall be processed. A status is returned indicating success or failure for each
reference included in the service request. Standard OPC UA service status information is
returned by the FDI Server as a result of the service calls, as specified in 6.2.

The removal of a device from a network requires the FDI Server to validate the network. The
FDI $erver invokes the ValidateNetwork Action provided by the Communication Device |after
remojval of the device from the network.

In a |first pass, all requested references are removed regardless of the validation prgcess
succe¢eding or failing. After removing all references, a second validation passJis done. |f the
validation process fails for any reference, that reference shall not be remoeyed, and the status
returped for that reference shall indicate the reference failed to be remoyed:

Becaluse of this two-step validation process performed by the FDI-Server, the result of adding
multiple references at a time can be different from the result of adding one reference| at a
time.

5.104 Topology scanning

The sequence diagram in Figure 17 shows the behavior of the FDI Server when the topplogy
is scanned.

FDIClient FDIServer DevicePkg:BL (Interface)

| Invoke Method (scan) :

Execute SCAN Action()

|
|
|
|
> Select SCAN Action() |
|
|

r Perform Access Calls as negdg

d
|
: > Select Builtin()
n

P Execute Builtin (send_command/send_value)

Croate-SCANL IQ“()

> Get SCANLIST variable()

|
|
|
|
|
Generate scan list XML() |
|
|
|
|
|

Invoke Method (scan)

IEC

Figure 17 — Scan topology
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Scanning of a network for connected devices is provided via the Scan Service associated with
Communication Devices. This service is described in IEC 62769-5.

For nodes representing Native Communication devices, the FDI Server provides the service
implementation.

For Communication Devices that are not native to the FDI Server, the FDI Server invokes the
SCAN Action provided by the Communication Device (see IEC 62769-4). The SCAN action
invokes builtins provided by the FDI Server to send commands to the Communication Device.
The SCAN action processes the responses to the commands to create a scan list.

The scan list created by the SCAN Action is stored in a DDLIST variable referenced-through
the §CAN_LIST variable. The DDLIST contains the definition for the devices detected by the
comrunication device.

The Information Model specified in IEC 62769-5 provides protocol independent definitions for
devides. The protocol independent device definitions contain references t6)nodes containing
protdcol-specific identification for a device.

The DDLIST variable resulting from the scan is composed of variable”definitions. The DOLIST
will fpontain variables whose name matches the properti€s; and attributes defindd in
IEC ([2769-5 for the protocol independent device definition., These protocol-independent

definjtions allow the FDI Server to formulate protocol-independent information to an FDI Client
abouf the devices in the network.

The SCAN Action may not fully identify a device; Wvariables providing protocol-independent
information may be missing from the DDLIST\~The FDI Server through vendor-spgcific
functjons performs additional parameter read and write actions to the device to completg the
identjfication. This functionality is both FDI Server vendor-specific as well as protocol-spgcific
and is not standardized.

The PDLIST also contains network addressing information for the devices identified in the
netwprk. The network addressing‘will be protocol-specific but match the protocol-specific
Conrlection Point properties and attributes specified in IEC 62769-5.

The PDLIST may also contain additional variables that are protocol-specific. The protocol-
specffic variables are _standardized by the foundations defining the network protocol) see
protgcol-specific anpexes in IEC 62769-4.

The FDI Servet_is responsible for the creation of the XML data set returned by the [Scan
Service using the information provided by the DDLIST variable.

5.10.5 { Use of SCAN function

The SCAN function can be used by the FDI Server as part of topology management. The FDI
Server vendor-specific functions for topology management may perform network SCANS to
define the Device Instances to create and to initialize the Information Model topology.

The SCAN function is provided by communication devices; a device definition does not have
to exist in the Information Model for the SCAN function to succeed. The information provided
by the SCAN function may be used by FDI Server vendor-specific functionality to create the
Device Topology. FDI Server vendor-specific functionality is responsible for matching the
devices identified by the SCAN function to device types in the Information Model.

The FDI Server, through vendor-specific implementation, uses the SCAN function as part of
commissioning a network. The FDI Server vendor-specific implementation allows the FDI
Server to match and validate the offline created topology against the physical network (see
5.10.6).
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The use of the SCAN function for topology creation and topology validation is
standardized and is an FDI Server vendor-specific functionality.

5.10.6 Validation of defined topology

2021

not

The FDI Server shall validate that the defined Device Instance in the Information Model
matches the physical device. The FDI Server vendor-specific functionality is responsible for
validating the Information Model against the physical devices connected in the system.

The FDI Server can rely on standard functions such as SCAN to identify the devices
physically connected and determine whether there is a match with the offline defined

topolpgy. The FDI Server may also use protocol-specific commands to identify devices.

The FDI Server shall validate that the physical device is of the same type as the D
Instapce in the Information Model. The FDI Server vendor-specific implementations can

con

specific functionality provides the device matching.

5.11| User Interface Elements
5.11.1 User Interface Descriptions

User

FDI

Inforination Model. The Value attribute of a UlDescriptionType node contains the UID i
form |of an XML string (see |IEC 62769-2).

Any yalues that the FDI Server provides;to the FDI Client through the UID shall be unsc
incluging, for instance, current variable‘values, ranges and initial values.

FDI
FDI

This |example assumes_the UID is based on EDDL. If the PATH attribute of an IMAC

con
eva

appropriate Browse*Name to the FDI Client via the XML string. The FDI Client will s
render the appropriate image. All other EDDL conditionals shall be evaluated by theg
Server in a similar fashion.

An

b d £ ol Rl D L
e cmrecu T amrT U T dalhRadyvt.

nectivity to devices of different revisions or require an exact match. FDA\Sérver ve

Clients retrieve UIDs by reading the Value attiribute of a UlDescriptionType node i

$ervers shall evaluate any conditional behavior present in a UID before providing it t
Client. The FDI Client shalksimply render the UID provided by the FDI Server.

dltional (i.e., dependent on the value of a parameter in the device), the FDI Server
IJate the conditional to determine which image is to be used and then providg

FDIPackage can define actions that are associated with UIDs. The following actions

pvice
allow
hdor-

Interface Descriptions (UIDs) are descriptive user interfacés that are rendered by af FDI
Client. They appear in the Information Model as~ UlDescriptionType nodes
IEC 62769-5).

(see

h the
N the

aled,

p the

5E is
shall
the

mply
FDI

may

Pre-edit Actions;
Post-edit Actions;
Init Actions;
Refresh Actions;
Exit Actions.

Those actions are executed by the FDI Server, but their execution is driven by the FDI Client.
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In order to allow the FDI Client to drive the execution of actions, the FDI Server creates
Actions Proxies (see 5.12.3) and makes the Action Proxies names available to the FDI Client
by means of the ListOfActions element type defined in the XML schema (IEC 62769-2). The
FDI Server thus maintains the Actions Proxies names in the XML string of the UID.

As the FDI Client retrieves UIDs, it retrieves the Actions Proxies names associated to them as
well.

Even though a single EDD Actions definition may specify more than one EDD Method, the FDI
Server does not provide individual references to each EDD Method that is specified, but it
provides a _single Actions Proxy name to refer to all EDD Methods specified in the EDD
Actions clause. As a consequence, the list of actions specified in the XML schema will always
have|a single entry.

As the FDI Client processes a UID, it can start the execution of actions by calling the
InvoKeAction service and passing the corresponding Actions Proxy name as.argument|(see
5.123).

5.112 User Interface Plug-ins

User|Interface Plug-ins (UIPs) are programmatic user interfaces that are executed by an FDI
Client. They appear in the Information Model as UIPluginType/nodes (see IEC 62769-5).

FDI Clients retrieve UIPs by reading the Value attribute of a UIPluginType node in the
Infornation Model. The Value attribute of a UIPluginType node is a byte array contain|ng a
binary executable component (see IEC 62769-5).

FDI Packages can provide multiple variants of the same UIP (see IEC 62769-4). FDI Clients
browge through the available UIP Variants and-select the variant that is most appropriate

Unlike UIDs, UIPs are not processed by<can FDI Server in any way; they are imported from the
FDI FPackage and simply provided to_the FDI Client upon request.

FDI [Device Packages can_.reference a UIP in a separate FDI UIP Package |(see
IEC 62769-4). FDI Servers(shall resolve these references. Any references that canngt be
resor[]ved shall result in a Bad_NodeldUnknown status code when the UIP is read by an FDI
Client.

5.12| Actions
5.12,1 FDIServer — FDI Client interaction

FDI Clients)invoke Actions by calling the InvokeAction method (see IEC 62769-5).

When an Action is invoked the FDI Server creates a state machine that is maintained while
the Action is executing. The state may change in response to the builtin functions that are
invoked by the Action, as well as in response to interactions with the FDI Client.

The FDI Server then creates a transient, non-browsable Variable in the Information Model for
the exchange of information between the FDI Server and the FDI Client, henceforth referred
to as the exchange variable. The Nodeld of the exchange variable is returned to the FDI
Client as an output argument of the InvokeAction method (see IEC 62769-5).

Once the state machine has been created, the exchange variables have been created, and
the Action has started to execute, the InvokeAction method terminates, i.e. it does not remain
active during the execution of the Action.
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The FDI Server sends user interface requests to the FDI Client via the exchange variable, and
the FDI Client sends user interface responses to the FDI Server via the exchange variable.
The value of the exchange variable is an XML string (see IEC 62769-2). It contains the
current state of the Action, as well as a user interface request or response.

The subscription service specified in IEC 62541-4 is used to allow the FDI Server to send
user interface requests to the FDI Client via the exchange variable. The FDI Client subscribes
to the exchange variable to receive user interface requests from the FDI Server. If a request
is transitional the FDI Client may miss the request. The request will be held in the exchange
variable until the FDI Client creates a subscription. Once the subscription is established, the
FDI Server will respond with the current state and the pending request.

NOTE|1 TimeDelay with a short duration is an example of a transitional request.

The FDI Server can implement a server-defined time-out for user interface requests. Failure
of th¢ FDI Client to respond to a user interface request before the time-out expires can gqause
the F|DI Server to abort the Action.

NOTE|2 The time-out is expected to be on the order of 20 min to 30 min similar toca; session time-out of p web
page.

The FDI Server retains the current state and the last request in the exchange variable |even
after| the Action completes. The exchange variable retaing’,its value until the FDI Client
terminates the subscription.

An Aftion can be aborted by the FDI Client or by the Action itself.

The $equence diagram shown in Figure 18 shows.the client/server interaction of an Action.
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EDI Client EDI Server DevicePkg:Action

Call InvokeAction ("action name", argument list)

|
|
|
|
> Create UIDDescriptionType Variable I
|
|
|
|

argument list: Execute Action "action name"

Return nodelD for UIDDescriptionType Variable > Initialize state management

Sulsgrigtion creation and monitored item creation processing|specific to client

Create Subscription

Create Subscription

K—
Create Monitored Item : UID DescriptionType variable

Create Monitored Item

e __________________
Actiqn|Specific processing — multiple requests processed ExecuteBuiltinMethod > SelectBuiltinMethod
Update State
Create UIDDescriptionType request
Update Monitored Item UID DescriptionType Update UIDDescriptionType Variable

> Wait forUIDDescriptionType response
> Update State

Ul Response

Write UIDDescriptionType Variable - Response

Update State to Action Complete
Create UIDDescriptionType state update

Update UIDDescriptionType Variable

Update Monitored Item - UIDDescriptionType

Sulfs

intion deltetient and monitored item deletion processing specific to client
Delete Monitored Item

Delete Subscription

Delete state management

|
Message1 Delete UIDDescriptionType Variable

IEC

Figure 18 — Action execution
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5.12.2 Action state machine
5.12.2.1 States

The Action state machine is shown in Figure 19.

WaitingForFeedback

TimeDelay

TimeDelayA

(Waiting ForFeedbackA

Completed

Figure 19 — Action state machine

The gtates oOf the Action state machine are specified in Table 1.

Table 1 — Action states

State Description

Created The initial state when the state machine instance is created by the FDI Server.

Running The normal execution state.

TimeDelay The state where the normal execution is suspended for a certain amount of time.

WaitingForFeedback The state where the normal execution is suspended because a user interaction is
needed.

Aborting The state where the normal execution has been aborted and abort processing is
carried out.

TimeDelayA The state where the abort processing is suspended for a certain amount of time.

WaitingForFeedbackA Thedstgte where the abort processing is suspended because a user interaction is
needed.
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State Description
Completed The state where the normal execution is completed.
Aborted The state where the abort processing is completed.
5.12.2.2 State transitions

The state transitions of the Action state machine are defined in Table 2.

Table 2 — Action state transitions

Source state Event Destination state
Starf State FDI Server created a state machine for the Created
Action.
Creajted Execution of the Action has started. Running
Running Execution of the Action has completed. Completed
Runnjing Builtin function has been encountered that TimeDelay
requires a time delay.
Running Builtin function has been encountered that WaitingForFeedback
requires user feedback.
Running Abnormal termination of the Action has.been | Aborting
initiated by either the FDI Server or the)FDI
Client.
TimgDelay FDI Server has decided to send time delay TimeDelay
remaining to FDI Client.
TimgDelay FDI Server has calculateda new time delay TimeDelay
to be sent to FDI Client
TimgDelay Abnormal termination’of the Action has been | Aborting
initiated by the ED} Client.
TimgDelay Delay time has'expired. Running

Wait|ngForFeedback

FDI Server‘has decided to send an updated
feedbaek request to the FDI Client.

WaitingForFeedback

Wait|ngForFeedback FDI\Server has received feedback from FDI Running
Client.

Wait|ngForFeedback Abnormal termination of the Action has been | Aborting
initiated by either the FDI Server or the FDI
Client.

Wait|ngForFeedbatk FDI Server timeout period has expired with Aborting
no response from FDI Client.

Aborting Builtin function has been encountered that TimeDelayA
requires a time delay.

Aborting Builtin function has been encountered that WaitingForFeedbackA
Tequites user feedback.

Aborting Execution of the Action has completed. Aborted

TimeDelayA Delay time has expired. Aborting

WaitingForFeedbackA

FDI Server has decided to send an updated
feedback request to the FDI Client.

WaitingForFeedbackA

for the Action.

WaitingForFeedbackA FDI Server has received feedback from FDI Aborting
Client.

Aborted FDI Server has destroyed the state machine Finish State
for the Action.

Completed FDI Server has destroyed the state machine Finish State
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5.12.3 Actions Proxies

EDD Actions specify EDD Methods that shall be executed at specific moments during the
processing of variable values or during user interaction. In many cases, the FDI Server
implicitly executes the EDD Actions, but in some specific cases, as specified in 5.12.4, the
execution of EDD Actions is driven by the FDI Client.

In order to allow the FDI Client to drive the execution of EDD Actions, the FDI Server creates
Actions Proxies. An Actions Proxy is an internal entity created by the FDI Server to
encapsulate the EDD Methods specified in the EDD Action definition. An Actions Proxy thus
corresponds to a single "*_ACTIONS" clause in EDDL and therefore to the entire set of EDD
Methpdsspetified-imit:

The |FDI Server assigns a name to the Actions Proxy. The Actions Proxy name is an
unanmbiguous identifier, i.e. it uniquely identifies the Actions Proxy in the scope.of a dingle
devide instance.

The [FDI Server makes the Actions Proxy name available to the FDI, Client via the [ XML
descfiptions associated to UID nodes (see 5.11.1). The FDI Clignt“can thus drivg the
execption of an Actions Proxy when necessary by calling the dnvokeAction method| and
pass|ng the Actions Proxy name as argument.

NOTE| The second argument of the InvokeAction method ("MethodArguments") is empty, since EDD Actiong have
no arguments.

When processing an InvokeAction call with an Actions Proxy name as argument, thg FDI
Server executes the entire set of EDD Methods associated to that Actions Proxy. As spetified
in a, the FDI Server executes those EDD Methods\in the order they appear in the EDD Action
definjtion, and if an EDD Method exits for an unplanned reason, the following EDD Methods
are not executed.

Taking as reference the state transitions’defined in Table 2, it means that:
e the state machine transitions {ffom the state "Created" to the state "Running" when the
ekecution of the first EDD Method in the Actions Proxy definition starts;

e irl the meantime betweenthé execution of two EDD Methods, the state machine remains in
the state "Running";

e the state machinesonly transitions from the state "Running" to the state "Completed" when
the execution ofthe last EDD Method in the Actions Proxy definition completes, or if any
EDD Method_exits for an unplanned reason.

All ofher statetransitions remain the same.

5.12.4 / Actions, EDD Actions and Actions Proxies

Actions are a provision of the FDI Server to allow FDI Clients to execute both EDD Methods in
general and EDD Actions in particular. EDD Methods in general, with the exception of abort
and action methods, are exposed in the Information Model as nodes under the ActionSet
Object of the corresponding device or block node (see IEC 62769-5). EDD Actions on the
other hand are not exposed in the Information Model. EDD Actions are made available to the
FDI Client by putting the names of their corresponding Actions Proxies in the ListOfActions
element in the XML description of the UID nodes (see 5.11.1).

The EDD Action types and the EDD constructs that use them are shown in Table 3 (see
IEC 61804-3).
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Table 3 — EDD Action types and the EDD constructs that use them

EDD construct
EDD Action type | VARIABLE MENU EDIT_DISPLAY | WAVEFORM SOURCE uiD
Pre-read Actions | |
Post-read Actions | |
Pre-write Actions | |
Post-write Actions | |
Pre-edit Actions E E E E
Posttedit Actions E E E H
Init Actions E E E H
Exit Actions E E H
Refrgsh Actions E E H
As Thble 3 indicates, in some cases, the FDI Server implicitly executes the EDD Actions (I),
whilg, in other cases, the execution of EDD Actions is driven by the FDI Client, i.e. the FDI
Client needs to explicitly start the execution of the EDD Actions,in the FDI Server (E).
The DI Server implicitly executes the following types of EDD "Actions:
e Pre-read, post-read, pre-write and post-write actionsiboth for variables and menus;
o efresh actions for variables.
Thosg types of actions shall not require user interaction; they are strictly intended to be [used
for Business Logic processing. Any action of*one of those types that eventually requires|user
interaction will not perform the builtin but willF'return an error if possible.
The FDI Server implicitly handles pre=read, post-read and refresh actions for variables when
the HDI Client reads online variables (see 5.7.3). Similarly, the FDI Server implicitly handles

pre-y
eithe

The
uplod

hand]es pre-write and post-write actions for menus when the FDI Client transfers data tp
e (5.2.2). Similarly, the FDI Server implicitly handles pre-read and post-read actions for

devid
ment

The

I in an immediate fashion\(see 5.8.3) or in edit mode (see 5.8.4).

pre-read, post-read, ‘pre-write and post-write actions for menus are only used b

s when the FDI Client transfers data from the device (5.2.3).

FD) Client explicitly starts the execution of the following types of EDD Actions:

re-edit and post-edit actions Tor variables, menus, edit-displays and UIDs;

e Init, exit and refresh actions for menus, waveforms, sources and UIDs.

rite and post-write actions:for variables when the FDI Client writes online varigbles,

the

d and download. menus (see IEC 61804-4 and IEC 62769-2). The FDI Server implicitly

the

When those actions contain user interactions (see IEC 61804-4), they will require interaction
between the FDI Server and the FDI Client. This is achieved by using Actions, as specified in
5.12.1. The FDI Client explicitly starts the execution of those types of actions in the FDI
Server by calling the InvokeAction method and passing the name of the corresponding

Actio

ns Proxy as argument.
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6 OPC UA services

6.1

OPC UA profiles

2021

The set of services specified for OPC UA are grouped into standardized profiles as defined in
IEC 62541-7. FDI Servers shall conform to the FDI Server Profile, which is specified as:

e including OPC UA "Standard Server";
e including OPC UA "DataAccess Server Facet";

e including OPC UA "Node Management Server Facet";

in

in

in

o N

6.2
6.2.1

FDI {
OPC
calls

The
respq

cluding OPC UA "Method Server Facet";

cluding OPC UA "Event Subscription Server Facet";
cluding OPC UA "Auditing Server Facet";

cluding FDI "FDI Information Model".

Service error information
Overview

bervers provide service operations that are invoked through)OPC UA services. Star

DPC UA specification defines all services as haying a standard response that inclug
nse header containing general and service-specific response codes in accordance

IEC 62541-4. The response code structure contains diagnostic information that returns

an e

ror code as well as localized text for the, error. FDI Servers shall fill in the diagn

records including localized text for the reported errors.

The
Serv

6.2.2

OPC UA diagnostic record allows” Servers to include "inner" status information
ers will provide technology binding specific errors in the "inner" status record.

OPC UA services and\their response

When the FDI Client submits a Service request Message to the FDI Server, if the servi

supp
posit
has 3

The

prted and executed; the FDI Server generates a success/failure code that it includes

RequestHeader and each Service response has a ResponseHeader.

ResponseHeader is a structure that has data members used to convey EDDL diagnd

informations the serviceResult and the diagnosticlnfo.

The

dard

UA service status information is returned by the FDI Seéerver as a result of the sedrvice

es a
with
both
ostic

FDI

ce is
in a

ve response Message along with any data that is to be returned. Each Service request

stics

serviceResult is the cfnnr{nrd, QPC UA-defined result of the Service invocation

The

serviceResult type is StatusCode, which defines a standard numerical value that is used to
report the outcome of an operation performed by an FDI Server. This code may have
associated diagnostic information that describes the status in more detail.

The diagnosticlnfo is a structure that is intended to return vendor-specific diagnostic
information.

6.2.3

Mappings of EDDL response codes to OPC UA service response

When FDI Clients use OPC UA services to read and write the Attributes of Parameters, they
receive back as part of the FDI Server response a ResponseHeader with success/failure code
and diagnostics information.
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The FDI Server uses the serviceResult and the diagnosticinfo data members of the
ResponseHeader to return error and diagnostics information related to failure of execution of
EDDL variable actions, including PRE_READ, POST_READ, PRE_WRITE and POST_WRITE
actions.

The StatusCode returned in the serviceResult data member of the ResponseHeader is also
used to handle the EDDL VALIDITY attribute. Any attempt to access an invalid variable will be
reported to the FDI Client as the result of a service call. The service returns a "Bad Failure" in
the Severity bit of the StatusCode. In addition, the diagnosticlnfo data member of the
ResponseHeader can be used to provide detailed diagnostics on the failure. The FDI Server
shall also deal with the fact that VALIDITY can be the result of the evaluation of a conditional
exprgssion. In that case, FDT Clienis rely on the FDI Server notification capabilities wheh the
model dynamically changes owing to a conditional evaluation.

The $erviceResult and the diagnosticinfo data members of the ResponseHeader are usged to
returph error and diagnostics information related to EDDL response codes, EDDL response
codep specify values that a device may return as the result of an operation. Each EDDL
variaple, record or value array can define its own associated set of response codes.

The perviceResult is used to return a status that corresponds to(the EDDL response [code
TYPE attribute. The Severity bits of the StatusCode are set based on the response [code
TYPE according to Table 4.

Table 4 — OPC UA severity bits and EDDL response codes TYPE

OP|C UA Severity EDDL Response Codes Type
Goodl Success SUCCESS
Uncgrtain Warning MISC_WARNING, DATA_ENTRY, WARNING
Bad Failure DATA_ENTRY_ERROR, MODE_ERROR, PROCESS_ERROR, MISC_ERROR

The [symbolicldindex, localizedTextindex and the additionalinfo data members off the
diagnosticinfo are used to returh. the response code and the text description gotten |from
EDDL response codes definitions. It is the FDI Server's responsibility to translate the infeger
respgnse code into its corresponding text description and fill in the diagnosticlnfo.

The pymbolicldindex (data member is used to return the numeric response code from the
EDDL RESPONSELCODE. The numeric code shall be converted into a string in the
stringTable. Thessymbolicldindex contains the index into the stringTable.

The |ocalizedFextindex data member is used to return the DESCRIPTION attribute from the
EDDL RESPONSE_CODE. The DESCRIPTION string is conveyed to the FDI Client in the
stringTable data member of the ResponseHeader parameter. The localizedTextIndex contains
the il dU)\ ;IItU thU btl;lldebiC.

The additionallnfo data member is used to return the HELP attribute from the EDDL
RESPONSE_CODE.

In addition to the response codes described via EDDL, standard response codes defined by
the underlying communication protocols may also be returned.

6.3 Parameter value update during write service request

The FDI Server maintains an Information Model that contains Online variables that cache the
value of the device variables. The specified behavior for OPC UA is for the Server to only
store in the Online Variables those values that the Server has read from the device.
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The FDI Server is not allowed, according to OPC UA specified behavior, to write a value both
to the device and to the Online variable.

6.4

Localization

The Information Model defined for FDI, IEC 62769-5, is based on OPC UA. The OPC UA
specification defines descriptive attributes and properties of elements to be localized strings.
The FDI Server provides localized information for the OPC UA specified localized attributes
and properties in the Device Type and Device Instance nodes.

The FDI Server uses information provided by the descriptive component in the FDI Package

for 3

local

the H

If they

infor:ration or no information for the requested locale, the FDI Server will-return the En
I

defa

Multi
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multi
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When clients requesting different languages connégtvat the same time to the same D
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does
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6.5
FDI

descriptive element in the FDI Package does not provide localized information, eith

t string.

ble clients connecting at the same time may eventually request the FDI Server to r
zed attributes and properties in different languages./The FDI Server shall su
ble languages simultaneously when the clients requesting”different languages conng
ent Device Type or Device Instance nodes.

or Device Instance node, the support to multiple languages is optional. If the FDI S
not support multiple languages in that sitiation, then it shall implement a "first
on, i.e. it will use the language requestediby the first client that connected to the D

bquent clients.

Audit events

bervers shall provide support for vendor-specific audit trail functionality. The suppo

device type to create localized strings. FDI Packages support the specification of
zed strings for descriptive information. If the device vendor provides such information,
DI Server uses the appropriate localized string as the value for device typé/attributes
and properties when responding to an FDI Client.
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or Device Instance node when returning localized attributes and properties fo all

Irt for

odel,
UA.

auditjng in the FDI Server is\specified in IEC 62769-5.

7 Communication

7.1 | Notation

Clauge 7,<describing communication, contains diagrams showing the Information M
IEC 62769+5. The notation used in these figures uses the standards defined by OPGC
Thespstandards are summarized in IEC 62769-5.

7.2 General

7.2.1 Concepts

The FDI Server is responsible for managing communications. The FDI Server can support
three types of communication infrastructure components:

e System communication hardware (see Figure 1);

e FDI Communication Server;

e C

ommunication gateways (Nested Communication).
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The FDI Server can support system-specific communication hardware (see Figure 1). The FDI
Server interacts with the driver of the system communication hardware through proprietary
interfaces to process fieldbus communication. System-specific communication management is

not in

the FDI specification's scope.

Figure 20 shows a possible architecture example of system communication integration.

System Communication FDI Server
Information Model
Communication Serviceg |, |, NetworkType:
e » Network_B
Hardware Driver (A. — ; 2
M ConpectionPointType: DeviceType:
* CR B1, ., . > FI B101
PHY
: ConnectionPointType: DeviceType:
Network B CP_B2 ' FIB102
AN

[ |
Communication
Relation

FIB101

Figure 20 — System communication integration example

IEC

The [FDI Server can implement access tovphysical networks through FDI Communication
Servers (see Figure 1) (IEC 62769-7). The ' FDI Communication Server implements the agcess
to thg physical network. The interface between the FDI Server and the FDI Communication
Server is based on OPC UA. The FDl Communication Server implements the OPC UA Sgrver
on. The FDI Server implements the OPC UA Client function. The FDI Communication

funct

Server implemented Information.Model enables the access to the communication serviceg.

An FPl Communication Server integration example is shown in Figure 21.
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FDI Server

L- . L4 L[] ° )
Information Model
Communication
Relation CommunicationServerType:
CommunicationServerName
SubDevices
FDI
Communication QPC'UA_'
Server \]—‘/ ° A ServerCommunicationDeviceType.
. o CommunicationDeviceName.
communication .
. .
Services . o \
o .
Hardware Driver, Ser.vngommunicationService Type:
CommunicationServiceProvider_B
PHY  ° .
.
.
Né&twork B ConmectionPointType:
. CP’B_Master
O
3
NetworkType:
Netwerk_B
.
.
Connec?ionPgintType: DeviceType:
FI B101 CP B1°* « .) FIB101
ConnectionPointType: DeviceType:
CP_B2 FIB102
(O
EC

Figure 21 — FDI Commuhication Server integration example

In tefms of the Information Mode| structure, the system communication hardware and the FDI
Communication Server represent'root communication devices.

FDI gupports Nested Communication. The term "Nested Communication" stands for the gbility

of a

system to procéss communication across protocol

boundaries

in heterogeneous

netwprks. The insertion of additional communication gateway devices into the topology as
shown in Figure 22 enables the handling of heterogeneous networks. These communidation
gateway devices<implement the bridging functionally between different networks (gatgeway
firmware). The,‘gateway firmware implemented bridging functionality is also implementged in
usiness.Logic provided with the FDI Package describing the communication gatgway.

the H
The

process the Nested Communication function.

FDI(Server interacts only with this Business Logic of the communication gateway to

A communication gateway integration example is shown in Figure 22.
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FDI \
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Relation ‘ ConnectionPointPype:
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L NetworkTy;;e.'
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t‘ ConnectionPoint'Type:. DeviceType:
( CP_G1 *? Ficior
IEC
Figure 22 — Gateway integration example
7.2.2 Terms

The following contains a list of terms used in 7.3:

1) A Connection Point is an instance of a ConnectionPointType (see IEC 62769-5).

2)

A Device is an instance of a DeviceType.

3) A Connection Point associated to a Device is called Device Connection Point.

4)

Device Connection Point.
5) A Network is an instance of NetworkType (see IEC 62769-5).

6)

A Connection Point associated to a Communication Device

FDI Communication Server (see IEC 62769-7).

is called Communication
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7.3 Communication Service processing
7.3.1 Communication Service invocation

IEC 62769-7 specifies that both Gateways and FDI Communication Servers implement the
communication services. Those services are specified in IEC 62769-7.

In order to allow the flexibility that is necessary to represent a variety of different scenarios
involving communication between the communication server and the physical devices,
IEC 62769-7 specifies that some communication services are provided through a
communication service provider. While the communication service provider allows
multl ‘G e eanctesS 1€ ‘G""-”;G‘ ’;626” O a ’G““-";G‘ .'e, It
ires parallel execution in the server. The details about communication service proyvjiders
(SeryerCommunicationServiceType and GatewayCommunicationServiceType) are specified in
IEC 62769-7. The requirements for parallel execution in the service are described through the
rules|stated in Clause 8.

The difference between a Gateway and an FDI Communication Server is ‘about how or where
these services shall be invoked:

a) Iff the communication device is an FDI Communication Server, the FDI Server invoKes a

cpmmunication service directly at the FDI Communication Server using an OPQ UA
Method service Call specified in IEC 62541-4. This call will end up in actual fieldbus
cpmmunication.

b) Iff the communication device is part of a Gatéway, the FDI Server invokes| the
cpmmunication service in terms of invoking an Agction implemented by the Business Logic
of the specific Gateway. The behavior (reaction) of the Gateway Business Lodgic is
described in IEC 62769-7.

7.3.2 Analyze communication path

The |nformation Model defined in IEC 62769-5 supports a hierarchical topology. As shoywn in
Figune 22, the topology reflects the\physical network topology. The communication |path
analysis function allows the FDI Server to determine how communication messages neged to
be prlopagated from the Device that'triggered a communication request to the Communiciation
Devige implementing the .nétwork access (root communication device) and which
comrpunication relations neéd/'to be activated before. Subsequent text will only consider the
root communication device based on the FDI Communication Server.

The [FDI Server identifies the communication path between a Device and an| FDI
Communication Server according to the following rules:

a) Tlopology/iteration starts from the node representing the Device passing the elements
Qevice—Lonnection Point, Network, Communication Device Connection Point tg the
Jommunication Device within the same Network hierarchy. In this way, the FDI Server
dptermines the local communication relation. A Communication Device that is assocjated
next 10 the Device implements the communication service provider for this Device, this
means the FDI Server shall propagate the communication service request between the
Device and Communication Service Provider.

b) The FDI Server identifies a communication gateway along its Information Model structure
as demonstrated in Figure 22. The key indicators are the Communication Device
organized below a Device using the "has Component" relation. This specific device is
called Gateway Head Station, which is connected to a different Network via a Connection
Point. From here, the iteration continues as described in a).

c) The topology iteration procedure ends with finding the communication root device. The
FDI Server identifies an FDI Communication Server (communication root device) because
it has no association to other networks than the network for which the FDI Communication
Server implements the communication service provider.

NOTE How the FDI Server determines System Communication Device is out of the scope of this document.
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7.3.3 Manage communication relations

Prior to any data exchange related transfers, the FDI Server needs to establish or activate the
communication relation between the Device representations in the Information Model and the
physical network connected device. The invocation sequence of the communication service
Connect on any of the Communication Devices along the communication path shall begin with
the root communication device. The communication service Connect is specified in
IEC 62769-7.

The Device Connection Point contains the address information to be used for the Connect
service. The Information Model element FunctionaIGroupType:Identification contains
optio rvice
argument names shall match with the browse names of the Informatlon Model elementqd that
hold felated values (browse name matching).

The |successful execution of service Connect activates the local communication relation
between a Device and a Communication Device associated to the same network.| The
successful execution of service Connect on a network higher in a hierarchy is a prerequisite
to a [successful execution of the service Connect on a network lower=in the hierarchy] The
reasgn for this is the Gateway Business Logic that can invoke othef \communication seryices
requiring an activated communication relation.

The FDI Server manages a CommunicationRelationld in accotdance with IEC 62769-7.

A cdnnection abort indication or the invocation oflservice Disconnect as describgd in
IEC 62769-7 deactivates the local communication relation and any of the local communication
relatijons in networks lower in the hierarchy.

7.3.4 Communication service request mapping

The FDI Server receives communication service requests from Devices or Gateways throuigh:

—

a) the Online Variable Read;
b) the Online Variable Write;

c) the Business Logic inyoking the communication related EDDL Builtin function], for
ekample, send, send.al values, send_command, send_command_trans, send_trans,
send_value, WRITE_ COMMAND, READ_COMMAND, and so on.

Like the Device, all(of these communication service requests related source events apply to
the BDDL PROEFEILE: (IEC 61804-3). The FDI Server shall handle the communication service
requests in aceordance with EDDL-defined PROFILEs.

Sincg the"EDDs shipped with the FDI Packages can describe relations between VARIABLE
elements and COMMAND elements, the Varlable Read or Write access can be mapped to a

particular VARIABLE Such COMMAND descrlptlons contam commumcat|on service
arguments and instructions about how to create the data payload of a communication service.

If no COMMAND Description is present, the VARIABLE identifier (Name) and the VARIABLE
value are the only communication service Transfer arguments.

Once the FDI Server has determined the communication service arguments from EDD, it can
map it to the communication service Transfer (IEC 62769-7) arguments based on name
matching. Transfer arguments shall have the same names, data types and semantics as
described for a protocol-specific COMMAND definition.
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EXAMPLE The COMMAND description contains the attributes SLOT, INDEX, REQUEST, REPLY. The protocol-
specific signature of the Transfer service shall envision:

Transfer (
[in] String communicationRelationId,
[out] Integer serviceError,
[in] unsigned char SLOT,
[in] unsigned char INDEX,
[in] char[] REQUEST,
[out] char[] REPLY)

NOTE The arguments communicationRelationId and serviceError are described in IEC 62769-7.

7.3.5 Communication service request propagation

Subcjause 7.3.5 describes how the FDI Server manages the communication \megsage
propagation along the communication path. The following Figure 23 represents an~eéxample
scengrio derived from Figure 22.

FDI Server — .Iv/
Information Model (b
y N (/_ N ServerCommunicationDeviceType: Q’

FDI |/ \ CommunicationDeviceName %

| . OPC UA
Commginication \ L
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skrvices It et
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Hardyvafe Driver
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ConnectionPointType:
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o-_-.
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1
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HE 2 T E—— - - [1n1
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: = .‘cbniréérb'reran‘yps:' T 1 DeviceType
{WRITENCOMMAND(..) }
}

ConnectionPointType: Devicé [ype]
CP_G2 FI G102

i te

FDI Clien)

IEC

Figure 23 — Message propagation example scenario

NOTE 1 The numbers in brackets (1) to (8) used in the the following description refer to elements in Figure 23.

The FDI Server detects a communication request because of an FDI Client (1) invoking an
Action (2). The processing of that Action (METHOD Download) invokes the communication
request-related EDDL Builtin such as WRITE_COMMAND that has been mapped to Transfer
service arguments, as described in 7.3.4.

The FDI Server processes the message propagation related iterations upwards through the
hierarchy of the topology.
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The FDI Server shall always determine the next Communication Service Provider along the
communication path (3) and (5) (see 7.3.2) and invoke the service Transfer there.

If the Communication Service Provider processing the Transfer service is in an FDI
Communication Server, the Transfer service needs to be invoked using the OPC UA service
Call (6).

NOTE 2 The Communication Service Provider in the FDI Communication Server sends the protocol-specific
message to the physical network (7).

If the Communication Service Provider processing the Transfer service is in a Gateway, the

gsste T8 etated—Bustress ereHe—w satse—ome et ator eerHes a|lated
EDDL Builtin invocations, for example, send_command (4). The iteration procedure enters the
next | recursion determining the next Communication Service Provider along| the
communication path (5) (see 7.3.2) and invokes the service Transfer there.

NOTE|3 The gateway implementation of service Transfer is device-specific. The Transfer logic wrags the
incom|ng Transfer argument values and creates another message to be sent out calling @’eommunication request
related EDDL Builtin (see IEC 61804-5).

The [fransfer logic can invoke multiple communication requests as, this might be needg¢d to
manage the protocol bridge function. The physical gateway deviceyunhwraps and forwardp the
mesgage (4) to the physical device (8).

The FDI Server managed communication propagation progess is a recursive process in which
the Business Logic execution of one Device can invoke the Business Logic execution|of a
diffenent Device. This FDI Server needs to maintain an.invocation stack.

7.3.6] Communication error handling

The FDI Server is responsible for handling.communication errors. The FDI Server detects
errorg either from the Communication Service Provider returned service invocation results as
specffied in IEC 62769-7 or through EDBL builtins for abort processing.

The FDI Server aborts all communication Actions waiting for a response if a communication
errorfor abort is received.

The FDI Server will return_a failure to the originating service if a communication error or pbort
is regeived.

7.4 | FDI Communication Server specific handling
7.41 Discovery

IEC 62769-7 describes the FDI Communication Server implemented discovery suppgrt in
termg of:

a) VARIABLE definitions describing the FDI Communication Server's identification data that
are represented in the FDI Server hosted Information Model;

b) FDI Communication Server implemented usage of IEC 62541-4 specified discovery
services.

The FDI Server uses the services FindServers and the GetEndpoint IEC 62541-4 specified
discovery service set to determine the FDI Communication Server. The FDI Server shall
match the FDI Communication Server's defined identification data with values returned from
the functions FindServers and GetEndpoints.

The FDI Server implements the IEC 62541-4 specified Discovery Server.
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7.4.2 Information Model synchronization

In accordance with IEC 62769-7, the FDI Communication Package contains an EDD element
describing the VARIABLES and Business Logic mapped into the Information Model.
IEC 62769-7 also describes the overlap between the FDI Communication Server-hosted
Information Model and the FDI Server-hosted Information Model. This overlap represents the
shared Information Model.

The FDI Server synchronizes the shared Information Model:

a) Any access to an offline node of the Information Model is locally handled through the

I £ EH Maodal
mIUI nmractuvuIrt IvivoucTr.

b) The FDI Server handles a write access to an online node of the Information Modgl by
erforming the same write access in FDI Communication Server-hosted 4nformjation
odel.

c) Ahy read of an online node of the Information Model results in a read-operation on the

p
M
A
cprresponding node of the FDI Communication Server-hosted Information.Model.
A
M
C

d) Aphy configuration changes affecting the modular structure represented in the Informjation
odel are copied from the FDI Server-hosted Information~ Model to the| FDI

ommunication Server-hosted Information Model.
8 PRarallel Execution within the FDI Server

8.1 Motivation

Within the EDDL concept, each device is described“by a set of parameters and an EDQ that
descfibes and handles relations between the parameters and their attributes. Each
combination of the EDD and the respective set'of parameters builds an entity describ|ng a
devide instance (called EDD Entity hereaftef):"EDDL allows only synchronous operation| with
such|an entity without any parallel execution. Therefore, when the EDD Entity is performing
an ag¢tion (e.g. reading a variable valug;,executing a method, etc.), any other action request
shalllbe postponed until the action execution is finished.

As Igng as there is no relation;between EDD Entities the action for EDD Entities can be
execlited independently and"subsequent action requests can be queued without any rigk to
force|a deadlock.

As s¢on as relations-between EDD Entities have to be handled, the FDI Server has to control
the gxecution within-the EDD Entities in a way that deadlock scenarios or parallel execution
within one EDD-~Entity are prohibited.

Nesteéd communication is a concept based on interaction between EDD Entities. When
hand|ing ‘multiple communications at once, the FDI Server has to handle actions in the FDI
systgmnin parallel. To prevent deadlock scenarios, the FDI Server has to follow well-deffined
execution rules.

8.2 Internal structure of the EDD interpreter

A core component of an FDI Server is the EDD interpreter (see Clause A.1). The EDD
interpreter can be seen as a component that consists of EDD entities. Each EDD entity itself
consists of the following parts:

e An associated EDD for a device or a component of a modular device.

e A set of data representing the state of the EDD entity and containing data that the
interpreter requires to run the EDD associated with the data set. This data for example
might contain the offline data set for the associated device and cached data of the
connected device. It also contains additional information the interpreter needs for EDD-
specific calculations.
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8.3

The interpreter logic that is triggered from outside and when triggered interprets the EDD,

performing subsequent activities, changes the state and delivers calculation results.

Rules for running an EDD entity

As mentioned in 8.2, an activity at EDD entities is initiated always by a trigger. There are two
kinds of triggers:

a) A trigger from the EDD entity itself that the interpreter logic requires for a correct EDD

b)

The g¢xecution of an activity at an EDD entity shall follow the rules given below;

c)
d)
e)
)
9)

h)

)

execution. An example for such triggers is periodic updates of dynamic variables.

A trigger that is a consequence of a service request from outside the FDI Server.

Fpr example:
1) service requests from an FDI Client;

2)) service requests from an OPC-UA client.

Al activity at an EDD entity is always a consequence of a trigger.
An activity at an EDD entity cannot be interrupted.

Aln activity runs until the activity is finished or aborted.

Aln EDD entity can only execute one activity at a time.

Ah activity executed by an EDD entity always performs-a non-interruptible process
the perspective of the EDDL logic. Such processes_are for example:

calculation of EDD objects,
reading a variable from a device,
writing a variable to a device,

editing a variable,

executing an EDD method.

n active EDD entity may initiate sub-activities. While a sub-activity is ongoing the cU

1

2

3

4

5) any activity that is embraced with’pre- and post actions,

6

A

aptivity at the EDD entityis.paused. There are two kinds of sub-activities:
1

the active EDD entity calls another EDD entity (e.g. nested communication or
using cross-block-and cross-module references),

for user interaction).
hile an activity is paused re-entrance for activities is possible for those activities tha

ocked until the paused activity at the entity is finished.

W
al consequence of the paused activity. Activities started by other triggers have fo be
b

from

rrent

calls

the active EDD~entity requests another external service (e.g. communication, request

t are

bther

Wheén”an activity chain of a trigger is blocked, there exists a blocking relation to an

trigger and its activity chain. Tf this activity chain is blocked too, there is again a blocking
relation to another trigger. Such series of blocking relations have to be monitored for
recursion each time an activity chain has to be blocked. Recursion in the series of

blocking dependencies indicates a deadlock scenario.

k) The server can resolve deadlock scenarios by aborting one of the involved activity chains.

For illustration, some examples on how to run an EDD entity in the FDI Server are described
in Annex C.
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Annex A
(informative)

FDI Server functional structure

A.1 FDI functional elements

The normative definition of an FDI Server is as shown in Figure 1. A non-normative view of an
FDI Server shows the functional components that comprise the FDI Server and is shown in
Figure-A--

FDI Server

EDD Interpreter
(IEC 61804
Processing)

Builtins

Yy

[ { Information Model \ HART RE PNO
| Specific Specific Specific
» | IM Management
@
g | Device Object | (locks, methods,
@ etc) A
D | g |
< Device Object
> | | \/
E C ication
5 | (Device Object) | &':::ég';aem
! |
N - e =
System Services |-1 :
3 OPC UA
£ Services
o |
I I | System
N Communication < Communication
t ' Hardware Server i
# Store /

IEC

Figure A.1 — Functional components of an FDI Server

The FDI Server functionally contains an EDD interpreter that conforms to IEC 61804-3. The
EDD interpreter provides descriptive information that is exposed in the Information Model, for
example, device variables and standard menus. The EDD interpreter also provides the
method execution functionality for IEC 61804-3.

Although |IEC 61804-3 defines a standard EDD language, there are protocol-specific
differences between EDDs. The FDI Server implements protocol-specific components. The
protocol-specific components are used both as part of the EDD interpretation as well as for
formatting communication.
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The FDI Server contains node management functionality that provides the support for the
Information Model. The Information Management component maintains the Information Model,
handles multi-user requests, including lock management, and executes methods. The
functionality provided by the Information Model management component is not restricted to
FDI functionality. The IM management component may also provide general OPC UA
functionality unrelated to FDI.

Service requests that result in physical read and write operations are passed to a
communication manager. The communication manager provides the functionality required for
communication, including state management of the communication requests. The
communication manager contains the information to interact with system communication
devides.

The ¢ommunication manager interacts with protocol-specific components to creatédhe actual
mesgages transmitted on the fieldbus. The protocol-specific components interact with the
EDD| interpreter to retrieve information from the EDD to create the protocol-spgcific
mesgages. The messages may be commands as in HART or the messagesi/may be service
requests as in FF. The actual message is created by the protocol-specific camponent.

The fommunication manager is responsible for managing the Nested Communication| The
communication manager initiates the communication chain through the creation of profocol-
spec|fic messages. The communication manager then passes-the message through the ¢hain
of cpmmunication devices in the topology until a top=level device is reached.| The
communication manager then interacts with the communication drivers for the topqlevel
devide. The interaction may be proprietary if the communication is through a system dqgvice.
The fommunication may also be standardized through OPC UA to an FDI Communication
Server.

A.2 | FDI Server extension

An ADI Server can be extended to:support future descriptive and protocol technolpgies
through the addition of new interpreters and protocol handlers as illustrated in Figure A.2
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Figure A.2.= FDI Server extensions

mentation provided by the.wvendor of the FDI Server.

IEC

e extensions, just like thé- support for FF, HART, and PNO, are specific tg

the
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B.1

The

Annex B
(informative)

Access privileges and user roles

User roles and usage case

specification for the Device Definition of an FDI Package contains a CLASS attribute in

some elements. The CLASS attribute is supplied by the device vendor in the FDI Package and

defin e—htenrded—usage—ofthe e ation sleoment- = = 5 the
usage categories available to the system so user access and visibility to Information\Mlodel
elements can be controlled by the system, possibly through the enforcement of system
policles. The FDI Server reacts to the system defined policies to independently enforce the
read/write access and public/private visibility of Information Model elements made ‘available to
users.
Figune B.1 depicts the relationship between the FDI Package, FDI Servery FDI Client, system,
and yser.
FDI Server “access  \ED) Client
Visibility f )
/ FDI Package “Full Information Model | ~tert (User's View of the
. AN % Information Model
VN CLASS attribute
p - (P PRIVATE attribute’” |
| |Device Description attribute \ e “other attribute; o~ .
/ -  CLASS attribute, ! ': P1 :' @itcad |
I\\‘ P2 PRIVATE attribute -Read ™ — ‘
“Px” " PRIVATE attribute N " ofher dtgibuie” -Write J
L~ | [ CLASS attribute -public | | | | ﬂ ( Read/wrute‘jd—-—"l‘
— “other attribute” | Px +—¢ /PRIVATE antribute - Private : —_ |
v L S “Other attribute”
Py —|— PAVATE mire User
“other attribute”
J y
< manages >
System Policies — part of system
Legend N (€ A < managed by >
P Denotes IM content expasatho user due Role Based Policy /] ‘.\ Operations Based Policy /.‘ ~
"~ to System Policy and"GLASS attribute ———————————————— / .
User Based Policy : | License Based Policy ‘
D Denotes IM content gxposed to user in the p j\ _'/
FDI Client due\to,PRIVATE attribute ( Location Based Policy ; [ “ther system policy” ‘
7777777777777777777777777777777777777 IEC

The following relationships are noted:

The

FDI Device Package identifies attributes associated with each element in the device

description. These attributes become part of the Information Model that is managed by the
FDI Server.
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The CLASS attribute is made available to the system through the Information Model. It is an
attribute for identifying the use cases, or usage scenarios, that are applicable to the
Information Model element. The FDI host can use the CLASS attribute — in particular the
value SPECIALIST — to determine whether the user of the FDI Client has access to the
Information Model element and what level of access is allowed. The mechanism for making
this determination is part of the system policy model that is internal to the system and outside
of the scope of the FDI.

The system shall convey the access level for each Information Model element to the FDI
Server so it can enforce the access model of the Information Model element for the user. The
FDI Server is only the enforcer of the access rules, it does not decide "who" or "why". The
ided
stem

. ole-Based Policy,

ser-Based Policy,

pcation-Based Policy,

U
L
e (perations-Based Policy,
L|lcense-Based Policy,
O

ther Policies.
B.2 | Private data usage

Among the attributes that have been prescribed: by the FDI specification is an attribute for
identjfying whether an Information Model elementyincluding data and Actions, is private tp the
elements in the FDI Device Package. This.(attribute, referred to as PRIVATE attribute in
Figune B.1, determines whether an element.in the Information Model is visible to FDI Clients
durinlg browse operations on the Information Model. The FDI Package elements have |prior
knowlledge of private data and Actionsjin the Information Model and are able to access these
private elements in accordance with access rules defined by CLASS attribute and sylstem
policy.

Acceps and visibility are independent attributes. For example, a private Action may be limited
to user access during online usage scenarios.

Systéem policy shall not be allowed to override the PRIVATE attribute in the Informfation
Modg¢l. For example; the system policy cannot make private data public or public data private.
The PRIVATE attribute is internally managed by device vendors.
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CcA

Annex C
(informative)

Parallel execution within the FDI Server — Examples

Simple example for a synchronous execution

The generic examples in Clause C.1 are intended to visualize, for a better clarification, the

rules

trigg
entiti

C.2

given in 8.3.

Figuie C.1 schematically shows the simplest example of a synchronous execution-o

red activities. Both activities can be executed independently, because different
s are involved.

Trigger.J2

Trigger T1

EDD Interpreter

EDD Entity
E1

EDD Entity
E2

IEC

Figure C.1 — Synchronous execution of two triggers

Example for a congcuirrent execution

Figune C.2 shows a use.case where two synchronous triggers try to access one and the

activ

ty. While the activity of trigger T1 is executed, trigger T2 is blocked.

Trigger T2

Trigger T1

EDD Interpreter

two
EDD

bame

EDD Entity EDD Entity
E1 E2

IEC

Figure C.2 — Concurrent execution of two triggers (step 1)
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In Figure C.3 the activity of T1 is paused in EDD Entity E1 to execute a sub activity in E2. The
activity of T2 is blocked until the activity of T1 is finished.

In Fi
back
T1w

Figu

Trigger T2

Trigger T1

EDD Interpreter

7 n_____/
EDD Entity EDD Entity
E1 E2

IEC

Figure C.3 — Concurrent execution of two triggers \(step 2)

jure C.4, the sub activity in E2 initiates another sub activity back again in E1. Thi
is allowed, because it is a direct consequence within theactivity chain initiated by tr
nile activities of trigger T2 continue to be blocked.

Trigger T2

Trigger T1

EDD Interpreter

EDD Entity EDD Entity
E1 E2

IEC

Figure C.4 — Concurrent execution of two triggers (step 3)

e L£.5/shows that the activity of trigger T1 is finished in EDD Entity E1. Now the ag

5 call
gger

tivity

of trigger T2 can be started.
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Trigger T1

! Trigger T2

EDD Interpreter

EDD Entity EDD Entity
E1 E2

C.3

A depdlock situation is shown in Figure C.6. The activity of trigger T1 wants to access

Entit
as a

another.

In fa

IEC

Figure C.5 — Concurrent execution of two triggers (step 4)

Deadlock detection in concurrent execution

E2 as a sub activity of an activity in EDD Entity E1 and trigger T2 wants to acces
sub activity of an activity in E2 at the same time. Both activity chains deadlocK

Trigger T2

Trigger T1
EDD Intefpreter

EDD Entity
E1

EDD Entity
E2

IEC

Figure C.6 — Concurrent execution of two triggers

EDD
s E1
one

vice

ct\the activity chain of trigger T1 is blocked by the activity chain of trigger T2 and

Tk

versa:

b N e | H Y £ 4+ H--wu | = | al ] B-a-E arababbv—it i
IS duvuvo TAAITIVIC 1o UTTC UT TG olTIPIC ol UTAUITUUNRN oLTTTAlivo, Pluuauly LA AALLELRLE=!

pen

that much more complex deadlock scenarios occur that usually have a couple of more activity
chains involved.

Independently from the complexity of a deadlock scenario, there exists a simple rule to detect
deadlocks by monitoring blocking dependencies of activity chains. If activity chain of trigger
T(n) is blocked by activity chain of trigger T(n + 1), and T(rn + 1) is blocked by T(n + 2), a
deadlock scenario is reached when this relation circles back and a trigger T(m) is blocked by
T(n). It is not a deadlock scenario as long as the series of blocking dependencies ends up in a
non-blocked activity chain.

Usually, it can be expected that the reason for a deadlock scenario is found in an involved
device package. Therefore, device package developers should use cross-block and cross-
module references only with care and caution.
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Nevertheless, the FDI Server is responsible for detecting deadlock scenarios. If the FDI
Server has detected a deadlock scenario, it can break it by aborting one of the involved
activity chains and even recall the aborted trigger at a later time.
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

INTEGRATION DES APPAREILS DE TERRAIN (FDI) -
Partie 3: Serveur

AVANT-PROPOS

1) LalCommission Electrotechnique Internationale (IEC) est une organisation mondiale de normalisation composée
de| I'ensemble des comités électrotechniques nationaux (Comités nationaux de I'lEC). L'IEC a pour objet de
fayoriser la coopération internationale pour toutes les questions de normalisation dans les ‘domaings de
I'électricité et de I'électronique. A cet effet, 'IEC — entre autres activités — publie des Normeshinternationales,

2)

3)

4)

5)

6)
7)

8)

9)

dep Spécifications techniques, des Rapports techniques, des Spécifications accessibles au public (PAS)
ides (ci-aprés dénommés "Publication(s) de I'lEC"). Leur élaboration est confiée a des eomités d'étud

aux desquels tout Comité national intéressé par le sujet traité peut participer.”/Les organis
rnationales, gouvernementales et non gouvernementales, en liaison avec I'lEC, participent égaleme
aux. L’'IEC collabore étroitement avec I'Organisation Internationale de Normalisation (ISO), selo]
ditions fixées par accord entre les deux organisations.

décisions ou accords officiels de I'lEC concernant les questions techniques.représentent, dans la mes
sible, un accord international sur les sujets étudiés, étant donné que les Gomités nationaux de I'lEC inté
t représentés dans chaque comité d’études.

Lep Publications de I'lEC se présentent sous la forme de recommandations internationales et sont ag
comme telles par les Comités nationaux de I'lEC. Tous les efforts raisonnables sont entrepris afin qug
s'dssure de I'exactitude du contenu technique de ses publications; I'lEC ne peut pas étre tenue responsa
I'éyentuelle mauvaise utilisation ou interprétation qui en est faite\par un quelconque utilisateur final.

D4ns le but d'encourager I'uniformité internationale, les Comités nationaux de I'lEC s'engagent, dans td
mesure possible, a appliquer de fagon transparente les Rublications de I'lEC dans leurs publications nati
et|régionales. Toutes divergences entre toutes Publications de I'lEC et toutes publications national
régionales correspondantes doivent étre indiquées en’termes clairs dans ces dernieres.

L'IEC elle-méme ne fournit aucune attestation de.*conformité. Des organismes de certification indépe
fouyrnissent des services d'évaluation de conformité et, dans certains secteurs, accédent aux marqu
copformité de I'lEC. L’IEC n'est responsable djaucun des services effectués par les organismes de certifi
indépendants.

Tous les utilisateurs doivent s'assurer qu'ils sont en possession de la derniére édition de cette publication|.

Audcune responsabilité ne doit étre imputée a I'lEC, a ses administrateurs, employés, auxiliaires ou manda
y ¢ompris ses experts particuliers\et les membres de ses comités d'études et des Comités nationaux de
popr tout préjudice causé en cas de dommages corporels et matériels, ou de tout autre dommage de q
nafure que ce soit, directe ou indirecte, ou pour supporter les colts (y compris les frais de justice) et les dép
défoulant de la publication-ou de I'utilisation de cette Publication de I'l[EC ou de toute autre Publication de]
oulau crédit qui lui est'accordé.

L'qttention est attirée-sur les références normatives citées dans cette publication. L'utilisation de public
réflérencées est.@bligatoire pour une application correcte de la présente publication.
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Cette deuxiéme édition annule et remplace la premiére édition parue en 2015. Cette édition
constitue une révision technique.

Cette édition inclut les modifications techniques majeures suivantes par rapport a I'édition
précédente:

a) modification du concept de contexte rédactionnel en vue de I’harmonisation des séries

IEC 61804 et IEC 62769.
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FDIS

Rapport de vote

65E/760/FDIS

65E/770/RVD

Le rapport de vote indiqué dans le tableau ci-dessus donne toute information sur le vote ayant

abouti a I'approbation de cette Norme internationale.

La version frangaise de la norme n’a pas été soumise au vote.

Ce d

Une
des 4

ocument a-été péd'gé selonles Directives |S()[|E(‘, Partie 2

iste de toutes les parties de la série IEC 62769, publiées sous le titre général Intégnation
ppareils de terrain (FDI) peut étre consultée sur le site web de I'lEC.

Le cgmité a décidé que le contenu de ce document ne sera pas modifié avant laldate de stgbilité

indigpée sur le site web de I'lEC sous "http://webstore.iec.ch” dans les dgnnées relativgs au

document recherché. A cette date, le document sera

e rgconduit,

e suUpprimé,

e rgemplacé par une édition révisée, ou

e amendé.
IMPIORTANT - Le logo "colour inside" qui se trouve sur la page de couverture de fette
publlication indique qu'elle contient des couleurs qui sont considérées comme utiles a
unel bonne compréhension de son contenu> Les utilisateurs devraient, par conséquent,
imprimer cette publication en utilisant une imprimante couleur.
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INTRODUCTION

La série IEC 62769 est publiée sous le titre général "Intégration des appareils de terrain (FDI)"
et comporte les parties suivantes:

— Partie 1: Vue d'ensemble

— Partie 2: Client FDI

— Partie 3: Serveur FDI

— Partie 4: Paquetages FDI

artie 5: Modéle d'Information FDI

P
Plartie 6: Mapping de technologies FDI
Plartie 7: Appareils de Communication FDI
Plartie 100: Profils — Extensions de protocoles génériques
Plartie 101-1: Profils — Foundation Fieldbus H1
— Ppartie 101-2: Profils — Foundation Fieldbus HSE
Plartie 103-1: Profils — PROFIBUS
Plartie 103-4: Profils — PROFINET
Plartie 109-1: Profils — HART et WirelessHART
Plartie 115-2: Profils — Définitions spécifiques au protocale pour Modbus-RTU
Plartie 150-1: Profils — ISA 100.11a
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INTEGRATION DES APPAREILS DE TERRAIN (FDI) -

Partie 3: Serveur

1 Domaine d'application

La présente partie de I'lEC 62769 spécifie le Serveur FDI. L'architecture FDI complete est

repr T ESCOMPOS atS evert6a comatheaapP atIOn
du présent document ont été mis en évidence dans cette figure.
Pescription d'Interface [
Utilisateur (UID) L Paquetage FDI
Paquetage FDI
Clieft FDI Définition DdT:g'r’f’:g: Logique d'.T::g'r?:Z'e
dappac! Utilisateur Applicatiya Utilisateur
Interpréteur
d'UID T \ 7
Serveur FDI
Se'g}/ice UllP
= ugiciel
S d'Interface o \
g Utilisateur g A
O
g [~ ocesseur de Logique)
@] Plugiciel Appligative
d'Interface < Obiet Device g Y
o Utilisateur 3 (Appareil) %‘:«g
S e RS,
c o (_Objet De g g Logique
3 a2 s <| | Applicative
8 g
= | g3
- @ Objet Device £
Services d'Interface %) (Appareil) | S
Utilisateur |
N — J

Services d’'Ul de plate forme
(Dessin, appareils d'entrée) | Services Systéme |

< )
> Services]
§ OPC UA

A < :opc UA
Client OPC UA (Afehitecture Unifiée OPC)

Matériel de

/er—L Communication

N
i du Systéme -
Bpécifié par la présente partie de la présente Norme internatibrwa’re
Spécifié par didutres parties de la présente Norme internationale. Données

on spécifié_paria présente Norme internationale.

0

IEC

Figure 1 — Diagramme de l'architecture FDI

2 Références normatives

Les documents suivants sont cités dans le texte de sorte qu’ils constituent, pour tout ou partie
de leur contenu, des exigences du présent document. Pour les références datées, seule
I’édition citée s’applique. Pour les références non datées, la derniére édition du document de
référence s'applique (y compris les éventuels amendements).

IEC 61804 (toutes les parties), Blocs fonctionnels (FB) pour les procédés industriels et le
langage de description électronique de produit (EDDL)

IEC 61804-4 :2020, Blocs fonctionnels (FB) pour les procédés industriels et le langage de
description électronique de produit (EDDL) — Partie 4: Interprétation EDD

IEC 62541-4, Architecture unifié¢e OPC — Partie 4: Services
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IEC 62541-7, Architecture unifié¢e OPC — Partie 7: Profils

IEC 62769-1, Intégration des appareils de terrain (FDI) — Partie 1: Vue d'ensemble

IEC 62769-2, Intégration des appareils de terrain (FDI) — Partie 2: Client FDI

IEC 62769-4, Intégration des appareils de terrain (FDI) — Partie 4: Paquetages FDI

IEC 62769-5, Intégration des appareils de terrain (FDI) — Partie 5: Modéle d'Information FDI

IEC 62769-7, Intégration des appareils de terrain (FDI) — Partie 7: Appareils de communication

3
3.1

T ; initi ; venti

Termes et définitions

Pour|les besoins du présent document, les termes et définitions de I'lEC 62769-4, ainsi qu
suivgnts s'appliquent.

L'ISQ et I'IEC tiennent a jour des bases de données terminologiques destinées a étre util
en ngrmalisation, consultables aux adresses suivantes:

3.1

A

EC Electropedia: disponible a I'adresse http://www.electropedia,otg/

$0 Online browsing platform: disponible a I'adresse http://www.iso.org/obp

proxy d'actions
entit¢ interne du Serveur FDI qui encapsule toutes lesi méthodes EDD spécifiées dans
définjtion d'Action EDD

Note 1 a l'article: L'abréviation "FDI" est dérivée du termme anglais développé correspondant "Field [
Integrhtion".

Note 3 a l'article: L'abréviation "EDD" est dérivée dusterme anglais développé correspondant "Electronic |
Definifion".
3.2 | Termes abrégés

Pour|les besoins du présent document, les termes abrégés de I'lEC 62769-1 s'appliquent

3.3

Conventions

Pour|les besoins du présent'document, les conventions de I'lEC 62769-1 s’appliquent.

4

Yue d'ensemble

La stfucture d'un_Serveur FDI est représentée a la Figure 1.

Les $erveurs de FDI qui prennent en charge la connectivité avec des Clients FDI tiers do
prendire enccharge I'OPC UA. Un fournisseur peut fournir aussi bien un Serveur FDI qu'u
plusieurs\Clients FDI. Dans ce cas, les Clients FDI peuvent communiquer avec le Serveur FDI
par des protocoles propriétaires. [

e les

sées

une

Device

Device

ivent
n ou

Un Serveur FDI communique avec des appareils par une Communication native (voir 7.2.1)
et/ou par l'intermédiaire d'Appareils de Communication (voir I'lEC 62769-7).

Un Serveur FDI fournit des informations aux Clients FDI par l'intermédiaire d'un Modéle
d'Information (voir I'EC 62769-5) comme suit.

Le Modele d'information inclut des informations relatives aux Types d'Appareils et aux
Instances d'Appareils. Les informations relatives a une Instance d'Appareil comprennent

des données hors ligne (données d'ingénierie) ainsi que des données en ligne (va
issues de l'appareil physique).

Le Modele d'Information est créé en utilisant des informations issues de Paquetages

leurs

FDI.

Toutefois, toutes les informations d'un Paquetage FDI ne sont pas reflétées dans le Modele

d'Information.
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L'intégrité référentielle du Modéle d'Information est maintenue en utilisant des informations
issues de Paquetages FDI.

Les Paquetages FDI peuvent contenir des Attachments (Piéces jointes) qui contiennent des
manuels d'appareils et des informations spécifiques a un protocole (voir I'lEC 62769-4). Ces
Pieces jointes, y compris les manuels d'appareils et les fichiers de prise en charge
spécifiques a un protocole, sont exposées par l'intermédiaire du Modéle d'Information.

Les Paquetages d'Appareils FDI contiennent des informations relatives aux types
d'appareils (voir I'lEC 62769-4). Chaque type d'appareil défini dans un paquetage est
mappé sur un nceud DeviceType distinct dans le Modéle d'Information.

Des Paquetages de Profils FDI sont utilisés pour assurer l'interaction avec les appareils
ppur lesquels il n'existe pas de Paquetage d'Appareil FDI (voir I''EC 62769-4).

—

s multiples révisions d'un Paquetage FDI génerent des nceuds DeviceType distincts |dans
Id Modeéle d'Information (voir I'lEC 62769-4).

Les Paquetages FDI contiennent des signatures numériques qui permettent a’un’Serveuf FDI
d'authentifier leur contenu (voir I'lEC 62769-4). Un Serveur FDI ne doitpas utilisgr un

Paquetage FDI si la signature numérique fournie par le Paquetage FDI n'esb pas valide.

Un

Serveur FDI doit vérifier la Version de Technologie FDI (voir\ MEC 62769-1) de| tout

Paquetage FDI qui l'utilise pour assurer que ce Paquetage FDI estsbien compatible avec le

Serveur FDI.

La stfucture fonctionnelle résultante d’un serveur FDI est décrite a I’Annexe A.

5

5.1

Modeéle d'Information

Généralités

Le Serveur FDI doit utiliser la Définition d'Appareil'd'un Paquetage FDI pour maintenir le Mpdéle

d'Infgrmation.

La

Définition d'Appareil peut contenir ~-des expressions conditionnelles. Des expresgions

cond|tionnelles sont utilisées lorsqu'un“certain aspect de la Définition d'Appareil n'es{ pas
statique, mais dépend plutét de |'état de l'appareil. Chaque fois que les valeurs en [igne
("online") ou hors ligne ("offline") d'une Instance d'Appareil sont modifiées, le Serveur FD| doit
réévaluer les expressions conditionnelles pertinentes et modifier le Modele d'Informatign en

consgquence.

L'évdluation des expressions conditionnelles peut invalider des variables dans le Modéele
d'Infgrmation. Le Serveur FDI doit modifier I'attribut AccessLevel des variables invalidées afin
qu'elles ne soient_plus lisibles ou inscriptibles et le statut de ces variables doit étre défini sur
"bad'| (mauvais)sLes demandes de services Read (Lecture) et Write (Ecriture) relatives & des

variaples invalidées ne doivent pas aboutir (échec).

La

relations’ peuvent influer sur la valeur des variables dans le Modéle d'Information.

Le

éfinition” d'Appareil peut spécifier des relations entre variables dans un appareil.| Ces

Serveur FDI doit générer des Notifications de DataChange (Modification de données) a

I'intention de tous les Clients FDI qui s'abonnent a des éléments du Modéle d'Information qui
ont varié.

Les Paquetages FDI fournissent une Logique Applicative qui est utilisée par le Serveur FDI
pour maintenir I'intégrité du Modéle d'Information. La Logique Applicative spécifiée dans un
Paquetage FDI peut invoquer des fonctions builtin qui doivent étre mises en ceuvre par le
Serveur FDI. Les fonctions builtin qui doivent étre mises en ceuvre par le Serveur FDI sont
spécifiées dans I'lEC 61804-5.


https://iecnorm.com/api/?name=469705db7833f4c4652e84f7ee166e92

IEC 62769-3:2021 © IEC 2021 -73 -

5.2 En ligne/Hors ligne
5.21 Vue d'ensemble

Le Modéle d'Information maintenu par le Serveur FDI contient des valeurs en ligne et hors ligne.
Les valeurs en ligne reflétent les valeurs dans I'appareil/composant physique. Les valeurs hors
ligne reflétent les valeurs stockées dans une base de données de configuration.

Les valeurs hors ligne sont mises a jour par l'intermédiaire de demandes de service d'écriture
issues d'un Client FDI ou d'une Logique Applicative exécutée par le Serveur FDI. Les valeurs
hors ligne ne sont pas mises a jour lorsque le Serveur FDI lit des données provenant de
I’appareil ou écrit des données dans I'appareil.

des ¢gemandes de service d'écriture. Les demandes de service d'écriture abouties_daps le
Modéle d'Information conduisent a des modifications des valeurs dans les appareils‘physiques.
Les yaleurs en ligne dans le Modéle d'Information sont ensuite mises a jour en'réponsg aux
demgndes de service de lecture ou d'abonnements.

Les valeurs en ligne dans le Modeéle d'Information ne sont pas mises a jour par I'intermé}iaire

Les Berveurs FDI peuvent fournir un mécanisme spécifique a un serveur pour créerl des
Instapces d'Appareils sans la présence de matériel physique. Le (Serveur FDI créd ces
instahces en utilisant des informations dans le Paquetage FDI. Toutes les demandgs de
lecture/écriture pour des valeurs en ligne dans le cas d'Instances,d'Appareils sans appareil
phys|que doivent retourner une erreur.

Le transfert d'informations entre les valeurs hors ligne et I'appareil physique est pris en charge
par llintermédiaire des méthodes TransferToDevice et,TransferFromDevice dans le M¢déle
d'Infgrmation. Ces Méthodes doivent respectivement\mettre en ceuvre les procéduregs de
téléchargement descendant et téléchargement montantytelles que spécifiées dans I'lEC 61804-
4. Lgrsqu'aucune mise en ceuvre n'est assurée selon I'lEC 61804-4, ces Méthodes daivent
retourner Bad_NotSupported, conformément a INEC 62541-4.

L'Appareil doit avoir été verrouillé avant d'invoquer ces méthodes comme cela est spécifié|[dans
I'EC|62769-5.

5.2.2 Transfer to device (Transfert vers I'appareil)

La méthode TransferToDevice (doit mettre en ceuvre la procédure de téléchargement
descendant telle que spécifiée!dans I'lEC 61804-4. Cette procédure permet de transférgr les
valeyrs hors ligne vers I'appargil physique.

En r&gle générale, il conwient que le Serveur FDI ne modifie pas le noeud Variable Onling lors
de I'§criture d'une valeur dans I'appareil. Il convient que le noeud Variable Online soit mis & jour
seulgment dans le processus d'opérations d'écriture ou d'abonnements. Néanmoins, comme
spécifié dans I''EC 62769-5, le Serveur FDI réinitialise toutes les éventuelles Valeurs plgcées
en cgche pourles Noeuds cibles dans le Modéle d'Information de fagon a pouvoir les relir¢ a la
demgnde suivante.

Les Informations de statut retournées pour chaque variable incluse dans les demanddgs de
e-sentutiiséespourcom rResul—eomme-—eelaestspéeifié!dans

Serv'-\n d'Aecritur 6
CCo ot C—SoOTmtutmSCCopPpouT—Com

I'EC 62769-5.

5.2.3 Transfer from device (Transfert a partir de I'appareil)

La méthode TransferFromDevice doit mettre en ceuvre la procédure de téléchargement montant
telle que spécifiée dans I'lEC 61804-4. Cette procédure permet de transférer les valeurs de
I'appareil physique vers les valeurs hors ligne.

Si l'une quelconque des opérations de lecture dans lI'appareil échoue pendant le
téléchargement montant, la valeur hors ligne correspondante ne doit pas étre modifiée.

Les informations de statut retournées pour chaque variable incluse dans la demande de service
de lecture sont utilisées pour composer le TransferResult, comme cela est spécifié dans
I'EC 62769-5.
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5.3 Priviléges d'acceés

Les systémes mettent en ceuvre des politiques de sécurité et d'accés fondées sur un certain
nombre de caractéristiques telles que le réle de l'utilisateur et la zone dans l'installation. Les
Serveurs FDI utilisent ces politiques, conjointement avec les informations dans les Paquetages
FDI, pour déterminer les privileges d'accés accordés a l'utilisateur.

Les éléments d'un Paquetage FDI peuvent étre associés a un ou plusieurs attributs d'utilisation.
Le Serveur FDI utilise ces attributs pour définir I'attribut UserAccesslLevel des Variables et
I'attribut UserExecutable des Méthodes. Les attributs d'utilisation dans un Paquetage FDI sont
simplement des conseils a utiliser par le Serveur FDI, c’est-a-dire qu’ils peuvent étre rejetés ou
ignorés par le Serveur FDI. Voir également I'"Annexe B.

5.4 | Paramétres privés

Les Parametres et les Actions spécifiés dans un Paquetage FDI peuvent étre déclarés comme
étant| privés. Les Parameétres et Actions privés ne doivent pas étre consultables;ils ne dgivent
étre qccessibles qu'au moyen de références partant d'autres éléments d'un Paguetage FDI.

Plus |spécifiquement, le Serveur FDI doit prendre en charge les Paramétres et Actions privés
comme suit.

e Serveur FDI doit créer des nceuds dans le Modéle d'Information pour les Paramétres et
ctions privés.

e Serveur FDI ne doit pas inclure d'informations relatives” a des Parameétres et Agtions
fivées dans une réponse a une demande de serviceyBrowse (Consulter), BrowsgNext
Consulter le suivant), QueryFirst (Interroger le _premier) ou QueryNext (Interroger le
livant).

un Paramétre ou d'une Action privé(e) est ttansmis a TranslateBrowsePathsToNode|ds.

e Serveur FDI doit traiter une demandé(de service de lecture/écriture pour un Paramétre
[ivé de la méme maniére qu'il le.fait pour des Parameétres publics (consultables)
oir 5.7 et 5.8).

e Serveur FDI doit exécuter les\Actions privées de la méme maniére qu'il le fait podr les

L

A

L

p

(

s

e Lp Serveur FDI doit retourner les Nodelds des:Paramétres et Actions privés lorsque le. nom
d

L

p

(

L

Actions publiques (consultables) (voir 5.12).

Par gxemple, des paramétres privés sont des parameétres qu'il convient de ne modifier que par
une JAction. Il convient que-/ces parametres ne soient pas visibles des Clients FDI| afin
d'empécher un accés direct. Les Clients FDI invoquent des Actions pour accéder § ces
parameétres privés.

5.5 | Verrouillage (Locking)

Le Serveur FDIfournit des services de verrouillage pour accorder a des Clients FDI I'gccés
exclysif a des_€léments Appareils et Réseaux dans le Modeéle d'information. Les servicgs de
verrquillage.sont constitués d'un jeu de Méthodes et d'informations de statut. Les Méthodgs (et
leur ¢omportement) sont spécifiées dans I'lEC 62769-5.

Le comportement ci-aprés doit é&tre mis en ceuvre par le Serveur FDI pour prendre en charge
des verrous.
e Le verrouillage s'applique aux nceuds en ligne et hors ligne.

e Aprés mise en place du verrou par un Client FDI, toute tentative d'écriture d'un Paramétre
ou d'exécution d'une Action par un autre Client FDI doit étre rejetée.

e Le verrouillage n'est pas exigé pour les services de lecture.

e Les Parametres qui sont verrouillés par un Client FDI peuvent toujours étre lus par d'autres
Clients FDI, c’est-a-dire que les demandes de lecture sur un Paramétre qui est verrouillé
ne sont pas rejetées.

L'utilisation interne du mécanisme de verrouillage pour maintenir l'intégrité du Modele
d'Information est spécifique a un fournisseur de Serveur FDI.
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La Figure 2 représente une séquence de verrouillage avec plusieurs invocations de service
pendant I'état verrouillé.

Une
verro

Client FDI Serveur FDI
| InitLock() |
l T—‘
r-- - = - T
Traiter les demandes de sgrvice a I'appareil |
| | Demande de service | |
pactltati Traiter la demande |
| de service
_— = = = = — — — — — - — — — — 4

1EC

Figure 2 — Services de verrouillage

u n'a été acquis par le Client FDI au moyen d’InitLock avant |8 demande du servic

jemande de service qui exige le verrouillage doit échouer en partie:ou en totalité si aucun

. Le

Client FDI doit libérer le verrou au moyen d’ExitLock aprés I’exécution’ de toutes les demandes

de sq

Les g
pour
peuv
pas \

Les
servi

rvice.

pérations d'écriture échouent en partie, c'est-a-dire qu'elles retournent un code de {
chaque variable qui appartient au jeu de variables a’écrire, car certaines d’entre
Eent appartenir a des appareils qui sont verrouillés~et d'autres a des appareils qui ne
errouillés.

Berveurs FDI peuvent placer en file d'attenie des demandes InitLock jusqu'a ce
Ce pour lequel un verrou a été créé s'achéve et que le verrou ait été libéré. Cepen

une telle optimisation ne fait pas partie du comportement normalisé exigé d'un Serveur F

5.6
5.6.1

Le S
tachd
dialo

Un B

EditContext
Concept et modéle d'utilisation

erveur FDI fournit le modeéje-EditContext pour interagir avec les Clients au cours dg
de modification. Le concept est étroitement lié aux UID et répond aux besoins
jues Ul pilotés par un, Serveur sur la base des regles de I'EDDL.

ditContext peut gtre’ utilisé pour apporter des modifications a des Valeurs de Vari

visibles au Serveur §ans les appliquer a la représentation en ligne ou hors ligne d'un App

Le S
cas
techr
peut
techr

brveur applique Ta logique applicative associée a la Variable modifiée qui — dans cer

1 induit des>modifications a d'autres Valeurs de Variables (par exemple, si une

ique est modifiée) ou a I'UID (par exemple, une Variable devient invisible). Ainsi, le

tatut
elles
sont

ju'un
dant,
DI.

leur
des

hbles
areil.
tains
unité
Client

de ré

glage avant d'appliquer les modifications.

utiliser~un EditContext pour modifier ("éditer") des Parameétres tels que des unités
iques, des plages et plus, vérifier les éventuels effets secondaires, et réajuster les v%leurs

Un Serveur FDI peut mettre en ceuvre différentes stratégies d'EditContext:

e U
e P
e D

ne seule instance d'EditContext pour tous les dialogues d'un Client FDI.
lusieurs instances d'EditContext.

es instances hiérarchiques d'EditContext.
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O option 1
QO option 2 /

Client FDI Serveur FDI

~
Paramétre 1 | 100.0 °C Gestion d'EditContext

( Processeurdela )

Logique Applicative

/§\
<
=)
- — — 9 § Logique
! = " ’ m @ 8 Applicative
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Figure 3 — Modéles d'EditContext

IEC

La Figure 3 représente deux stratégies possibles du Serveur, ainsi que le mode d’adaptation
du Client. Dans le scénario du bas;-le Serveur fournit une seule instance d'EditContext|pour
tous |es dialogues. Dans le cas présent, le Client regroupe tous les dialogues et expose un seul
jeu de boutons pour Apply (Appliquer) et Cancel (Annuler), car il concerne toujours toutds les

modifications.

Dang le scénario duchaut, le Serveur fournit plusieurs instances d'EditContext, I'une gtant
I'enfgnt d'une autfe;” Chaque instance peut étre adressée séparément. Lorsqug les
modifications dans.une instance enfant sont appliquées, elles sont transférées au pdrent.
Lorsque les modifications dans une instance racine sont appliquées, elles sont transférges a

I'Apppreil.

Les dépendances parent-enfant sont définies a I'Article 8 de I'l|EC 61804-4:2020.

5.6.2 Services

Un jeu de Services est fourni au Client FDI pour maintenir des instances d'EditContext (voir

I'lEC 62769-5 pour une description détaillée de ces Services):

e GetContext — Ce Service est utilisé pour demander une instance d'EditContext. Le Client
spécifie certaines caractéristiques pour que le Serveur décide de l'instance d'EditContext a
retourner. Selon sa stratégie interne, le Serveur retourne la méme instance ou de nouvelles

instances.

RegisterNodes — Le Client FDI doit enregistrer tous les Nodes (Nceuds) du Modéle

d'Information qui doivent étre maintenus dans un EditContext. Il est possible d’enregistrer
les Nceuds de la représentation en ligne et hors ligne d'un Appareil. Le résultat est constitué
des nouveaux Nodelds que le Client doit utiliser pour appeler des Services pour lire ou
écrire des Variables ou s'y abonner ou pour invoquer des Actions.
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e Apply — Transférer les Valeurs de Variables modifiées au parent (une instance EditContext
parente ou I'Appareil). Si la méme Variable a été modifiée dans l'instance parente, elle est
écrasée en écriture avec un appel du Service Apply pour I'enfant.

o Reset — Efface toutes les modifications. Une Reset (Réinitialisation) de modifications déja
appliquées n'est pas possible.

e Discard — Supprime une instance d'EditContext (et ses enfants). Les Valeurs modifiées qui
n'ont pas été appliquées sont rejetées. Aprés suppression, tous les Nodeld enregistrés sont
non valides. Si de tels Nodeld font encore I'objet d'abonnement, le Client regoit une
notification avec les StatusCode corrects.

Le Client appelle tout d'abord GetEditContext pour acquérir une instance d'EditContext. I
enre%istre ensuite les Noeuds qu'il souhaite y insérer. L'enregistrement retourne les nouvieaux

Noddld qui peuvent alors étre utilisés pour lire ou écrire des Variables ou s'y abonner et[pour

appejer des Méthodes.

Le Client peut appeler GetEditContext plusieurs fois, par exemple lorsqu'il ouvre une fepétre
d'édition supplémentaire, ou pour un dialogue totalement distinct (diagnosti¢ |en parallélg a la
configuration). ll reléve de la stratégie du Serveur de décider de retourner uné houvelle inleance
ou I méme instance. Le Client est réputé adapter son interface utilisateur a la stratégie
d'EditContext du Serveur. Voir a la Figure 3 comment les Clients_peuvent positionner [eurs
boutgns Apply et Cancel afin que I'Utilisateur comprenne clairement quelles modifications| sont
applipuées ou rejetées.

5.6.3 Nodeld

RegisterNode retourne deux Nodeld pour chaque Noeud enregistré: un ContextNodeld ¢t un
Devi¢eNodeld. Le Client utilise ces Nodeld pour appeler des Services OPC UA afin dg lire,
écrire ou s'abonner ou pour appeler une Méthode.

L'utilisation de ContextNodeld adresse la Valeur.dans l'instance d'EditContext. L'utilisatign de
Devi¢geNodeld adresse la Valeur dans I'Appareil.

5.6.4 Lecture

La Idcture d'une Variable ou I'abonnement a une Variable avec ContextNodeld retourpe la
Valelr modifiée provenant de l'instance d'EditContext. Si aucune Valeur modifiée n'exisfe, la
Valelir provenant de l'instance parente ou de I'Appareil (en ligne ou hors ligne) est retourpée.

Le StatusCode indique si la) Valeur provient de I'Appareil (StatusCode Good défini [dans
I'EC|62541) ou d'unes instance d'EditContext (StatusCode Good_Edited défini |dans
I'EC|62769-5).

La legture d'une Variable ou I'abonnement a une Variable avec DeviceNodeld retourne la Valeur
issud de I'Appargil*(en ligne ou hors ligne).

5.6.5 Ecriture

L'écrjture~~dans une Variable avec ContextNodeld modifie la Valeur dans l'instlance
d'EdifContext.

L'écriture dans une Variable avec DeviceNodeld modifie la Valeur dans I'Appareil (en ligne ou
hors ligne). Toute Valeur modifiée pour cette Variable dans l'instance d'EditContext adressée
ou ses parents est réinitialisée.

5.6.6 Ecriture de Variables dominantes et dépendantes

Dans certains cas, la valeur d’une Variable dépend de la valeur d’'une autre Variable. La
maniére dont ces dépendances sont évaluées est spécifiée dans I'l|EC 61804-4.

Lorsque de telles Variables sont éditées, le Serveur FDI doit suivre les diagrammes d’états
spécifiés dans la Figure 4 pour “Online” (En ligne) et dans la Figure 5 pour “Offline” (Hors ligne).
Ces diagrammes spécifient les états et les transitions au cours du processus d’édition de ce
type de Variables. Le statut est le StatusCode que les Clients FDI regoivent avec la Valeur
lorsqu’ils surveillent ou lisent ces Variables avec ContextNodeld. Pour les Variables
dépendantes, tout StatusCode Good (Correct) ou Uncertain (Incertain) devient
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Uncertain_DominantValueChanged et tout StatusCode Bad devient
Bad_DominantValueChanged. Pour les Variables dominantes, les StatusCode Good
deviennent Good_DependentValueChanged, les StatusCode Uncertain deviennent
Uncertain_DependentValueChanged et les StatusCode Bad deviennent
Bad_DependentValueChanged.

Initial (EditContext vide) DOM = Variable dominante

Statut: DEP = Variable dépendante

DOM = <Statut d’Appareil>
DEP = <Statut d’Appareil>

/ \ Editer DEP
Editer DOM \

Statut:
DEP = Good_Edited
DOM = {Good/Uncertain/Bad}_DependentValueChanged

Statut;
DOM 4 Good_Edited
DEP 4H{Uncertain/Bad}_DominantValueChanged

bdMm
est mi§ a jour
dans I'gppareil

Editer
également DOM

Editer

DOM est effacé
également DEP

Appliquer dans EditConkext
Appliquer
Statut: Appliquer | Statut:
Statut; , ) DOM = Good_Edited » DOM = <Statut d’Appareil>
DOM 4 <Statut d Apparfell> DEP = Good Edited DEP = <Statut d’Appareil>
DEP = gStatut d’Appareil>
IEC
Figure 4 — Diagramme d’états EditContext Online
pour Variables'dominantes et dépendantes
Si Igs Variables dominantes et dépendantes doivent étre modifiées, il est fortement

recommandé, dans le cas de medifications en ligne, d’effectuer ces modifications en sesgions
successives de modificationi. lles systémes peuvent appliquer ce type de sessions.
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Initial (EditContext vide)
Statut:
DOM = <offline Statut d’Appareil>
DEP = <offline Statut d’Appareil>

DOM = Variable dominante
DEP = Variable dépendante

Editer DOM

Editer DEP

Statut:
DEP = Good_Edited
Statut: DOM = {Good/Uncertain/Bad}_DependentValueChanged
DOM = Good_Edited
DEP r=—fineertain/Baci—DeminantyatreChanset L \
Editer
e également DOM
iter
. également DEP
Appliquer
Appliguer
g - Statut: Appliquer | Statut:
tatyt: . , . DOM = Good_Edited P» DOM = <offline Statut d’Appaleil>
BSP =<<c;:]f!'nesitititquAppar?I'f DEP = Good_Edited DEP = <offline Statut d’Appargil>
= <offline Statu pparei
IEC
Figure 5 — Diagramme d’états EditContext Offline
pour Variables dominantes.et dépendantes
5.6.7 Actions (METHODES EDD)
Avantt d'invoquer des Actions, le Client doit enregistrer le Noeud ActionSet de I'Apparej|l. Le
Noddld de ce Nceud doit étre spécifié lorstde I'appel d'InvokeAction.
L'appel d'InvokeAction avec le ContextNodeld du Noceud ActionSet l'associe a l'insfance
correlcte d'EditContext. Le Serveur<crée implicitement une instance d'EditContext pour I'Action
invoduée. Ceci est représenté a-la Figure 6.
Qient FDI (2! Le bouton invoque | Serveur FDI
= 2 FAction. —™—~_ = - — — — — — —
I r— — — _T.—————’—_(W)EditCnntexlpnurUID
0 Jmm
| =
| | Max 2000 Inm | i N
||———— —r’ —————— 51| < opcua
T — — — — N [ v
Paramétre 1 | 100.0 C |
Appli
EQ ul O option 1 \_L
L O open2 ‘,L\_ ! ) o T @Le Sglveﬁrég_leditCUntext
__ (5) L'EditContext pour I'Action ABC est utilisé et exécute I'Action
(4) Dialogue pour I'Action ABC
TEC

Figure 6 — EditContext pour les Méthodes EDD

La METHODE EDD représentée par I'Action utilise des builtins pour modifier les Valeurs dans
I'EditContext ou I'Appareil, pour synchroniser les modifications avec le cache sous-jacent ou

pour

les rejeter.

Si I'exécution de I'Action échoue, I'EditContext pour I'Action est rejeté.

5.6.8

uiD

L'interpréteur d'UID dans le Client appelle GetEditContext avant d'appeler un UID de niveau
supérieur. Des EditContext supplémentaires pour des dialogues peuvent étre instanciés par le
Serveur et transmis au Client a l'intérieur de chaque document d'UID. Voir I'lEC 62769-2 pour
le Schéma des UID et le traitement d'un EditContext dans I'Interpréteur d'UID.
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5.6.9 Synchronisation
Un Lock (verrou) doit étre créé avant que la premiére Valeur ne soit écrite dans un EditContext.

Le verrouillage est également exigé pour écrire directement dans I'Appareil.

5.7 Lecture
5.7.1 Généralités

Le service Read spécifié dans I'lEC 62541-4 peut étre utilisé pour lire une seule valeur ou
plusieurs valeurs dans un seul appareil ou dans plusieurs appareils. Si une demande de service
Read spécifie que plusieurs valeurs doivent étre lues, les valeurs sont lues dans l'ordre de leur

H <l ] N Al Al H
appa IuTT Udiilo Td UTiTidiiutc UsT oCTTVvVIUT.,

Toutes les valeurs qui sont retournées au Client FDI consécutivement a une demande de
service Read ne doivent pas étre échelonnées.

Un éfhec qui se produit au cours de la lecture d'une seule valeur ne doit pas_abandonrier le
procgssus de lecture; toutes les valeurs doivent étre lues. Chaque valeur retoufnée contient un

statuf indiquant le succés ou I'échec. Les informations de statut normalisées’des services|OPC
UA siont retournées par le Serveur FDI en réponse aux appels de service tels que spégifiés
en 6.

Un Ppquetage FDI peut définir des actions de lecture qui sont exécutées par le Serveur FDI au
courg des demandes de service de lecture. Ces actions ne doivent pas exiger d'interactign de
I'utiligateur; elles sont strictement destinées a étre utilisees pour le traitement de Logique
Applicative. Une action de lecture qui exige finalement™une interaction de ['utilisateyr ne
procéde pas a l'intégration (builtin), mais retourne unedesreur si possible. Les actions de lecture
suivgntes peuvent étre définies dans un Paquetage ‘FDI:

e Alctions avant la lecture

o Alctions apreés la lecture

Le Serveur FDI invoque des actions avantila lecture et aprés la lecture au cours du traitegment
des demandes de service de lecture relatives aux valeurs en ligne seulement. Ces actions ne
sont pas invoquées pendant la lecture de valeurs hors ligne.

Outre les actions de lecture, unPaquetage FDI peut définir des actions de rafraichissement qui
sont exécutées par le ServeurFDI au cours des demandes de service de lecture. Ces agtions
ne dpivent pas exiger d'interaction de l'utilisateur; elles sont strictement destinées 3| étre
utilisees pour le traitement de Logique Applicative. Une action de rafraichissement qui ¢xige
finalgment une interaction de I'utilisateur ne procéde pas a l'intégration (builtin), mais retqurne
une grreur si possible.

Le Serveur FDInvoque des actions de rafraichissement au cours du traitement des demandes
de sgrvice de-lecture relatives aux valeurs tant hors ligne qu'en ligne.

Les dctions de rafraichissement mentionnées en 5.7.1 ne doivent pas étre confondues avgc les
relations_de rafraichissement

NOTE Les actions de rafraichissement sont définies au moyen de la construction REFRESH_ACTIONS de I'EDDL
a l'intérieur d'une construction VARIABLE de I'EDDL. En revanche, les relations de rafraichissement sont définies
au moyen de la construction REFRESH de I'EDDL. Le traitement des relations de rafraichissement est inclus dans
I'’événement générique "Process Conditionals/Relations" (Traiter des Conditionnelles/Relations) qui apparait dans
les diagrammes de séquences pour les services read (lecture), write (écriture) et subscription (abonnement). Les
explications qui suivent les diagrammes comprennent des relations de rafraichissement dans le terme général "EDDL
relations" (Relations de I'EDDL). Voir I'lEC 61804-3 our de plus amples informations relatives aux actions de
rafraichissement et aux relations de rafraichissement.
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5.7.2

Le d
lorsq

Lecture de variables hors lighe

iagramme de séquences a la Figure 7 représente le comportement du Serveu
u'une valeur hors ligne est lue.

Client FDI Serveur FDI Logique Applicative de TEDDL

| Lire les Paramétres |

|
wucler poyr fous les napuds dans la demande de service ] ‘I_l_l'A'l_"R'l_ﬁ"'(R'f_'Fh_U—
Selectionner ction erresi arralchissemen

Exécuter I'Action "Refresh" (Rafraichidsement)

» |

Si une variable a des actions de rafraichissement qui luixsont associées, le Serveur FDI ex¢

toujo

Si leg
indiq

Le S
rafra
cond

5.7.3

Le Sg
FDI n
a été
Read
I’horg
valeJ

Les 4

> Traiter les conditionnelles/relations

|

|

|

|

|

|

LI |

S

I |

I |

Figure 7 — Variable hors ligne lue

urs ces actions indépendamment de la valeur MaxAge.

Ller que la lecture a échoué.

erveur FDI évalue les conditionnelles et les relations aprés I’exécution des action
chissement. Cette évaluation :pérmet de réaliser la réévaluation d'expres

Lecture de variables en-ligne

erveur FDI peut placer €n,cache les valeurs en ligne lues a partir d'un appareil. Le Se
naintient un horodatage pour chaque valeur en ligne qui indique le moment auquel la v
lue dans I'appareil;\l'e Serveur FDI utilise I'argument MaxAge d'une demande de se
pour déterminek si la valeur placée en cache peut étre retournée. Si la différence

datage et I'heure actuelle est supérieure a I'argument MaxAge, le Serveur FDI doit |
r dans l'appareil. Autrement, la valeur placée en cache peut étre retournée.

ctions'de/lecture ne sont exécutées que lorsque la valeur est lue dans l'appareil.

Le dijagramme de séquences a la Figure 8 représente le comportement du Serveur

tionnelles dans la Logique Applicative de I'EDDL et le traitement des relations EDDL.

r FDI

IEC

bcute

actions de rafraichissement échouent, le statut retourné pour la variable en question doit

s de
sions

rveur
aleur
rvice
entre
re la

FDI

Iorsq '"iine valeur en Iignp est lue
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Client FDI Serveur FDI Paquetage d'appareil: BL

| Lire les Paramétres |

L »L

: EJ

I
Boucler pour tous les ngeuds dans la demande de service

| Sélectionner I'Action "Pre-read" ("avant la lecture")

Exécuter I'Action "Pre-read"

|
|
|
|
\
|
|
Facultatif 1

Exécuter le Builtin () Sélectionner

L_r un Builtin ()

: 1
Communiquer a l'appareil :T |
|

> Sélectionner I'Action "Post-read" ("apré‘é la lecture")

Exécuter I'Action "Post-read" ("aprés la lecture")
Il

Exécuter le Builtin () > Sél%cti_clipn?)r
< un Builtin
il B
J T
|
|

Facultatif

1 |
Sélectionner I'Action "Refresh” ("rafraichir")

Facultatif Exécuter I'Action "Refresh’ ("rafraichir')

>

|

T |

i |

> Traiter les conditionnelles/relations }

|

|

!

|

IEC
Figure-8 - Variable en ligne lue

Si unje variable a des actions avant [a lecture qui lui sont associées, ces actions sont exéclitées
avani la lecture de la variable-dans 'appareil. Si une variable a des actions apreés la lectune qui
lui sgnt associées, ces actions sont exécutées apres la lecture de la variable dans l'apppgreil.
Si leg actions avant la lecture ou apreés la lecture échouent, le statut retourné pour la vaiiable
en question doit indiquer-que la lecture a échoué.

Si une variable a,des actions de rafraichissement qui lui sont associées, ces actions|sont

trait1es comme-~dans le cas de la lecture d'une variable hors ligne (voir 1.1.1).

Le Se¢rveur FD1 évalue les conditionnelles et les relations aprés que les actions apreés la lecture
ont pté (exécutées. Cette évaluation permet de réaliser la réévaluation d'expressions
cond|tionnelles dans la Logique Applicative de I'EDDL et le traitement des relations EDDLU.

5.8 Ecriture
5.8.1 Généralités

Le service Write spécifié dans I'lEC 62541-4 peut étre utilisé pour écrire une seule valeur ou
plusieurs valeurs dans un seul appareil ou dans plusieurs appareils. Si une demande de service
Write spécifie que plusieurs valeurs doivent étre écrites, les valeurs sont écrites dans I'ordre
de leur apparition dans la demande de service.

Un échec qui se produit au cours de I'écriture d'une valeur unique ne doit pas abandonner le
processus d'écriture; toutes les valeurs doivent étre écrites. Un statut est retourné indiquant le
succeés ou I'échec de chaque valeur incluse dans la demande de service. Les informations de
statut normalisées des services OPC UA sont retournées par le Serveur FDI en réponse aux
appels de service tels que spécifiés en 6.2.
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Contrairement a l'opération de lecture, les échecs d'écriture au cours desquels plusieurs
variables sont spécifiées peuvent laisser l'appareil dans un état indéfini, avec certaines
variables modifiées et d'autres laissées intactes. Il incombe au Client FDI de gérer les échecs
partiels.

Il est nécessaire que les Clients FDI verrouillent I'appareil pour I'accés exclusif avant écriture.
La demande de verrou peut étre émise immédiatement avant la demande de service d'écriture
ou elle peut étre émise de maniére indépendante sur plusieurs demandes de service d'écriture
(voir 5.5).

Le Serveur FDI accomplit une validation de données au cours des demandes de service
d'écrijture relatives aux valeurs en ligne et hors ligne

Un Ppquetage FDI peut définir des actions d'écriture qui sont exécutées par le Serveur,FDI au
courg des demandes de service d'écriture. Ces actions ne doivent pas exiger d'interactign de
l'utiligateur; elles sont strictement destinées a étre utilisées pour le traitement de Logique
Applicative. Une action d'écriture qui exige finalement une interaction de I'utilisatedr ne prgcede
pas g l'intégration (builtin), mais retourne une erreur si possible. Les actions.d'éeriture suivantes
peuvent étre définies dans un Paquetage FDI:

. tions avant I'écriture

. tions apres I'écriture

Le Se¢rveur FDI invoque ces actions au cours du traitement des«demandes de service de legcture
relatives aux valeurs en ligne seulement. Ces actions ne sont pas invoquées pendant I'écfiture
de vgleurs hors ligne.

5.8.2l Ecriture de variables hors ligne

Le diagramme de séquences a la Figure 9 représente le comportement du Serveurl FDI
lorsqu'une valeur hors ligne est écrite.

Client FDI Serveur FDI

| InitLock |

| Ecrire les Paramétres |

Boudler pour tous les nceuds dan$ la)demande de service
|

Evaluer I'état du verrou

FFacultatif

> Effectuer la validation des données

Traiterles-conditi 1L ralations.

\
|
ExitLock [
|

J 1

IEC
Figure 9 — Ecriture immédiate de variables hors ligne

Comme point de départ de I'écriture d'une variable, le Serveur FDI vérifie si I'appareil est
verrouillé par le Client FDI. S'il n'est pas verrouillé, le statut retourné pour la variable en
question doit indiquer que I'écriture a échoué.
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Si I'appareil est verrouillé par le Client FDI, le Serveur FDI effectue la validation des données.
La validation consiste fondamentalement en une vérification de la plage et du type en fonction
d'informations EDDL. Si la validation de type échoue, le statut retourné pour la variable en
question doit indiquer que I'écriture a échoué. Si la validation de plage échoue, le statut
retourné pour la variable en question doit indiquer que I'écriture a réussi, mais les informations
de statut de la valeur de la variable dans le Modéle d'Information doivent indiquer qu'il est bad
(mauvais) ou out-of-range (hors plage).

Si le processus de validation réussit, le Serveur FDI écrit dans la valeur hors ligne de la variable
dans le Modeéle d'Information.

Apres écriture de la valeur de la variable, le Serveur FDI évalue les conditionnelles et les
relations. Cette évaluation permet de réaliser la réévaluation d'expressions conditionrelles
dans|la Logique Applicative de I'EDDL et le traitement des relations EDDL.
5.8.3 Ecriture de variables en ligne
Le dipgramme de séquences a la Figure 10 représente le comportement du Serveur FDI
lorsqu'une valeur en ligne est écrite.
Client FDI EDIServer Paquetage d'appareil: BL
| InitLock | I
1 »L |
u |
| Ecrire les Paramétres | }
» |
] 1 w
I I |
I 1 I
Bolucler pour tous les ngeuds dans la demande de service _> Evaluer I'état du verrou |
I I
I I
I L I
I I
Facultatif ; Effectuer la validation des données ;
I I
I I
T T T
| 1 |
} > Sélectionner I'Action "Pre-Write" (av%nt I'écriture)
Facultatif } Exécuter I'Action "Pre-Write" (avant I't—'%criture)
} . Exécuter le Builtin() Select Builtin()
| U‘
|
I I
| ‘J I
} } Communicate to Device: }
I i I
} Sélectionner la méthode "Post—Write"L (aprés I'écriture)
Faoliitatie } Exécuter I'Action "Post-Write" (aprés I"écriture)
| Exécuter le Ryilting) [ Select Buiting
I * —
| L]
- —_
I J I
I I
I I I
} P Traiter les conditionnélles/relations()}
I I
I I
I I I
I I I
| ExitLock | |
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Figure 10 — Ecriture immédiate de variable en ligne
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Lors de I'écriture d'une variable en ligne, le Serveur FDI vérifie si I'appareil est verrouillé par le
Client FDI et accomplit une validation de données telle que décrite en 5.8.2.

Si le processus de validation réussit, le Serveur FDI écrit la variable dans I'appareil physique.

Si une variable a des actions avant I'écriture qui lui sont associées, ces actions sont exécutées
avant I'écriture de la variable dans l'appareil. Si les actions avant I'écriture échouent, le statut
retourné pour la variable en question doit indiquer que I'écriture a échoué et I'opération
d’écriture se termine sans écriture dans 'appareil.

Si une variable a des actions apres I'écriture qui lui sont associées, ces actions sont exécutées
aprés l'écriture de la variable dans |'appareil. Si les actions aprés I'écriture échouent, le statut
retourné pour la variable ne doit pas indiquer que I'écriture a échoué, car la valeur a déjp été
écrit¢ dans l'appareil. Le statut retourné doit étre Good_PostActionFailed.

Le Serveur FDI évalue les conditionnelles et les relations aprés exécution des-aections aprés
I’écrijure. Cette évaluation permet de réaliser I'évaluation d'expressions conditiohnelles [dans
la Logique Applicative de I'EDDL et le traitement des relations EDDL.
5.8. Ecriture dans un EditContext

L'EditContext est spécifié en 5.6.

Le diagramme de séquences a la Figure 11 représente |€ comportement général|d'un
EditGontext lorsque des Valeurs sont modifiées et appliquées:

Client FDI Serveur FDI Paquetage d'appareil: BL

GetEditContext() |

|

|

u InitLock u
U Ecrire les Paramétres ru

Facultatif

|

| |
1 Si I'EditContext a appliquer est une instance enfant

i = Transiérer les valeurs a lnstance parente
Sinon, si la valeur renvoie a une représentation hors ligne de I'appareil |
I'| > transférer les données a la base de données

} Sinon, si la valeur renvoie a une représentation en ligne de I'appareil (voir 5.8.3) |
|

|

|

|

- Exécuter |'Action "Pre-Write" ("avant I'écriture")
- Communiquer a l'appareil
- Exécuter |'Action "Post-Write" (aprés I'écriture”) |

|
| | Les valeurs modifiées qui ont été
| transférées avec succés sont effacées
de I'EditContext

ExitLock

i 1

Figure 11 — Ecriture avec EditContext
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Lors de I'écriture de Variables dans un EditContext, le Serveur FDI effectue la validation des
données comme dans le cas des écritures normales dans des données en ligne ou hors ligne.
Il traite également les Conditionnelles/Relations. Les modifications apportées aux autres
Variables en raison de ce traitement sont également écrites dans I'EditContext.

Lors de I'appel "Apply", les Variables modifiées sont transférées au parent. Si le parent est
I'Appareil et si une variable a des actions avant écriture qui lui sont associées, ces actions sont
exécutées avant I'écriture de la variable dans I'Appareil. Si les actions avant I'écriture échouent,
le statut retourné pour Apply doit indiquer I'erreur.

Si le parent est I'Appareil et si une variable a des actions aprés I'écriture qui lui sont associées,
ces acti s A ; . R, ; .

I'écrijure échouent, le statut retourné pour la variable ne doit pas indiquer que I'écrit
écholé, car la valeur a déja été écrite dans l|'appareil. Le statut retourné.'doit| étre
Good_PostActionFailed.

5.9 | Subscription (Abonnement)
5.9.1 Généralités

Le sdgrvice Subscription spécifié dans I'lEC 62541-4 peut étre utilisé pourdancer la surveillance
d'ung seule variable ou de plusieurs variables a partir d'un seulappareil ou de plusfeurs
eils.

Achec relatif a une seule variable lors de I'établissement d'un abonnement a plusjeurs
variaples ne doit pas abandonner le processus d'abonnement;\toutes les variables doiveng étre
survgillées. Chaque variable retournée contient un statut indiquant le succés ou I'échec| Les
informations de statut normalisées des services OPC-UJA sont retournées par le Serveuf FDI

Un Ppquetage FDI peut définir des actions de leicture qui sont exécutées par le Serveur FDI au
du processus de surveillance d'un abonnement. Ces actions ne doivent pas exiger
d'intgraction de I'utilisateur; elles sont strictement destinées a étre utilisées pour le traitgment
ogique Applicative. Une action devilecture qui exige finalement une interaction de
l'utilisgateur ne procéde pas a l'intégratien (builtin), mais retourne une erreur si possible| Les

tions avant la lecture
tions aprés la lecture

erveur FDI invoquences actions au cours de la surveillance des variables en [ligne
seulgment; ces actions ne sont pas invoquées lors de la surveillance de variables hors ligne.

les actions.de‘lecture, un Paquetage FDI peut définir des actions de rafraichissement qui
sont [exécutées par le Serveur FDI au cours du processus de surveillance. Le Serveuf FDI
invodue ces ‘actions de rafraichissement au cours de la surveillance des variables tant|hors
ligne| qu'ensligne. Ces actions ne doivent pas exiger d'interaction de ['utilisateur; elles|sont
strictement destinées a étre utilisées pour le traitement de Logique Applicative. Une actign de
rafralchiSsement qui exige finalement une interaction de l'utilisateur ne procéde pias a
I'intégration (builtin), mais retourne une erreur si possible.

L'intervalle d'échantillonnage demandé par le Client FDI et établi par le Serveur FDI définit un
intervalle de temps qui est utilisé pour rechercher périodiquement des modifications apportées
a la valeur ou au statut des variables. A chaque intervalle de temps, les actions sont invoquées
et la valeur et le statut sont comparés a la valeur et au statut précédents. Une modification de
la valeur ou du statut améne le Serveur FDI a préparer une notification de la nouvelle valeur et
du nouveau statut.

5.9.2 Abonnement aux variables hors ligne

Le diagramme de séquences a la Figure 12 représente le comportement du Serveur FDI
lorsqu'une valeur hors ligne est surveillée.
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