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FOREWORD

This amendment has been prepared by IEC technical committee 65: Industrial-process
measurement, control and automation.

The text of this amendment is based on the following documents:

CDV Report on voting
65/637A/CDV 65/661/RVC

Full information on the voting for the approval of this amendment can be found in the report
on voting indicated in the above table.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print _this document using a
colour printer.

1 Scope
Replace the first paragraph by the following-new text:

This part of IEC 62443 specifies a comprehensive set of requirements for security capabilities
for IACS service providers that they can offer to the asset owner during integration and
maintenance activities of an Automation Solution. Because not all requirements apply to all
industry groups and organizations, Subclause 4.1.4 provides for the development of Profiles
that allow for the subsetting of these requirements. Profiles are used to adapt this document
to specific environments,.including environments not based on an IACS.

Delete Note 4 and tenumber Note 5 to "Note 4".

3.1.14
safety instrumented system

Add-the following Note 2 to entry:

Note2-to-entry—Notal-industry-sectors—use-thisterm—Fhisterm—is—rotrestricted-to—any-specific-industry-sector
and it is used generically to refer to systems that enforce functional safety. Other equivalent terms include safety
systems and safety related systems.

4.1.4 Profiles

Replace the existing text with the following:

This document recognizes that not all of the requirements in Annex A apply to all industry
sectors/environments. To allow subsetting and adaptation of these requirements, this
document provides for the use of “Profiles”.
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Profiles are written as IEC Technical Reports (TRs) by industry groups/sectors or other
organizations, including asset owners and service providers, to select/adapt Annex A
requirements that are most appropriate to their specific needs.

Each TR may define one or more profiles, and each profile identifies a subset of the
requirements defined in Annex A and specifies, where necessary, how specific requirements
are to be applied in the environment where they are to be used.

Hic anticinatad that accat awnare will calant thaoco nraofilaoc tn cnanify tha raaniramantc that
t—S—aHHeHpPatea—tHat—a556t WS W HT—S8+86+—+tHe-580—pHoH8s—0—5pP 86— HR-eHtS—Hat

g
apply to their Automation Solutions.

4.2 Maturity model
Table 1 — Maturity levels

Replace, in the fourth column, row for Level 2, the second paragraph that)begins with “At this
level, the service provider has...” by the following:

At this level, the service provider has the capability to manage the delivery and performance of the service
according to written policies (including objectives). The service provider also thas evidence to show that personnel
who will perform the service have the expertise, are trained, and/or are capable of following written procedures to
perform the service.

5.1 Contents

Insert the following new paragraph between thé)first paragraph and the note:

Not all requirements apply to all service “providers, and asset owners may request service
providers to perform only a subset.of¢the required capabilities specified in Annex A. In
addition, industry sectors, service providers, and asset owners may define their own profiles
that contain a subset of these requirements (see 4.1.4).

5.3 IEC 62264-1 hierarchy model

Replace the first paragraph with the following:

Many of the requirements in Annex A refer to network or application levels in phrases such as
“a wireless_handheld device is used in Level 2”. When capitalized, “Level” in this context
refers to<the position in the IEC 62264-1 Hierarchy Model. The Level of a referenced object
(e.g. wireless handheld device) is represented by the lowest Level function that it executes.
The~zones and conduits model described by IEC 62443-3-2 is referenced by requirements in
Annex A that address, independent of the IEC 62264-1 Hierarchy Model Level, trust
beundaries that subdivide the Automation Solution into partitions referred to as “zones” by

IEC 62443-3-2.

5.5.3 Functional area column

Replace the first paragraph with the following:

This column provides the top level technical organization of the requirements. Table 3
provides a list of the functional areas. The functional areas in this column can be used to
provide a high level summary of the areas in which service providers claim conformance.
However, because the “Architecture” functional area is so broad, its use as a summary level is
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limited. Therefore, it is subdivided into three summary levels based on the Topic column (see
5.5.4) values for Architecture as shown below:

Summary Level Topic column
Network Security Devices — Network
Network design

Solution Hardening Devices — All

Devices — Workstations
Risk assessment,
Solution components

Data Protection Data Protection

5.5.7 Requirement description

Add “column” to the title as follows:

Requirement description column

Replace the existing text with the following:

This column contains the textual description of the requitement. It may also contain notes that
are examples provided to help in understanding the requirement.

Each requirement defines a capability requiredvof the service provider. Whether an asset
owner requires the service provider to perfarm the capability is beyond the scope of this
document.

The term “ensure” is used in many requirements to mean “provide a high level of confidence”.
It is used when the service provider needs to have some means, such as a demonstration,
verification, or process, of providing this level of confidence.

The phrase “commonly accepted by both the security and industrial automation communities”
is used in these requiremeént descriptions in place of specific security technologies, such as
specific encryption algorithms. This phrase is used to allow evolution of more secure
technologies as a._replacement for technologies whose weaknesses have been exposed.

To be compliant to these requirements, service providers will have to use technologies (e.qg.
encryption)sthat are commonly accepted and used by the security and industrial automation
commupnities at the time compliance is claimed. Technologies that are no longer considered
securéy~such as the Digital Encryption Standard (DES) and the Wireless Equivalent Privacy
(WEP) security algorithms, would be non-conformant.

5.5.8 Rationale

Add “column” to the title as follows:

Rationale column
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