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FOREWORD

ternational Electrotechnical Commission (IEC) is a worldwide organization for standardization c
tional electrotechnical committees (IEC National Committees). The object of IEC /is to
htional co-operation on all questions concerning standardization in the electrical and_&lectronic
hd and in addition to other activities, IEC publishes International Standards, Technical Speg
ical Reports, Publicly Available Specifications (PAS) and Guides (hereafter, referred to
ation(s)”). Their preparation is entrusted to technical committees; any IEC National Committee
subject dealt with may participate in this preparatory work. International, governmental
mental organizations liaising with the IEC also participate in this preparation. IEC collaborat

nent between the two organizations.

rmal decisions or agreements of IEC on technical matters express;yas nearly as possible, an int
hsus of opinion on the relevant subjects since each techni€al committee has representatiod
Eted IEC National Committees.

ublications have the form of recommendations for international use and are accepted by IEQ
ittees in that sense. While all reasonable efforts are made to ensure that the technical contq
ations is accurate, IEC cannot be held responsible~for the way in which they are used g
erpretation by any end user.

er to promote international uniformity, IEC National Committees undertake to apply IEC Py
arently to the maximum extent possible inv-their national and regional publications. Any d
bn any |IEC Publication and the corresponding national or regional publication shall be clearly in
ter.

5elf does not provide any attestation>of conformity. Independent certification bodies provide {
Ement services and, in some areas, access to IEC marks of conformity. IEC is not responsib
bs carried out by independent Certification bodies.

ers should ensure that they have the latest edition of this publication.

bility shall attach to IEC\er its directors, employees, servants or agents including individual eX
ers of its technical committees and IEC National Committees for any personal injury, property d
damage of any nature whatsoever, whether direct or indirect, or for costs (including legal
ses arising outy of-the publication, use of, or reliance upon, this IEC Publication or any
ations.

on is drawn to the Normative references cited in this publication. Use of the referenced publi
Ensable for-the correct application of this publication.

on_is_drawn to the possibility that some of the elements of this IEC Publication may be the
rights. IEC shall not be held responsible for identifying any or all such patent rights.

pmprising

promote
fields. To
ifications,
as “IEC
nterested
and non-
bs closely

he International Organization for Standardization (ISO) in accordamnce_with conditions detefqmined by

ernational
from all

National
nt of IEC
r for any

blications
vergence
dicated in

onformity

e for any

perts and
amage or
fees) and
bther IEC

cations is

bubject of

International Standard IEC 62351-9 has been prepared by IEC technical committee 57: Power
systems management and associated information exchange.

The text of this International Standard is based on the following documents:

FDIS Report on voting
57/1838/FDIS 57/1853/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.
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A list of all parts in the IEC 62351 series, published under the general title Power systems
management and associated information exchange — Data and communications security, can
be found on the IEC website.

In this standard, the following print types are used:

— ASN.1 notions is presented in bold Courier New typeface;

— when ASN.1 types and values are referenced in normal text, they are differentiated from
normal text by presenting them in bold Courier New typeface.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document At this date, the document witrbe

e recopnfirmed,
e withdrawn,
e replaced by a revised edition, or

e amepded.

A bilinglial version of this publication may be issued at a later date:

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it| contains colours which are considered to be useful for the c¢orrect
undersfanding of its contents. Users should_ therefore print this document using a
colour printer.
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POWER SYSTEMS MANAGEMENT AND
ASSOCIATED INFORMATION EXCHANGE -
DATA AND COMMUNICATIONS SECURITY -

Part 9: Cyber security key management for power system equipment

1 Scope

This paft of IEC 62351 specifies cryptographic key management, namely how toAg

distribu
data an
private

This pa
and cry
chosen
need to

eys and public-key certificates), as well as symmetric keys for groups)(GDOI).

't of IEC 62351 assumes that other standards have already chosen the type

will be typically mandated by an organization’s own local security policies an

only thel management techniques for these selected key and cryptography infrastructu

bnerate,

e, revoke, and handle public-key certificates and cryptographic keys to protegt digital
d its communication. Included in the scope is the handling of asymmetric kgys (e.qg.

of keys

btography that will be utilized, since the cryptography algorithms and key materials

j by the

be compliant with other international standards. This. document therefore gpecifies

es. The

objective is to define requirements and technologies fo “achieve interoperability| of key
management.
The purpose of this part of IEC 62351 is to guarantee.interoperability among different vendors

by spedifying or limiting key management options“to be used. This document assumes that
the reader understands cryptography and PKI priaciples.

2 Normative references

The foll
content
cited ap

pwing documents are refefred to in the text in such a way that some or all

any ame¢ndments) applies.

IEC TS

and communications.$ecurity — Part 2: Glossary of terms

ISO/IEC
intercon

9594-8:2017 | Rec. ITU-T X.509 (2016), Information technology — Open
nection — The Directory: Public-key and attribute certificate frameworks

of their

constitutes requirementsiof this document. For dated references, only the| edition
plies. For undated references, the latest edition of the referenced document (including

62351-2, Power) systems management and associated information exchangeg — Data

systems

ISO/IEC 9834-1:2012 | Rec. ITU-T X.660 (2011), Information technology — Procedures for the
operation of object identifier registration authorities: General procedures and top arcs of the
international object identifier tree

SCEP IETF Draft, Simple Certificate Enrolment Protocol, draft-gqutmann-scep-04.txt

RFC 5246, The Transport Layer Security (TLS) Protocol Version 1.2

RFC 5272, Certificate Management over CMS (CMC)

RFC 5934, Trust Anchor Management Protocol (TAMP)

RFC 6407, The Group Domain of Interpretation
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RFC 6960, X.509 Internet Public Key Infrastructure Online Certificate Status Protocol — OCSP

RFC 7030, Enrolment over Secure Transport

3 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TS 62351-2 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC [Electropedia: available at http://www.electropedia.org/
e |SO|Online browsing platform: available at http://www.iso.org/obp

3.1
asymmetric keys
two reldted keys, a public key and a private key, that are used to-perform complementary
operatigns, such as encryption and decryption or signature s/generation and s|gnature
verificatjon

3.2
authorization and validation list
AVL
signed [ist containing information to an AVL entity.about potential communications|entities
and possible restrictions on the communications with”“such entities

[SOURQE: ISO/IEC 9594-8:2017 | Rec. ITU-T, X.509 (2016), 3.5.9]

3.3
authorization and validation list entity
AVL entity

entity, when acting as a relying party, which is dependent on an AVL issued by a degignated
authorizer

[SOURCE: ISO/IEC 9594-8:2017 | Rec. ITU-T X.509 (2016), 3.5.10]

3.4
authorizer
entity trusted<by one or more entities operating as AVL entities to create, maintain gnd sign
authorization.and validation lists

[SOURCE: ISO/IEC 9594-8:2017 | Rec. ITU-T X.509 (2016), 3.5.11]

3.5

certification path

ordered list of one or more public-key certificates, starting with a public-key certificate signed
by the trust anchor, and ending with the end-entity public-key certificate to be validated

Note 1 to entry: All intermediate public-key certificates, if any, are CA certificates in which the subject of the
preceding public-key certificate is the issuer of the following public-key certificate.

[SOURCE: ISO/IEC 9594-8:2017, 3.5.18 | Rec. ITU-T X.509 (2016), 3.5.21]
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3.6

certificate signing request

CSR

request issued when a new certificate or renewal of a certificate is required

Note 1 to entry: When the generated CSR is submitted to a CA, the CA signs the CSR using its private key and
the CSR becomes the certificate.

[SOURCE: RFC 2986]

3.7
controllership

intersecﬁ.&@m@p_%%&@w@ﬁmnﬂ@&a@d&msystem,
in whiclh the nature of any contractual agreements between ownership and controf of the

device gr system is not important in the context

3.8
cryptodraphic binding
use of ¢ne or more cryptographic techniques by a CKMS to establish @ trusted assjociation
between a key and selected metadata elements

[SOURCGE: NIST SP 800-130]

3.9
cryptogqraphic key management system
CKMS
system for the management (e.g., generation, distribution, storage, backup, archive, r¢covery,
use, revMocation, and destruction) of cryptographic’keys and their metadata

[SOURCE: NIST SP 800-130]

3.10
dataset|
collectign of data

3.11
digital signature
result of a cryptographic transformation of data that, when properly implemented, provides a
mechanjsm for verifying origin authentication, data integrity, and signatory non-repudigtion

[SOURCE: FIPS186]

3.12
entity
generic term that covers human users, automation systems, software applications,
communication nodes, field devices, and other types of assets

3.13

group controller/key server

GCKS

device that defines group policy and distributes keys for that policy

[SOURCE: RFC 3740]
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3.14

group domain of interpretation

GDOI

domain that manages group security associations, which are used by IPsec and potentially
other data security protocols

Note 1 to entry: These security associations protect one or more key-encrypting keys (KEK), traffic-encrypting
keys (TEK), or data shared by group members. GDOI uses the notion of a group controller, which is used to
support the establishment of security associations between members of a group.

[SOURCE: RFC 6407]

3.15

group member

GM

authorized member of a secure group, sending and/or receiving IP packets(related to the
group

3.16

hash function

(mathematical) function which maps data of arbitrary size into data of a fixed size falled a
digest

Note 1 tolentry: Approved hash functions satisfy the following properties:

1) One-

2) Collidion Resistant. It is computationally infeasible to find any.two distinct inputs that map to the same

fVay. It is computationally infeasible to find any input that maps to any pre-specified output.

[SOURCQE: ISO/IEC 9598-8:2017 | Rec. ITU-T X.509 (2016), 3.5.36]

3.17
hash m
HMAC

pssage authentication code

cryptogfaphic code used for authentjcation with symmetric keys and for data integrity

[SOURGE: RFC 2104]

3.18
key dis
KDC

ribution centre

centre Which, in an_JEC 62351-9 context, provides a network service that supplies te

(symme|

Note 1 to

3.19

frical) séssion keys to predefined set of peers after successful authentication

entry:~/This is also known as Group Controller/Key Server (GCKS) (See GDOI).

output.

mporary

message authentication code

MAC

cryptographic checksum on data that uses a symmetric key to detect both accidental and
intentional modification of the data

[SOURCE: SP 800-63; FIPS 201]

3.20
object i

dentifier

ordered list of primary integer values from the root of the international object identifier tree to

a node,

which unambiguously identifies that node

[SOURCE: ISO/IEC 9834-1:2012 | Rec. ITU-T X.660 (2011), 3.5.11]
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3.21

online certificate status protocol

OCSP

protocol that enables applications to determine the (revocation) state of an identified
certificate

Note 1 to entry: OCSP may be used to satisfy some of the operational requirements of providing more timely
revocation information than is possible with CRLs and may be used to obtain additional status information. An
OCSP client issues a status request to an OCSP responder and suspends acceptance of the certificate in question
until the responder provides a response.

[SOURCE: RFC 6960]

3.22

pre-shared key
PSK
secret which is shared in advanced between the two entities, such as software  applicgtions or
devices| to be able to authenticate themselves after establishing a secure connection

3.23
private key
(in a pyblic-key cryptosystem) that key of an entity's key pair¢which is known only|by that
entity

[SOURCQE: ISO/IEC 9594-8:2017 | Rec. ITU-T X.509 (2046); 3.5.49]

3.24
public-key certificate
public key of an entity, together with some otherinformation, rendered unforgeable by digital
signature with the private key of the CA which, iSsued it

Note 1 tol|entry: A public-key certificate is often“called an X.509 certificate or a digital certificate. Howgver, such
terms ard ambiguous, as they could also mean attribute certificates, which are also defined by ISO/IEC 9594-
8:2017 | Rec. ITU-T X.509 (2016).

[SOURCE: ISO/IEC 9594-8:2017)) Rec. ITU-T X.509 (2016), 3.5.57]

3.25
public-key cryptography’standards
PKCS
specifications produced by RSA Laboratories in cooperation with secure systems deyelopers
worldwigle for the purpose of accelerating the deployment of public-key cryptography

[SOURCQE: www.rsa.com]

3.26

random number generation

RNG

process used to generate an unpredictable series of numbers

Note 1 to entry: Each individual value is called random if each of the values in the total population of values has
an equal probability of being selected.

[SOURCE: NIST SP 800-57]

3.27

registration authority

those aspects of the responsibilities of a certification authority that are related to identification
and authentication of the subject of a public-key certificate to be issued by that certification
authority
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Note 1 to entry: A registration authority may either be a separate entity or be an integrated part of the certification

authority.

[SOURCE: ISO/IEC 9594-8:2017 | Rec. ITU-T Rec. X.509 (2016), 3.5.60]

3.28

relying party

entity th

at relies on the data in a public-key certificate in making decisions

[SOURCE: ISO/IEC 9594-8:2017 | Rec. ITU-T X.509 (2016), 3.5.61]

3.29
secret |

cryptogt
with ondg

[SOURC

3.30
security
SA
relation
exchang

[SOUR(

3.31

security
ability o
subvert

Note 1 to

[SOUR(

3.32

sessiorn
in the c
period d

[SOUR(

ey
aphic key, used with a secret key cryptographic algorithm that is uniquely,ass
or more entities and should not be made public

E: FIPS 140-2]

y association

e

E: NIST IR 7298 Rev.1]

y strength
f the security technologies to make it infeasible for a would-be attacker to by

entry: This is often measured in bits ef security.

LE: NIST SP 800-130]

key
bntext of symmetric encryption, key that is temporary or is used for a relativs
f time

E: REC:2828]

3.33

simple certificate enrolment protocol

SCEP

ociated

Ehip established between two or more entities to enablé them to protect data they

pass or

ly short

protocol supporting the secure issuance of certificates to network devices in a scalable

manner,

Note 1 to

using existing technologies whenever possible

entry: The protocol supports the following operations:

CA and RA public key distribution

Certificate enrolment

Certificate revocation

Certificate query

CRL query

[SOURCE: IETF Draft SCEP]
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symmetric key
cryptographic key that is used to perform both the cryptographic operation and its inverse, for
example to encrypt and decrypt, or to create a message authentication code and to verify the

code

[SOURCE: NIST SP 800-63]

3.35
trust

firm belief in the reliability and truth of information or in the ability and disposition of an entity
to act appropriately, within a specified context

[SOURQE: ISO/IEC 9594-8:2017 | Rec. ITU-T X.509 (2016), 3.2.1]

3.36

trust anchor
entity tlkat is trusted by a relying party and used for validating public-key certifi

certifica

ion paths

[SOURCE: ISO/IEC 9594-8:2017 | Rec. ITU-T X.509 (2016), 3.5.%1]

3.37

trust anchor information
at leas{ the: distinguished name of the trust anehor, associated public key, a

identifie|
validity

Note 1 to
certificate

[SOUR(

3.38
trust an
TAMP
protoco

[SOURC

3.39
trust an
trust an

I, public key parameters (if applicable), and any constraints on its use incl

beriod

entry: The trust anchor information may betprovided as a self-signed CA-certificate or as a n
(i.e., cross-certificate).

E: ISO/IEC 9594-8:2017 | Rec.JTU-T X.509 (2016), 3.5.72]

chor management protocol

used to manage a)trust anchor store

E: RFC 5934]

chor_store

cates in

gorithm
uding a

rmal CA-

chor’information collection at a relying party for one or more trust anchors

[SOURCE: ISO/IEC 9594-8:2017 | Rec. ITU-T X.509 (2016), 3.5.73]

4 Abbreviations and acronyms

Additional abbreviations and acronyms are listed in IEC TS 62351-2.

ASN.1
AVL
AVMP
CA
CASP
CKMS

Abstract Syntax Notation One

Authorization and Validation List

Authorization and Validation Management Protocol
Certification Authority

Certification Authority Subscription Protocol
Cryptographic Key Management System
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CIA Confidentiality, Integrity, and Availability
CMC Certificate Management over CMS

CMS Cryptographic Message Syntax

CSR Certificate Signing Request

DER Distinguished Encoding Rules

DOI Domain of Interest

DSA Digital Signature Algorithm

EST Enrolment over Secure Transport

GCKS Group Controller/Key Server

GDOI Group Domain of Interpretation

GKDC Group KDC

GM Group Member

GMAC Galois Message Authentication Code
GOOSE Generic Object Oriented Substation Event
HMAC Hash-based Message Authentication Code
HTTP Hypertext Transfer Protocol

ID Identity

IKE Internet Key Exchange

ISAKMH Internet Security Association and Key Management Protocol
KD Key Download

KDC Key Distribution Centre, a.k.a GKDE

KEK Key Encryption Key

OCSP Online Certificate Status Protacol

PDU Protocol Data Unit

PEM Privacy-enhanced Electronic Mail

PKCS Public-Key Cryptography Standard

PKI Public-Key Infrastructure

RA Registration Authority

RNG Randomi:Number Generation

RSA Rivest Shamir Adleman, public-key crypto system
SA Security Association

SCEP Simple Certificate Enrolment Protocol

SV Sample Values

TAMP Trust Anchor Management Protocol

TEK Traffic Encryption Key

5 Cryptographic applications for power system implementations

5.1 Cryptography, cryptographic keys, and security objectives

The term cryptography refers to the use of a family of data transformation algorithms for the
purposes of achieving specific security-oriented goals such as obscuring the contents of a
message from unintended recipients (confidentiality), ensuring no one has tampered with
message contents during transit (integrity), and verifying the claimed identity of the sender
(authenticity). In order to provide confidentiality, integrity, and authenticity, modern
implementations of ciphers use a cryptographic key as the changeable part of the data
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transformation, shifting the sensitivity of the data to the key rather than the data payload. This
part of IEC 62351 is about management of these cryptographic keys to ensure security
objectives are met in the context of power system implementations.

5.2 Types of cryptography

This part of IEC 62351 focuses on the management of keys for two basic types of
cryptography: asymmetric and symmetric. Both of these types of cryptography rely on cipher
suites and numerous well-accepted cryptographic algorithms. This document does not
address the specification of cipher algorithms and configurations for particular
implementations, but does address the unique requirements associated with management of
both types of cryptographic keys for power system implementations.

For symmetric cryptography, the same key is used to encrypt and decrypt data,so this key
must be known and be kept secret by both parties who are exchanging a-symmetrically
encryptéd message. The different symmetric key algorithms are each identified’by ah object
identifier (see 7.6).

Asymmetric cryptography uses a pair of mathematically related keys.f One of the keys is the
private key to be kept secret by the owner and the other one is the-public key that|may be
publicly|known. The public key is typically provided in a publicskey certificate that b|nds the
public key with the identity of the owner of the public-key\ certificate and thergby the
corresppnding private key. Such a public-key certificate is verified and digitally signed by a
certificafion authority.

Asymmetric cryptography is primarily used for digital signature generation, in which the
private key is used in combination with a hash algoerithm to create a digital signatyre. The
corresppnding public key in combination with théssame hash algorithm is used for validating
the digifal signature. Digital signatures provide data integrity (see 5.3.3), authenticat{on (see
5.3.4), and non-repudiation (see 5.3.5). Asymmetric cryptography may also be used|for key
agreement whereby two or more entities can agree on a key in such a way that both influence
the out¢ome, possibly using the Diffie, Hellman technique ([1]). These different pyblic-key
algorithms are identified by an object identifier.

Certain [public-key algorithms based on the RSA technology (see e.g., [25]), may be lsed for
encryption and decryption. Data encrypted using the private key may be decrypted uping the
public kpy and vice versa-

While there are fundamental functional differences between RSA asymmetric cryptpgraphy
and symmetric crtyptography, neither type of cryptography is inherently stronger than the
other. Tlheir different characteristics cause them to be used for different purposes, gnd they
may offen complement each other. However, each has a distinct set of charadteristics
involving eomputational complexity and key length that create performance considerafions for
specific|applications. Asymmetric cryptography used in power system implementations tends
to be more computationally intense than comparably strong symmetric cryptography. These
different performance characteristics thus guide choices for usage, although the specific
algorithm, configuration, and platform choices may also greatly affect overall performance.
For this reason, computational intensive RSA asymmetric key cryptography is often used just
to exchange symmetric secret “session” keys, which can then be used to rapidly encrypt and
decrypt all the messages during a “session”.

The robustness of a cryptographic algorithm is expressed as security strength measured in a
number of bits that reflects the expected effort it takes to break the algorithm.

5.3 Uses of cryptography
5.3.1 Goals of cyber security

Cyber security is focused on countering key threats that includes the following functionality:
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e Ensuring the source of commands and data is authenticated.

o Ensuring access to resources and data is authorized.

e Ensuring the integrity of data.

o Ensuring that system control and changes are authenticated and authorized.

e Preventing the disclosure of confidential data.

e Preventing non-repudiation (loss of accountability).

e Preventing denial of service (availability).

Traditionally, cyber security addresses confidentiality, integrity, and availability (CIA).
However, for power system operations, the continued safe and reliable operation of the power
system [is the highest priority. This places the highest priority on the first three: datg source

authentication, access authorization, and integrity protection, while confidentialify. and non-
repudiafion can be important for certain interactions.

Cryptography can help to address most of these threats, but primarily the first five threats —
prevention of denial of service usually involves engineering designs and strategies. Thierefore,
for power system implementations, five primary goals are considered for the |use of

cryptography:

o Verifying the claimed identity of a message sender (authentication).

e Verifying that the sender has the right to access the requested data (authorization)
e Ensuliring no one has tampered with a message durifg \transit (integrity).

e Obscturing the contents of a message from unintended recipients (confidentiality).
e Assgciating specific actions with the entity that)performed them (non-repudiation).
These dgryptographic measures are discussed in 5.3.2 through 5.3.6. The ordering ¢f these
clauses| does not imply priority for power system applications: in such enviropnments,
confidentiality usually has one of the Tower priorities among these cryptographi¢ goals.
However, some of the cryptographicimechanisms to achieve these goals build uppn each

other, and so the goals are presented in the following order for ease of conpceptual
explanation.

5.3.2 Confidentiality

The cryptographic goal-of data confidentiality in power system implementations is typically
accomplished by enerypting the message using symmetric key cryptography. The message
may be| encrypted ‘individually at the application level, at the underlying communications
channel, or poessibly both. As stated previously, the confidentiality of this mespgage is
dependént, tpon the sender and receiver maintaining the secrecy of the encryption key.
Additiorally,, asymmetric cryptography is often used to negotiate and exchange symmetric
session ke rat-are—vatid—for—= eciffedtengthof-time;—thusreducing—therisk—associated
with keeping a specific session key secret.

SATRS c—Vvard O a SPEC cC v O > Cl Sttt 10 c

5.3.3 Data integrity

Data integrity includes the detection of unauthorized changes to data. Any changes to the
data as it transits the communication networks should be detected by the recipient.
Cryptographic hash functions (e.g. SHA256) are used to detect any integrity violations of the
received data.

The cryptographic goal of message integrity in power system implementations is typically
accomplished by using another form of cryptographic algorithm called HMAC (keyed-hash
message authentication code), a cryptographic hash function used in combination with a
secret symmetrical cryptographic key. The result is a key hashing function, such as HMAC,
that provides not only data integrity, but also validates the source of the data.
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Alternatively, instead of symmetrical cryptographic, the sender may attach a digital signature
to the message, providing additional cryptographic binding information on the data source
(see 5.3.5).

5.34 Authentication

When entities, namely field devices, software applications, automation systems, and the users
who interact with them, need to exchange data, it is critical that the source of this data is
authenticated. To accomplish reliable authentication, data sources are provided with
cryptographic keys that allow them to prove their identity to the recipients of the data. Public-
key certificates and asymmetric cryptographic methods can be used to authenticate these
entities as the sources of data.

5.3.5 Non-repudiation

Non-repudiation refers to the ability to bind an action (e.g., a command.ornsa mgssage)
irrefutably to an issuing entity. It may bind a sender to the action of sending a |specific
message or a receiver to the action of receiving a specific message. This is accomplished
using public-key certificates and asymmetric cryptography. A public-kKey certificdte is a
digitally[ signed statement that claims a public-private key pair is associated with g unique
entity. Receivers of a signed message can prove that a messagé was sent by its ofiginator
since only the originator is presumably in possession of the privdte key needed to crgate the
signature. If non-repudiation of receipt were required, the recgiver would need to sign a copy
of the received message and send it back to those requiring ‘proof. Typically, a time-gtamp is
included in such signed messages since otherwise a signor could refute the message¢ simply
by declaring that their secret key is no longer secret.

5.3.6 Trust

One important part of securing digital communication is the need for trust. Entities (sysgtems or
devices) should only accept data (communicate) with entities that they can authentigate and
trust (sge 5.3.4). Public-key certificates provide the basis to establish such trust by asserting
the association of a public-key certificate with a unique entity. Trust for a particular pyblic-key
certificafe is established by validating a so-called certification path that has its root in a trust
anchor [that is trusted by the entity doing the validation, also called the relying party. A
certificafion path is a chain of\public-key certificates starting with the public-key cartificate
signed by the trust anchor ending with the public-key certificate to be validated. The concepts
of relyinlg party, trust anchor and certification paths are further described in Clause 6,(7.5 and
7.7 of ISO/IEC 9594-82017 | Rec. ITU-T X.509 (2016).

In some| cases, trust'may be established directly between a trust anchor and the relying party.
However, a chain of trust can be established. If a relying party receives a public-key
certificate from. an entity with which it has a trust relationship, this public-key certificate may
be validated-without going through the complete certification path, instead relying| on the
chain ofLirust. In this case the public-key certificate may not need to be issued and signed by
the trust anchor, but may be signed by a certification authority that has established a chain of
trust back to the trust anchor.

For power system implementations, certification authorities might be the relevant
organizational unit within a company, the company itself, a governmental entity, or accepted
third party.

Public-key digital certificates have a finite period of validity, after which they expire. Trust can
also be revoked in the event of compromise. Management of public-key certificates is closely
related to cryptographic key management, and is therefore covered in this standard. See 6.5.
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6 Key management concepts and methods in power system operations

6.1 Key management system security policy

Cryptographic keys need to be protected. Therefore, every organization should develop a
security policy for its key management system that establishes and specifies all of the
requirements for protecting the confidentiality, integrity, availability, and source authentication
of all cryptographic keys and metadata used by the organization. These protection
requirements should cover the entire key life cycle, including when they are operational,
stored, and transported. A key management security policy should also include the selection
of all cryptographic mechanisms and protocols to be used throughout the organization’s
systems.

Key maLagement systems also need security administrative support to ensure the [security
policies|are followed and the procedures are maintained. The specification of this sypport is
out-of-sgope for this document, but can be found in other documents such as,ISO/IEC 11770
([8]) or in NIST SP 800-130 ([13]).

6.2 Key management design principles for power system operations

Cryptographic keys used with selected cryptographic functions’ cah be used to sequre the
messages being sent between different entities, such .asVusers, systems, goftware
applicatjons, communication nodes, and the potentially large numbers of equipmgnt and
devices|that are often located at remote and often untrusted sites.

These gryptographic keys should be managed so that'they can effectively and securrely be
provided to the entities that require secure exchanges of data. This key managemgnt must
take intp account many issues, ranging from the(€apabilities of entities, to the varied fypes of
locationp of these entities, to the timing for providing and revoking keys, and to protegting the
key management processes themselves froniattacks.

For instance, many smaller devices ar€)limited in computational power and memory capacity,
while the communication networksg may also be limited in available bandwidth. Therefore,
some off the key management techiniques used in traditional enterprise information technology
system environments with powerful systems and high bandwidth communications are |jnot well
suited t¢p power system autamation and communication environments.

To address these constraints, this document specifies different key management techniques
that coyld be used for. -different requirements and constraints. Specifically it specifieq how to
manage| keys for<«ach of the cryptographic functions specified in the other IEC 62391 parts.
Sourceq of guidance on key management design principles include:

o Refgrence’[8] ISO/IEC 11770-1:2010 Information technology — Security techniques — Key
manggement — Part 1: Framework, 6.1.2, D-3.4.

e Reference [10] ISO/IEC 11770-3:2008 Information technology — Security techniques — Key
management — Part 3: Mechanisms Using Asymmetric Techniques.

e Reference [15] NIST 800-57, Part 1, 8.1.4 and 8.1.5.
6.3 Use of Transport Layer Security (TLS)

This part of IEC 62351 refers to Transport Layer Security as defined by RFC 5246. The
details on how to use TLS in power systems are specified in IEC 62351-3.

6.4 Cryptographic key usages

Cryptographic keys are used for different purposes and in different phases of the product
lifecycle and are applied as:
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o Digital certificates and corresponding private keys: Used to authenticate entities when in a
public-key infrastructure (PKI) environment.

e Pre-shared keys (e.g., for real-time communication): Used as a shared secret between
entities to build up mutual authentication between them. This may be useful in non-PKI
environments. Additionally, this scheme may be used during PKI enrolment, allowing an
entity to authenticate itself against the certification authority (CA), for example when
performing a certificate signing request (CSR). Engineering tools could automate the
generation of the entity registration password. Password complexity options are given by
the organization security policies and CA supported possibilities.

e Session secret keys (pair wise or group-based): Used for efficient encryption or integrity
checks on communication messages.

e Sesgion parameters (dedicated cryptographic algoriithms): Used to support sessions (keys,
lifetime, etc.).

e Cryptographic access tokens: Mostly used to transfer/provide authorizdtion/access of
resources to entities for a limited time.

o Othgr relevant entities or organizational credentials.
6.5 Trust using a public-key infrastructure (PKI)
6.5.1 Registration authorities (RA)

In PKI-hased systems, entities are required first to prove their identity through a Regjstration
Authority (RA). For humans, RAs may determine anfindividual identity through birth
certificates, passports, or other official documents.<{Fof systems and devices, RAs may
determine an entity’s identity through a manufacturer-issued digital certificates or g unique
one-time-password (OTP).

6.5.2 Certification authority (CA)

After itg identity is established, a system“or device needs to be bound to a certificate by a
certificafion authority (CA). The manufacturer creates and digitally signs a certificate| signing
request|(CSR) for the entity. The CA verifies the CSR and issues a digital certificate bpsed on
the datg included in the CSR. CAs_establish a trusted association between the entity’s public
key and|the public-key certificateymetadata by cryptographically binding the entity’s pyblic key
and the| metadata (i.e. the CA!s digital signature computed on the combination of the public
key and|metadata). This digital certificate thus binds the entity’s identity with its publicl key, so
that thefe is now a trusted public/private key combination that can be used by the éntity to
exchange information with other entities. The trust in the entity’s key thus relies on ong's trust
in the validity of the"CA's key (see 6.5.3).

CAs mgy be-“gperated either by an organization itself, allowing for a closed, organization-
controlled,communication group, or by a third party (service provider, system operator or grid
managefr)\that is publicly accepted and hence has a wider scope of trust. Third-party CAs
require a secure method for ensuring the valid identity of any new entity, which can range
from in-person validation for humans to business-entity validation and to security chains of
digital certificates linking previously validated digital certificates to new digital certificates.

6.5.3 Public-key certificates

A public-key certificate (a.k.a. digital certificate) is a digital document that binds the identity of
entity to the public key private key pair of that entity. As noted in 6.5.2, this binding is verified
by a digital signature by the issuing CA. In addition to the public-key and identity of the owner
of public-key certificate, the public-key certificates holds verified information about validity
period and the identity of the issuer. A public-key certificate may include extensions providing
additional information. An extension is identified by an object identifier allocated by the
organisation defining the extension. A public-key certificate may be issued to a CA and is then
called a CA certificate or to an end entity and is then called an end-entity public-key
certificate.
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In a PKI environment, public-key certificates may be digitally signed by the CA of the
organization to which the entity belongs. In some cases, multiple public-key certificates are
created as an entity goes through a supply chain from manufacturer, to distributer, to
purchaser, to installer, etc. Root certificates of the issuing CA become the trust anchors, if
used. Typically, organizations should install only root certificates from CAs they trust,
including public-key certificates issued by their own CA.

Public-key certificates and attribute certificates are defined by a base set plus extensions to
the base set. Extensions are identified by an international register of object identifiers (OIDs).
See 6.5.4.

OIDs are allocated by various international standards, including ISO/IEC 9594-8:2017 | Rec.
ITU-T X509 (2016), and may be registered for private use. The OID namespace (rodt) value
for IEC p2351 is 1.0.62351 and 1.2.840.10070. IEC TS 62351-8 utilizes the latter appfoach to
define dccess tokens (authorizations). This part of IEC 62351 and every new upeoming part of
IEC 62351 should use the first OID (1.0.62351).

6.5.4 Attribute certificates

Attributg certificates provide an effective way to separate the management of identity from the
management of authorizations associated with an identity. Full separation can be achieved by
managing public-key certificates with a PKI and attribute ‘cettificates with a “privilege
management infrastructure” (which uses the same CA technology as a PKI).

As shown in Figure 1, attribute certificates can be used t6 extend the information in p public
key cerfificate. They allow for instance for temporary:enhancement of the permissions of the
public Key certificate holder by specific role-basédaccess information. This approach has
been leyeraged in IEC TS 62351-8.

Public-Key Certificate Attribute Certificate

1= - — = *"

E = —
Subject Entity associated Holder Entity associated,
Validity Period of validity ez B il gt

Validity Period of validity

Serial Number 12345
Serial Number 67890

Subject Public Key | |
Attributes Set of attributes

e.g., roles

Issuer Name of the trust center 71 (eg. )

o9

s Signature Signature of trustcenter Issuer Name of the trust ¢enter

2 R | Signature Signature of trustgenter

1 S S | | 3
® Attribute certificate provides temporary

IS Certificate has one corresponding private key enhancement of public key certificate, linked

= which has to be protected separately with the public-key certificate’s unique identifier

IEC
Figure 1 — Relationship between public-key certificates and attribute certificates

6.5.5 Public-key certificate and attribute certificate extensions

Both public-key certificates and attribute certificates allow extensions to be optionally
included. Each such extension provides additional information.

An extension type consists of an object identifier (see 7.6) that identifies the type of extension
and specifies the syntax for the associated information. In addition, it includes a Boolean that
specifies whether a particular extension is flagged as critical or as non-critical. If an extension
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is flagged as critical, it cannot be ignored and the public-key or attribute certificate should be
considered invalid if the relying party does not support the type of extension. If the extension
is flagged as non-critical, the relying party may ignore the extension if the extension type is
not supported. For more details, see 7.3 of ISO/IEC 9594-8:2017 | Rec. ITU-T X.509 (2016).

ISO/IEC 9594-8:2017 | Rec. ITU-T X.509 (2016) specifies a number of general useable
extensions. IEC TS 62351-8 specifies the IECUserRoles extension, which has been defined for
power systems to provide means for role-based access control.

6.6 Trust via non-PKI self-signed certificates

Self-signed certificates play an important role in a PKI. Trust hierarchies or trust chains in
PKls arg tooted by ‘Toot certificates  (see . root certificates may be self-signed
certlflcaFes known as trust anchors, created by trusted CAs that allow this gtrugt to be
distributed

Under |certain circumstances, non-PKI self-signed certificates mayhbe more| easily
implemented than the more complex PKI signed certificates in order to'establish trdst. This
may especially be the case in smaller deployments with only a limited.number of entiti¢s. Self-
signed certificates are public/private key pairs internally generated*by an entity, where the
private key is used to sign the entity’s own public key together, with additional infofmation,
such as|the subject name, validity time, etc. So that they can be\used in the same way as PKI
based crtificates, e.g., to authenticate interactions in TLS connections, self-signed pyblic-key
certificates are required to comply with the public-key certificate structure as described in
ISO/IEQ 9594-8.

Self-sighed certificates cannot be generally accepted as trustworthy. Hence, to enable the
acceptance of self-signed certificates by a limited group of entities for authentication, they
should ¢nly be used in conjunction with authorization and validation lists (see 6.7).

The level of complexity of using entity specific self-signed certificates and authorization and
validatign lists can be compared with.the use of pre-shared keys. Self-signed certificates are
issued per entity while pre-shared(keys are issued per paired connection. Thus while the
number|of self-signed certificates will depend upon the number of end points, the number of
pre-shafed keys will depend upaon the number of connections between the end points.

As self-signed certificatesyneed to be public-key certificates, their application could dpen the
migratign path to PKI-based public-key certificate implementations, so that self-signed
certificates may easily.be replaced with PKI-based certificates once those are availabl

W

6.7 Authorization and validation lists

6.7.1 General

Authorization and validation lists (AVLs), also known as White Lists, provide information about
potential communications entities and possible restrictions on the communications with such
entities in a particular environment. They are specified in Clause 11 of ISO/IEC 9594-8:2017 |
Rec. ITU-T X.509 (2016).

An AVL is used by an entity when that entity is acting as a relying party. Such an entity is
called an AVL entity. An AVL is placed in an entity called authorizer that is responsible for the
content of the AVL, i.e., the authorizer is trusted by the AVL entity to provide valid
information. An AVL is signed by the issuing authorizer.

The communication between the authorizer and the AVL entity has to be protected as any
other communication with respect to integrity, authenticity and possible confidentiality. To
simplify validation of the AVLs, it is recommended that an authorizer be closely related to the
AVL entities it serves, e.g. being within the same organization so that a trust relationship may
be established between the authorizer and the AVL entities it serves (see 5.3.6).
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AVLs may be used either in non-constrained environments or in constrained environments as
detailed in 6.7.2 and 6.7.3.

6.7.2 AVLs in non-constrained environments

A non-constrained environment is an environment where AVL entities are capable of
performing traditional validation of received public-certificates.

AVLs are the used to restrict communication within a specified set of other entities, and may
impose restrictions on such entities beyond path length, policy and name restriction as
detailed in ISO/IEC 9594-8:2017 | Rec. ITU-T X.509 (2016). 8.3.4 specifies such additional
restrictions imposed by AVLs.

The entfties with which communication is possible are identified in the AVL either by raference
to their public-key certificates or by the name structure of the organization to which the entity
belong.

6.7.3 AVLs in constrained environments
An entity may be constrained in many ways:

a) It is pattery driven and needs to limit processing to save on the battery.
b) It hds little processing capabilities.

c) Its cpmmunication channel has limited bandwidth.

d) It haE limited storage.

e) It mpy have stringent time constraints having*to respond to incident very quigkly not
allowing time for external communication towalidate received public-key certificates.

In additjon to what is described in 6.7.2, the authorizer is responsible for validating| that all
public-key certificates represented in the\AVL are valid and may be trusted at all times. It is
also the responsibility of the autharizer to be updated on the validity of the public-key
certificates in their AVLs. The authqrizer also makes the judgement as to when an e%pired or
revoked| public-key certificate should or should not be used in cases where its withdrawal
might affect a critical entity. An_AVL entity assumes that a listed public-key certificate| is valid
to use.

This mgde of operation)requires communication between the authorizer and the (As that
issued the public-key\certificates listed in the AVL.

6.7.4 Use of'self-signed public-key certificates in AVLs

Use of pelf-signed public-key certificates is not recognized by ISO/IEC 9594-8:2017 | Rec.
ITU-T Xl509 (’)m R), butis prn\/idnd here as an added r\alr_\nhilii'y

By placing the self-signed public-key certificates in an AVL, the authorizer takes the
responsibility to ensure that these self-signed public-key certificates may be safely used by
digitally signing the AVL. How the authorizer maintains information about the validity of the
self-signed public-key certificates is outside the scope of this part of IEC 62351.

6.8 Trust via pre-shared keys

Under special conditions, pre-shared keys may be manually installed in entities. These pre-
shared keys, which are symmetric keys shared in advance among communicating entities,
may be used to establish trust for peer-to-peer interactions and may also be used to secure
further key management steps. The pre-shared keys, which need to be kept secret, need to
be installed by a trusted entity using trusted installation methods. Guidance on the installation
of pre-shared keys is provided in NIST SP 800-133 ([14]).
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6.9 Session keys

Session keys are used for a relatively short time, ostensibly for a “session” between two
entities, but in reality to ensure that cryptographic keys are replaced in a timely manner. That
update time period is generally related to the cryptographic strength of the keys and the time
it might take an attacker to break the key.

For instance, session keys are often used in conjunction with secret keys with entities that
are compute-constrained and/or communications-constrained. Asymmetric cryptography,
which can be computationally intensive, may be used periodically to update the session keys
in the entities. These session keys can then be used by these entities for a few hours or even
a few days. Usually a short overlap time is aIIowed between the explratlon of a previous
session TSRS ications
can be alntalned contlnuously (W|thout doubllng computat|onal load).

6.10 Pjrotocols used in trust establishment
6.10.1 [ Certification request

The certification request is specified as PKCS#10 in RFC 2986 ([20]) A certification|request
is sent from an entity to the registration authority (RA), which may be co-located with the CA
or be pllysically separated.

A certification request contains the information to ke ‘included in the subjget and
subjectPublicKeyInfo components of the public-key cettificate to be generated. In addition,
some difectory attributes may be included.

RFC 2985 defines two attribute types, one providing a challenge password and anotfher one
providinjg a list of extensions to be included in‘the generated public-key certificate.

6.10.2 | Trust Anchor Management Protocol (TAMP)

The Trust Anchor Management Protocel (TAMP), as defined in RFC 5934, specifies a protocol
for the management of trust anchors stores (TAs) and community identifiers stored in a trust
anchor store. The protocol makes use of the Cryptographic Message Syntax (CMS), which
provides integrity protection ‘and data origin authentication. The protocol can be used to
manage| trust anchor information within trust anchors stores. Trust anchor information|may be
represehted as a CA-certificate, as an unsigned CA certificate or as a TrustaAnchorInflo object
as defined by RFC 5914

6.10.3 | Simple Certificate Enrolment Protocol (SCEP)

The Sinmple (Certificate Enrolment Protocol (SCEP) was developed to simplify the enrojment of
large nymbers of devices and to make the issuing and revocation of digital certifiqates as
scalabl%ﬁﬁWﬁWomcaﬂy
using the PKI certificate forms PKCS#7 and PKCS#10 over HTTP. The key material is
generated only on the client side. SCEP is defined by the IETF in draft-nourse-scep-23.

Based on the dependency on PKCS#7, SCEP targets the enrolment in RSA based
infrastructures. SCEP may be terminated at the RA or at the CA directly.

NOTE 1 Draft-nourse-scep-23 is a historic draft, which itself recommends using either CMP (RFC 4210, see
6.10.4) or CMC (RFC 5272, see 6.10.5) if SCEP support is not required by the infrastructure.

NOTE 2 Meanwhile there exists an attempt to bring SCEP to RFC status. The draft-gutmann-scep-04 targets the

improvement of SCEP by addressing recently discovered issues. Nevertheless, it will continue to be bound to the
RSA environment.

6.10.4 Internet X.509 PKI Certificate Management Protocol (CMP)

The Certificate Management Protocol (CMP) is an Internet protocol used for obtaining public-
key certificates in a PKI. It defines a protocol for the interaction between a client and the PKI
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components. It provides more options compared to SCEP but is also more complex. Besides
CRL retrieval, certification request handling, identification/authorization option for the
requester as well as proof of possession of the associated private key, CMP provides
additional functionality like cross certification and certificate revocation, which is mandatory to
be supported. CMP supports the client and server side generation of key material.

CMP is defined in RFC 4210 ([30]). The transport of CMP itself is defined in a separate
document, RFC 6712 ([46]).

6.10.5 Certificate Management over CMS (CMC)

Like SCEP and in contrast to CMP, certrfrcate management over Cryptographlc Message
Syntax f i ’ f ry] options
comparéd to SCEP and results therefore in greater compIeX|ty BeS|des CRL \retrieval,
certificaftion request handling, identification/authorization option for the requesten as|well as
proof ofl possession of the associated private key, CMC provides additional functionality like
cross gertification and certificate revocation. CMC defines a simple .and a {ull PKI
requestfresponse handshake, but requires both to be implemented. CMGC~supports the client
and serYer side generation of key material.

CMC is|defined in RFC 5272. The transport of CMC itself is defined in a separate document,
RFC 52f3 ([35]).

6.10.6 | Enrolment over Secure Transport (EST)

Enrolmgnt over Secure Transport (EST) is based on '‘CMC and defines some of the CMC
functionality as optional, resulting in reduced comgplexity of the protocol. It may be seen as
profile gf CMC. In EST, only the simple PKI request/response interaction is mandatony, while
the full procedure support is optional. From a<functionality perspective, EST can be peen as
an evolvement of SCEP. EST utilizes LS as a secure channel and leverages the
authentication of the TLS channel for identification and authorization of the requgster by
binding |the CSR to the actual TLS session. Besides the proof of identity, the CMC| portion
provides proof-of-possession of the private key corresponding to the public key in the CSR.

Additionally to the certificate enrolment and management functionalities, EST allowg for the
management of trust anchors. on devices. This allows for the exchange of CA certificates
(trust apchors) and corresponding trust chains. Moreover, it supports certificate attribute
retrievals from a client-side to query additional information or boundary conditions |prior to
generating a CSR. EST-may be terminated at the RA or at the CA directly. Terminating EST at
the RA leaves the.ecammunication between the RA and the CA untouched.

EST is defined-in RFC 7030 ([47]).

6.10.7 LSummary view on the different protocols

In summary:
e SCEP is good for making use of an existing PKI infrastructure and for legacy support of
RSA based public-key certificates.

e EST is gaining popularity over the near term and copes with requirements for supporting
both, RSA and ECC based public-key certificates.

e TAMP provides more flexibility for trust anchor management than the base functionality
provided in some of the enrolment protocols.
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6.11 Group keys
6.11.1 Purpose of group keys

For peer-to-peer or multicast interactions between entities that have stringent performance
requirements, group key management is more efficient than pair-wise key management.
Group key management typically uses a combination of asymmetric and symmetric

cryptography.

Such peer-to-peer and multicast interactions may require the use of group-based Traffic
Encryption Key (TEK) to provide authentication or confidentiality of the data exchanged. To
realize the setup of a group-based key, one system or device typically is designated as the
group cantroller which in turn authenticates other entities via their certificates ar pre-shared
keys. After successful authentication of the entities, the group controller distributes/the actual
group Key to them. Hence, the group controller resembles the functionality “of|f a Key
Distribution Centre (KDC) (see Figure 2).

Group
IED A

KDC

SUBSCRIBE
{IED-ID, Stream-ID, Cert,} Sig,

v

Key Distribution Center (KDC)
with co-located KDC

PUBLISH * having a pre-configured
) {Stream-ID, Key-ID, Key, Lifetime} Cert, datastreamrelated IED
access list
SUBSCRIBE s originates differenydata
» streams

{IED-IB, Stream-ID, Certy} Sigy =generates data strgam

related (group) key:

PUBLISH
{Stream-ID, Key-ID, Key, Lifetime}Certg

3

IEC

Figure 2 — Group key management distribution

Figure 2.8hews the subscription of an Intelligent Electronic Device (IED) for a data|stream.
The data—stream—ts—assocrated—witha—communication group- Note—that—the group controller
may be a separate entity or may be deployed within any IED.

Note that there exist different protocols for distributing group keys. Group Domain of
Interpretation (GDOI) has been selected as the most appropriate protocol for the power
system automation.

6.11.2 Group Domain of Interpretation (GDOI)
6.11.2.1 General

The Group Domain Of Interpretation (GDOI) method defined in RFC 6407 supports the
distribution of symmetric group keys (i.e. TEK) to all pre-configured or otherwise enrolled
entities, typically devices. This method requires a Key Distribution Centre (KDC) that is
responsible for distributing symmetric session key sets to enrolled entities following the GDOI
process ([44]). This process uses point-to-point communications between the KDC and each
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group member (GM) to distribute the symmetric keys. The group key itself is then applied to
protect subsequent multicast communications within the group.

Note that a KDC failure will disrupt group communication, so KDC redundancy is imperative.
However, the method for achieving KDC redundancy is outside the scope of this document at
this point.

6.11.2.2 GDOI Phase 1: Internet Key Exchange (IKE) Phase 1

The GDOI Phase 1 security association provides mutual authentication and authorization. It is
used by the protocol participants to execute a Phase 2 exchange. The GDOI RFC
incorporates (i.e., uses but does not redefine) the Phase 1 security association definition from

the Intenet DOT[RFC2407], [RFC2409T.

NOTE Ajthough RFCs 2407, 2408, and 2409 were obsoleted by [RFC4306] (and subsequently{REC5996]), they
are used by GDOI because the protocol definitions remain relevant for ISAKMP protocols other-than’IKEv2.

6.11.2.3 GDOI Phase 2: GDOI symmetric key distribution

As defirled in the GDOI process, GDOI performs IKEv1 Phase 1 to provide a secure mgthod of
mutual authentication between the KDC and each of the group members (see Figure|3). The
symmetfic key transfer from the KDC to the entities is initiated aftermutual authenticafion.

Figune 3 — GDOI IKE Phase 1 — Authentication and securing communication channel

In the GDOI process ([44]), two methods are defined on how to transfer the keys from the
KDC intp the entities\Ihe first method is the Pull Method (keys are pulled by the entit|es from
the KDC) and thesecond is the Push Method (the keys are pushed from the KDC |into the
entities) model.

Either & GROUPKEY PULL exchange or GROUPKEY PUSH exchange may be lsed to
distribute g he only
method that works in conjunctlon W|th the Phase 1 authentlcatlon and authorlzatlon There are
advantages associated with each of the two methods. GROUPKEY-PULL offers control over
traffic delivery while GROUPKEY-PUSH allows for a timely revocation or eviction of an entity
and better efficiency.

GDOI has been extended to support IEC 62351 Security Services that are described in
6.11.2.6.

6.11.2.4 GROUPKEY-PULL registration protocol exchange

The GDOI Pull Method is illustrated in Figure 4.
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There afe two phases of communication in the GROUPKEY-PULL method:

The renpwal of the session key is normally triggered before the ‘Remaining Lifetime \
the curfent key has expired. “Remaining Lifetime Value” (a.k.a lifetime) is one|
paramefers returned in the SA TEK,payload and it signifies the number of seconds re
before the SA it is associated with expires.

This prdcess is shown in-Rigure 5 as the following sequence:

1

Phage 1: Connection establishment and authentication of.the“two participating ern
group member and KDC.

Phase 2: Determining the policies in use for the requesting group and downloa
: This is accomplished through a Group Member’ (GM) making a GDOI Idenfification
Payload Request to the KDC. The KDC responds to this request with the polici
encryption and signature algorithms) that are supported. The policies are returng
GDOQI SA, which returns a SA TEK payload-4f the GM does not support the polig

keyq
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Figure 4 — GDOI Pull Phase 2

tities, a

ling the

es (e.g.
d using
ies, the

communications should abort. If the GM can support the policies, it isslues an

ackrjowledgement and the KDC replies with the Key Download (KD) payload.

The|KDC creates, a session key for a group of devices along with its ‘Key |
(KeyID)'1, a (Remaining Lifetime Value and SA Time Activation Delay (S
parameter. If maintains that session key for the group throughout that session:

KeylD’~ is the unique identifier for the session key sent by the KDC in th
GROUPKEY-PULL or GROUPKEY-PUSH message payload.

alue’ of
of the
maining

Hentifier
A _ATD)

e GDOI

Remaining Lifetime Value: is the number of seconds remaining before the
associated with expires.

‘SA Time Activation Delay (SA_ATD)": This parameter specifies when the
expected to be used because the KDC will sometimes distribute an SA
advance.

At is

key is
TEK in

Upon initialization, a GM sends a request to the KDC for the appropriate group session
key.

The KDC sends two SAs and associated keys, one (KO0) that is current with SA_ATD zero,
so it can be used right away, and a second one (K1) with an SA_ATD non-zero, to be used
later on. KDC synchronizes the two SAs, so that the time delay SA_ATD for the second
key is less than the lifetime of the first key.

GDOI refers to this as an SPI.
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When the GM obtains the two session keys KO and K1, it starts using KO right away and
starts (two) timers, one for KO remaining lifetime and an SA_ATD timer for when K1 will be
activated.

GM switches to the new key K1 when the SA_ATD time expires.

When KO Remaining Lifetime Value expires, the GM sends a key renewal request to the
KDC to obtain the next session key K2. Note that the KDC should always keep at least two
SAs, a current active one, and a next with its ATD set as non-zero. If the trigger for
creating a new SA is based on the expiration of the current one, then the KDC should
have no more than two SAs at any time. However, if the trigger to create a new SA is
based on the ATD expiration of the next SA, there will be situations where the KDC must
hold three SAs for a group: a current, a next and a new one. The KDC may send all these
SAs during the pull _so a GM is prepared to receive them However if the GM sends the
pull request at the expiration of the current key, and not at the expiration of ATO for the
next|key, it always receives only two SAs and keys.
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6.11.2.5 GROUPKEY-PUSH rekey protocol exchange

The KDC policy may include the use of the “push” method for rekeying, in which case a
datagram initiated ("pushed") by the KDC is delivered to all group members using a IP
multicast address or is sent to a specific GM using IP unicast. The GROUPKEY-PUSH
method is useful for evicting group members that may have been compromised and may have
had their certificates revoked. Using this method the KDC can rekey all authorized group
members while excluding the group member that is being evicted.

6.11.2.6 GDOI protocol support for IEC 62351 security services

The Internet Draft for “GDOIl Protocol Support for IEC 62351 Security Services” was
developed ta address the use of GDOI for the IFC 61850 power ufility automation family of

standargs. It describes the methods to be used to distribute security transforms that gre used
for the grotection of messages for some IEC 61850 security protocols.

The protection of the messages is defined within IEC TS 62351-6 [IEC-62351:6], IEQ 61850-
8-1 [IEC-61850-8-1], and IEC 61850-9-2 [IEC-61850-9-2]. Protected IEC'61850 meéssages
typically include the output of a Message Authentication Code (MAC)-and may be encrypted
using a symmetric cipher such as the Advanced Encryption Standard({AES).

6.12 Kley management lifecycle
6.12.1 | Key management in the life cycle of an entity

Key manhagement is part of the life cycle of entities (devices and systems), generally fpllowing
the flow|in Figure 6. Engineering and commissioning-should be done securely.

Product design must includesthe definition of necessary security features in the
F'roduct base architecture (e.g. secure storage, TRNG, etc.)

[Design

Manufacturing includes the generation of manufacturer specific security
parameters (e.gxmanufacturer certificate) supporting product individualization

Manufacturing and code signing.

Engineering includes the creation of generic and/or end-owner specific security
parameters, including ensuring supply chain security.

Commissioning includes deployment into the operational environment with key
generation, certification, key distribution, key storage, and certificate enroliment
chained to the manufacturing and engineering credentials. Also valid when
replacing devices (see Decommissioning).

_ Operations Include security parameter maintenance: generation of session Keys,
Operation key update, revocation and/or key archival, certificate renewal.

e Decommissioning includes the secure deletion of security parameters and key
Decommissioning destruction, with possible key archiving, e.g. device end-of-life.

IEC
Figure 6 — Key management in product life cycle

As illustrated in Figure 7, manufacturers need to start the key management life cycle for an
entity by providing a security manifest of identity information, such as a manufacturer unique
identifier, or one-time-password, or certificate from a CA, or manufacturer’s entity certificate
for each of their devices and systems. At each change in ownership or even status (e.g.
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warehoused vs. deployed), new certificates should be registered, providing a trusted supply
chain of product identity. When these entities are eventually deployed, their operational
certificates are used to enrol the entity in operations so that they can be authenticated and
commence their information exchanges. Shortly before these operational certificates are due
to expire, they should be renewed.
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Figure 7 — Simplified tifi lif |

6.12.2 Cryptographic key lifecycle

Cryptographic keys have a life cycle within the overall certificate lifecycle. They are created,
distributed, installed, applied, updated, and destroyed to meet the key management security
policy requirements. As an example, the typical life cycle of keys found in PKI based systems
is depicted in Figure 8. The general key life cycle management is discussed in more detail in
ISO/IEC 11770 (cf. [8]) and NIST SP 800-130 [13]. The life cycle of certificate management,
which is part of key management, is depicted here on an abstract level. More details are
found in the sub clauses of 6.13 addressing certificate management.
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Figure 8 — Cryptographic key life cycle

The following list briefly describes each of the possible (stages in the life cycle of a
cryptogiaphic key. All stages are required for asymmetric keys, while regigtration,

certificafion, deregistration and revocation are not requiredfor symmetric keys:

Genegration: Cryptographic keys can be created by the entity itself if it has the apgropriate
capabilities. Alternatively, keys may be created externally and installed on th¢ target
entity. Often this latter approach is used if the entity cannot support one of thg critical
components in generating keys, namely the.random number generator (RNG) which must
ensyre randomness to a high degree (seé Annex B). Keys might also need to be|created
externally if they must be archived,(for those keys needing to be archived, |e.g. for
encryption keys used for stored data): When certificates are about to expire, entities need
to apply for certificate renewal.

Registration: If certificates and the PKI process are used, registration thnough a
Registration Authority (RA)lestablishes the “identity” of an entity. The RA then pr¢vides a
certificate request to the ,Certification Authority (CA).

Certffication: After registration of an entity by an RA, the CA provides a digitally signed
certificate to the entity that thus connects its public key with the private key held by the
entity. Depending\'on the key generation, this can be part of the key generation in a trust
centre or may‘be'done using information sent in a certificate signing request (CSR).

Distribution:sKey distribution comprises the process to transport keys as well[as key
manpgement information to authorized entities in a secure manner. Private (secrgt) keys,
althoughlr ideally generated in end devices and thus not requiring distribution, Must be
distributed uUsSing secure means. Public Keys, within public-Key certificates, can be
distributed using non-secure means since end devices can verify their authenticity directly
by verifying the certificate signature.

Installation: A key may be installed in an entity during the manufacturing and/or
engineering processes (pre-shared key), or may be installed later via on-line procedures.
The latter process requires communication with a security server, out of band using a
separate communication channel, or in-band as part of a service communication.

Storage: The private/secret keys should be securely stored in the entity. Secured key
storage should be compliant with FIPS 140-2 or ISO/IEC 19790.

Derivation: Cryptographic keys used as session keys or other short-term keys can be
derived from the private or secret keys that are stored in the entity.

Update: Cryptographic keys need to be regularly updated. Cryptographic keys have a
dedicated lifetime, e.g., user certificates typically have a lifetime of 2 years, while server
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6.13.1 | Certificate management process
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certificates are typically limited to 1 year, pre-shared keys to a few weeks or months, and
session keys to a few hours and/or a few thousand packets.

Revocation: Key revocation may occur when a key is no longer authorized to be used.
This may be the case if the person leaves the organization, if a device is removed from
service or changes its role, or if a private key is compromised or suspected of being
compromised.

Archiving: Secret keys needed to decrypt long-term stored data should be archived in
secure confidential storage to enable data recovery (to allow access to store encrypted
data later). In addition, to support later signature verification, public-key certificates should
also be archived, although secure confidential storage is not needed.

De-Registration: This procedure is typically provided by the registration authority to
rem@ve the association of an entity with a dedicated Key. it {5 typicaity used in|the key
destfruction phase.

Desfruction: When a cryptographic key is destroyed, it cannot be recovered)or usgd. This
occyrs at the end of the cryptographic key life cycle.

The certificate management process may be repeated upon certificate creation, each|change

of ownership or use of the entity, and when the certificate is about to expire.

6.13.2 | Initial certificate creation

Just as|a birth certificate is the ultimate proof of the identity of a person and the physical
presence of that person at a registration office is-required for personal identification,j device
I

or system needs to have ultimate proof of¥its identity, usually when it is stil
manufagturer’s floor and when received by _the new owner. This is achieved by regi

on the
tering it

with a RA. Registration could be manual €61 individual entities or could be handled in|bulk for
large nymbers of entities. The registration process then acts as the source of the supply chain

trust or provenance of the entity.

6.13.3 | Enrolment of an entity

Enrolmgnt is the process by'which the entity receives a signed certificate from the CA. Some

different enrolment scenarios include the following entity conditions:

Onettime unique-password without certificate.
Withl CA-issued certificate.

With known. (white listed) self-signed certificate.

With expired or revoked certificate.

With an expired or revoked CA certificate.

There exist different protocols for enrolment that provide different set of functionalities. Four
of them have been briefly described in 6.10.3 through 6.10.6. Because of its simplicity SCEP
is broadly use and it is the de-facto-standard in the industry today. Nevertheless, EST can be
seen as the successor to SCEP, and provides similar functionality as CMC while keeping the
complexity lower through more optional call flows.

An example of enrolling an entity using SCEP is shown in Figure 9.

Notes concerning Figure 9 and Figure 10:

Prior to enrolment, devices must be configured. Besides their standard configuration, such
as their own IP address(es), they must also be given their PKI enrolment data, RA/CA IP
address, trust anchor certificates (CA/Root certificate), etc.
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e The entity checks the authenticity of the RA/CA based on the root certificate of RA/ CA.
This root certificate is feed to the device during the device configuration phase (see 8.1.6).
The RA/CA signs the certificates issued the CA private key. Entities check the authenticity
of the received certificate by verifying the signature in the certificates using the CA public

key (installed in the entities prior to enrolment).

e For SCEP, the activation code is an OTP (One-Time-Password). For EST, the activation
code is a username and a password. The username may be the entity’s ID that will appear
later on its certificate. The password may be any random value (which in essence is

similar to an OTP).

Enrollment Phase J

System Owner
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Entity Authority

Certificate.
Autharity

Create
PKCSReq

|

I

|
HTTP GET (PKIOperation) 1

» Validate
(PKCSReq) | Signature

| Unwrap
PKCS#10

Verify Dévice
[ Manifést
Extcact
| @hallenge Password
Verify
| Password

| Re-wrap
PKCS#10

| Create
PKCSReq for CA

T HTTP GET
(PKIOperation, PKCSReq)

Issue
Certifi

HTTP (CertRep)

I
I
|
I
|
I
|
I
|
I
|
I
|
I
|
I
| Re-Wrap
W HTTP (CertRep) CertRep message

x-pki-message Content-type

x-pki-message Content-type

Crea
CertH

cate

Rep

Figure 9 — Example of the SCEP entity enrolment and CSR process

An example of enrolling an entity using EST is shown in Figure 10.

IEC
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Maybe co-located or communicated over a seperate connection
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Figure 10 — Example of the EST entity enrolment and CSR process

6.13.4 Certificate signing request (CSR) process
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The enrolment process involves certificate signing by a CA. This certificate signing requires
the entity to issue a certificate signing request (CSR) to the RA/CA. One typical CSR process
consists of the following steps, as illustrated in Figure 11.

1) The entity generates a pair of public and private keys.
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2)

3)

4)
5)

6)

The entity generates a CertificationRequestinfo, typically using the PKCS#10 specification
format ([20]). This request contains a “subject distinguished name”, the public key from
the public/private pair it just generated (see ISO/IEC 9594-8:2017 | Rec. ITU-T X.509
(2016)), and optionally a set of attributes. The CertificationRequestinfo is signed with the
entity’s private key. The CertificationRequestinfo, a signature algorithm identifier, and the
entity’s signature go into a CertificationRequest structure. See [20].

The entity sends the CertificationRequest message to the RA/CA for authorization and
certification.

The RA verifies the request by verifying the signature on the incoming request.

If the request is valid, the RA authenticates the requesting entity and if valid and
authorized invokes the CA, which creates a public-key certificate from the distinguished
name—att G-i’ Y, "”-’ atme;—and 1T€—C€ ’;i‘ ad ‘iv’ "i” )fserial
numlber, validity period, optionally extensions and digital signature algorithm providing the
infofmation for the signature of the listed data. The CA then sends the certificatg via the

The|entity performs the signature verification on the received certificate from thp CA to
ensyre that the received certificate is actually issued and signed by\the trusted CA. The
trusfed CA certificates are distributed and installed in _the- entity durJng the

issioning/configuration phase. The entity verifies the sighature on the received
icate from CA with the help of these trusted CA certificates. If the CA signature is
valid, the entity stores the certificate in the implementation<preferable format (e.p., .der,
.pem, .cer, .crt, etc). The PEM format is the most commonly used; it may be easily
maplped to other formats.

The CSR process requires some human involvement with an administration role to activate,
enable pr approve the CSR process. The human involvement may be necessary at the same
time ag the CSR application or may take place in advance, depending on the entity
authentication procedure. If an entity is authenticated with a vendor specific credential or with

a one-time password, this information can be‘provided to the RA in advance.

) . Registration authority, maybe co-
Field Device located with Certificate Authority

W= 1

Genkrate
Key Pair ép p

Gengrate ) » Verify CSR @
CEBER @ Send CSR including public key

\ 4

Gengrate
Send Certificate Certifcate

A

Verify and store {{"-) A

Certificate @ - Send Certificate

Figure 11 — CSR processing

6.13.5 Certificate revocation lists (CRLs)

A CRL is a list of the serial numbers of certificates that have been revoked; along with a
timestamp indicating when they were revoked, as well as a digital signature from the issuing
CA. Revoked certificates should be considered as no longer valid and should not be relied on
by any entity.
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CRLs should be updated whenever a certificate is revoked. They should be made available to
all affected entities in a timely manner. Adequate precision of time synchronization across
entities and the system creating CRLs would ensure that the time information in the CRLs is
accurate and that the entities have accurate information on revoked certificates. An example
of a CRL is shown in Figure 12.

CRL
issuer: Name
thisUpdate: Time
nextUpdate: Time
revokedCertificates

user Certificate: CertificateSerialNumber
revocationDate: Time
reasonCode: Code

user Certificate: CertificateSerialNumber
revocationDate: Time
reasonCode: Code

user Certificate: CerEificateSeriaINumber
revocationDate: Time
reasonCode: Code

Signature

IEC

Figure 12 — Certificate revocation list

Since CRLs accumulate revoked certificates over time, they may grow and become veyy large.
Large QRLs could be a problem for embeddedssystems, since embedded systems might not
have ernough free memory capacity to store,them. CRLs may therefore be partitionpd as a
means o minimize the list for any particulat*entity. Alternate methods may be more ¢fficient,
as descfibed in 6.13.6.

Certificgtes should be revoked based-on the following reasons and using the reason codes as
defined|in 9.5.3.1 of ISO/IEC 9594-8:201x | Rec. ITU-T X.5094 (2016).
e The|private key is suspected to be compromised.

e The|CA private key,associated with a CA certificate is suspected to be compromisgd.
e The [entity’s affiliation has changed.

e The|public-key<certificate has been superseded.

e Thene has™been a cessation of operation of the entity.

e Thenelis,a hold on the certificate.

e The privilege has been withdrawn.

e The private key for an attribute authority is suspected to be compromised.
6.13.6 Online certificate status protocol (OCSP)

The online certificate status protocol (OCSP) as defined by RFC 6960, is an alternative to
CRL retrieval when checking the revocation status of a public-key certificate.

If a relying party is concerned whether a particular public-key certificate is still valid, it may
send an OCSP revocation status request to the OCSP server (or the CA) responsible for the
certificate of the entity. This OCSP request contains the protocol version, service request, the
entity’s certificate identifier and extensions. In order to avoid replay attacks, a “nonce” (one-
time value) is mandatory to distinguish this status request from any previous status requests.
The OCSP responder then validates the certificate and returns 'good’, 'revoked' or 'unknown’,
using its own digital signature to authenticate the response.
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SP sequence is shown in Figure 13.

Q 2. Check status C-Id4--§:;
—1. Certificate -4—3. Status response (signed) :

S

Verifier OCSP Responder
{typically part of a CA)

IEC

Figure 13 — Overview of the online certificate status protocol (OCSP)
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Figure 14 — Diagram\using a combination of CRL and OCSP processes

A clear |advantage of this~approach is that it allows the usage of the OCSP process|in local
networkp that lack permanent connectivity to the central CRL data. Moreover, this reduces the
data traffic with the .backend, which may be necessary for low bandwidth connections.

Entities|should\\have access to a trusted real-time clock in order to check and assure the
accuracy of"the OCSP timestamp. If within a configurable timeout (e.g. 15 secopds) no
arrives, entities should trigger an OCSP failure alarm and assume that the

To enable this approach, it is necessary for the proxy OCSP entity (e.g. station controller) to
possess a certificate and corresponding private key to act as an OCSP responder. The OCSP
responder would thus be configured as trusted responder node with a CA signed certificate.

OCSP requests may also be chained between peer OCSP responders in order to find and
query the appropriate CA for the entity certificate being checked, with responders validating
each other's responses against the root CA using their own OCSP requests.

OCSP requests may be performed proactively or reactively as depicted in Figure 15. In the
first case, the certificate entity requests its status from the OCSP responder in advance and
sends the OCSP response together with its certificate to a "master” node that is validating the
entity. This is called “OCSP stapling” and places the burden of OCSP communication on the
entity. In the second case, the “master” node performs the OCSP request to check the
revocation state of the certificate presented by the entity. The second option is more
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commonly used, but the first option is supported for protocols like TLS using an extension
defined in RFC 6066, allowing the TLS server to transmit an OCSP response as part of the
ServerHello message.

Proactive OCSP (by the requester) Reactive OCSP (by the responder)

Check Status C-1D > Check Status C-ID
] - TR

_Status . Status
Response . Response

OCSP Responder OCSP Responder
\J - ~ \J
Connection Request @ Connection Request @ R
Incl. Certificate and OCSP Response . N
- o - Connection Respongé °
@ Connection Response @ =
Requester Verifier Requester Verifier

IEC
Figure 15 — Call Flows for the Online Certificate Status Protocol (OCSP)

If certificate revocation or certificate validity check fails, it\is expected in most cases |that the
entity wjll continue operation after sending an OCSP alarm to warn operators about possible
unauthgnticated communication. This prevents denial of-service attacks caused by|making
OCSP responders unavailable.

6.13.7 | Server-based certificate validation protocol (SCVP)

The valldity check of a certificate may become complex, especially if the certification path is
rather long. For this case, the Server-Based Certificate Validation Protocol (SCVP) allows an
entity t¢ delegate the certification path construction and certification path validatipn to a
“master] node. This protocol is defined in RFC 5055 ([34]). SCVP may be used in conjunction
with CRL as well as with OCSP(as shown in Figure 16).

A\

2. Validation Request for C-ld—{, 3. OCSP Request for C-ld——» <
1. Celtificate 5 _ 5
— withlc-1d 5. Validation Response (signed) & L« 4 OCSP Response (signed) g
\@ =
Verifier OCSP Responder

SCVP Responder (as part|of a CA)

IEC

Figure 16 ~Overview Server-Based Certificate Validation Protocol using OCSP Blackend

Additionally, in general, it is recommended to keep CA hierarchies as flat and compact as
possible to reduce the performance penalties incurred when validating certificate chains.

6.13.8 Short-lived certificates

Short-lived certificates (public-key certificates or attribute certificates) may not need to be
revoked, as the possibility for compromise is quite low. Short-lived public-key certificates are
probably not relevant, as they may imply additional overhead for issuing and distributing new
public-key certificates.

Another approach for short-lived certificates are attribute certificates, which are actually a
temporal extension of a public-key certificate as described in 6.5.3. Short-lived attribute
certificates may be useful in some applications when, for example, there is a requirement to
extend an entity's capabilities in an emergency. Such an attribute certificate should include
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the no revocation information extension defined in ISO/IEC 9594-8:2017 | Rec. ITU-T X.509

(2016).

6.13.9 Certificate renewal

When certificates are ready to expire, entities need to apply for certificate renewal using a
similar but simpler process than enrolment. Simpler in that the certificate update can already
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utilize the available certificate information on the respective clients.

An example of SCEP certificate renewal is shown in Figure 17.
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HTTP (CertRep) CertRep message
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Certifi
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P

Figure 17 — SCEP certificate renewal

An example of certificate renewal or rekeying using EST is shown in Figure 18.
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Figure 18 — EST certificate renewal/rekeying

6.14 Iternative process for asymmetric keys generated outside the entity

Asymmetric key pairs may be generated externally if the entity lacks good random |number
generatlon capabilities or the necessary computational power. In that case, the geperation
process| may_be delegated to a PKI compliant component, such as a PKI tool. Distriqution of
the keys ‘would need to be done out-of-band using a trusted procedure. The private key may
be protected with a transport Key as in PEM, PRTCS#S8 or usually PRKCS#TZ that may include
other objects, such as CA or root certificates. Figure 19 shows one possible option to realize
central key and certificate generation. The distribution of the key material may be done by
using a PKI tool locally.
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Figure 19 — Central certificate generation

al may be used to identify the field entity and to secure'the key distribution oq
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hdministration, which may be done locally (manually) or remotely.

Group DomainJof Interpretation (GDOI) method to secure the distribution
metric keysbetween a Key Distribution Centre (KDC) and groups of entities.
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PKI method using asymmetric keys to secure the distribution of the symmetric keys
between a central site~and a single entity (see Clause 8).

of the

g engineering and configuration tools to set entities keys to be used among them.

7 General kKey management requirements

71 Asymmetric and symmetric key management requirements

Key management shall apply to asymmetric key procedures, to symmetric key procedures,
and to a combination of both asymmetric and symmetric key procedures. If asymmetric key
procedures are used, then Clause 8 shall apply. If symmetric key procedures are used, then
Clause 9 shall apply.

7.2 Required cryptographic materials

Standards that reference this document shall specify the required cryptographic materials that
shall be present to establish secure communications, as per the Protocol Implementation
Conformance Statement PICS form in Annex A.
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7.3 Public-Key certificates requirements

The version component shall specify version 3.

Annex D provides a certificate profile stating guidelines on recommended and optional fields
to be supported in the utilized certificates.

7.4 Cryptographic key protection

Private keys and long-term symmetric keys (including pre-shared keys) that prove the identity
(and Proof of Origin) of each entity shall be protected against unauthorized modification,
retrieval and cloning.

During Ilransport, the private key shall be protected against eavesdropping and tampering by
being ehcrypted by a transport key such as is defined in PEM, PKCS#8 and~-RKCSi#12. All
entities shall support PKCS#12.

Any attempt to compromise a key shall be detectable if technically possible. Such gn event
shall be|logged and it shall trigger an alarm.

NOTE Spme guidance can be found in NIST 800-57, Part 1:2012, 6.2.2 and inlFIPS 140-2.
7.5 Use of existing security key management infrastructure

The usdg of an existing security key management infrastsucture (PKI) shall be allowed,|so long
as the igsuing CAs provide complete chain of trust (intermediate CAs) certificates all the way
to the rqot.

7.6 Use of object identifiers

The principle for allocation of object identifiers (OIDs) is specified in ISO/IEC 9834-1:2012 |
Rec. ITY-T X.660 (2011). The OID allocation for this part of IEC 62351 is defined as:

id-IEC6R351-9 OBJECT IDENTIFIER::= {1 0 62351 9 }

The follpwing branch is allocated for defining OIDs for AVL extensions:
avl62351Extion OBJECT IDENTIFIER::= { id-IEC62351-9 1}

The follpwing branch is allocated for defining OIDs for AVL entry extensions:

avl62381EntryExt OBJECT IDENTIFIER::= { id-IEC62351-9 2 }

The following branch is allocated for defining OIDs for protocol identifiers:

id-62351prot OBJECT IDENTIFIER::= { id-IEC62351-9 3 }

8 Asymmetric key management

8.1  Certificate generation and installation
8.1.1 Private and public key generation and installation

Entities performing asymmetric cryptographic functions shall possess at least one pair of
asymmetric keys. Either all such entities shall generate their own asymmetric cryptographic
key pairs or shall store asymmetric cryptographic key pairs that have been externally
generated by a trusted source and have been securely distributed and installed in a protected
location.
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Entities either shall generate or be provided with new key pairs, via PKCS #12, under the
following conditions:

No key pair is present at start-up time (if not present or the associated public-key
certificate has expired).

Change in controllership of the entity (change in ownership, control authority, and/or
reconfiguration of the entity).

By command from an authorized entity (e.g. request for certificate renewal).

Entity's private key has been compromised.

8.1.2 Private and public key renewal

New kel pairs shall be generated by the entity or shall be provided to the entity within a
configurfable timeframe before the end of the current certificate validity (period. This
generatfon/provision of new key pairs shall lead to a certificate signing request|(CSR) in PKI

environments.

8.1.3 Random Number Generation

The geheration of any random value related to key management shall follow |SO/IEC
19790:2012 [11]. Key pair generators shall be responsible for providing statistically agequate
random|number generators (RNG) and utilizing them appropriately. Note: Guidance| can be

found i NIST SP 800-90A [16].

Keys shall be generated externally for entities, which. are not capable of generatipg keys
internally. CAs or other authorized systems may provide this external key generation| facility.

The keyss shall then be installed securely in those-entities. See Annex B.

8.14 Certificate policy

It is strgngly recommended to create a certificate policy (see RFC 3647 ([26]) for guidgnce).

NOTE Thpat Annex D already describes.accertificate profile, which is part of the certificate policy.

8.1.5 Entity registration for-identity establishment

All entifies to be commissioned in an organization shall be registered in at lepst one
registrafion authority (RA); which may be co-located with the certification authority (CA) that is
approved by the organization. This RA shall be able to verify the entities identity on a
certificaLe signing(request (CSR). Registration may be done manually (e.g. for a small[number

of entiti
Registrationmay take place out-of-band, off-site or on-site.

Reg|str"f|nn data shall include at least one of the fnlln\nllng elements:

s), or (automatically by running scripts that are generated from engineering data.

The entity’s Common Name (CN) which identifies the entity and the unique name that will
appear in the entity’s certificate.

A one-time unique activation code (or OTP), which allows the entity to authenticate itself
with the RA, for example, when performing a signature request (CSR). The registration
data shall be installed and configured individually into each entity to ensure that the RA
can authenticate the entity when it performs a CSR. Note: how the OTPs are created and
distributed to the enrolling entities is out of the scope of this standard.

A certificate serial number and issuer of a manufacturer-build in public-key certificate,
which allows the entity to already authenticate using this public-key certificate.

A fingerprint of the public-key certificate used to authenticate the enrolling entity.
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8.1.6 Entity configuration

In addition to the basic certificate parameters as defined in ISO/IEC 9594-8:2017 | Rec. ITU-T
X.509 (2016), entity configuration data shall include the following:

o CA certificate(s) of the organization(s) which the entity shall trust and communicate with
(see 6.5).

e CA IP address of the organization or a domain name (such as IEC62351.LocalCA) that
shall be allowed to perform PKI operations, such as CSR processing.

e CA CSR timeout parameters (such as polling frequency, number of retries, etc.).

e Part of the entity’s certificate is the DN (Distinguished Name) and the device’s Common
Na —whieh—identifies—the—entityuniquety—This—entity-rame—appes i—ther entity’s
certificate. It shall be a UTF-8 string with a maximum of 64 bytes.

A

e Entily’s dnsName. An entity may list more than one dnsName. IP addresses may be|used in
envifonments without DNS services.

Either gn activation code (a onetime unique password) or a manufacturér built-in certificate
shall b¢ supported, which allows the entity to authenticate itself) with the CA] Which
authentication method is used during enrolment will depend on thelsystem (deployed PKI)
capabilities.

8.1.7 Entity enrolment

Once entities have been configured with the required registration data, and are in pogsession
of their[ own asymmetric key pair, they shall perform a CSR procedure before b¢coming
operatidnal, based on the organization’s certificatessecurity policies. An online conngction to
the orggnization’s RA/CA is required for certificate, enrolment, unless out of band enrolment is
performgd.

Only registered entities shall be allowed to-be enrolled at the RA/CA (see 6.13.3).

Entities|shall generate the CSR using the PKCS#10 ([20]) format and shall send the|CSR to
the RA|[specified during configuration. The RA shall check the validity of the request by
verifying the following:

e Prodf of possession of.the corresponding private key by verifying the CSR signaturg.

e Progf of identity (by utilizing either the activation code (OTP) or an already gvailable
certificate and corfresponding private key in conjunction with the registration datg on the
RA).

If the requestiis valid, the RA shall send a request to the respective CA. The QA shall
generate @& ‘public-key certificate and shall send it to the RA, which shall send i} to the
requesting.éntity

If the request is invalid, the RA shall not send any request to the CA.

NOTE 1 The RA and CA may be deployed together as one entity. The process described above still applies.

For automated enrolment, the infrastructure (RA/CA) shall support the following enrolment
protocols:

e Simple Certificate Enrolment Protocol (SCEP) for backward compatibility focussing on
RSA based public-key certificates.

e Enrolment over Secure Transport, (EST, RFC 7030) for support of RSA or ECC based
public-key certificates.

The RA/CA infrastructure is required to support both enrolment protocols, so that a client
entity may choose the most appropriate enrolment protocol for the target use case. The
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decision regarding the utilized enrolment protocol may depend on the required cryptographic
algorithms used to issue the certificates. If the environment requires the support of ECDSA,
the enrolment protocol shall be EST, as SCEP does not support ECDSA based
infrastructures.

The mandatory required functionalities of EST are those described in RFC 7030 and are
enhanced with the mandatory support of attribute retrieval. Entities supporting EST shall
support:

o the distribution of CA certificates. This functionality allows for the distribution of CA
certificates in the initial case to build a trust anchor database, but also the update of the
CA certificates;

o the |SimplePKIRequest / Response (simple enrol) exchange and may support the
FullPKIRequest / Response exchange;

e the ne-enrolment (renewal or re-keying of certificates);

e the petCACert message to be able to query a CA certificate based on’ an implicit trust
anchor;

o the ¢srattrs (certificate attribute) message to be able to query CSR Ieertificate attriputes to
be used in the CSR to allow for explicit requirements from a RATCA side;

e CSR attribute request/response handling is required to support the selection of|signing
algofithms and associated parameters (key length, curve selection for elliptic curve based
algorithms). The following signing algorithms are permitted:

- RSA
- EBCDSA
- HECGDSA

Assgciated parameters are key length and selected elliptic curves are explained bglow.

NOTHE 2 Specific certificate extensions might-be specified in the future.

RSA 2048 bit key length shall be supported at a minimum and is the preferred key length to
be used. For ECDSA / ECGDSA a kéy length of 256 bits is recommended. Additionally, for the
elliptic qurve based algorithms the.curves secp256r1 and brainpoolP256r1 are recommended.

NOTE 3 |Recommendations regarding required key length for signature algorithms are reviewed consfantly and
can be foyind in NIST SP800-57~0t'BS| TR01202-1.

Optiona|] support for:RSA 1024 bit key length is intended for backward compatibility [and will
be deprecated in thethext edition of this standard.

Certificates shall be transported as defined in the enrolment protocols. Certificates [may be
stored in PEM or PKCS#12 format.

8.1.8 Trust anchor information update

If automated updating of trust anchor information is supported, updating of trust anchor
certificates shall be performed using EST (see 8.1.6) or optionally may be performed using
the Trust Anchor Management Protocol (TAMP), RFC 5934 [40].

If TAMP is used, the following TAMP messages shall be supported:

e TAMP Status Query
The TAMP Status Query message is used to request information about the trust anchors
that are currently installed in a trust anchor store, and for the list of communities to which
the store belongs.

o TAMP Status Query Response
The TAMP Status Response message is a reply by a trust anchor store to a valid TAMP
Status Query message. The TAMP Status Response message provides information about
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8.2

the trust anchors that are currently installed in the trust anchor store and the list of
communities to which the trust anchor store belongs, if any.

Trust Anchor Update

The Trust Anchor Update message is used to add, remove, and for change management
and identity trust anchors. The Trust Anchor Update message cannot be used to update
the apex trust anchor.

Trust Anchor Update Confirm

The Trust Anchor Update Confirm message is a reply by a trust anchor store to a valid
Trust Anchor Update message. The Trust Anchor Update Confirm message provides
success and failure information for each of the requested updates.

Apex Trust Anchor Update

The mmmy and,
optignally, the contingency public key associated with the apex trust anchory Each trust

anchor store has exactly one apex trust anchor. No constraints are associated with the
apex trust anchor. The public key identifier of the operational public key is,uséd to|identify
the apex trust anchor in subsequent TAMP messages. The digital signature on the Apex
Trust Anchor Update message is validated with either the current opefational public key or
the ¢urrent contingency public key per the RFC.

Apex Trust Anchor Update Confirm
The |Apex Trust Anchor Update Confirm message is a reply’by’a trust anchor stpre to a
valig Apex Trust Anchor Update message. The Apex (Irust Anchor Update [Confirm
mespage provides success or failure information for the, apex trust anchor update.

TAMP Error
The [TAMP Error message is a reply by a trust anchaer store to any invalid TAMP mjessage.
The [TAMP Error message provides an indication -0f the reason for the error.

Public-key certificate revocation

The public key infrastructure (PKI) serversi'and certificate distribution points (CDRs) shall

supportfat a minimum the following securesmethods for revocation:

Certjficate Revocation Lists (CRL pulled via SCEP or LDAP or HTTP or other).
Onlipe Certificate Status Protocol (OCSP).

The PK| CAs shall propagate revocation information, at a minimum, every 24 hours (this may
vary dgpending on, PKlkpolicies, criticality of particular devices and number pf peer

connectjons).

System |behaviourin'case of unavailability of CRLs updates or of OCSP responders should be

part of the orgahization’s certificate security policy.

8.3

Certificate validity

8.3.1 Validity of certificates

Entity certificates, including public-key certificates, attribute certificates, and CA certificates,
shall be validated before entities are trusted. This validation shall include, at a minimum, the
following checks:

The validity period of the entity’s digital certificate. Access to a clock that is synchronized
to Time Atomic International (TAI) or UTC is required in order to assure accurate
assessment of the certificate’s expiration date. Accurate time and clock synchronization in
a network is typically provided by the NTP or PTP protocols, which are defined
respectively in RFC 5905 [39] or IEEE 1588 [6]; Note that both protocols are currently
revised and will include advanced security options.

The digital signature of entity’s public-key certificate from the issuing CA as well as the
certificate path down from the trust anchor.

The revocation status of the entity’s public-key certificate.
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Additional checks should follow the certificate policy of the entity’s organization.
It is recommended to validate self-signed certificates using certificate white listing.

8.3.2 Certificate revocation

An entity’s certificate shall be revoked at a minimum under the following conditions, using the
reason codes specified in 9.5.3.1 of ISO/IEC 9594-8:2017 | Rec. ITU-T X.509 (2016).

o Entity’s private key has been compromised.

e CA has been compromised.

o Entity's=ffitatiomaschamnged:
e Entitly’s end of life.

Additiorjal reasons for the revocation of a certificate may be provided by the revocatign policy
of the drganization. It is not required to revoke certificates that have been’renewed or that
have expired.

Revocalfion is a requirement of the PKI environment and not of a specific entity.

8.3.3 Certificate revocation status checking

Entities|shall implement one or more of the following technologies to ascertain the| validity
status of digital certificates:

e Certjficate Revocation Lists (CRL).
e Online Certificate Status Protocol (OCSP).

The spdcific method used is dependent upon the requirements of the specific protocpl being
implemented, i.e. IEC 62351 Part 3 requires end entities support CRLs.

In the cpntext of TLS, OCSP response may be included as part of the TLS handshgke from
the servier side (a.k.a. OCSP Stapling, cf. RFC 6066).

8.3.4 Handling of authorization and validation lists (AVLs)
8.3.4.1 General

Support|of AVLs and associated protocols is optional, but if used shall meet the requifements
in ISO/IEC 9594-8:2017 | Rec. ITU-T X.509 (2016) as follows:

a) Clayse’ ¥ specifies AVLs.

b) Cla o>C 20 Dpcbifibb d Widppcl plUtUbUi billliidl tU tilc uypiuglapilib nmressdytc Dylltd (CMS)
as defined in RFC 5652 [37], but is somewhat simpler to provide a lightweight protocol.
This wrapper protocol is used for transport of information for the management of AVLs.

c) Clause 21 specifies protocols for supporting the management of AVLs. It specifies two
protocol using the services of the wrapper protocol:

1) The authorization and validation management protocol (AVMP) is used for
communication between an authorizer and the AVL entities its support.

2) The CA subscription protocol (CASP) used by an authorizer to subscribe to public-key
certificate status information from relevant CAs. This protocol is only used for
constrained environments (see 6.7.3). This protocol requires that CAs are updated to
support the CASP protocol and associated capabilities.

8.3.4.2 Syntax for authorization and validation list (AVL) for public-key certificates

The certavl is the data type specifying the syntax of an AVL and is defined as follows:
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CertAVL: := SIGNED {TBSCertAVL}

TBSCertAVL: := SEQUENCE ({

version [0] IMPLICIT Version DEFAULT vl,
serialNumber AvlSerialNumber OPTIONAL,
signature AlgorithmIdentifier {{SupportedAlgorithms}},
issuer Name,
constrained BOOLEAN,
entries SEQUENCE (SIZE (1..MAX)) OF SEQUENCE {
idType CHOICE {
certIdentifier [0] PKCertIdentifier,
entityGroup DistinguishedName, - only for constrained = FALSE
},
scope IMPLICIT ScopeRestrictions OPTIONAL,

r1rﬂ
H o
4=

. .
entpyExtensions

b,

IMPEICTTExtensions—OPTIONALS
-7
ceey
avlExftensions Extensions OPTIONAL }
AvlSeriplNumber: := INTEGER (0. .MAX)

PKCertIfdentifier::= CHOICE ({

issuefSerialNumber IssuerSerialNumber,
fingefprintPKC [0] IMPLICIT FingerPrint {Certificate},

fingefprintPK [1] IMPLICIT FingerPrint {PublicKey},
N |

IssuerSerialNumber: := SEQUENCE {

issuef Name,

seriallNumber CertificateSerialNumber,
}

ScopeRegtrictions: := SEQUENCE OF ScopeRestkriction
SCOPE-RESTRICTION: := TYPE-IDENTIFIER

ScopeRegtriction: := SEQUENCE {
id SCOPE-RESTRICTION-..&id,
restrfiction SCOPE-RESTRICTION. &Type,
}

The TB$CertavL data type-Specifies the actual syntax of an AVL. SIGNED is a sjpo-called
parameferized data type\defined in 6.2.1 of ISO/IEC 9594-8:2017 | Rec. ITU-T X.509 (2016)
as

SIGNED({[foBeSigned} : := SEQUENCE {
toBeSjigned ToBeSigned,
COMPONENTS jOF SIGNATURE,

}

where the SIGNATURE is a sequence of the signature algorithm used and the digital signature.

The different components of the TBscertavL data type are described in Clause 11 of ISO/IEC
9594-8:2017 | Rec. ITU-T X.509 (2016). Only the specific AVL aspects relevant to power
systems are described below:

a) The serialNumber component is provided to allow more advanced functionality by allowing
an authorizer to place more than one AVL in an AVL entity. It is also possible that several
authorizers place one or more AVLs in the same AVL entity.

b) The constrained component shall take the value FALSE to indicate that AVL entity is a non-
constrained AVL entity. This value should be set until such time that CAs support public-
key certificate status subscription.

c) The entries component shall hold an element for each public-key certificate and/or entity
group represented by the AVL. Each element shall be specified as follows:
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1) The idType component shall take one of two alternatives:

i) If the certIdentifier alternative is taken, it shall identify the particular public-key
certificate represented by this entry. It can be done by specifying the CA issuer

name together with the serial number of the public-key certificate or it
identified by a fingerprint of the public-key certificate or just the public ke

may be
y. If the

public-key certificate is a self-signed certificate, only a fingerprint may be used for

identifying the public-key certificate.

If entityGroup alternative is taken, it shall hold that part of a distinguished name

that is common for all the entities in the group. This alternative is only relevant for

a non-constrained environment.

2) The entryExtensions component, when present, shall hold one or more extensions

i
H
d) The

appl
incly
entn

8.3.4.3

As seeI from the TBscertavL data type, extensions may be*added to both the in

entries

8.3.4.4

In certa

pecific Tor the entry im question. The extensions specified N 8.3.4.4 10 8.3.4,0
ncluded here. If a particular extension type is used as an entry extensionjit\g
e included in the avlExtensions component.

avlExtensions component, when present, shall hold one or more ext
icable for entries in the AVL. The extensions specified in 8.3.4,4"t0 8.3.4.5
ded here. If a particular extension type is included here, it shalhnet be prese
yExtension component of any entry.

General on AVL extensions for power systems

nd the AVL as a whole. Such extensions are specified in 8.3.4.4 to 8.3.4.6.

Scope restriction

certifica
constrai

this is En optional extension. The scope is intended to limit the applicability of pu

The sco

scopeCo
SYNTA]
IDENT

ScopeCo

ScopeCo
aor

--Def|.

revis
- opt

n scenarios it may be desired also to_include the scope into a public-key ce

es. The actual scope constraints are;defined in a separate type. This allows u
t also separately.

peConstraints extension syntax is defined as:
hstraints EXTENSION: :=_/{
K ScopeConstraints
[FIED BY { avl62351Extion 1 } }
hstraints =:: ‘SEQUENCE Of (SIZE (1..MAX)) OF ScopeConstraint
hstraintsi/t= SEQUENCE { - contains the scope information
UTE8String (SIZE(l..64)),
of -"Area of Responsibility" of CA cert

ion \.INTEGER (0..255) OPTIONAL
ional revision if aor changes

may be
hall not

ensions
may be
t in the

dividual

rtificate,
blic-key
sing the

}

The area of responsibility (aor) restricts the applicability of a public-key certificate to a certain
geographical or organizational area. This standard defines the field and the format for the aor

as follows:
Field name Coding, max length (byte) Example
Area of responsibility UTF8, 64 DE.BAVARIA

The aor is an identifier and defines a hierarchical name space or a reference to the
namespace. Note that these identifiers are typically alphanumeric. The aor would be provided
per policy, e.g., from the responsible operator.
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NOTE The notion of aor (or scope) to describe a geographical or organizational restriction has already been
introduced in IEC 62351-8 and is being reused here.

8.3.4.5 Protocol restriction extension

This scope restriction is defined in 11.4 of ISO/IEC 9594-8:2017 | Rec. ITU-T X.509 (2016). It
is used to enumerate associated protocols to be allowed to be used when communication with
the entity (or entities in case of entityGroup). If this scope restriction is omitted, there are no
restrictions with respect to the types of protocols to be employed. The following is the object
identifier allocation for important protocols for power system.

Note, that “T” denotes the application on transport level, while “A” denotes to the application
level. Conforming authorizers shall flag this extension as non-critical.

id-P-IEL61850-T OBJECT_ IDENTIFIER::
id-P-IEC61850-A OBJECT_ IDENTIFIER::
id-P-IEL60870-5-T OBJECT_ IDENTIFIER::
id-P-IE{60870-5-A OBJECT_IDENTIFIER::
id-P-IEL62325-T OBJECT_ IDENTIFIER::
id-P-IEf62325-A OBJECT_ IDENTIFIER::
id-P-IEEE1518-T OBJECT IDENTIFIER::
id-P-IEEE1518-A OBJECT_ IDENTIFIER::

id-IEC62351prot
id-IEC62351prot
id-IEC62351prot
id-IEC62351prot
id-IEC62351prot
id-IEC62351prot
id-IEC62351prot
id-IEC62351prot

I T [ 1 A A
e e e e e e )
oJdJoudWDNR
e o e o o o

8.3.4.6 Pinning of Certificate and associated Identifier

This AVL pinningId entry extension provides an association of a distinct identifier to g public-
key cerjificate. This identifier is most likely the IP address; but may also be another identifier.
There dre use cases in which a public-key certificate is only to be used on a dedigated IP
address| The pinningId extension supports the assogiation of a certificate with the IP pddress
(or another identifier), if the certificate itself doescthot provide IP address information a$ part of
the in sybjectAltName extension

pinningffld EXTENSION: := ({
SYNTAK PinningId
IDENTIFIED BY { av162351Extion 2\} }

Pinningfld: := GeneralNames

GeneralNames: := SEQUENCE SIZE (l..MAX) OF GeneralName

GeneralName: := CHOICE~ {
otherName [0] OtherName,
rfc82PName [1] TIAS5String,
dNSName [2] TIAS5String,
x400Address [3] ORAddress,
direcforyName [4] Name,
ediPafrtyName [5] EDIPartyName,
uniformResourceldentifier [6] IA5String,
iPAddress [7] OCTET STRING,
registeredID [8] OBJECT IDENTIFIER,

-}

The GeneralNames data type is defined and the alternatives of GeneralName are described in
9.3.2.1 of ISO/IEC 9594-8:2017 | Rec. ITU-T X.509 (2016). The GeneralNames data type is
copied here for easy reference.

The ipaddress shall be stored in the octet string in "network byte order", as specified in RFC
791. The least significant bit (LSB) of each octet is the LSB of the corresponding byte in the
network address. For IP version 4, as specified in RFC 791, the octet string shall contain
exactly four octets For IP version 6, as specified in RFC 2460, the octet string shall contain
exactly sixteen octets.
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8.3.4.7 Public-key certificate extensions related use of AVLs
8.3.4.7.1 General

Especially if AVLs are used in a PKI context, certain public-key certificates extensions are
recommended to be used. Note that if self-signed certificates are used, the inclusion of these
extensions may not be enforceable in practice.

8.3.4.7.2 AVL distribution point extension

The AVL Distribution Point extension defines how AVL information can be obtained. It is
modelled after the CRL distribution points and may be used optionally.

aVLDistfributionPoints EXTENSION: := {
SYNTAK AVLDistributionPoints
IDENTIFIED BY id-aVLDistributionPoints }
AVLDistfkibutionPoints::= SEQUENCE SIZE (l1..MAX) OF AVLDistributionPoint

AVLDistfibutionPoint: := SEQUENCE {

distrfibutionPoint [0] AVLDistributionPointName OPTIONAL;

aVlLIspuer [1] GeneralNames OPTIONAL }
AVLDistfibutionPointName: := CHOICE ({

fullName [0] GeneralNames,

nameRelativeToAVLIssuer [1] RelativeDistinguishedName }

id-aVlDfistributionPoints OBJECT IDENTIFIER::= { avl62351Extion 1 }

The definition of the protocol to be used is outside the scope of this document.

This extension should only to be used if alhk AVL entities having to validate this pyblic-key
certificate are managed by the same authorizer.

In the more general case, the procedure specified in 21.4.2 of ISO/IEC 9594-8:201Y7 | Rec.
ITU-T X.509 (2016) may be used.dn this procedure, the authorization and validation protocol
is used|by an AVL entity to initiate communication with its authorizer and thereby invite the
authorizer to submit the AVL to be used by AVL entity. This procedure requires some
initializgtion information toshe provided to the AVL entity, e.g. during the engineering pfocess.

8.3.4.7.3 Authorization and validation extension

The Authorization<and validation extension is specified in 9.2.2.8 of ISO/IEC 9594-8:2017 |
Rec. ITU-T X.509 (2016). This extension is a public-key certificate extension. The present of
this extgnsionyin a public-key certificates signals that this public-key certificate shall|only be
considefed/valid if it can be checked against a particular AVL.

This extension shall always be flagged as critical.

This extension should only to be used if all AVL entities having to validate this public-key
certificate are managed by the same authorizer (this limitation is not mentioned in. ISO/IEC
9594-8:2017 | Rec. ITU-T X.509 (2016)).

NOTE If this extension is not present, it is a security policy decision whether to accept this public-key certificate.
8.3.4.7.4 Extended Key Usage

The authorizer uses its private key for signing an AVL to be submitted to an AVL entity. The
corresponding public-key certificate shall include the extended key usage extension with the
value id-avlsign (= 2.5.38.2). This extended key usage extension and the id-avlsign value is
defined in 9.2.2.4 of ISO/IEC 9594-8:2017 | Rec. ITU-T X.509 (2016).
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8.3.4.8

Issuing of an AVL

Issuing an AVL is the responsibility of the operator (authorizer) of a dedicated power system.
The AVL is expected to be compiled based on the engineering data for a specific system
deployment. Based on the engineering data the communication relations are known as well as
the protocols used between the communicating entities. The AVL can be compiled at the
same time, assumed, that entity specific public-key certificates are already available. If entity
specific components are not available at engineering time, the CA issuing the certificates may
be configured with the engineering information and provide this information to the entities
during the enrolment.

Note that an AVL needs to be updated, if the communication peers in the system change This

may be
It is as

>umed that at Ieast the removal or |ntroduct|on of components is accompa

engineering.

Clause

21 of ISO/IEC 9594-8:2017 | Rec. ITU-T X.509 (2016) specifies ~proced

management of AVLs.

8.3.4.9

Endpoint Handling of AVLs

The profcess of verifying a public-key certificate received duringva connection establ
(e.g., during the TLS handshake) and the validation of the public-key certificate itself

check a
(2016).

gainst a locally available AVL is outlined in IISO/IEC 9594-8:2017 | Rec. ITU-

8.4 Clertificate expiration and renewal

This do
certifica
security

Public-K
the peri
is norm
remain

cument imposes neither a minimum nor*maximum public-key certificate life

policies (see 8.1.4).

fally set to be shorter(than the certificate validity period ensuring that cern
valid for a minimum_period after use by their owner. Details on the use of thg

key usdge extension maysbe found in 9.2.2.5 of ISO/IEC 9594-8:2017 | Rec. ITU-

(2016).

Entities
expiratiq
by the

before f{
failed e

Entities

shall generate a new key pair and perform a CSR after their public-key cef

organization’s certificate policies. Entities shall renew their public-key cer
hey \expire and shall log their public-key certificate renewal actions (as succs

pduced.
nied by

ires for

ishment
and the
T X.509

span. A

fe expiration date should be chosen_depending on the certificate type and on the local

ey certificates may optionally“include a private key usage extension, which gpecifies
bd during which the corresponding private key may be used by its owner. Thig

period
tificates
private
r X.509

tificates

n dates get to a certain percentage of the public-key certificate life span, as slpecified

tificates
ssful or

ents).

shall allow the public-key certificate renewal policy to be configured, such as:

a) Auto-renewal is supported or not.

b) The length of time before expiration that public-key certificate renewal shall take place.

85 S

Clock synchronization and accuracy shall

ecured Time Synchronization

be ensured. Time synchronization shall be

implemented using the security options of IEEE 1588 or IETF's NTS, when they become
available, or using other security protocols.
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9 Symmetric key management

9.1 Group based key management (GDOI)
9.1.1 GDOI requirements

An informative overview of GDOI is provided in 6.11.

The Group Domain of Interpretation (GDOI) method, RFC 6407 ([44]) and the Internet Draft
for “GDOI Protocol Support for IEC 62351 Security Services” [52] shall be used for the
distribution of group keys to Group Members (GM). The Internet Draft for “GDOI Protocol
Support for IEC 62351 Security Services” is hereafter referred to as the IEC 62351 ID.

The GROUPKEY-PULL method is mandatory and the implementation of GROUPKEY*PUSH is
optionall.

The capability to use the GDOI client certificate credentials exchanged at comnection
establishment time is mandatory.

The KD shall maintain the repository of the keys and associated parameters in g secure
location

The KDL shall configure the policy for renewing the session key, which shall be based on key
lifetime.| A GM may override this policy with a policy based on a number of messages sent
with the|current key if the trigger occurs before the lifetime of the current key expires

9.1.2 Internet Key Exchange Version 1 (IKEy1)

GDOI RFC 6407 provides an ISAKMP implementation where GDOI is a new ISAKMP [Domain
of Interpretation (DOI). RFC 6407 define§’how IKEv1 (RFC 2409) is used as the phase 1
protocol for GDOI. The KDC shall use_IKEv1 for its GDOI Phase 1 protocol. The KI)C does
not need to support all of the functionality and features of IKEv1, but at a minimym shall
supportfthe IKEv1 requirements listed in Table 1.

Table 1 — KDC IKEv1 Requirements

Descripﬁ.@‘ Values

ISAKMP Exchanges Supported 2 — Main Mode (ID Protection)
5 — Informational
GM ID Pajyload Types, Supported 9 — ID_DER_ASN1_DN (Subject ID of the GM’s ldgntity
Certificate)
Key Exchpngel(Supported Diffie-Hellman via Group Description Attribute
Server IP|Part UDP 848 (configurable)
1 — Encryption Algorithm Attribute (Mandatory) 5 - 3DES-CBC
7 — AES-CBC (Key Lengths: 128/256)
2 — Hash Algorithm Attribute (Mandatory) 4 — SHA2-256
5 — SHA2-384
6 — SHA2-512
3 — Authentication Method Attribute (Mandatory) 3 — RSA Signatures
4 — Group Description Attribute (Mandatory) 2 - MODP-1024

5 - MODP-1536

14 — MODP-2048
15 — MODP-3072
16 — MODP-4096

11 — Life Type (optional) 1 — Seconds

12 — Life Duration (optional) 120:86400 Seconds (default — 120)

14 — Key Length Required if AES-CBC encryption algorithm is used.
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9.1.3 Phase 1 IKEv1 main mode exchange type 2
9.1.3.1 General

IKEv1 (RFC 2409) defines two methods to perform a phase 1 exchange: “main mode” and
“aggressive mode”. Support for IKEv1 main mode exchange is mandatory and support for
IKEv1 aggressive mode exchange is prohibited. IKEv1 main mode exchange is an
instantiation of the ISAKMP identify protection exchange. IKEv1 main mode exchange uses
ISAKMP Exchange Type 2.

IKEv1 specifies four main mode exchanges depending on the authentication method (IKE
authentication methods SA attribute, value 3) provided in the initial SA payload:

1) Authentication with digital signatures

2) Authentication with public key encryption

3) Rev|sed method of authentication with public key encryption
4) Authentication with a pre-shared key

Support|for authentication with RSA digital signatures is mandatory. The’RSA digital s|gnature

is IKEv1 authentication methods attribute value 3. Authentication with"DSA digital sighatures,
public key encryption and pre-shared keys are optional.

The main mode exchange with RSA digital signatures is defined in Figure 20.

Initiator (GM) Responder (KDC)
HDR, SA >
<-- HDR, SA
HDR, KE, Ni -—=>
<-- HDR, KE, Nr
HDR*, IDii, [ CERT, 4SIG I -->
<-- HDR*, IDir, [ CERT, ] [SIG R
* Protected by the Phase 1 SA; encryption occurs after HDR

IEC

I
o

igure 20 — IKEv1(RFC 2409) main mode exchange with RSA digital signatures

As depicted in Figure 20, the Group Member is always the initiator of the exchange. Tlhe KDC
is always the<responder of the exchange. The notations (i.e. HDR, SA, KE, etc.) ale taken
from RAC 2409. Please refer to RFC 2409 section 32 for definitions of the notations.

Subclauses 9.1.3.2 to 9.1.3.5 describe each message and notes where the KDC differs from
or limits the IKEv1 protocol.

9.1.3.2 Certificate request payload

The GM shall be compliant with ISAKMP 2408 and IKEv1 2409 with respect to how certificate
request payloads are used. The GM shall send a certificate request payload as defined in
RFC 2408, section 3.10 and shall return the requested certificate in a subsequent message
response. If the KDC does not receive a message with a certificate request payload, the KDC
shall not send its certificate. The KDC may add a certificate request payload in the second

2 http://tools.ietf.org/html/rfc2409#page-3.
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exchange message sent to the GM. If the KDC does not send a certificate request payload,

the GM

9.1.3.3

9.1.3.3.

shall not send its certificate.

Security association exchange (1)

1 General

The first two messages exchanged shall be used to determine the security association for the

IKE SA

, as shown in Figure 21.

Initiator (GM) Responder (KDC)
(1) HDR, sA -—>
<-- HDR, SA
(2) HDR, KE, Ni -—>
<-- HDR, KE, Nr
(3) HDR*, IDii, CERT, SIG I -—>
- <-- HDR*, IDir, CERT, SI

G R

The GM shall send a list of proposed transforms in orden of precedence and the KI

choose

The initlal message sent by the GM shall contain one SA payload as defined in RF

section

embedded in a proposal payload that is embedded in an SA payload. Multiple
payloadp shall not be supported.

9.1.3.3.2 SA payload

The SA|payload (SA) shall besthe same as RFC 2408, section 3.4. The KDC shall
GDOI RFC 6407section 2.1 which requires that the phase 1 SA payload DOI field sha
to GDOJ (2). The SA payload- Situation field is 4 octets and shall be set to 0. Any othe
shall regult in an error.

9.1.3.3.8 Proposal payload

The proposal payload shall be the same as RFC 2408, section 3.5. The KDC expects

Size to

KDC shall’ssupport multiple transforms.

9.1.3.3

s 1 |

the first compatible one.

5 Exchanges. An IKEv1 SA payloadis.'defined as one or more transform p

be Zero, but if the SPI Size is non-zero, the contents of the SPI shall be ignoj

igure 21 — IKEv1 main mode exchange and security.association messages

IEC

DC shall

C 2409,
ayloads
roposal

support
| be set
I values

the SPI
ed. The

4 Transform payload

The transform payload shall be the same as RFC 2408, section 3.6. Required SA attributes

are def

ined in RFC 2409 section 4 and copied below:

e Encryption Algorithm, value 1

Key Length, value 14. Required if the encryption algorithm does not specify a key
length (i.e. AES_CBC). It is omitted if the encryption algorithm has an implied length

(i.e. 3SDES_CBC)

e Hash Algorithm, value 2

e Authentication Method, value 3

e Group Description, value 4

Optional SA attributes that may be supported by the KDC are:
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o Life Type, value 11
e Life Duration, value 12

The domain of each attribute is defined in Table 1. A transform payload with additional
attributes shall result in the KDC rejecting that payload.

9.1.3.4 Key exchange (2)

Once a security association is negotiated, the GM and KDC shall be able to exchange Diffie-
Hellman (DH) public values based on the DH group description agreed upon in the SA. The
key exchange sequence is shown in Figure 22.

Initiator (GM) Responder (KDC)
(1) HDR, SA -
<=- HDR, SA
(2) HDR, KE, Ni -—>
- HDR, KE, -‘Nx¥
(3) HDR*, IDii, CERT, SIG I -2
<== HDR*{/ IDir, CERT, SIG R

IEC
Figure 22 — IKEv1 main mode exchange: Key exchange messages

In this key exchange sequence, the KDC shall ¢#eceive an ISAKMP message with a Key
Exchan}e (KE) payload and a nonce (Ni) payload. The KE payload is the GM’s DH public

value apd the Ni payload is the GM’s noncex'Given the GM’s DH public value and| Ni, the
secret and derived keys can be calculated.

As statgd in the RFC 2409, section 5, the nonce shall be between 8 and 256 bytes. The KDC
shall crgate a nonce that is at least_half the size of the hash block size.

The KE[and Ni payloads shall\be the same as defined in RFC 2408, sections 3.8 and 3.14
respectively.

9.1.3.5 ID authentication exchange (3)
9.1.3.5.1 General

Once the connection has been secured, the last exchange of security messages gerforms
mutual Tuthentication. The ID authentication sequence is shown in Figure 23.

Initiator (GM) Responder (KDC)
(1) HDR, sa -—>
<-- HDR, SA
(2)HDR, KE, Ni -—>
<-- HDR, KE, Nr
(3) HDR*, IDii, CERT, SIG I -—>
N <-- HDR*, IDir, CERT, SIG R

IEC

Figure 23 — IKEv1 Main Mode Exchange: ID authentication messages
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The last message received from the GM shall contain the GM’s ISAKMP Identification
(Identification payload), its ldentity Certificate (Certificate payload), and the signature of
HASH_I using its Identity X.509 Certificate (Signature payload).

9.1.3.5.2 Identification payload

The ID Payload (IDii, IDir) shall be the same as defined in RFC 2408 section 3.8. The ID
Types are technically DOI specific. GDOI RFC 6407 does not specify its own types but implies
that the types defined for IPSec DOI are used in GDOI. These types are maintained by IANA
under IKEv2 (RFC 5996 [41]). Therefore, the ID Type supported shall be ID_ DER_ASN1_DN,
which has a value of 9. The contents of the payload shall be the DER encoded Subject ID
from the GM’s X.509 certificate. All other ID types shall not be supported and shall result in an
error.

9.1.3.5.8 Certificate payload

The certificate payload (CERT) shall contain the DER encoded X.509 Identity’Certifigate and
shall bg as defined in RFC 2408, section 3.9. The X.509 Certificates — «Signature Caertificate
Encoding Type that has a value of 4 shall be supported. All other encoeding types shal|l not be
supporteéd and shall result in an error.

Although RFC 2409 specifies that one or more certificate \pdyloads may be optionally
included, the KDC shall always include one and only one ceftificate payload in the ISAKMP
messagg.

9.1.3.5.4 Signature payload

The sighature payload (SIG_I, SIG_R) shall becunmodified from its definition in RHC 2408
section [3.12. The content shall be the signature, which is generated by using the GM’s
certificate, of HASH_| defined in RFC 2409, section 5 and depicted in Figure 24.

HASH |I = prf(SKEYID, g”*xi |(g”"xr | CKY-I | CKY-R | SAi b | IDif b )

IEC
Figure 24 — IKEv1 HASH_I calculation
Refer tg RFC 2409 section’ 3 for definition of the notations.

It is important to note' that the RSA signature is not a standard PKCS #1 formatted signature,
but instead is simply encrypted using the certificate’s RSA private key as described|in RFC
2409 sefction 64— IKE Phase 1 Authenticated With Signatures:

“Sinece—thehash algeorithm used is already Jknoewn thereis noeheed to

encode its OID into the signature. In addition, there is no binding

between the OIDs used for RSA signatures in PKCS #1 and those used in
this document. Therefore, RSA signatures MUST be encoded as a private

key encryption in PKCS #1 format and not as a signature in PKCS #1
format (which includes the OID of the hash algorithm).”

9.1.4 Phase 1/2 ISAKMP informational exchange type 5

9.1.4.1 General

The KDC shall use ISAKMP informational exchanges to notify its peers that an error has
occurred. The KDC shall not use ISAKMP informational exchanges to provide status or delete
SAs as defined in IKEv1 RFC 2409, section 5.7.
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An informational exchange may be sent during either a phase 1 or phase 2 exchange. A
phase 1 informational exchange is not encrypted and has the message ID field in the ISAKMP
header set to zero. A phase 2 informational exchange is encrypted and has a unique message
ID. A unique message ID shall be provided so that an applicable cryptographic initialization
vector (IV) may be calculated.

9.1.4.2 Phase 1 informational exchange
9.1.4.21 General

A phase 1 Informational exchange may be initiated while the ISAKMP connection is being
established to indicate that an error in the phase 1 exchange has occurred. The phase 1
Informatian pxr‘hangp is shown in Figurp 25

Initiator Respondér

B p— —— o ————

IEC
Figure 25 — Phase 1 Informational Exchange

Both the GM and KDC may be the initiator of a phase 1 informational exchange. The
informafional exchange message shall have a single. notification payload (N) as dgfined in
RFC 24p8, section 3.14.

The Delete payload defined in RFC 2408, section 3.15 shall not be supported by the KDC for
a phas¢ 1 Informational exchange. Therefore, the KDC shall not send an informational
exchange with a Delete payload and.\shall ignore any Delete payloads in a rneceived
informafional exchange.

Additionally, the Hash payload,shall not be supported for a phase 1 informational exchange.
Therefofe, the KDC shall not send a phase 1 informational exchange with a Hash paylpad and
shall ignore any Hash payloads received in a phase 1 informational exchange. The phase 1
informa:{ional exchange message shall have the Message ID field in the ISAKMP header set to
0 and shall not be encrypted.

9.1.4.2.2 Notification payload

The Notification payload is defined in RFC 2408, section 3.14. For a phase 1 inforqational
exchange¢.the payload field values are defined as:

1) Domain of Interpretation — Value of 2, GDOI

2) Protocol-ID — Value of 0

3) SPI Size — Value of 0. The I-Cookie and R-Cookie are used as the SPI
4) Notify Message Type — Any value defined in RFC 2408, section 3.14.1
5) SPI - not included in payload

6) Notification Data — not included in payload.

9.1.4.3 Phase 2 informational exchange

GDOI RFC 6407 mentions of an Informational exchange are in reference to a GM not
accepting an SA policy. If the policy in the SA payload is not acceptable to the GM, “the GM
should tear down the Phase 1 session after notifying the KDC with an ISAKMP Informational
Exchange containing a Delete payload” (RFC 6407, section 3.3).
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However, there is no mention on how the KDC or GM should handle the case where the hash
is incorrect or a GM does not have access privilege to the group. To cover for these cases,
this standard adds the requirement that a KDC shall embed a Notification Payload in the
GROUPKEY-PULL exchange itself. If a failure occurs while processing a GROUPKEY-PULL
message from the GM, the KDC shall return a GROUPKEY-PULL message on the same
exchange with a single Notification Payload indicating the error code. The GROUPKEY-PULL
exchange shall be terminated.

The KDC shall support receiving both a Notification Payload embedded in the GROUPKEY-
PULL exchange and receiving an Informational Exchange with a Delete payload. If the SPI of
the Notification/Delete payload matches an SA of an existing GROUPKEY-PULL exchange, it
shall stop the exchange.

9.1.5 Phase 2 GDOI GROUPKEY-PULL exchange type 32
9.1.5.1 General

GDOI (RFC 6407) defines the Phase 2 GROUPKEY-PULL exchange to allow Group Members
a way fo pull the shared security associations for a single secure, multicast group. The
GROUPKEY-PULL exchange is sent on the IKE SA after the connegtion is secured with the
phase 1 IKEv1l main mode exchange. RFC 6407, section 3.2 defines the GROUPKHY-PULL
exchange in Figure 26.

Group Member KDC
(1) HDR*, HASH(1), Ni, ID -—>
(2) <-- HDR*, HASH(2), Nr, SA
(3) HDR*, HASH(3) [,GAP] -—>
(4) €N HDR*, HASH(4), [SEQ,] KD

* Protected by the Phase;1 SA; encryption occurs after HDR
IEC

Figure 26 — GD004FI'"GROUPKEY-PULL as define in RFC 6407

Refer t9p RFC 2409, sectign 3.2 and RFC 6407, section 1.3 for notation, acronyms and
abbreviations.

The Grpup Membertshall always initiate a GROUPKEY-PULL exchange. The KQC shall
always be the responder of a GROUPKEY-PULL exchange.

e KDC receives the initial GROUPKEY-PULL exchange message from the GM, the
is validated and a new GROUPKEY-PULL exchange is started. The payloads are
i i i ion shall
result in the exchange failing and a Phase 2 informational exchange shall be initiated by the
KDC indicating an error type of INVALID_HASH_INFORMATION (value 23).

An incorrect hash calculation shall result in the exchange failing and a GROUPKEY-PULL
response message shall be sent back to the GM with a Notification payload indicating an error
type of INVALID_HASH_INFORMATION (value 23).

The secure multicast group ID shall be extracted and if the secure multicast group is not
found or the GM is not an authorized group member, the exchange shall fail and a
GROUPKEY-PULL response message shall be sent back to the GM with a Notification
payload indicating error INVALID-ID-INFORMATION (value 18) and
AUTHENTICATION_FAILURE (value 24) respectively.
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Hash computations

The hashes computed for the GROUPKEY-PULL exchange shall use the secure hash
algorithm from the phase 1 SA. The hashes shall be secured with the phase 1 authentication
secret, SKEYID_a, as defined in RFC 2409, section 5. The different hashes used in the
GROUPKEY-PULL exchange shall be computed over the information specified in Figure 27.

HASH(1) = prf(SKEYID a, M-ID | Ni | ID)

HASH(2) = prf(SKEYID a, M-ID | Ni b | Nr | SA)

HASH(3) = prf(SKEYID a, M-ID | Ni b | Nr b [ | GAP ])
HASH(4) = prf(SKEYID a, M-ID | Ni b | Nr b [ | SEQ ] | KD)

9.1.5.3

IEC 618
Counter
SA. Thi
each p4
in order

Support
groups

attribute
ATTRIB

NOTE It
this stand

9.1.54

Since th
support
payload

The GH
standar

NOTE It
protocols|

Figure 27 —- GROUPKEY-PULL hash computations

Multi-sender and counter mode encryption algorithm

50 DATA SAs shall support AES-GCM and AES-GMAC counter mode alg
mode algorithms provide the capability for there to be multiple senders over
5 is achieved by ensuring that each sender use unique/initialization vectors
cket sent. GDOI RFC 6407, section 3.5 specifies that the”/KDC implement RFH
to assign a portion of the IV space to each sender in the group3.

for the request of Sender IDs from a GM foryeounter mode based IEC 61
is not required. If a GAP payload is received from a GM with a Sender-
(value 3), the KDC shall fail the GROUWPKEY-PULL exchange. An error
UTES-NOT-SUPPORTED (value 13) shall>be returned in an Informational exch

is to be determined whether multiple sendersion a single DATA SA will be supported in a future
ard.

SA-KEK, SEQ, KEK/LKH key download payload support (rekey via
GROUPKEY-PUSH)

an SA-KEK payload, SEQ payload, or KEK/LKH Key Packets in the Key D

OUPKEY-RUSH exchange is expected be supported in a future edition
.

is td be determined when the GROUPKEY-PUSH exchange will be supported by IEC 6185

orithms.
A single
(V) for
FC 6054

B50 key
D GAP
type of
ange.

edition of

e GROUPKEY-PUSH is-optional, the GROUPKEY-PULL exchange is not required to

bwnload

of this

security

9.1.5.5

GROUPKEY-PULL group SA request exchange

9.1.5.5.1 General

The initi

al SA Request exchange is shown in Figure 28.

3 RFC 6054 — Using Counter Modes with Encapsulating Security Payload (ESP) and Authentication Header (AH)

to Pro

tect Group Traffic (http://tools.ietf.org/html/rfc6054).
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Group Member GKDC
(1) HDR*, HASH(1), Ni, ID -—>
(2) <-- HDR*, HASH(2), Nr, SA
(3) HDR*, HASH(3) [,GAP] —-=>
(4) <-- HDR*, HASH(4), [SEQ,] KD

Figure 28 - GROUPKEY-PULL initial SA request exchange

IEC

The GM shall initiate a GROUPKEY-PULL exchange by sending message (1) to the KDC. The

HASH ([T) and Ni payloads are defined in RFC 6407, section 3. The TD Payload h
extended to support IEC 61850 secure multicast groups.

9.1.5.5.2 Identification payload

9.1.5.5.2.1 General

The ID payload (ID) for the phase 2 exchange is the same ID payléad used in the

exchang

e (see 9.1.3.5.2). The difference is that in the phase 1 exthange, the Iden

Data coptained is that of the Group Member, while for the phase‘2 exchange the ID i

the Key

Group for the SAs to be pulled as shown in Figure 29> The KDC supports IE

secure multicast groups.

The forr

(1]
(2]

1 2 3
123456789012345678901234567829¢0
R s R e e e T e e e R e e e e
ext Payload ! RESERVED ! Payload Length
s S St S T v A Eoms S S S At St S B e e N e S e

ID Type ! DOI-Specific ID Data = 0
s S St S e e e a Aan as Soms Sts Sos S e B e e e e e
Identification Data
===ttt =ttt ==t ==t =t ==t ==t —F ==t —F—f = == F = F =

Eigure 29 — RFC 6407 Identification Payload

hat of the dentification payload consists of:

Next Payload — see RFC 2408 for definition and use.
Reserved — see RFC 2408 for definition and use.

[3] Paytoadtengthr=—seeRFE-2408-fordefmitiomamd oser————————————

hs been

bhase 1
lification

entifies
C 61850

IEC

[4] ID Type — An IEC 61850 secure multicast group is identified by an ID Type of ID_OID
defined in the IETF Internet Draft GDOI Protocol Support for IEC 62351 [52] section
2.1. The ID_OID ID Type has a value of 13. The Identification Data for ID_OID

represents an ASN.1 Object ID (OID)#4 and its OID specific data. Both the OID and the
OID data are encoded using DER encoding rules®. The field definitions within the
Identification Data payload are defined in and depicted in Figure 30. For example, an
OID could represent a GOOSE or Sampled Value protocol, also in other cases

The Object ID format is defined in ITU-T-X.683 — http://www.itu.int/ITU-T/studygroups/com17/languages/X.683-
0207.pdf.

Distinguished Encoding Rules is define in ITU-T-X.690 - http://www.itu.int/ITU-
T/studygroups/com17/languages/X.690-0207.pdf.
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IEC 61850 also specifies a particular multicast destination address to be described in
the OID Specific Payload field.

[5] DOI-Specific ID Data — Shall be set to 0.
[6] Identification Data — is ID_OID Specific and described in the following paragraph.

9.1.5.5.2.2 Identification data (IEC 61850 objects)

The GDOI Identification Payload (e.g. Phase 2 request) in a GDOlI GROUPKEY-PULL
exchange allows the Group Member (GM) to declare the group it would like to join. A group is
defined by an ID payload as defined in GDOI RFC 6407 ([44]). Figure 30 has been extracted
from the IETF Internet Draft [52] and defines a specific ID Type value and format of the
Identification Data.

0 1 2 3
0112345678901 2345678901234546.7829(01
+—tt—t—t—t—t—t =ttt =ttt =ttt =ttt =ttt =ttt —F Lt -+ —H -+ !

! QID Length ! OID ~
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Figure 30 — ID_OID Identification Data

[1] PID Length: This length shall be an unsighed integer value and shall spdcify the
number of octets of the ASN.1 encoded OID; whose value follows the length;

[2] OID: This set of octets represents an<ASN.1 encoded Object Identifier. The palue of
the identifier defines the payload thatfollows. It is the use of this Object Identifier that
ill allow other organizations or standards to utilize this payload extension |process
vithout definition collision. The-Object Identifier values are defined as mandajory (m)
br optional (0) in Table 2.

[3] PID Specific Payload Length (2 octets) — Length of the OID Specific Payload. Set to
zero if the OID does not.require an OID Specific Payload.

[4] OID Specific Payload (variable) — OID specific selector encoded in DER{ If OID
Specific Payload(Length is set to zero this field does not appear in the ID payload.

At the ¢culmination.ofia GROUPKEY-PULL exchange, the key server will have sent group
policy to all authérized group members, allowing receiving group members to partidipate in
secure group communications.

The KDIC<shall support the mandatory Object IDs defined in Table 2, which identify the
IEC 61 i i i -

Table 2 — IEC 61850 Object IDs: Mandatory (m) and Optional (o)

Object Identifier Name Description Value m/o
61850_ETHERNET_GOOSE | Specifies that the payload is requesting a key for o]
an |IEC 61850-8-1 GOOSE APDU. 1.0.62351.9.61850.8.1.1

61850_UDP_ADDR_GOOSE | Specifies that the payload is requesting a key for 1.0.62351.9.61850.8.1.2 m
a routable GOOSE APDU that is being sent to a
particular destination IP address.

61850_UDP _Tunnel Specifies that the payload is requesting a key for 1.0.62351.9.61850.8.1.4 m
an IEC 61850 routable Tunnel APDU that is being
sent to a particular destination IP address.

61850_ETHERNET_SV Specifies that the payload is requesting a key for 1.0.62351.9.61850.9.2.1 o]
an |IEC 61850-9-2 SV APDU.
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Object Identifier Name Description Value m/o
61850_UDP_ADDR_SV Specifies that the payload is requesting a key for 1.0.62351.9.61850.9.2.2 m
a routable IEC 61850 SV APDU.
61850 _IP_IS0O9506 Specifies that the payload is requesting a key for 1.0.62351.9.61850.8.1.4 o)
an IEC 61850-8-1 ISO 9506 endpoint. This
payload definition is out-of-scope.

NOTE That the utilized OIDs have been defined in the IEC 62351 space starting with 1.0.62351.9.xxx as opposed
to the OIDs used in IEC 61850-90-5 starting with 1.2.840.10070.xxx

9.1.5.5.2.3 OID specific payloads

The palyloads for the UDP versions of GOOSE (61850 _UDP_ADDR_GOOSE)

(61850 |
61850 _
Figure 3

(11

(2]

(3]

UDP_ADDR_SV) OIDs6® are the same. The ASN.1 Seguend
JDP_ADDR_GOOSE and 61850 _UDP_ADDR_SV OID specific data are-spe

—_

IecUdpAddrPayload ::= SEQUENCE
{
version INTEGER { vl (1)K }§
ipAddress IPADDRESS,
dsRef VisibleStringWSIZE(1l..128))
}

IEC

Figure 31 — 61850_UDP_ADDR_GOOSE/SV ASN.1 BNF

and SV
e for
cified in

Version is a single octet value_that represents the version of the particular payload.

nless otherwise specified, the:value of the VERSION shall be one (1).

PADDRESS is a value.component that allows the use of either an IPv4
jestination address for the entity associated with the key being request
PADDRESS ASN.1Sequence is specified in Figure 32.

The dsRef valug gomponent allows for the specification of an IEC 61850

Reference (DSRef), as specified in IEC 61850-7-2.

v "IPADDRESS ::= SEQUENCE

or IPv6
bd. The

DataSet

|

typeOfAddress ENUMERATED { IPv4(0), IPv6(1l) 1},
address CHOICE ({

ip OCTECT STRING (SIZE(4 | 16)),

dns VisibleString (SIZE(l..65536))

}

IEC

Figure 32 — IPADDRESS ASN.1 BNF

6  The payload for the IP versions of GOOSE and SV are the same.
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Figure 33 is an example of the 61850 OID Address Payload for either
61850_UDP_ADDR_GOOSE or 61850_UDP_ADDR_SV OIDs.

groupaddr IecUdpAddrPayload ::=

{
version vl,
ipAddress
{
typeOfAddress IPv4,
address dns: "www.iec.org"
}
dsRef "@somedataref" ‘
}

DER Encoding:

30230201 0130100A 01001A0B 7777712E
6965632E 6F72671A 0C40736F 6D65648Lk
74617265 66

IEC
Figure 33 — Example lecUdpAddrPayload. ASN.1 Data with DER Encoding

The ASIN.1 Sequence for 61850_UDP_TUNNEL>OID specific data is specified in Figur¢ 34.

IecUdpTunnelPayload ¢):= SEQUENCE

{
version INTEGER { v1(1) 1},
ipAddress IPADDRESS

}

IEC

Figure 34 — 61850_UDP_TUNNEL Payload ASN.1 BNF

NOTE Tpe dsRef field is not present in this payload because multiple Ethernet multicast frames (e.g. GOOSE or
SV) may be.sent in one Tunnel SPDU. Therefore, the destination IP address itself differentiates the data gets.

The OID payload for the Ethernet versions of GOOSE (61850 _ETHERNET_GOOSE) and SV
(61850 _ETHERNET_SV) are the same. The ASN.1 Sequence for
61850 _ETHERNET_GOOSE/SV OID specific data is specified in Figure 35.

JecEthernetAddrPayload ::= SEQUENCE

{
version INTEGER { v1(1) 1},
dstMAC OCTET STRING (SIZE(6)),
dsRef VisibleString (SIZE(1..256))

IEC

Figure 35 — 61850_ETHERNET_GOOSE/SV Payload ASN.1 BNF
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Version is a single octet value that represents the version of the particular payload.

Unless otherwise specified, the value of the VERSION shall be one (1).

The dstMAC is a value that consists of six (6) octets. The value shall be in Ethernet

transmission order.

The dsRef value component allows the specification of an IEC 61850 DataSet

Reference (DSRef), as specified in IEC 61850-7-2.
SA TEK payload

The SA TEK payload shall contain security attributes for a single set of policies associated
with a group TEK. The type of policy to be used with the TEK is described by a Protocol-1D
field included in the SA TEK. As shown in Figure 36 reproduced from RFC 6407, each

Protocol-ID describes a particular TEK Protocol-Specific Payload definition.

s at B B e e S Ry it L L |

+H+—+—+-+—+—+-+-+

The KD

Protoco

optiona

Assurarijce (SA_KDA) attributes. The values for these attributes are defined in draft-wg
iec6235[1-9-05 section 4.0, IANA Considerations.

The Prqtocol ID name of GDOI_PROTO_IEC_61850 is marked as TBD1 in the IE]
GDOI Protocol Support fofilEC 62351 [52], section 2.2. The protocol ID shall have a

decimal

9.1.5.7

e et e e L e s e Sk dat st et e R

D 1 2 3
D 1 23 4567890123456789012345678)901

Next Payload ! RESERVED ! Payload Length

ot et St B e e ot o St EE L |
}

Protocol-ID ! TEK Protocol-Specific Payload

Figure 36 — RFC 6407-SA TEK Payload

C shall comply with the IEC-61850 SA. TEK payload format defined in IETF drg

| SA Data Attributes, the Activation Time Delay (SA_ATD) and the Key

161, which is inthe domain of private use values.

IEC-61850 SA TEK payload

ft GDOI
Support for IEC 62351 [52], section 2.2. The IEC-61850 SA TEK payload defines two

Delivery
is-gdoi-

[F draft
value of

GDOI_HRROTO=IEC_61850 SA TEK shall include an OID and (optionally) an OID [Specific
Payload that_together define the selectors for the network traffic. The selector fields ghall be

followed ‘by/security policy fields indicating how the specified traffic is to be proted

ted. As

shown in Figure 37 reproduced from [5Z] each TEC 61850 TEK Payload describes a particular
TEK Protocol-Specific Payload definition.
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0 1 2 3
0123456789 01234567890123456789¢01

+—t—t—t—t—t—t—t—t—t =ttt —t—F—F—F—F—F—t—t—F—F—t—F—F—F——+—+—|

OID Length ! oID

+—t—t—t—t—t -ttt -ttt -ttt —F—F—F—t—t—F—F—t—F—F—F——+—

!
-+
!

OID Specific Payload Length ! OID Specific Payload
——t—t—b—t =ttt bttt bttt —F ===t —+—
SPI

+—t—t—F—t—t—t—t—t—F—F—F—t—F—F—F—F—F—F—t—F—F—Ft—t—F—F—F—F—F—F—F—+—

Auth Alg ! Enc Alg

+—t—t—t—F—t—t—t—t—F—t—t—F—t—t—F—F—F—F—F—F—t—F—F—F—F—F—F = —F—F—+—

~

+

!

+

The GD
a) OID
b) OID
IEC

c) OID
set t
d) OID
the
Spe
Payl
e) SPI
f) Auth
2.2.1
g) Enc
2.2.]
h) Rem
expi
Max
men

organization’s security policy.

Remaining Lifetime value
B St S S S e S S s ts st S S e S S e e T S I T A
SA Data Attributes
—+—+—+—+—t—F+—F—F—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F -+ -+ —F—F =+ L —+
I

Figure 37 — IEC-61850 SA TEK Payload

DI PROTO_IEC_61850 SA TEK Payload fields are defined’in [52] as follows:

Length (1 octet) — Length of the OID field.

(variable) — An ASN.1 object Identifier encoded using DER. OIDs de
61850 declare the type of IEC 61850 message to.be protected, as defined in T|

Specific Payload Length (2 octets) — Length-ef the OID Specific Payload. Thig
p zero if the policy does not include an OIDSpecific Payload.

Specific Payload (variable) — The traffic‘selector (e.g., multicast address) sp
DID encoded using DER. Some OID_policy settings do not require the use of
cific Payload, in which case this field*is not included in the TEK and the OID
poad Length is set to zero.

4 octets) — Identifier for the Current Key. This field represents a SPI.

Alg (2 octets) — Authentication Algorithm ID. Valid values are defined in [52],
p. HMAC-SHA256-128 is mandatory.

Alg (2 octets) — Confidentiality Algorithm ID. Valid values are defined in [52]
. AES-CBC-128dsymandatory.

aining Lifetime-value (4 octets) — The number of seconds remaining before t
res. A value-of zero (0) shall indicate that the TEK does not have an expi
mum lifetime shall be correlated with the CRL refresh time to ensure thg
bers with’ expired certificates or revoked certificates are handled according

i) SA

= = e = = = )

ined in
able 2.
field is

ecific to
an OID
Specific

Section

Section

his TEK
ry time.
t group
) to the

Data Attributes (variable length) — Contains zero or more attributes associa

ed with

this SA, [52], section 2.2.4 defines attributes.

There are some restrictions on how the Authentication Algorithm and the Confidentiality
Algorithm can be combined. The restrictions are summarized below:

a) AES-GCM/GMAC is a combined cipher providing both encryption and authentication. If
AES-GCM is specified for the confidentiality algorithm, the Authentication Algorithm field

shal

| be set to RESERVED (value 1).

b) If AES-GCM is not specified for the confidentiality algorithm, an authentication algorithm
shall be specified and the Authentication Algorithm field shall not be set to RESERVED
(value 1).

c) A confidentiality algorithm is optional and the Confidentiality Algorithm field may be set to
NONE (value 1).
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9.1.5.8 SPI discussion

RFC 6407 requires that characteristics of a SPlI must be defined. A SPl in a
GDOI_PROTO_IEC_61850 SA TEK is represented as a Key Identifier (KeylD). The SPI size is
4 octets. The SPI is unilaterally chosen by the KDC using any method chosen by the
implementation. However, an implementation needs to take care not to duplicate a SPI value
that is currently in use for a particular group.

9.1.5.9 SA data attributes
9.1.5.9.1 General

The following attributes shall be present in the SA TEK for IEC 61850 SAs. The attributes
shall follow the format described in [52], Appendix C.

9.1.5.9.2 Activation time delay (SA_ATD) SA data attribute (value 1)

A KDC [shall distribute an SA TEK in advance of when it is expected to\be used.| This is
communicated to group members using the SA Activation Time Delay~(SA_ATD) gttribute.
When a|l GM receives an SA_TEK with this attribute, it shall wait for-the number of $econds
containgd within the attribute before installing it for either transmission or receiving. The KDC
shall in¢lude the SA_ATD SA data attribute, even if the value is07 The SA_ATD attfibute is
assignef a value of 1.

9.1.5.9.8 Key delivery assurance (SA_KDA) SA datajattribute (value 2)

Group policy may include notifying a multicast source("Publisher") of an indication of whether
multicagt receivers ("Subscribers") have previously“received the SA TEK. This nofification
allows g Publisher to set a policy as to whetherto activate the new SA TEK or not bpsed on
the perdentage of Subscribers that are able toreceive packets protected by the SA TEK. The
attributg value is a number between 0 and 100 (inclusive). Support for KDA is optional|. If KDA
is not sypported, the KDC shall set the SAVKDA value to 100.

The SA[KDA attribute is assigned alvalue of 2.

9.1.6 GROUPKEY-PULL group key download exchange

After the SA Policies are sent to the GM, the KDC shall send the key material for epch SA.
The excdhange is described in Figure 38.

Group\Member KDC
(1Y HDR*, HASH(1), Ni, ID -—>
(2) <== HDR* HASH(2) Nr [SA
(3) HDR*, HASH(3) -=>
(4) <-- HDR*, HASH(4), KD

IEC
Figure 38 — GROUPKEY-PULL Key Download Exchange

Before the key material is sent to the GM, the GM shall first respond to the SA exchange by
sending message (3) with the Hash payload containing the HASH(3) computation shown here:

HASH(3) = prf(SKEYID a, M-ID | Ni b | Nr b )

If the KDC cannot validate the hash calculation, a phase 2 informational exchange shall be
initiated with an error indicating INVALID_HASH_INFORMATION (value 23).
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