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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-14: Application layer protocol specification — Type 14 elements

FOREWORD

The] International Electrotechnical Commission (IEC) is a worldwide organization for standardizati prising

national electrotechnical romote
intefnational co-operation on all questions concerning standardization in the electrig Ids. To
this|end and in addition to other activities, i i S recifigations,
Technical Reports, Publicly Available Specifications i % gds “IEC
Pu lication(s)”). Their preparation is entrusted to technical committees; any IE§ Natiohal Committee interested

e subject dealt with may participate in this preparatory work. 5 d non-
governmental organizations liaising with the IEC also participate in this a ( o closely

it the International Organization for Standardization (ISO) in agsord i diti ned by

agrgement between the two organizations
Thel|formal decisions or agreements of IEC on technical matter o pQgSible, an i ational
congensus of opinion on the relevant subjects since each/technical\co i i rom all
intefested IEC National Committees
IEC| Publications have the form of recommendations for iqte i lational
Committees in that sense. While all reasopable efforts 3 5 p i of IEC
Publications is accurate, IEC cannot be for any
mis|nterpretation by any end user

rder to promote international uniformit cations

parently to the maximum extent posgi rgence
betyween any IEC Publication i¢ated in
the |atter.

5) IEC| provides no marking pre e to indicate |ts appfo¥al and cannot be rendered responsible for any
equ|lpment declared to be\ \ 2

6) All dsers should epsure 8 latest edition of this publication.

7) No [iability shaII ‘ ' ., emgloyees, servants or agents including individual expdrts and
merpbers of its teckni i § National Committees for any personal injury, property darhage or
othgr damage of apf nat S ypether direct or indirect, or for costs (including legal fe¢s) and
expgnses arising /0Out b ication, juse of, or reliance upon, this IEC Publication or any other IEC
Publications.

8) Attgntion is drawn ive_references cited in this publication. Use of the referenced publications is
indispensable ication of this publication.

9) Attgntidn isSdrawn Re.the possibility that some of the elements of this IEC Publication may be the supject of
patent rights. IE alln held responsible for identifying any or all such patent rights.

NOTE |Use of some-of the)associated protocol types is restricted by their intellectual-property-right holderg. In all

cases, fhe commitmenttoimited release of intellectual-property-rights made by the holders of those rights jpermits

a partigular,'data-link layer protocol type to be used with physical layer and application layer protocols |n Type

combinptions as specmed epr|C|tIy in the IEC 61784 series. Use of the various protocol types ip other

COmb'n JI.IUIID iay ICLIUIIU pUIIIIIDDIUII IIUIII LIIUII ICD}JUDLIVU IIILCIIUbLUaI }JIUPUIL)’ IIuIIL IIUIUCID

International Standard |IEC 61158-6-14 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This first edition and its companion parts of the IEC 61158-6 subclauses cancel and replace
IEC 61158-4:2003. This edition of this part constitutes a technical addition. This part and its
Type 14 companion parts also cancel and replace IEC/PAS 62409, published in 2005.

This edition of IEC 61158-6 includes the following significant changes from the previous
edition:

a) deletion of the former Type 6 fieldbus for lack of market relevance;
b) addition of new types of fieldbuses;
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c) partition of part 6 of the third edition into multiple parts numbered -6-2, -6-3, ...
The text of this standard is based on the following documents:

FDIS Report on voting
65C/476/FDIS 65C/487/RVD

Full information on the voting for the approval of this standard can be found in the report on

voting indicated in the above table.

This publication has been drafted in accordance with ISO/IEC Directives, Part 2.

The cpmmittee has decided that the contents of this publication will reain un
the maintenance result date indicated on the IEC web site under httpg/webgtarelis
data rglated to the specific publication. At this date, the publication be:
e reg¢onfirmed;

e withdrawn;

. rjlaced by a revised edition, or

ended.

NOTE |The revision of this standard will be synchronized wj

e a
61158 series.

The |
comm

e general title Ind
on the IEC web site.

0 until
in the

strial
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC/TR 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this standard
is to provide a set of rules for communication expressed in terms of the procedures to be
carried out by peer application entities (AEs) at the time of communication. These rules for
communication are intended to provide a sound basis for development in order to serve a
variety of purposes:

e as|a guide for implementors and designers;

o forluse in the testing and procurement of equipment;
e as|part of an agreement for the admittance of systems into the-ops

e as|a refinement to the understanding of time-critical communcationsiwi
This standard is concerned, in particular, with the com nsors,
effectprs and other automation devices. By using this dards

positigned within the OSI or fieldbus reference models/otherwse S may
work fogether in any combination.

&
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-14: Application layer protocol specification — Type 14 elements

1 Scope

1.1 General

The fleldbus application layer (FAL) provides user programs with a mga 5s the
fieldbyis communication environment. In this respect, the FAL can be 3 indow
betwegn corresponding application programs.”

critical
ht and
nt the

This ptandard provides common elements for basic time
messaging communications between application programs in &
materfal specific to Type 14 fieldbus. The term “time-criti

prese to be
compl within
the tin risk to
equipment, plant and possibly human life.

This { i and defines the extgrnally
visible ‘

p ication Nayer protocol data units conjveyed

a) th

be}
b) the transfer syntax d ing\ rufes \that are applied to the application| layer
protocol data units;

c) the applicatiom co
between con@

d) the¢ application rglati i achines defining the communication behavior yisible

efining the application service behavior yisible

1) defing’th i entation of the service primitives defined in IEC 61158-5-14, and

the protocol of the Type 14 fieldbus application layer, in conformance
with the OSI Basic Reference Model (ISO/IEC 7498) and the OSI application layer structure
(ISO/IEC9545).

1.2 Specifications

The principal objective of this standard is to specify the syntax and behavior of the application
layer protocol that conveys the application layer services defined in IEC 61158-5-14.

A secondary objective is to provide migration paths from previously-existing industrial
communications protocols. It is this latter objective which gives rise to the diversity of
protocols standardized in the IEC 61158-6 series.

1.3 Conformance

This standard does not specify individual implementations or products, nor does it constrain
the implementations of application layer entities within industrial automation systems.
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Conformance is achieved through implementation of this application layer protocol
specification.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition

of the

referenced document (including any amendments) applies.

IEC 60559, Binary floating-point arithmetic for microprocessor systems

IEC 61158-3-14, Industrial communication networks — Fieldbus specifi¢ation 3-14:
Data-link layer service definition — Type 14 elements

IEC 6]1158-4-14, Industrial communication networks — Fieldbus s 4-14:
Data-§nk layer protocol specification — Type 14 elements

IEC 61158-5-14, Industrial communication networks — Fi 5-14:
Appligation layer service definition — Type 14 elements

ISO/IEC 10731, Information technology — Open S rence
Model| - Conventions for the definition ¢

ISO/IEC 7498-1, Information technolog rence
Model| - Part 1: The Basic Model

ISO/IEC 8802-3, Information ' > hange
between systems — LocalNand™ g ita , Part 3:
Carridr sense multiple ] ysical
layer $pecifications

ISO/IEC 8822, In ervice
definition

ISO/IEC 8824 i R} cation
of basic nota

ISO/IEC 984 Layer
structure

3 Tfrms, definitions, symbols, abbreviations and conventions

For the purposes of this document, the following definitions apply.

3.1
3.1.1

Referenced terms and definitions

ISO/IEC 7498-1 terms

For the purposes of this document, the following terms as defined in ISO/IEC 7498-1 apply:

a) ap
b) ap
c) ap
d) ap
e) ap

plication entity

plication process

plication protocol data unit
plication service element

plication entity invocation
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f) application process invocation

g) application transaction

h) real open system

i) transfer syntax

3.1.2

ISO/IEC 8822 terms

For the purposes of this document, the following terms as defined in ISO/IEC 8822 apply:

a) abstract syntax

b) pr

sentation context

3.1.3

For th

a) application-association

b) application-context

c) application context name

d) application-entity-invocation
e) application-entity-type

f) application-process-invocation
g) application-process-type

h) application-service-element

i) application control service element

3.1.4
For th

a) ob

b) tyd

3.1.5

For th

IEC 6

a) DU
b) DLU-Scheduling-p
c) DUCEPRP

ISO/IEC 9545 terms

e purposes of this document, the following terms as defined i

ISO/IEC 8824 terr

do ent, the following terms as defined in IEC 61158-3-1

wing terms as defined in ISO/IEC 8824 apply:

4 and

d) DLC

e) DL-connection-oriented mode
f) DLPDU

g) DLSDU

h) DLSAP

i) lin
j) ne
k) no
) no

m) sc

k

twork address
de address
de

heduled
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3.2 Fieldbus application layer specific terms and definitions

3.21
access control
control on the reading and writing of an object

3.2.2
access Path
association of a symbolic name with a variable for the purpose of open communication

3.2.3

com ieatt
set o] basic cycles needed for a configured communication activity i
segment

3.24
communication scheduling
algorifhms and operation for data transfers occurring in a detern 6.8 2ble manner

macro nJetwork

3.2.5
configuration (of a system or device)
step in system design: selecting functional units, as g gns and defining their
intercponnections.

3.2.6
cyclid
repetifive in a regular manner

3.2.7
destination FB Instance
FB indtance that receiVe

3.2.8
domajn
part o

3.2.9
domajn dewnload
operatiof to d

3.2.1¢0
domajn uplead
operatiofi-to’read data from a domain

3.2.11
entity
particular thing, such as a person, place, process, object, concept, association, or event

3.2.12

Type 14 bridge

DL-relay entity which performs synchronization between links (buses) and may perform
selective store-and-forward and routing functions to connect two micro network segments

3.2.13
identifier
16-bit word associated with a system variable
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3.2.14
index
address of an object within an application process

3.2.15

instance

actual physical occurrence of an object within a class that identifies one of many objects
within the same object class

3.2.16

instantiation

creatigmofaminstance of aspecifiedtype:
3.2.17

management information
netwofk-visible information for the purpose of managing the field sys

3.2.18 +
management information base
organ(zed list of management information

3.2.19

mapping
set of [values having defined correspogdence 3 alues of another set

3.2.2¢0
member
piece jof an attribute that is

3.2.21
message filtering
decisipn onam

3.2.22
microl segment
part of a netwo

3.2.23
offsef]

3.2.2
phas
elaps i ; i o]

3.2.25
process interface
data exchange and information mapping between physical process and application unit

3.2.26
real-time
ability of a system to provide a required result in a bounded time

3.2.27
real-time communication
transfer of data in real-time.
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3.2.28
Real-Time Ethernet (RTE)
ISO/IEC 8802-3-based network that includes real-time communication

NOTE 1 Other communication can be supported, providing the real-time communication is not compromised.

NOTE 2 This definition is dedicated, but not limited, to ISO/IEC 8802-3. It could be applicable to other IEEE 802
specifications, for example IEEE 802.11.

3.2.29
schedule
temporal arrangement of a number of related operations.

3.2.3
scheduling macrocycle
time interval to implement a specific schedule.

3.2.31
source FB Instance
FB indtance that sends a specific parameter

3.2.32
time gffset
time difference from a specially designated time
3.3 |Abbreviations and symbols
AAE Application Access Ent
e o )

AE Application Entity
AL j
ALE

ALP

APO

AP

APDU

API

AR

ARP

AREP

ASE Apylication Service Element

Cnf Sonfirmation

CR Communication Relationship

CREP Commumnicatiom Retationship End—Poimt
CSMA/CD Carrier Sense Multiple Access Protocol with Collision Detection
DD Device Description

DHCP Dynamic Host Configuration Protocol
DL- (as a prefix) data-link-

DLCEP Data-link Connection End Point

DLL Data-link Layer

DLE Data-link Entity

DLM Data-link-management

DLS Data-link Service

DLSAP Data-link Service Access Point

DLSDU DL-service-data-unit
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ECSME Type 14 communication scheduling management entity
Type 14 Ethernet for Plant Automation

EM_ (as a prefix) Type 14 Management
ESME Type 14 Socket Mapping Entity

FB Function Block

FBAP Function Block Application Process
FME FAL Management Entity

Ind Indication

IP Internet Protocol

LLC Logical Link Control

LMP Link Management Protocol

MAC Medium Access Control

MAU Medium Attachment Unit

MOB Management Object Base

PAD Pad (bits)

PDU Protocol Data Unit

P/S Publisher/Subscriber

Req Request

Rsp Response

RTE Real-Time Etherne

RT-Ethernet Real-Time Ethernet

SAP

SDU : i

SME

SNTP

TCP

UDP

.cnf

.ind

.req

.rsp

3.4

3.41

The HALCIs defined as a set of object-oriented ASEs. Each ASE is specified in a separate
subclause. Each ASE specification is composed of three paris: its class defitions, its

services, and its protocol specification. The first two are contained in IEC 61158-5-14. The
protocol specification for each of the ASEs is defined in this standard.

The class definitions define the attributes of the classes supported by each ASE. The
attributes are accessible from instances of the class using the Management ASE services
specified in IEC 61158-5-14. The service specification defines the services that are provided
by the ASE.

This standard uses the descriptive conventions given in ISO/IEC 10731.

3.4.2 Conventions for state machines for Type 14

A state machine describes the state sequence of an entity and can be represented by a state
transition diagram and/or a state table.
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In a state transition diagram (Figure 1), the transition between two states represented by

circles is

presented.

illustrated by an arrow beside which the transition events or conditions are

R1

Figure 1 — State transition diagram

Table 1 — State machine description element

Events or conditions that trigger this state \/
Current transaction
state =>
action

#

Namg of The current | Events or conditions that trigger this state ext state after the
this state to transaction. in this transition i
transition which this =>

state The actions that are taken when the abog
transition or

applies conditions are me he actions ar
below events or c d ions

ir(@‘ssnte‘\d >

The cpnventions used in the state transijon

;g4 Value of an item on the left is feplaced b
the right is a parameter\it co from rim| \Y

ble Ws follows.

value of an item on the right. If an item on
hown as an input event.

ondition to indicate an item on the left is equal to an item on the 1ight.
condition to indicate an item on the left is less than the item on the right.
> A logical condition to indicate an item on the left is greater than the item on the
right

<> A logical condition to indicate an item on the left is not equal to an item on the

right.
&& Logical "AND"
|| Logical "OR"

Service.req represents a Request Primitive; Service.req{} indicates that a request
primitive is sent;

Service.ind represents an Indication Primitive; Service.ind{} indicates that an Indication
Primitive is received;

Service.rsp represents a Response Primitive; Service.rsp{} indicates that a Response
Primitive is sent;
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Service.cnf represents a Confirm Primitive; Service.cnf{} indicates that a Confirm Primitive is
received.

4 Abstract syntax

4.1 Fixed format PDU description

EPA PDU consists of fixed-length PDU header and variable-length PDU body. The former
contains service type, message type and message length, etc.

EPAPDU : : = CHOICE {

confirmed-RequestPDU [0] IMPLICIT Confirmed-RequestPDU,
confirmed-ResponsePDU [1 IMPLICIT Confirmed-RespansePDUj
confirmed-ErrorPDU [2] IMPLICIT Confirmed-HrrorPDk
unconfirmed-RequestPDU [3] IMPLICIT Unconfirgted

}

Confirmed-RequestPDU : : = SEQUENCE {
pduHeader PDUHeader,
confirmed-request Confirmed-Request

}

Confirmed-ResponsePDU : : = SEQUENCE {
pduHeader
confirmed-response

1

Confirmed-ErrorPDU : : = SEQUENCE
pduHeader
confirmed-error

}

Uncorffirmed-RequestH

pduHea F gder,
unconfir sonfirmed-Request

}
4.1.1

Confin
[0] IMPLICIT EM_GetDeviceAttribute-RequestPDU,
[1 IMPLICIT EM_ConfiguringDevice-RequestPDU,
| Se [2] IMPLICIT EM_SetDefaultValue-RequestPDU,
DomainDownloa [3] IMPLICIT DomainDownload-RequestPDU,
DomainUpload [4] IMPLICIT DomainUpload-RequestPDU,
AcknowledgeEventRoport [5] IMPLICIT AcknowledgeEventNotifi-RequestPOU,
- U,
Read [7] IMPLICIT Read-RequestPDU,
Write [8] IMPLICIT Write-RequesPDU

}

4.1.2 Confirmed response service
Confirmed- Response : : = CHOICE {

EM_GetDeviceAttribute [0] IMPLICIT EM_GetDeviceAttribute-ResponsePDU,
EM_ConfiguringDevice [1]1 IMPLICIT EM_ConfiguringDevice-ResponsePDU,
EM_SetDefaultValue [2] IMPLICIT EM_SetDefaultValue-ResponsePDU,
DomainDownload [3] IMPLICIT DomainDownload-ResponsePDU,
DomainUpload [4] IMPLICIT DomainUpload-ResponsePDU,

AcknowledgeEventRoport [5] IMPLICIT AcknowledgeEventNotifi-ResponsePDU,
ReportConditionChanging [6] IMPLICIT AlterEventConditionMon-ResponsePDU,
Read [71 IMPLICIT Read-ResponsePDU,
Write [8] IMPLICIT Write-ResponsePDU
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}
41.3 Confirmed error
Confirmed- Error ;: : = CHOICE {
EM_GetDeviceAttribute [0] IMPLICIT Error-Type,
EM_ConfiguringDevice [1] IMPLICIT Error-Type,
EM_SetDefaultValue [2] IMPLICIT Error-Type,
DomainDownload [3] IMPLICIT Error-Type,
DomainUpload [4] IMPLICIT Error-Type,
AcknowledgeEventRoport [5] IMPLICIT Error-Type,
ReportConditionChanging [6] IMPLICIT Error-Type,
Read [7] IMPLICIT Error-Type,
Write [8] IMPLICIT Error-Type
}
414 Error type
ErrorTlype : : = SEQUENCE {
ErrorClass [0] IMPLICIT Integer8,
ErrorCode [1] IMPLICIT Integer8
AdditionalCode [2] IMPLICIT
Reserved [3]
AdditionalDescription [4]
}
41.5 Error class
ErorClass ::= CHOICE { ErrorCogle
Resource [0 IMPLISIT\Inteyers {
| (\memonykunavailable (0),
her (1)
)2 ( N
Service N N [1]1 \JIMPLICIT) Tntegers {
| LU\ “object-state-conflict (0),
N N \Jobject-constraint-conflict (1),
> < parameter-inconsistent (2),
N illegal-parameter (3),
AN AN Size Error (4),
{ \\ N/ Other (5)
}
Access N N [2] IMPLICIT Integer8 {
N\ object-access-unsupported (0),
4 A object-non-existent (1),
N\ / object-access-denied (2),
hardware-fault (3),
/ type-conflict (4),
object-attribute-inconsistent (5),
Access-to-element-unsupported (6),
Oter 17)
}
Timer [3] IMPLICIT Integer8 {
Timer-Expire (0),
Timer-Error (1),
Other (2)
|3
Other [4] IMPLICIT Integer8 {
Other (0)
}
}
4.1.6 Unconfirmed request

Unconfirmed-Request: : = CHOICE {
EM_DetectingDevice
EM_OnlineReply
EM_ActiveNotification

[0]
(1]
(2]

IMPLICIT EM_DetectingDevice-RequestPDU,
IMPLICIT EM_OnlineReply-RequestPDU,

IMPLICIT EM_ActiveNotification-RequestPDU,
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EventRoport [3] IMPLICIT EventRoport-RequestPDU,

VariableDistribute [4] IMPLICIT VariableDistribute-RequestPDU

}
41.7 EPA application layer PDU

ApplicationLayerPDU ::= SEQUENCE {

PDUHeader,

PDUBody CHOICE {
Confirmed-Request,
Confirmed-Response,
Confirmed-Error,

Unicanfirmed-Reauest
|

}
41.8 APDU header format

PDUHeader : : = SEQUENCE {

ServicelD [0] IMPLICIT
Reserved [1 IMPLICIT
Length [2] IMPLICIT
MessagelD [3] IMPLICIT

41.9 FAL Management Entity service

4.1.9.1 EM_DetectingDevice service

EM_DietectingDevice-RequestPDU : : =/
QueryType igned8,
Reserved tetString,
PDTag VisibleString,
FBTag VisibleString,
ElementID Unsigned16

4.1.9.
EM_

®)

IMPLICIT Unsigned8,

[1] IMPLICIT Boolean,
2] IMPLICIT OctetString,
3] IMPLICIT Unsigned32,

[4] IMPLICIT VisibleString,
5] IMPLICIT VisibleString

}

4.1.9.3 EM_GetDeviceAttribute service

EM_GetDeviceAttribute-RequestPDU : : = SEQUENCE {
DestinationIPAddress [0] IMPLICIT Unsigned32,

}

EM_GetDeviceAttribute-ResponsePDU : : = CHOICE {
EM_GetDeviceAttribute-PositiveResponsePDU,
EM_GetDeviceAttribute-NegativeResponsePDU

}
EM_GetDeviceAttribute-PositiveResponsePDU : : = SEQUENCE {
DevicelD [0] IMPLICIT VisibleString,
PdTag [1] IMPLICIT VisibleString,
Status [2] IMPLICIT Unsigned8,

DeviceType [3] IMPLICIT Unsigned8,
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Annunciation Interval [4] IMPLICIT Unsigned16,
Annunciation Version Number [5] IMPLICIT Unsigned16,
DuplicateTagDetected [6] IMPLICIT Boolean,
DeviceRedundancyNumber [7] IMPLICIT Unsigned8,
LANRedundancyPort [8] IMPLICIT Unsigned16
DeviceRedundancy State [9] IMPLICIT Unsigned8,
MaxRedundancyNumber [10] IMPLICIT Unsigned8,
ActivelPAddress [11] IMPLICIT Unsigned32
}

EM_GetDeviceAttribute-NegativeResponsePDU : : = SEQUENCE {
Destination|PAddress [0] IMPLICIT Unsigned32,
Error-Type [1] IMPLICIT Error-Type

}

4.1.9.4 EM_ActiveNotification service
EM_AgtiveNotification-RequestPDU : : = SEQUENCE {

DevicelD [0] IMPLICIT
PdTag (1]
Status [2]
DeviceType (3]

AnnunciationVersionNumber
Device Redundancy Number
DeviceRedundancyState

(4]

LANRedundancyPort
DuplicateTagDetected
MaxRedundancyNumber Unsigned8,
Reserved IT OctetString,
ActivelPAddress REICIT Unsigned32
}
4.1.9. EM_Config
EM_Configuring EQUENCE {
DestinatiorfP [0] IMPLICIT Unsigned32,
DevicelD 1] IMPLICIT VisibleString,
[2] IMPLICIT VisibleString,
[3] IMPLICIT Unsigned16,
[4] IMPLICIT Boolean,
[8] IMPLICIT Unsigned8,
[6] IMPLICIT Unsigned16,
[7] IMPLICIT Unsigned8,
[8] IMPLICIT Unsigned8,
[9] IMPLICIT Unsigned32
}

EM_ConfiguringDevice-ResponsePDU : : = CHOICE {
EM_ConfiguringDevice-PositiveResponsePDU,
EM_ConfiguringDevice-NegativeResponsePDU

}

EM_ConfiguringDevice-PositiveResponsePDU : : = SEQUENCE {
DestinationIPAddress [0] IMPLICIT Unsigned32,
MaxRedundancyNumber [1 IMPLICIT Unsigned8

}

EM_ConfiguringDevice-NegativeResponsePDU : : = SEQUENCE {
DestinationIPAddress [0] IMPLICIT Unsigned32,
ErrorType [1] IMPLICIT ErrorType
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4.1.9.6 EM_SetDefaultValue service
EM_SetDefaultValue-RequestPDU : : = SEQUENCE {

DestinationIPAddress [0] IMPLICIT Unsigned32,
DevicelD [1] IMPLICIT VisibleString,
PdTag 2] IMPLICIT VisibleString

}

EM_SetDefaultValue-ResponsePDU : : = CHOICE {
EM_SetDefaultValue-PositiveResponsePDU ,
EM_SetDefaultValue-NegativeResponsePDU

}

EM_SgtDefaultValue-PositiveResponsePDU : : = SEQUENCE {

Destination|PAddress [0] IMPLICIT Unsigne
}

EM_SgtDefaultValue-NegativeResponsePDU : : = SEQUENCE
DestinationIPAddress [0] IMPLICINU
ErrorType [1] IMPLI

}

4.1.10| Application Access Entity (AAE) services

4.1.10.1 DomainDownload service

Doma|nDownload-RequestPDU : : = J
SourceApplID ) gned16,
DestinationAppID gned16,

DestinationObject ysigned16,
DataNumber Jhsigned16,
MoreFollows Boolean,

Reserved RLICIT OctetString,
DataLer@ : ICIT Unsigned16,
LoadDat PLICIT OctetString

Doma|nDownloa q QU ™~—= CHOICE {
{ai ResponsePDU,

Doma|nDownload-PositiveResponsePDU : : = SEQUENCE {

DestinationAppID [0] IMPLICIT Unsigned16
}

DomainDownload-NegativeResponsePDU : : = SEQUENCE {
DestinationAppID [0] IMPLICIT Unsigned16,
Reserved [1] IMPLICIT OctetString,
ErrorType [2] IMPLICIT ErrorType

}

4.1.10.2 DomainUpload service
DomainUpload-RequestPDU : : = SEQUENCE {

SourceAppID [0] IMPLICIT Unsigned16,
DestinationAppID [1] IMPLICIT Unsigned16,
DestinationObjectID [2] IMPLICIT Unsigned16,
DataNumber [3] IMPLICIT Unsigned16
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DomainUpload-ResponsePDU : : = CHOICE {
DomainUpload-PositiveResponsePDU,
DomainUpload-NegativeResponsePDU

}

DomainUpload-PositiveResponsePDU : : = SEQUENCE {
DestinationApplID [0] IMPLICIT Unsigned16,
DataLength [11 IMPLICIT Unsigned16,
MoreFollows [2] IMPLICIT Boolean,
Reserved [3] IMPLICIT OctetString,
LoadData [4] IMPLICIT OctetString

}

Doma|nUpload-NegativeResponsePDU : : = SEQUENCE {
DestinationAppID [0] IMPLICIT Unsigned16,
Reserved [1 IMPLICIT OctetString,
ErrorType [2] IMPLICIT ErrorType

1

4.1.10.3 EventRoport service

EventRoport-RequestPDU : : = SEQUENCE {
DestinationAppID [0] IMPLICIT
SourceApplD [1
SourceObjectID
EventNumber
EventData

4.1.10.4 Acknowledge
AckngwledgeEventRopart-

DestinatiphQbje
EventN @

}
Ackno

DestinationApplD [0] IMPLICIT Unsigned16

}

AcknowledgeEventRoport -NegativeResponsePDU: : = SEQUENCE({
DestinationAppID [0] IMPLICIT Unsigned16
Reserved [11 [IMPLICIT OctetString,
ErrorType [21 IMPLICIT ErrorType

}

4.1.10.5 ReportConditionChanging service
ReportConditionChanging-RequestPDU : : = SEQUENCE {

DestinationAppID [0] IMPLICIT Unsigned16,
DestinationObjectID [11 IMPLICIT Unsigned16,
Enabled [21 IMPLICIT Boolean

}
ReportConditionChanging -ResponsePDU : : = CHOICE {
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ReportConditionChanging -PositiveResponsePDU,
ReportConditionChanging -NegativeResponsePDU

}

ReportConditionChanging -PositiveResponsePDU: : = SEQUENCE{

DestinationApplID [0] IMPLICIT Unsigned16
}

ReportConditionChanging -NegativeResponsePDU: : = SEQUENCE({
DestinationApplID [0] IMPLICIT Unsigned16
Reserved [1] IMPLICIT OctetString
ErrorType [2] IMPLICIT ErrorType

}

4.1.10.6 Read service

Read-RequestPDU : : = SEQUENCE {

DestinationApplID [0] IMPLICIT Unsigned16,
DestinationObjectID [11 IMPLICIT Unsigngd16
Sublndex [2] IMPLICIT Unsj

}

Read fResponsePDU : : = CHOICE {

Read -PositiveResponsePDU,
Read -NegativeResponsePDU

}

Read-PositiveResponsePDU : : = SEQUE
DestinationApplID
Reserved
Data

Nosigned16,
(OttetString,
OctetString

Destination Unsigned16,
IMPLICIT OctetString,
IMPLICIT ErrorType
}
4.1.10.
Write-Reques EQUENCE {
DestinationAppID [0] IMPLICIT Unsigned16,
DestinationObjectID [11 IMPLICIT Unsigned16,
Sublndex [2] IMPLICIT Unsigned16,
Reserved [8] IMPLICIT Octetstring,
Data [4] IMPLICIT OctetString
1
Write -ResponsePDU : : = CHOICE {
Write -PositiveResponsePDU,
Write -NegativeResponsePDU
}
Write -PositiveResponsePDU : : = SEQUENCE {
DestinationAppID [0] IMPLICIT Unsigned16,
}

Write -NegativeResponsePDU : : = SEQUENCE {
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DestinationAppID [0] IMPLICIT Unsigned16,
Reserved [11 IMPLICIT OctetString,
ErrorType [2] IMPLICIT ErrorType

}

4.1.10.8 VariableDistribute service
VariableDistribute-RequestPDU : : = SEQUENCE {

SourceApplD [0] IMPLICIT Unsigned16,
SourceObjectID [11 IMPLICIT Unsigned16,
Data [2] IMPLICIT OctetString

4.1.11| Abstract syntax of data type
4.1.11.1 Notation of Boolean type

Boolean ::= BOOLEAN

4.1.11.2 Notation of integer type

Int8 ::= INTEGER (-128..+127)
Int16 ::= INTEGER (-32768..+32Y67)
Int32 ::= INTEGER
Int64 ::= INTEGER
4.1.11.3
- integer range 0 <= i <= 2°-1
- integer range 0 <= i <= 2'°-1
- integer range 0 <= i <= 2%-1
- integer range 0 <= i <= 2%-1
4.1.11.

-- IEC-60559 single precision

4.1.11.55/ Notation of visible string type

VisibleString ::= VISIBLE STRING --general use
4.1.11.6 Notation of octet string type

OctetString ::= Octet STRING --general use
4.1.11.7 Notation of bit string type

BitString ::= BIT STRING -- general use
4.1.11.8 Notation of TimeofDay type

TimeOfDay ::= OctetString6
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4.1.11.9 Notation of binary date type

BinaryDate ::= OctetString8

4.1.11.10 Notation of TimeDifference type

TimeDifference ::= OctetString6

4.2 Object definitions in FAL management ASE
4.21 EPA MOB Header
The (o] chbt Uf tilc EPA MCB Hcadcl ib UIUfiIIUUI doS D;IUVVII ill Ta'uit: 2
Table 2 — Definition of EPA MOB header obje (\
No. Parameter name Read/write Data type Octet Octet
property offset lengt
1 Object ID Read Only | Unsigned16 | O {2
2 MOB Revision Number | Read Only Unsigned16/ < ﬁ 2 \ \U% version of EPA MPB
A
4.2.2 | EPA device descriptor obje Q
The object of the EPA Device Descriptor own in Table 3.
Table 3 Definitio o@ escriptor object
T~
ad/write )\étet Octet .
No. Parameter namf\\iw{ert \kt\xy,{/ offset length Description
1 Object ID <> Read On si 16 | 0 2 The index of EPA Devicg
/\ Descriptor Object in the MOB
A
2 Reserved (\ \RQN'V >OctetString 2 2 Reserved
3 Dewc%l\ \ \%Q\gnly VisibleString | 4 32 Device ID
4 @‘e{\ \\ Read Only | VisibleString | 36 32 Device Tag
5 ACtN dr%& Read Only Unsigned32 | 68 4 Current operational IP address
6 Device Type Read Only | Unsigned8 72 1 Device type
7 Status Read f\nl\}/ IIncignndR 73 1 Device status
8 Device Version Read Only Unsigned16 | 74 2 Device version number
9 Annunciation Read Only | Unsigned16 | 76 2 The interval of devices
Interval broadcast its annunciation
10 Annunciation Read Only Unsigned16 | 78 2 Annunciation version number of
Version Number devices broadcast
11 Device Redundancy Read Only | Unsigned8 80 1 Device redundancy status
State
12 Device Redundancy Read Only | Unsigned8 81 1 Device redundancy number
Number



https://iecnorm.com/api/?name=4d0cabd43777e5729b2ac58a850b2ed4

61158-6-14 © IEC:2007(E)

27—

Read/write Octet Octet Lol
No. Parameter name property Data type offset length Description
13 LANRedundancyPort | Read Only Unsigned16 | 82 2 Redundant messages
processing port of the device
14 Max Redundancy Read Only | Unsigned8 84 1 Maximum redundancy number
Number of the device
15 Duplicate Tag Read Only | Boolean 85 1 This property describes whether
Detected the device’s PD_Tag is in
collision with another device
4.2.3 Time synchronization object
The object of the Time Synchronization Object class is defined as sho
Table 4 — Definition of the time synchronlzako@ug
N Parameter Read/write Data tvpe Octet criotion
' name property ypP offset Ien \ P
1 Object ID Read Only Unsigned16 0 2 The index of the Time
chfonization Object in|
/\ the MOB
2 Reserved Read Only <§1\< 2 §\) )\ Reserved
3 Primary Time | Read/Write (&« 4 4 IP address of master timeg
Server server
(\
4 Secondary ead/Wrij \ 8 4 IP address of slave time
Time Server server
5 Time Request nly \ unsighed32 12 4 The maximum time that time
Timeou client waits for the resporjse
of time server in seconds
6 Time Re ea W%f \re/g%’ledSZ 16 4 The time interval that tim¢
Interva client requests the time
\ server
7 C able\%e Unsigned32 20 4 The synchronization
< ne, Clags precision supported by time
client
8 Targ Ti Read/Write | Unsigned32 24 4 The required
Sync Cla synchronization precision|as
to the time client
9 Current Time Read Only [ BmaryDate 28 8 CUTTent tme of the devic
10 Standard Time | Read Only | TimeDifference | 36 6 Standard time difference
Difference
4.2.4 Maximum response time object

The object of the Maximum Response Time Object class is defined as shown in Table 5.
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Table 5 — Definition of maximum response time object

No Parameter Read/write Data type Octet Octet Description
: name property yp offset length P
Object ID Read Only Unsigned16 0 2 The index of object in the MOB
Reserved Read Only OctetString 2 2 Reserved
Max Response | Read/Write TimeDifference 4 4 The maximum response time
Time of confirmed service in
milliseconds

4.2.5

The o
Table

1

6.

EPA communication scheduling management object

bject of the EPA Communication Scheduling Management clas

[able 6 — Definition of the EPA communication scheduling

No Parameter Read/write Data tvpe Octet q 0}9& \)}escri tion
: name property yp offset length P
heindex of object in the MOB
Object ID Read Only | Unsigned16 &Kﬁ 2 \ Nhg/Andex Ject!
AN
) > Reserved
2 Reserved Read Only | OctetString 2 V
The communication magro
3 Communication Read/Write | TimeD er(%(se\ 4 \AF/ period of subnet which {he
MacroCycle device belongs to
N\
o . . ) The offset of non-periodic
4 NonPeriodic Data Re rite meDifferenc 8 4 message begin to transnit
Transfer Offset relative to the start of
N o~ communication macro period
L \ The version number of
5 Communication Re \nw\ sigged1 12 2 communication macro period
Macrocycle
Version Nurp
4.2.6
The obj
N
Read/write Octet Octet L.
No. Parw property Data type offset length Description
The index of object in the MOB
1 Object ID Read Only | Unsigned16 0 2 !
The device description version
2 XDDL Version Read Only | Unsigned16 2 2 number P
4.2.7 FB application information header

The object of the Encoding of FB Application Information Header class is defined as shown in
Table 8.
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Table 8 — Definition of FB application information header

Read/write Octet Octet L.
No. Parameter name property Data type offset length Description
The ind f object in the MOB
1 Object ID Read Only | Unsigned16 | 0 2 e fndex ot object In the
) The number of FB Application
2 Number of FB Read Only Unsigned16 2 2 Information Object
Application
Information Object
. ) First Number of FB Application
3 First Number of Read Only Unsigned16 4 2 Information Object
EB Application
Information Object
4.2.8 Domain application information header
The opject of the Domain Application Information Header class is d&fin inTable 9.
Table 9 — Definition of domain application j
. N
No Parameter name Read/write Data type tet ct Description
' property ffs?’(\ length
. ) The index of Domain Application
1 Object ID Read Only nsigned6 O\/ @ formation Header objec} in the
M 'moB
) . Number of Domain Appligation
2 Number of Domain Read Only >§5|g d\N}\ 2 \2‘/ Information Objects in the device
Application Information
Object (\
. ) First Number of Domain
3 First Number of ad’Only nsighed ] 6 \> 2 Application Object in the|MOB
Domain Application
Object [\ N
i Number of Configured Dpmai
4 Number of igur R nly de 6 2 OLtj)JT:'c?sro ontigure bmain
Domain Ob {\
) Number of UnConfigured | Domain
5 Number of Read Only, Unsigned16 | 8 2 Objects
UnConfigured\Domai
Object{q).\
NS
4.2.9 imk ect header
The object of the.EPA Link Object Header class is defined as shown in Table 10.
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Read/write Octet Octet s
No. Parameter name property Data type offset length Description
The ind f Link Object Head
1 Object ID Read Only | Unsigned16 | 0 2 L o et eader
Number of Link Object in th
2 Number of Link Read Only | Unsigned16 | 2 2 douies | O HImeRIectIn e
Object
First Number of Link Object i
3 First Number of Read Only | Unsigned16 | 4 2 theMop o HmeERlectin
Link Object
) Number ofConfigured Link
4 Number of Read Only | Unsigned16 | 6 2 Obiécts
Configured Link
Object N “
. mker oNUnConfigufed Link
5 Number of Read Only | Unsigned16 | 8 2 Object
UnConfigured Link
Object
4.2.10 FB application information object
The object of the FB Application Information class is(def nirvTable 11.
Table 11 — Definitio B li ation object
No. Parameter name Read/write ata t;}A\ Descriptiof
property
(AN
) The index of FB Application
1 Object ID Read ?n‘l’y\ %'9\@ Information Object in[the MOB
R d
2 Reserved w\(&nl(\ x%g\ 16 /2 2 eserve
L ) FB Name, its length i§ 32
3 FB Name Re ly Cp\VisitleSgring | 4 32 octets, if the string lemgth is less
than 32 octets, then the
remained part are padded with
/\ BLANK(0x20)
FBT
4 FB Type \de Unsigned16 | 36 2 ype
) The maximum instandes number
5 Numb Wnly Unsigned16 | 38 2 of FB
n at
) The execution time off FB in
6 ecu on imey| Read Only | Unsigned32 40 4 milliseconds
First Inst Numbef allocated
7 FirSt~ Number” of | Read Only | Unsigned16 | 44 2 o BB instancs whon ks e
Instantiation instantiated
4.2.11 EPA link object

The object of the EPA Link Object class is defined as shown in Table 12.
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Table 12 — Definition of EPA link object

No. Parameter name Read/write | Data type Octet Octet Description
property offset length
) . The index of EPA Link Object
1 Object ID Read Only Unsigned16 0 2 in the MOB
) ) Instance ID of local instance
2 LocalAppID Read/Write | Unsigned16 2 2
The index of local variable
3 Local Object ID Read/Write | Unsigned16 4 2 object
) ) Instance ID of remote FB
4 RemoteAppID Read/Write | Unsigned16 6 2
of rexpote elémgnt object
5 RemoteObject|D Read/Write | Unsigned16 8 2 i{\ )
sexvice sed by Link
6 ServiceOperation Read/Write | Unsigned8 10 1 /\ ObJe y
. . . e of in the
7 ServiceRole Read/Write | Unsigned8 11 /I\ \ unic t|o process
|IPXaddress6f remdte device;
8 RemotelPAddress Read/Write | Unsigned32 12 \,f lo al\gﬁd/édestmaltlon FB
instarnce objects are in the
S EPA device, then this
roperty can be igrjored; if
he EPA service uge the
broadcast or multidast
method, then this groperty
should be broadcast or
multicast group addiress
. ) Time offset when sending
9 SendTimeOffset Read/Write 6 4 periodic packet frofn the start
time of a communig¢ation
macrocycle. Its data type is 4
octets of TimeDiffefence
4.2.12
The obj rmatjon class is defined as shown inTable 13
domain application information object
ad/write Octet Octet Lo
No. Paéhﬁ\n}\e\\ property Data type offset length Description
N n T
_ ) The index of the domjain
1 OM Read Only | Unsigned16 2 application informati¢n object
in the MOB
The index of the domain object
2 Domain-Ohject | Read Only | Unsigned16 2 corresponding to the domaiJn
application informatign object
) ) The configuration stdtus of
3 ConfigurationStatus Read Only | Boolen 1 domain object, Booldan type, if
its value is true, then it shows
that the domain object is not
configured
. Reserved
4 Reserved Read Only | OctetString 3
The name of the domain object,
5 Domain Name Read Only | Unsigned16 32 its length is 32 octets, the )
unused part is padded with
BLANK (0x20)
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Definition of objects used in EPA application access entity

This subclause defines the encodings of objects in EPA application access entity.

4.3.1

Domain object

The object of the Domain class is defined as shown in Table 14.

Table 14 — Definition of domain object

n . Read/write Nt s Octet A~ ka1
No. Parametername property Bata-type offset Octettength—
/\

1 ObjectID Read Only | Unsigned16 | 2 The index m Object

2 Domain Name Read/Write | VisibleString | 32 The na{ Wa\)\\\b\%>

3 Max Octets Read Only Unsigned16 | 2 1< mJgCtets in t main

4 Password Read/Write | Unsigned16 | 2 <W¥d\us§ to access the Domain

\%
5 AccessGroups Read/Write | Unsigned8 1< Q Nwoup of Domain Object
N

6 AccessRights Read/Write n |gnedg/< 1> ( jh@ess right of Domain Objgct

7 Local Address Read Only Unsigne é\ 4 \_‘D?/e pointer pointed to the specific Domain
Object. If not used, its value shquld be set
to OXFFFFFFFF

8 Domain State Read Oy Unsigned8 1 The status of domain object, it cgn be the
following value:
0 —EXISTENT
1 ——DOWNLOADING
2 —UPLOADING
3 —READY
4 —IN-USE

T

9 Last State eadOnly >Unsigned8 1 The status of domain object befgre
upload/download, the meaning df its value
if shown as follows:
0 —EXISTENT
1 ——DOWNLOADING
2 —UPLOADING
3 —READY
4 —IN-USE

10 Used AMon Read Only Unsigned16 | 2 The number of programs using the domain

Counter now, if the counter value is biggger than 0,
it shows that this domain is beinp used, so
ftTanmotbe over ownload
service, its data type is unsigned16
4.3.2 Simple variable object

The definition of Simple Variable Object is shown in Table 15.
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Table 15 — Definition of simple variable object

No. Parameter name Read/write Data type Octet Octet length
property offset
ObjectID Read Only | Unsigned16 | 2 The index of the Variable Object in the
MOB
Data Type Read Only Unsigned8 1 The data type of the Variable Object.
Length Read Only | Unsigned16 | 2 The length of Variable Object in octet
LUbd; Adu‘lﬂbb RCdU‘ Ulliy UIIDiHIIUU‘SZ 4 T;IU pUiII;.b'I ’J\Jill‘lcuI ;.U “IU bpb‘bil’c
Variable Objec can be’used to
internally ad ress the main)Object. If
not used , be sef to
OxFFFFF
Password Read/Write | Unsigned16 | 2 ord, used’to accesg’the
V r|ab @) ec
AccessGroups Read/Write | Unsigned8 1 \agcwup\gf Variable Ohject
N\
AccessRights Read/Write | Unsigned8 1 / Wss\ght to Variable Objgct
/N
4.3.3 Event object \) G
The definition of Event Object is sho .
Table 16 — t object
No| Parameter eaciyri \D< pe Octet length
name ope
N
1 ObjectID W Ne}@ The ID of the Event Object
2 Lengthv ead 8«% \Ql%ge 16 The octet length of the Event Objec
g
3 Passwo Read/Wite | Unpsigned16 The password used to access the
Domain Object.
4 A%SM RWe Unsigned8 The access group of the Domain Ohject
5 A}eﬁi{%\ R}ad/Write Unsigned8 The access right of the Domain Objéct
6 Local’Addres Read Only | Unsigned32 The pointer pointed to the specific Bvent
Object, it is used to internally addreps
the Variable Object. If not used , its
value should be set to OXFFFFFFFF|
7 Enabled Read Only | Boolean Enabled = TRUE < UNLOCKED
Signifies the event object isn’t locked,
and the event can be sent out.
Enabled = FALSE < LOCKED
Signifies the event object is locked, and
the event can not be sent out
4.3.4 EPA socket mapping object

The definition of EPA Socket Mapping Object is shown in Table 17.
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Table 17 — Definition of EPA socket mapping object

No. Parameter name Read/write Data type Octet Octet length
property offset
1 LocallPAddress Read Only Unsigned32 4 IP address of local device
2 RemotelPAddress Read Only Unsigned32 4 IP address of remote device
3 ActiveUdpPort Read Only Unsigned16 2 The UDP port used when
sending message
4 AbtiVUSUI VibCiD RGdU‘ Ulliy UIID;UIIUKJ1U 2 SUI VibU iD
5 ActiveMesssaglLength Read Only Unsigned16 2 The gth of \\the” message
waitifig t bs‘sgnt
N\
6 ActiveMessagelD Read Only Unsigned16 2 Activ ket th
/\\% sagelD
7 ActiveMesssageTime Read Only Time T ﬁpo e Mof the active
Difference XE e, this parameter ghows
e response time of
the active message, if it dpes not
d thte response, it shodld be
set o' zero. The unit is
/(\ {\ \ﬁillisecond
8 ActiveDataPointer Read Onl nsigned82 4\) The pointer to the header pf the
active message
9 MaxMessagelLength Read Onl sigh %\/ 2 The maximum message lepgth
allowed. If the user level
message exceeds the length, it
will be denied to send, and will
[\ (\ return an error flag
10 MaxRetran umber ead.\On \}Isignedm 2 The maximum retransmisdgion
times allowed
4.3.5 \}e@
The d
Read/write Octet
No. Pawe property Data type offset Octet length
1 TimerID Read Only Unsigned16 2 The ID of the timer
2 ActiveServicelD Read Only Unsigned16 2 Service ID which indicates the
service used to send the
message
3 ActiveMessagelD Read Only Unsigned16 2 The active message ID, i.e.
Message ID in the message
4 ActiveMessageTime Read Only Unsigned32 4 The response time of the active
message, this parameter shows
the maximum response time of
the active message, if it does not
need the response, it should be
set to zero. The unit is
millisecond
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4.3.6 ErrorType object
The definition of the ErrorType Object is shown in Table 19.

Table 19 — Definition of ErrorType object

No. Parameter Read/write Data type Octet Octet length
name property offset
1 Error Class Read Only | Int8 1 Error class
2 Error Code Read Only Int8 1 Error code, this parameter gives a more
concrete error de}o;i-pti\on
3 Additional Code | Read Only | Int8 1 Additional cog€,this parameter is

optional, a e user can def
usage acgordingto itsyowh\nee

4 Reserved Read Only | Octetstring 1 Re@\\\ X
N

5 Additional Read Only | VisibleString | 32 4 Additional , this parameter is

Description Mﬂ i add a text
/\\%f{ tioh’in the error information| Its
data’ typeis VisipleString
-

5 Transfer syntax

51 Encodingof basic data types

5.1.1 Boolean

A Boolean value is encoded in“ore octet, \all bits’ane set to 0 for FALSE and 1 for TRUE.

If the |value is TRUE, theva of saeh bitNs shown in the Table 20 (Bit 7 is MSB, Bjit 0 is
LSB). < >

gding of Boolean value TRUE

Q\\ \ B7 [ B6 |B5 | B4 | B3 | B2 |B1 | BO

%ct\é\1 1 1 1 1 1 1 1 1

If the yalueis FAMRS Walue of each bit is shown in Table 21.

Table 21 — Encoding of Boolean value FALSE

B/ Bb Bo b4 B BZ B BU

Octet1 0 0 0 0 0 0 0 0

5.1.2 Unsigned8

The Unsigned8 type is encoded in one octet, the range is 0~255, the weight of each bit is
shown in Table 22.

Table 22 — Encoding of Unsigned8 data type

B7 |B6 | B5 | B4 | B3 | B2 | B1 BO

Octet1 27 |28 | 2% 2% |28 |22 |2 2°
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5.1.3 Unsigned16

The Unsigned16 type is encoded in two octets, the range is 0~216-1, the weight of each bit is
shown in Table 23.

Table 23 — Encoding of Unsigned16 data type

B7 | B6 | B5 | B4 B3 | B2 B1 BO

Octet1 215 | 914 | 913 | 912 | ot 210 | 9o 28

Octet2 97 96 95 24 23 92 Py 20

5.1.4 Unsigned32

The Unsigned32 type is encoded in four octets, the range is 0~232-1 each bit is

showr] in Table 24.

Table 24 — Encoding of Unsigned32 data ty

Octet1

Octet2

Octet3

Octet4

5.1.5 Unsigned64

The Unsigned64 type is ensoded i
is shown in Table 25. %&

\7>36 B5 |B4 |B3 | B2 |B1 |BO
Bite\t}\ 263 262 261 260 259 258 257 256

-1, the weight of eqch bit

%ct\é‘% 255 254 253 252 251 250 249 248
M 247 246 245 2% 243 242 241 240

/8Ctet4 239 238 237 236 235 234 233 232
Octet5 281 | 2%0 | 220 | 228 | 277 | 226 | 2%° | 2%
Octet6 2% | 2% | 2% | 2% | 2" | 2" | 2" | 2
Octet7 2% | 2™ |21 |21 | 2" |21 |29 |28
Octet8 27 |28 2% |2t |2 |22 |2 |2°

5.1.6 Int8

The Int8 type is encoded in one octet, the range is -128~127. If the sign bit (SN) is 1, the data
is negative, otherwise, the data is positive or zero when bit SN is 0. The weight of each bit is
shown in Table 26.
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5.1.7

Int16

Table 26 — Encoding of Int8 data type

B7 | B6 | B5 | B4 | B3 | B2 | B1

BO

Octet1 SN |28 | 2° |2¢ |28 |22 |2

20

The Int16 type is encoded in two octets, the range is -2'°~2'-1. If bit SN is 1, the data is
negative; otherwise, the data is positive or zero when bit SN is 0. The weight of each bit is
shown in Table 27.

5.1.8

The In
negat
showr

Int32

Table 27 — Encoding of Int16 data type

t32 type is encoded in four octets, the rang
ve; otherwise, the data is positive or zer
in Table 28.

B7 | B6 |B5 |B4 | B3 | B2 |B1 /&
Octet SN 214 213 212 211 210 29 28
Octet2 27 [2° [2° [2¢ |20 |22 N\ \QK
N

0.

Table 28 — Encoding of In{32 data

the SN is 1, the d
The weight of each

B7 lie B\% B2 | B1

)223\/227 226 225

ﬂ 219 218 217

212 211 210 29

7
7
N SH S

24 2° 22 2"

Table 29 — Encoding of Int64 data type

ata is
bit is

N is 1,
ght of

B7 |B6 |B5 | B4 |[B3 | B2 |B1 |BO
Octet1 SN | 202 | 280 | 280 | 259 | 2%8 | 95T | %6
Octet2 2% | 2% | 2% | 2% | 25" | 2% | 2% | 2%
Octet3 27 | 2% 2% 2% 2% 2% | 2% | 2%
Octet4 2% | 2% | 2% | 2% | 2% | 23 | 2% | g%
Octet5 231 230 229 228 227 226 225 224
Octet6 223 222 221 220 219 218 217 216
Octet7 215 | 2™ | 2" | 2% | 2" |2 |2° |28
Octet8 21 | 2% | 2% |2* |28 |22 |2' |2°
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The Real type is encoded in four octets. Its range is in conformance with that of IEEE Std 754
Short Real Number (total 32 bits). If the value of bit SN is 1, the data is negative, otherwise,
the data is positive or zero when bit SN is 0. Bits 6 to 0 of octet 1 and bit 7 of octet 2 defines
the exponent field. It is followed by the fraction field from bit 6 of octet 1 to bit 0 of octet 2.
The weight of each bit is shown in Table 30.

Table 30 — Encoding of Real type

B7 B6 |B5 |B4 |[B3 |B2 |B1 BO
OctetT SN[ 2 2 pi 7 pi 7 7
Octet2 2° 27" 22 23 2 2% 2° /24
Octet3 28 2° 270 | 2™ :
Octet4 27 |2 |28 |2
5.1.11 VisibleString

The VjisibleString type is encoded in visible string, th

Table 31 — Encoding of/(s\g
\S\ B4

5.1.12

The QctetStri
accordling to

B7

B

B

Octet1

=

the first/character

Octeéz/\

e S
ETETRIAN
)4

coded in one or several octets which are aligned from 1
er. The encoding is shown in Table 32.

e 32 — Encoding of OctetString data type

h s in

ton

5.1.13 BitString

B7 | B6 B5 B4 B3 B2 B1 BO
Octet1 Binary data
Octet2 Binary data
Octetn

The BitString type is encoded in a group of Octets, the length is variable from 1 to n, n is an
arbitrary natural number. The encoding is shown in Table 33.
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Table 33 — Encoding of BitString data type

B7 |B6 | B5 | B4 | B3 | B2 | Bt BO
Octet1 0 1 2 3 4 5 6 7
Octet2 8 9 10 11 12 13 14 15
...... soon......
...... soon......
Octetn

5.1 .1J TimeOfDay

The T
field i
first o
time i
Zero.
is sho

{

5.1.15

5 stated in milliseconds since midnight, at midnight the
[he time field is encoded as an Unsigned32 data (frop
wn in Table 34.

Unsigned16 Date;
Unsigned32 Millisecond;

<
SRR
2 S

3
\C“Kt4 Yﬁ/ 222 221 220 219 218 217 216

@}Qts 215 214 213 212 211 210 29 28

Octet\g 27 | 2% | 2% 2% |28 |22 |2 2°

Bina ate

The t
Table1

pe-BinaryDate consists of a calendar date and a time, it is encoded in 8 octets sh
35:

e date
to the
0. The
value
oding

bwn in

The year field is encoded as an Unsigned16 data (octet1 and octet2), if its value is 2004, it

repres

ents the year of 2004.

The month field is encoded as an Unsigned8 data (octet 3), the range is 1~12, its value

repres

ents one of 12 months in a year.

The date field is encoded as an Unsigned8 data (octet 4), the range is 1~31, its value

repres

ents one day of 31 days in a month.

The hour field is encoded as an Unsigned8 data (octet5), the range is 0~23, its value

repres

ents 1 h of 24 h in a day.
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its value

The millisecond field is encoded as an Unsigned16 data (octet7 and octet 8), the range is
0~59999, its value represents 1 ms of 60 000 ms in a minute.

{
Unsigned16 Year; /lyear
Unsigned8 Month; //month
Unsigned8 Date; /lday
Unsigned8 Hour: [/hour
Unsigned8 Minute; /Iminute
Unsigned16 Millisecond; /Imillisecond
}
Table 35 — Encoding of BinaryDate d?a\tK
B7 | B6 |B5 | B4 |B3 @’Z\E{\{o\
Octet1 215 | 21 | 2™ | 2 /"“&{ 2N2\\
X
o) 2 27 26 25 24 23 22 1 0
ctet 2 f « \{ \ZL/
Octet3 27 <26\ 2° %4> 23( 2 §> 2°
Octet4 2" |2 E\\Q“ 2% \é/ 2" | 2°
Octet5 27 f (ZS\\K 2N\| 22 |2' |2°
Octeg\ /21\2\ \25\ » Y2 |20 |2
et7 A215(_\ 2%\ 13 zﬁ 211 210 29 28
cﬁ{tem 27 2\5\% 24 |2 |22 |2 |2
5.1.14 TimeDiff \>
The type T|meD|f er ; its| value
states i
The s s|value
repres

The ti
octet {

b), its yalue represents the milliseconds difference. The encoding is shown inTabl¢

Unsigned16 Date;
Unsigned32 Millisecond;

/ldays difference
/I the fraction part of a day expressed in milliseconds

36.
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Table 36 — Encoding of TimeDifference data type

B7 |B6 |B5 | B4 |[B3 | B2 |B1 |BO
Octet1 25 [ 2™ |2 |2 | 2" |21 |29 |28
Octet2 27 |28 2% |2t |2 |22 |28 |2°
Octet3 2% | 2% | 2% | 2% | 2% | 2% | 2% | 2%
Octet4 2% | 2% | 2% | 2% | 2" | 2" | 2" | 2
Octet5 25 [ 2™ |21 |21 | 2" |21 |29 |28
Octet6 27 2% 2% |2t |2 |22 |28 |2°

5.1.171 Encoding of SEQUENCE

The SEQUENCE structure is comparable with a record. It repres
of the|same or of different Data Types.

A strufture may contain a simple variable or further struct

5.1.1§ Encoding of CHOICE

A CHOQICE represents a selection from 2

5.2 |Encoding of EPA APDU header

r data

The epcoding of the EPA Application |g Table
37.
Table 37 - E/hc{cj\g of ER&a layer service message header
Para W Octet .
No. Name Da@\\sffset length Description
1 Service SN/ 0 1 This parameter describes |the
service type and message type| Bit
7 to 6 indicates the message type:
00 — request message
< 01 — response message
10 — error message
11 — reserved
The lowest six bits used to signify
the service ID
2 Reserved QctetString 1 3 Reserved
3 Length Unsigned16 4 2 This parameter describes the
length of the whole message
4 MessagelD Unsigned16 6 2 This parameter describes the ID of
the message
5.3 Encoding of FAL management entity service parameters
5.3.1 EM_DetectingDevice service

The EM_DetectingDevice request parameters are coded as shown in Table 38.
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Table 38 — Encoding of EM_DetectingDevice request parameters

No. Parameter Data type Octet offset Octet Description
name length
1 Query Type Unsigned8 0 1 Signifies the query request type:
0: Query according to PD_Tag. The
following parameter is PD_Tag.
1: Query according to FB Tag. The
following parameter is FB Tag.
2: Query according to ElementID. The
following parameter is FB Tag and
ElementID
2 Reserved Octetstring 1 3 Reserved A
3 PD_Tag VisibleString 4 32 The physical ice tag, its*length is| 32
octets, anthe sed parths padded
with BLANKN0x20).
4 FB Tag VisibleString | 36 32 Funcfion bhe%&sﬁt nce\@ich is|used
t ery the_in ation o A devifre
&m uedw FB instance
5 ElementID | Unsigned16 | 68 2 £1DGA BB Whigh must be usell with
FB Yag ether\because ElementID is
()miqu only iR ope FB instance
5.3.2 EM_OnlineReply service e 0
The EM_OnlineReply request paramete edg@s'shewn iff Table 39.
Table 39 — Encoding of EM_Qnli lyrequest parameters
D)
Parameter et et Lol
N ta type Description
name (\ offse length
1 Quer{ y}e Unsigpe 0\> 1 Signifies the Query Type:
< 0: Query according to PD_Tag.
1: Query according to FB Tag.
<\ \ 2: Query according to ElementID
2 < ica olean 1 1 This property describes if the devicg’s
JTag PD_Tag collides with the other
Detected devices’ PD_Tag (i.e. repeated
PD_Tag). TRUE= PD_Tags Collide
3 Reserved Octetstring 2 2 Reserved
4 Queried Unsigned32 4 4 IP address of the queried EPA physical
Object IP device (i.e. the IP address of the local
Address device)
5 Queried VisibleString | 8 32 The queried EPA physical device ID
Object (e.g. local device ID), its length is 32
Device ID octets, and the unused part is padded
with BLANK (0x20)
6 Queried VisibleString | 40 32 The queried EPA physical device tag
Object (e.g. local device tag). Its length is 32
PD_Tag octets, and the unused part is padded
with BLANK (0x20)
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5.3.3

EM_GetDeviceAttribute service

5.3.31 Request primitive

— 43—

The EM_GetDeviceAttribute request parameters are coded as shown in Table 40.

Table 40 — Encoding of EM_GetDeviceAttribute request parameters

No. Parameter name

Data type

Octet offset

Octet
length

Description

Destination |IP_Addres

Unsigned32

IP_address of the target

devi}e\

5.3.3.

The E

N

p Positive response primitive

M_GetDeviceAttribute positive response parameters are

(&
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Table 41 — Encoding of EM_GetDeviceAttribute positive response parameters

No.

Parameter name

Data type

Octet
offset

Octet
length

Description

Device ID

VisibleString

32

Local device ID

PD_Tag

VisibleString

32

32

The physical device tag, its
length is 32 octets, and the
unused part is padded with
BLANK (0x20)

Status

Unsigned8

64

The status of the FPA

device:

0: no

Device Type

Unsigned8

65

Annunciation
Interval

Unsigned16

66

2 xwme
/_\ ahAungiatiar message sen
t by
/)

e device

X

Annunciation
Version Number

Unsigned16

AN

2 he version number of the
N nunciation message

Duplicate Tag

Detected

Boolean

D

This property indicates
whether PD_Tag of the
device is in collision with the
other or not (i.e. duplicated
PD_Tag). TRUE= PD_Tag|n
collision

Redundanc

Numfr

nsigned

The redundancy number of
local device, if the device i
active, then this value is
zero, and has no following
parameters

72

The redundancy status the
local device is in:

0——active status
1——back-up status

If the redundancy number is
0, then the response
primitive does not contain
this parameter

10

Max Redundancy
Number

Unsigned8

73

The maximum redundancy
number of the device, if the
redundancy number is 0,
then the response primitive
does not contain this
parameter

11

Reserved

Octetstring

74

Reserved

12

Active IP
Address

Unsigned32

76

IP address of the active
device (if no redundancy,
then its local IP address); if
the redundancy number is 0,
then the response primitive
does not contain this
parameter
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5.3.3.3

Negative response primitive

— 45—

The EM_GetDeviceAttribute negative response parameters are coded as shown in Table 42.

Table 42 — Encoding of EM_GetDeviceAttribute negative response parameters

No. Parameter name Data type Octet offset IS:;:] Description
1 DestinationIPAddress | Unsigned32 0 4 IP address of the target
device
2 Error Type ErrorType 4 N SeeFuo{ype
5.3.4 EM_ActiveNotification service

The EM_ActiveNotification request parameters are coded as shown{n Kable

Table 43 — Encoding of EM ActlveNotlflcatlon re ues rameter

Port

No Parameter name Data type Octet \‘\\ \Desgription
' offset leng
1 Device ID VisibleString 0 (\\ / /\ \\Q of local device
N
2 PD_Tag VisibleString 3 \J \’ﬁw local physical device
tag, its length is 32 octets,
and the unused part is
padded with BLANK ( 0x20|)
3 Status \@ The status of the EPA
\)\/ device:
0——no address;
Q > 1——unconfigured;
\ 2——configured,operationgl
4 }e{\\n}\\ \S|g ds8 65 1 Local device type
5 nnunC| \Méignedm 66 2 The version number of the
C Vexsio umber annunciation message
6 Unsigned8 68 1 The redundancy number of
local device, if it is anactive
device, then this value is 0
otherwise the following
parameter is invalid
7 Device Unsigned8 69 1 The redundancy status of the
Redundancy local device:
State
0——active state
1——backup state
If the redundancy number is
0, then the response
primitive does not contain
this parameter
8 LAN Redundancy | Unsigned16 70 2 The LAN redundancy

message processing port of
the device which requests
the service
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Octet Octet s
No. Parameter name Data type offset length Description
9 Duplicate Tag Boolean 72 1 This property describes if the
Detected device’s PD_Tag collides
with the other devices’
PD_Tag (i.e. duplicated
PD_Tag). TRUE= PD_Tags
Collide
10 Reserved Octetstring 73 2 Reserved
11 Max. Unsigned8 75 1 The maximum redundancy
Redundancy number of the device
Number
12 Active IP Unsigned32 76
Address
5.3.5 EM_ConfiguringDevice service
5.3.5.1 Request Primitive

The EM_ConfiguringDevice request patamete

No.

Parameter @W
N

tﬁ>ffset

Octet
length

Description

Destination IP Address

S

32

ID of local device

PD_Fa

Deg&e/%
\@é tring

AN

36

32

The local physical devig
tag, its length is 32
octets, and the unused
part is padded with
BLANK (0x20)

[

4 \ A nWerval

Unsigned16

68

The interval of the
annunciation message
sent out by the device

Duplicate Tag Boolean

Detected

70

=

This property describes|i
the device’'s PD Tag

collides with the other
devices’ PD_Tag (i.e.
duplicated PD_Tag).
TRUE= PD_Tags Collide

Device Redundancy
Number

Unsigned8

71

The redundancy number
of the local device, if its
active device, then this
value is 0, and does not
have the following
parameters

LAN Redundancy
Port

Unsigned16

72

The LAN redundancy
message processing port
of the device which
requests the service
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No. Parameter name Data type Octet offset length Description
8 Device Redundancy Unsigned8 74 1 The redundancy status of
State the local device:
0——active state
1——backup state
If the redundancy number
is 0, then the response
primitive does not contain
this parameter
9 Max Redundancy Unsigneds 75 i The maximum
Number redundancy™umber.of the
devj
10 Active IP Address Unsigned32
5.3.5.2 Positive response primitive

The EM_ConfiguringDevice positive re

Table 45 — Encoding of EM_Configur

nse

15.

No.

Parameter
name

Data%

Description

u

Destination
IP Address

ig§d3

Destination IP Address

Ma@
Redundanpt

Numb

N

Unsitgned

The maximum redundancy
number of the device, if the
redundancy number is 0, the
response primitive does not
contain this parameter

5.3.5.

The E

46.

N D N Dot e FaPw oy £ N OCtet D H rH
No- Parameter-name Bata-type Octet-offset length Beseription
1 Destination IP Unsigned32 0 4 IP address of the target
Addres device
2 Error Type ErrorType 4 N See Error Type
5.3.6 EM_SetDefaultValue service
5.3.6.1 Request primitive

The EM_SetDefaultValue request parameters are coded as shown in Table 47.
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Table 47 — Encoding of EM_SetDefaultValue request parameters

Octet Octet Lo
No. Parameter name Data type offset length Description
1 DestinationIPAddress Unsigned32 0 4 Destination IP address
2 Device ID VisibleString 4 32 ID of the local device
3 PD_Tag VisibleString 36 32 The local physical
device tag, its length is
32 octets, and the
unused part is padded
with B K (0x20)
5.3.6.2 Positive response primitive
The EM_SetDefaultValue positive response parameters are coded as s
Table 48 — Encoding of EM_SetDefaultValue po on rarmeters
No. Parameter name Data type Octet o/@—\ Description
1 Destination IP | Unsigned32 \/ Destination IP addresps
Address
5.3.6.8 Negative response primiti

The EM_SetDefaultValue n

Table 49 —[I'ﬁ: in o&cl\ea

ative res

No Pe%ﬂr at\a\ly{e Octet offset I0<=tet Description
ength
X

1 @edw 0 4 Destination IP address

2 ErrorType 4 N See Error Type
5.4 rvices
5.4.1 ad Service
5.4.11 Request primitive

The DomainDownload request parameters are coded as shown in Table 50.
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Table 50 — Encoding of DomainDownload request parameters

Octet Octet Lo
No. Parameter name Data type offset length Description
Application ID of th
1 SourceApplID Unsigned16 0 2 sgfrl:(;adlg\r/]ice orthe
Application ID of
2 DestinationAppID | Unsigned16 | 2 2 o on dovice
L ) ) Domain object ID of the
3 DestinationObjectID | Unsigned16 4 2 destination device
) Download times
4 DataNumber Unsigned16 6 2
Fl ignify ifh
5 MoreFollows Boolean 8 1 arzgmuose dowr:gn;gsl qe
follgwi ~
. ved
6 Reserved OctetSring 9 1 géi\ \ \
Dat , Th iq
7 DataLength Unsigned16 10 2 (\\B\a N’\\Sﬁm '
e loed dat
8 Load Data OctetString 12 N<\ % Wwniogd data
N
5.41.2 Positive response primitive
The DomainDownload positive response _paramefer hown in Table 51.
Table 51 — Encoding of domaind response packet
No Parameter name Data e cte>1$\e> Octet Description
: yp Q\% length P
D —
1 DestinationAND lUnsign&\Q\ 0 )\/ 2 Destination IP addreds
N\
5.4.1.8 Nega response pkximitive
DomajnDownload n eters are coded as shown in Table 52.
Tabl}{ coding o ainDownload negative response parameters
No ar ﬁr name Data type Octet offset Octet Description
' ak length
N
1 MO%ND Unsigned16 0 2 Destination IP addreds
2 Reserved Octetstring 2 2 Reserved
3 ErrorType ErrorType 4 N See Error Type
5.4.2 Domain Upload Service

5.4.2.1

Request primitive

The DomainUpload request parameters are coded as shown in Table 53.
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Table 53 — Encoding of DomainUpload request parameters

Octet Octet s
No. Parameter name Data type offset length Description
1 SourceApplID Unsigned16 0 2 Application ID of the
source device
2 DestinationAppID Unsigned16 2 2 Application ID of
destination device
3 DestinationObjectID | Unsigned16 4 2 Domain object ID of the
destination device
4 DataNumber Unsigned16 6 2 Do%d time
5.4.2.2 Positive response primitive
The DomainUpload positive response parameters are coded asho
Table 54 — Encoding of DomainUpload positi
No. Parameter name Data type Octet éfsf\ Iente:| \> Description
\F\ A\
1 DestinationAppID uUnsi e(%\ 0 E\) Application ID of
destination device
2 DatalLength Unsigrfed16 2 2 Data length, the rangpt
C is 0~512
3 MoreFollows \@oolea \4) 1 Flag used to indicate
whether there are more
/\/\ m downloads data
4 Reseéab k < tetsting\_/ 5 3 Reserved
5 Load % \/\ \Ge’lhéwzg 8 N Domain upload data
5.4.2.3 N respanse\primitive
The Dp ative r&sponse parameters are coded as shown in Table 55.
nc¢oding of DomainUpload negative response parameters
Octet Lo
No. Parameter name Data type Octet offset length Description
1 DestinationAppID Unsigned16 0 2 Application ID of
destination device
2 Reserved Octetstring 2 2 Reserved
3 Error Type ErrorType 4 N See Error Type
5.4.3 EventRoport Service

The EventRoport request parameters are coded as shown in Table 56.
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Table 56 — Encoding of EventRoport request parameters

Octet Octet s
No. Parameter name Data type offset length Description
1 DestinationAppID Unsigned16 0 2 Application ID of
destination device
2 SourceApplID Unsigned16 2 2 Application ID of source
device
3 SourceObjectID Unsigned16 4 2 Domain object ID of source
device
4 EventNumber Unsigned16 6 2 Numbefr of tht
5 EventData OctetString 8 N M eWa
5.4.4 EventRoportAcknowledge Service
5.4.4.1 Request primitive
The EjentRoportAcknowledge request parameters ar, ownin Table 57.

Table 57 — Encoding of Ev%tRoport c

est parameters

No. Parameter name Daté&e \Olﬁ\oist \1‘%‘(’49‘::‘ Description
1 DestinationAppID Unsig ed1§ \) 2 Application ID of
(\ /‘\ destination device
AN
2 DestinationOpjectl &U igned U 2 Object ID of destinatipn
w device
3 Even@er< Ng}e@/ 4 2 Event number
5.4.4.2 i ponse primitiyve
The EjpentRoportAcknowledge positive response parameters are coded as shown in Tabje 58.
Th ding‘\of EventRoportAcknowledge positive response parameters
No Wr name Data type Octet offset Octet Description
: yp length P
1 DestinationAppID Unsigned16 0 2 Application ID of
destination device
5.4.4.3 Negative response primitive

The EventRoportAcknowledge negative response parameters are coded as shown in Table 59.
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Table 59 — Encoding of EventRoportAcknowledge negative response parameters

No. Parameter name Data type Octet offset |2:;:1 Description
1 DestinationAppID Unsigned16 0 2 Application ID of
destination device
2 Reserved Octetstring 2 2 Reserved
3 Error Type ErrorType 4 N See Error Type
5.4.5 ReportConditionChanging service
5.4.5.1 Request primitive

The ReportConditionChanging request parameters are coded as shgwn\i

Table 60 — Encoding of ReportConditionChanging xeque

AN

2O

AN
No. Parameter name Data type Octet 7«!5/&\\%:‘:% \,gescription
1 DestinationAppID Unsigned16 Application ID of

destination device

2 DestinationObjectID Unsigned16 U Object ID of destinatipn
device

3 Enabled Boole% QM\ \) 1 Enable flag

4 Reserved A \ (Octeéﬁ@;\%) v 3 Reserved

5.4.5.2

Positiye re
The ReportCondit;

Thable 61 — c

response parameters are coded as shown in Tabje 61.

No.<\

e

Data type

Octet offset

Octet
length

Description

1 w&w

Unsigned16 0

Application ID of
destination device

5.4.5.8

Negative response primitive

The ReportConditionChanging negative response parameters are coded as shown in Table 62.

Table 62 — Encoding of ReportConditionChanging negative response parameters

No. Parameter name Data type Octet offset Ig:;::u Description
1 DestinationAppID Unsigned16 0 2 Application ID of
destination device
2 Reserved Octetstring 2 2 Reserved
3 Error Type ErrorType 4 N See Error Type
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5.4.6 Read service
5.4.6.1 Request primitive

The Read request parameters are coded as shown in Table 63.

Table 63 — Encoding of Read request parameters

No. Parameter name Data type Octet offset Igr?;‘::\ Description
1 DestinationApplD Unsigned16 0 2 Application ID of
des}aaﬁ% device
2 DestinationObjectID Unsigned16 2 2 bject 1D of destinatipn
/ evice
3 Sublndex Unsigned16 4 2 Syblndex tw
(\ aceessed object
X
5.4.6.2 Positive response primitive
The Read positive response parameters are coded ag shown le 6
Table 64 - Encodinggl\%ad(pgsi\g er s@)\se rameters
No. Parameter name Data t ctet offset \—Q‘!tet Description
length
1 DestinationAppID Unsigngd16 \/ 2 Application ID of
<\f\ destination device
N
2 Reserved /\/\ O@st\ring \LJ 2 Reserved
3 Data<> i 2 ctt%@\/ 4 N Returned data
5.4.6.8 Negative xespaonse pri |\Z
The Read negativexrespense parameters are coded as shown in Table 65.
N Encoding of Read negative response parameters
N
Octet s
No. Parameter name Data type Octet offset length Description
1 DestinationAppID Unsigned16 0 2 Application ID of
2 Reserved Octetstring 2 2 Reserved
3 Error Type ErrorType 4 N See Error Type
5.4.7 Write Service
5.4.71 Request primitive

The Write request parameters are coded as shown in Table 66.
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Table 66 — Encoding of Write request parameters

No. Parameter name Data type Octet offset Ice):;:\ Description
1 DestinationAppID Unsigned16 0 2 Application ID of
destination device
2 DestinationObjectID Unsigned16 2 2 Object ID of destination
device
3 Sublndex Unsigned16 4 2 Sublndex of the written
object
4 Reserved Octetstring 6 2 Reserved
5 Data Octetstring 8 N /%Kta V“@\
5.4.7.2 Positive response primitive
The Write positive response parameters are coded as shown i

Table 67 — Encoding of Write positj eﬁsp se>parameters

\/ ctet
No. Parameter name Daté%e\ tet offse, n Description
Application ID of
1 DestinationAppID Unsign/eébﬁ \@\ \ }/ dggtilr?:tilgrr: devci)ce
5.4.7.8 Negative resp % \)
The Write negative response patameters coded as shown in Table 68.

No Paratheter name a\r%e Octet offset Octet Description
length
1 estinationApplD Unsigned16 0 2 Application ID of
destination device
AN
2 & Ncax\\) Octetstring 2 2 Reserved
3 Erw ErrorType 4 N See Error Type
5.4.8 VariableDistribute Service

The VariableDistribute request parameters are coded as shown in Table 69.

Table 69 — Encoding of VariableDistribute request parameters

No. Parameter name Data type Octet offset Igr?;‘::\ Description
1 SourceApplID Unsigned16 0 2 Application ID of the
source device
2 SourceObjectID Unsigned16 2 2 Object ID of the source
device
3 Data Octetstring 4 N VariableDistributed data
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6 Structure of FAL protocol state machines

Interface to FAL services and protocol machines are specified in this subclause. Conventions
used for the descriptions are given in the generic part of this standard.

Figure 2 illustrates the relationships of primitives. The primitives exchanged between each
other will be described as follows.

Application layer user

confirmedservice.req confirmedservice.ind confirmedservice.req firmedservice.ind
confirmedservice.rsp confirmedservice.cnf confirmedservice.rsp confirmedserice.cnf
yRgonfi

nconfirmedservice.req

»

A

unconfirmedservice.ind unconfirmedservice.re edsefvice.ind

A

FAL Management Entity (FME) EPA Application Layer

-~

NS
cc s E}ﬁy\ﬁAE

\< DTC_ind
DTC_cnf

DTC_req DTC_ind
DTC_rsp DTC_cnf

n
DTU_req | | DTU ind (\D U eq ~| bTU ind
| )

7 AP
71
Table User
(ALU)
Table 70 — Primitives delivered by ALU to ALE
Prifnitive name Source Associated parameters Functions
) . ata, is primitive is used to send a confirmed
ConfirmedService.req Remote IP Address service request primitive to ALE by the user of
- - application layer
. . ALU Data, This primitive is used to send a confirmed
ConfirmedService.rsp Remote IP Address service response primitive to ALE by the user
- - of application layer
. . ALU Data, This primitive is used to send an unconfirmed
UnconfirmedService.req Remote IP Address service request primitive to ALE by the user of
- - application layer
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Table 71 — Primitives delivered by ALE to ALU

Primitive name Source Associated parameters Functions
) . Data, This primitive is used to send a confirmed
ConfirmedService.ind ALE Remote IP Address service indication primitive to the user of
- - application layer by ALE
. . Data, This primitive is used to send a confirmed
ConfirmedService.cnf ALE Remote IP Address service confirmation primitive to the user of
-~ application layer by ALE
U firmedService.ind ALE Data, This primitive is used to send an unconfirmed
ncontirmedservice.in Remote IP Address service indication primitive to the user of
- - application layer by ALE

7.2 |Protocol state machine descriptions

The AP Context Entity of Type 14 is always active. lts state is describgd in Ta 7

Table 72 — ACE state descriptio%s\

Btates

Descriptios <\ \\ \

ACTIVE

N
The ACEs in ACTIVE state prepare to transfer gérvice priqitives to ALU and FME(or AAE)| or
to receive primitives from ALU and FME(or AAE) (7

7.3 State transitions

The s{ate transitions of ACE are defined

L0

abl

{3 apd Table 74.
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Table 73 — ACE state transitions (sender)

Event or condition

# Current => Next state
state .
action
DomainDownload.req ACTIVE
S1 ACTIVE -
confirmedservice.req {
user_data := Data,
Destination_ip : = remote_ip_address,
}
S92 AbTIVE ?:mainUpIoad.req ACTINVE
confirmedservice.req {
user_data := Data,
Destination_ip : = remote_ip_address,
) N
sz |abTive é:knowlodgeEventNotification.req NS ACTIVE
confirmedservice.req {
user_data := Data,
Destination_ip : = remote_ip_address,
) AV AN
AlterEventConditionMonitor £eq A \ ACTIVE
S4 ACTIVE -
confirmedservice.req {
user_data := Data,
Destination_ip < remote_ip_. ddr%
} <\f\
Read. N ACTIVE
S5 |AETIVE ead.req N/
ress,
ACTIVE
S6 ACTIVE
s7 AbTIvE Ei/l_G@fDeviceAttribute.req ACTIVE
contirmedservice.req
user_data := Data,
Destination_ip : = remote_ip_address,
}
S8 ACTIVE Ei/l_SetDeviceAttribute.req ACTIVE

confirmedservice.req {
user_data := Data,
Destination_ip : = remote_ip_address,

}
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Current Event or condition

# => Next state

state .
action

EM_ClearDeviceAttribute.req ACTIVE

=>

S9 ACTIVE

confirmedservice.req {
user_data := Data,
Destination_ip : = remote_ip_address,

}

DomainDownload.rsp ACTIVE
=>

S§10 |[ACTIVE

confirmedservice.rsp {
user_data := Data,
Destination_ip : = remote_ip_address,

) N\

DomainUpload.rsp \Q/C/TI\/E

=>

S11 |ALTIVE

confirmedservice.rsp {
user_data := Data,

Destination_ip : = remote_ip_address,
; )

§$12 |ACTIVE

=>

AcknowlodgeEventNaotification.rsp C) ACTIVE

confirmedservice.rsp {
user_data := Data,
Destination_ip : = remote_ip dress,

ACTIVE
S13 |ALTIVE
ACTIVE
S14 |ALTIVE
ite. ACTIVE
s1s [apTive JO5
confirmedservice.rsp {
user_data := Data,
Destination_ip : = remote_ip_address,
}
EM_GetDeviceAttribute.rsp ACTIVE
S16 |ACTIVE -
confirmedservice.rsp {
user_data := Data,
Destination_ip : = remote_ip_address,
}
EM_SetDeviceAttribute.rsp ACTIVE
S17 |ACTIVE -

confirmedservice.rsp {
user_data := Data,
Destination_ip : = remote_ip_address,

}
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Current
state

Event or condition
=>
action

Next state

S18

ACTIVE

EM_ClearDeviceAttribute.rsp
=>

confirmedservice.rsp {
user_data := Data,

Destination_ip : = remote_ip_address,

}

ACTIVE

S19

ACTIVE

EventNotification.req
=>

ACTIVE

unconfirmedservice.req {
user_data := Data,

Destination_ip : = remote_ip_address,

}

S20

ACTIVE

Distribute.req

=>
unconfirmedservice.req {
user_data := Data,

}

S21

ACTIVE

EM_FindTagQuery.req

=>

unconfirmedservice.req {
user_data := Data,
Destination_ip : = remote_ip

}

Destination_ip : = remote_ip_address, /\
\)/\

O

dress,

ACTIVE

S22

ACTIVE

ACTIVE

S23

ACTIVE

ACTIVE
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Table 74 — ACE state transitions (receiver)

Event or condition

# Current state => Next state
action

Confirmedservice.ind

R1 ACTIVE . . ACTIVE
APServiceType(data) = “Domain Download”
=>
DomainDownload.ind {
Data := user_data
Destination_ip : = remote_ip_address,
;

R2 AbTIVE Confirm.edservice.ind . ACTIVE
APServiceType(data) = “Domain Upload”
=>
DomainUpload.ind { >
Data := user_data
Destination_ip : = remote_ip_address,
} <\ NN

R3 | AbTIVE Confirm.edservice.ind N ActIVE
APServiceType(data) = “Acknowlodge Evey Qn”
=>
AcknowlodgeEventNotification.ind {
Data := user_data

R4 |AcCTIVE V L ACTIVE

onditio onitor
R5 [ACTIVE ACTIVE
fi d ice.ind

R6 |ACTIVE Q;}m_e service.in _ ACTIVE
AP3%erviceType(data) = “Write”
=>
WriteTima
Data := user_data
Destination_ip : = remote_ip_address,
}

R7 ACTIVE Confirmedservice.ind ACTIVE

APServiceType(data) = “EM_GetDeviceAttribute”
=>

EM_GetDeviceAttribute.ind {

Data := user_data

Destination_ip : = remote_ip_address,

}
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Event or condition

# | Current state => Next state
action
R8 | AcTIVE Confirm.edservice.ind . . ACTIVE
APServiceType(data) = “EM_SetDeviceAttribute”
=>
EM_SetDeviceAttribute.ind {
Data := user_data
Destination_ip : = remote_ip_address,
}
Confirmedservice.ind _
R9 |AESTHVE - - - ACSTIVE
APServiceType(data) = “EM_ClearDeviceAttribute”
=>
EM_ClearDeviceAttribute.ind {
Data := user_data
Destination_ip : = remote_ip_address,
) (\
Confirmedservice.cnf X ]
R10 |ACTIVE ) ) ACTIVE
APServiceType(data) = “Domain Download”
=>
DomainDownload.cnf {
Data := user_data
Destination_ip : = remote_ip_addre C)
}
R11 | AkeTIvE Confirmedservice.cnf . N__/ ACHVE
R12 |ACTIVE e ACTIVE
‘Acknowlodge Event Notification”
Confirmedservice.cnf ]
R13 |ACTIV A _ . . ACTIVE
APServiceType(data) = “Alter Event Condition Monitor”
>
AlterEventConditionMonitor.cnf {
Data := user_data
Destination_ip : = remote_ip_address,
}
R14 | ACTIVE Confirm.edservice.cnf ACTIVE
APServiceType(data) = “Read”
=>
Read.cnf {

Data := user_data
Destination_ip : = remote_ip_address,

}
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Current state

Event or condition
=>
action

Next state

R15

ACTIVE

Confirmedservice.cnf
APServiceType(data) = “Write”

=>

Write.cnf {

Data := user_data

Destination_ip : = remote_ip_address,

}

ACTIVE

R16

Confirmedservice.cnf

APServiceType(data) = “EM_GetDeviceAttribute”
=>

EM_GetDeviceAttribute.cnf {

Data := user_data

Destination_ip : = remote_ip_address,

ACSTIVE

R17

ACTIVE

) (\\

Confirmedservice.cnf
APServiceType(data) = “EM_SetDeviceAttribute”
=>

EM_SetDeviceAttribute.cnf {

Data := user_data
Destination_ip : = remote_ip_addre C)
}

ACTIVE

R18

ACTIVE

Confirmedservice.cnf N__/

APServiceType(data) = * ttribute”

learDevic

ACTIVE

R19

ACTIVE

N

ACTIVE

R20

AQTIVE

UnconfirmedService.ind
\APW

rviceType(data) = “Distribute”

Distribute.ind {
Data := user_data,

ACT]VE

Destination_ip : = remote_ip_address,

}

R21

ACTIVE

UnconfirmedService.ind
APServiceType(data) = “EM_FindTagQuery”
=>

EM_FindTagQuery.ind {

Data := user_data,

Destination_ip : = remote_ip_address,

}

ACTIVE
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Event or condition

# Current state => Next state
action
R22 | active UnconfirmedService.ind ACTIVE
APServiceType(data) = “EM_FindTagReply”
=>

EM_FindTagReply.ind {
Data := user_data,
Destination_ip : = remote_ip_address,

}

R23 | UnconfirmedService.ind o
o APServiceType(data) = “EM_DeviceAnnunciation” O

=>

EM_DeviceAnnunciation.ind {

Data := user_data,
Destination_ip : = remote_ip_address

y - N\

7.4 |Function descriptions

Table |75 describes the functions used by ACE state t

Table 75 — APServiceTy s?‘{{)tl s
Name APSerwceType wsez}\'&j ACE
nput ( Output
data (\ /\ Q}ece\;\é service type of service message
Fyinction

To judge the mesgage essage, including domain download, domain dpload,
acknoWledge eve otifi ndition monitor, read, write, EM_GetDeviceAtjribute,
EM_SqtDeviceAttribut¥, s Event Notification, Distribute, EM_FindTagQuery,
EM_FipdTagReply an

8 FAL m ateNmachines

8.1 |Pfimiti
8.1.1 imitives exchanged between FME and application layer user

Table|76 and Table 77 show the primitives exchanged between FME and application layer
user.

Table 76 — Primitives delivered by application layer user to FME

Primitive name Source Associated parameters Functions
. . User of Data, This primitive is used to send a confirmed
ConfirmedService.req Application Remote IP Address service request primitive to FME by the user of
Layer -~ application layer
. . User of Data, This primitive is used to send a confirmed
ConfirmedService.rsp Application Remote IP Address service response primitive to FME by the user
Layer - - of application layer
. . User of Data, This primitive is used to send an unconfirmed
UnconfirmedService.req | opplication Remote IP Address service request primitive to FME by the user of

Layer -~ application layer
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Primitive name Source Associated parameters Functions
) L Data, This primitive is used to send a confirmed
ConfirmedService.ind FME Remote IP Address service indication primitive to the user of
- - application layer by FME
. . Data, This primitive is used to send a confirmed
ConfirmedService.cnf FME Remote IP Address service confirmation primitive to the user of
- T application layer by FME
. . Data, This primitive is used to send an unconfirmed
UnconfirmedService.ind FME Remote IP Address service indication primitive to the user of
- - application layer by FME

8.1.2 Primitive parameters of FME and user of application layer

Table |78 shows the primitives parameters of FME and the user of applicatio

Tahle 78 — Primitive parameters exchanged between FME@&Kp cationNa

u

ser

Parameter name r|p

remote |ip_address

sent by sender and the source addfess |ved rec

\\
This parameter transfers the IP address of remote evnce namely the destination

Address

Data

This paramenter sfers M/wgat%\/(serééj and\>9 data received by receiver

8.1.3 Primitives exchanged between F d ESM

Table |79 and Table 80 show the primitives excha between FME and ESME.

Table 7 rim ed by FME to ESME

Primitive name Sour Functions

\xsc-ww

{;r}te_ip_add ress,

request primitive to ESME by FME.

DTC_rgq FMR/ oteNp.~ reds; This primitive is used to send a confirmed seryice
/\ Data request primitive to ESME by FME
JAN
DTC_rgp FM rexgote_ip address, This primitive is used to send a confirmed seryice
\D\ata response primitive to ESME by FME.
DTU_rdq F This primitive is used to send a unconfirmed sfervice

\\W 80 — Primitives delivered by ESME to FME

Primitiye name Associated parameters | Functions
. remote_ip_address, This primitive is used to send a confirmed seryice
DTC_ing EPAp_m Socket| .~ indication primitive to FME by ESME
NVapping Entity
remote_ip_address, This primitive is used to send a confirmed service
DTC_cnf I\E/IZﬁping Er?t(i)t;ket data acknowlage primitive to FME by ESME
. remote_ip_address, This primitive is used to send a unconfirmed service
DTU_ind l’\fﬂ':ﬁp_ng poocket ata indication primitive to FME by ESME
i ity
8.1.4 Primitive parameters exchanged between FME and ESME

Table 81 shows the primitives parameters exchanged between FME and ESME.
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Table 81 — Primitives parameters exchanged between FME and ESME

Parameter name Description

remote_ip_address This parameter transfers the IP address of remote device, namely the destination address

sent by sender and the source address received by receiver

Data This paramenter transfers the data sent by sender and the data received by receiver

8.2 Protocol state machine descriptions

The states of EPA devices can be one of No address, Unconfigured or Configured. The

protodol state machine is shown in Figure 4.

8.2.1 No address
In thi> state, the EPA device waits for IP address assignment. Th
through DHCP, it will change its next state into Unconf/gured

state when it was powered off before. That is, if the state when
is Configured, then the next state is Configured, vice vers

8.2.2 Unconfigured

In thig state, the FAL Management E

Jses th@p cific multicast destinat

addregs to send EM_ActiveNotification re nessage to/inform other devices
presence. When this request message It i ser configuration application can
clear pr set the attributes of this devj€e using etectingDevice, EM_Configuringl
and EM_SetDefaultValue serwces i FME will change its statg

Config ured and start nor

8.2.3 Configured

In thig state, th

applicption informse S p provided by application layer to implement s

predefined control

S3, S6
R6. R8. R12

\ S8 R12 T R10

before

on IP
of its
query,
Device
e into

re its
pecific

Configured

S4, S5
R2, R3, R4, R5, R7,
R9, R11

Figure 4 — FME protocol state machine

8.3 State transitions

The state transitions of FME are defined in Figure 4 and Table 82.
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Table 82 — State transitions of EPA FME
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Current
state

Event or condition
=>
action

Next state

S1

No Address

EpaRcvNewlpAddress (address) = TRUE && EpaAttribute_Set
()= FALSE

=>

EpaRestoreDefaults ()
EpaNewAddress(address)
EM_ActiveNotification.req {}
Restart_EPARepeatTimer()

Unconfigured

S2

No Address

EpaRcvNewlpAddress (address) = TRUE &&
EpaAttribute_Set()=TRUE

=>
EpaClear_DuplicatePdTagFlag()
EpaNewAddress (address)
EM_ActiveNotification.req {}
Restart_EPARepeatTimer ()
EM_DetectingDevice.req {}

figured

S3

Unconfigured

EpaRepeatTimerExpires ()
=>
EM_ActiveNotification.req {}
Restart_ EPARepeatTimer ()

%configured

S4

Configured

:
-

S

7

=>

Configured

S5

Configured

Go ¢)
d

Configured

S6

Unconfigure<

EM_Cefir €rvic ew
=>
EpaSend Con(rNrro s
SRR ONY

— C.
'\3 tartN\ER

Unconfigured

S7

Unconfi d

E alﬁ%bmsxﬁ ()= TRUE
= >
<‘\\%a ionstgKen)

No Address

S8

COIM

alPAddressCollision () = TRUE
>

(no, actions taken)

No Address

R1

Unconfigured

NepaRecvMsg ()

="Any Confirmed EPA_FME Rsp Message” ||

EpaRecvMsa O="Anv Confirmed EPA _FME Error Messaag”
g I 24 =)

Unconfigured

=>
EM_ConfirmedService.cnf{}

R2

Configured

EpaRecvMsg()=" EM_DetectingDevice”
&& EpaQueryMatch (em_svc) = TRUE
=>

EM_OnlineReply.req {}

Configured

R3

Configured

EpaRecvMsg()=" EM_OnlineReply”

&&

Epa_MessageldMatch(em_svc) = TRUE
&&

EpaDeviceld_Match (em_svc) = FALSE

=>

Configured

EPASet_DuplicatePdTagFlag ()
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Current
state

Event or condition
=>
action

EM_ActiveNotification.req {}
Restart_EPARepeatTimer ()

R4

Configured

EpaRecvMsg()=" EM_OnlineReply”

&&

Epa_MessagelDMatch(em_svc) = TRUE
&&

EpaDeviceld_Match (em_svc) = TRUE
=>

//Do nothing-the response is from this device

Configured

R5

Configured

EpaRecvMsg() =" EM_OnlineReply”
=>
EM_OnlineReply.ind {}

Configured

N

R6

Unconfigured

EpaRecvMsg() = ” EM_GetDeviceAttributeReq”

EM_ConfrimedService.err {}

unc nw

R7

Configured

EpaRecvMsg()=" EM_GetDeviceAttributeReq”
=>
EM_GetDeviceAttribute.rsp {}

N

\B)nfigured

R8

Unconfigured

EpaRecvMsg()="
EpaRecvMsg()="
&& EpaDeviceld

=>

EM_ConfiguringDeviceRe
EM_SetDefaultV q”

_Match(ery_svc)y=KALSE

&

EM_ConfirmedService.ertN }

Unconfigured

R9

Configured

EpaRecvMsg()="EM_CpnfiguringDayie Req 1l
EpaRecvMsg()=" EM_ e
2 ,

dSer(i_c%\rsp

Configured

R10

Unconfigure<

@\

C&@gDeviceReq“

\QM DetectingDevice.req {}

Configured

R11

}R\yJMsg—“ EM_GetDeviceAttributeReq”

_GetDeviceAttribute.rsp {}

Configured

R12

Configured

EpaRecvMsg()="EM_SetDefaultValueReq”
=>

Unconfigured

EpaResoreDefaults ()
EM_SetDefaultValue.rsp {}
EM_ActiveNotification.req {}
Restart_EPARepeatTimer ()

8.4

Function descriptions

The functions used in FME state transitions are listed in Table 83 through Table 100.

NOTE The em_svc represents the message that comes from user configuration programs.

8.4.1

EpaRcvNewlpAddress()

The EpaRcvNewlpAddress() is illustrated in Table 83.

Next state



https://iecnorm.com/api/?name=4d0cabd43777e5729b2ac58a850b2ed4

- 68 - 61158-6-14 © IEC:2007(E)

Table 83 — EpaRcvNewlpAddress() descriptions

Name EpaRcvNewlpAddress Using FME
Input Output
Address TRUE or FALSE
Function

This function is invoked when an IP address is received. The input parameters identify the interface of the device
and IP address received.If this function is invoked correctly, then it returns TRUE, otherwise it returns FALSE.

8.4.2 EpaAttribute_Set()

The EpaAttribute_Set() is illustrated in Table 84.

Table 84 — EpaAttribute_Set() descri{t%ns\

Ndme EpaAttribute_Set Using N \\ F\}E

Input Outpl/
/)
None R \S),VF%\ SE

Function
Returng true if the attribute of the EPA device has peen set by eEM_ nflgurlngDewce service and is currently sfll valid.
Otherw|se, returns false.

8.4.3
The E

storeDefaults() descriptions

ble
/\ A
Ndme (\\E{auést\oﬁoe\fau@ Using FME

Input /\ \\> Output

None None

Functi¢n

When this function is invoked, all links are disconnected, and the attributes of EME are set as default value.

8.4.4 —EpaNewAddress()
The EpaNewAddress() is illustrated in Table 86.

Table 86 — EpaNewAddress() descriptions

Name EpaNewAddress Using FME
Input Output
Address TRUE or FALSE
Function

Returns true if the IP address is updated correctly when EPA device received a new IP address. Otherwise, returns false.
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8.4.5 Restart_EPARepeatTimer()

Restart EPARepeatTimer() is illustrated in Table 87.

Table 87 — Restart_EPARepeatTimer() descriptions

Name Restart_EPARepeatTimer Using FME
Input Output
None None

Functi¢n

This function is invoked to restore and restart EPARepeatTimer.

Aé(m\
8.4.6 EpaClear_DuplicatePdTagFlag() \>
The EpaClear_DuplicatePdTagFlag() is illustrated in Table 88.
Table 88 — EpaCIear_DupIicatePdT/,g-FlK desgripti

Ngme EpaClear_DuplicatePdTagFlag F{Jﬁ\mﬁ /\\\/ FME

None

s 4O
X o

e

This funpction is invoked to clear duplicate
N

8.4.7 EPARepeatTime

TN
is illustrated m Table 89.

ble"8§9-~ EPARepeatTimerExpire() descriptions

The EPARepeat r

Name NP\ﬁe‘ant\Ti}anxpire Using FME

Input & x Output
None None

Functi¢n

This function is invoked when the EPA Repeat Timer expires.

8.4.8 EpaSend_EM_ReqRspMessage()

The EpaSend_EM_ReqRspMessage() is illustrated in Table 90.
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Table 90 — EpaSend_EM_ReqgRspMessage() descriptions

Name EpaSend_EM_RegRspMessage Using FME
Input Output
Em_svc None
Function
Constructs and sends request or response messages.

8.4.9

The EpaSend _ EM_CommonErrorRsp() is illustrated in Table 91.

EpaSend_EM_CommonErrorRsp()

Table 91 — EpaSend_EM_CommonErrorRsp() de

Ngme EpaSend_EM_CommonErrorRsp Using \
Input Output \
servicd_type, None \
spec_garams
Function

Constrycts

and sends error response information. N\U

8.4.10

The E

EpaSntpSynclLost()

ncLost() descriptions

Ngme (MSy Lckl\> Using FME
Input Output
None None

Functi¢n &

This fupction is invoked whe the state of synchronization of time between the device and the selected remote timg
changep from.synehroni

to no —synchronization.

server

8.4.11

EpalPAddressCollision()

The EpalPAddressCollision() is illustrated in Table 93.

Table 93 — EpalPAddressCollision() descriptions

Name EpalPAddressCollision Using FME
Input Output
None TRUE or FALSE
Function

If the IP address is conflict with others, return TURE. Otherwise, return FALSE.
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8.4.12 EpaRecvMsg()

The EpaRecvMsg() is illustrated in Table 94.

Table 94 — EpaRecvMsg() descriptions

service

Name EpaRecvMsg Using FME
Input Output
Em_svc Em_svc message type
Function

This function is invoked when a message is received. It decodes the em_svc and returns the typ OW management

8.4.13 EpaQueryMatch()

The EpaQueryMatch() is illustrated in Table 95.

Table 95 — EpaQueryMatch{) descxipti

Name EpaQueryMatch s / \ FME
(oo /N
Input > Outp\{ j
E LSE
m_sv g \K@Qk‘/\
Function Q
Returng TRUE if the queried on%t is‘eontal ed(int\he .
8.4.14 EpaMe?e \>
The EpaMessagelDMat d in Table 96.
MessagelDMatch() descriptions
N4 me/\ \\p;‘l\{ess IDMatch Using FME

Input \ \/ Output

Em_swvi TRUE or FALSE

Functi¢n

Returns TRUE if the MessagelD contained in the messages matches that contained in the EM_DetectingDevice service.

8.4.15 EpaDeviceld_Match()

The EpaDeviceld_Match() is illustrated in Table 97.
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Table 97 — EpaDevild_Match() descriptions

Name EpaDeviceld_Match Using FME
Input Output
em_svc TRUE or FALSE
Function

Returns true if the Device ID in the message exactly matches the Device ID of this device.

8.4.16

The E

EpaPdTag_Match()

paPdTag_Match() is illustrated in Table 98.

Table 98 — EpaPdTag_Match() descriptio&
AN

Name EpaPdTag_Match Using \ \WN
Input Output \)
em_sv( TRU or F§>

Functig

Returns

- M
TRUE if the PD_Tag contained in the messagematches the P Tag (o) vice

8.4.17

The E

EpaSet_Attribute_Data() g
e\

ibute_Data() descriptions

paSet_Attribute_Data() i

Ngme \/;ba\\sew@ﬁ\m{a\bat\a> Using FME
Input Output
em_sv( <\ None
~N

Functi

TG\

Updatep the atw the\EME in the EPA device.

8.4.18 _EpaSet_DuplicatePdTagFlag()
The E — fag() s itustrated i Tabfe 100°
Table 100 — EpaSet_DuplicatePdTagFlag() descriptions

Name EpaSet_DuplicatePdTagFlag Using FME
Input Output
None None
Function
The value of DuplicateDetectedState is set if the device has detected that another device has the same PD_Tag.
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9 Application access entity protocol machine

9.1 Primitives
9.1.1 Primitives exchanged between AAE and application layer user

The primitives exchanged between AAE and Application Layer User (ALU) are shown in Table
101 and Table 102.

Table 101 — Primitives issued by ALU to AAE

rimitive name Source Associated parameters Functlons
) ) remote_ip_address, This is a primitive d to convey-a
ConfirmedService.req ALU data ConfirmedServic mlt ¢’ from the
ALU to the AAE/\

) ) remote_ip_address, This is a primitjve Ys to
ConfirmedService.rsp ALU data Conflrm rvise r <6 p imiti m the
ALU to tkie A

remote_ip_address, e dged\to convey a

UnconfirmedService.req ALU ce reqlest primitive flom the

data

Table 102 - Primitives iss u{d WAW

Primitive name Source é:w t s < F) Functions
] . remoté\ip_a This.is a grimitive used to convey a
ConfirmedService.ind AAE data ConfirmedService indication primitive frbm the
E to the ALU

’ ) remote_ip \addtess; \yﬁs is a primitive used to convey a
ConfirmedService.cnf E onfirmedService confirmation primitive from
data the AAE to the ALU

. N[ remote \ad\resy This is a primitive used to convey a
UnconflrmedService.ind [ A d& UnconfirmedService indication primitivel from

ratneters ex

the AAE to the ALU
9.1.2 Primiti@

ange etween AAE and ALU
Table|103 describ

d with primitives exchanged between AAE and ALU.

Ta{’l\e1\
X
PMm\ Description

. S This parameter transfer the IP address of the remote device,namely the
remotel ip_addres destination address that the sender will send data to and the source address that

the receiver will receive data from

This parameter transfer the data that the sender will send and the receiver will

data receive

9.1.3 Primitives Exchanged between AAE and ESME

The primitives exchanged between AAE and ESME are shown in Table 104 and Table 105.
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